1 METHOD AND SYSTEM FOR PROVI SI ONI NG W RELESS SERVI CES USI NG SIM

| NFORMATI ON [ 0001] This invention relates to the field of service

provi sioning for wireless devices, and 5 nore specifically, to

provi sioning of wreless devices using subscriber identity nodule ("SIM)
information. [0002] Current generations (e.g., "2.5G'" and "3G') of wreless
mobi | e comuni cati on devices, such as thel BlackBerry(r) handhel d devel oped
by Research In Mtion Ltd. (RIM&), include mcroprocessors, information

storage capabiMETHOBRNDWY PIBVEORPRSURISRIG WK ER BPRYE %ﬁg‘ﬁg\g’s Exanpl es

of software applications used in these wireless devices in

m cro-browsers, address booksUSERG SMAINFORMATKINAddi tionally, this
generation of wreless device has access to a plurality of services via
the Internet. A 3G wreless device may, for exanple, be used to browse web

sites on t hgododf dhieinvedtiont eRBSTH thafdldrFGeIw® proviaRiingSfor ¥ 1ds9 d8XE&ULEd
stream ng audi o and/or video applications. The transfer of 15 |nternet
content 1o W FPEAIGHPelte PsodroRiag qfswirslpsscdavisesiusig subserlbrijgentiie module

Wrel ess et ARt ocol ("WAP"), which integrates the Internet and
ot her netv\oA?ks vv?trL V\nfre'ess network platforns. [0003] Before a consuner

can use a WQ0ERESarmey peerations (afger - 208GhandreGe) of Rdedless enolpileovdBinQAREdMt O
the wrel esg device Jin O{hde}é to eq%l e cgrrguni cation services and 20

appl i cat i onSCARG: iSHO Aethet BlagkBerrng Uhandheldedsieloped sy keseareh lpoMiotondetd.
within the gommiiaahienRicRRtdREdbors, IR Bl BinF A Y el

pr ogranm nggghe \%’lrel_es_s Icf(;Ibz)vi ce ﬁ’tl Fbafntﬁgﬁgp%ﬁ)gae nag%lgilpggdﬁl&l %llrr’(r;cgiea%ﬁlmr?ée

t he wi il essofaraspklisdtions.t Beangdes af softwarb epphcdione lusgh an éheneintielesofdetoes

wi rel ess deyi hus, programed, .the w rel ess .. device. and, w el ess network
are enabl ed™ gﬁgan?i r §°“Ea“f)sgfsb%%§8$ P B FE1s leagvlﬁgglt’éfﬁguﬁ’ﬁé’s ZENPEBY g
swi tched t evrplesndevied Mirdecéss BSE luralifyr oT\se S @R VI tHEB teBh 3 OA I TP WitdR ss device
progranmmi ng the wirel ess network and wirel ess device to support one or nore
optional fBaYuloELxpmple; (he uied & brawsgevel sitessore theaknteragt, (¢ Gangmidliang receive

pagi na. L 0oaay v 2P GoelRS B the AR BT R PR aney O Vil
perforied omtirhe c@femr @Tasesroh windesetedee of t@hisdlly Pitidhteal b NBe W/IelegsSs
device. A dﬁéﬁic%ggg Porgtotcg]e(‘y{nﬁk%’l”)e,suszhich integrates the Internet and other networks with
wireless network platforms.
[0003] Before a consumer can use a wireless device, a number of parameters must be
provisioned into the wireless device in order to enable communication services and
20  applications and in order to distinguish the wireless device from others within the
communications network. Provisioning may typically include programming the wireless
device with a telephone number and programming the wireless network with the serial
number and telephone number of the wireless device. Thus programmed, the wireless
device and wireless network are enabled to carry calls between the wireless device and the
25  public switched telephone network (“PSTN”). Provisioning may also include
programming the wireless network and wireless device to support one or more optional
features for the wireless device, such as call forwarding, three-way calling, voice
messaging, short messaging, email forwarding, and paging.
[0004] Traditionally, provisioning of a wireless device has been performed on the
30 premises of the vendor or distributor of the wireless device. A data port on the wireless
device is used to connect the device to a programming system that uploads provisioning
data into the wireless device, such as the telephone number assigned to the wireless

device, in order to program it for use on the wireless network. Alternatively, the wireless



device is used to connect the device to a programm ng systemthat upl oads
provisioning data into the wireless device, such as the tel ephone nunber
assigned to the wireless device, in order to programit for use on the
wirel ess network. Alternatively, the wireless 2 device is programed
through its key pad. This approach requires the often undesirable step of
provi sioning the wirel ess device before itZcan be delivered to a

subscri ber. [0005] The ability to deliver a wireless device directly to a

subscri ber weviceut pfdgrahmbd\thidggh b ket PatiSTRR atpbﬁaav:\h r&Jues tlﬂceé{fté}ﬁuzﬁﬁe@ifhﬂ@s
i mproved speed gf delivery to the subscriber and 5 a sinpli
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such direct teplosssidrothpotiesiessalevive psovidddrproddpbal Graledviy 8BS fubs& et R gS
as conveni ent .and _as affordabl e as possible, over-the-air ("OTA") service

10 providi ofli HGPREED | HEVSRRNEd PracRssOmS shevi ‘é’l%‘ﬁﬁn@ef‘f@?« niosiderss eauoelif gheir
are provi dedifeRsgdbdiged HﬁecQHYt%ertéHtﬁpQukbsFHEerQrﬂ%%ﬁ ?)?a(f#elgac?%ﬂgy ©88ths in

wi rel ess device and signing up T W rel ess serv
subscri ber . sypsfmaskgtiping, depmnbwmre&:an activate a new wirel ess device and

sign up for e a n det erni ne "x228xxX") in

acgor dgnce 53%% E}”[ﬁefa\%yhrt%feésus?h Prcéesa °Si Ws??fﬁﬂ?ﬁﬂo Scrﬁ?eéé | 1K ¢ Heakes wireless

pr edet er mi nemdvicesTher cqvehfat ﬂeése%ﬁfo%‘tﬁ!é?%s 5@5&% %9%&&% bxﬁ;*g' drFLES
er

a speci,al purpose call that connects the bu to an operato

oper at dt¥ reEfi?é(b“E@“éiéeraél iptradussdnin QT @rm&wmng;f siople Fstrioctjars, ars ybvidsd to
per sonal [ r one, bi | g .addr ess
Waen t he ac %Eﬁ?ﬂié‘ nryc?rr ?r%lt%:h ﬂtkltws8 % ?ﬁs % V%th% Wlé%‘&%tﬁﬁwqe esc‘grﬂﬁg uPtfﬁe

operat or i neirelgst seltviues hoyiecote €BhigscriBers ReRafpRf ROV B aOR3e& a new
nunbers, nenu-, 2 0, se ectdgd corma ds, etc., that enable certain functions

in the wirelBESSH8EVEs 0 ien “ﬁ’o 0% §e5YiEE &Ys dialing apprdrisrmiicd gnenker (c.g.,
further, servdeecnroyi abQRidieSHith | ABS iMbssaldeOieat lh&ﬁﬁhof?é‘r tDlQlflmgheth

service provisioning process to be perfornmed by accessing pr ovi S 8ni ng
server lfr orﬁraﬁﬁtmn@dm@nmeecbnvuheeﬂmslsm device keymdamtbmh&dsal@t 1r61®dtaeet $pebial
wirel ess service provider to
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al so necessary to. provision
ome billing address. When the account information is collected and the account is set up,
the operator instructs the buyer to enter a sequence of passwords, code numbers, menu-
20  selected commands, etc., that enable certain functions in the wireless device.
[0007] To automate service provisioning even further, service provisioning solutions now
allow at least part of the OTA service provisioning process to be performed by accessing a
provisioning server from an unprovisioned wireless device via an Internet connection.
Using an Internet connection allows a wireless service provider to consolidate service
25 provisioning applications and data in a central repository.
[0008] In addition to provisioning the wireless device, it is also necessary to provision
elements in the wireless communications network which are responsible for effecting
mobile communications services and applications (e.g., billing plan, voice mail, call
forwarding, email, information services, etc.). These elements include servers and other
30 network devices maintained by wireless carriers, service providers (“SPs”), value added
resellers (“VARSs”), and mobile virtual network operators (M VNOs™).
[0009] A wireless carrier or wireless network operator typically owns and operates a

wireless network including radio equipment, base stations, antennae, interface equipment,



el ements in the wirel ess conmuni cati ons network which are responsible for
effecting nobile communications services and applications (e.g., billing
pl an, voice mail, call forwarding, email, information services, etc.).
These el enents include servers and other 30 network devices maintai ned by
wi reless carriers, service providers ("SPs"), value added resellers
("VARs"), and nobile virtual network opera@ors ("MVNGs"). [0009) A wireless
carrier or wireless network operator typically owns and operates a

Wi rel ess netsapreks, Iaﬁsﬂcmmgnﬁlﬁiﬂs%tewlcﬁmhisohﬁ% 84 BisiOBBlingEHR&Ehack-end
interface ecggl prent servers, assocjated | andﬁ nes, etc. A carrjier also

manages basi®ETBIS Elff?&e%a 56t hutelpsscrereines (@ eniscabersndbelacartias way (selhiwistlesss
services 10 JHRSLId; \Aﬁ?gi to Jdb%c §1n%hf<’£ﬁ>éa§e%k cw‘r{eﬂ g,i o §9r Yh& Efimidi {n%g a(iﬁ%so

to subscribers In case carrier 1s al carri er
partner wit tpagn&ARitha V@rﬁnaoifonﬁR)fvﬁbwﬁzelsleHs tmecaerrs sirvives and/ hag alanprorile

al so pr0|de5ceﬂ£€ ddi ti onal rvices. In additign, the carrier may
sel | ot har wi€Eain tSRges- @aﬁi@tlw &6 GeEronaysek athatadse wusRAmetwotk
SP that doegy I\B&Qﬁtynﬁ' Bh&iop rh(g% PO A U85S0 rkgtawggkthgf dGes n %tagfafhtam dltS own

equi pnment) . may i nclude large retailers operators
consuner gooﬂselwnpfamods (ng.t radiopoyuimentpr BiVE$0s Undyi eclGRs la&gd rotaRsrs, cbNOs

offer their oQun, uni gue content ar marketing,cachet to n ten
serve 10 spsBtmidtS b dt sPbnis Bpd it Rt LaHke SP apd YRS,
attract newNPRNCR off&aBETRoWE ualifhe lbBle8ONr thRetifd@lcheBlsWBSdHe PG JHidhl¥rve
Carri ers can deyol ve marketing, . sales, billing, custoner relations, and

rel at edl® r ofPeAHE BEck BIKEEeOF dntercsEn MY D Gavrimb! evﬂwl%ytopﬁﬁﬁﬂpﬁéﬂe%@%kef

functions f 136 t A
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15 rol es. [ Gfi¢Q]billing, sm'nﬂnexom lanignef andr @fred fiphoMidSbRRI 6THcs Fodrivss ke MVIRDs
they are carrl er focused. They do not address the increase in the nunber

of SPs, VARYhOMGy wRicke d]PFSS fe%%tmnéﬁn%re sibeigpilk forothetr Hargeh magkals e em the
networks of gl Hleﬁasel%é' igé‘ PARL! G4 RIyNGK 290 SimiPdr agl'dséi% &%rﬁa}ﬁgigﬁ”s

do not effectively extend 1ty to control access and services
beyond the caes.i er to MVNGs, VARs and ot her SPs. [0011] The system

g eclosed bydSHO0Y 900240 5 A-BLONSISnng SYsLen hariag o, bagkend.
communi cat i QRey do not address the increase in the number of SPs, VARs, and MVNOs on a carrier’s
network nor the integration of networks of multiple carriers. In particular, present
provisioning systems do not effectively extend the ability to control access and services
20  beyond the carrier to MVNQs, VARs, and other SPs.
[0011] The system disclosed by US2004/0082346 is a provisioning system having a
backend server for enhanced services for use by an operator of a mobile communication
system. The provisioning system, which is generally provided for automatic detection and
registration of non-provisioned enhanced-service capable mobile units in the mobile
25  communication system, automatically updates an operator's directory or register of service
capable mobile units, thereby enabling usage of the enhanced services for a provisioned,
i.e. configured and registered, mobile unit. The provisioning system typically includes a
configuration center and an enhanced-service center. As such, US2004/0082346 does not
disclose a means for activating services specified by a distinct service provider system
30  through a provisioning system coupled to a carrier system for accessing a wireless

network.



system The provisioning system which is generally provided for automatic
detection and registration of non-provisioned enhanced-servi ce capabl e
nobile units in the nobile 25 comuni cation system automatically updates
an operator's directory or register of service capable nobile units,

t her eby enabling usage of the enhanced services for a provisioned, 1i.e.
configured and registered, nmobile unit. Thé provisioning system typical
includes a configuration center and an enhanced-service center. As such,

US2004/ 008231061 2loAasnerdl thetifbr! eiets afol BN smpve@Ghétiad idhd §Rt GFSproPBRinidgLd
by a distinct, service provider system 30 t rough a provisioning system

coupl ed to aVHEEH BFViess Psnonibielack salytion that widdmsess at leeshvisrpert, 4he pom/E2gnda

need t her ef %tﬁer‘%’ﬁbﬁ&&nfn%ﬁi Sirga)roved nmet hod and system of provisioning
wi rel ess devices. Accordingly, a solution that addresses, at least in part,

t he above and other shortcomngs is desired. 5 SUMVARY [ 0013] According to

one aspect og tlﬁ ! ention, there is provided a nethod for activating a
set of sé&rvi wirel ess device, the set of services specified by a

service prqghfqr SyStgBo-hidg tg%tngoaqg&?g}?rthé iM@ntibE CRE% i@garg\gigéh amethod for
provi sioning systemfromthe™ wirelesSs device a service provider identifier
for identifydchyatitigea ssrofisceviqes dor devirebsys levivd, Ghapd o sedides @pedifiehby hiservideor
identifying a carrier system .the provisioning systemcouypled to the
service pr o ger ant Chr ﬁ]ee’_f“eg’ﬁgt‘@ﬁép,nsf%ﬁf’?ql‘%“ﬁgatt%@r%véﬁlg%‘f‘fo’%?WF’CE@WQ%
the service wipfled @isicd &88videl bviden tentifiaN &P EhdIY Ok Nerofhd F}mr%?ytk&e
over a W reless network accessed by the carrier systema service profile
havi ng T 8f oraidta wirigradentifier fertidenyify ng asearriofsystem, vicpovisimifdestm coupled to

Preferably, rvi.ce file..ncludes . , Site address. for . accessing a
i te  host edipse e HEGMRLRI bEntO SRR iR ob oPER SidsraeiabE Sinor
downl oadi ng prénadern ideatiffai; i o, fithsattiny abi thg whelesedetibe SBleY iaC 88relds® Qkblork
Preferably, the t hod further conprises transmtting to the carrier system
the servi cé‘Cbﬁ‘rSB‘%}F Gethe;camrrisystep arr%FV‘%%mg‘& haying wfQumadion forpdtiyating the set of
Preferably, sthgeqet hod further conprises determ ning whether the set of
services is supported by the carrier system by conparing the service

provi dekSi dd@@14] iRseferably the sterode profile includes a web site address for accessing a site

hosted by the provisioning system for the service provider system for downloading the
information for activating the set of services.

{0018] Preferably, the method further comprises transmitting to the carrier system the
service provider identifier for the set of services.

20 [0016] Preferably, the method further comprises determining whether the set of services is
supported by the carrier system by comparing the service provider identifier to a list of
service provider identifiers corresponding to the carrier identifier.

[0017] Preferably, the method further comprises, if the set of services is not supported by

the carrier system, identifying a set of services provided by the carrier system with the
25  carrier identifier.
[0018] Preferably, the site is for the carrier system.
[0019] Preferably, the service provider and carrier identifiers are stored in a memory
device of the wireless device.
[0020} Preferably, the memory device is a subscriber identity module {(SIM).
30  [0021] Preferably, the service provider identifier is stored in an elementary file (EF)
stored in the subscriber identity module (SIM).



service provider identifiers corresponding to the carrier identifier.
[0017] Preferably, the nmethod further conprises, if the set of services is
not supported by the carrier system identifying a set of services

provi ded by the carrier systemwth the 25 carrier identifier. [0018]
Preferably, the site is for the carrier system [0019] Preferably, the
service provider and carrier identifiers d&e stored in a nenory device of
the wirel ess device. [0020] Preferably, the nmenory device is a subscriber

i dentity nogodzz) PEéMablBhd Qﬁaéﬂ 1d%ﬁ§ﬁ&f1§@ﬂo¥ed Fnhﬁlescﬁfﬁébxg%f%f%bﬂ’e% untry. gode

identifier is stored in an elenentary file (E stored 1 n the subscri

i dentity nodMGE) Brlfyandsa maol2xetmedt eadeb(MNG) lﬁﬁl@am’redann ithobe Futbiséiitear 1dsnt1ty
stored in ong of a nobile country code (MCC) field and a nobile
net wor k code (&I\/ﬁ(g #lield stored in the subscriber identity nodule (SIM.
[0023] Pref ¢ooR3] Prefeiwdinete web sitcdstidir®s $s 4 SniforiebOirBe [REGY(GRLY.0cat or

(URL) . ? [8@%} Pre rably the set of services includes electronic nail
servi ces> P }}’a[ﬁ}lleyset phiervisesiselufles elpwroniompilisswicesnabl i ng the set
of servicesy AVi §k 9 S r .the s envice pr er s

[0026) P of 2] ??Cfe’%" BBk PR R G b prtets R e il e v B dirihe
system [OOEﬂl]wsjwmagsyntdalﬁmeth\%\/s&rhtcfslpﬁd\h@érs@@t@tﬁCtS of the present invention

there is pr 0 .apparatus such as a provisioning system a nethod

for adapt i ngﬁ/dtzﬂfg %%Pé'rrf afseo‘\i\ié’loplr’&sSYS‘ﬁP‘t’Féls'é%onéfse%?ﬁﬁfa&dﬂf yskmeh as a

conputer re & AEdrddnchay; I

practi si ng ﬁ]bgbjrret hod rof ct heft}:p%l\l/rg?#%ogé&%gfgk %Eg%gsigﬁ g%ﬁéﬂ&%ﬁgb%éﬁ%&

15 [002d] Fepnarins fedt ey esvramioa?hgaays;ugeaf mlétlhbbefoe mﬂqﬂmgja]hgsssd}etem hﬂt\pﬂeae nt
romthe fo i ] ed descr,ption

i nvention ar ent a

taken in c\c,)\%'ltb’idr?ét %awatcﬁﬁfzﬁlé&’ %\Sp%&?l‘BB‘dfeHF% 5%"6 “Hn\ji)ﬁi"@ﬁ Pregreqn ‘PgtF‘éC“éPnS
bl ock di agr axvide Wsired foRrafs EQH@Jn@ﬂ%dBT%xﬁb&ﬂldﬁg system adapted for

i npl enenting an embodi ment of the invention; 20 FIG 2 is a block diagram

illustrating a wirel ess network environnent including the
BRIEF DESCRIPTION QF THE DRAWINGS

15 [0028] Further features and advantages of the embodiments of the present invention will

become apparent from the following detailed description, taken in combination with the
appended drawings, in which:
FIG. 1 is a block diagram illustrating an exemplary provisioning system adapted
for implementing an embodiment of the invention;
20 FIG. 2 is a block diagram illustrating a wireless network environment including the
provisioning system in accordance with an embodiment of the invention;
FIG. 3 is block diagram illustrating the general structural relationships which may
exist within a SIM between MF, DF, and EF files;
FIG. 4 is a table illustrating the structure of the EFGID]1 file;
25 FIG. 5 is a table illustrating the structure of the EFGID? file;
FIG. 6 is a flow chart illustrating operations of modules within a provisioning
system for supporting multiple VARs, MVNOQOs, or SPs with EFGID information in

accordance with an embodiment of the invention; and,



provi si oning systemin accordance with an enbodi nent of the invention; FIG
3 is block diagramillustrating the general structural relationships which
may exist within a SIMbetween M-, DF, and EF files; FIG 4 is a table
illustrating the structure of the EFA DI file; 25 FIG 5 is a table
illustrating the structure of the EFA D2 file; FIG 6 is a flow chart
illustrating operations of nodules within® provisioning systemfor
supporting multiple VARs, MVNOGs, or SPs with EFG@ D information in

accor dance {0034] FIGeTbiec Mont ciaht il lh@trht"wgeﬂfzétﬁﬁ@nsa@ﬂmo@ulek Qftth & bBvisloia

flow chart ill ustratl ng oper ati ons of es Within a provisioning sys%em
for the man&tésmder e muwgenpra subscrivamdy WRes MONOSRy $Bs incecrrdanvesvith t h
an enbodi ne n tion 0035] It will be noted that throughout the
appended dr gﬁwl z%)gaﬁfe keyﬁ’gé’%"f%g&are identified 5 by like reference

nuneral s. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS [ 0036] The

fol | ow ng dam:s] &dwidkebecnotpd tien tobughont eielpdentmatEavingt NekePfe@®edtard RAALIEON

does not Eﬂ tE‘iiF r’rPI enentation of the invention to any particul ar
conput er’ 365‘}‘3 %8 q’é%?fég The present invention may be inplenented in

any conputer 10 programm ng | anguage provi ded that the operating system
("0s") provnmmfmm¢mr'pmwdi@trfmrmmkm ﬁmm@ggr_s;mgts of the
present | nventl on. retrerred enbodl nen JAVATM
conput er pr B9B38hhe éo ad;?éal’(edrde(scrhWrOmofrﬂut @nbo@megﬂs arfitha résenginvgeson
such as C o& §+ %@Vﬁband %AVA based trademarks are the trademarks
of Sun M crosystens réfni 3n A I° CatiGREOD I e pAttistlag BRMBUSE

result of apmgfdrmmhigal’ang!y@,% afheOftescnt iRntat BRY Ve HRTBMEAREA BhOHS, ya%ﬂlglﬂer
Ianguaq% and would not be a limtation of the present invention

FIG | 1% aPYBEB’HP{nH‘igaJ@P%P|Hf@:‘§fi¢dathah§1?afﬁpeé%§r@$3§m OrY) girevides élysf@@hm&)o
adapted f Ofyaq r@rﬁi ti l.ng
system 100 i %cﬁgg{sﬁgﬂrtﬁ%ngﬁ&gm ot 8%fresgcen tf&pr%réhesfggg%%ﬁx@%e%
120, nmenor yimgdonentedi isptiay JAWTMzmompdtwnpnogtmmmge léhgQagellier oMt c@iﬁpmteze
110 may include a keyboard, no renote control, or simlar

devi ce. The BHBMBHSHAIY8eY E}H’ |°62t$++3 60 b ced sl TA%Adbased trademarks are

the trademarks of Sun Mzcrosystems Corporation.) Any limitations presented would be a

15 result of a particular type of operating system or computer programming language and

would not be a limitation of the present invention.

[0037] FIG. 1 is a block diagram illustrating an exemplary provisional system 100 adapted
for implementing an embodiment of the invention. The provisioning system 100 includes
an input device 110, a central processing unit or CPU 120, memory 130, a display 140,
20 and an interface 150. The input device 110 may include a keyboard, mouse, trackball,
remote control, or similar device. The CPU 120 may include dedicated coprocessors and
memory devices. The memory 130 may include RAM, ROM, or disk devices. The display
140 may include a computer screen, terminal device, or a hardcopy producing output
device such as a printer or plotter. And, the interface 150 may include a network
25  connection including an Internet connection. The provisioning system 100 is adapted for

provisioning wireless devices 210 in a wireless network environment 200(see FIG. 2).

[0038] The provisioning system 100 may be a server system or a personal computer
(“PC”) system. The CPU 120 of the data provisioning system 100 is operatively coupled
to memory 130 which stores an operating system (not shown), such as IBM Corporation’s
30 OS/2™, UNIX, etc., for general management of the system 100. The interface 150 may be

used for communicating to external data processing systems through a network (see FIG.



menory devi ces. The nenory 130 may include RAM ROM or disk devices. The

display 140 may include a conputer screen, term nal device, or a hardcopy
produci ng output device such as a printer or plotter. And, the interface
150 may include a network 25 connection including an Internet connection.

The provisioning system 100 is adapted for provisioning wreless devices

210 in a wirel ess network environnent 200(dee FIG 2). (0038] The

provi sioning system 100 may be a server system or a personal conputer

("PC') systé&m su'Eheisﬂ?éJIrit&@zeDfExfaH@Edé%fasuﬁtE@M'pﬂétﬂfﬂﬂ@gbﬂ&tftﬁ‘t@\'éﬁﬁld system 100
operatively. cgu&)l E‘% menory 130 which stores an opera stem ( not
shown), sucHAL Bries) pé?”éf?‘isofi‘{‘dsTQle@SF?qw penspoal @mutem @Wa@i@rfmm IBM

management  @lorfi8HSY SIEH%”;‘IJI%QQ[onT systing rlba(iﬁvlﬁx%ld@ B atﬁ)% s%ﬁveetr 8 t‘&va{esglé)t

conmuni cat i ng to externa dat a CESSI ng s
FIG 7 2), shuew), asch he Wetlegivd seﬁaearapmeaﬁ@froﬁuiambssast&h@t 1ver, Tor teveldpifg

provi si gnhin stem 1Q0 clude i SeriesTM servers and Thi nkCent reTM
personaf)é’q %%@%@P@g‘% 5t réFB‘\t“éJ $PGRFUIM  Cor poration. The provisioning system

100 may include application server software (not shown), such as

WebLogi c(r) [0839) §he gﬁ‘@lbléﬁﬂn@ s/ 68 ﬁﬁg‘gx:%%g?ﬂﬁe al Bfibase stegr?\fgb op) ﬂgrér&gs axffwd
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[0040] Examples of suitable DBMSs include the Oracle® and DB2™ Universal Database
Management System products available from Oracle Corporation and [BM Corporation,
respectively. The DBMS is a software layer interposed between the actual database (ie.
20 the data as stored for use by the CPU 120 of the system 100) and the users of the system.
The DBMS is responsible for handling database transactions thus shielding users from the
details of any specific computer hardware or database implementation. Using relational
techniques, the DBMS stores, manipulates and retrieves data in the form of table-like
relations typically defined by a set of columns or attributes of data types and a set of rows
25 (i.e. records or tuples) of data. The standard database query language for dealing with

relational databases implemented by most commercial DBMSs is the Structured Query
Language ("SQL").

[0041] The provisioning system 100 includes computer executable programmed
instructions for directing the systern 100 to implement the embodiments of the present
30 invention. The programmed instructions may be embodied in one or more software

modules 170 resident in the memory 130 of the provisioning system 100. Alternatively,



20 the data as stored for use by the CPU 120 of the system 100) and the
users of the system The DBMS is responsible for handling database
transactions thus shielding users fromthe details of any specific

conput er hardware or database inplenentation. Using relational techniques,
the DBMS stores, manipulates and retrieves data in the formof table-Ilike
relations typically defined by a set of cddums or attributes of data types
and a set of rows 25 (i.e. records or tuples) of data. The standard
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[0043] A user may interact with the provisioning system 100 and its software modules
170 using a graphical user interface ("GUI") 180, The GUI 180 may be web-based and
may be used for monitoring, managing, and accessing the provisioning system 100. GUIs
20 are supported by common operating systems and provide a display format which enables a
user to choose commands, execute application programs, manage computer files, and
perform other functions by selecting pictorial representations known as icons, or items
from a menu through use of an input or pointing device such as a mouse 110. In general, a
GUI is used to convey information to and receive commands from users and generally
25 includes a variety of GUI objects or controls, including icons, toolbars, drop-down menus,
text, dialog boxes, buttons, and the like. A user typically interacts with a GUI 180
presented on a display 140 by using an input or pointing device (e.g., a mouse) 110 to

position a pointer or cursor 190 over an object 191 and by “clicking” on the object 191.

30 [0044] Typically, a GUI based system presents application, system status, and other
information to the user in "windows" appearing on the display 140. A window 192 is a

more or less rectangular area within the display 140 in which a user may view an



170 using a graphical user interface ("GU ") 180. The GJ 180 may be

web- based and nay be used for nonitoring, managi ng, and accessing the
provi si oning system 100. GUI's 20 are supported by comon operating systens
and provide a display format which enables a user to choose commands,
execut e application progranms, manage conputer files, and perform other
functions by selecting pictorial representati ons known as icons, or itens
froma nmenu through use of an input or pointing device such as a nouse 110.

In general, appli@tionics aubedmemt, sw@mmfwmmhpse b%jﬁ@%séc?ccﬁép‘fé‘yeﬁw 'i'?é}gfn
fromusers a %&%Snerally 25 includes a variety ects or controls,
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the obje t 91. 30 (0044] Typically, QU based system presents

appl i catt Sé’glasvtaé?ﬁ status, and ot her information to the user in "w ndows"
appearing on t he di spl ay 140 A wi ndow 192 is a nore or Iess rect angul ar
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[0045] FIG 2 is a block diagramillustrating a W r el ess
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rel ay systeml@2stem 226) vedbi divhit SHssdneA2R28d RN ddatasS HstnRB0 Hehald iapshbd
managemnent év ERI\%% dat abase sys & 230. The distributed provisioning
system 224 1§ Pé%’l‘%mi’%%%‘ﬁ“ fr)nﬂf( Of course, the functionality of the
relay system 226, web client system 228 and CRM dat abase system 230 nay be
i ncluded WO00BBNThheCRMD\asdbasy RYsies 8 HeRded QAR The %@%ﬁbé‘&%ssmg
system 230 i ncludes servers for Storing and accessing SS subscri ber
bi | ling> sefubredepiNingeservigndrodder eud irelated inforroationT [theORRM ahabasesysyat em
230 may include CRM applications and enterprise resource planning (“ERP™) applications
available from SAP® AG. The CRM database system 230 generates invoice messages 250
for carriers 214 (which may also be 8Ps) and which include information identifying which

VARs, MVNOs, or SPs 220 a subscriber or wireless device 210 is associated with.

20 [0047] The provisioning system 100 is interfaced to the CRM database system 230
through a transaction database 232 which is typically an offline queue (i.e., not real-time).
The provisioning system 100 passes updated and newly created service contract messages
254 to the transaction database 232. In turn, the transaction database 232 passes

corresponding update messages 252 to the CRM database system 230.

25  [0048] The web client system 228 includes servers for providing an Internet-based email
interface for wireless device subscribers. Through the web client 228, email is directed to
wireless devices 210 over the wireless network 212. The web client 228 allows
subscribers to add email account services for operation through their wireless devices 210,
Email is redirected wirelessly to subscribers’ wireless devices 210 so that subscribers can

30  send, receive, forward, and reply to messages wirelessly. In addition, the web client

system 228 allows subscribers to access their email account over the Internet with a



230 may include CRM applications and enterprise resource planning ("ERP")
applications available from SAP(r) AG The CRM dat abase system 230
generates invoice nessages 250 for carriers 214 (which nmay al so be SPs)
and whi ch include information identifying which VARs, M/NGs, or SPs 220 a
subscri ber or wireless device 210 is associated with. 20 [0047] The

provi si oni ng system 100 is interfaced to #Re CRM dat abase system 230
through a transaction dat abase 232 which is typically an offline queue
(i.e., not rdeallintibesl. PC ThehRaaie: 219RLAY SASVANGOS: PRI36SHPHAELEE ARfweb
newy create fl service_contract nessages 254 to the transaction database
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system 226 §Redn 2y provisioning system 100 is coupled to the 10 wirel ess
network 212." The relay system 226 handles a variety of |ow | evel operations
for subscribers 210. The relay system 226 receives registration nessages
258 from wi l08FRBachqayiered 42ultichina fRdees canmseusmmag@rmcxecsysmm 216 which is
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may be similar in component configuration to the provisioning system 100 (see FIG. 1).

The carrier customer service system 216 provides the carrier provisioning system 218 with

activate subscriber messages 260. In turn, the carrier provisioning system 218 provides

20 activate network service messages 240 to the wireless network 212 for transmission to the
distributed provisioning system 224 and/or wireless devices 210. In addition, and as

mentioned above, the carrier customer service system 216 of the carrier 214 receives

invoice messages (including VAR/MNVQ/SP information) 250 from the CRM database

system 230. Furthermore, the carrier customer service system 216 provides manage

25  VAR/MVNO/SP configuration messages 248 to the provisioning system 100,

[0051] Each VAR/MVNO/SP 220 includes a VAR/MVNO/SP customer service system
222. The VAR/MVNO/SP customer service system 222 is typically coupled to the
distributed provisioning system 224 through landlines. The VAR/MVNQ/SP customer
service system 222 provides the provisioning system 100 with subscriber service

30 assignment messages 244 and device service assignment messages 242. In addition, the



system 226, 15 [0050] Each carrier 214 which is a SP has a carrier custoner
service system 216 which is coupled to a carrier provisioning system 218.
The carrier custoner service system 216 nay be simlar in conponent
configuration to the provisioning system 100 (see FIG 1). The carrier
custoner service system 216 provides the carrier provisioning system 218
with activate subscriber nessages 260. |Idlturn, the carrier provisioning
system 218 provides 20 activate network service nessages 240 to the
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anot he'5s s¢iBai¢ farperding, related billing, provisioning, and other services. In effect, the distributed

provisioning system 100 is a form of SP providing specialized support and services for

wireless devices such as the BlackBerry® handheld. RIM® presently acts as such a SP

providing provisioning and related services through its BlackBerry® service. As such, SPs

such as RIM® are sometimes referred to as value added service providers (*VASPs”™), Of

2G  course, the BlackBerry® service may be re-branded and offered by other SPs to their

subscribers,

[0054] The present invention extends the ability to control access and services beyond the
carrier 214 to MVNOs, VARs, and similar SPs 220. According to one embodiment of the
invention, this is accomplished using Subscriber Identity Module (“SIM™) information to
25  identify subscribers as MVNO, VAR or SP subscribers. A SIM is a small, stamp-sized
“smart card” that is used in a Global System for Mobile Communications (“GSM™)
wireless device 210. Typically, the SIM contains a microchip that stores data that
identifies the subscriber 210 to the carrier 214. The SIM also stores data used to encrypt
voice and data transmissions, phone book information, etc. Typically, the SIM can be
30 removed from a first wireless device and place in a second wireless device. This enables

the second wireless device to use information such as the subscriber’s telephone and



[ 0053] Thus, the distributed provisioning system 224 acts as an
internediary between carriers 214, VARs, M/NGs, SPs 220, and wrel ess
devi ce subscribers 210, providing 15 email forwarding, related billing,
provi sioning, and other services. In effect, the distributed provisioning
system 100 is a formof SP providing specialized support and services for
w rel ess devices such as the BlackBerry(r)l4handheld. RIMr) presently acts
as such a SP providing provisioning and rel ated services through its

Bl ackBer ry( riccswtt vinarberASTheI Giterf@RS besteh ASIH Mid Ja ¥1R1S9RYId®S10 &igs) &d
to as val ue added service Er_ow ders ("VASPs"). O 20 course, the
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t el ephog& and 12 ac,counﬁ nunbers. The interface between a SIMand a

wi rel ess’ deWteless #8viGs il Alsq be wpdatedss network 212 is defined in European
Tel econmuni cations Standards Institute ("ETSI") standard GSM 11. 11 Version

6.2.0 Rel " Dh g . N CAL | tem (P
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be updat €d. carrier’s network resources. Subscribers owned by a partner 220 are identified by the SIM
which is typically owned by the carrier 214. The SIM is able to identify the carrier 214 by
the MCC/MNC information contained in the International Mobile Subscriber Identity
(“IMSI”) file. Often the carrier 214 needs to know which partners 220 are responsible for
20 the services and fees associated with a particular subscriber 210, Also, the carrier 214 may
want to delegate service control to their partnet 220 and manage what services are

available for default assignment.

[0057] According to one embodiment of the invention, the provisioning system 100 {or
distributed provisioning system 224) uses information stored in the Elementary File Group
25  Identifier (“EFGID™) file specified by the GSM 11.11 standard to allow for the
identification of a subscriber 210 as belonging to a specific MVNO, VAR or SP 220. A
flexible interface 216 is provided to the carrier 214 to define partners 220 and identify
EFGID mappings for these partners 220. Carriers 214 are able to control what services can
be assigned by the partner 220 to their subscribers or handsets 210. MVNOs, VARs and
30 SPs 220 have access to an interface 222 to manage service provisioning and access control

for their subscribers within the boundaries set by the carrier 214. Different



[ 0056] Now, a carrier 214 can be uniquely identified through the Mbile
Country Code ("MCC') and Mobile Network Code ("MNC') assigned to the
subscriber and stored in the SIMof the subscriber's wreless device 210.
As descri bed above, a carrier 214 may have relationships with various
partners (e.g., VARs, MVNGCs, and SPs) 2201sho are 15 responsible for a
sub-set of subscribers or services. In each case, these partners use the

carrier's n [ by..a partner..220 ar .
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carrier 214 may want to delegate service control to their partner 220 and

manage what services are available for default assignnment, [0057]
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bel ongi ng t cific MVNO VAR or SP 220. A flexible interface 216 i1s
provi ded t o%ﬂﬂ\ZN%‘% 254 Jo phichethr subsseibemtGsbelompsaibtie icarsiot 214 is dirGhltde to

mappi ngs f opadd@s &ERADL NG ggﬁw@ﬁr' 4 are abl .cont r ol t
services can. be asl:1s@j|5}gna{<§1 t?/ t he par Pﬁgiﬁ%%é%%)qeﬁreﬂtﬁ%&fgg%F%@P?nwa%a 250
handsetld 21that Mivhi@ves\ARs tlandisBDuSEpradisiontigesysRaesS. Fartdbrmidit ht ageie?224 t 0
manage servi cgbigr Qvi si oni .hg _and acce§ﬁ§con rol, for their _subscribers

within the bsou_n a i%oén’?gimgtfi TREsagey Frertot 3.diE§T‘PP@FleH&°V'¥é°“_*%ﬁ§#tth &ps
220 can havmadadefiey R86cised ViAes M hieniRos 29@%&%,:‘ fpﬁﬁ%ﬁlgpyw&%%%eggterfiaﬁ%

options to brand the end-user experience to t requi renents.
partner i nfectneMbnSOAP: stglini ageaushhéycproviding 2tied abidity e@cbntsolbsactber

as part of tlLin nd .recongili.ati.on process 250. 5 [Q058] To, . .
reiterate, %ﬁ%@%\%léﬁ@%@gﬁ /tggge %Cﬂgif ée’stﬁ"ﬁﬁ’i?ét%%d‘lﬂ‘/ Og&lﬁés adapTfsing

i nf or matsi onfor VhgoAIRALIMYNGTh SRR 1@ RAsgesipted with a carrier 214 are able
to manage their own subscribers 210. The EFA D information fromthe SIMis

used to ideﬁgé]y the . VAR WNQ SP 220 to which the subscriber 210 bel ongs.
The carrier % fecordiag ta pheeGBN 11.11 standard, a “file” is a directory or an organized set of

bytes or records in the SIM. A Dedicated File (“DF™) is a file containing access conditions
and, optionally, Elementary Files or other DFs. An Elementary File (“EF”) is a file
containing access conditions and data and no other files. And, a Master File (“MIE) 1s the

20 unique mandatory file containing access conditions and optionally DFs and/or EFs,

[0060] FIG. 3 is block diagram illustrating the general structural relationships which may
exist within a SIM between MF 310, DF 320, and EF 330 files. In general, files are
composed of a header, which is internally managed by the SIM, and optionally a body
part. The information of the header is related to the structure and attributes of the file. The
25  body part contains the data of the file. Each EF file 330 is composed of a header and a
body part. The following three structures for an EF are used by GSM: transparent, linear

fixed, and cyclic.

[0061] An EF 330 with a transparent structure consists of a sequence of bytes. When
reading or updating, the sequence of bytes to be acted upon is referenced by a relative

3C  address (offset), which indicates the start position (in bytes), and the number of bytes to be



have the EFG D and the VAR WNQO SP identity appear in the billing comment
data 250 10 that it receives fromthe distributed provisioning system 224.
Furthernore, the carrier 214 is W to comuni cate nessages 248 to the

di stributed provisioning system?248 to namnage its associ ated

VARs/ WNGs/ SPs 220 using, for exanple, a WbService interface (e.g., XM,
SOAP, etc.). Advantageously, by providing ¥he abili ty to control exactly
what services are accessible to the subscriber base, targeted product

of feri ngs amehdpen apdated. Theffost bgeidfstranganseEF desnidlates adirésacdl D0'aTad.

or gani zed i Bob B bebamies FE et in b fraedoBa B ¢ ("De”) (< a

file containing access conditions and, optionally, Elenentary Files or

ot her DFs. f0062] ¢maddiaioy, BFb endy' 6 chasdifieda irﬂa@dataanb@b@!imwm@ﬁ&_ size of an
conditions and data and no other files. And, a Master File ("V\'Ig‘ is the 20
uni que mand&Péenal fhl magdit arai AY meplevented difist witne fAlecsizppicottalthan BiFg shall

and/ or S. 0 I 3. 1s.block diagr illustrating the_.general,, .
ot uctural AT AL ERfR g 1RRS- OolFEd Tl et keRfmebealit Rilynp on e
320, and EF|g@3@Rdfat iRSendlof ag®IEhdd ndtidk@® are conposed of a header, which

is internally managed by the SIM and optionally a body part. The
infornmati on_of the header is related to the structure and attri butes of the

file. The 28083hy cpendingcionhaGSM i hd | ptandarsk therpareitive EFEHBHilER BEGID 136bong
conposed of Hrest ; i res. f.

an rrII%F are uls%gng?/ld %éﬁq? ra g(ri]s par ?gf jﬁrﬁ%l@eﬁnﬁfﬁg % !?g%ii an%ﬂé;ag} ?%Mﬁgégﬁ%"kﬁé EF
330dyvi th a idegtiﬁparfempirﬁtmlmcSIMe\f{E%'ssdé&atEnefItaabxsee]uwicci@ it:ia‘zm':tf_ytaegoafq\/\l’aéSIMEI
readi ng .or ating, .the sequence, of bytes to be ed upon Is reference

by a. relati gjg 4 PHUHR Y tcgﬂ?%eﬁ“? ShRage i%ﬁ%a@ﬁébhéﬁgt‘érﬁhoﬁ@si‘{ ipgﬁ- G n
bytes), and pes t ; : . 1Qq7k | : :
of a transpgirngﬁ%rwéF hagg{%i;}ér&élls%? ?Slgﬁg%n?r gggmég?%gﬂ ﬁ‘?&ruﬁ% SI%?&I@ h%sg%lgﬁé(ﬁs‘?

| ength of tHdopeuyboasedie idemtify aignalircef &M for aiperthatd epplidatioheTIEFstnfc006 2F

I n addition e i S ndat ory. or. opti The f size
of an opti SSaT LD AAR s EERh Fif: 3 NOROREL e vkl RRGID) RS grBa%ud
gr eat er t hanlericad. Eiegl dre phoviduat @wider éld GRRNUBI DEtvindlad 3o kll@nshe Eptibonalnfaas a
itens g?)y eiii.r?:er g%&illed with "F, or, if .located at the end of an EF,
need ndt’ exfidicrent fyglsiof spcsityidapendsnt oeanplertion. 11 standard, there are two
EFA D files: EFA DI (G oup

[0064] FIG. 6 is a flow chart illustrating operations 600 of modules 170 within a
provisioning system 100, 224 for supporting multiple VARs, MVNOs, or SPs 220 with

EFGID information in accordance with an embodiment of the invention.

[0065] At step 601, the operations 600 start. The wireless device 210 sends registration

20 messages 258 to the relay system 226 over the wireless network 212.

[0066] At step 602, a registration server (not shown) in the relay system 226 forwards the
registration messages 258 to the provisioning system 100 of the distributed provisioning

system 224,

[0067] At step 603, the provisioning system 100 determines a carrier profile based on the
25  MCC/MNC values provided in the IMSI of the registration messages 258. The

MCC/MNC value may be referred to as a “carrier identifier”.

[0068] At step 604, the provisioning system 100 determines the EFGID1 value (if any)

from the registration messages 258 and checks the carrier profile to determine if the



I dentifier Level 1) and EFA D2 (G oup Identifier Level 2). EFA D is an EF
containing identifiers for particular SIM M associations. It can be used
to identify a group of SIMs 10 for a particular application. The structure
of the EFGA D file is shown in FIG 4. Simlarly, the EFAD2 is an EF
containing identifiers for particular SIM M associations. It too can be
used to identify a group of SIMs for a padti cul ar application. The
structure of the EFA D2 file is shown in FIG 5. Note that the structure

of NGOl amh Y uat i ansal v ARIONVRLS, 1 b drii B b iy

standard to allow the carrier to enforce t of secu
dependant omefgppil tcatd HervifOp®4ideFldentier’s a fl ow chart illustrating
operations 600 of nmodules 170 within a provisioning system 100, 224 for

supporting i Pl.e YA Y or SPs.220 with EFGD inforpation in .
accor dance m‘f?]a‘# g\é cF)% Preht ORI e flAdE s TR H‘ft 3@%@? vilyg is
oper ati ons 6G&gaizadt. The wirel ess device 210 sends registration 20

nmessages 258 to the relay system 226 over the wirel ess network 212. [0066]
At step 602 eqi stration, serv (npt shown) in the relay system 226

f or war ds’ t hgo‘ja’roigﬁrg‘ssfetpaqaqdo HQH@?E@@% Vﬂg‘g i§ §ot I5eogniznd; 5o ficAG widsrdilingdDos
the di stribgheskeRtOYERHARMND and ¥lIEMZRbD, 40857} RO i
provi si oni nS system 100 det e?rrlrfnes ‘a carrier pgoq ﬁ‘%ﬁeﬁxtggds}ggl{g%ﬁe@@ sui)gcraber
MCC/ MNC val 488. provided in the IMSI of the registration nmessages 258. The
MCC/ MNC val ue may be referred to as a "carrier identifier". [0068] At step

604, the preyvi-skanin t. 1 erm nes the.EF val ye (i.f gny).  from
the regi st rgqqﬁ:l](}\ﬁesé aé@ ‘gg%e %%S;q@ﬁuev \Skfgc%gé’rlﬁdggpri%ﬁm ﬂ@ ’{‘{?Sﬂg{%ﬂw né

if the 15 Efs@gilol ty dleUuppraprRfev AR, Moo, YVARP 20WNO, or SP 220. The EFG D
value may be referred to as a "service provider identifier". [0069] At

step 605 a(g)e]tzgrm natjon i s nade as to whether the EFG D1l value is
r ecogni‘zed. [B7RHAHG1eP408s pistasmenatiop is Redepstowhetierany ¥ At MVNQgen SR 320

605, _then angand i Akl Lt Re SHRE P SuSL TR @ VAR, A

or SP 220 has pre-provisioned the subscriber
the EFG DI vpdragonspro@eddgnszpd0®05, then the subscriber 210 is

[0073] At step 610, if the subscriber 210 has not been pre-provisioned 608, then services
arc assigned based on carrier default settings or a pre-activation request. Associated
15  service books are pushed 240 to the wireless device 210 based on the corresponding
configuration. A service book contains information that informs the wireless device 210
about how fo interact with the provisioning system 100, 224 and allows the different
services that can be enabled for the wireless device 210, Thus, service books provide the

wireless device 210 with a service profile.

20 [0074] At step 609, continuing from step 607, services are assigned based on VAR,
MVNQ, or SP default settings or a pre-activation request. Associated service books are

pushed 240 to the wireless device 210 based on the corresponding configuration.

[0075] At step 611, a determination is made as to whether the carrier profile requires a
billing comment 250 to be appended with VAR, MVNO, and SP information. If no billing

25  comment is required, operations proceed to step 613.

[0076] At step 612, if a billing comment is required, the billing comment is appended and
the CRM database system 230 is updated accordingly.

[0077] At step 613, the operations 600 end with the completion of registration processing.



assigned to the appropriate VAR, MWNO or SP 220. 10 [0072] At step 608, a
determ nation is nade as to whether any VAR, MVNO, or SP 220 has
pre-provi sioned the subscriber 210. If the subscriber 210 has been
pre-provi sioned, operations proceed to step 607. [0073] At step 610, if

t he subscriber 210 has not been pre-provisioned 608, then services are
assi gned based on carrier default settingdfor a pre-activation request.
Associ ated 15 service books are pushed 240 to the wirel ess device 210

based on t hgogzs]vshaedi 1M GatHin JtheahrBisiofing EMicee PRRK28PNERAS additional
information that inforns the wirel ess device 2I0 about how to interact

with the pr&PPEfiens Y swppeding rowiipE2Y ARSMYNCQIEPs 220 wiithf BFGHY infornatiaredn

t hat can be A i r . ice 210. Thus,,servi ge books. .
i ca e PR (el 2 (1" Bh SRSV sk Berad MRien@ EhKeG8 SR80 vig g,
609, conti nuvelgirdtérgoesb efe PRVisiGRAY kEREN 06, ZESH 9886y TSR R \Pertai MY
or SP default settings or aeﬁ)re- activation r%zq,uest. Associ ated servi ce

books are phistieblepdber@riitie2id mothes sV ARMYBIZIB Plsean specifiiethe dengh péribie ng
confi gurati @pcihiO0dal ifims Seh ﬁxlﬂ)alrrpﬁioggﬁ?ers.nbﬂ% El%gghggx"%dfet&?niﬁé;iégﬂﬁfﬁfb

the carrier profile requires a come e appen
VAR, MWNO, anlheSkreiaxprassmitdsahe héx rapoesbitatiomgf thabsegaemndf yses| Bgludigdieading

operations progeed..t.o step 613._ ]0076] At_ste if abilling coomept is
requi r ed, Re Fﬁg‘%‘ﬁ&“v Biraricr %B?ib]ﬁaf‘ébﬁ’a‘ﬁdge %I&M’Wﬁt abé‘%feg%%si’_%cﬂ%o
i's updated acRMVRG/SP nhRR74 béth bl Blabpehda @%E%tii'liﬁg%oﬁﬁ’&r@@@o.wf'{blé he
conpl etion of registration processing. 16 "[0078] Mdules 170 wthin the

provi sihi née%ryﬁt%rﬁﬂwaﬂbﬁswiﬁ@%%lﬁ tional operations for supporting
mul tiple VARS/ WNGCs/ SPs 220 with EFG@ D information. In particular, a

carrier 21444 Ladm nj or_.associated with the carri an
specify vi a[éidmm% al%ﬁftgogf a g’ a%tfé))%% hgere ﬁ@v@sﬁﬁ n%'los“f)g% e Cff)réffr gBl t§ ?/rg?tlee?y
of i nformat VOYR/PEVNGVSP 200t A GurtiérS2Pt odn log. inTVie LCWebi @iterfitd twithd peovisioning
VAR WNQ' SP 220 gﬁ@ agﬁci fy the | ngé?%the EFGA DI field in the SIMin
terms of byf&eEmdile2¢fandagietn 248 § WOQ/SB1220ny pysigm Q) #songy @t more
expressed agnighe BIRND SRLESEMER R0l ALPAR SRIERPE: teRe thive! HEl B4
| eadi ng Gs. ,Irqn addi tion, tﬁzﬁcarrl eS? 214 can specl fyﬂf Fg)tﬁhiga%EFG D va uef,:
or the ldor r EEpdRdvalige assigRetMNGL. SThenBREID ovaluzoseciffeduiscachentlypthe it@ It lovilhe
billing CO%Pf:td i%Saos'ub'g‘crEtI)e?JstIM. According to the GSM 11.11 standard, as discussed above,
the EFGIDI field is an optional EF in a SIM that may contain 1 to n bytes (see FIG. 4).
The carrier 214 can then proceed to create an administration account for the
VAR/MNVO/SP 220. The carrier 214 has complete control over the VAR/MNVOQ/SP
20 220. For example, the carrier 214 can creale or remove a VAR/MVNO/SP 220 that
belongs to it. In addition, the carrier 214 can manage (i.e., activate, deactivate, suspend,
resume, etc) any subscriber 210 of any VAR/MVNO/SP 220, Alternatively, a
configuration setting can allow the carrier 214 to select which EF in the SIM to use for

VAR/MVNOQO/SP 220 identification,

25 [0080}] A VAR/MVNO/SP 220 (ie., an administrator associated with the
VAR/MVNO/SP) can create additional accounts. A VAR 220 can log in via a Web
interface to the provisioning system 100, 224 and create additional accounts (e.g.,

Manager and Support Staff) and assign permissions to each account 242, 244,

[0081] In addition, a VAR/MNVO/SP 220 can manage its own subscribers 210, Each
30 VAR/MVNO/SP 220 has access to only its subscribers 210,



10 delimting string may be specified as well. [0079] In addition,
operations are provided for allowing a carrier 214 to create a VAR WNQO SP
220. A carrier 214 can log in via a Wb interface to the provisioning
system 100, 224 and create 248 a VAR WNQO SP 220 and assign to it one or
nore uni que EFA D val ues (HEX strings). A VAR WNQO SP 220 may have nore
than one 15 EFGA D val ue assigned to it. TAE EFGA D val ue specified is
actually the EFA@ DI value stored in a subscriber's SIM According to the

GSM 11. 11 stieg8irrdG. ap igliaS gle6s @Hard AU Rratink NEpritan®! 700 @ dnb&uldd 190t WARR 2 EF
ina SIMthat may contain 1 to n bytes (see FIG 4). The carrier 214 can

t hen proceed9sigpigsestan W22 Serrthe msnageneantof silseribére 21 AR VARG IEFNDD.
The carrier : t.ral .over the VAR MNVQ SP 20 220. For
exanpi e, tné*on eroiFSRdhEe SR I Rion IEnl Bting s 220 i nat
belongs to it. In addition, the carrier 214 can nmanage (i.e., activate,
deacti vat e, [RB3pextcstep 7@k uire opetadhnafifl stabiser VBRMNOOMEP a2y 1043Rh MG Wb
220. Alternatively, configuration setting can allow the carrier 214 to
sel ect vﬁi Cﬁntgrlfaqeﬁottﬁeeprgqu 989y 100,33 M/NO' SP 220 identification. 25
[ 0080] A VAR WNQ SP 220 (i.e., an adm nistrator associated with the

VAR WNQ' SPYoasa) Ar &8s @0adehd NVONBMNAOCPINGIG fie 25Q06A0 glj%si:{i‘be\fi A Apyed

interface to the provisioning system 100, 224 and create additional
account s (e checkingvattaibuies atghSapddEsl, SCAIP) (lategraied i GincyerGrrd sidentsfiery BB h

Cubsor ber s Gt ELRRA Al bR e Guneital SRR R G ), 2. O

subscribers 210. 17 [0082] FIG 7 is a flow chart illustrating operations
700 of nodul@®85) 20 steipti3na detepnimaiisn Ghade Byts twehietikd the 2AB4erfter 21016 new to the
manage t of subscribers 5&3 ay VARs, MVNGs, or SPs 220 in accordance
with an erb8HVERISFYSHR 10R¢eft i on. [0083] At step 701, the operations 700
start. A VAR M\VO SP 220 logs in via a Wb 5 interface to the provisioning

system 100, ﬁ%‘zﬁsbAE 9%4;1046?; tBE RBbstPiber 2115is YRR WQI' tﬁglp%@\ﬁggl%gzﬁ?hémt 100l Qg@t e

a subscriber 21 checking attributes such as nt egrafe
Circuit CarthendwatiRGIEY yaluPlifsel¢dPed fomathe NdERIMVNGYSParccounttaed Jassigndd to the

(I'nternati Oghablscrl}%)et%islsell\EqUi pment ldentity), etc.

[0087] At step 705, if the subscriber 210 is not new 703 to the provisioning system 100,
15 224, then a determination is made as to whether the EFGID value belongs to the
VAR/MVNO/SP 220. If the EFGID belongs to the VAR/MVNO/SP 220, operations

continue to step 707.

[0088] At step 706, if the EFGID does not belong to the VAR/MNVO/SP 220, the
VAR/MVNO/SP 220 is not allowed to manage the subscriber 210 since the subscriber 210
20  belongs to another VAR/MNVQ/SP 220.

[0089]) At step 707, continuing from steps 704 or 705, the operations 700 end with the
VAR/MNVO/SP 220 being allowed to manage the subscriber 210,

[0090] A VAR/MNVO/SP 220 can also manage its subscribers 210 via a WebService
interface (e.g., XML, SOAP, etc.) to the provisioning system 100, 224. As long as the
25  subscriber 210 belongs to the VAR/MNVO/SP 220, or the subscriber 210 is new (i.e.,
before registration), the VAR/MNVO/SP 220 can perform actions such as activate,

suspend, resume, deactivate, assign, change billing id or status for its subscriber 210.



[0085] At step 703, a determnation is made as to whether the subscri ber
210 is newto the 10 provisioning system 100,224 . [0086] At step 704, if
t he subscriber 210 is new 703 to the provisioning system 100, 224 then one
EFGA D value is selected fromthe VAR MNNO SP account and assigned to the
subscriber's SIM [0087] At step 705, if the subscriber 210 is not new 703
to the provisioning system 100, 15 224, tfen a deternmination is nade as to
whet her the EFA D val ue belongs to the VAR WNQO SP 220. If the EFG D

bel ongs to tf0e9NAR MENGHSRI, 27RratidReadd R VSdedC Rt diRneE %ca s*ru@% Z&ZmehaeﬁﬁigeAt
step 706, if the EFA D does not bel ong to the VAR
VAR MVNQ/ SPUP9D Tegistigtiony) [Ihgeeprrier dddagan wsplscis lﬁtbsmebéramﬁ%ﬁl}]c\@lqeh@r the

subscri ber I R/ Q'SP _220. 89] At ste
cont i nui g FenesERdhe SRR ARS Rehe YO AT SRRt 11 W Bloviorthe Byl
VAR M\VQ' SP 1802 bk detectak chuget ¢fENGITRGSo RYistdlSE thd 6111ird Gomir@ROR]chénged to
VAR M\VQ SP 220 can al so manage its subscribers 210 via a WbServi ce
i nterface (&CHect iheNptestdadifplD wglue pr VAR/NEVNOGE 83%8%i ng syst em 100, 224. As
|l ong as the 25 subscriber 210 belongs to the VAR M\VOQ SP 220, or the

subscri ber 2déba¥ u%‘é‘frﬁérce opePRioAk eax%egi'cﬁftﬂe%t 1£89) weld hale\%Rélw\(glﬁEat%o @agn

perform actions such as activate, sus resume, deactivate, ass
change bi | | im@tiodedsreagh NARMBNOY SR 22 bmciravi 6t 0@ Gvebldient Q&Qﬂa]humsmay or may

ment i oned, PLOV ded f n 0

upon registr aﬁ%ﬁle%ﬁe g} T |a£r|}er2ql‘?(et%3he"g§’1tee\égta @M&@Nyﬁﬁﬁ mel?ﬁo\% Ou‘érg%tF
the corresponsh ﬂ@and@bWh@Poﬂﬁmeb%@ntQﬁtb lok BE tKOSFRBL s whkb cliflf site. When a
provi si oni ng system 100, 224 detects a change of EFA D upon registration,

the bi |19 ng Sebserber rosistelatifedravisioningfysem 1A% P24 amshﬁFcheDW‘elwg\Iw/SP s
VARIMWNO' SP nafie. boLaQQQ?tﬂle EﬁAHSsEHE&'E%ﬁeiegso&gvgéeh?@hf%@ﬁ' gg L w create

client site verificatl I one O¢n ve i
own web cli @nbr &1 r@stmtmn hOtreywise, thacarrieots stwwbéleoslalﬁsapasheﬁ h@/heara subktrsbaneb

client site h VAR /| v SP can choose create cli ent account
either on i Eé bS@& PP@nWeéNqY NFCCgEnt: Hia %WFMIG@ WS ‘ﬁ) uggr igterfag %
10 subscri bﬁfov’iﬁ&hﬁé 8¥tem 108,204 WHsSic® Mo theSW Q1B 00 o2R4 sRLRABS: éolﬁ%sponds

VAR M\VQ SP" s
15 to that of its VAR/MNVQ/SP 220 or its carrier 214.

[0093]} With respect to supporting multiple VARs/MVNOQOs/SPs with EFGID information,
note that the EFGID information is retrieved by the relay system 226. The EFGIDI1 and
EFGID2 fields are optional parameters (1 to n bytes) stored in a SIM. The relay system
226 encodes EFGID1 and EFGID?2 information in Base64 and sends this information 258
20 1o the provisioning system 100. A registration interface of the provisioning system 100
decodes the EFGID1 field with Base64. The EFGID2 value is not used and is discarded.
In addition, the registration interface discards all invalid EFGID1 values. The registration
interface determines the VAR/MVNO/SP based on the IMSI and EFGID! values and

passes the validated EFGID1 value to downstream components 230.

25 [0094] Based on EFGID information, subscribers are provided with specific, configurable
service books (ie., for WAP, browsing, etc.). In addition, the provisioning system 100,
224 allows for the assignment of a separate web client site to each VAR/MVNO/SP 220
associated with a particular carrier 214. Moreover, a user interface to the provisioning
system 100, 224 is provided allowing a carrier 214 to have super-user control over all
30 VARs/MVNOs/SPs 220 under its control umbrella, The user interface also allows each
carrier 214 to specify its particular EFGID1 format, specifically the number of bytes the



service book to the subscriber's wireless device 210, if a web client
account was created prior to registration. Gtherwise, the carrier's
service book is pushed. When a subscriber tries to set up a web client
account via the web client systems Web user interface, the provisioning
system 100, 224 ensures that the web client site of the subscriber
corresponds 15 to that of its VAR M\VO SP920 or its carrier 214. [ 0093]
Wth respect to supporting multiple VARS/ WNGs/ SPs with EFA D i nformati on,
not e that t kerrleFQID storkoinrdie SIM iof itsewirtlessedeviyest @, Ihelaa&’itlsy,sﬂhemséﬁﬁterﬁae

EFG DI and FA D2 fields tional n bytes store

a SIM The PEP‘&’;S/ 5% téﬁ?leﬁzéf%ﬁgoa@ét%mm& %89 Aatdeste it ¢
Base64 and seArRavvRGISP2R0BRRALH BRADPS/A@.t 0 the provisioning system 100. A
registration interface of the provisioning system 100 decodes the EFG D

field with Base64. The EFA D2 value is not used and is discarded. In
addi ti on, tﬁ%ﬂﬁgﬁ@mdamg dn thatpeseat énviingenr dariary 2ihveadi HAEE@VIMNQ.%E@@:’.O

The registr ter eterm.nes t ed on the

and Era D ke SRR RORBE bR a Py oAby A TeaE BN Teat S reine
conmponents 230, tﬁﬁcdigﬂaﬂ]a Bas sy usikFGHesd Biigyr nﬁlud@nEF@HbSﬁfdrbﬁﬁ@n aﬁ&udmg
provided with specific, configurable service books (i.e., for

browsi ng, et} MYNO43Rinemsn trigsely psov bilieg cpmmept t Era mcstrau@zmt@ﬁa@vﬁ ther
the assl gn”@ﬂﬂ}vlﬁémﬁ SeRAha06 e\‘l\ﬁResC hhtetg[i R%pl\/g bflﬁr@%@&gm\f{n s cred Ngd% ]d u%gd

associ at ed th a Icular “carrier usér interrace to the
provi sioning system 100, 224 is provided allowng a carrier 214 to have
super - user {0196] Gloneider thel fbl1@@ingARaAANGEhSRpe 2210n widies pietant dioventioh. As pre-
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i nformation i Iud vg VAg/ NO' SP name, typically as a billing
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proper Dbi |l bigora@itkl Sk’ Gl cARMheHS 85 the carrier is configured as “Other” with
“Value Added Reseller Name” and “ID” included in an “Extra” field.

[0097] Now, in operation, the following steps are performed:

1. A wireless device 210 having IMSI = 262011743013951 and EFGID1 = 12
20 registers with the relay system 226 of the distributed provisioning system 224;

2. A corresponding registration event is received by the provisioning system
100;

3. The provisioning system 100 retrieves the carrier’s profile based on
MCC=262 and MNC=011,

25 4. The provisioning system 100 retrieves the VAR’s profile based on EFGIDI
=12;

3. “Prosumer Only” service is activated for the wireless device 210 (i.c.,

subscriber) based on the VAR’s profile;



[ 0096] Consider the follow ng exanple of the operation of the present
invention. As pre 10 conditions, a profile is created in the provisioning
system 100, 224 for a carrier naned "T- Mobile Germany". The MCC MNC

mappi ng for T-Mdbile Germany is configured for MCC = 262 and MNC =
010-019. Associated with the carrier is a R naned "Debitel” which is
assigned EFG@ DI = 12. The carrier is confi‘gured wth default services
entitled "Enterprise" and "Prosumer” and has a web client site entitled
"tnmode", The VAR i s 61Fheprofvisirmiegisystcrn 10@sands b semioe ook (8Rrofletr thOwiyeless
service and has a b.client siite entitled "debitel". The billing co t
for the carrier i V\@SY{F‘? 3E‘?(‘-ivcﬁ“cé’sco"a‘ﬂ%?@nf\%iufaﬁ’on"%inﬁ%f‘l‘( ]e%?rﬂ@%getplg@re "

and "1 D" included i forathe fubéiierf DL Lleh QR th%bé_e/rviicg G 'ngziﬁilel\)/ga%_ VAR

follow ng steps are performed: 1. A wireless device avi
262011743013951 andsiErddiies “dobited) wanilisnesite addtdss (he., p ahidgms sesowne kRetoof
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event i sgrecei ved b§ he%?)rﬁ%vsi%gispgﬁ‘(‘ﬁ’ n%s(}tfil?ﬁ wg@%ss .VPC'F[#gop i si oning
system 100 retrieves the carrier's profile based on MCC=262 and MNC=011;

25 4. The provi si on7nhs{BiM dutiBdersgstemeddOss updatd\Rith aptBiflingeC drased” dor the

EFG@D = 12; 5. " Prosumerf Qﬂ}y" s%év'”ce is_activated for the wreless
device 210 (i.e., SHHEE M betd ndihitebn Ihaddppn,s thy sevices arg eqpbleghdn the

provi si oni ng syst em LA SRAES, ers 260,288 f?PfBE_s&E’srcriPEz‘?fi le) to the wireless

device 210 which contains cornfiguration settings tor all services to be
enabled for the subscriber. One elenent of the service book (or profile)
is a VAR s[Q98]iAdvaptageoustydetbe trsesent viaventibh emwppeitt @ suidne sslafenship, between
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enabled in the ){)rov' si oni ng system 100, 224 for the subscriber. [0098]
Advant ageouSIT§et K thy saasiimengasht Y AR, 80pN6s 05 SR 23Ricqn enanegaits srbspiipers 210

bet ween through its own web client site.

[0099] While this invention is primarily discussed as a method, a person of ordinary skill
15  in the art understands that the apparatus discussed above with reference to a provisioning
system may be programmed to enable the practice of the method of the invention.
Moreover, an article of manufacture for use with a provisioning system, such as a pre-
recorded storage device or other similar computer readable medium including program
instructions recorded thereon may direct the provisioning system to facilitate the practice
20 of the method of the invention. It is understood that such apparatus and articles of

manufacture also come within the scope of the invention.

[00100] The embodiment(s) of the invention described above is(are) intended to be
exemplary only. The scope of the invention is therefore intended to be limited solely by

the scope of the appended claims.



10 carriers 214 and VARs, MVNGCs, or SPs 220 in which the carrier 214 can be
billed by an internediary 224, for services such a email forwarding, etc.,
rat her than the subscriber 210 directly. At the sane tinme, each VAR, MWNQ,
or SP 220 can nmanage its subscribers 210 through its owm web client site.
[0099] While this invention is primrily gi scussed as a nethod, a person of
ordinary skill 15 in the art understands fhat the appar at us di scussed
above with reference to a provisioning systemnmay be progranmmed to enable
the practi c&ldgfmshe nethod of the invention. Mreover, an article of

manuf acture for use with a provisioning system such as a pre- recorded
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cl ai ns. 5235 21 C? Fétbi‘}rlréris)efr %ehkﬁknt?ﬁroz;ﬂ gp{% %&P?/as??vﬁge 2}9@?&013 ysgeerpw dgg Fofa
wirel ess device {@n0fier fonedentifying a camicy bystam §PBO)] the @eoisloning ey stéraeoppleyiisier
system (220), th errset hod cogri%ggg}. receiving at a provisioning system
(100; 224) from the W' FePesEcya 'S Y&FPSce” 5 provider identifier for
identifying the service provider systemand a carrier identifier for

i dentifying a cafdehefyisy et ¢2bMicestien ME QvileGRbderSUSHEBCcap! ed to the
service provider and carrier systens; identifying the set of services with
the service provider identifier; and, transmtting to the wireless device
over a wirel ess HBRSROHIOY oy verdess sediopypvehe wirkless achiak (RYStasnessed by whee
profil aving i i o] i i ng_t.he .set_ of rvices., 2. The

met hodeloo::| claim %ﬂ%ﬁg%tg&t egeggi(ré%/ip\égﬁfﬁr o?‘H;I% Ig%ﬁ%lg{]%‘éigﬁ ﬂﬁglﬁaﬁg]igt gleaa%fr 825
for accessing assiices.hosted by the provisioning system (100; 224) for the
service provider

2. The method of claim 1 wherein the service profile comprises a web site address for
accessing a site hosted by the provisioning system (100; 224) for the service provider

system (220) for downloading the information for activating the set of services.
15 3. The method of claim 1 or claim 2 and further comprising;

transmitting to the carrier system (214) the service provider identifier for the set of

services.
4, The method of any one of claims | to 3 and further comprising:

determining whether the set of services is supported by the carrier system (214) by
20 comparing the service provider identifier to a list of service provider identifiers

corresponding to the carrier identifier,
5. The method of claim 4 and further comprising:

if the set of services is not supported by the carrier system (214), identifying a set

of services provided by the carrier system with the carrier identifier.

25 6. The method of any one of claims 2 to S wherein the site is for the carrier system
(214).



system (220) for downl oading the information for activating the set of
services. 15 3. The nethod of claiml or claim2 and further conprising:
transmtting to the carrier system (214) the service provider identifier
for the set of services. 4. The nethod of any one of clains 1 to 3 and
further conprising: determ ning whether the set of services is supported by
the carrier system (214) by 20 conparingZQhe service provider identifier
to a list of service provider identifiers corresponding to the carrier
identifier. 75. THheéenmethod offang|cmiemfilasing  wr Ehel’(er@ﬁrthé issiving: profiden @298 anef
services is rted t.he carrier, syst (21 identifying a set
of services %&%@F%@ggﬁﬁaﬁﬁﬁ Eﬂﬁ??é?mgvgf%ﬁ%ﬁﬁfﬂk @ﬁﬁkwgﬁ EHOntifier. 25
6. The nethod of any one of clainms 2 to 5 wherein the site is for the

carrier sys@em (Ihtddeth@Pof dlaind NeviEpdihaeh AEmBRYISAG 1‘§fa b Br Meh@ybnodule
wherein the éﬁ@\fn ce provider (220) and carrier identifiers are stored in a
menory devi & the wirel ess device (210). 8. The nethod of claim?7

wherein the nenory device is a subscriber identity 'm)dule (SIM. 5 9. The

met hod of chai m §puhgLeha otfk@a&r? V{vﬁgre [ el &0l ? ldxare ({e.nk %eﬁi%sgg}ggedl(%l ﬁa)?

el enentary file (EF) (330) store I'n the subscri
10. The net hlstheofary fik (HES (3)?0)(St(mednnghm:ﬁﬁj’senbbrtlﬁl@ltﬁ}afrfddﬂre (Saemtifier is
stored in one or nore of a nobile country code (MO fleld and a m)blle

net wor k code, ( M\ tore in th bscri ber |denti nodule (SIM.
10 11, The 1t ho?“%fm oAb géﬂfé}we%ﬁ%re%’othﬁﬁéfff&rﬁ ?ﬂﬁ C\T/végoSt%IieE’é“ qB%IPESS

is a uniformore eS(aum@Bxié @ﬁﬁﬁtﬁf cHdBRNMC A Field had R HIMBHe et ROX QRR QINEY "He”@ |

tol | wherein the set of services conprises electronic mail services.
The met hod Btf)reé!riﬂ} thenibggriker ideptity medule (3M).f ur t her conpri sing: 15 enabl i ng
the set of services in the provisioning system (100; 224) for the service

provi derg sysi.em TRZMethod of any one of claims 2 to 10 wherein the web site address is a uniform

resource locator (URL).

12, The method of any one of claims 1 to 11 wherein the set of services comprises

electronic mail services.
13. The method of any one of claims 1 to 12 and further comprising:

15 enabling the set of services in the provisioning system (100; 224) for the service

provider system (220).

14, The method of any one of claims [ to 13 wherein the provisioning system (100,

224) is a second service provider system.

15. A system (100; 224) for activating a set of services for a wireless device, the set of
20 services specified by a service provider system (220), the system comprising: a processor
(120) coupled to memory (130) and an interface (150) to a wireless network (200) and

adapted for implementing the method of any one of claims 1 to 14.

16. A compuier program product having a computer rcadable medium tangibly
embodying computer executable code for directing a provisioning system {100; 224) to
25  activate a set of services for a wireless device (210), the set of services specified by a
service provider system (220), said computer program product comprising: code for

implementing the method of any one of claims 1 to 14.



14. The method of any one of clains | to 13 wherein the provisioning system
(100; 224) is a second service provider system 15. A system (100; 224)

for activating a set of services for a wireless device, the set of 20
services specified by a service provider system (220), the system
conprising: a processor (120) coupled to nory (130) and an interface
(150) to a wireless network (200) and adg ted for inplenenting the nethod
of any one qf, clajns 1 to 14. 16. A conputer program product having a
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directing a I ShOni ng.: t : , 2b activate.a set of
services f oﬂ&% @%S@@?S ng giegg?a(faﬁ%) %’g@u@f aggl(r;ot\w ERDOGYINE; ompyteg pode
servi ce provkderabdy shenp(R2@pr ofauidl soBMeYicHIogcamdliaguald SOBIK id8ViBE to
code for inglegentigg he net hod of any one of clainms | to 14. 23 17. A
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code executable on a proggggg{H%%&%g?gﬁﬁgggkgq%éegggg%d?gggﬁgfgﬂﬁ?%gﬂgg%d
nobi | e devi &avipg inforrstiatelor activatingel e of davicee spreifddsby nisayicymbeitef $86&m
224) a servkgﬁ provider identifier 5 and a carrier identifier and to
receive fro sgid provi si oning systema service profile having information
for activating a set of services specified by a service provider system
(220).



