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(57) Abstract: A method of detecting security threats comprises: in
an enrichment stage, receiving events pertaining to a monitored pri-
vate network; enriching the events by augmenting them with enrich-
ment data; and receiving, at an analysis engine, the enriched events
and analysing the enriched events to detect security threat conditions
indicated by the enriched events; wherein at least one of the events
is enriched based on external reconnaissance by: determining a relat-
ed public network address on a network interface between the private
network and a public network, and augmenting the event with exter-
nal reconnaissance data, as determined by transmitting at least one re-
connaissance message from an external reconnaissance device on the
public network to the related public network address on the network
interface between the public and the private networks.



