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BACKGROUND

[0003] Many modern day businesses require background checks, such
as criminal background checks of their prospective or current employees.
Such background checks typically require that an employee provide their
fingerprints on fingerprint cards and forward the fingerprints to a state or
federal agency such as the Federal Bureu of Investigations (“FBI”). The
state or federal agency then performs a criminal background check based
on its records and the fingerprints. This process is presently burdensome
on the applicant and consumes an inordinate amount of time and
resources.

[0004] The conventional method in which businesses perform criminal
background checks is by directing an applicant to an entity authorized to
capture the applicant’s fingerprints and perform fingerprint-based criminal
history background checks. This generally involves the applicant going to
a police station to pick up a fingerprint card. The police station captures



2 the applicant's fingerprints on the fingerprint

C The fingerprint card is then convertedp-hR2007/013083
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National Crimnal Information Center ("NCIC') or the
state crimnal history repository for analysis. The
results of the crimnal background check are
eventual ly forwarded to the business requesting the
search. [0005] This approach,to performng a crimna
background check, existing proaches to performng
crimnal history background checks have nunerous
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0009] The invention will be better understood and

obyigle inforsration relading to the applicant.
[0008] The applicant then goes to the second location to have their
biometric data captured. For example, the applicant’s fingerprints can be
captured. A clerk at the second location can scan the receipt barcode to



t hose set above w | beconme apparent when
consideration is given to the followi ng detail ed

wodewanspsi on t hereof. Such description nmakes PET/@RENTE13083
to the annexed fl ow di agram and draw ngs where:
[0010]Figure 1 illustrates a flow diagramillustrating
a first enbodi nent of a data transfer and managenent
system accordi ng to one enbodi nent of the present
invention. [0011] Figure 2 illustrates an exenplary
denographic information i npuB interface according to
one enbodi nent of the present invention. [0012] Figure
3 illustrates an exenpl ary denographi.c i nformation
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The invention will be better understood and objects other than
those set above will become apparent when consideration is given to the
following detailed description thereof. Such description makes reference
to the annexed flow diagram and drawings where:

[0010] Figure 1 illustrates a flow diagram illustrating a first embodiment
of a data transfer and management system according to one embodiment
of the present invention.

[0011] Figure 2 illustrates an exemplary demographic information input
interface according to one embodiment of the present invention.

[0012] Figure 3 illustrates an exemplary demographic information
correctness confirmation interface according to one embodiment of the
present invention.

[0013] Figure 4 illustrates an exemplary receipt for a fingerprint
transaction according to one embodiment of the present invention.

[0014] Figure 5 illustrates an exemplary login interface for a clerk
according to one embodiment of the present invention.

[0015] Figure 6 illustrates an exemplary fingerprint scan confirmation
interface without fingerprints according to one embodiment of the present
invention.



of ficer or clerks signature and the applicant's
wosiognﬁéwse accordi ng to one enbodi nent of the P@rﬁ?s‘i%/msoss

I'nvention. [0018] Figure 9 illustrates a report
feature according to one enbodi nent of the present
invention. [0019] Figure 10 illustrates an exenpl ary

report feature including applicants processed during
an exenplary time franme according to one enbodi nent of
the present invention. DETAI LED DESCRI PTI ON OF THE
DRAW NGS AND THE PRESENTLY PREFERRED EMBODI MENTS

[ 0020] The invention is described with reference to
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[0023] At the predeterm ned website, the applicant
enrolls by providing their denographic data. The

wo a@phisziamt ' s denogr aphi c data can include a w@dBUS2007/013083
vari ety of information necessary for a background
check or for other reasons. As illustrated in Figures
2-3, exenplary denographic data includes the
applicant's nane, date of birth, social security
nunber, identification nunber, street address, gender,
wei ght, height, eye color, &d/or hair color.
Typically, three of these specific pieces of
information are used In later steps to initiate the
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7 license nunber), and/or the applicant's |ast nane.
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data. Wien the data is entered correctly, the system
will nove to the fingerprint capture screen which is
shown at Figure 6. The first tinme the systemis used,
the representative nust inst aII active-x conponents
required to operate the sca Such Active-x
conponents are required to s bmt fingerprints

directly to the fingerprint website. [0029] Once the
r%l%ﬁﬁf‘éﬁ‘bkﬁlﬁnhﬁoﬁ eggRdidld, inéilgingevbaradhtappbukiaid on

Wi retrieve the applicant data and link it to the
uiocmatted. fi nger pri nt transactl on. \Wen the applicant

ti ' f
DU e e S Ao PRI Bph B
Welksifdce surdemthe Piplicantliy gfvehlamoppmmmtheo reNiewsedit the
fields on an electronic form

THelaquiRsdp apheaInaHDP ROPBITHED SRele: 40 SPTERErs BBeRvey.
Afhet é’pﬁiﬁ:ﬁﬁﬁﬁ%@t éﬁ&k&ﬁ@'cbﬂ%htn& Bbk Ioated érhate bdttonbbeft

entering t denmographic information into
eoomler obthte sareen ae shows iafigure @nBY\ﬁhlePKIHGtthﬁ &@@f%ﬂon

I
ohSXHBE ArpjEain qeffiies gt bl i dochlhe FRIGIRE 7P, ¢
p oqmy tF{e(g@ra?b rEEF Igagtgregrt eﬁeetaatappbcararsubbmgalﬁeemlls e
I can | | | |
= bhneseiraceiPt mariNpc6 tbe oplicarts SheEr a8 rSesiRl ¢ he
aﬁgﬁl\)l Ry p{plpfhbmlﬂ{ Héﬁ‘aﬂ@d tdi"l(?ihg indtRICKIBRS ?&ﬂﬂi Réarest

cant sign t Ingérprint card. The card
I andﬁme mcsst goneehiesi ﬁrggemprdﬁmlopatmvanm barrprdejesripd gan

o0Flgeioy ofctn i IR NG9 bl e

eﬁﬁg@ﬂgﬁhﬁn wweolﬁowws&m 8ﬂ§9ﬁ&¢meﬁf Fdio

I ni fin erprlnt capture,

ere ntative
snouilrmaiiqnelaqoworfﬂ?@bawqch raSaint iss delivPTaRk o Do ApPliFANTS

Ulstolts oo i W i ot s g

dahahé ectden (or remsived via emaij @sd Hridg3taleng avitht the registered
Act X t ta the fi
cIenGaU PR S Uease EGaauh e Pene Aepes ey s Bce

fi v es. To Initiate the scanning, the

SFiderbrintingTad g,

rgpre ?at}\?gapl aces the FD- 258 applicant fingerprint
ki aichodene

c@oamr]ac Aftenam applicast aspegistergaansasacived fp

\i}%%dpﬁ 6’5‘? ?\B@Wgﬁfﬁr}%dg l'tJ Pé tﬁﬁg&ﬁlﬂté{iﬂﬂh@?@@dﬁ@ﬂh Med
S thefpnrﬁhﬁ%ddl@nc atdhe angématilobaﬁm dilmevapphcarﬂl erovudes a
scanner e representative lnltlates

CrepIESRYANG WPRROFPPIGH SR BhereRR TSR B PR(S. 2
WeREEPS liBsndd) haithebar Fbﬁ% Facite 6. Wen t he
representati ve success Initiates scannlng pop
uif0a28) ogRefexing fol Fugurms.tthe repregeriative Ar eier Hen 1098 into a

F RBAP BT e GRS B el Fispbloficea ORI in the
afvt:as bidWsdrMagashowmvie Rigere 5 cologidwindbe witl@ppegr.i When the
based on a 20 point scale. 13 and abaove

f ilagiarwndawapgears dha (Rreseniative 'apgﬁkihﬂf%g%%e Key, user
pf+a[mgaﬁa$aggw5 Uie ?epré’éémhﬁve;ﬁés&'.ﬁmgaa@aspwd@m

een scorin see e , rints
1 ]Jaemmdétlgu Iinfoﬁfnati?m %S, balowdq;; tHePusinde mngw\ﬁxqm the

Red' Q| L
ardbyeipetisgeL Aol EFreBRipreHiyahg aRpRiarye 2o nvets
sufficient quality to be submtted to the FBI. Prints
scoring below 13 are | abeled red, signifying that they
are insufficient quality to be submtted to the FBI.

Red prints nust be replaced with sufficient quality
prints before the syst_emvvi!l aIIow an operator or

P



9 the inages with the images fromthe second card.
Utimtely, when sufficient quality inmages are
woeeapisiesl, the inmages are submitted to the webeTius2007/013083
[ 0035] Another feature of the present invention is the
ability to annotate various aspects of an application.
To enter an annotation, the representative shoul d
sel ect the annotate button 122, as shown in Figure 7.
For exanple, the representative can select the
foll owi ng annotation optiong: (i) Amputation; or (ii)
Unabl e to-print. The representative can then seI ect
the appropriate annotation and then click "ok." The
ficenss pumber)nabdior the applicaptiaiast name. finihe eyenhtheidadge
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pec=amer eThe daskiop sdamneRistypically pre-approved by the federal or
state agency for use in scanning fingerprints. An exemplary scanner is the
Epson 3170 Scanner. To initiate the fingerprint capture, the representative
should click the fingerprint button. Clicking on the button will open a dialog

box that allows the representative to link the applicant's demographic data

to the fingerprint images.

[0031] After the Active-X components are installed and the fingerprint
card is completed, the representative can scan the fingerprint images. To
initiate the scanning, the representative places the FD-258 applicant
fingerprint card face down in the upper right hand corner of the 3170



S5button to clear the search paraneter field or dick
t ) mt' button to begin the specified s
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are displayed in three columms: (i) First name, (H)
Last Nane, and (H ) date posted to the server. To
re-order the search result Report, click on the top of
the col um header and the data will re-order 10 in
descendi ng or ascendi ng ordeg. The representative can
downl oad the reports by cli céi ng on the ' Downl oad
button. Wen clicking on the download button, the

f EEQ@lﬁ SchRherePtrie cardiis Fla@em‘h trewidngy pegition, thengaality of
table formatted by Excel (R) representative

piher captuERsill ssifeb a@nae doe Ber 'gﬁgﬂ;%é’oéc%ﬁ’ewnw eScanger,
[ ! o ; .
T/ endE S SEPTERERL Bt b R mof 0B e

td ﬂﬁg@rpoinpswbbﬁitmdsz dlustratedtih &igurecsy diVingndbe sepresentative
escription he regarded as illustrat,i her..th
| e RS AnHateR EEanpingea AR Ao baipiiEnoRLngp S
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i ntended to define the scope of this invention, _
[0032] Referring to Figure 7, the fingerprint website grades the quality of
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the prints after the images have been scanned. The scoring is based on a
20 point scale. 13 and above are fingerprints deemed sufficient to submit,
see e.g. prints 116 on Figure 7. Prints scoring 13 and above will display a
“Green” scoring box, see e.g., prints 112 on Figure 7. Prints scoring 12 and
below will display a “Red” scoring box. Prints scoring above 13 are labeled
green which signifies that they are of sufficient quality to be submitted to
the FBI. Prints scoring below 13 are labeled red, signifying that they are
insufficient quality to be submitted to the FBI. Red prints must be replaced
with sufficient quality prints before the system will allow an operator or
representative to submit prints.

[0033] To update poor quality prints the representative should roll new
prints on a new FD-258 applicant fingerprint card. The representative
should place the new card face down on the Epson 3170 Scanner and
click scan 108 again. It should be noted that for prints that are scored
“Insufficient Quality”, the representative does not have to re-roll the entire
card. Rather, the representative need simply roll the poor quality prints on
a separate card, making sure to place the print(s) in the appropriate
fingerprint box(es). The second card can then be placed on the scanner
and scanned as described above.

[0034] The fingerprint website gives the representative the option of
“Keep prints with the Best Score” or “Replace Prints”. “Keeping Prints With
Best Score” will save the previous images and combine them with the new
better quality images and create one electronic submission with sufficient
prints. Selecting “Replace Prints” will eliminate the prior card and update
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This should be repeated for all required fingerprints.

[0036] Referring to Figure 8, the fingerprint website can also be
configured to capture signatures off of a FD-258 FBI Certified paper
fingerprint card. To capture the signatures, click the scan signature button
126 (Figure 7). The desktop scanner will re-scan the fingerprint card and
collect the signatures. After the scanner completes scanning the
signatures, they will be captured and displayed in 130, 132. The
representative must make sure that he/she is using FD-258 FBI Certified
or other appropriate, pre-qualified fingerprint cards when scanning
signatures. The representative should also make sure that both the
representative and the applicant sign the card in the appropriate spaces on
the FD-258 print card.

[0037] As illustrated in Figure 7, when the fingerprint images and
signatures are captured and scanned, the “SUBMIT” button 138 will
become bold, indicating that that representative can transmit the fingerprint
images.

[0038] As illustrated in Figure 7, to view submitted transactions, the
representative can click on the submitted button located on the left side
main navigation panel. When the submitted button is clicked the
representative is given several search options, as shown in Figure 9.
When the search report parameters appear, enter the desired search.
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[0039] Referring to Figure 10, the results of a search are displayed in three columns:
(i) First name, (i) Last Name, and (iii) date posted to the server. To re-order the
search result Report, click on the top of the column header and the data will re-order
10 in descending or ascending order. The representative can download the reports by
clicking on the 'Download’ button. When clicking on the download button, the
fingerprint website will download the report in a table formatted by Excel(R).

[0040] A representative profile section can also be provided. The "My Profile Section’

enables the representative to update his/her name, password and email address.

15  [0041] It is therefore intended that the foregoing detailed description be regarded as
illustrative rather than limiting, and that it be understood that it is the following claims,

including all equivalents, that are intended to define the scope of this invention.
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a second interface means for input of identification information related to the
applicant, the second interface means for input of identification information being
situated at a second location, wherein the second interface means comprises a
means for correlating the identity of the applicant with the demographic data input at
the first location using the identification information and automatically completing
fields in an electronic biometric form using an encrypted version of the demographic
information;

a scanner for input of biometric data related to the applicant, the scanner for
input of biometric data being situated at the second location;

a processing means for associating the demographic data and biometric data
related to the applicant;

a network spanning the first location and the second location, whereby the first
and second interface means, the scanning means, and the processing means are

operatively connected.

2. The apparatus of claim 1, wherein the means for correlating is a bar code
reader operatively connected to the second applicant interface means.

3. The apparatus of claim 2, wherein the biometric card is a fingerprint card,
and wherein the scanner comprises a pre-qualified desktop scanner for receiving the

fingerprint card.

4, The apparatus of claim 1, wherein the scanner is a biometric information
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device is a retinal scanner.

7. The apparatus of claim 1, wherein the demographic data comprises
identification information related to the applicant.

8. The apparatus of claim 1, wherein the demographic data is selected from
the group consisting of: name, social security number, address, sex, age, driver's

license number, passport number, and credit card number.

9. The apparatus of claim 1, wherein the first interface means comprises a

first website and the second interface means comprises a second website.

10. The apparatus of claim 9, wherein the second interface means comprises

a user login section.

1. A method of capturing, transferring and managing demographic and

biometric data as part of a criminal background investigation, comprising the steps of:

a) providing the apparatus of claim 1;

b) providing access to the first interface means;

c) receiving demographic data related to the applicant in the first interface
means at the first location;

d) generating a receipt at the first location, the receipt comprising identification
information relating to the applicant and contact information relating to the second

location;

e) receiving the receipt at the second location;



20gradi ng the bionetric data based on qualitative
standards; and sel ecting bionetric data based on the
grade of the bionetric data.. 14. The nethod of claim
11, wherein the scanning step further conprises the
25step of: scanningtine of anqpolicant. 15. The net hod
of claim1l, wherein the receipt includes a barcode
30conprising identification information relating to

th .. ; L .
t hg ngblgg Ertg{ngti / ttlgg)i aﬁgic r{slélgtlthp gﬁéorr]\g Ic?c%ﬁc?n %ngrtﬁg (ljdleﬁl%cation
apprdsrafation draf atepbtivalncompletmpg ditles in ag e@ndoniapbiaetrig form using

a . ]
authehrreey e B TR ROt R D

935conprising: 14 a first website conprising a

plurali b sc@hnifRbiBmERE G¥tafréifkd o the Bppid@it araf
denographic data related to the applicant;

10

15

20

25

30

35

h) delivering biometric data to a third location.

12. The method of claim 11, wherein the scanning step further comprises the

steps of:

fingerprinting an applicant on a fingerprint card, wherein the fingerprint

includes biometric data; and

scanning the fingerprint card, thereby digitizing the biometric data.

13. The method of claim 12, further comprising the steps of:

grading the biometric data based on qualitative standards; and

selecting biometric data based on the grade of the biometric data.

14. The method of claim 11, wherein the scanning step further comprises the
step of:

scanning the retina of an applicant.

15. The method of claim 11, wherein the receipt includes a barcode
comprising identification information relating to the applicant, further comprising the

step of reading the barcode at the second location.

16. An apparatus for capturing, transferring and managing demographic and
biometric data as part of an authenticated background check on an applicant,

comprising:
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a processor for associating the demographic data and biometric data related to
the applicant; and

15
a network spanning the first location and the second location, whereby the first
and second websites, the scanning means, and the processing means are operatively
connected.
20 17. The apparatus of claim 16, wherein the means for input of authenticating

demographic data comprises a bar code reader operatively connected to the second
interface means; and

further comprising a fingerprint card, wherein the scanner comprises a pre-

25 qualified desktop scanner for receiving the fingerprint card.



