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ELECTRONI C DEVI CE, SMARTCARD AND CONTROL NETF@M&WI““
|
5 This invention relates to a portable el ectronic  *159159"

PORTABLE ELECTRONI C DEVI CE BACKGROUND OF THE

devi ce such as a smartcard that conprises a witable
or rewitable nonvolatile nenory and a control device
such as a CPU and perforns a process according to a

command fromthe exterioror arsmarteandrand a contro
nmet hod for 10 the portable el ectronic device.

ConverthBnal EyrEcarsract cavdcusedMARTAGAROr REDI €ONTROL
el ectronic device conprises a data nenory as a
nonMaTraoDl @OReAORYABAEWBLKCTHGONEADDEVASEa vol atil e
menory, a CPU used as a control device that accesses
15 (data readi ng &AGEGROMNDE OAg )L HEhd NathdMe Ofenor i es,
and a program nenory that stores programs or the |ike
used fofhie 1@Feratiron rt6fatreé tPU2 PRITRELgbEwEcTronic
smartcard, a process of %ﬁguttlng or outputting data
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of data, length information indicating the
the portable electronic aevice.

Conventionally, a smartcard used as a portable
electronic device comprises a data memory as a
nonvolatile memory, a working memory as a volatilie
memory, a CPU used as a control device that accesses
(data reading and/or writing) the above memories, and a
program memory that stores programs or the like usea
for the operation of the CPU. In the above smartcard,
a process of inputting or outputting data is performed
based on command data supplied from an external device
Recently, the smartcards described.above are used in
various industrial fields.

Further, some of data items sfored in the data
memory of the smartcard may contain data with a TLV
structure configured by an identifier that indicates a
type of the data, length information indicating the
length of the data and a data portion indicating the

data itself. In order to access the data with tne TLV
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| ength of the data and a data oortion indicating the
data itself. In order to access the data with the TLV
(11 11Toilto 1101 1ri~~ *@0002* 2 structure,
access can be nade by using a command that specifies
the identifier. For exanple, the smartcard retrieves
data to be read by using the identifier in response
to a read command received froman external 5 device.
If it is detected by the retrieval that data to be

readci-§cpneseNhccbhe saRrbeandqeeadsydahg 9f cdahand thas
| ength indicated by length information that follows

thespedentihi @heOfiqbheidata .t orbe egafplANDAPet BRadatard
items with the TLV structure, data 10 with a nested
struetuwrievies whicahta pkurakibt pyolisthpl dhedatiantti €rer in
are stored in a data portion of parent data is
pr ovedednskentohe datd wbmhahkle reestieddstront anegxtbonal
exanple, a tag field or the like structured b
| SOUPECT816- 4 tARexsS Betscleri redthehertaéesss thammdata
15 to data that is a part of the data wth the nested
strG@t@ﬁereé§tést8r6é63§6e§§§dSﬂ§r¢€?Fﬁe§§éd5ydata of data
sequenti al l.y analy 2|ng &he data with the nested

d

StrUERGe fPGHCEREChBYd 16y Irband toF ke SBohuaht FoRAPYS the

smartcard...In t bove. acces control oper ati on, when

20 ﬁﬁg l{éegf Ehégaaggta £ %h ﬁ@sted structure is
large +%%9%%%a'§te %ﬂ%ﬁﬂﬁiyw%ﬁ%%vt%téﬁkﬁu&%atdata
s a part he data wth the nested structure

L?g?ggéna %é%%%%'%%&ﬁc;ﬁ%% LB enPer oLty of child

data items are stored in a data portion of parent data
is provided. 1In the data with the nested structure,
for example, a tag field or the like structured by
ISO/IECT7816-4 Annex. D is defined. When access i1s made
to data that is a part of the data with the nested
structure, data to be accessed is retrieved by
sequentially analyzing the data with the nested
structure frém the head by means of the conventional
smartcard. In the above access control operation, when
the size of the data with the nested structure is large
or when access is frequently made to data that is a
part of the data with the nested structure, it takes an
excessively long time to perform the process.
Particularly, recently, an application form in which
massive data such as a digital signatﬁre or a public-
key certificate such as e-Passport, for examplie, 1is

stored in a smartcard is used in many cases. In the
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Particularly, recently, an application formin which
25 massive data such as a digital signhature or a
public- key certificate such as e-Passport, for
exanple, is stored in a smartcard is used in many
cases. In the 3 above application form it is

requi red to enhance the speed-of _the operation for
controlling access to data that is a part of nassive
data. BRIEF SUMVARY OF THE | NVENTI ON 5 An enbodi nent

of gggvergﬁgﬂgcggxggt%gn iS. nEended to g%gV%dESHfrthe

portable e ronic deV|cé *4 Simrftcar
met %?g EOE)ft Eﬁ‘zp EQ‘QL%O?J % Er gghcrog’é?Yhé acwg's%hto data
enable efficient access to data porta | e el"'ectronic

devicggraggordpRgrt raRaskQv@spget  of the present
i nvention, conprising a data nenory that stores data,

a wite unit thagrwitesmdaka otorhe wvtienoto the
data nmenory according to a wite comuand supplied

from an éxt embadidewitcef ahdeterenitngnvenitti ohhats intended
determ nes whether inportant data is 15 contained in

t hetdavraovodbeawpptrteklepediefitednby theicesi be scemmandd
supplied fromthe external device, a calculating unit
tha?n@aﬁcGP&Fé@lamﬁééédaééﬁe§§eo?0rhéblenpéﬁpampndata

in the data nenory based on data length froma head

of FﬁglﬁﬁtawPébBee%ﬁpﬂﬁeﬁrﬁécéeﬁéaéC@ﬁsﬁhéozdaLa
|nportan%rdatg§% address on the data nenory a

which a pr&cé PEHG e SGAES St 6 CFRTRANCL &R @§

e R o R s A O
memory that stores data, a write unit that writes data
to be written to the data memory according to a write
command supplied from an external device, a determining
unit that determines whether important data is
contained in the data to be written specified by the
write command supplied from the external device, a
calculating unit that calculates a head address of the
important data in the data memory based on data length
from a head of the data to be written to a head of the
important data and an address on the data memory at
which a process of writing the data to be written is
started when the determining unit determines that
important data is contained in the data to be written,
and a position table that stores information indicating
a head address of the important data calculated by the

calculating unit in correspondence to information

indicating the important data.
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and a position table that stores information

indicating 25 a head address of the inportant data

cal cul ated by the calculating unit in correspondence

to information indicating the inportant data. - 4 A
portabl e el ectronic device according to an aspect of
the present invention, conprising_a data nenory that
stores data, a position table that stores information
indicating a position in which inportant 5 data is
stored '@&%Q&t%%h% %E%Rﬁﬁxﬁﬂﬁp%%%§%%o %%y¥%fﬂﬁ to an
information indicating the inportant data, a
det%%@e%kn%fugh% EQ@%e%%t§§@bﬂ%§oWheEgﬁ rgg'%_t% %%ta
read specified by a conmand that is supplie rom an

ext elchlrydevia¢e sae e @lit:es ;dakhaireadi RGH1R &HGOULSSres
10 of a process is inportant data, and a readi ng unit

t hati n fioeads ithe indpektanly dabasaceendiingwha & important
position_in the data nenory in which the inportant

dat alasteoried sico richle inpasict idan at akhe riys ipr evirded pshelknce to
the determning unit determnes that the data to be

r ead nfs rimgpdrnannddatd.inys tAepompalbiitenegl eettaoniac

devi ce according to an aspect of the present ‘

i nvé&Rticaminédgprinditn§ ha tddea ermenspy whisahest clees dat &e

a position table that stores address informtion

i ndi*€2G $F§SELpdSt Pon & KFOMFRER thAportastur@dtigd rom an
stored in the data nmenpry in 20 correspondence to

i GITETTG A ERt FRG. FREUIAEGr Cane T4aFanda Wedr COETSS
uni%ftgaérksﬁgites data tonge remwittg?graccordin

to ..
a r&rit & ComTand Ssuppiored r Smtan 28 E&@dégyigg,%a“hat

det%%%@%iQﬁeuﬁ%bo&@%%td%%%%WEQ%%rding to a positior in the
data memory in which the important data stored in the
pesition table is provided when the determining unic
determines that the data to be read is important data.

A portable electronic device according to an

aspect of the present invention, comprising a data
memory that stores data, a position table that stores
address information indicating a position in which
important data is stored inr the data memory in
correspondence to information indicating the important
data, a rewrite unit that rewrites data to be rewritten
according to a rewrite command supplied from an
external device, a determining unit that determines
whether the data to be rewritten specified by the
rewrite command supplied from the external device is
data in data containing important data, a calculating

unit that calculates a head address of the important
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whet her the data to be rewitten specified by the 25
rewite command supplied fromthe external device is
data in data containing inportant data, a cal cul ating
unit that calculates a head address of the inportant 5
data in the data nenory after a data rewite process
corresponding to the rewite cgmand when the
determining unit determnes that the data to be
rewitten is data in the data containing the inportant

5 dakaa and 3R YRdat ashowi G richat updates chafieematienss
i ndicating a head address of the inportant data stored

i N the Repichidand akl &nen reQiieSPRRERRER L ennf@remat i on

i ndicating the inportant data based on a head address

of tdee drmporimantundat alccalreinatsed by tthe calkeukat ivag 10
unit. BRI EF DESCRI PTI ON OF THE SEVERAL VI EWs OF THE
DRAVIENG 1 tThe dcc aanyinng her awitrgsontaiichngr ¢he important
incorporated in and constitute a part of the
spediaftiagatingh an vddadtingt andivbddiaremesiagfest haformation

i nvention, and together 15 with the genera

desdridGedA gl Ve easo Pelar@ st kd et aimped taedc digp srored
of the enbodi nents given below, serve to explain the |
pri nci ErI%& PO e Of. FEEESPAER N 5k Lditagiarhton
schenat.i cal.l how.ng a examl e . of the caonfiguratjon

o 8 PRt (o B 250 SRS E PG, o 8 i dress
smart.car r I.ng ar at rdj ng t At ey
DG Tt BE LT OB (o D s e uLating

di agram schematically showi ng an exanple of the
har dware configuration of the snartcard.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically showing an
example of the configuration of a smartcard (portable
electronic device) and smartcard processing apparatus
according to an embodiment of this invention.

FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the smartcard.
FIG. 3 is a diagram showing an example of the

structure of files stored in a data memory.

FIG. 4 is a diagram showing an example of the data

configuration of a record-structure EF.
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FIG 3 is a diagram show ng an exanple of the 25
structure of files stored in a data nenory. FIG 4 is
a di agram showi ng an exanpl e of the data

configuration of a record-structure EF. 6 FIG 5is a

flowchart for illustrating a flow of a process for a
wite command in the smartcardg FILG 6 is a flowhart
for illustrating a flow of a process for a conmand

that requires data reading in the 5 course of a data
process ifigt he %gart%QEQ“nE&@'fg 'SlgustQthrt f%ﬁow o a

illustrating a flow of a normal read comman process

FI Gpr8ckssarblowchant of ebminhhust hathBgsaathew af a
process for a rewite conmand in the smartcard. 10

DETAI LEDFDESCRI PElI GN£0bwEHE rkNYENTE OhuGhe aerhediangnbw of a
of this invention will be explained wth reference to

t hepaocerpafyirng doambngs:hEkGreduiisea bhoakrdbdghgmin the
schematically showi ng an exanple of the configuration

of aosmart card (pbet abbeest5iel ebkr emeectdevice) 2

according to an enbodi nent of this invention and a
snartcar%lﬁr08e§§iﬁgféﬁyéhéﬁ@sfPruééduSégaaﬁnexﬁeﬁﬁ@M of a
device that has a function of comunicating with the
smafPERRd ?eaﬁlF@Fmaﬁﬁe966ﬁ?§§uratlon of the smartcard

20 proce ppar at d. As_shown kn

FG 1 e hscﬁréliﬁlwdf@s& B igpapsras 100 A flow of a

- ernlnal %VICG 11 card reader [ wr

ite
ﬁgégggra ae 12 8 |n%8r E Dmarucara.

DETATLED DESCRIPTION OF THE INVENTION

One embodiment of this invention will be explained
with reference to the accompanying drawings.

FIG. 1 is a block diagram schematically showing an
example of the configuration of a smartcard {portable
electronic device) 2 according to an embodiment of this
invention and a smartcard processing apparatus 1 used
as an external device that has a function of
communicating with the smartcard 2.

First, the configuration of the smartcard
processing apparatus 1 is explained.

As shown in FIG. 1, the smartcard processing
apparatus 1 comprises a terminal device 11, card
reader/writer 12, keyboard 13, display 14, printer 15
and the like.

The terminal device 11 controls the operation of

the whole portion of the smartcard processing apparatus

-

The terminal device 11 comprises a CPU, various
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and the like. 25 The term nal device 11 controls the
operation of the whole portion of the smartcard
processi ng apparatus 1. The term nal device 11
conprises a CPU, various 7 nenories, various
interfaces and the like. For exanple, the term na
device 11 is configured by a personal conputer (PQC)
The term nal device 11 has a function of 5
transmtting a conmand to the smartcard 2 by neans of

the, card LeaderlueiLer 112, -3 Lunchion,of (peLf or i ng

varil ous proéesses base ata received fromt

STRCLGRE] 2 and thenhbke. JBonexanphe. b Laraunal o

device 11 control's a process 6 writing tot
nonyelainlhe rRmRLYekn (the smartcard 2 by transmitting

a data wite conmand to the snartcard 2 via the card
reader / WriHee it ekdhi nfaUr theficet he thersmanghndevicse okl
controls a process of reading data fromthe smartcard

2 by ranansmittihiong acmeaddcaomahe toatheasmart ogr de2ns of
15 The card reader/witer 12 is an interface device

t hattheomaudi cabes rvivich telre 18naet fandt2onThé pardorming
reader/witer 12 is configured by an interface

cor W@§Ge’>ﬁ1§| g OCE S Co IR &N 6RteysEEmighdt fgom the
smartcard 2. For exanple, if the smartcard 2 is a 20
conﬁﬁ@tt§ﬁ§ﬁt@a@@0 {hE dake r eddér FHPTPEE 12h@oﬁ§FWé§§l
a cont act gﬂrtlon t hat makes phyS|caI and electrlca

con9§¥ﬁ9m RETEGTaét PEOFESSn O6f ERE 18FaFelar §O2 e

Furt NvV'o Ealﬁuem%%%Etc%%dL%e sm%r%

snaf&car

data write command to the smartcard 2 via the card

%QE%CEl%y transmitting a

reader/writer 12. Further, the terminal device 11
controls a process of reading data from the smartcard 2
by transmitting a read command to the smartcard 2.

The card reader/writer 12 is an interface device
that communicates with the smartcard 2. The card
reader/writer 12 is configured by an interface
corresponding to a communication system of the
smartcard 2. For example, if thé smartcard 2 is a
contact smartcard, the card reader/writer 12 comprises
a contact portion that makes physical and electrical
contact with the contact portion of the smartcard 2.
Further, if the smartcard 2 is a contactless smartcard,
the card reader/writer 12 comprises an antenna and
communication control portion to wirelessly communicate
with the smartcard 2. In the card reader/writer 12,

the operations of power supply, clock supply, reset
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the card reader/witer 12 conprises an antenna and 25
comruni cation control portion to wrelessly

conmuni cate with the smartcard 2. In the card
reader/writer 12, the operations of power supply,

cl ock supply, reset - 8 control, data

~reception/transm ssion and the Jike with respect to

the smartcard 2 are performed. By utilizing the above
functions, the card reader/witer 12 activates

(starts) the smartcard.2, transmts various, 5.co nds .
and “POYECIes B Tedbonbs LRl hFOSPesE 1LO tRE the Tike with
transmi t.ted,conman n,t control operation_ by. .

tho o el 0B o6 EE T TH Regnoard £3 FaRct | e kel izing

an eperabing RAMHQRnoPehat ed by -an jererater, of ot he
smartcard processing 10 apparatus 1 and vari ous

oper:attien tieRSt(IUeli-ans c dakaa rakd Ahe | icke ndk8 tisnRpYt-1 ous
by the operator. The display 14 is a display device

t hatcottingploay $ nvalrieas viedf ar Fetspehsel afs urdekctheo the

control of the termnal device 11. The printer 15

pri rirs:namd taetdputosmaand basedaba ithenmeositeh 11bpasathen by

processing result. Next, an exanple of the hardware

conftihgurtatiirgmadf detvieesidrtcard 2 i s expl ai ned. Wen

receivin%‘pomer supply from for exanple, a host .

devi ce offhene ISarld precdssingg agppar angs at,ing@ortion

the smartcard 2 is activated (set into an operable

st at®STeEGE EXanpl EPSTR Whe Odmif e &Fd 72 oS Yo BriREEFEd g

to theas Etc%rd %r%%essing apparatus .1 in a_ _gontact ‘

comPmeE4t 0N 'sySte P YRS P8 e 1M tiargre i §ata
and the like are input by the operator. The display 14
is a display device that displays various information
items under the control of the terminal device 11. The
printer 15 prints and outputs various data items such
as the processing result.

Next, an example of the hardware configuration of
the smartcard 2 is explained.
When receiving power supply from, for example, a

host device of the smartcard processing apparatus 1,
the smartcard 2 is activated (set into an operable
state). For example, if the smartcard 2 is connected
to the smartcard processing apparatus 1 in a contact
communication system, that is, if the smartcard 2 1is
configured by a contact smartcard, the smartcard 2
receives operation power supply and clock supply from

the smartcard processing apparatus 1 via a contact

. portion used as a communication interface and is
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configured by a contact smartcard, the smartcard 2 25
recei ves operation power supply and clock supply from
the smartcard processing apparatus 1 via a contact

portion used as a comuni cation interface and is - 9 -
activated. Further, if the smartcard 2 is connected to
the smartcard processing apparpatus 1 in a contactless
comuni cation system that is, if the smartcard 2 is 5
configured by a contactless smartcard, the smartcard 2
recejives radi o waves fromthe smartcard processing

appar at us via an antenna and nodul ati on/ denodul ati on

circuit usgd s a iGOMRNIsGAlieR dNterifacen gy the the
smartcard generates operation power supply and 10

opersatairar GOk JdRMidgPapeh rs@uisce RNt BntRekless
shown) based on the radio waves and is activated.

FI Geotirus i diliesk sgisagramesekenat, i aa ltheshowirigaad 2 is
exanpl e of the hardware configuration of the smartcard

2 accorfding € tvhias comteditiest. sk rTha sharttheastaztcard 2
contains a nodule Min a casing that configures a

mai Irasedy eB. YR qrodiies Mriogt tihet el tian odo ored ewisti g

one smarrchip or a plurality of smartchips connected

t o @PrEdfall iitePace tepdemAns dduoit iivredegeslation
for communication and buried 20 .in the i n bod%‘B of

t he S tdartes Furt FEM™Uas C3SHéin HWF@%F%GC%, tihen, the
nodule%%ggr he smartcard 2 _conprises a contra

deviTE SR 25 TRk O enot 28, Frogram
”em%ﬁéé§%m§9QHﬂﬁhP%ﬂkﬁﬂap%% éywégarce portion (not shown)

based on the radio waves and is activated.

FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the smartcard
2 according to this embodiment.

The smartcard 2 contains a module M in a casing
that configures a main body B. The module M is
integrally formed with one smartchip or a plurality of
smartchips connected to an external interface
(communication interface) for communication and buried
in the main body B of the smartcard 2. Further, as
shown in FIG. 2, the module M of the smartcard 2
comprises a control device 21, data memory 22, working
memory 23, program memory 24, communication portion 25
and the like.

The control device 21 controls the whole portion
of the smartcard 2. The control device 21 is operated

based on a control program and control data stored in
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and the like. 25 The control device 21 controls the
whol e portion of the smartcard 2. The control device
21 is operated based on a control program and contro
data stored in 10 the program nmenory 24 or data
menory 22 to realize various functions. For exanple,
the control device 21 perfornmsgthe basic operation
control operation of the snmartcard 2 by executing the
program of an operating 5 system Further, the contro
devige 21 RO o ARIIOUS QRETALIAR GORLN @l realize
operations corresponding to an operation

confyiQuratd aurfe itdhe .smaricantimpily, texecuhithid alievice 21
application programcorresponding to a utilization

pur pese Afmd Ag1es marsticardez.atidnlhematcd rprBaY 122 icE the
configured by a data witable and rewitable
nonwodaatideer dreniny esaectutasiart heelpestgriazaldiy aer agedlad ing
progranmmuabl e read-only nenory (EEPROM or flash ROV

f or sexcgyl-e. Hurtiee  dathe memdrmel 2B viar iZdueddioams
items or a control program 15 corresponding to a

ut i 1Ma8itqin sAatdat] Sref th P St ¢oX jegponding to
witten. In the data nmenory 22, various files

cor &5 gttty Yo 0 SEdard ot tHE st card 2 Pare
defi ned qu various]gq1% itenB are witten inc{he .

fil AN Sl €58 e 191 £SI0r 8 TH e dErd 26 @
memry: 22 i {dy B8, xRl ained datsrs, Further, a pointer

Z 10n .
t abl'e” Used for various contto operations is provided

in the daﬁ@? MBI Yeado r OS2 %@@éﬁﬁi%ﬁé&&%ﬂaﬁrﬁat‘j@t a

poi nter table (position table) 22a that | ndicates the
writable and rewritable nonvolatile memory such as an
electrically erasable programmable read-only memory
.(EEPROM) or flash ROM, for example. In the data memory
22, various data items or a control program
corresponding to a utilization application of the
smartcard 2 1is written. in the data memory 22, various
files corresponding to the standard of the smartcard 2
are defined and various data items are written in the
files. An example of the file stored in the data
memory 22 will be explained later. Further, a pointer
table used for various control operations is provided
in the data memory 22. For example, an important data
pointer table (position table) 22a that indicates the
position (address) of important data such as data that
is freaquently used or data with high importance is
provided in the data memory 22.

The working memory 23 1is a nonvolatile memory such
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position (address) of inportant data such as data that

25 is frequently used or data with high inportance is
provided in the data nmenory 22. The worki ng nenory 23

is a nonvolatile menory such - 11 as a RAM The

wor ki ng nmenory 23 functions as a buffer that

tenporarily holds data that_is;now processed by the
control device 21. The program nenory 24 is a

nonvol atile nmenory such 5 as a mask ROM in which a
Conbicol, BT ATLaNdoERNLGOhs 82128 SUREEYLAUSLY o purrer

stored. The program neno incorporated in the

S”HEh%%fQe%ﬁW@EEQl&h%oQ@@tB%ka RRAQr am arCcpRLEAL sdat 8y
is stored therein at the manufacturing stage of the

smatheardntFbat gksickhe110 control program or contro
data stored in the program nenory 24 is used to
control trhe basigeaopeareicdrgn 2@f itshe nsmebleaidecam@mo$y such
i ncorporated according to the specification of the
smagtscar a2k ROMt ber whagh enpontapt dabgrset ahAdgcbablel
24a that indicates 15 inportant data such as data that
i s Ppéguentl pragequsly gavaedi-t hTheghriogpent aamerangigis
data itens stored in the data nmenory 22 is provided
i n £RECHPEGRARFNMERDIRE ?@@fTﬁér@oﬁnﬁ%PéﬁtFBﬁ peREtiren
25 is an interface tq 20 communi cate wth the card

r

r ea®EPPRAMt 8F £2NGF© hgat§n&PtE&Pﬁeﬁr68§§§ﬁﬁgat the

DR 8h L0B LR I R el HERE, 28, ene

Con@%h%%%lapgggggRi%@tk%%t%%ﬂtﬁgkap%%%EgH in the program
memory 24 1is used to control the basic operation of the
smartcard and is incorporated according to the
specification of the smartcard 2. Further, an
important data setting table 24a that indicates
important data such as data that is frequently used or
data with high importance among data items stored in
the data memory 22 is provided in the program memory
24.

The communication portion 25 is an interface to
communicate with the card reader/writer 12 of the
smartcard processing apparatus 1. When the smartcard 2
is realized as a contact smartcard, the communication
portion 25 comprises a communication control portion
and contact portion that make physical and electrical
contact with the card reader/writer 12 of the smartcard
processing apparatus 1 to transmit and receive signals.

Further, when the smartcard 2 is realized as a
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and contact portion that nake physical and el ectrica
25 contact with the card reader/witer 12 of the
smartcard processing apparatus 1 to transmt and
receive signals. Further, when the smartcard 2 is
realized as a - 12 contactless smartcard, the

conmuni cation portion 25 conpfjpses a comuni cation
control portion such as a nodul ati on/ denodul ati on
circuit that wirelessly conmunicates with the card
readeht et ess123matttheq> sABr LeAhAnPEIESSS! Bdrtion 25
apparatus 1 and an antenna that transmts anhd

recebmpsikadi @ WamRsniMEXionf Ebesrstopedei Bnt Be-Hata 5
menory 22 are explained. FIG 3 is a diagram show ng

an exdopheiofi/throdlQastonctureuot thheswsteredsin the
data nenory 22. As shown in FIG 3, in the data
menepym22icatpbuwakht yhef chrtlergadapgwhavengla of the
hierarchical structure that conprises a nmaster File

( MFrragédpEdt pdOCRBEengDRpPandtebetreandr gnf ahee(EF) that
are defined. In the 15 exanple shown in FIG 3, a key
EF 362nf1+58 BREA(DREPLIY2S BndicevdHESDF (DF2) 33 are
provi ded._in thg.ﬂext-stagﬁn_hierarch¥ of the master
file (M3t of '{RE GpPerfost “RPefarenifempsy éxafpre,
in ghelgexmgF 36, key data functioning as a key for
esta6P|sﬁ|ﬁg'the access right 20 with respect to the

kSRR S e N
appkteattons 9F khe.snerteagd;g %ﬁeSEQEQdmeESEy 22.

As shown in FIG. 3, in the data memory 22, a
plurality of file groups having a hierarchical
structure that comprises a master File (MF), dedicated
file (DF) and elementary file (EF) are defined. In the
example shown in FIG. 3, a key EF 36, first DF (DF1) 32
and second DF (DF2) 33 are provided in the next-stage
hierarchy of the master file (MF) 31 of the uppermost
hierarchy. For example, in the key EF 36, key data
functioning as a key for establishing the access righ:z
with respect to the smartcard 2 or a key for
authentication thereof is stored.

Further, in each DF, data that realizes
applications of the smartcard 2 is stored. For
example, DF1l and DF2 store data items that realize an
application functioning as a credit card or an
application functioning as a point card.

In the example shown in FIG. 3, a first EF (EF1-1)
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exanple, DFl and DF2 store data itens that realize an
25 application functioning as a credit card or an
application functioning as a point card. In the
exanpl e shown in FIG 3, a first EF (EF1-1) - 113 34
and second EF (EF1-2) 35 are provided as subordinates
of the first DF (DFl) 32 in_thesnext-stage hierarchy
of DF1. Each EF 34, 35 is a data file to store
various data |tens In each EF, data items with 5

bl Ul ypes of data stnustunes are storady B

r
xanpl e, "as the data Struét ures “sto in eac% EF, a

”a%ﬁg@é%%a%%r SUGEURBeaRd Y GRCOEd $nYChYr € nakfe next- stage

provi An EF with a transparent structure

(trﬁﬁ%Q%&%&Q Ster wetur egEE) S @4f'b% tQ %t@%%aafsﬁﬁ'%%
10 non-sfructured data itens. Data stored in the

tra@%@;&%e%ribﬁ;@CUdft@ Ef ehs .dealnt ewichh ey ebkfkseticems with
specification in a conmand or the like. On the other

hang, van 1EE ywietsh o decar d tstuctatrdgse afteesapdesit. r ucbur e

EF) is afile to store a plurality of data itens 15

(r ecardg) est mgcttincedaita &tpredetrefsosmorkend tihe epeboEd- a
structure EF, a record to be accessed is specified in

a comrendremtt e rvcker eNexd, rEire reonftirggtariconref the
record-structure EF is explained. 20 FIG 4 is a

di agramt ngdlakfeXaipl & ST e daE SESRETYGFat i on

in the record-structure EF.._An EF shown in FIG 4 is

one ”&ﬁ&lpé”crf“tt‘t?é UCEEEEA BEYr dct Gr & 18R “Phé TRESsRowR X 1es

in FIG’ S%#%éydred data items. Data stored in the

transparent-structure EF 1is dealt with by offset
specification in a command or the like. On the other
hand, an EF with a record structure (record-structure
EF) is a file to store a plurality of data items
{records) structured in a preset form. In the record-
structure EF, a record to be accessed is specified in a
command or the like.

Next, the configuration of the record-structure EF
is explained.

FIG. 4 is a diagram showing an example of the data
configuration in the record-structure EF.

An EF shown in FIG. 4 is one example of the
record-structure EF. The EF shown in FIG. 4 is a file
in which data with the TLV structure having an
identifier (Tag) 41, length information (Length) 42 and
data portion {(Value) 43 sequentially connected in this

order 1s storeda. The EF shown 1in FIG. 4 is identified



10

15

20

25

in which data with the TLV structure having an 25
identifier (Tag) 41, length information (Length) 42

and data portion. (Value) 43 sequentially connected
inthis order is stored. The EF shown in FIG 4 is
identified 14 by neans of the identifier 41 and the

data potion 43 is defined by %Qe Length information

42 following the identifier 41. Further, in the EF

shown in FIG 4 a plurality of data itenms (child

dat h ryct e stored int

% E% E %& % §ﬁ£h¥F 1%% 4 n% %E 8aLFf 85€8n %3 is

dat a portlon n ot er words

C ORI S inRG %@eth@eﬂkhgkﬁr1ﬁ%orma%qghh gg%gﬁﬂgh? %%e

and data portion 43 iS set as parent shown

in EdGntd fiigrdata wWrthracpestedtnst EBCLURGHI RWRieh g
plurality of child data itens are 10 stored in the

par eiturddtiay b theaf akkewi nghiexpbanat i @Bmsh NWike the TLV
parent data as the whole EF conprising data with the
nestsédusttrmret are, stheedi denthki entdlpbstiefhensedrt @haser.
a parent identifier, the length information 42 is

ref éfr @4hes asrpgareAt d8thengmbrinfogmabeondandither 41,
data portion 43 is referred to as a parent data

por LtEORPATBEGEAREE 9 oft 2cARPddghearPrerenstdr éd Batt he
parent dat ortion 43 al so have the TLV structure.

Thaf? F?“tegéﬁ chPPHad598W256&5a16456 igs@atasyythnat hested

20 rent data portion 43 has_a structure in which an
|de%?F |tC ri6626a gb Eé&ra&édy OF efigt hdaFphraltams, are

47c5:4¢d); and.dat Q i 0. 8(48a, 48b,. 4 48d) are

sequentlaI?y conn c? é ? ? 51 F6% hg* g?%ﬁﬁﬁatlon
explanation, in the parent data as the whole EF
comprising daté with the nested structure, the
identifier 41 is referred to as a parent identifier,
the length information 42 is referred to as parent
length information and the data portion 43 is referred
to as a parent data portion.

A plurality of child data items stored in the
parent data portion 43 also have the TLV structure.
That is, each child data 45(45a, 45b, 45c, 45d) in the
parent data portion 43 has a structure in which aﬁ
identifier 46(46a, 46b, 46c, 46d), length 47 (47a, 47b,
47c, 47d) and data portion 48(48a, 48b, 48c, 48d) are
sequentially connected. In the following explanation,
in each child data, the identifier 46({46a, 46b, 4do6c,
46d) is referred to as a child identifier, the length
information 47(47a, 47b, 47c, 47d) is referred to as

child length information and the data portion 48 (48a,
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in each child data, the identifier 46(46a, 46b, 46c,
25 46d) is referred to as a child identifier, the
length information 47(47a, 47b, 47c, 47d) is referred
to as child Iength information and the data portion
48(48a, 15 48b, 48c, 48d) is referred to as a child
data portion. Further, in thejfollLow ng explanation,
it is supposed that the identifier 41 of the parent
data, the Ilength information 42 of the parent data,

the4%k£dg@ktf%%EQ4QS0&e%%?5%§iEg ggt% %%%l%h%a%%n%§Q6§on.

information 4 the chi ata are each express

one byt e.r¥exer, t R opgRs ald1aRWah £ AT 1YHd NG ACGRSS 4 0
the above file in the smartcard ™2 is explained. 10

The sipydsear @ ha tpehfeorifendn faecess egnthel poRetalda@l, the
Wth respect to the above file in response to a
conmmendy tsupplficethaftriom tare ogx tcerenala réeni e tesmamkecar d
processi ng apparatus) 1. For exanple, the smartcard 2
per figrarg idn eac dés © I( rtdaed chirlict €a tapdatce ther dsmaihd t he
15 like) operation for a file specified by a command
f r omnfidr@agiver dal odevihee chidd data iaret kadh legpregised by
exanple, in the record-structure EF as showmn in FIG
4, &YYo data can be nmde by using a
record-series commuand such as a READ RECORD command,
20 WRI TE "RECORD "Corthiid: " {IPDATE IRECARD Cottherif S SAPPENS e
RECORD co nd.or .the like. Even i.n the .case of the

T BR T adcdd +they rﬁr’&d_’erdb;} dsi §PA 6 ary- seri es

recoréWEF,laccess‘na g

command syeh 4t A4 SHAP BIJARY Gamand, . R T BINARY

operation with respect to the above file in response to
a command supplied from the external device (smartcard
processing apparatus) 1. For example, the smartcard 2
performs an access (read, write, update, erase and the
like) operation for a file specified by a command from
the external device 1 or data in the file.

For example, in the record-structure EF as shown
in FIG. 4, access to data can be made by using a
record-series command such as a READ RECORD command,
WRITE RECORD command, UPDATE RECORD command, APPEND
RECORD command or the like. Even in the case of the
record EF, access may be made by using a binary-series
command such as a READ BINARY command, WRITE BINARY
command or the like by making access with the record EF
artificiaily used as the transparent-structure EF.

The above command is configured in a prese:

format. For example, in a command supplied to the
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command or the |ike by maki ng access with the record
EF 25 arti-'icially used as the transparent-structure
EF. The above conmmand is configured in a preset
format. For exanple, in a conmand supplied to the - 16
smartcard 2, information indicating the type of the
command and file to be accessegor-data is stored in a
preset format. For exanple, in each conmand, parent
data to be accessed (that is, EF) can be specified by

5 neaRscehra QargﬂEokQQBEbP|@ﬁd@@gtﬁhg|dhdat9oboobethe
accessed can be specified by nmeans of a child

i depbinfib@l. alNextila peopessctegssadwei-t eaeanmendtbhati in a
requests data witing in the smartcard 2 is

expbakesed. £fd@mEtG Borrseaafhpboerhant ehoh cbhmshrat pageat
flow of a process for a wite command (for exanple, a
VRl TEtaRECORD eorwasrd)l i(hhtheispaFEftcardn2bel apehi§ied by
exanple, as the process for coping with the wite
conmends af v Peeeprodesstibicdaraduchhld Aaseedo Pe
structure as shown 15 in FIG 4 is suppaosed. Further

it BECSFEFEsEdN ket SPERiEdedaPs Wﬁ?ﬁshpéhalﬁﬁé ffance

or with high frequency of use (in the follow ng

expt& ﬁ&Flég *such child data is referred to as

i mpor tan a)_ as reset Chl|d dat a ¢Qnt ai

in the né% gﬂ §1fﬁ‘ &3 (éﬁ)%ﬁée Hﬁ% as pare%ﬁg%%Sts
dat g it [ s It i umed

that e e nrq‘e?;i&er B Do (he SRar e

processi ng@apparat us dh Asnhe edrernalysdewiel a flow of a
supplies a wite command that request data

process for a write command (for example, a WRITE
RECORD command) in the smartcard 2. In this example,
as the process for coping with the write command, a
write process for data with a nested structure as shown
in FIG. 4 is supposed. Further, it is supposed that
child data with high importance or with high frequency
of use (in the following explanation, such child data
is referred to as important data) as preset child data
may be contained in the nested-structure data (EF) used
as parent data to be written in some cases.

It is now assumed that the card reader/writer 12
of the smartcard processing apparatus 1 as the external
device supplies a write command that request data
writing to the smartcard 2. Then, the smartcard Z
supplies data as the write command received via the
communication portion 25 to the control device (CPU)

21. After this, the control device 21 recognizes that
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witing to the smartcard 2. Then, the smartcard 2 25

-supplies data as the wite conmand received via the

communi cation portion 25 to the control device (CPU)
21. After this, the control device 21 recognizes that
17 the command is a wite command based on a command
code in the data (received_coqmmand) supplied fromthe
comuni cation portion 25 (step S51). The conmand
supplied to the smartcard 2 conprises 5 a conmand

COd%h%anﬁﬁkhﬁgi%h &Xﬁ%eogo GO IRAG, p%r%%%%%%d code
. Th evi ce oP t he

and data portion e contro

smaritcand Z.anal ysesibhe commnd)cedeah he roeesieved
command to deternmine the type of the received conmand

(I NGl 1072t trkiobhe %h@%%gprsgqeyss is 10

realized by causing the control device 21 to execute

t he prograie stimethd sudte iRfddgrammemuayr 24 rdlifte oanide ses

conmand contains a command code indicating a wite

i nstar yotninem cang ddatiadticalye nar itthtee rt yoar ictfe tdhat aommzond,

exanple, in a wite command that requests witing of

15 detrander gl sedredogttiigat-ur £has coidwe li nlemlice 41 of

wite data containing an identifier (parent .

i derfthisf i BT L har R ldaes it S IOERIh aKe @4t &he

portion. Wen receiving the above wite co ng, the . _

contr IS WA GETERY WL et hiTtfed Vhdthingr Ogr - s Lved

20 parent jdentifier .(identifier of file) of parent .

dat B N S AR AU Ui 1 108 B e RAaa LY 1o

portxjooﬂ' efd E &ﬁ ﬂhse ac&atrr%lt .eqzq{goi fjlert Ofe te

par ent dg?a I%?f%%; contal ning inportant data stéﬁcu

S52)thé”5¥é§¥ém stored in tne program memory 24. The write
command contains a command code indicating a write
instruction and data to be written (write data). For
example, in a write command that requests writing of
data with the nested siructure as shown‘in FIG. 4,
write data containing an identifier (parent identifier)
of parent data is stored in the data portion.

When receiving the above write command, the
control device (CPU) 21 determines whether or not the
parent identifier (identifier of a file) of parent data
contained in write data specified by the data portion
of the command is a parent identifier of parent data
(file) containing important data (step S52). Whether
or not the parent identifier of the write data is the
identifier of the parent data containing the important

data is determined based on the important data setting

table 24a provided in the program memory 24. The
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or not the parent identifier of the wite data is the
25 identifier of the parent data containing the
important data is determ ned based on the inportant
data setting table 24a provided in the program nenory
24. The 18 inportant data setting table 24a stores
information indicating parent gdata (file) containing

i nportant data. For exanple, 1n the inportant data
setting table 24a, an identifier (parent identifier

of at i nt gi,ni ng i npor.tant data
and DEERFAAE Bhsd SprBihy; SER8 2R, Yar R kb EREnF T &
are; g t ster [ Lapart
T i S I e e
i's ghegauseoknNEQRABLEON:assael ahed Whhh Bakhl €cbPRRENtap1e
10 data) in which the inportant data is stored and

i nperkantndatiantehibd dakaknst enedtimithecki barkst data)
previously determ ned for each application in the

opepdt bofiicentbgurahiag afpbheaamantecar dnd. aThanefor e,
the inportant data setting table 24a that stores 15

i nf orAatidneassbcimpedtanthdbrpoitanheddtidei sre stored.
previously provided in the nonvolatile nmenory.

However , IRforgapienesasirect dnpicbei dapphiéanmpdeatansetting
data setting ,table 24a in a region in which security

i s “8PL§i Aéd. 1PnPrREISHERYcARE 2nTPEMAS18nppodBdSt hat
thebzo i mportant data setting tahle.24a is stored in
 hePSFPUG P nerBry 128, SEGPERAE T LFS 3l 20 FoSERBPEE

to dgeayl de Lheohmpact aphodeta setiing tapie z4a 4n a

storage regi on of the data nmenory i n Igﬁ s%%ﬂrlty
important data (child data) stored in the file is
previously determined for each application in the
operation configuration of the smartcard 2. Therefore,
the important data setting table 24a that stores
information associatecd with important data is
previously provided in the nonvolatile memory.
However, it is preferable to provide the important data
setting tabie 24a in a region in which security is
attained. In the smartcard 2, it is supposed that the
important data setting table 24a is stored in the
program memory 24. Further, it is also possible to
provide the important data setting table 24a in a
storage region of the data memory 22 in which security
is attained.

IZ it is determined in the above determination

step that the write data is not parent data (file)

containing important data (NO in step S52), the control
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Is attained. 25 If it is determ ned in the above
determnation step that the wite data is not parent
data (file) containing inportant data (NOin step
S52); the control - 19 device 21 perfornms a norma
wite command process (step S53) If it is determ ned
in the above determ nati on _st that the wite data
is parent data (file) 5 containing inportant data (YES
in step S52), the control device 21 stores the length

from_the _head _position osition.of the parent
ideﬁki ?ér ‘op”fﬁér%ﬁaﬁe% rﬁ%ﬁawa%%FhéOWPﬁPS HaP5Seg (step
theghgad position (position of the child identifier)

of the child data as 10 the inportant data in the
wor ki ng memary ;23 fstemised) in khel aRgtR ik fr%f%'tag@on
0

fromthe head of the parent data to the hea e

| Npefkant hdat @ hieS wstigkedakh thepawanki Bg+AENBRY <23,
the control device 21 perfornms a process of witing
dat @oinmathé ndatiapoenmany A2taccurdi ig stbpt gsbhe whkte
command (step S55). At the tinme of witing data
accerditnglt devheewrilt etoormahte fhagteolitrool tdevhead2l
calcul ates a head address of the inportant data in

t hePweiftLen dargitsrepossehe Fheenheadeaddrfess) obft hbe
inmportant data is cal cul ated by 20 adding the |ength
froRETERE Re&d 6F hé parémt da ?atOsFB?egeﬁﬁ ppeition
wor ki ng.nmenory 23 to the head of the inportant data
to gpﬁ%ﬁ?éogtﬁﬁttgﬁdF8§ Qoﬁg?ﬂélﬁéﬁéhtOIngﬁ FRitHedata as

dat%hgeq%%%r%%ht data in the working memory 23 (step S54).

If length information from the head of the parent
data to the head of the important data is stored in the
working memory 23, the control device 21 performs a
process of writing data in the data memory 22 according
to tne write command (step S55). At *he time of
writing data according to the write command, the
control device 21 calculates a head address of the
important data in the written data (step $S56). The
head address of the important data is calculated by
adding the length from the head of the parent data
stored in the working memory 23 to the head of the
important data to a write start address of the parent
data in the data memory 22.

If the head address of the important data is
calculated, the control device 21 stores the thus
calculated head address of the important data as a

pointer corresponding to the important data in the data
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If the head address of the inportant data is 25

cal cul ated, the control device 21 stores the thus
cal cul ated head address of the inportant data as a
poi nter corresponding to the inportant data in the
data 20 nmenory 22 (step S57). The pointer of the
important data is information,get _for each inportant
data and stored in the pointer table 22a. For
exanple, in the pointer table 22a, an address

030 9 e post g B Ll Lo it

IS stored as a pornter a ata

cor ondence i.dentd fier. of . ' r n
Gor SRR HRE LIenLD Sl DRI ana

| dertiichrieey 10f thie fdihe ctPasent odent ek x@hpharent, the
data) containing the inportant 10 data. If tﬁe above

progessities cemileeted, theacontesel ind@\Waeendl theansmidt s
response data indicating the processing result of the
Wi e sdanmanc ft ahtehempoaittear diatpr deessiongdappasapwinter
as a transm ssion source of the 15 wite command

(st op S58). iMperpecdesietef 1ot s r852nole85E mry the
perfornmed by adequately changing the execution order.

As d€SECIEEE falfdv éhewhBR O i@ ndnerit@ar(@h2 ldedelengd figr of
wite conmand fromthe smartcard processi ng_apparatus

20 Pt dsirart GaCd Tt dPRTES IRfettert her THéE (parent

i mportant. data is contained in data.taq be itten
specified By = He PRFS 3 CEMPAnEDLEEF GY tRE RDOr{ART
datg_setting table 24a. Then, if it is determ ned by

t he "above

If the above process is completed, the control
device 21 transmits response data indicating the
processing result of the write command to the smartcard
processing apparatus 1 as a transmission source of the
write command (step S58).

The process of steps S52 to S57 may be performed
by adequately changing the execution order.

As described above, when the smartcard 2 receives
a write command from the smartcard processing apparatus
1, the smartcard determines whether or not important
data is contained in data to be written specified by
the write command based on the important data setting
table 24a. Then, 1f it 1s determined by the above
determination step that the important data is contained
in the data to be written, an address of the important
data to be written according to the write command in

the data memory 22 is calculated and the thus



determi nation step that the inportant data is
contained 25 in the data to be witten, an address of
the inportant data to be witten according to the
wite conmand in the data nmenory 22 is cal cul ated and
the thus - 21 calcul ated address of the inportant
data is stored in the poingerzgabLe 22a. According to
the above wite process, infornation indicating the
position of the inportant data conrained 5 in the

par%%ﬁx%ﬁ%%e%t%B%Qe%& % fl%% Q% n%ta T4 1%ystor ed in

i.n
easily detérm ne “means he p0| nter” table

22a qd A% 12 esuhl obhe srrartcard 2 in which access
can be nade to the inportant data at high speed and

wi th hi ghheffigirgney can hgdrovided N, @ formation
process for a conmmand t hat requests data reading in

t he ipIdAeesS righ thie pomarticar &2 the exploaitied. gailaGedhcained
is a flowchart for illustrating a flow of a process

f or ian topemratricon plaacessiorgd faer aexdnpl én datsa data memory
encodi ng, decodi ng) conmand (for exanple, CGENERATE AC

15 é¢émvamd s rashie ys sertegaricie?l biyn mckins exarblee pcasitar
process for coping with the command, a process for

r eadiahg dat’a speci fisedt By sddita Wwiheh sthetregded in whi
structure as shown in FIG 4 in the course of the

pr o@é%%e%ss SUppSs G Hee P ord agiipfieded athdrl gpp speed

I mport ata nmay he contai ned child data in the
dat & tglhéllr‘?é‘steego)‘lﬁlre@c“tyurc@“( gjﬁt EHEF%s par ent

dat a to Rf accessed in sone cases. First, it is
supposed Hat’ the card T eadery wr “{me nd ¥rat requests data

reading in the process in the smartcard 2 is explained.

FIG. & 1s a flowchart for illustrating a flow of a
process for an operation processing (for example, data
encoding, decoding) command (for example, GENERATE AC
command) in the smartcard 2. 1In this example, as a
process for coping with the command, a process for
reading data specified by data with the nested
structure as shown in FIG. 4 in the course of the
process is supposed. Further, it is supposed that
important data may be contained as child data in the
data with the nested structure (data file) as parent
data to be accessed in some cases.

First, it is supposed that the card reader/writer
12 of the smartcard processing apparatus 1 as the
external device supplies a command that requests an
operation process to the smartcard 2. Then, the

smartcard 2 receives data as the command via the
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12 of the smartcard processing apparatus 1 as the 25
external device supplies a command that requests an
operation process to the smartcard 2. Then, the
smartcard 2 receives data as the command via the 22
comuni cation portion 25 and supplies the sanme to the
control device (CPU) 21. After,this, the contro

devi ce 21 recogni zes That the command is a conmand
used to read data in the smartcard and performa

pro dgié%t%gﬁgg&hgﬂgyp%§§Qf1eéﬁ%ﬁ%ﬁ?&ﬂ%&%p%%nknﬁ%h%he

data ~(receive mrand) suppl |

COMAKYGafil Qv iRQY t iy 2% (st ?\Eé@l)t-hi\é"‘ggﬂgee%?n‘é@&

t he above command, the control device (

det efdviines mhethelgrialas 1008 2eCeRtindl 0 « rea®nfa?la used

the process in the command is inportant-:~ data or not

(ste S&2)d et hier diie Sata daodbeneaddifHorn MPlddss of
data or not is determ ned according to whether or not

t he apgerttifdrey efsddrpor teantondairal sicateed n ithe ata

i nportant data setting table 24a coincides with 15 an
i dentrefdegrvead dvemregat) spagifiiesd fnent Hévestagmmefnication
processing the command. If it is determned in the
abo\RC IHEtBY MMaltstei® Stlep that the data to be read is
not inportant data (NO in step S62), the contro

devi ce 2158t figi TR G HOriThe 3 CorfifiHR i odds qaittep!

S e 2 S A

nor n&leaccqn%r}d ﬁ{eo%%§oscésss ej_)g“lolt%jenec%n!m%tne isi rkm%eotr%ialri: data
or not (step S562). Whether the data to be read is
important data or not is determined according to
whether or not the identifier of important data stored
in the important data setting table 24a coincides with
an identifier to be read specified in the step of
processing the command.

If it 1s determined in the above determination
step that the data to be read is not important data (NO
in step S$62), the control device 21 performs a normal
command process {(step S563). The normal command process
is performed according to a flow of a process shown in
FIG. 7. The normal command process is explained later
in detail.

If it is determined in the above determination
step that the data to be read is important data (YES in
step S62), the control device 21 reads a pointer of the

important data as an address in which the important
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If it is determned in the above determ nation 25 step
that the data to be read is inportant data (YES in
step S62), the control device 21 reads a pointer of
the inportant data as an address in which the
inportant 23 data to be read is stored fromthe

poi nter table 22a of the data,genory 22 (step S64).
When readi ng the pointer of t%e i nportant data, the
control device 21 sets an address as the pointer of

thedb@QoEEaBE d@%ﬂ &% gtgrgﬁagre%l@kgroogﬂecgg:aﬁég F%a of

read position (step or exarnple:

hge o
stoeed bAtkhgeWerki ng (UBRBr %623 g@}quehaamsgngegfo

pointer may be stored in a rewit menory

exappli@ceirt offByhbeifberedn:i Rathe datacARAPLY 42vidQ 21
When setting the pointer of the inportant data in the

readepei ahenddirbgscast ek gevheer2bfr eadsidPortant data in
identifier of inportant data as child data to be read
frofm apadddressconitbécdat agmenoeypd2@osndicat ed:by the) .
read pointer (step S66). Further, the control device

15 Porresdsprlengthei pbonpati oa shatefloihonset herking
identifier _of the inportant data and reads data of
themﬁﬁPéy port i BAYEHEAF cated bgatheolehgt hmpnf bematpoad in
(step % X%en the data read operation is

conﬁlet@ﬁ CERESCBATPEY 2Bevi 8T 2¢XPBRePveistt ey riadstored
dat @ agg pgr%orns a no%?a 20 conmand process such as

an opera i on processY(sfep S68) . Next, the normal

data reag nd . pr.o s that requires.a data re

nefmRad ;g Eﬁ§ Evnver ot thé imp

process Is explained wt hP ortant gara in
the read pointer, the control device 21 reads an
identifier of important data as child data to be reaa
from an address on the data memory 22 indicated by the

—

read pointer (step S66). Further, the control device
1 reads length information that follows the identifier
of the important data and reads data of the data
portion indicated by the length information (step S67).
When the data read operation is completed, the control
device 21 receives the read data and performs a normal
command process such as an operation process (step
S68) .

Next, the normal data read command process that
requires a data read process 1is explained with
reference to FIG. 7. The normal read process means a
read process of data other than important data.

That 1is, whern data other than important data is

read, the control device 21 sets an address of nead
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reference to FIG 7. The normal read process neans a

25 read process of data other than inportant data.

That is, when data other than inportant data is read,
the control device 21 sets an address of head 24

child data (head of real data of parent data) in the

read pointer (step S71). For exanple, the control

device 21 specifies length informati on and an

identifier of parent data based on a head address of 5
par ent: fi cont ai.nhn ta-to_be read, and.set

a hggglggggg%s(bgégrggpgﬁg%ngag% g"hgg “&dd ggg)oﬁntﬁ ©
fir hi .| ata) ci-n,a a perti ar
ind?%ggegog;qtﬁe(Sgégigﬁgg'leggghg?ﬁ&%%%ét?g% ?%%grOl
readevieicnter sptihes thagteadnpei-pLer ohs 258t ant he
control device 21 reads an identifier (child

I dentdehiter) eef oghbkdedat aatbndbeatednby LBEJr gadress of
poi nter (step S72). When the child identifier is
reagareme caentr difidevi cen2iindeyenaitnesowbet beadoan@oket s
the read child identifier 15 coincides with a child

i dent irfiagr agdrelsis| d cdarasponbengr eéadaspeeilf hddrbyst bE the
command (step S73). If it is determned in the above

det éfiSatitdddsdepat hak eheatehppgtigenpiff perent data

i ndi,cated by the read pointer coincides with the child
ideﬁP%FFéFeFoDHetPéaSPFVEélPﬁ lppgshepnsygpatipa in a read
control .device 21 reads data (real data of child

dat & 'i'di'cated by length information that follows
}Eetﬁglgg@%&egékg?%%gg%%gﬁt%;4hs g%tttth% %%%%Eghn%%vice

21 reads an identifier (child identifier) of child data
indicated by the read pointer (step $S72). When the
child identifier is read, the control device 21
determines whether or not the read child identifier
coincides with a child identifier of child data to be
read specified by the command (step $S73). If it is
determined in the above determination step that the
child identifier indicated by the read pointer
coincides with the child identifier to be read (YES in
step S73), the control device 21 reads data (real data
of child data) indicated by length information that
follows the child identifier (step S74).

If it is determined in the above determination
step that the child identifier indicated by the read
pointer does not coincide with the child identifier to
be read (NO in step S73), the control device 21 sets a

value of the read pointer to an address obtained by
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step that the child identifier indicated by the read
25 pointer does not coincide with the child identifier
to be read (NOin step S73), the control device 21
sets a value of the read pointer to an address
obtained by - 25 increasing the value by an anount
corresponding to the child_data (step S75). For
exanpl e, the control device 21 updates the val ue of
the read pointer to an address obt ai ned by addi ng an

%H&nﬁgﬁﬁggﬁ %% %%l%% %n%%h %Fﬁ&f 88@?e%?>%ﬁ$%g to the

folloms t nti |er to value

readipoi Ntplc d S MRdAted;) t h@“o%o%tﬁaglplede\ﬁ'h(‘ee htrol device
det er m nes mhether or not child data is present in an

addressydditiccated Ry itfe Jreat PUHMLHo 1 3BP 278 aliress
If it is determned in the above detérm nation step

t hatobtexinehidyd adrtiand S eimqures edtr (N@dniiste o SEe)gth
the control device 21 processes the data read
operiatficomegsi can teratorf cdlilnees cliid dohddtca ispediifiied by the
the command is not present (step S78). Further, if it

is Vﬂﬂuﬁﬂeﬂqﬁrﬂﬂﬁ|n$aduPQﬂmﬁﬁ¥(ﬁﬁeunﬁaﬂﬂdmnthﬁegwﬂﬂnﬂx
next child data is presentLglES in step S76), the
contd/NL CHRA ¢ TR MPeYsto s T 93t sde gy tofchsitlepslagzp itsp

S76 for the next Chl|d data as data to be processed.

As d¥THTHed stV &GS rECHIGATRG Y dhfan®ach&C 1T
reqU{res e% readlng fromthe smartcard processing
appar®t the snmartcard 2 determ nes whether or not

Gat2 Lo SEer £ SHRSLEGAY 1SEeRI Bl AL A0
step that next child data is not present (NO in step
S76), the control device 21 processes the data read
operation as an error since child data specified by the
command is not present (step S78). Further, if it is
determined in the above determination step that next
child data is present (YES in step S76), the control
device 21 performs a process of steps S72 to §76 for
the next child data as data to be processed.

As described above, when receiving a command that
requires data reading from the smartcard processing
apparatus 1, the smartcard 2 determines whether or not
data to be read specified by the command is important
data by means of the important data setting table 24a.
Then, if it is determined in the above determination
step that the data to be read is important data, the
smartcard directly reads the important data from the

data memory 22 according to a head address in the data
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Then, if it is deternmined in the above deternination
25 step that the data to be read is inportant data,

t he
t he

smartcard directly reads the inportant data from
data nenory 22 according to a head address in the

data 26 nenory 22 in which the inportant data stored
in the pointer table 22a is prgvided.: By the above
read process, inportant data can be directly read.
fromparent data stored in the data 5 menory 22 as a

fil%mﬁ&&#p%% %nr%%qk%’t%%ei &E%%&dg%&augﬁhr%%Péﬁ the

access |

e.f[iﬁ@m@f cap 1Re sprovided.o Nexly, a process for coping

W

ortant data at high spee

arewite command that requests data rewiting

in the sma tiGar diddes A eaided. Hfr&idtS dita can be
flowchart for illustrating a flow of a process for a

r ewd itre cearimae o frafoneXxrimpire, it URRAHed RECERR data
command) in the smartcard 2. In this exanple, a

r ewnidre iyt @Cess faorf idat aanwi,t last ke mestled sthreucturecasd 2
15 shown in FIG 4 is supposed as the process for
copitdigt wiarh adee ssevirictos tegrmedad.a Rur thheh, sipeeids and with
supposed that child data that is frequently used or

has Migjh eiffsorrac €aas Jyr esavicid-d data may be
contained in the data with the nested structure used

as parentV&ddta @ PTIE e MY (3BT (Wi Suppoded & ramand

t he

appa

ard reader/wjter 12 of . the rtcard processi.n
RS DS ThEXha arti: tdeiide SUppTids & Fer ife

corrrmnciat.lr}laetd_r equests data

eXp

FIG. 8 i1s a flowchart for illustrating a flow of a
process for a rewrite command (for example, an UPDATE
RECORD command) in the smartcard 2. 1In this example, a
rewrite process for data with the nested structure as
shown in FIG. 4. is supposed as the process for coping
with the rewrite command. Further, it 1s supposed that
child cata that is frequently used or has high
importance as preset child data may be contained in the
data with the nested structure used as parent data to
be written.

It is supposed that the card reader/writer 12 of
the smartcard processing apparatus 1 as the external
device supplies a rewrite command that regquests data
rewriting to the smartcard 2. Then, the smartcard 2
receives data as a rewrite command via the
communication portion 25 and supplies the same to the

control device 21. After this, the control device 21
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rewiting to the smartcard 2. Then, the smartcard 2
25 receives data as a rewite command via the

comuni cation portion 25 and supplies the sane to the
control dévice 21. After this, the control device 21 -
27 recognizes that the conmand is a rewrite connand
by wusing a command code in_thg,data (received
command) supplied fromthe comruni cation portion 25
(step S81). The rewite comrand contai ns a conmmand

code Lndhgaling .5 8 LWl g LASLLUCE LR, (3 PALANELEN 1y

use speci fying §'be “Felr Ftéh “And

porhis%gg thehﬁ'lé nfatR el QnPe HECWRLLE € ol ;SLar %@fnm\é\ﬁ%ﬂ

recei vi ove rewite conmman the contro

deviseep(CRY) r2brdeher ropgsinwhethen %br%ana2%0 (BaEBNsg1 ) |
identifier (identifier of a file) of parent data

contrakenirag rehiel @odabad @che aiew it temrspecicbiued ibyithe ing
rewite command is a parent identifier of parent data
contairewnd tenpostanictdata @spepasd2er Wbethéorosperati fying
the data to be rewitten is the parent data containing

15 théai npobeamewdata eins adelt er niarted poasednonnt keich date
i nportant data setting table 24a provided in the

pr o§rawenepiry tt2, isf sitoriesl-det ermi ned in the above
determi nation step that the parent data containing

t he dat a "¢ S ek t4én 2O Vifotr FWe HFarcémmadst a the

file t t ant dat NO
o e Betriot HR e By Ao dartied NG SLeP o @

commng pro%%%% Q%%Qp S%%%*nger stadgt q]%%dpgga%qeaata

aboVé ‘determnatio

containing child data to be rewritten specified by the
rewrite command is a parent identifier of parent data
containing important data (step $82). Whether or not
the data to be rewritten is the parent data containing
the important data is determined based on the important
data setting table 24a provided in the program memory
24.

If it is determined in the above determination
step that the parent data containing the data to be
rewritten is not the parent data (file) containing the
important data (NO in step S82), the control device 21
performs a normal rewrite command process (step S83).

If it is determined in the above determination
step that the parent data containing the data to be
rewritzen is the parent data (file) containing the
important data (YES in step $82), the control device 21

stores the length from the head position (position of



10

15

20

step that the parent data containing the data to be
23 rewitten is the parent data (file) containing the
i mportant data (YES in step S82), the control device
21 stores the length fromthe head position (position
of 28 the parent identifier) of the parent data
containing the data to be Lem?ittgn to the head
position (position - of the chi g'identifier) of the
child data as the inportant data in the working

Egggyé?%%ﬁg§h6Hd§%9r f%ffii@qg&ﬂdéyéﬁfﬁagég]Jgﬁyn#ﬂYBg

e parent ata’'to the hea e ‘i nporta

dat g s £t ed ifd the  worki ng Wr%a%?ﬁotsggttigﬁm(rp sition

device 21 perforns a process of rewiting

accydidme t itike icRMH 8 o oot { SiBP S8R)-a Als the
time of rewiting data 10 according to the rewite

conmiadish rddie: GRa dln deN e rddi nfEaldid Bt e a diead s84) .
address of the inportant data after the data
rewitinglpriooessh hased et tdre Tont erife dfedde £ ddtea parent
rewiting process and the length information stored in

t he deorkitmg Trendrea 3 sthep 18§B)rtdlE Eortaexanpteyrdachen the
control device 21 calculates an increase or reduction
anouiitt oM e MENEngtds f r'df 18t Heladi o1 i0n RSFridi@s a

parent data to the head position of the inportant

dat PIAFTU Dy THE dat® rBird 3P Privess tNg gaweite
data to be rewitten is data that lies 20 behind the

T At S Bt S he Tnrd T w4 1oy TR OeNS (Bt
performed, with the data l.ength thereof kept .

accordl rewritel comman control device 21
unchanged: tthe 1 engt h Tromt he head ‘position of ot He -

par eggl&altaacéso d h?ea!lleaa%oqcéség icpin f‘ge tl%drq}%lc”tt q{gtadaatﬁer
the data rewriting process based on the content of the
data rewriting process and the length information
stored in the working memory 23 (step S586).

For example, the control device 21 calculates an
increase or reduction amount of the length from the
head position of the parent data to the head position
of the important data caused by the data rewriting
process. If the data to be rewritten is data that lies
behind the important data or if the data rewriting
process 1s performed with the data length thereof kept
unchanged, the length from the head position of the
parent data to the head position of the important data
is not changed. Further, if the data to be rewritten
is data that lies in front of the important data and
the data length i1s changed by the rewriting overation,

the length from the head position of the parent data to
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is not changed. Further, if the data to be rewitten
25 is data that lies in front of the inportant data
and the data length is changed by the rewiting
operation, the length fromthe head position of the
parent data to 29 the head position of the inportant
data is changed. That is, thejsgontrol device 21
specifies a variation in the data |ength caused by
the rewiting operation for data that lies in front

of the I LA 2o B i$ip2,485% dLhe GANHRNgeq.

device 21 can calculate a head address of inportant

dat arioht aidled 1af tomthhe dRtA cd ew iddaRd rfaRer at @Fiation in
based on a variation anmount caused by data rewiting

and drengtdtd nfeergmt iceimssdonsd dhe therriwanki Rgaremigh for
23. 10 If the head address of the inportant data

obt alated traftt ari dshe rdatraortewrfi tihrg ippecesst slata. In this
cal cul ated, the control device 21 updates a pointer

cor reespondiiey aam t nchle dapore &t cat #adtoriedd @ thead

poi nter table 22a according to the cal cul ated head
addraskdrasts (He B qnRsoTh alft adathe yisresh asgByr. tivveflative
above process is conpleted, the contraol device 21

t r ar<SH s s poiTe @ [ddtta AT &1 iy e 2 Prode &89y caused
result of the rew.ite co nd to t smartcard :

b o 17 AR PTRS Y sA SSTE oS Sodrast i the
t he rgygjte connanq1£step S88). As descri bed above,

WO 1Nng .memor
when' 166 Vi ng ardirite command fromthe smartcard

pr ocessi nge ARRANALYS dua LNE. SFAYEAHL S A81ETdH P%ptained

whet her tato be rewitten
after the data rewriting process is calculated, the

control device 21 updates a pointer corresponding to
the important data stored in the pointer table 22a
according to the caiculated head address of the
important data (step S87).

Whenr the above process is completed, the control
device 21 transmits response data indicating the
processing result of the rewrite command to the
smartcard processing apparatus 1 as a transmission
source of the rewrite command (step S88).

As described above, when receiving a rewrite
command from the smartcard processing apparatus 1, the
smartcard 2 determines whether data to be rewritten
specified by the rewrite command is data in parent data
containing important data based on the important data
setting table 24a. Then, if it is determined in the

above determination step that the data to be rewritten
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specified by the rewite command is data in parent
data 25 containing inportant data based on the

i mportant data setting table 24a. Then, if it is
determined in the above determ nation step that the
data to be rewitten - 30 is data in the parent data
containing the inportant datagythe smartcard

cal cul ates an address in the data menory 22 in which
t he |nportant dat a obtalned after rewiting and

cor T eSRANG NG, L9, e T 8 commNd 15,5 BIOvled and

updat es the pointe 2a accor

cal cilat edcrﬁed%ﬁaascégr& Qeaﬂam%rtteaontarﬂaato%re%@%ﬂlt% WBRita

the above rewiting process, at the time of data

updatdmttlsy t4e REivHien e ergla dadl GId NGbddi®ied after
position of the inportant data contained in the 10

par efdw diatian state @S e ddrdeirig ddhe Hiatra Wiy eoddiagan is

al so be updated. As a result, the smartcard 2 that

st ahd yoEiches sesl iupErtenttdatm iatt du glerl sspsed sabrding to
with higher efficiency can be provided. According to

t he Wbdvea lendadiatereddbias oraferthieo 1B rdeoessiaspeci fi ed
child data, it is not necessary to retrieve the

speci f i edPFRTHRFALE by S ST i 28 5L U HHAISZIFRE T hett the
dat a ortypn of parent, data fromthe head  portion and

di r ect™a e G e tﬁlet rPéNsrﬁeecﬁ fﬁaetdle g dndicating

dat That_.i.s, evan en. | ata t is, 20

fr equ}éntffoyD Used' a8 pribs et At dﬁ & &'t Héﬁda Wi e
the r?cd dsggaucg £ A4S sCI'Q lr?\ ideat ci? &Otme ow&/ 22 can
|on o ata

necessary to ana yze th a po par en

flor eag?ﬁ b IUBRANh aCCzesSSa tedhe | maRy tant-dala; can he

stably accesses important data at higher speed and with
higher efficiency can be provided.

According to the above embodiment, in order to
access specified child data, it is not necessary to
retrieve the specified child data by sequentially
analyzing the data portion of parent data from the head
portion and direct access can be made to the specified
child data. That is, even when important data that is
frequently used as preset data is stored in data with
the nested structure as child data, it is not necessary
to analyze the data portion of parent data for each
time and access to the important data can be directly
and erfficiently made.

The smartcard 2 of this embodiment is used to
access data stored in the data memory 22 according to a

command received from the smartcard processing
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and efficiently nmade. 25 The smartcard 2 of this
enbodi nent is used to access data stored in the data
menory 22 according to a commuand received fromthe
smartcard processing 31 apparatus 1 and stores an
address of the data nenory 22 in which inportant data
is stored in the pointer tables;in_correspondence to
information indicating the inportant data. The
control device 21 of the smartcard 5 2 determ nes
whe to ed.s ifi.ed _by.,an acce —
req%gg%rg?hgagaaggpgﬁﬁgggfggn??%gegﬁaP?cépg dd8&RRmory 22
Proges§hAghaRRALatUs ol gheal FROLLARE4IAHALAE BBkl kbpie
is determned in the above determ nation step tﬁat t he
dat ant eckecagepssadel $ol FRELLARE idat andtibareant kak 10
devi ce reads the inportant data according to a head
addoegsricantheadata meeDEYn22oiindekiieh bheoifnpaet aRkrtcard
data stored in the pointer table 22a is provided. The
smakt datedr@iokst Whetérbbodetentocar ekkiessent kypecadcess by
a part of inportant data in the file stored in the
dat an ascgeporpdR2stAddi tihdpalsuadvtantadesrande smartcard
nmodi fications will readily occur to those skilled in .
t hePAPEESTRELePEPE I Atife -i AveAlPER tipAti €8 Br adept- Ir it
aspects is not limted to the specific details and
r epr-&s ERTEETVESEMBOdITRENEECI6 SRoRATARE “de8critFedthat the
herein. Accordingly, various ngdificagion% may be .
mad& AWt AGUESdEFEFTERG ot PReE “28p5i FPt2or 6Eop8 af O+
 Ne JgeneraL LALeNhLy e £ANCERt 88, 08lL08d:8Y 18, head
appended clains and therr equivalents.

address in the data memory 22 in which the important

data stored in the pointer table 22a is provided. The
smartcard 2 of this embodiment can efficiently access a
part of important data in the file stored in the data
memory 22.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive conceot as

defined by the appended claims and their equivalents.
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32 - WHAT IS CLAIMED IS: 1. A portable electronic
device conprising: a data nenory that stores data, a
wite unit that wites data to be witten to the 5
data nmenory according to a wite command supplied from
an external device, a determning unit that determ nes
whet her inportant data is congained in the data to be
witten specified by the wite comand supplied from
the 10 external device, a calculating unit that

cal cul ates a head addregs fg’dqx%ﬂgmpq%iant data in

the data nenory based on data ength froma head of

the datato bepwribier aeaherdc oftike iIpRRtiantg:
data and an adé}ess on the data nmenory 15 at which a

process of aatat imeghote tthat-a st e Waidtten is started

when the determning unit determ nes that i nportant

data i s contditredniin thetdatrd tee ke ter ittt @R, wrdR@ed to the
position table that stores information 20 indicating

a h@adaaddnesy efcphdingport antwrdaea covakodl stpdlbygd from
the cal culating unit in correspondence to information

i ndid¢atiig e idepéFeant data. 2. The portable

el ectronic device according to claim1, further

conpri si fg & YATdRG IUMRE St HAR theleds rrinegata Stdfdt h
froma head of data to be witten specified by the

f , th ,
ar i CEDEGARA o ot hE BRG0P Cha ™ TBGr CARE G8t &S WReRTen

the§$§€?§?é@ %% %%Etw%% %rgk%%%n%h%ﬁpkqﬁgét%?%m the
external device,

a calculating unit that calculates a head address
of the important data in the data memory based on data
length from a head of the data to be written to a head
of the important data and an address on the data memory
at which a process of writing the data to be written is
started when the determining unit determines that
important data is contained in the data to be written,
and

a position table that stores information
indicating a head address of tThe important data
calculated by the calculating unit in correspondence to
information indicating the important data.

2. The portable electronic device according to
ciaim 1, further comprising a holding unit that holds
data length from a head of data to be written specified

by the write command to the head of the important data

when the determining unit determines that important
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33 data is contained in the data to be witten,
wherein the calculating unit cal cul ates a head
address of the inportant data in the data nenory based

~on an address in the data nenory at which the data 5

Wwiting process is started'by means of the wite unit
and data length held in the hogglng unit. 3. The
portabl e el ectronic device according to claimi,
further conprising an inportant data table that

st or i nformation |nd|c in n ident |f|er ,that 10
|ndf§§iesspépgﬁt18§ta @o%&giﬁiﬁﬁ tﬁp%?t&ﬁﬁ data,

wherein the deternining uni/ #ﬁ? %{ghp%%grh%}n_ ghe |

data to be witten contains i a accordlng

to whethels a %%%nﬁ_%kﬁ&a%E parent data g%%%r or;l agased

head portion of the be witten 1 spec

t he oM iadre acleaRd 1¢OIRGE des MWrlehoaw a“d%ﬁﬁcn|%%eohata
parent data containing inportant data stored in the

| Mportianthgdatraciall e.s 4taAtpar babhe aelseclr @mieC wdevieCenit
conprising: a data nenory that stores data, 20 a
posianidonmiattabllenthiat hetlar s ithfohwadiion unddi.cati ng a
position in which inportant data is stored in the

dat a nenory iTihec mroespded edee troninf geveEtdeomccording to
indicating the inportant data, a determning unit that
det érlrﬁlﬁbg wHerEe rdgeard s15 pa AeRerspedi bagd bypbae
co nd that is supplied froman external device and

r equi SHREE St e&dOFGATHOR dodisetior anpiseadd fiigr that
|nporEPnt data, an

cates parent data containing important data,

wherein the determining unit determines whether
the data to be written contains important data
according to whether an identifier of'parent data
stored in a head portion of the data to be written
specified by the write command coincides with an
identifier of parent data containing important data
stored in the important data table.

4. A portable electronic device comprising:

a data memory that stores data,

a position table that stores information
indicating a position in which important data is stored
in the data memory in correspondence to information
indicating the important data,

a determining unit that determines whether data to
be read specified by a command that is supplied from an
external device and requires data reading in a course

of a process is important data, and
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34 a reading unit that reads the inportant data
according to a position in the data nenory in which
the inportant data stored in the position table is
provided when the determ ning unit determ nes that
the data to 5 be read is inportant data. 5. The
portabl e el ectronic device gcc?rding to claimi4,
further conprising an inportant data table  that
stores information indicating an identifier of data

sed as rtant O wher ej he .det er m_ni

Bnlt detgrﬁgnéggl q?h gtéeﬁo be%re&gp9§taﬁﬁogg§ﬁt

dat@c@%% nQotg @%@5@% an lr%%md' beeheth 48,08k, the
be read peC| by Che ~command coi ncides Wi th an

lde&h@%&%%n@fd@%%as%%e%da§n %R% E%EQEH%%ttQ?E@ $50L8d i ded

in the inportant data table. port ab

el eqhednice cderieenG@NRL ShAg: de%e@%ﬁ%e@eﬁﬁéx that gata to
stores data, a position table that stores address

I nf oemakieon isi ddpeatiang aapasi tion in which inportant
data is stored in the data nenory in correspondence

to i nformati @he2@amdicdat ieig dtheninpatvdante datardang to
rewite unit that rewites data to be rewitten
accOr@ilAg 4t o THritdEE conpamyand sapphped thnomdana table
external device, a determning unit that determ nes
whetthét ?ﬁ@fGQSléépémﬁél@@ redicetdnaspaciiticad ibyerhet
rewite co I|ed fromthe external device is

dat §%°A HSE aéoﬁ@ﬁpﬁlﬁﬁ Ag5Prant dat a,

wherein the determining unit determines whether
data to be read is important data according to whether
an identifier of the data to be read specified by the
command coincides with an identifier of data used as
the important data stored in the important data table.

©. A portable electronic device comprising:

a data memory that stores data,

a position table that stores address information
indicating a position in which important data is stored
in the data memory in correspondence to information
indicating the important data,

rewrite unit that rewrites data to be rewritten
according to a rewrite command supplied from an
external device,

a2 determining unit that determines whether the
data to be rewritten specified by the rewrite command
supplied from the external device is data in data

containing important data,
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35 a calculating unit that calculates a head address
of the inportant data in the data nenory after a data
rewite process corresponding to the rewite command
when the determning unit determ nes that the data to
5 be rewitten is data in the data containing the

‘inmportant data, and an updatingcunit that updates

information indicating a head address of the
i nportant data stored in the position table in

correspo 1.nfor [ L.ndi cating .t _ -
cor ! eSpong IR TR Qb0 LGS0 A aa address
| Myt aile datR Galtulated by dhe Lal LW N 2 At 5 Bata
The portabl e el ectronic device according t cl aim 6,

f ur therr iceMydcd g b drR@drantindata drablewrls & Rfmmand

stores information indicating an identifier that

i ndintaire s Heardente datrd reoRirdithidRg: d ripordsanthadattdqe data to
wherein the determining unit determ nes whether data

to e reammittttem centdites linnidre al¥tadatca tadedmai rgre t O
whet her an identifier of parent data containing the 20
dat arry Bentewd ta,.ermrspeci fied by the rewite conmand
coincides with an identifier of the parent data

cont ai ni iy t4RAG HguT tHhtt ddtat sttt s ninfeemafiioit ant

data table., , . U 1
indicating a head address of the important data stored

in the position table in correspondence to information
indicating the important data based on a head address
of the important data calculated by the calculating
unit.

7. The portable electronic device according to
claim 6, further comprising an important data table
that stores information indicating an identifier that
indicates parent data containing important data,

wherein the defermining unit determines whether
data to pbe rewritten contains important data according
to whether an identifier of parent data containing the
data to be rewritten specified by the rewrite command
coincides with an identifier of the parent data
containing the important data stored in.the important

data table.



