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| DENTI FI CATI ON METHOD AND SYSTEM The present invention relates to a system
and net hodo Pori4szlenti fyi ng a user or device 5 and, opti oral/iGBp1/b4es
conducting transactions between the user or device and a third party, for
exanpl e by way of a tel ephone connection or an electronic conputer system
such as the Internet. Various systens are known for conducting el ectronic
transactions i NEMBEDDED SYSCHRONGES RANDOM HISPOSABLEAGDEMUNI cati ons
link or the like. One well knovvn systemis knovvn as el ectronic funds
transfer at poi nt - of - SBIEN] NMETHQB A STEM j ssued with a
credit or debit card bearing a uni que i dentifi catl on nunber, usually
embossed on the card in human-readabl e form and al so encoded on a machi ne-
readabl e nEBoplebant siviehfowrelitbetor eystegearef methed €aridentHoingfausther device
identification 15 purposes, the card typically jincludes space for a user
per maneht | §ad optieraliye rl‘ﬁoéldB?tmgh‘é%nS%qt’@ﬁ%lﬂ’EW@en the pesE ongssiceandethindi shes t o
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a card reaghgtem aieH ab tHedhteRtidtoNn reI ating to the identity of the card t he
identity of the retail store and the val ue of the goods or services being
purchased is 20 transrn'tted by way of a tel ephone connection to a renote
conputer sery At S 0 chlike).
The renot e%::arcl)grrl%u er gear?gléﬁl%t(g{;:&ﬁ%&a{l%ﬂﬁi e 3%2@@%:%%3%5%?%@&&&%% ai ns
suf fi ci@nt sdeuRRdBardler 6v i tletdmManatidnd¢inRooflrsikd. QHawslakidwhsystesks t hat
the user's card account is currently operational (for exanple, to check
that the clkRQVIhas clelroniedhnds Fansiadatramteatisalead TR, it shech a useinisi r mat i on
25 signal th c may be
aut hori sed- Sgule}lﬁ; JVRh &e&? gd’eﬁﬁd&;d B?ar!tn%del E&%{?aﬁa&h@g@%& Eﬁgﬁl%%f tults '%glyuser
signature &ﬁﬂos@&m@ﬁrtﬁetcht(s in \Muhi%nirb&lablegf@i‘mburﬁ 180 tdheodedv el semathihdre card
so as to check.the identity of the user. t he signatures appear to

mat ch, t heresdahle reagpry s ey HiceEoverse @faﬁhf earddedof ofurthgrnieatiecation
t d th t 30
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store. If hé}%lgnature. In use, when a user wishes to make a purchase in, for example, a retail

store, he or she presents the debit or credit card to a store employee. The card is then
swiped through a card reader, and information felating to the identity of the card, the
identity of the retail store and the value of the goods or services being purchased is
20 transmitted by way of a telephone connection to a remote computer server operated
by the card issuer (normally a bank or suchlike). The remote computer server checks
that the user’s card accoun“c contains sufficient funds or credit to cover the proposed
transaction, checks that the user’s card account is currently operational (for example,
to check that the card has not been reported stolen), and then issues a confirmation
25  signal back to the card reader to indicate that the transaction may be authorised. The
store employee must then obtain a specimen of the user’s signature and compare this
with the signature on the reverse of the card so as to check the identity of the user. If
the signatures appear to match, the store employee operates the card reader to
complete the transaction, and tﬁe funds required to cover the transaction are then
30 electronically transferred from the user’s card account to the retail store. If the

signatures do not appear to match, then the store employee may request additional



signatures do not appear to match, then the store enpl oyee may request
addi tional WO 02/21463 PCT/ GB01/ 04024 proof of identification before
aut hori siwmg or/b63 r ansacti on, or may sinply refuse the trpapasvi/on2and
retain the user's card, which may have been stolen, thereby preventing any
unaut hori sed transfer of funds. This systemis open to fraudul ent abuse,
since it is possible for a card to be stolen and for a thief to forge the
si gnat ur e prboDHbf adentifitdtioni Issforeumiarising the deusichpmentmay sinply refyst ey a card
user may be issued with a ptgrsona,l i(gen%%ficatiﬁn nynber (Pl N%h which is
usual |y a F@wRclngaRd dstn thA JUSRRS cFids Whidhe 8198t PRYR PGk bR o IS0 t he
user and t . I : i ko Lding a
speci nen o eﬁ%}lglng%%e@y%&g%% rﬁgﬁsg?xfjofﬁgﬁ%oi%§%%%%ﬁg ,0 ﬁ%hg&ggpgﬂ%}ger is
requi red tshueetsiicelii 5 possiblerfofh bhriind be stokencamd dor 2 tdefitp fergd thdsigndtieor mat i on
is transmitted to the renote conputer server together with the card and
retai | Xt offean quifiomised PS5t i on data and data regarding the val ue of the
transaction. By providing an extra identification check by way of the PIN,
this systemhelps to prevent fraud by 15 forgery of signatures, but is
still not moapi&thipyheat@frdidegstiseat daed Ristt degsbadisued haityea Ipetsomadn
transactions, and may therefaore be_ intercepted together wth cg{?g .

r'Sand t he

i dent i i cardpwifiq@ten qymeher &g WhichsHs ¥ually HedfBefisitheodes g, ¥
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thief i alossrodidig 4 spsebhai of harad hep sigoentel 4tithapoiatofiedlaiths carlasereisanpl e
froma discarded till receipt or th,rouglhkco'ns'pi racy wWth the store

enpl oyee, feguired so snges| ks nent bey POY Bloodirceard Teafed. @af dthisn &dfpanatignals) t he
appropriatg identif]at] L Nf i . u , even to
rob the aﬁ#ﬁ: 3 ‘llesdegf; @%r %f%uosté?og#’q%&ssg%é ﬁ%’e{}%g%tﬂ E% %#é%?l irlr%%ﬁt s(;&% first
aspect of {jeetiffatise dhtal Mdeditd ogardiniethe viaBiefake thenkaatier0dBgt provdéingiahi cat i on
system the system conprising an el ectronic conputer, a specific
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devi ce opeta 0 be conmuni ¢ ronic computer,
wher ei n t hgha@p® bb#wlh Gransactions, and may therefore be intercepted together with card

identification data when being transmitted between the card reader and the remote
server. Furthermore, it is possible for a thief to observe a user entering his or her PIN
into a card reader and to remember the PIN. If the thief is also able to obtain card
20 identification details, for example from a discarded till receipt or through conspiracy
with the store employee, it is a simple matter to produce a fake card including all the
appropriate identification information for later fraudulent use, or even to rob the

authorised card user of his or her card.

25  According to a first aspect of the present invention, there is provided a coded
identification system, the system comprising an electronic computer, a specific
electronic communications device that is operable to be in communication with the
electronic computer, and at least one electronic communications device that is
operable to be communication with the electronic computer, wherein the electronic

30 computer includes data relating to the specific electronic communications device,

including a permanent identification code, a mask code and an identification code



30 conputer includes data relating to the specific electronic

communi cations device, including a permanent identification code, a mask
code andveootelant i ficati on code 2 WO 02/21463 PCT/ GB01l/ OEORGBoEMAR: | Ng

el ectroni ¢ conmuni cati on between the el ectronic conputer and the specific
el ectroni c comuni cations device, and wherein the pernmanent identification
code is input to the at |east one electronic communications device and
transmtt e@nﬂbinl@fﬂéecﬁen@wmmcatmnﬂl@t\men thchelegdtamic campwtec ampthe epeagfimer at es

a pseudo-ra m.stri ransimi sthstothese i.c el ectronic
conmuni cat i geﬁg W@&P@ggbnfcﬁ OFRSR o 4B éwéeregbglﬁp?ﬁmf‘?? nbgﬁﬁ{% 4f dom
string so gk Qo IRNEN Rh& &aevab&%dﬂl@ coMlBfthlchi Gt dScL AL trafsmiBEE @6 ¢RNCe W th
predeterm ned rules, the volatile identification code is transmtted back

to the el eclechpiic comppi@t,eihe Islectrhmic syoepiufer gerdraics acmamdocmmimm strng amb devi ce

or the_at Ieas ne. electro ni cati ons,.device, e el ectronic
conput er cHERRY Stﬁ’é i%thfofpgfﬁc elF%é?W‘i If"?reﬁllluplt‘}ﬁﬁ%v th‘?ea "mni‘atglé(TOfi?léslr eto

agai nst a vghiaddith end $Ke1Ad-fanaakl HnE QIR to%@ﬁéateeadzown@ gﬁﬁe&oh*l%géfﬁﬁk code
to the pseudo-random string in accordance with th eterm ned rul es,
and i n whi etroadgmos iviithverefletemtinéd cales, dhe vslanhddemifmatwﬂneode/aﬁ mnshntted

identifi caﬁ)i clg ctgde are found tg gt ch ﬁ' el ectroni.c corrBut er.

Accor di ng 08%%t° tr%f)éﬁ?lpﬁtfﬂ §&Spsed te SCHORIGGOBRURigAtogs Aevies 8‘i/| ded a

met hod for d 488 dnél M BniRBAnkficAloRE §&3 me@é@%ﬂic%ha;ﬁﬁ& cﬂé'egs%: or user
thereof to an electronic conputer having stored therein tarelating to

t he spé@i fwolaaleeldt:mtd'mauon codmiranspaitted tierate vgaestar volatle idbetifation codd udi ng a

per manent entificat ode sk code and, an jdentification code
enabl i ng R R N R TE\EWW&%%W&@%@% ﬁémﬁwpec. fic
el ectroni Ctr&omwaemne@?@eyea\ﬁu% WM&ﬁreﬁlg&lﬁ%eldEﬁﬁﬁ@d@ﬁﬂtls G&NhE i ion
code is input to at |east one el ectronit comunications V|ce an

t ransni t t esolatiriddnificetidrhepdes exctfoum] © maiclpby the, eldchrenielcentputeni ¢ conput er
associates the permanent identification code with the identification code
enabl i ng conmuni cati on therebetween and the specific electronic

comuny sat QRS ddEMb GRe g&% BPH&?r@seﬂﬁn@&ﬁféﬁ%@&'lg pPav?&éd a5 &%ﬁ G5
transmtting this tot Cific electron c  communfcatl ons devi ce, the
mask code identfypdg adspe:aiﬁmelqouenndoemrmmdmmml deyicen or user thereof to an

electronic computer having stored therein data relating to the specific electronic
communications device or user thereof, including a permanent identification code, a
mask code and an identification code enabling communication between the electronic
20  computer and the specific electronic communications device, wherein the permanent
identification code is input to at least one electronic communications device and
transmitted thereby to the electronic computer, the electronic computer associates the
permanent identification code with the identification code enabling communication
therebetween and the specific electronic communications device and generates a
25 pseudo-random string before transmitting this to the specific electronic
communications device, the mask code is applied to the pseudo-random string in
accordance with predetermined rules so as to generate a volatile identification code,
the volatilé identification code is input to the specific electronic communications
device or the at least one electronic communications device and transmitted to the

30 electronic computer where it is compared with a volatile identification code



accordance wth predetermned rules so as to generate a volatile
identification code, the volatile identification code is input to the
speci fi c vebewetreni ¢ communi cations device or the at | easPCDGB0rI®eL r oni c
comuni cations device and transmtted to the 30 el ectronic conputer where
it is conpared wth a volatile identification code 3 WO 02/21463

PCT/ GB01/ 04024 generated therein by applying the mask code to the
pseudo- r angowraied thetein dydapplyips dhe imesk jcgén e fthe asuda-rredomm ¢wingh erd @he

vol atile identif.icatd cod The.. ci.fd c.el ectroni ¢ comunications
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communi cations device, or may be the sane device. For exanple, the
specific el ectroni c comuni cations device nmay be a nobil e tel ephone, a

pager, a | Aisperidie dledtwpitopranmpnigations daviceimgytbala sepeiate davicediom theoaiput er

whi ch nay , be own or _.specifically operat b gj,ven per.son. The at

| east onhe glasgc?rfeo%% tmr(‘f‘érﬁﬂ?ﬁ" é—‘éf??"b%‘% %&thgr%%y %8 ! (5 ecle\Sﬁ?'c ¥nds
transfer (&hhpl®thesReifOslbcrdnidemmbtnicitans fdevicamd3obdd nbils all&hofé; TPOS)
termnal, or my be the sane nobile tel ephone, pager, land-Iline tel ephone,

personal d# ghgeala kodilinednlepbones o metsoes!l digited Asvisigntins a evmmderovhigperlyf i cal |y

operated by the person.as.hereinbefore .described.,Th er manent .
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enabling el ectronic communi cati on between the electronic conputer and the

speci f1@ etranstar ghpointofialni (EHTPORS tatennabeormgy be the syt mobile édlepbhone or
pager nunber ere..th cific electronic conmuni cations _device is a 20
ob | ot ol EEAbab g dpRBRSHse mermaf et e TR, SO R8T REY B8 1 & i
addr ess  or owAdorshdifisdllyCdeatad btk PerssP eFhdrbiabsforaambesddl on Wi th a given

specific electronic communications device. Were the specific electronic
comuni cations device is a nobile tel ephone or the 25 like, the

pseudo-rangdom string . .be .transmtted in . the form of ext nessage under
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The identification code enabling electronic communication between the electronic
computer and the specific electronic communications device may be a mobile
telephone or pager number where the specific electronic communications device is a
20 mobile telephone, pager or personal digital assistant, or may be an e-mail address or
any similar code allowing specific communication with a given specific electronic

communications device.

Where the specific electronic communications device is a mobile telephone or the
25 like, the pseudo-random string may be transmitted in the form of a textmessage under
the short messaging service (SMS) protocol. Other well-known communications
protocols may be employed where appropriate, depending on the nature of the

specific electronic communications device.

30 Embodiments of the present invention provide additional security of identification in

a number of ways. Firstly, in addition to requiring the person to have access to the



specific electronic communi cations device. 30 Enbodi nents of the present

i nvention provide additional security of identification in a nunber of
ways. Fi me0by2146h addition to requiring the person to haveCHGBes&i0tD the 4
WO 02/ 21463 PCT/ GB01/ 04024 permanent identification code, the system
requires the person to be in possession of an appropriate specific

el ectroni c communi catjons device. Secondly, because the systemrequires
the user tperpaney igendifisatioreeodentile ygam reqlitnsdhaperseh ta he ippesseRsionreindom
string so as_to generate latile identification de i.n accordance with
the 5 pr ed&t @%oﬁ%%grsgfg’%g @ e\\/f\n&’ttr Bt .1eﬁnrrélast1|gn% gdgglcg‘eic%ﬁ © ‘?l&cﬁ?‘%}lﬁec € y
transm tt egysteapfiqifes thd bder b @a@RIHIRBEREr hidSntbdd ebp&@hteCRthe pdeuds
difficult for an unauthorised person to_ intercept conmunications between

t he el ect ronflomstinitceds to gracwiet Volpileddadificalion: codeompgerrdance ovith thevi ce

and/ or the_at |east,one el.ec ni_.c gomnuni.catd ons .devi.ce s S 1

det er nihe PRtetraCRe 86 Srfieh! 8% sl f AR PrEbicO e GRoblna et i)
be appr eci @#iBdhd Paimdnbat Plepsfdttioh RY&L il BNIiFduN@S ah AnGhthbAiddgresoniere it is
required to establish a secure identification of a specific electronic

comuni cat intareept gemnpBi¢aione betwegn tef elgcipenic sampytesudl. spreific slestrphis, t he
present inventian e e. us ) rt, of ecure "hand-shakjing" protocol
between r cibrauBgHiTE cRgioedBir f B2a08hs PodRTHE fomeBBtlrd e Bhti ry
the speci f i Go@eRehRNhE AT BHY A thanemeiet tRntifivdticaltoagy itself be an

el ectronic conputer, to the electronic conputer. Both the electronic

conput 8¢ and the specific el ectronic conmunications device will have the
mask code stored within their nmenories but w | ot ¢ ni.cate the mask
Code bet weH ot RPREHRIec et B By by ot suisate o SRED ete o 'y
entirely seRadl ® estdblish ABctARiifenlificiffn d¥eRAESechic S10ATFOHN 6ahinaRicatlfi® Mask
code may take various fornms. In a currently preferred enbodi nent, a person

is issued @ivide mthes dhamcefsa pefsomeas dichi tFongremplsathespresany investiorerabiblee 3928,
anal ogous to.the wel.l-knowa, PIN.codes currently used when operatin

AUt omat ed BSdEPIE ST ASEHIROLTORRRRE PIROLPE et PR CorR RGN S Bk
code npy bg,HBRH, 88d securely to identify the specific electronic communications device,

which may itself be an electronic computer, to the electronic computer. Both the
electronic computer and the specific electronic communications device will have the
mask code stored within their nllemories but will not communicate the mask code
between each other except by way of a secure connection, ideally entirely separate

20  from their normal means of communication.

The mask code may take various forms. In a currently preferred embodiment, a
person is issued with or selects a four digit numerical string, for example 3928,
analogous to the well-known PIN codes currently used when operating automated
25  teller machines (ATMs). However, different lengths of mask code may be used as
appropriate. The pseudo-random string (which may be numeric, alphanumeric or any
other combination of characters) transmitted to the specific electronic
communications device in ;ésponse to a signal sent by the at least one electronic
communications device is displayable thereon in a predetermined form, with the
30 characters making up the pseudo-random string being displayed preferably as a linear

array. The person operating the specific electronic communications. device then takes



appropriate. The pseudo-random string (which may be nuneric, al phanuneric
or any other conbination of characters) transmtted to the specific

el ect r oniwO ozamBaIni cati ons device in response to a signal PEEGBIDYORhe at

| east one electronic conmmunications device is displayable thereon in a
predetermned form wth the 30 characters maki ng up the pseudo-random
string being displayed preferably as a linear array. The person operating

t he speci fthe fiafteligit ofiibés eorarurrisk zpdewns thie exemplerkmnd alotes the chamgde/in1463
PCT/ GB01/ 04024 the first djgit of.hi,s or. her sk .code,. in. this exanple 3,
and not es tﬁﬂ’é PO ]1080(%@? %Pﬂ’ ieﬁhtf’rr@th&o%li’?g E%&@‘Eﬁ“&ﬂ?’i %Pflg‘t W.Pgeﬁst"}‘ al ong

t he pseudongapgiedmift Jeboit diEROf BRI Mer niableBod k€ thié Bem$A6 ONendhated tef his or
her mask code, in this exanple 9, and notes the character in ninth

posi ti on adharegter e npdle pdsitiom pldogrihetpseurdy randemsting, afidso emérdhgiligds2 5 and 8
of the sk ,cod The, char agt er,s sel ected .,from.t he eudqg-random.strin
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el ectronic conputer for verification. A ternatively, the volatile
i denti fi catommmumodenyalevive and driwsrhitied dotthe elestrettie sompnier fovergivation.by way

et 111 G IRAEGHE PERIG MR EHEOR Ser DR B SEIBIER BohF SSRBE (o an
expect ed  dpphildrl 9 WdgTUfl the %ﬁéci(ijﬁmel%&?&li& beuhdiRtoRMelie, aF ek vomiie

conput er applying the mask code to the pseudo-random string, a positive
i dent i 0 catlemifidaion zkde receivied\by the elsctromic sonphier geiresponds tor it yxfestedure i s

t hat the mask.code .i.s never,transmtted between the. el ecironjc conputer,
the. speci TTALAHF AHSRPEST. GIHR AL RO PGt EE Gy obTa PP g aShe
el ect r oni CeqRNBUAE GREWRFand6N | Efng, ANFodithvd [HentiBHiRnT ik AlkdnNiEh&RPbdeAN DY

unaut horised third parties. The secondary security feature is that a person
nust be i rmaqrosBesiimn sefurky atire isghatdhnmagle code is neverdtansmitteddstmeeni cat i ons

device, since the . electronjic conputer will transnit the pseudo:yandom

String onl!Pe ShEretic coBguleD, Ihg i oS PR IoAeps AOGRES U 4t (e
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verification and found to match a volatile identification code generated

by the el extanthorised: thindutagtics. tThe sedondiny saéwrity deapure és thabsy persemsmst bean
possession of his or her own specific electronic communications device, since the

electronic computer will transmit the pseudo-random string only thereto.

20 For additional security, after the volatile identification code has been transmitted to
the electronic computer for verification and found to match a volatile identification
code generated by the electronic computer, the electronic computer may transmit a
message to the specific electronic communications device requesting that the person
confirms that the identification is correct. Only when the person responds
25 affirmatively to the message by transmitting a confirmatory message from the
specific electronic communications device to the electronic computer is the

identification process finally completed.

In some embodiments of the present invention, it is not necessary for a person
30 operating the specific electronic communications device to view the pseudo-random

string and to apply the mask code manually thereto. Instead, a computer program



message to the specific electronic communications device requesting that
the person confirnms that the identification is correct. Only when the
person raepornzie®5 affirmatively to the message by transnPCT/GBgL/64024
confirmatory nessage fromthe specific electronic conmunications device to
the el ectronic conputer is the identification process finally conpleted.

I n sone enbodi nents_of the present invention, it is not necessary for a
person 30meperapionifieihia & peamdry ofcthe speaific clesonisneuaminingtiatedayecet o vi ew
t he pseudo-yand string and t ply. .t he sk cade manual.l her et 0.
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the person to enter his or her mask code when pronpted, and whic t hen
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comuni cations device. In a further devel opnent, at |east one position in
the pseudo-random string may be chosen to contain a character
r epr esent ali & durtfer deyelopraens #i laast opapasiorin the pseudmtianiom. strietyanay dgeousl y,

ont y o t HEeePL P G brgiesl aereobRl SEH BluPairing, REaeRect o

el ectroni CcRAMBANT AakvhRASedlSlY] B8R pdsionCS AN Shard¥i@' fhdt N rEdrBChlafBhe
conputer is operated by a bank and the permanent identification code is the

personlG  ingarking et knewm winbieto, therrdertionts edmpiier sk thei penspni ppersting the
pseudo-random.tring, .say the. seventh, may be chosen.to r esentative
b 5 bal anPEOUE PRESR ShrOisalRNS delicet ket SHEBRCo Wisre dBARESTRai cat | ng
zero fundscamshit& ik BPEGRIUITYS Fank ahd Bkehedinaite idenfiBO&ionWolib if thepeRen’t to 8
bei ng representative of bal ances therebetween on a linear scale.

Al t er nat i vienk, actamt graben theneggof the pastitong tin theepseudgreangdoi stfings sénthehe
pseudo- random strin

any one of SYHUD: Jiay| ﬁ% %ﬁgiegegcﬁq?%%gﬁeﬁﬁgx?gt Iaﬁn ﬁl@%éeggf g]%argg%‘t) e,%éubag}?;hoflgyof
E Egt d Ingn; s%ct@ﬁ%@, ggggbefsog %{‘ﬁ’?*?lg rﬁ}gili@aﬁhglzeﬁcma@m@ 2featih 2aWaldncHBF sRRAr ent
£1000, with figures 1 to 8 being representative of balances therebetween on a linear
scale. Alternatively, for greater security, the at least one position in the pseudo-
random string may be chosen to contain a flag character, with say any one of the
digits 1 to 5 indicating a balance below £500 and any one of the digits 6 to 9
20 indicating a balance above £500. It will be apparent that many other representational
schemas may be applied so as to convey information in the pseudo-random string.
Because the position and meaning of the at least one representative character in the
pseudo-random string is preferably selectable by the person rather than following a
set format which may become known to unauthorised third parties, it remains
25  difficult to extract meaningful information should the pseudo-random string be
intercepted during transmission. Furthermore, the person may be required to identify
the position and/or meaning of the at least one r;presentative character after receiving
the pseudo-random string, thereby providing an additional layer of security in the

identification process.

30



schemas may be applied so as to convey information in the pseudo-random
string. Because the position and neaning of the at |east one
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communications device is the same device as the at least one electronic
communications device, for example a remote computer terminal adapted for secure
connection to the electronic computer, then the pseudo-random string may be
transmitted along the same route, but not together at the same time. In the latter
20 embodiment, an initial request to log on to the electronic computer may only be
considered if it emanates by way of a direct modem link from a predetermined
telephone number associated with the person, the pseudo-random string is then
transmitted back along the modem link to the remote terminal and the volatile

identification code transmitted to the electronic computer by way of the same direct

25 modem connection.

In a particularly preferred embodiment, the electronic computer is operated by a debit
or credit card issuer, the specific electronic communications device is a mobile
telephone, the at least one electronic communications device is an EFTPOS terminal
30  operated by a retailer, the permanent identification code is a person’s debit or credit

card account number, the mask code is a four digit number as described above, the
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ON @ 15  magnetic strip on a reverse port1on of the card. The person must supply the usual
details, such as name and home address, to the card issuer, together with his or her
mobile telephone number. It is also necessary for the mask code to be issued by the
card issuer or to be agreed between the card issuer and the person. The mask code is
preferably issued separately from the card, for example by way of separate postal
20  deliveries, and is never transmitted together with the account number and/or
telephone number. When the person wishes to make a purchase using the debit or
credit card, he or she presents the card to a retailer. The retailer than swipes the card
through the EFTPOS terminal, which then contacts a main computer operated by the
card issuer. The card/account number is transmitted to the main computer by way of
25  a modem link, together with transaction details including the price of the purchase
being made. The main computer then correlates the card/account number with the
person’s mobile telephone number and, if there are sufficient funds in the account to
cover the intended purchase, generates a pseudo-random string which is transmitted
to the mobile telephone by way, for example, of an SMS message over a cellular
30 telecommunications link. The person applies the mask code to the pseudo-random

string as hereinbefore described, and then gives the volatile identification code thus
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signal to the EFTPOS terminal so as to inform the retailer, who may then ask the
person to check that the correct volatile identification code has been generated and to
provide the correct code for transmission to the main computer. If the person gives
the wrong volatile code more than a predetermined number of times, for example
20 three times, then the main computer may suspend that person’s account temporarily
for reasons of suspicion of fraudulent use. The authentic card holder must then apply
to the card issuer, together with suitable verification of his or her identity, before the

account is reactivated and/or a new account and card is issued.

25 In some embodiments, the person may communicate with the central computer
directly by way of his or her mobile telephone. This is possible because
transmissions from a mobile telephone include details of the number of telephone
number of the mobiié telephone; .and because the main computer is able to correlate
mobile telephone numbers with card accounts. One useful feature that may be

30 provided is an emergency account lock that may be activated in the event that the

credit or debit card or even the mobile telephone is stolen. Such a lock may be

10
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The credit or debit card of this embodiment of the present invention may also be used
to make secure purchases over the Internet. In this scenario, the at least one
electronic communications device may be a computer server operated by an Internet
20 retailer. When a person wishes to make a secure purchase, he or she submits the
account number to the server, by way of e-mail or through the retailer’s website, and
the server then transmits the account details and purchase details to the main
computer operated by the card issuer as before. An SMS message containing the
pséudo—random string is then transmitted to the person’s mobile telephone, and the
25  person then causes a volatile identification code to be generated and then submitted
to the retailer’s server from where it is transmitted to the main computer for

verification before the transaction is authorised and funds released.
A person may have more than one account with the card issuer, and may accordingly

30 select or be assigned more than one mask code, one for each account. Altematively

or in addition, more than one mask code may be assigned to each account, and the

11



and found to match a volatile identification code generated by the

el ectronic 10 conputer, the electronic conputer may transmt a nessage to
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I nvention I'S no car
15  wishes to enter the building or vehicle, he or she swipes the swipe card through the

card scanner, which then transmits the unique identification number or code to the
central computer. The central computer correlates the unique identification number
or code with personal details of the person, including a predetermined mask code,
and then transmits a pseudo-random string to the keypad for display on a display
20 provided thereon. The person must then apply his or her mask code to the pseudo-
random string and enter the volatile identification code thus generated into the
keypad, which then transmits the volatile identification code to the central computer
for comparison with a volatile identification code generated in the central computer
as hereinbefore described. If the volatile identification codes match, then the central
25  computer issues a signal to unlock the electronic lock. Such a system provides a
significant advantage over existing electronic locks operated by keying in a
predetermined code, because each time a person enters the building or vehicle, he or
she will have to enter a different volatile identification code. This means that a
potential thief or the like will not be able to gain access to the building or vehicle
30 merely by observing an authorised person keying in an entry code and subsequently

entering the same entry code.
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transactions, but provides a secure nethod and systemof identification in
a wde variety of situations. For exanple, access to a building or vehicle
may be covoopbi4esl by providing a central conputer hol di npCOeBai/h®20f all
peopl e authorised to enter the 10 building or vehicle, and a sw pe card
bearing a unique identification nunber or code in nmagnetically-coded
format may be issued to each person authorised to enter the building or
vehicle. At entrances to the building or vehicle, electronic |ocks Iinked
to card SEARRRESeANYs BHERLERQRY G0 PRARRLS SIS ARl R Q¥h $8Hon bliBos@idoScanner s
and keypads allow ng communication with the central cConputer. Wen an

aut hor i secenpeerthorbuiling sheshitle. elustead,t ¢ashpersadi isgissedveithcd anigie and she

SWi pes the sw card through.the card scanner,.which,then transmts the
uni que | déﬁ?@?ﬁpagle?t?%aﬂm‘g&tlgFQ@Wb&rPﬁ&og‘ecm%naxgﬁ&ﬁué&)y Wf'PfeOtf:ent ral
conput &f GRE LRLALSR Kefifad Uil césd €8 iHelbufiainpQt VRHIEREE redifiredO dfheWnidheper sonal
details of the person; i1ncluding a predeterm ned mask "code, and then
transmts perpseandodendifidetionsuipay arecodbies keppadrelatad idi Splcsptrdrcompgiarpl ay 20

i ded th . _The pe tt Ly hi h de.to th
Pseudo- r MBS APPIGTERTEN SPoY L0 vh PRRRP YA e FERBRCO R s |
gener at ed diftQnideypkeRAtplinGisAhEfBNsbdSret he vol atile

identification codé'to the céntral ‘conputer for conparison with a volatile
identification code generated in the central conputer as hereinbefore

descriped._1f., the volatjle. identificatio ode tc t hen,the.central 25
conput i%é’ﬂgsbea agPrﬁﬂa%edt that 1 theahoss eé’&é’?ﬂ.’f%ﬁf’% oegic.tmglfcﬁeyan%gf? em

provi des ayn3hAiMiatd s@herP@MAMAA %eRY Sl S tRhid@nahasiciiits Geviee ks weper at ed
by keying i'n a predeterm ned code, because each tine a person enters the

bui | di ng oas thehispeaific redearonics hempouhicatiense deicent Eer added fsepwity, ettt il e

identification, code...Thi,s. neans. that a otential thief ar the.like wll
not be abl @V&Sméa? qlgg%aés@c?rgef“ﬁgc%tﬁefﬁpggau Or’\?%#\it& %ﬁgoaf?e?ﬂéﬁ%lln%to‘%
obser vi ng i@t ikl 3RA ReviEed ke Ndobilk aRklphblics CRdespadifics Wisagmient |y
entering the same éntry code. 12 WO 02/21463 PCT/ GB01/ 04024 Furthernore,
it is Mot cvevewseationsclavicesi with she mepdogandpm stringe heipe riwwamitadnior theed t o

enter the B AClBnSte MM flaf 1o 4 BRHAGn REGHRFESRYph FSSUSd W th a unique

Alternative uses for the system and method of the present invention include any
situation where secure identification of a person in an electronic communications
20 environment is required. For example, the system and method maybe employed for
secure remote log-in to a computer and secure telecommunications in general (e.g.
business-to-business e-commerce transactions, air traffic control communications
etc.). The system and method may also be implemented in the context of a vehicle
immobiliser and/or alarm, whereby an authorised user of the vehicle is requested to
25  apply a mask code to a pseudo-random string so as to deactivate the immobiliser or

alarm.

A further use for the present invention is as a secure ticketing system. A supplier of
travel tickets, concert tickets, cinema and theatre tickets and tickets for sporting
30 events, among others, may issue a “virtual” ticket in the form of a permanent

customer identification code and a pseudo-random string transmitted from a host
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WO 02/ 21463 PCT/ GBO1/ 0402 computer to a specific .el.ectronic. .

communi cat FEANERNGF L PIFRH pé’Ft??rv%l eraafrg%l%n%ep G ?}g%ﬁg Elgqatrl}es ICIB;)V T i cket
I NSPec{Or, .AePiles G8sded WHRRM hfBdo-Yandbhabiring | ke tupb@Toletivn, is asked to

supply a volatile identification code generated by the application of his or her mask

code to the pseudo-random string.

According to third aspect of the present invention, there is provided an identity

20 verification secure transaction system comprising:

i) a host computer for storing a user code associated with a user, for supplying a
pseudo-random security string for a transaction, wherein said host computer
determines a one time transaction code by applying said user code to said pseudo-

25 random security string; and

ii) at least one electronic device in electronic communication with said host
computer for administering said transaction by receiving and displaying said pseudo-
random security string and for receiving a user transaction input code, wherein said

30 user transaction input code is determined by applying said user code to said pseudo-
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i ssued may be required to apply his or her mask code to the pseudo-random
string and to provide the virtual identification code generated thereby,
t oget her wooti2tdb®e 5 pernmanent custoner identification codeCT/GBOl/M®24 i cket

i nspector. The ticket inspector may be provided with an electronic
comuni cati ons device by way of which this information nmay be transmtted
back to the host conputer for verification, and to which a verification

si gnal nayrahéom eequrisy string dispiayed enpsaidatt least enreclaqieamic devge apbsaigEsdon i s
positively, identif.i [ [ 't der. 10 Yet another use
for the pr%aéléﬁ{%loflﬁr\}éﬁtc ?%en@igg&%\Qéa{aglgrﬁgg{dpgir@’p%%?% " depot, such as a post
office, or a catalogue store or a warehouse or the |like, where people visit
to pick up parcels, post or other articles and it isS necessary positively
to identifi)a pwidkbestsemppier VERHeR that sald userHEPY fode | maatchss SRl P RS
articles. A _pers icking up an article will 15 have been issued with a
pseudoﬁfan%%g%{og{lﬁgé'and, upon col lection, is asked to supply a volatile
identification code generated by the application of his or her mask code
to the pseudo-random stri ng. According to third. ashri)ect of the Ere ent

i nvent i on, Theweseedstermipes,the Banssationigwpt ode by grrixingriis o i psgrcodr & the
transactio 3 @B” g 4 r ) LOGnardigRr code
associ at e ve\n%{(ﬁ{\agﬁhrglceér, @?@58@%@8@8‘3&%@% gﬁrdggggm%g‘gglhri 'Fyrstri ng for
a tr ansactfr@iactithdngittodainthb ektireningaties displeyiag thayesudo-oarlot seeurity
transaction code by applying said user code to said {)seuﬂjﬁ- 25 random
security stFRHEPr wrigdgvige i comprEpcHnn with s Bost compyicte Thy tEed MEHi ¢

communi cat éra%ﬁagﬂé)hhc&f%i g {8sto dROEBY!t %gaﬁu%r REVRERLR MethSHelodd ARRACt i ON

by receiving and di splaying sard pseu random security string and for

recei vi ng warnss@lontdodasabé pendo-pmdbrncedeity whimgenay twadisbl3dimduseraiyact i on
i nput code is deternm ned by applying. said usgr code .to said ‘Qs(gudo- 14 WO
02/ 21463 PUTIheEASARHYRACOdE IRAY F1 M f3Y SPRPIgLieR §6|‘§§’/@SS OR-EHPE 2t | east

one el ect r?ﬁ%&o@ﬁvﬁtﬁﬁs aRdnstal PoHitChs Shle2(BAHTPORY dARHE! L RMRe1dsS Rl L O said
host conputer; ereln: _
15 associated with the user, a user computer connected via the Internet with the host
computer or any device capable of communicating electronically with the host
computer. Further, the host computer may transmit the one time transaction code for
display on an electronic device, the system may be used to complete a transaction
with a merchant through a merchant computer or web site which is in electronic
20 communication with the host computer and a user computer or device. The system

may be used to provide security or regulated access to a database or account

information.

According to a fourth aspect, the present invention provides a method of verifying an

25  identity for conducting secure transactions comprising the steps of:
1) storing information about a user pin associated with a host computer;

it) generating a pseudo-random security string by said host computer;

30
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iiil) said host conmputer verifies that said user input code matches said one
time 5 transaction code. The user determ nes the transaction input code by
appl yi ng wo 82/ar6her user code to the pseudo-random securPCYGBOT/)4004

di spl ayed on the electronic device. The user enters the transaction input
code in the electronic device displaying the pseudo-random security 10
string, or_in a device in comunication with the host conputer. The entered
user tranilct i daterovaiagi & trgesection code bl GPPLERhPAIL diseF B Y@ spifli BgdeNn with
the one tine Otracrllg,1 c%tin-gn, code. The pseudo-random security string may be

di spl ayed %ﬂg RN ryg’ of the transaction code may entered in any

conbi nati on of devices including an Electronic Funds Transfer Point of

Sal e (EFT/POS) device, a wireless device 15 associated with the user, a
user conputvdr cERWBGNLEE spich PesElorTARINT, SECULY e th @k deast Grp AIEITOBK any
devi ce 5cap§eQ)i% of communi cating electronically with the host conputer.

Furt her’, the Rost conputer may transmt the one tine transaction code for
di splay on an electronic device, the systemmay be used to conplete a

transaction wth a nmerchant through a nmerchant cor utgi or v&b site which
is in el ectk oni éisplayiag sadmsedo- BRI SHCUTHE SHEGIOTC TP at KEAStANg SFHoBIC
conput er of dev} BB aflsaBHON it SEGYBY Lt

regul at ed él%vgceesfg??%e §9§§%‘g§§§ga gr accguaﬁ‘?&gi n?sgr&%%/ik n. Acco#é?‘%gﬁltgo a
fourth aspesd usek b&ddoesiiscidvantiomBequrivy steieg; a met hod of verifying an 25
identity for conducting secure transactions conprising the steps of: i)
stori ntﬁli nformation about a user pin associated with a host conputer; ii)
generating_a ps G b EiVorS inhiP QoY ofi 26 RPFEast QMR Wikdironic30 15 WO
02/ 21463 P /Gﬁ%‘?ﬂ@fﬁgg%%{%%&%{es%e%% }nnlrpllr%g 3 troansact?onascggg by a’ff& yi ng
sai d user @vicd0 sai d pseudo- random security string; iv) transmtting said
pseudo-random security string to at | east one electronic 5 device;

vii)  transmitting said user transaction input code from said at least one electronic

15  device to said host computer; and

viii)  determining, by said host computer, whether said transaction code and said

user transaction input code match.

20  The electronic device displays the pseudo-random security string so that the user can
determine a user transaction input code by applying his or her user code to the
pseudo-random security string. The user enters the transaction input code on the
same or a different electronic device in electronic communication with the host
computer. The user entered transaction code is transmitted to the host computer for

25  verification that the host! computer determined transaction code matches the user
entered transaction input code. The method of this aspect of the present invention
completes the transaction, allows access to a database or account information when
the host computer determined transaction code matches the user entered transaction
input code.

30
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v) displaying said pseudo-random security string on said at |east one

el ectronic device for use by said user to determ ne a user transaction

i nput codeOby2@ppl ying said user code to said pseudo-r anBOVGBeUWwORL v
string; 10 vi) inputting said user transaction input code on said at |east
one electronic device; vii) transmtting said user transaction input code
fromsaid at | east one electronic 15 device to said host conputer; and
viii) deteAwstoriimg, tobyfiflaaspenvef thegugrenicinyentiont there isaprdvidedassgenre asercode and
said wuser t angggtirgn i nput code. match. 20 The el ectronic device displ ays

the pseudoSPAEMEELHE YV RITREES t hat the user can determine a user
transaction input code by applying his or her user code to the

pseudo-random security string. The user enters the transaction input code
on the saie oraaedir Pssreqode ginytinisrbes Weehr of B esee codo AN engderigniccat i on
with th ut er.

hqgst. c&nlp eThg use enthigred.tians c}i.on 1cdodee i S tragi'sm'tted
to the hosfCEHPUTE" Jaig eleetronde deyies A% & PIPKY ¢ AOSE TOMSUET “Uét er ni ned
transact i ognePHferiRE CbRGinsNR 165 bne BRIvRr @Iy B SeREl/i STati 184 bné 3R ofThe
met hod of thi's aspect of the present invention conpletes the transaction,

al | ows accead usay cadelby alserewbereicwadiantive displayailnmmalgsen highlightsas teagfonput er

determ ned transacti on code nat ches. the er.entered tr ction.. L.nput
code. 30 1805y el RR T ERsT D Sob s Bl HF IR B0 T ¢ e
present i nyegid 8&r cbiEbPa kdphlithdash an §HOIEisSRTa re§Rige Bifeiwhennibidr f ace
system conprising: i) a secure user code entry interface for entry of a
user cb@de ahleasi oat dispayrigit whiehegareaspaiide Maithsaid phlcasteancr Bgit of §8¢iUEX has a

one” act | veoseapappded B KRR, RRL s TE LM h BRG0P0 U0 200Dy o
user; wherein said active display illum nates or highlights at |east
it) a random run on time is added to said response time to extend said at least
one active display.
15
The user code entry interface is stored and running on an electronic device where the
electronic device has a display. Viewable on the display is the secure user code entry
interface which contains at least one active display for entry, by the user, of one digit
of the user code per cycle of the interface. The active display of the interface
20 illuminates or highlights at least one display digit on the interface and the user keys
any key of a keypad or mouse or touches any area of a touch sensitive screen when
the illuminated or highlighted digit matches the digit to be entered in his or her user
code. A random run on time is added to time when the user enters the keystroke so
that the active display remains active and therefore information relating to the
25  number entered can not be determined. The secure user interface contains one cycle

for each digit of-a user code.

According to a sixth aspect of the present invention, there is provided an identity
verification secure transaction system comprising:
30

i) a host computer for storing a user code associated with a user;

17



one display digit within said active display and said user enters said at

| east one digit of said user code by a response through an input device at
a responseor/maeiwhen said 10 at | east one display digit waCTlEBoODN0REpPONdS
with said at | east one digit of said user code is illum nated or

hi ghlighted in said active display; and wherein ii) a randomrun on tine is
added to said response tine to extend said at | east one active display. 15
The user code entry interface is stored and running on an el ectroni c device
where the ..electrgonic device h ISPl gt i is the
secure uséd cod® %ﬁ‘ftwuc A57ige rg?ee%tr i g%o%%aﬁi\sé’ﬁg% ﬁ]f g%g t ﬁ%ﬁg&g tt%e

di spl ay f ofgh&@8hliid dWetionR deviie haoh ddpRy dhdh iserdfiputtievicserndcode per cycl e of
the interface. The active display of the interface 20 illum nates or
highlights at |east one display digit on the interface and the user keys

any key_ of..a keypad or €00 v@ﬂ% A spRividPush SsrAgidnbVe
screen i/\/ne‘h‘?l th%%cmeﬁ%eﬂ%f%gc?ng&nﬁgg%gsg%te e%g‘?‘? ns‘gt ghes tr?e digit to be
entered i Nebitfon® dGEe Bsedntrycoli@id Asdrandenwhersinosaid iseeure siserdebdd enbyt i ne
when the user enters the keystroke so thatediihe agtgi ve di sgl a%/ regeai ns
active andintdraeesantaing aflsastane eyels withep agivestisplay 505 siinrel suid 18 8% can not
be determ ned.. The secure u [ A AS OBy Sy tQborach digit
of a user ?{ﬁ%}“&‘_ﬂ S,ﬂ{bdclésreﬁie%%rst%qéasgpéfﬁgeggg%&c?@gﬁ fgt’he' pf esen?y_?nvgn_ti on,
there i s phaviotleshi@niskdeiput tdeviceedti 4 irespoheon tisrc uhent s alsplayt dight whishem
conprising: 30 i) a host conputer for storing aaggser C deeiassoc'mﬁt ed with a
user; 107 sorespyrdsadth saitatcsest/ g dser cofp MElOfait 1 FPLC B afsq ot

el ectronic,.c nj cat i WM jd host conputer, wherein said electronic
devi ce hash@ﬁ@%%iwagﬁ%u\g%ﬁgg;ﬁ% nput device; and 5 iii) a secure user code
entry interface viewable on said display of said at |east one electronic
device for entry of said user code,, Wn%rei n said s(&c&m%. srgr &ode ntry
interface bont aiherelt saidgagh §aib of yaifl &t st PRg S PIAP éﬁ? ¢ 5 “&hit ry of
said user g}%?eeéf said at least one cycle and a random run on time is added to said response

15 time to extend each cycle of said at least one cycle; and

V) wherein the entered said user code is transmitted to said host computer for

verification with the stored said user code.

20  The host computer stores information about the user which includes account and user
code information. The at least one electronic device is in electronic communication
with the host computer and displays the secure user input interface for entry of the
user code. The at least one electronic device has at least a display and a user input
device. The secure user code entry interface contains at least one cycle for each digit

95  of the user code and contains an active display for entry of the user code. The user
enters each digit of the user code by a response through a user input device at a
response time when a display digit which corresponds with the appropriate digit of
the user code is illuminated or highlighted in the active display of the interface. After
entry of each digit within a cycle is entered a random run on time is added to the time

30 when the user responded in order to extend each cycle of the active display so that the

anyone could not determine which digit was selected by viewing the user interface.

18



wherein said user enters at |east one user code digit of said .user code by
a response through said user input device at a response tine when a

di spl ay av@or2mbi ch 10 corresponds with said at | east onePOBeBIvO®es di git -
of said user code is illumnated or highlighted in said active display;

iv) wherein said each digit of said at | east one user code digit if entered
in each gggle of said at ] east one cycle and a random run on tlg;%is added

to said relfensery pd the entiry usk eqds @ﬁcwt??%ICQdelsstéﬁnémgfe | Pathe cycl e;
and v) whe S t t

comput er 1 rigiFr PRERb Rl BB SO o e s R T e
conput er sémdress bnher wegdnea balkeyihg thekeiser aleyvdard or inodes oalctounhingnd user
code information. The at |east, one electronic device is in electronic
conmuni cat ¥Wireagfiafortesansdive displsdt er and di spl ays the secure user input
|nterque for entry of the wuser code. The at |east one el ectronic device
has at 1east a display and a user input device. The secure user code entry
i nt er f ace Eqnttmitasumicrdt@aking afthe presdne iffventi@nadd tdishow hd% ibfmay be carsied code
and contains an active disp ay for entry of the user éﬁ The user enters
each di gi tmtﬂ‘ eﬁf% rg&arneeotall ppwabe wads iyeVish P EifRIe, (OdPe PRMPEEIEce at a
response tj ‘ﬁ§ (%\ splay digit which corresponds with the appropriate
digit of t ser e is illumnated or highlighted in the active display
of the interface. After entry of each digit wwthin a cycle is entered a

random run_on_tine dded to the me 30 when th ser onded .in order
to extthd @W)}c‘ls@ ?ﬁ%e’frt‘?gcé]&g?% S’t&‘?‘%lﬁgzi’yprgg’ rﬁrﬂ%ﬁ%p@ﬁﬂtd not
determ neg%ﬁ% digit was sel ected by view ng the user interface. 18 WO
02/ 21463 1/ 04024 After entry of the entire user code the entered
code is transmtted to the host conputer for verification with the host
conputer stored user ) T user . enter, hi r re
keyi ng any FIERE 7 18 Rei?g?)t& P@?Hbég‘%}ﬂg@ypﬁ ?tﬁarﬂsﬁ’ﬁ{’ogﬂﬁ‘?n{:\f’g 3 touch
sensitive éﬂaﬁﬂ 13¥henm:FOr @ better understanding of the present invention

0

and to show how It ndy be carried
15

FIGURE 3 is a process flow diagram showing the steps a user would take while

interacting with the system of the present invention;

FIGURE 4 is a schematic diagram showing a preferred embodiment of the single

20 channel schema of the present invention;

FIGURE 5 is a schematic diagram showing an additional embodiment of the single

channel schema of the present invention;

25 FIGURE 6 is a schematic diagram of an additional embodiment of the single channel

schema of the present invention;

FIGURE 7 is a schematic diagram of an additional émbodiment of the single channel
schema of the present invention;

30
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into effect, reference shall now be made, by way of exanple, to the
acconpanying drawings in which: 10 FIGJURE 1 is a schematic di agram show ng
a prefermedormaezli nrent of the present invention; FlGURE BPCT/SBavemhenatic
di agram showi ng a preferred enbodi nent of the dual channel schema; 15
FIGURE 3 is a process flow di agram showi ng'the steps a user woul d take
while interacting with the systemof the present invention, FIGURE 4 is a
schemat i ¢ RIGEREafis hooliamptis dizasdne shewingraporiditionel gnbediment wgprporappgchannel
schema of the present inventign. FIGJRE 5 is a schematic di agram show ng an
addi t i onalVag %ﬁpﬁ‘étﬁfm%?eaﬁﬂ%s O%eg?rgsengﬂg%ﬁté Bschema of the present
invention; 25 FIGJURE 6 is a schematic diagram of an additional enbodi nent
of the single channel schena of the present invention, FIGJRE 7 is a
schenat i ¢ ICEREfhint selenatigi diagmsam showmsrasasired dstabaspeacspssgivatenreinthel

schema _of the Pres nt invention; 30 19 WO 02/ 21463 PCT/ GB01/ 04024 FI GURE 8
is a sCherrs 18"?@1’05% showi ng an addi ti onal enbodi nent i ncorporating

vari ous aspects and features of the present invention; FIGURE 9 is a
schemati c di agram show ng a secured dat abase access systemof the 5
present i MIGKRIHAY irpcoREna® Jiagramsefiepasure swicay faeBicvingskankrasca¥dt em f or
retrievi nﬁ %ank.ac_count information; 10 FIGURE 11 is a representation of
pseudo- r antl ﬁ‘ing??l?’ng; FIGURE 12 is a schematic diagram show ng the

nodi fication and integration process of the user's tenporary or

transactional ; _ .
10 FIGURE 11 is a representation of pseudo-random string;

FIGURE 12 is a schematic diagram showing the modification and integration process

of the user’s temporary or transactional;

15 FIGURE 13a is a graphical representation of the user interface of the present

nvention;

FIGURE 13b is a graphical representation of the user interface of the present
invention;

20
FIGURE 13c is a graphical representation of the user interface of the present

invention;

FIGURE 13d is a graphical representation of the user interface of the present

25  invention;

FIGURE 13e is a graphical representation of the user interface of the present

invention;

30 FIGURE 13f is a graphical representation of the user interface of the present

invention;

20



15 FIGURE 13a is a graphical representation of the user interface of the
present invention; FIGJRE 13b is a graphical representation of the user

i nterfacavoh2tties present invention; 20 FIGURE 13c is a grapiBord4024
representation of the user interface of the present invention; FlIGJURE 13d
is a graphical representation of the user interface of the present 25
invention; FIGJRE 13e is a graphical representation of the user interface
of the present invention; 30 FIGURE 13f is a graphical representation of
t he user i of the t 01/ 04024
FI GURE 13g}ﬂ{}§ﬁ§1aé§§pﬁl A reh res refé i gfrﬂﬁé@ed\s’\feﬁrt&%%éoﬁf%g H%e%
present iipvebhon, S FIGURE 13h is a graphical representation of the user
interface of the present invention; FIGURE 14 is a graphical
representation of the start screen of the PIN Safe interface of the

Byere st HOUIR anTS fughed apl S i 68 b BiaReEL St pppkakhe (1ot

represent ghi@miodf the second cycle of the PIN Safe user 15 interface;
FI GURE 15c is a graphical representation of the third cycle of the PIN Safe
user interface; 20 FIGURE 15d is a graphical representation of the fourth

cycle of tﬂ&&ﬁl? ?sf £ gl%f)ﬁircal representation of the start screen of the PIN Safe interface

of the present invention;

10
FIGURE 15a is a graphical representation of the first cycle of the PIN Safe user

interface;

FIGURE 15b is a graphical representation of the second cycle of the PIN Safe user

15  interface;

FIGURE 15c¢ is a graphical representation of the third cycle of the PIN Safe user

interface;

20 FIGURE 15d is a graphical representation of the fourth cycle of the PIN Safe user

interface;

FIGURE 15¢ is a graphical representation of the PIN Safe user interface using
symbols or characters instead of numbers;

25
FIGURE 16 is a schematic diagram showing features of the present invention utilized

in a database access system via the Internet;

FIGURE 17 is a schematic diagram containing features of the present invention

30 utilized in the access of multiple databases via the Internet;
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interface; FIGURE 15e is a graphical representation of the PIN Safe user
interface using synbols or characters instead of nunbers; 25 FIGURE 16 is
a. schemaw®o2/zli4ayr am showi ng features of the present invenPCT/oBOUO40R4 zed 1N
a dat abase access systemvia the Internet; FIGURE 17 is a schematic diagram
containing features of the present invention 30 utilized in the access of
mul tiple databases via the Internet; 21 WO 02/21463 PCT/ GB01/ 04024 FI GURE
18 i s a schEREREJ g agichemptlq diagremt Hhsirating waisus &pbwpeandipempaneptsnent s of
the pr esenul il ATBHINGALIRG v e ikt €7 net; FI GURE 19 is a
schematic didgramillTustrating vartous featurés and conponents of 5 the
present invention comrunicating via the Internet; FIGURE 20 is a schenmatic
di agram of _various features, and conponents of the present invention

I nm |
communi cat FHEIREAtine schemptifediagram flusipimevarioys feabrpromist FRNBRISYISH
illustrati : an additional enbodi nent of
the pr eszen?gi&né&gﬁﬁﬁgﬁﬁﬁﬁﬁ%ﬁ@%hﬁgg{ragg%a%lttés&%’ schemati ¢ di agram di spl ayi ng
a generic server gateway schema incorporating various aspects of the
present invention: and 15 FI GURE 23 shows, a schematic diagramil]ustrating
a generic FTHEREAQ dhagic ?@@FW@Q”’?H& Vrious deatingt and compomenisref theshows a
host conp RRER Q.0 h § IL.tgcard issuer, a user 2 20 having
a nobile t ’]%é%n%gﬁ’g éﬁ{ an grrl]l@aé,gfg‘ég%l{[eg?%h%gl 4. The user 2 is issued with a
card (not shown) having a unique 16-digit account nunber enbossed and

magnet j cal | oded thereon, _this 16-digit_ account nupber being correl ated
i n-t held nodia Cr sthamgy Sagatmiiae e be pees 149 4t eIEnEs &F a8s vl |

as a 4-di g&édi%ﬁemﬁ%eﬁ%ﬁﬁéﬁ%s&%ilp\;enﬁél‘?i.gned to the user 2 upon initial
t he ’

registration wt

FIGURE 22 represents a schematic diagram displaying a generic server gateway
schema incorporating various aspects of the present invention; and

15
FIGURE 23 shows a schematic diagram illustrating a generic integration platform of

the present invention.

Figure 1 shows a host computer 1 operated by a credit/debit card issuer, a user 2
20  having a mobile telephone 3, and an EFTPOS terminal 4. The user 2 is issued with a
card (not shown) having a unique 16-digit account number embossed and
magnetically encoded thereon, this 16-digit account number being correlated in the
host computer 1 with account details relating to the user as well as a 4-digit mask
code selected by or assigned to the user 2 upon initial registration with the
25  credit/debit card issuer and a unique telephone number of the mobile telephone 3,
The 16-digit account number is chosen for compatibility with existing credit/debit
card protocols, and the 4-digit mask code for compatibility with existing PIN
protocols. When the user 2 wishes to make a purchase from a retailer (not shown)
operating the EFTPOS terminal 4, he or she presents the card, which is then scanned
30 by the EFTPOS terminal 4. Details regarding a purchase are also entered into the
EFTPOS terminal 4 by the retailer, and these are transmitted, together with the
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25 credit/debit card issuer and a uni que tel ephone nunber of the nobile

tel ephone 3. The 16-digit account nunber is chosen for conpatibility with
exi stingwoendubzdlebit card protocols, and the 4-digit nmaB&T/GBAEIf00+
conpatibility with existing PIN protocols. Wen the user 2 wi shes to nake
a purchase froma retailer (not shown) operating the EFTPOS term nal 4, he
or she presents the card, which is then _scannedq 30 t he T t er m nal
4. Detai | sapcoyar ammbera o ihe Regecopppmien § PYHE%OL L F’H’?gmt ﬂﬂk %F%%‘qsér m nal
4 by the retaller d bSct s SMinbLedith et e thevidd 2 hRluddy WO

02/ 21463 P{Q‘,‘%“/%?; Jl}é%z%ggg%%o%nt Cnu‘?w”’oer, to %he host conputer | H‘Zyl?gmay of a
nmodem | i nk & teldpRotOsimberanitht enotiilet telephorer 3,cdralt ganetdtes adSoligit psrwdder with
details of the user 2, .includin t he tel ephone.nu r of the ile

t el ephone Zndapvstias stigheis “&ni@&md ﬁhepglé?gﬁ%?eq‘?pzslﬁ% WF%@%%% Ps
transmgte i il e URlLRREBred dyitsey tHRf pRAdSMBdem sugi sembt |

pr ot oco% 690{?%515@%;2{?9%%?.% digits gf t%eS pseud%-{andom string are not

r andom and raident eslenry esetved itmitidiatetottbe tbes that @rrcediead SMSavessigeds §9B nessage
is from the host conputer. For_ex I the. first three,di gi-bs be
"T1:" or --ﬂgqhosg,pomﬂtger.|f@e,xagicpleagﬁlggrﬁ?ﬂgﬁ% Is 1Ay 5% ‘h@gtT%'or?ﬁu Brlis
expecting t; lto ZndiQi @Rt hethoki Etbput@’1 B KBEANG AR Gder Q0@eph Y 4 fist
pseudo-rang‘g)lrgr’l,ésd)tsa(rgit‘r)l?f.ﬂ.1 e nexte fO‘ di g}i)ts of tge 1% pseudo-ra_rg_gom string
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termnal 4 Qt[r(;ransm' ssion to the host conputer 1. Alternatively, the 20

vol atile i(?enti3 ‘ication code may be returned by the user 2 to the host
conput as 1 by

Upon reception of the pseudo-random string by the mobile telephone 3, the user 2
must apply the mask code thereto as hereinbefore described so as to generaie a
volatile identification code, which is then passed 8 to the retailer and entered into the
EFTPOS terminal 4 for transmission to the host computer 1. Alternatively, the
20  volatile identification code may be returned by the user 2 to the host computer 1 by

way of the mobile telephone 3.

When the host computer 1 receives the volatile identification code, it compares this
with a volatile identification code generated within the host computer 1 by applying
25  the mask code to the pseudo-random string and, if the volatile identification codes
are found to match, issues a signal to the EFTPOS terminal 4 so as to authorise the
purchase and to transfer necessary funds to the retailer.  Optionally, before
authorising the transfer of funds, the host computer 1 may send a message to the
mobile telephone 3, for example in SMS or voicemail format 6, preferably including
30  details of the transaction, and requesting that the user 2 return a signal 7 so as finally

to confirm the transaction. This may provide added peace-of-mind for unusually
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way of the nobile tel ephone 3. Wen the host conputer 1 receives the

vol atile identification code, it conpares this wth a volatile

i denti fi cadowen46dde generated within the host conputer 1 bgT/aBpl/gdonyg 25
the mask code to the pseudo-random string and, if the volatile
identification codes are found to match, issues a signal to the EFTPCS
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host conputer, 1 nmessage to the nobile telephone 3, for exanple
in SM5S or 589%%ﬁ§?¥r$%?%%' 6, preferably including 30 details of the
transaction, and requesting that the user 2 return a signal 7 so as finally
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channel schenma 5 which are disclosed and discussed in relation to Figures
2-10. The Dual Channel protocol is appropriate for all users whg own a &
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reader, the nerchant would be pronpted to ask for the custonef's .
t r ansatq i ofvorkd mplme pEFehatsgd & meropagin h porsd avaytand Whe ther%?é%%@i‘ts his or

her four digit. ' [ ‘ ' t f t he
pseudo-ran o%‘%?"#gﬁgf&p&ﬁ%}é% %}%#%g%sg% %%gﬁ%g%éﬂlg% esé;?[g;élgfto taﬁlg@ggser

i nt ends 15tHeO0 ciigidiRerd! [ttanpdotiopusfiinasiien \whddi(TAL)stomhaskpacd:. of Thd mseror i n an
area where nobile phone reception is poor the. user can elect in_advance to

use the sarfEueHiErs bis of hegifRgy disgfahN mupkgr éﬂﬁ%éﬁ Biggeto @qtgﬁg%%fheo”ﬁA ul d
essenti al | ¥olSfie biGaSHITIOIPLRRY, Fficn AAVE MddlndiioFAREH holsd: Ribnddh®

mer chant physicafly en e-car sint usual manner before
bei ng ps onps sdkd aiultigle pikBases within a short space of time or in an area where mobile

phone reception is poor the user can elect in advance to use the same TAC for a
single day. A telephone order transaction would essentially use the same method as
above with the exception that the merchant physically enters the card details in the
usual manner before being prompted for the TAC.

20
Additional features of the dual channel schema are that the customer will be able to
choose alternative user-friendly methods of identifying the TAC from the pseudo-
random security string. such as an Enigma interface or voice recognition system. An
Enigma Interface would include minor modifications to a SIM card in a phone or

25  pager during manufacture but customers could avoid any calculation of the TAC
themselves. Users will be able to key in their PIN and by pressing an additional key
of their choice, the phone or pager will automatically compute the resultant TAC,
without the customer even seeing the Security String. This computation would be a
completely internal, ensuring that only the TAC is displayed, and the PIN is not

30 retained in the mobile phone or pager. A voice recognition interface could be
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20 Additional features of the dual channel schema are that the custoner
wll be able to choose alternative user-friendly nmethods of identifying
t he TAC fwom/ttae3 pseudo- random security string. such as POT/EBOYoH24
interface or voice recognition system An Enigma Interface would include
m nor nodifications to a SIMcard in a phone or. 25 pager during

manuf acture but custoners could avoid any cal cul ati on of the TAC
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cor r espondintgfaced bptaaWAll’Aﬁomep]soné; apbRhynabdle iene] ah dnteare ditd ylisplapAP
nobi | e phone, a G3 nobile phone, an, Internet site display 10 pronpt or a
secondh‘?y H@HW&&’E%%@P@@W@E@CﬂF%E@é‘Bm&{pl{aF@ 356#‘%1?01’6?0@&* The protocol of
the present invention may be "bolted-on' to an existing database server
and can at |east run on unnodified EFT/PCS hardware such as: (1) AMEX ;

(2) Split ThabrddOb;ofahed pi&enivinSsntivSRay lbe wdded-dbonto thexdtiag dotahansel

rotocol can 15 he used to upgrade: f Mondex s t hese
gl ready us¥THETANGICRN Gt fHast %"Pp‘)%ljﬁ)“’d&g?ﬁjeggﬁ Std%%{ﬁwares%lﬁ 8- ﬁgﬁ@g
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POS).

The dual demand schema may use a standard G2 mobile phone, G3, and WAP device
to receive the security string. If these devices include a modified SIM card interface

20 for this security string the device may also include a GUI or an Enigma interface to
simplify the derivation of the TAC.

Figure 2 represents a diagram showing the protocol for the present invention applied
to a point of sale environment. Figure 2 displays the main components and steps for
25  this transaction and displays two different options. The first option utilizes a split
dial electronic funds transfer point of sale machine (EFT/POS), where the details of
the transaction are directly sent via the Authorization Server 207. The second option

utilizes the merchant acquirer’s network.

30 In the direct dial scenario, the user 201 receives a security string 210 from the
Authorization Server 207 which resides on the device 202. The security string 210

25



20 for this security string the device may al so include a GU or an Eni gma
interface to sinplify the derivation of the TAC. Figure 2 represents a

di agr am showt/aiges he protocol for the present invention appCT/esol/o4924 point
of sale environnment. Figure 2 displays the main conponents and steps for

25 this transaction and displays tw different options. The first option
utilizes a split dial electronic funds_transfer point of sale machine
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conduct th210 edsadihg @mi hisf ointler devdcesPe2 and ctmtnnmnnesfhlsajrdle(rEFKCPBS)thatThe card
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det er m nes,dyi s i f TAC 230
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is prOV|ded to t he user ser 201 may provide
t he TAC verehainlay or by eamrmglthgnumbenmﬁhb hebdeSevice 202 ndthe cpeditnardé@04r i ng t he
nunber on the nobil e device 202. The credit card 204, 10 TAC 2 and
transabli o"ﬁAQn%ﬁﬂn@ngrt@nﬁwgﬁnwt argtheny §rat, gfia dhe dighe, diah aetsr lkgggﬂto to the
Aut hor i zat i %%5%&%103%%1’\/@1@@7 A%g wuﬂzo%tzat% §&LYE50 2R AEAR ifh e Wrdh t he
card issuer he account has sufficient funds in the account and
that the Th&ier @0%that teemcunrthas beffieet fimdPiitheuarbeuntand thdtehe Tadkcb-security

string 210. .In the event t the agcount nunber, transaction anoynt, and
TAC are veleiaigseith oe Befr ﬁoél!lgg’é'fm ang ghecisy Seﬁwyﬁtrlu?ﬁ/\glaq %”?‘Fe‘?ﬁ%’gctl on to
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net work scenari o sanm init steps apply. The user 201 receives a
security sSeva@Hlowsithd ramsactihmsto proceed.

In the second scenario, referred to as the merchant acquirer network scenario, the
same initial steps apply. The user 201 receives a security string 210 which resides on
the device 202, such as a mobile phone, and that when the user 201 is ready to
20 purchase an item from the merchant 205 he or she, in step 220, presents the
merchant 205 with the registered credit or debit card 204. The card 204 is swiped at
the EFT/POS terminal and again the user 201 determines his or her four digit TAC
230, via the security string 210 residing on his or her mobile phone or device 202. In
this scenario, the transaction information including the account number of the card
25 200 and amount of purchase are routed via path 250 to scheme 252. The standard
credit card transaction details and the pre-authorized PIN are sent to the card issuing
host server 209. The scheme 252 sends the card 204 information and pre-
authorization PIN to the card issuer host 209 via communications path 256. At the
same time, the scheme 252 communicates with the Authorization Server 207 and
30  verifies that the pre-authorized PIN correlates to the user’s PIN. The card issuer 209

proceeds with the transaction and upon verification allows the transaction to proceed.
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The card 204 is swiped at the EFT/PCS term nal and again the user 201
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transactions as online purchasing via Internet websites. The single 5
channel schenma and protocol is conducted via either a conputer, a WAP

devi ce Smart. Card, Proprietary System or a G3 mpbil| e phone, where the
securi 18 sths single shannel piotacal pg viaisa applet dowplendadhydhe yserioatoshiser betvi ce.

Thi s prot og e t (7 ar : cure

transacti oﬁo%%"g&’fﬁgﬂgidﬁgﬁg% %n%lg‘)ﬁﬁpg%}%é o—rhe?%&ﬁgﬂﬂ A a%%g%%gAgoc\%nﬁl oaded
by the usesnlpbt @edeivieddy dhednabled sputreand tiddBImdtesdi vie anISSGIinkobiThe ppliette. The
security string and the TAC can. only be recejived by an enapl ed server and

transmit t cBVEEPNAR resitant fg, jghostgites, wherr the wsoy isinagiars hat s sde bsier $96 ~ ghost
e he, - . . . no
sites ek i%if%lgg@, wgg'is At ¢ %&%&%g%é%@ﬁ%ﬂahef ceﬁ]g%d glfno%e@g,mag W

is not cert cause the nmerc er certi not) would 15
only b& i noxipbs &spossessivh dftie usses “ser hiwae oneard DT abmat thdelevant TWC. t he

rel evant TAC. The single channel solution solves the problem encountered
by transmtting the

The single channel solution solves the problem encountered by transmitting the

relevant TAC and security string over the Internet by instructing the users ISP (Web

browser) to transmit only the user name to the merchant and the relevant TAC to the

20  enabled server/database.

Figure 3 shows each step along the process a user would take to register and use the
single channel schema. The process is started in step 300 and in step 310 the user
contacts the server host of the present invention through a single channel device such
25 as a personal computer, an internet connected hand held device, a cell phone or
wireless phone, or any device that may support a web browser via a single
communication channel. Upon contact with the server or host of the present
invention a log on web page containing the interface applet is sent to the user’s
device. In step two 320 the user is requested to input his or her user ID and
30 preauthorized credit card or debit card nuraber through an appropriate entry method.

The user interface may include on screen drop down menus or other various user
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rel evant TAC and security string over the Internet by instructing the users
| SP (Wb browser) to transmt only the user nane. to the nerchant and the
rel evant wie\@/.twe63 he 20 enabl ed server/dat abase. Fi gure 3rehorsi/emeh step
al ong the process a user would take to register and use the single channel
schema. The process is started in step 300 and in step 310 the user
contacts t server, host of the present inventjon through a single channel
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PCT/ GBO1/ Ogro@¢ol dndi staxtithg PapRafedeitifases t o enhance the entry process of the
user ID and credit card or debit card nunber. The user ID is sent .to the
server for verification. If the server verifies the user's identity a

security Sﬁlrétéﬁﬂosthé@msifelﬁt&%ac@léﬁﬁﬁe&‘@&b n%%afé%bé}% %fa' RTAE SS' ng
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10 Digit (SID) and System Qut goi ng (SOD) gener at
descri bed dcnomibrgstodbt BPO metbcml/and h@t’mthecscd@r hestyﬁmn\readicﬁt[cmnlnls&ps’%éeurl ty

string and,re ked acc he. LP r ot ocol ent to the server
nost Tor VP (APPELSH GiPPorh ey ArstisRed. Tih dabish et 2rioed dBpsh eSS oy ed,
all val uesregitifigZdif B8 deRod!isl dMgurE CPid disér Sdds iaNGntefER Whitd 1d¥ﬁt1HE’sethg€ kce is
cl eared. The user sees an interface which identifies that the 15 device is
avai t ildg adavespeawaitingamespvassiomdhe sdrmers tloptd5iHOtthe ldgoon tnthe senvheisser ver
'S verified or rejected according to the user ID and TAC code response. If verified,
confirmation is sent to the client browser followed by requested service access or
transaction. In step 360 the session or transaction is finished allowing the user to
close the session or the process or the session may be automatically closed triggered
20 by some length of time of inactivity. The user’s information with the single channel

schema is terminated at step 370.

Figure 4 displays the main components for a preferred embodiment of the single
channel schema of the present invention. The user 401 would visit the server 407 of
25  the present invention and the server 407 would provide applets 470 for downloading
to the user’s device 403. The user 401 downloads an applet 470 via path 421 which
is then stored on the device 403 as the customer applet 422. The web merchant 405
would also visit the Authorization Server 407 via path 450 and download the ‘an
applet 470 via path 451 which is stored on the merchant site 405 as merchant applet
30  452. The user 401 using the device 403 visits the web merchant site 405 via path 430

and selects items he or she wishes to purchase by placing them in the basket 406 and

28



verified or rejected according to the user ID and TAC code response. If
verified, <confirmation is sent to the client browser followed by requested
service av@exs1463 transaction. In step 360 the sessi on OPCT/GBOE@&OR4 ON i S
finished allowng the user to close the session or the process or the
session may be automatically closed triggered 20 by sone |length of tinme of
inactivity. The user's information with the single channel schenma is

t er m nat edsedectiog élpe Fpooprigyeredit 4r @ﬁ@maa@/ﬁorﬂlh@%?gi TFhemasbamsits 405 thea

preferred enbodi nent. of, the single, channel. schema, of the pre t

ivent | on. SrREUAEY oot oty ket A daarir g o5t e officREl g

i nvention @kzihd ehs ReteHanf Appuby BuRYiHEe iRPRheich 4i68gf mith dBwncoa’di ng to
the user's device 403. The user 401 downl oads an applet 470 via path 421

which is futherigetinmeberens 40he devi ce 403 as the customer applet 422. The web
rrercha\r}}tn 405 would also visit the Authorization Server 407 via path 450
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routes the information along path 431 to the Authorization Server 407, 5
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comuni cat t-h s . rapni at e. [ .nf o i K ough t he
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devi ce 403validhhs this Sierd &% shfficiet Aask ¢dtHeacesineind MestepM35 vopges taetheser has
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ddi ti on, hori.zation. S 07, « .ep 434 |i,d h
e R SR e T e

are suffici e account and I'n 5 v/e i
15  merchant site 405 which is then relayed, via path 437, to the users device 403.

Figures 5-7 also relate to single channel schemas utilizing different aspects and
security protocols. In Figure 5, the user 501 visits a merchant Internet site 505 and
would select various items for purchase. Upon checkout, payment is demanded via
20  path 510 from the merchant site 505 to the user 501. The personal computer or
device 503 contains an applet 522 which communicates with the site 505 and
includes the proper software or applet 522 to wnotify, along path 520, the
Authorization Server 507 that a transaction authorization is needed. The merchant
domain name, transaction amount, user ID, and Transaction Authorization Code
25 (TAQ) are transferred from the user’s device 503, along path 530, to the
Authorization Server 507. Already present on the personal computer or user’s device

503 is the security string for the user to determine his or her TAC code.
The Authorization Server 507 communicates with the merchant Internet site 505, via

30 path 540, to certify the card and transaction amount information. The Authorization
Server 507 also forwards a transaction ID via path 541 to the user 501 through the
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i nformati on about the card 407, TAC, and account funds availability are
verified. The Authorization Server 407 sends an "accept" notice along path
436 to tveo odZ4ner chant site 405 which is then rel ayed, vPar/oaoho#3y, to
the users device 403. Figures 5-7 also relate to single channel schemas
utilizing different aspects and security protocols. In Figure 5, the user
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mer chant r 3t ARproptialn dud ssndh therfgtrhdetatlicad appyung plgng pathsa0tte die

Aut hori zat | . r : o ' g deyi 03,
al'ong pat noERg el Bucol HCHNE PThS MARERSE QLR Mnt BB B RHREC00
per sonal chmutesitediO5us ehe sarddssuer 50908 pathtI66, set ultintayelgtihé og@d fignet he user
to determ n& his or her TAC code. The Authaorization_Server 507 comruni cates
with the mePereRAs PRt Kipadh ¢ @ tgdhe merchantdpiemet pites 3. to certify the card
and transacti on anount information. The Authorization Server 507 al so
forwards a transaction ID via path 541 to the user 501 through the 29 WO
02/ 21463 PTh¢ Ggl/ hHnRdl sohsmn' Espigredandiigaenpid emikb3o théeidglanksaati on | D
is forwarded to th rchant's Internet sjte, along .path 542, fromthe
user’ SY%GI" gﬁad@@%é(ggé‘ﬂ:%ﬁﬁ%l’t ft%WFrFiféFtﬁi%’FF &inaleded (e remeYees t hat
t he amount ;Qf , i (oY d jate and
sends the tck%rsgag{etggﬁﬁlg %c;nrgq}éér:r%g’ts IJa%fsg{r%ggmfc())at tegggg't gﬂ_ @%e%%nngﬁgﬁﬁﬁgédlant er net
site 505. imhBighteatsiacdecamitychtding isonaitted swhsindfplythetfber digit G620 ifot thainet site
505 to the card.,issuer 509’d5§i atgath 560, _an%ﬁul ti matelﬂg/ the card issuer
509 sends PRYREHD i tngmitedsirem: i8¢ vHhorzation RETVER O8Y e the 1 ssyBelesshe

si ngl e chagngl. gghema displayed in Figure 6 is simlar to the single
channel 10 schema displayed in Figure 5 except that a wirel ess device 604
is incliided to renove the security string fromthe user's personal

computer 603. In the schema ill ustrated . .
P Figure 7 is a single channel schema s?ml(lalar to the single channel schemas disclosed

in Figures 5 and 6 excei)t that instead of the four digit TAC being transmitted from
the Authorization Server 707 to the wireless device 704, as described above in
relation to Figure 6, a thirteen digit security string 720 is sent to the wireless device
20  704. The schema disclosed in Figure 7 discloses that as the user 701 selects items to
be purchased from the merchant internet site 705 the payment demand along path 710
is sent to the user via the user’s personal computer 703. The applet 722 then prompts
the user to enter the TAC code, which the user determines from the security string
720 sent from the Authorization Server 707 to the wireless device 704. The applet
25 722 forwards the merchant domain name, transaction amount, user ID, and TAC to
the Authorization Server 707 along path 730. The Authorization Server 707 certifies
the transaction, along path 740, and forwards the user account number and amount
along path 750 to the merchant Internet site 705 . The transaction details are sent
from the merchant internet site 705 to the card issuer 709, along path 760, and
30  payment is then forwarded from the card issuer 709 to the merchant internet site 705

along path 770.
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in Figure 6, the security string is omtted and sinply the four digit TAC
620 for that transaction is transmtted fromthe Authorization Server 607
to the useo0m2mb3 el ess device 604. 15 Figure 7 is a singPeT/ciBann®bk4 schema
simlar to the single channel schenmas disclosed in Figures 5 and 6 except
that instead of the four digit TAC being transmtted from the

Aut hori zation Server 707 to the wireless device 704, as described above in
relation to Figure 6, a thirteen digit security string 720 is sent to the

i rel device 20 704. .The schema di scl in Fi 7 discl hat
the user 70 GeivBeel Ppink SRl il SBR oG R PaRl ehil FREBPho s 1o

705 the pay#Riia, 8eeAdn HiQkds P, thefd fhayibs igfiiced GhbhehdgRfchitdidehgoser ' s
personal conputer 703. The applet 722 then pronpts the user to enter the
TAC code, WAYThpamhieulas dpmdiat $9dk andsthenctong carenelauoedss pr sompletp thg20tisent from

the Authorization Server, /07 to the W reless device.704.. The appl 25 722
Forwar 05 ¢ REDEPaH AP Raiek o e MR LSt ath Bishl dostor BEMuRle Tac < o
t he Aut hor itzatrim@ictionr el the matkidiseds disp@@hed heloMvBOth AkdrQRayoRiMEr 707
certifies the transaction, along path 740, and forwards the user account

nunmber and akeasirinputalis vy heatTAG s0dtthe sypemmayaiidimant in eensethesisera 8% . The

transacti on i are sent.. fromthe nerchant internet site 705 to the
card issuepseg}'gé%néﬁ% ¢ pa Sth:}%%), and 30 paynent is then forwarded fromthe

1951

ong path
card issuer 709 to the nerchant internet site 705 along path 770. 30 WD
02/ 21463 PCT/ GB01/ 04024 In the various online merchant scenarios enpl oying
the si AQl e Toe puesant Eivapiies overeprags thiy hurie byi hevirigy theeduthorizationebeveray be

i nst ances e ot _ . : rticular,itemin.stock and
t herefore \é%gaﬁg?e B%{:‘%{gg{% ‘%e%gg‘?%ﬂ& aecntk}%g%(%t ?ﬁlee ‘?%4‘%%%%%%%%%1 di ately.

In these i ReuRNEREmit e ORIee Toqiest JpilRaduthoriiansn Barvet P, Snontifg 1-
transaction until the nerchandise is di sBatched. However, the user may have
al ready i npuRutptiseputh dfowener, dhthermeckips heyaoapinpdl 2 warnhaspordentor ghedsuser a

new  ps eudgatr i @%%ﬂ.'tﬁzﬁ %ﬁiértré(qu%gtr\ivﬂpbe delayed. The delayed order request will not be

15  sent to the anthorisation server until the goods have been received and are ready to be
dispatched to the customer. Upon reception of the user’s TAC and transaction details
and the absence of the merchant’s transmission of the order within the 1-minute

timeframe the authorisation server will default to a deferred payment program.

20  The deferred payment program will hold the active TAC at the Authorization Server
and is proof that the user has ordered the goods. A new security string can then be
issued to the user for use during the next transaction. The authorisation server
program will immediately send an email to the user stating details of the goods that
he or she has requested from the merchant. Every week, or some other

25  predetermined time interval, the Authorization Server will remind the user of his or
her order request. The user is therefore informed of any pending transactions that

will be eventually cleared through his or her account.
When the goods arrive at the merchant’s depot and are ready to dispatch, the

30 merchant details are then transmitted to the Authorization Server and the transaction

is completed. If by this time the user has insufficient funds to cover the transaction
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10 The present invention overconmes this hurdle by having the Authorization
Server receive the paynent request and the active TAC. The nerchant's
server tywbozabisy3 would transmt the order request to thePa@nGBOI/d®24 i On
server within a nomnal 1- mnute tine out. However, if the nerchant has
recei ved a purchase order for goods not in stock that order request wll
be del ayed. The del ayed order request will not be 15 sent to the

aut hor i sat fBeu ethe dransption WeEldybe dischngde 2 dypictle 8biay gndad cpdit catddy t o be
di spatchedtrgn a{t{&% custoner. Upon reception of the user's TAC and
transaction details and the absence of the nerchant's transm ssion of the
order within the 1-mnute tinefrane the authorisation server will default

to a deferred paynent program 20 The deferred paynent programw || hold
the acti veFipae Sicprasentaan aediionalsehenucitilizng Eayres Of Sheprssoh VeRER Wser has
or der eds t NG ARG AalF YrBEHbIAAK GildeblBobithy BURN THE uskSFUEM do8 alife USEr.
for use during the next *transaction. e authorisation server programwl|
i medi at el gevi@rgb5asudtnmi d vémlingwacises, aad atouhigsettet dkins vof path@1¢ thedsbyt hat  he
or she has requested. fromthe nerchant. Every week, orwaorre ot her

0

. 2
pr edet er nmi HEgeERG e livesdayige 805He demand pryaenton hsgrayatent femand.wpwd bleﬁe user
i f ! ‘ .
o U T O ek g o

transactions t eared through his er- account.
Wien t he gpedsitiiized acount 864, secicdsandredit cegebit and) imstepréd@dirough dicsydat ch,
the 30 nerchant details are_th&g transmtted to . the Aujhori. a@li on Server
and t hé&0t r eiRa devien 809 sInoadduion thg mipro naymen demand wquld ajsg giot fiae card

i nsuf fici eg@ipg Hags F8‘66Ctﬁ§{tezf 3‘%@“’3@@{‘?%@4&59@6‘13%11@9592{11%%@3@ BCLiER91/ 04024

anount the transaction wou as typical 1n"a standard credit
card trangagdd 03, stdhgas £wirelespplamentvhica wandd containadithec b deC ot sdcidiyng
features of the present inventio

ool es of e PGSRt WS Ye LoD L S 8 UREr a5 gLy L for 2o
oo 2, RN PP Sl e Sk e i e
t hr oughs t heipless davideogd3zetichivepuildl warekssin tragfdit Wei TACi 80dorike tard swipsi ng t he
device 806 or Authorization Server 807 . The details of the transaction are sent along
path 850 from the card swipe device 806 to the Authorization Server 807. The
Authorization Server 807 contains the information on the liquid account and if
verified would notify a micro payment host 808 along path 860 to authorize payment.
20  The micro payment host 808 then transfers payment along path 870 to the live device

805.

Figure 9 represents a data control schema whereby elements of the present invention
can be used to add a security overlay and pre-authorization into a database for
25  controlling access to a database. In Figure 9 the user 901 through his or her computer
or laptop 903 wants access to a database 909. Access is requested along path 910
from the Authorization Server 907. A security string is sent from the Authorization
Server 907 to the computer 903, via path 920, whereby the user determines his or her
TAC. The user inputs the TAC which is transmitted to the Authorization Server 907
30 along path 930. Provided the TAC matches the appropriate PIN verified for the user
901 the Authorization Server 907 allows access to the database 909 along path 940.
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pre-aut horized account 804, such as a credit or debit card, in step 840
through a card 10 sw pe device 806. In addition the. mcro paynent denmand
woul d al 300 np2i4by the card sw pe device 806 that a TAC weal/dBbeo4veguest ed.
The user may have a personal device 803, such as a wrel ess phone, which
woul d contain either a TAC or security string whereby the user would
determ ne the TAC and enter, tqe TAC 'Sﬁ?g i éo, t he fglrd swW pe device 806.

Al t er nat | ViSIrper.tthe sypéerp cap siteply eyt nssad At esReiy siEnge I 1@8s devi ce

s%%gﬁgﬂsnhggd;{%%rﬁ (1315@5‘% c%%u@é%@%%%ﬁuﬁ%%ondew ce

803 whi ch étjs‘iiiai’! L
806 or Aut%‘grl zatllon rver etall's of the transaction are sent

al ong patSer8a®07rvamphtheditar bh siditioa, theseoritB@Gingocantte stut fodhée redriddh Ser ver
807. The Authorization Server 8Q7 contaips the informgtion on the |iquid
account anﬁaﬂalt%aﬁmaab@w{aaﬁ&?%guae %WHG%&@R%V&‘EG%N 808 al ong path
860 to quthorize paynent. 20 The micro payment host 808 then transfers

paynent al ong path 870 to the live device 805. Figure 9 represents a data
control schigne léheprelynteh esmeoit bardf baldnee prquaysthéma wheicby a usacatehasked t o

add a security, overlay and pre:auythorization i nt.o dat gbase for 5
controlli ﬁﬁeé’)é/‘@é%% °f@¥’aa°&8 ba@e&’elsﬁflﬁﬁmeéegeflﬂ’@ ﬁ%‘gfa ]g)@%get H?%Lﬂé’lq%hi s or

her COMPULGfadh okt 2BeiP Bty 36 43Rel BovdcIRRIARSARS. 1ABRRRS drS

request ed al ong path 910" fro he Authorization Server 907. A security
string is semcofmtolordthé iv\atbanki 10881 dihe Ber iscpro9i@izd tvath hescauitpstrisg @03, vi a

ath 920, whereby the er determnes his_or he TAC. ser inputs the
TAC whiGh TAC v enih 46 ’t‘Bglf ds Agil ‘i%ﬁ%?(%%ﬁ%é?"@%%@éuaﬁaﬁn:ﬁis‘%;t h 930.

Provi ded t&k%er&@e%sflﬁé sgggr ’gﬁ@ QIR0 e 1B Sor BN VIRS iok BATARY cddagnisash a 901 the

Aut hori zati on rver ows access to the database 909 al ong path 940.
32 WO 02/ XaA4E&3elRCThGEBMODHY 02 inpufsit e the wihelessydstvarn 1084, SihelAC codavsnit t he

TAC, instead of the security strjng. .The cess . d is.then transmtted
{6t he' us creniodas Auierzaten Sy FEIRGS AL O RAC a0 BapgoPigea. pat h
950. 1 n adglj i nﬁ@%@i&oﬁ Rtk Bt (R8r $PIN. TRe AiBokiS&onXbhvervi @ an
al t er nat edfggﬁ?%g%uf{ Sc as thrce)%;g?h use of a wrel essedevioce 90614. 5er

15 1007 then communicates with the bank 1008 along path 1020 to retrieve the account

information thereby providing the user with the requested information.

Two important aspects of the presént invention which are utilized in the dual and
single channel schemas described in relation to Figures 2-10 are the low processing
20 overhead protocol and the security string operation. Certain wireless devices, such as
web devices, cannot run high level encrypted programs due to their low processing
overhead. The present invention incorporates a low processing overhead protocol
which enables such devices to run highly secured transactions or downloads without
using a large memory foot print. An additional benefit of the low processing
25 overhead protocol is that existing transaction data issuing servers could also process
information quicker than traditionally encrypted systems. The low processing
overhead protocol evades the possibility of a correlation between the TAC and
security string by simultaneously using multiple security strings. Only one of the
multiple security strings is actually relevant and the remaining strings are used to
30  hide the relevant string. The security strings contain identical digits but are arranged

in different random orders. The user’s applet receives the multiple security strings
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Figure 10 represents a renote bank bal ance i nquiry schema whereby a user

can check the balance of an account. In the schema presented in Figure 10,
t he user WO0421465r ough use of a cell phone, pager, or w reCEsBItUemeLe 1004
can request the balance of an account |located in a bank 1008. The user is
provided with a security string or 10 TAC, via path 1010, which is resident

on- the wireless devjice 1004.. The user . determ nes his or. her TAC code and
either pr e?‘e\‘iﬁ@ﬂg‘wﬁs VPR RBS At ErlviRRt B BFng 2 sysipe dentifyingdigt (RBwn) or

inputs it REQvEBE Weh d88ViRvs1904h Ts%&::.‘h?‘ 1S - 1.0, 1 he

Aut hori zation Server e10 7 V\:h%gh versi ?iﬁgs (%-Ehhglf t he g\%ﬂé%sdlessgégha&gp?%dp}ri ate

for the setstantly dtmpsnigpe anmlegant rstsmgsnabel protésséshenlystbe ' corttNandTiedevant

Aut hori zation Server 15 1007.then communj.cates with the bank 1008, al ong
Dath 1020 FORERtAT 0 XRRBIo L U8 e RAG L o (K Sbe FFOTRUINGtioe user

with the reguesikiesifyfe HebhAR sechiyy éﬂi&)%)%@ﬂk raépﬁﬁgécuﬁgyn %}r@ﬁg,pr esent

i nvention which are"utilized in the dual and single ¢ schenas
described in relation to Figures 2-10 are the | ow processing 20 overhead

protocol and .the security string, operation.. Certai i rel ess devi ces, such
as web plev?’é“é‘gg 4 EANRAAHIOR A Wiy 468%63%_8?’@3?_6‘2@%‘?’@@?& esaletdol 2 Hisi 1 ow
processi nguse@\(ﬁ;mla@ﬁg- or e PRV RRE e TACER ihiRhal1§ %arceaee%L fxg Hféyépgv& Bf gRessi ng

overhead protocol which enables such devices to run ecure
t ransact i owstetess dewied, parsenalicomputer EFEPALP, ar hasage imEigure 1 T,aothirfeen digit An

oxi st 1 N 1 PnBReTh LU Sovd B Py SORF ARt iy eblgbeser s diistmt f on
qui cker t harntifyad hisena bf’rﬁﬁ@ﬁiyg?ﬁéj, RYiisCBtandd BittOM P39 eR] RguriQVer head

protocol evades the possibility a correl ation between’the TAC and
security sstringgllp) mayrgbmaneitiusgl tyoulsitay identifiingg prefic U101 ywhidhr idegisfiesOnl y one

f th | tipl L i N tual | I t.apnd the r. ini
otrings ar EhRetirie b e e ody St 120 Vi bl nCBietey i i g
contai n i deaiisTaN wisaid68 ahd thedls&r Al GRPIN rﬂm‘iﬁefrft&ﬂﬁ%é%if BRI @ der s.  The

user's applet receives the nultiple security strings WO 02/ 21463
PCT/ GBDA/ Ok@nrty siridg dil80. nkhei wae svouki ok sat thevguimber &1 eheasecold/ sprgj thg a

ot e R B, P Stn By wl "Serd S S5BMLY b0 bl fanthiER Y "

affirmation code or TAC for that particular transaction. In this instance, the user’s
PIN of 2468 would yield a TAC of 7693. Therefore, the user would input 7693 as
the TAC to notify the Authorization Server to continue with the verification process.

20
Further explanation of the manner in which the TAC is secured within the
transmitted secure security strings is explained in conjunction with Figure 12. As
seen in Figure 12, the user, or customer 1201 has a known PIN 1202 (i.e. 1234).
Stored on the user’s device and downloaded from the server 1207 is the thirteen digit

25  pseudorandom string 1203. In this instance, the customer’s PIN value of 1234 as it
relates to the pseudo string 1203 indicates a TAC code 1204 of ‘6891." When the
user is asked to verify or input the TAC 1204 to authorize the server 1207 to verify
that the customer 1201 is in fact the authorized and registered customer the TAC
1204 may be manipulated and reversed in a myriad of ways to protect the code during

30 transfer along the communications path to the server 1207. One method for

providing a security overlay to the customer’s PIN 1202 and the TAC code 1204 is to
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instantly dunps the irrelevant strings and processes only the correct and
relevant string. As an exanple, if the identifying digit value was 4, the
present iwe@enti4eh 5 would identify that the fourth securPCYGBOt/I40g4 Was t he
rel evant security string. During a transaction, as will be described in
conjunction with Figures 11 and 12, the wuser inputs his or her PIN and the
TAC is internally cal cul ated on the applet of the wreless device,

per sonal c@ﬁ%?@¥e theTT Ao odg intg ong dbirtepm digigsirias of a multifiderefestrimgsgdst 10
security j: woul d be sent fromthe Authorization Server to the
user's de |r(%{élgg?léég%"¥3€‘?{ng a string of randomdigits, in this instance
thirteen (13). The security string 1100 nay cone with a two letter
identifying prefix 1101 which jdentifies which server has issued the
security st9 idsgtifinnthe appraprigs skpeethe sppletnaingion the cpfiemeyjs dpviee wpWdnas 2468

and t he us; i . g‘%g;tﬁe i i . 15

securi t% y :ltﬁ %?tﬁfg%él%&%m%glrr u %Sfe%otﬁgﬁlsér%e&ﬁt%ﬁ' ?ﬁé%ﬁ; 1gbt}glg’nd spot,

the four tused potideritife veliot bf shpotecarity stHirgeigtildvasPoiThé GIDelF3Mmnag bai s or

her transaction affirmation code or TAC for that particular transaction.

In this irfsterpired ypmysad of waps fpchding pgngsentain yugibgrsoronmbinatipe g,

Therefore, fhe Qo 7@&% ?? LTy the.

Aut hor i zat'on %rﬁgg}e"‘?sg} ggrlllﬁ Pllr?g%’ W ee‘ss\%gﬁ%ﬁ%‘gﬁ) ggb%’r éé%delgas%}ng % Furt her

expl anat i asystefn severnantherSIDNI 206 dh thdexahffle slsovae IFigren 2, Rhdsyishen set

transmtted secure securi tg/ strings is . explained in conjunction with Figure
1

12. Asl0 sebp SIR vailugupaial o 3+ Hdeipdp, thethird siringeet ninp sirmgs inthedslayam N 1202
i.e. 1234). - . hGe
1207 115t nsg TR Sfe B0 o T MinSerl ) R ALOLOBERE corkBh B 82 T0C

t he cust oredats strdadih 1230 eo die vkEBdr @stonier’sr EI0atdesict0 Thbeppieeod thesdeviceg 1203

i ndi cates a TAC cqde 1204 of "6891.' When the _user is asked to verify or

i nput t he knawstheall) 62%%%%%%@8&1&&?@%@2@%&@0%” fy that the
custoner 1201 is in' fact the authorized and regi stered custoner the TAC
1204 maybe mani pul ated and reversed in a nyriad of ways to protect the code
duri ndl530 Theaasfi@neratenitgst the relevant nitrdad 11203 rgsiddat ton hiberder \dervicd2d. One

met hod for, providing a security over| a)i tg_the custoner's PIN 1202 and t he
TAC code 19stermimesihis orfaer TAC 1204, The TAC 1204 is then intertwined into an outgoing

relevant string which is grouped with eight (8) non-relevant strings. The outgoing
data stream 1240 contains nine outgoing strings of thirteen digits. The location of the
relative outgoing string is identified by a system outgoing digit (SOD) 1209 which
20  can also be determined in a myriad of ways such as using or adding certain numbers
of a customer’s PIN 1202 or having the customer or system server select the SOD

1209.

In this example, the system set the system outgoing digit (SOD) 1209 value at 2.
25  Therefore, the TAC 1204 will be integrated into the second of nine strings in the data
stream of strings 1240. The TAC code 1204 may also be inversed, manipulated,
have an automatic number added to it (i.e. each number is increased by one), or any
other manner in which the PIN number can be modified prior to transmission. In the
example shown in Figure 12, the TAC code 1204, is inversed to determine the
30 location of the TAC numbers within the relevant outgoing string. For example, since

the TAC 1204 in this example had a value of ‘6891’ the inverse value of ‘1986’
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WO 02/ 21463 PCT/ GB01/ 04024 incorporate the TAC code into one thirteen
digit string of a nultitude of strings as previously described. To

i dentifywbe2zappsopriate string the applet running on thePCh&BonNet2s device
would 5 identify the relevant string through a systemidentifying digit
1205. The SID 1205 is wused to identify which of the security strings is
rel evant. The SID 1205 may be determined in a nyriad of ways i ncluding

usi ng cer t Worlddigtsterthaioin the first prativthedist digibbths ToXC code, i the minthisot1 202,
havi ng t he. user n i ng.qt stem server set the SID
1205. gl n tﬁq'eﬁlgxsaea(59 4 to(\%h{%ien gl gur%egolgor%t %'gulst)l}}gt s@tmtfgr ah‘?en@ %leval ue

equal to 3re1é\r}aﬁf@f;@ﬁ@suﬁﬁge third string of nine strings is the rel evant

string. The nine (9) strings of thirteen (13) digits are sent via a data
connect, such as a data stream 1230, to the user or custonmer's 1201

device.4 Jeyi u ny tracts the
rel evant s | ng 1%6%&% op OY%%CBEN@Q éél]ggvzs%t %ge@{éen ngtr Tg

resi dent othifiéedh digithey seﬁheVd de @ndr 1deT evhitihkss 4 Spplét ibﬁﬁzeﬁﬁ&tlbﬁoltrhe'rhe TAC
1204 is then intertwined into an outgoing relevant string which IZIIS¢ gr ouped

with ei ghtsqregt RS- has| %&x/mletswhlplﬁégowsrﬁlée 800y 4208 valueend sen édawtif
t th
Felative ot bAGYAR SO fof NelRERas bl Sueer bRASP T sy

1209 whi chapifletc@nseveGhb eerstert EI07i lawehsi the aummeﬁsiPmT 1900/ & 9084y @sl ¢ ng or
addi ng_ certain nunbers of a custoner's PIN 1202 or having the custoner or

syst emt&er deprmaige that based usgythe]me@coli rtabliphedesan dsteeminefbatdhe BOR B9 t he
system out ?zﬁh@glag &ga}ntrc}t &%@ 1O%y :&Qﬂ#’seﬁxrﬁ% sg&nﬁ%ﬁfé Olrfle Sfy&'& Ay 1204

will be integrate € secon rlngs I'n the da ream of
strings 12#4@1 ahhigzd Aife saded kairh ﬁﬁYGlﬂidhOtd)fhel 036€'%6 Séted NI il akgdted have an
automati c nunber added to it (i.e. each nunber is increased by one), or any

ot her nan neEpense iR Rty feat Fill?\lrfﬁﬂ?ﬂférméfﬁhesb@e%ﬁ]iz@ﬂ Gorip drome ghe iEHalni ssi on.
In the gﬁ%g §¢,10wn in Figure 12, the TAC code 1204, is inversed to
det erm ne % ocation of the TAC numbers within the rel evant out goi ng
stringls For exanple, since the TAC 1204 in this exanple had a val ue of
"6891' the_ inverse value of " 1986

Upon receiving the nine carrier sirings, the server 1207 knows the outgoing digit

position of the relevant TAC carrier string and instantly dumps the irrelevant strings

and processes the correct selected TAC carrying string. The verification process at

the server 1207 then matches the correct TAC with the issued security string and

20 - user’s PIN number. If all three correlate, the authorization is completed and a new

security string is transmitted to the user’s applet.

Although in this example the number has been limited to nine lines of thirteen digits
plus three (3) system digits per line (totalling 144 digits). It is not meant to limit the
25 number of lines or digits that can be used. The nine lines of thirteen digits totalling
144 digits is intentionally less than the total global packet standard for many devices
of 160 characters. Therefore, keeping the digit size below 160 keeps the processing
overhead at a minimum allowing for low processing capability in WAP applications
and wireless devices. In addition, this low processing overhead results in extremely

30 fast verification times. The verification process also employs a filtering step
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35 WD 02/ 21463 PCT/ GB01/ 04024 would dictate that in the first spot is the
first digit of the TAC code, in the ninth spot is the second digit of the
TAC and swoboeub3 until the TACis integrated into the rePevaBIl/G®Urity
string. 5 The data stream of outgoing security strings 1240 containing the
nine strings of thirteen digits is sent to the server 1207 which has an
applet for verification. The server 1207 has an applet which knows the SCD
1209 val uefdlvveddry 4 dimgte dignentien array eveasss whichoismyt swcintansiye strithmegic or
verification of the user's PIN . Therefore, the . applet on server the server
1207 knows CHRM IR WHER Whigh {OptySae MBroCsSRE e 10 det or m ne ¢ hat
based upon the protocol established can determ ne that the SOD 1209 val ue
was 2 and therefore the relevant string is the second string. The server
1207 i | | Impddijige to Hhe sedousd sioglei ayl dnalr dlaanéloschemas, e ulowr pwcessinged Pl N

d ted t ify that the ¢ t ches the TAC 1204
Code 1 rom SrEn e bR 15 e el e SREE STy ot B8 pdibnt o
strings, thRes@mRhy 180 frdvitRVBsdchBty Uy Wahfhl Bk hser RRGHRED NFighret N8a-r €l evant

TAC carrier string and instantly dunps the irrelevant strings and
processes iHlerepeserictarions geardutenia® examplésntg which ngisemray\hsr provided fan

process at. the server / then matches the.corre ith the j.ssued
security stPIg8ahd®20 iég:r - sErlblt Fﬁﬁ?‘FB@FS. pmv“gq%l 4 ﬁ%@lﬁﬁ:o% et g,ou]tdhe

aut hor i zat iepienhtser GRMRIHRE eyl PAN RS W paBi@@Uhihbythah hldighdrival scalsiwe! tARd to the
user's applet. Although in this exanple the nunber has been limted to nine

lines &9 t & examemle,df diemser hafl ghoseh te use(tBy skapstlé endjshowvmdisplpy reFiguwst al | i ng

144 digits), Lt is npot ant. to limt.,.t 25 n of.lines or digits
that “can b3l oEomITa% forBwlet i B fRaRI RN Shish FREE g s 1 s
i nt ent i onabby 1865 mstdeast thBahhsy a8010bRBBsedPRCKighres 1 W dFVEEn Be diylyy fhevi ces
of 160 characters. Therefore, keeping the digit size bel ow 160 keeps the

processi ngpopiaedsaid randan mumbeisrien thewsagampdies hisverdres chessnrdgsigadadi lity in

WAP applications i rel ess devices. .l | tihon, IS | RPLQGESSI Ng
over head rggﬁl?ﬁgx ilg&gxt étﬁ;éleg;ampi%, € 1ser’s T’H@ q{fjom box 1359 Woulc? er 53%5 -
15  Therefore, knowing the PIN of ‘2389’ and viewing the randomly generated numbers

within the random display 1302 the user would see that the numbers ‘7538’

correspond with his or her PIN number location. Therefore, the user’s TAC for
completing such a transaction or entry into the database, would be “7538’. The user
interfaces disclosed in Figures 13a-h are merely exemplary and numerous displays, as
20  well as colours and graphic symbols could be incorporated into the user interface.
Therefore, the user would be able to create a graphic representation of his or her PIN

without the need to remember the four digit PIN number.

Another feature of the present invention which deals with the user interface of the
25 system involves the use of a Pin Safe deterrent interface. Any device with a
keyboard or touch sensitive interface which may be connected to a network or which
is otherwise capable of downloading data or machine code may have the integrity of
a password or key entry security system comprised. One way in which the system
may be comprised is through the use of a Trojan program. A Trojan program is a
30 small program which collects keyboard information for laiter use. An additional

program can also collect password or key entry information but feigns an
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30 fast verification tines. The verification process al so enploys a
filtering step 36 WO 02/21463 PCT/ GB01/ 04024 followed by a single
di mensi owa@pnr/amepr ocess which is not an intensive arithmePCTGBoDMOH at i on
system whi ch would require nore processing tine. In addition to the various
si ngl e and dual channel schemas, the | ow processing 5 overhead protocol,
and use of the nmultiple security strin securie;t/\f/ overlay the present

o8

i nvent i on wwycegssivl pseni dtemptsdcilieilast Ggibrofathenlogpn renimyeands alterppis def ace.
Fi 13a-_.13h ; ' j : | j_cl
e be pr b s BB S0l VL I Bediolend e B BORE HDIEE e MRSTR 2 1P CT

13a- 13h t Ngowseds avodlifiler” pesi R Bbilsof thesehechni@ies eaflircRichahdata fivad her n
rat her than a nunerical sequence, As 10 an exanple, if the user had chosen

to use thedeyitgfeyamnd onkey piboothesippahdevicer Whereas datamay Ry eagsitignon| y

have tq re t hat .t hey. 1Pl . ch icreat e 1303
et deJof - Tndng mch Hl ol Bl Ao sBitbly SR G I SR odiOH,
popul at ed mhtdas rezbalein nuntber devides prodessing emitappltiee secniisy eystdigrreqhirsen

design (i.e. small box 1303). In this exanple, the user's PIN from box
1303 woul dnpainginbuser datg epiiy e pesess OLORSTHIR fia ey Nyeien hafgdeta BAY bGi ewi ng

wwul o seo THTRA TR RE R it B SORAASCAERAGR O hor Pi N nunber

| ocation. Therefore, the user's TAC for conpleting such a transaction or
entry into the database, would be 7538 . The user .interfaces disclosed in

Fi gur 9 138lthoughekeprpqasd pr salpmaryts o4 @ther b dara anayheaspdirecied oosioper|  as
col ours a%ﬁ RARNLE nS W icﬁf??gﬂ o p&té%@{tﬂeﬁ&tcs%h%%é hEmyS&inot BLer f ace.
a e O Create

Ther ef or e, e user would be a graphic representation of his

or her Pl Naidvférhegt dévive’neeghical deprypeheichief autputdis ghigh Plbdughpubend Anot her
feature of the present inventjon which deals with the user interface of the
25 syst em 49YisIspecifie.hacrgeeighbing,Mr$orssh santeiing ApRsSIbi B StE 1989y Bevi ce

with a ke ' alﬁ@ WS Holli o [ HfveRANEGLed to a
net wor k or%\%%?lgg aﬁéli g}eg#ﬁ%r szikgtgptggee %?L%O\Anq%é%%ﬁgg%gt ayor machi ne code
may hanse tdfeconipaegivielyyloof procesping poorerl A gdeelyleedlt afyresistanuel doylds thetedone
conprised. One vva% in which the system . . .

be offered by an interface that provides information to a security system that is only

meaningful to that system within the scope of its own time interface parameters and

where any captured keyboard information has no external meaning. Similarly, any

possible screen grabbed or screen captured information should not compromise the

20  system’s logon security.

The inputting of a Username, Password or PIN number in a computer, PDA, 2.5G or
3G mobile device is currenily flawed for the following reasons: (1) the User can be
seen by onlookers entering his or her PIN number into the device (called ‘shoulder
25  surfing’); (2) the keyboard could contain a “Trojan’ program that records the inputted
Username, Password or PIN number (Trojans are downloaded without the knowledge
of the User onto a computer and can reside there indefinitely); (3) PKI Certificates
authenticate that the transaction was conducted on a certified corﬁputer, but they do
not effectively authenticate the User behind the computer; and (4) computers running

30 Microsoft Windows have a problem because Windows remembers the Username,
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may be conprised is through the use of a Trojan program A Trojan program
is a 30 small program which coll ects keyboard information for latter use.
An addi t ivo@ma2/214pF ogr am can al so col |l ect password or key ePCTAsBONéme4rati on
but feigns an 37 WD 02/21463 PCT/ GB01/ 04024 wunsuccessful |ogon attenpt at
the last digit of the logon entry and attenpts to continue the |Iogon with
the real user unaware, by guessing the last digit (this is known as a
"sniffer" Passgoandr. PIRadumbes whiesercttes hsitiptios wherputihe deuict gwkresdhe &Dfofom a
devi ce keyhoard or ,ketg pad or other input device. \Wereas data nmay, by
encrypt i ontts Wser Withig inaedRUehe del i vered and resent securely right up to
and fromthe actual process occurring in the devices processing unit, if
the security systemrequires neaningful user data entry to access or

oper at e t h&hs &adar”tdetesneat enPirhSafe datraintenfpcd ef therpresent ptvsttiemdchieveayed
greatly reducing t ecurity of th stem, .1Q Al t hough keyboard or small
anount & of P%SEWHV&“SP’I#Z]& e&%‘ﬁ%t%dffe Sﬁ%i??@é‘?@(ﬁ‘“ﬂ?‘g QYWE%"SW%%% ¢P¥e or no
user indicalg f 04 BFRRIOR A b &S Bscean idut Repnsgd d for

t he devi ceséfeglreggmei%léé%ini'rsrgf‘gyr,%v\her ec%dggag%%}hut IS hiegh tq%ouaput and
devi ce spe@iAfl evhichic rexdarsgambirojgn lay intereept infqymatipmgiseless, pass dods| thebut
system resg_urce Jjntensive and therefore quite likely to be discovered by a
user, espetiBRYSH BIPTRAFRPRECTIH. of conparati vel y | ow processing power. A
good | evel of resistance could therefore be offered by an interface that

provides information to a security systemthat is only neaningful to that
syst enmi@i t hi additien, skopser diiteifaee svahonldaesirfing résistant heecausetibere innethingher e any

captured keyboard j nformafi.on has.no t ernagl meani ng., Si.m,l ar ny
possi bl e s&&éﬁ“@r%ﬁ%ﬂnﬂi fiom B‘é‘ﬁqﬂ%ﬁﬁﬁ?re?f ﬁ’r‘?f T ARt P’g b #8&‘70314%}%13“%
conpr om Sere;ngfringﬁ%oﬁl’c&} Qg HYOMISACHeldise: Fitener MUyl R redistelicionane,
Password or N™Tunber in a conputer, PDA 2.5G or 3G nobile device is

currently PMuistercEption whet aisingvihaDuadaedrfingle thamed (Wppletcpiotasel. Bwen by

| ook ter| hi h PI' N nunber .into. the devi . d shoul d
25 sur 11 ngPPsob P P erseeysrRRoBd RAUE AT 1 merBaA opPEorAG TRl O
recor dsgs t hg Rt &fon HSBAARNR subtReSUOA Dt threupiBGy it EhiRjiRBmaion

downl oaded w t hout the know edge ]
could not result in the user’s real PIN being compromised.

Another feature of the present invention is that it is a multi-platform system. The
PIN Safe user interface works on a wide variety of computers and applications
20  because of its low memory footprint and simple generic user interface. The protocol
and system as a whole is non device-specific and can run on any device such as a
public use computer. The system does not have to run on a trusted computer system
where the program history is known. With no digital certificate required for the
computer the User could conduct a transaction on any computer worldwide.
25
Further, the user interface is eaéy to use because the user need know nothing about
the protocol, TACs and Security Strings. The PIN Safe user would merely input his
or her unchanging PIN via the Pin Safe user interface. Further, the Pin Safe user
interface is “tempest” proof because the interface does not display the users PIN or
30 TAC (Pseudo PIN) on screen, and therefore is not subject to Electro-magnetic

emissions from the VDU that could be the subject of surveillance via Tempest
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of the User onto a conputer and can reside there indefinitely); (3) PKl
Certificates authenticate that the transaction was conducted on a
certifieavaonmpgber, but they do not effectively authentipar/eBohesser
behind the computer; and (4) conputers running 30 Mcrosoft Wndows have a
probl em because W ndows renenbers the Username, 38 WO 02/21463
PCT/ GB01/ 040?4 Pfasswc)é_g or PI'N nunber which creates a situation where the
devi ce st or ed® PRI &he strong migtsetion gained hyesingpilp PireSafc Toer infeRE8 Of the
deterrent or pRisBhiSaF&HIS S0l fac the present invention -achieves a
5 positive uggr UD beclausgo?ﬁé%ggﬁ?ﬁ@‘fsﬁgﬁgn B 83N of aksornlg veitediffering
transacti on. siveitParchitQaties widch tat 86 haG8vddShy (19 LiShbaRt, because any
key can be uged to%ng& a PIN or  TAC whi chyreng %screg‘%éll %‘Figj Qriggtion
i ntercept i nPSMTht iTORD S Besseurity stringaesideseon e sipviay éds inbf Q?f&ﬂér@'Be&'ﬁse
screen. 18 | theafedsdot QRveriidf rod rface.is shoul der surfing resistant
because there igl%lrs]ot hing th&a&:&gcnodlﬁInfc%(if 15 6Idé%?f’é§eft} 9 ewkithrgetera Hwre &t t he
screen or t haotkinghioahd mespary ,of the 06RHIIH HP QbhPRmisde il i nt
exerci se. Fu’rnil? r, the systemis res?stant to P N%n%%?%ggtq?@irﬂ%zﬁ?%si ng
t he Dual and ﬁ’&"@“”a&ﬁ I (Applet) protocol. The protocol of the present
i nvention is unique because it transmts a volatile TAC every 15 tine a
transaction jrs rr_adea&A successful attenpt to intercept/decrypt this
i nf or mati on ThoBindafotser éealfice invdlhes AEREUSMERSY oPldNuRE rom.sed.
Anot her atyre of tge%@rfﬁggt i nvention is_that Oi wﬁsﬁfgrpn%ﬁ%%éf’?t& m
system The * BIRPEd et Pinttetd 88 8GeRide BavigewFiimresald s/ 15 - CouTRdt er s
and appl i catiepRsent#¥eR{EAYRS Find mory. f oot print_and sinple generic
user interface. The prot ogol Oar%é fg?/ls:%aggr;ua% “éteggﬁ?ﬁ %”%J S-nJhheed, nees veiphesi i ¢
and can run '9rroRdHet devhlies Sashotivh, the FitISafCappi® vAATRLLSE Wﬂéﬁ%ﬁ?’sggﬁ does
not have totﬁémf) »a trg)zt d caonputer, lshy.stem where the programfi Bry is
known. Wth no éaé}i t5PT BiTace | dspleyefdgutises Hor Prdssing cmpitelyesn tHeeuddss!
coul d conduGbnmputer 8RSEE AR o OB t rldwi de. 25 Further, the user
interface is easy to use because tgﬁg&%gerﬁh%\é\’%%ﬂ‘i‘gﬁaﬁ%%?% Hsoimgerface

1 can be activated by using the keyboard, mouse, or a touch screen display.

As seen in Figures 15a — 15e, the Pin Safe interface will now start to display (in this
example in a clockwise manner) 12 digits in sequence (starting with 1 and ending in
12). During the display cycle, the User simply registers his or her PIN or TAC by
20  pushing any key on his or her keyboard, mouse or any spot on the touch screen

display when the digit they wish to register is illuminated. The Pin Safe display will

rotate 4 times, once for every digit of a 4 PIN number,

At the 12® position there is a dwell time to allow customer response for the starting
25  of the next cycle accurately. When the first cycle for the first PIN number has
finished the display will start again with another cycle. The cycles can also be
identified by changing the illumination colour. This process is repeated 4 times until

all 4 digits are inputted to make up the User’s 4 digit PIN.

30  For example, as seen in Figures 15a - 15d, if the user’s PIN was ‘2468’ then on the
first cycle the keyboard would be pressed when the 2™ digit was illuminated, see
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the protocol, TACs and Security Strings. The PIN Safe user would nerely
input his or her unchanging PIN via the Pin Safe user interface. Further,
the. PinvBabm26r interface is "tenpest” proof because pOwGBat/@dece does
not display the users PIN or 30 TAC (Pseudo PIN) on screen, and therefore
is not subject to Electro-magnetic em ssions fromthe VDU that coul d be

t he subject of surveillance via Tenpest 39. WO 02/21463 PCT/ GB01/04024

t echnol ogi Eigurerhia. sOndhe senoad srelp die kpyborsd wonld be meessévewhem thead e digiter

var ety of "z UAEpRRETRE TblECIb) b B T el el DB R AR B e
achi eved bwhesithgc8 aigfit wad ilRinNnAYE edel KighieOTSc), SRV 8f -th&¥&UHH Eyddgnesecurity
string resides on the device it is not,a problem because 5 the present

i nvention dedeadowonlddhs peesseddwhen die &6 digit wesillmainated h ésesf Bigwet Hede i s

not hi ngzi n f ter t rom ses the r's 1/Dif it
falls |5nt gglpﬁ%%éy Sasr?g;s}%t %ﬁg&’é tﬁmggggﬁeugcg% Rt ‘é?"?lggeani %q?c\%)gog uni que
net hod of depibinggwhicRl PN dgibeingi inb@ted] O Farth@ ik @hangiidVcoBBA, 021G or 3G
Mobi | e Device, Figures 14 and 15a - 15e are representative exanples of the
Pi n Saf e udisplay heekereund apdteadigits Jinlayed a8 be pegughaendams conduct an onl i ne
transaction, the Pin Safe applet will activate which will provide the
"Start" user interface displayed in Figure 14. Pressing any key.on the

user's comdidt te 1S@Ff pRRschAke REybBhM th Redistacthe iaétGINt & Cedikit ¥ rhdtog fudce
screen., The interface 15 can be activated by using the keyboard, nouse, or
a touchOscpedsried opltinie ispactivated. The pingeR rocessaprevase sheylderpjupfesafrem

interface .0 di LNyt hi le in a.clockw.se
manner) 12&&k A& {@wﬁ@{ecéu%%é gda? 2%%1%{ ft“ﬁlgérlfg Fémp%’ﬁmqp%éﬁdgv%gﬁrbﬁﬁowwcaﬁ)N.lt?‘Dur i ng
t he di spl ayigawc] 3, whbe thBEerShisidsio r@gdtedt tBe Sirdidsgiflas Mambet N ey w6@dby 20
pushi ng any key on his or her keyboard, nouse or any spot on the touch

screen di Bissagnxwiesh or ae pyhoard fhgn gesrurmler 2 gr seqond; digit |is bighlighted. The

Pin Saf e dj m 4.t S r.every. digit, of a PI' N
nunber . - au "OReE Y displal BBl bl ging e BphBrs ok e itz Bl fher
respons® f oycld. hahst Steh gnay28ls®filhidi@aeexily cy pbtioacsiuthat @inyberdVagar thae first

cycle for the first PIN nunber has o
selected number, such as between 0 to 4 digits after the selected number, before

speeding up the illumination of all numbers until completion of the cycle. A
shoulder surfer would see the cycle speed up after the numbers 2,3,4,5 or 6 were
illuminated and would not be able to determine which digit had been registered.
20  After the run on period, the system may increase the cycle speed to complete the
cycle so that the user does not have to sit through the full cycle time to aid quick PIN
entry. The run on period is normally less than the point in elapsed time from the key
press to the time when the user would start to question whether a positive selection
had been made. For short term visual memory, of a human, this is a maximum of

25  around three seconds.

The run on period and increased cycle speed may be applied on all 4 cycles or
displays. The dwell time between the\digits being illuminated and the change in
cycles is pseudo-random to prevent Trojan programs from determining which digit

30  was inputted by correlating the display with the keyboard and the user’s computer
clock speed.
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finished the display will start again with another cycle. The cycles can
al so be identified by changing the illum nation colour. This process is
repeatedwoovrmas3 until all 4 digits are inputted to nakePOpGBaE0403er' s 4
digit PIN. 30 For exanple, as seen in Figures 15a - 15d, if the user's PIN
was " 2468' then on the first cycle the keyboard woul d be pressed when the
2nd digit was illum nated, see 40 WO 02/21463 PCT/ GB01/ 04024 Figure 15a.
On the second cycle the keyboard woul d be pressed when the 4th digit was
illum nated (see Figure_ 15D)

.on the third cycle the keyboar uld be
pressed wheseeR i Fege dPg) eaﬁbgarfﬂuﬁ‘?ﬁlﬂ@f agf @eagsq:l‘ﬁ’tfhjéyafge&’?etﬁégﬁ %n the
fourth cyg B RERPREHWONRILITONR (e efsbi
i1l um nat eﬂéggn%%re (f?péﬂsﬂ&laﬁy neﬁ%igspl ay Is seen ats aney?ﬁgﬁrel time on
t he screenopeemeidupgosynidloakiettert mdhch spetler word. g addition, B Neviouggi ng
i nputted. Further, the_chagl%iggr% cojours of th di sgla (ggcligroun and the
di gi ts Yi sHpayiEd, BafFlgione -.r9a. RRCSAY (RYSIHAR CER P‘%‘? et® (% Reyboar d
to regist e;{ai.%]sjg%ffd'a{asﬁsi% Nt dbahit oxasmgiemaﬁwbchéﬁa O pRI6PEn@T thi M i S
activat ed. e run on ocess prevents Shoulder surfers from seeing
exact |y wpmisde gitérfmes regi stered. For exanple, as seen in conjunction

with Figure 15a, when the User wishes to register the first digit, as
nunber 2, they would press any key on the keyboard when the nunber 2 or

second di gt . i.s_hiahli.ght ' hé RHQSHt thiatiionat i ng
t he nunberggnagpﬁ%i%%?‘ggt%fgt%?ab?é;%ﬁé Fﬂgesfgé giﬁ%:l‘l?%ééco?he gysterﬁ may al so
i |1 uni mat ecaaeydone BTHrbwidingfant duchenticdtienseavkt eompiter thattegttersitheuiidse’s, such

as between O to 4 digits after the sel ected nunber, before, ing up the
i |1 uni nat i BV apmbgry issuer@ndsstores iSFC‘E’&Té‘P’é‘E?’OWQO‘im’teL?éGSC&Irg‘?e“,’&%pg‘ﬁgdf’der

surfer woul eﬁg@%@fed&%g%?%%aggﬁioﬂp after the nunbers 2,3,4,5 or 6 were

i I'lum nat e e to determne which digit had been
regi stered. 20 After the run on period, the systemmy increase the cycle
speed to conplete the cycle sqg that the user daes .not have to,sit through

the full clpchdsitonyethe Pinitrfeor Bader ipterdaner A0 FREC IR A FERPET S §%Ror mal 1y
o A 0, o Rl G LS P cBigbptab st vhen
computer’s own processor the Pin Safe interface could act as a hack proof
screensaver which means that when a user first started his or her computer he or she
will be presented with the interface. The user must input his or her PIN accordingly
and if the user decided to leave the computer for a short time, where there is the
20  opportunity for criminal use of his or her computer, the user could press a function
key which would activate the Pin Safe interface. ~Upon returning to his or her
computer he or she would simply click on his or her mouse or any key and enter his

or her PIN via the Pin Safe interface.

25  In addition, if a user fails to input his or her PIN digit during any of the 4 sweep
cycles, the presént invention will allow the input of the PIN digit during any sweep
(provided they are in the correct sequence). This means that a ‘Reset’ button will not

require pushing unless the user has made a conscious mistake.
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had been nmade. For short termvisual nmenory, of a human, this is a maxi num
of 25 around three seconds. The run on period and increased cycle speed
may be appOozei4eh all 4 cycles or displays. The dwel | tipeT/o8owe®nt t he
digits being illum nated and the change in cycles is pseudo-randomto
prevent Trojan prograns from determ ning which digit 30 was i nputted by

correlatin he d a h t keyboard and the user's conputer _clock
speed. 41 Mdﬁﬂnﬁhfgg ’éﬁf’l’/fg@ﬁ? QgD t%?\sseé"é’éw ifRtEESy U FISasses, PIRWCPlsh Saf e
user interf368.%an i § d , of
nunbers on them%?s%ﬁg Q?ﬁﬁﬁﬁﬁugi?ﬁggﬁqgﬁéﬁ% gﬁgéggﬁgmggggﬂggmhggkagg be any
group of s¥igudsslee?3.l etters which spell a word. In addition, as previously

5 discussed, inrelation to Figure 9, the present invention can be used for
the renote access of data using either the Dual or Single Channel schema

or prot 9colasandntilerightdN15afie hoisfilake: SEvabh 6¢0 1saeoﬁf&b%3i(g&cﬁﬁttabﬁse W th

the PIN Safe interface of the present invention can one
provi di ng &iicails Hostt GafawapBeryer 168P. dbaploseGateway Serwgr BﬁO@nsﬂtehiatabls@Fs s PIN

O s b S S T AN R R Ra T i g M
Radar | nt ectagmds e MoVt kiaibhdtl 1513 @RIMUL Unsere QWA an%a%ﬁg sl c'anBp' n 2

LAN configuration, and over the Internet. Operating w comput er'
OWNn proces scgur tihgid@ithe Satibasentadil. addecombtt dae aasesa Chaﬁgurpmmfnaysmsoeensaver

whi ch t f tarted. hi h h h
Wi | a8 or S en B SRR Ll B CBRhEtiRtP i e SO e S i
accordl ngl Hevigd'tb04f THEySERI mARALSatplof albaaM® deher 6PERMBE 165, @ short

time, where there is thé 20 opportunity for crimnal use of his or her
conputer, the user could press a function key which would activate the Pin

Safeinter C on..return 0 his or.her. co he or e Wo
sinply cli &E %f’r‘ﬂi’@%z afjpn r%ﬁeﬁg@z ogp b fonfighred iy a@m &uarl”og single rﬁ]léar’m N vi a

the Pin Saf@tdnti®y §r8BRecture allows the Host Gateway Server 1609 to allow access to the

15 database 1611 either via the present invention or via its existing access procedure.

This means that after installation, the enabled access trials can be conducted without

affecting the original configuration.

Figure 17 shows how multiple Clients 1740, 1750 can be accessed from one User
20 1701, using one PIN number. This is achieved by installing a Central PIN
Authorization Server 1707 which consolidates the received TACs with the issued

security strings from any enabled Client 1740, 1750.

The Pin Safe interface can be applied various ways including the dual channel, single

25  channel: Thin Client and single channel Applet embodiments. In the dual channel
application as seen in Figure 18, the User’s TAC is inputted via the Pin Safe interface
1823 and it is sent directly to the Authorization Server 1807 through the Internet
1813. With the dual channel application no security string is sent to the User’s
computer 1822 and instead it is sent to the mobile device 1804 via SMS.
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25 In addition, if a user fails to input his or her PIN digit during any of
the 4 sweep <cycles, the present invention wll allow the input of the PIN
digit duwagamys sweep (provided they are in the correctPEERGBeNG®4 Thi s

means that a "Reset' button will not require pushing unless the user has

made a conscious m stake. 42 WD 02/ 21463 PCT/ GB01/ 04024 Additional schenas
for enploying-the security features, neasures, protocols, interfaces, and
over| ays ofs sden ipFameni8,ithe/ BerutibnStaing itsent foseaptharizebemeanpder Wa7Ho Fi gures

16-23. 5 en in,Eigur.e t Aut hori.zati Ser yery.l i onnect ed
directly tAtﬁe gjesercf poRile e%%ﬁg%t iﬁ%ys%é?%% %fég%c Y elﬂ%??soaé{ni ey Cser ver
1609 is t he2dahabasuthoridfibh RORPAELHT RBeit € thb TACWRREIntekhdIsamd it is

pl aced outside the firewall 1615 that surrounds the host database 1611
(this is to ensure that any hacking activity cannot occur inside the

i Save iAULY e eI oS CReRCaBRRe R ot Mt I BT e s oY s

devi ce 16GfterfAbee afyiet @DRIMYsiddsSéh EHED AQMhoRizBRAGK Ser@erver. The dadepabi@pe 1630.
The Aut horization Server 1607 can be configured to act as dual or single

channel  Spesseeh thistapplet dPR3 seolphe fam @wsormatand 922 apd dagsyrobaeagdde ‘809 t o

n: ; SO dep 9
viaite enedisinadszg P BRARa S S e i e B IR Y SR o T

enabl ed aGgeggutMoakite Tadt &Cess@ntle Glitibritfatibin Serven 1 DET thd gpplbre1 9231 ganal
configuration. Figure 17 shows how nmultiple Cients 1740, 1750 can be

accessléd fthefmtemet 1B} TheoUser 0901 irputyhisre trer \INu which isaereglated gicticeved by
installing a Central Pl hord,zati on Server 1707 which consolidates the
recei ved TRESW %Wezaﬁl%%g\e erolsg'g urity strings fromany enabled dient
1740, 1750. The Pin Safe interface can be applied various ways i ncl udi ng
the dual channel, single 25 channel: Thin COient and single channel Appl et

embodi mentls the singlechannsl Applah geplicatipn | as saen BrFigaresde the Rinpjajk fiteriage ¢ he
User's TAC is,i tted. via t Pi.n.sSafe 1 nte er,18 bt | ent
directly tagpfeﬁe at ﬁggfi%saf&ln o%eséjrs \E/%esrsacfgrﬁiy?%rh?g%hTP%eg&r@g?zgg% héed3

15  downloading only once and would be automatically sent to the user’s computer 2022

during the registration process. The Pin Safe interface has been specifically designed
with an extremely small memory footprint making the process of downloading and

use very fast.

20 As seen in Figure 20, the User accesses the Authorization Server 2007 via the
Internet 2013. The user 2001 inputs his or her PIN, which the applet 2023 converts
into a TAC (it does this automatically using the volatile security string resident in the
applet 2023) and then sends, via the Internet 2013, for correlation at the
Authorization Server 2007.

25
Figure 21, shows a typical data access application where an Authorization Server
2107 has been fitted to a Gateway Server 2109 accessing a Database 2111. Figure 21
assumes that the user 2101 has registered with the system and has the Pin Safe
Interface applet 2123 on his or her computer. To access information from the

30 Database 2111 the Authorization Server 2107 sends a new security string to the

user’s computer or G2 mobile phone 2104 via the Internet 2113 or through a wireless
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1813. Wth the dual channel application no security string is sent to the
User's conputer 1822 and instead it is sent to the nobile device 1804 via
SMS. 43 W 0222483163 PCT/ GB01/ 04024 As seen in Figure 18, P€ChVeBBEGWRE ty
String is sent fromauthorization conputer 1807 to the User's nobile

devi ce 1804. The user inputs the TAC via the Pin Safe interface 1823 and
the Authorization Server 1807 receives the TAC via the Internet 1813. 5 In
t he si ngl ecasinegtionl 21Phi Theiseewity abing 23t irevidesaan e dgvice 204 upd the userhe Pin
Safe intesface | ' n the Authorization Server 1907. The
User 1901 5%@8%@@%30?ﬁF%gégéﬁﬁﬁkggggﬁrennte|y fromany conputer 1922 and
does not need to "set up' the conputer 1922 by pre-downl oadi ng any form of
program bef orehand. As seen in Fig;re 19, the User accesses the

Aut hor i zat T Usrer 364 spody hisrer heppiodatila §24° {9 ther AuthprzationeSergsr 219730 The
Us 1901 i .his. ] P i i : :
Aut hor 2 at (SRS GG b HuttBhihel Soeiic BeYnbtftind B8 or BOLTRE O

seen in Fi gomeh?02 ridibleRienicSai @ viateithéradsual aptplcdbn A2 iest e PINmstahe

user's conputer 2022. The applet 2023 needs 15 downl oading only once and

woul d be ategBenger) sl Snyardd ort IMMeexgagtions wagsefhe Sisendb enters b pmer
B _ . e . PP desi aned
it oh - et BRI feyicd 2104 I hetheldib TR RS i RERATH I HpeelloR 100

and use VEIOA scRsh. TRO TAC safeh inpulfedinte thrQiset’ Heorhieer @otsdrses. Tihthe
Aut hori zation Server 2007 via the  Internet 2013. The user 2001 igfuts hi s
or herlOp Nsingipichanne) scenspiocthe Ason sty dppws i op her PAY ipfq throbw Spfes

aut omat i cal i t i | Ity St ki QS| j ppl et
2023) and THERUE 2T T BEY el cBRAtal ik ALY il Hlortl 2128, on
Aut hor i zat irgRmBesdan p2BQ1 20 25thki AQuheriZfion Sbees2 07 ypi cal data access

application where an Authorization Server 2107 has been fitted to a
Gat eway Server 2109 accessing a Database 2111. Figure 21 assunes that 'the

user 2101 Bag, {80} SherRd-Wihbhddi8isy i SO B tRRaPY) hiduting the

15  received TAC to the user’s PIN and previously issued security String is the request

2130 for data, via the Gateway Server 2109, initialized via path 2130. The requested

data can now be routed via path 2140 to the user’s computer.

The Pin Safe interface is not required if the security string delivery and TAC
20  extraction are conducted on a second device such as through the dual channel
protocol. Using a G2 mobile phone a user can receive a security string and extract
the TAC independent of the data accessing computer. This means that the TAC can
be entered into the data accessing computer without the requirement of the Pin Safe
interface because a TAC is inherently secure against shoulder surfing, Trojans,

25  Tempest technologies and online user identification theft.

Figure 22 displays a generic Server/Gateway Schema incorporating various aspects
of the present invention. The generic secure server schema may also incéfporate
UPS (Un-interruptible Power Supply), Dual Redundancy, Disk Mirrored, Linux Web
30  Server 2245 and Internal Firewall 2215, the Pin Safe applet 2223, a user database

2207 and an internal maintenance any reporting function 2211.
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Interface applet 2123 on his or her conputer. To access information from
the 30 Database 2111 the Authorization Server 2107 sends a new security
string twoh»214eser’' s conputer or G nobil e phone 2104 vi BCT/aB01/0M024 net
2113 or through a wireless 44 WD 02/21463 PCT/ GB01/ 04024 connection 2151
The security string 2151 resides on the device 2104 until the user 2101

W shes to access the Database 2111. The User 2101 sends his or her volatile
TAC to the Authorization Server 2107 to 5 confirmhis/her identity. In the

dual channel scenari o the, user.aobtains his _or .her .. ro nobi | e
devi ce Zlgﬁg%eaﬁe?%t"%rth@i Ugie B(f?%ra&l’, }c))l%{f? e Clhléﬁé%’s ﬁ‘&%ﬁﬁ%as% 3
sequencer ) sQberIma iiidd PfireSlaNM3ax! e tvibrisheseSérver 1309Tis 2afkkorAtt€as his or
her PINinto the device 2104 and the relevant TAC digits are displayed on

t he devi ceNet23@ters2¥Wemd TthestTdetahiase 2Ath iThp hosledetabase 23Aé aerlse b8onmput er
(not shown)..In the 10 si channel scenario the user sinply inputs his
or her £I l\g"ﬁlﬁﬁfsf’}‘(@é?wagggg interface 2123. The PIN is then converted
into a TACwithin the applet 2123 and transnmtted via path 2120 to the

Aut hori zation Server 2107. Only when the user's identification is

posi ti vel yAdditibhaltyetie althodzationpaedesmidetiifies {18 yset e RSeSTPALS rabher Hangser' s PI N
and previously_ |ssued securjity String,.Ls the request 130. f ata, via
the Gat em@emracﬁﬁ%,anaﬁtﬁéﬁﬂt?%gﬁ%c} gt g%ﬁ?. caH?é %glﬁﬂ‘g t 2(1}1. data can
now be roukse) Mished 8t Bnifl Rald chdifinitCr AR AAIDHAREL id et Phate BabRo lant of face
is not require |? the security string delivery and TAC 20 extraction are
conduct®ed anlitarskoodataliss ifide ascesk. as t hrough the dual channel protocol.

Using a & nobil e phone a user can receive a security string and extract
the TAC i ndependent of the data accessing conputer. This neans that the TAC

can . be enkgy elfelohldndrlift 193 BmpaRE SRS PEROLEI ot ATMI@DZAG2 5eTeNt. Of

the Pin Safe’ interface because a TAC is inherently secure against shoul der
surfing, TMobia®evice5GTMugtektDeweth nohgodeyiceawith o AIPLheAny seferedembireiicat i on

theft. Figure 22 displays a neric Server/ Gate Schema i ncotporating
various asife{18nsagon Feapt %‘%Ygﬁ? Cﬁié’ﬁ’f‘?aﬁ 9“1‘%‘#}2%@ i&ccgﬁ%mogei‘g?’vogr schena
may al PP ! Wﬁ&?fa@é Eransaction between a user and a system. The numbers on the various

user interfaces and displays are merely exemplary and the use of characters, letters,

colours and such may be used individually or in combination and still fall within the

intended scope of the present invention.

20 While the preferred embodiment and various alternative embodiments of the
invention have been disclosed and described in detail herein and by way of example,
it will be apparent to those skilled in the art that various changes in form and detail
may be made therein without departing from the spirit and scope thereof, and that the

scope of the present invention is to be limited only by the following claims.
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UPS (Un-interruptible Power Supply), Dual Redundancy, Disk Mrrored, Linux
Web 30 Server 2245 and Internal Firewall 2215, the Pin Safe applet 2223, a
user dat ab@as®2142207 and an i nternal naintenance any repor PCVGBHUMDR4 ON
2211. 45 WD 02/ 21463 PCT/ GB01/ 04024 Figure 23 shows the Generic

I ntegration Platformwhich displays the Authorization Server 2307 inside a
firewal | 2315. The Authorization Server 2307 is connected to a Net Server
2317, and &£lAMSdat abase 2311. The host database 2311 nay also be 5
inside its owmn firewall 2316. Additionally the authorization process
identifies the user via a response rather than an identifying account and

i ts paranetiers whioded nbgitiestidongsem, @al dysidm’ dompeisitgyarfelactebnic fdnapater] suse of
online fraud guarantees. An added benefit is that there is also an 10
audit trai ko sperifieigleaisenie C?W%&@’@s@“%ﬁ'yﬂrlépﬁ?ré‘h‘ééoI"Péﬁ% CApEmicaihput er

means agl y Qvg{hstﬁgg ect QP %ﬁxi)uteéﬁ%h E%st o% -PectRRI dofddEE %tﬁms @vidRlaf ©

Devi ce, ny device w reterence herern a transaction

means any fid fRpableto B conaaGhitaitn Wﬁﬂﬂl%@ld@&bmc/éeﬁ@aﬂer,pwbﬁeﬁuheeleﬂ’fonl& any
interface transacti on between a user and aﬁgﬁstem The nunbers on_the

various usempytat doledes dlaimelaingploalhs weelifesieampniocx edrpmapisatons deviccuse of

h t
conbi nat 1 o SRS bHerm Al HiGBARBAih ool b B anlune) MiefidHalghn 20ag "
i nvention. eﬁﬂﬂM@lele%trbhle defeh@ticatidn rtyeadh N tleatnshis esinpuisr ahd Benrpidifie

enbodi nents of the invention _have been disclosed and described in detail
her ei n1@nd elegtrowiy cgmnéwmppés devige, gnd whegin e nesnanqnd idengidisatian ¢odgds i n t he

art that vari h 4 hout
depart ng. Asy i BERAR, bk EREERAE SolEhlcuioflPootfs FREahOREERT0 e 100
present i N¢RBEoEO cbn h&r,bme lelatirbad ceRipyitddsehdiatel al pseuidgandba stting dfid \\O
02/ 21463 PCT/ GB01/ 04024 CLAIMS: 1. A coded identification system .the

syst em conpensmiiythisn te the snesHic el@@rﬁmﬁ gpmmunications device, the mask code is
applied to the pseudo-random string so as to generate a volatile identification code in

15  accordance with predetermined rules, the volatile identification code is transmitted
back to the electronic computer by the specific electronic communications device or
the at least one electronic communications device, the electronic computer checks the
volatile identification code transmitted thereto against a volatile identification code
obtained by applying the mask code to the pseudo-random string in accordance with

20  the predetermined rules, and in which a positive identification is made when the

volatile identification codes are found to match by the electronic computer; wherein:

i) the pseudé—random string comprises a first linear array of characters, each

character having a given numerical position in the first array (first, second, third etc.);
25

ii) the mask code comprises a second linéar array of numbers, each number

having a given numerical position in the second array (first, second, third eic.); and
iii)  the predetermined rules for applying the mask code to the pseudo-random

30 string so as to generate the volatile identification code are sequentially to select

numerical positions in the first array on the basis of the numbers in the second array,
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a specific electronic comunications device that is operable to be in
comuni cation 5 with the electronic conputer, and at |east one el ectronic
comuni ca¥®onsi4eevi ce that is operable to be conmuni cati oRCWGBh1/04024

el ectronic conputer, wherein the electronic conputer includes data
relating to the specific el ectronic conmunications device, including a
permmanent identification code, a mask code and an identification code

enabl i ng eltast ipRrpetierphpudsrcand Wrehen Mecharagierseiheraby salested draputherfitand t he
specific 1 ct.ron .cat i . devj.ce, . rein.t er nanent
i dentifi catgll.%ﬁﬁlc%gg&%cg SS?‘%EUDF%; {h%gslglg%ldé% tﬁ’ggr:%n\éﬁleg?rr%ﬁygg@gﬂ’%% cations
devi ce andvbhdlkSdedtifiedtibwcédee el ectronic conputer, .the el ectronic conputer
generates a pseudo-randomstring and transmts this to the specific

el ectroni ¢ conmuni cati ons device, the mask code is applied to the

pseudo- kangdom styri ney at.g: ol at.1 identjfieat] de in 15
accorda%ceQMAthybrﬂggﬁgrﬁfﬁgﬁn%ﬁlgé,ggﬁg éblg%%%gli@gn%#%?ﬁgt?%%m%gﬁe i's

t ransmi t t edomtmanicatianst deeicel and thicoatileast argrldotionieycobtiruis ioin devied £6 theoni C
conmruni cations device or the at |east one el ectronic comunications

devi ce, thé&B¢&H¢%ni c conputer checks the volatile identification code
transmtted thereto against a volatile identification code obtained by
applying the mask code to the pseudo-random string in accordance with 20

t he predet 8rmi ndd sysieas, asandaiinredwhin c blaim pasi whetrein didat ispdctd i dectiogicrade
when thﬁ vol ati] e identification codes are found to match by the

el ect r 6Ri c CeBRyBIcations#ryies srd the)atilest gue Glestromn FOMBITHeagnE §FFiFT 3 a
first Iineg&, g@&d&%_characters, each character having a given nuneri cal
position in‘the first array (first, second, third etc.); 25 ii) the mask
code conprises a second linear array of nunbers, each nunber having a

gi ven nunerical position in the second array (first, second, third etc.);
and iii) fhe pfed¥tiemniasedlaredsing GRY apise qlpgn, aderein dibe + gpecifie
pseudo-ranggﬂ%] - St 1 : : &ﬂﬁﬁ val ati i i £ i on code
are sequentia ﬁgw?%&ﬁgﬁgggléﬁﬁﬁﬁﬁgcé g%gfﬁg'%gﬂfﬁkkﬁgdﬁﬁggﬁa%#%%é'on t he
basis @ the nunbers in the second array, 47 WO 02/21463 PCT/ GB01/ 04024

taken in p sitixnal order,.and to return the characters thereby se]ected
fromthe f gf st system as claimed in claim 3 or claim 4 depending from claim 3, Wherein

the at least one electronic communications device is an EFTPOS terminal or the like.

6. A system as claimed in any preceding claim, wherein the permanent
20  identification code is supplied in the form of a card bearing human- and/or machine-

readable indicia.

7. A method for identifying a specific electronic communications device or user
thereof to an electronic computer having stored therein data relating to the specific
25 electronic communications device or user thereof, including a permanent
identification code, a mask code and an identification code enabling communication
between the electronic computer and the specific electronic communications device,
wherein the permanent identification code is iﬁput to at least one electronic
communications device and transmitted thereby to the electronic computer, the
30 electronic computer associates the permanent identification code with the

identification code enabling communication therebetween and the specific electronic
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array in sequence so as to forma third linear array, this third |inear
array formng the volatile identification code. 5 2. A system as cl ai ned
in clai mwO ombrsei n the specific electronic comunicati opreT/d®oi/e®2and t he
at | east one el ectronic comruni cations device are the sanme device. 3. A
systemas clained in claim1, wherein the specific electronic 10

communi cati ons device and the at | east one el ectronic communi cations device
are separ SRTBOPEGAIQDS. dellceﬁ@féiyéqnéﬁteésa eraideandam hyngy beforsd framsmiitiem
wherein th C 5119?2 ne. a pager
or a per soﬁ%@gﬁé iz’ﬂteg ﬁcae'(sféspi%}sb;ﬂ gcnt agl%ﬁé 8&1&%&1’% lgggyc%ogferre %?1%80? gﬂem 3 or
claim4 demndb-regxdbnnsmagan rac3ordsntee rveitn préde&rmﬁneﬂemids ongs B g&ierdddiaC
comuni cat i ans dgw ce i.s an_EFTPCS terHI nal or the like. 6. A system as

cl ai med i nvlAile plentidigation epds, the wplatilsi iHeqtHicatien cafe it inpot tthe: soRPidist | on

code 1 S5 SUBBLIGAT LBmblifidaAbA Blviee GRH BPHds 9nb BRI i REN S

readable indicia. 7. A identitying a speci ectronic

comuni cat devie del imesmittedster thet dietenfc temputer veiris dnlsccanpaed avitthavi ng

stored therei r}eoga I .ating to the Fs)tgecl fic 25 .electronic conmunications
t

devi ce or YRlg# tion fofe geneyated JBFTHh BNt 20BARg ithe @ﬁsko??déo‘@ethea mask
code and h&’&%ﬂthéfgﬁ. N 680 RBROL | ACh ARATHA! tyge

el ectroni 2&§onput er an %he spe(ﬂ ?i Pect ronic lggﬁlnhﬁlwcﬂ%ﬁ %{%so eV| ce,

wher ei n t hdep#ficatioe ndddsaeatth; whesdin:on code is input to at |east one

el ectrg(?i c conmmuni cations device and transmtted thereby to the electronic
conput the 30 el ectronic conputer associates the permnent

identifica | on 248 Md fan hll'-lfkeg(;ﬂl Aidats ﬁ&tq d %gﬁi,b ' 9%1%? j.fation
t her ebetwe gﬁee spec?@ﬁcs elect I‘I](;)I’ll C V% %2 4%% %%3%034024
comuni cat ¢hare&ted beviog agivEngeneriatleosisiop meﬂr&dirsmdiyr(ﬁtst,rsbmdbmimreec,);
transmtting this to the specific electronic communications device, the

mask code is applied to the
ii) the mask code comprises a second linear array of numbers, each number

15  having a given numerical position in the second array (first, second, third etc.); and

iii)  the predetermined rules for applying the mask code to the pseudo-random
string so as to generate the volatile identification code are sequentially to select
numerical positions in the first array on the basis of the numbers in the second array,
20 taken in positional order, and to return the characters thereby selected from the first
array in sequence so as to form a third linear array, this third linear array forming the

volatile identification code.

8. A method according to claim 7, wherein the pseudo-random string contains at
25 least one character that is representative of some condition of the data relating to the

person.
9. A method according to claim 7 or 8, wherein the specific electronic

communications device and the at least one electronic communications device are the

30 same device.
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pseudo-random string in accordance with predetermned rules so as to
generate a volatile identification code, the volatile identification code
is input woovbmexpecific 5 electroni c conmuni cati ons devi PeT/GBOl/M®24at | east
one el ectroni c comuni cations device and transmtted to the electronic
conputer where it is conpared with a volatile identification code
generated therein by applying the mask code to the pseudo-random string,
and a posild.ve Adewthod eetordingito mlatle Whemn 8 hehereinathel specifibe sigcfroniat i on
codes match; mherﬁin:(fo.i) égﬁ p§§udo-ra don1strinc5congris s.a first

i near ar r&{PBROIEHIGNS qe¥lcs and A0% a0 (935T GG EFCHADY STREUGICHRTSRReS &5
position ig@pgllaggcfei‘,{&g_ array (first, second, third etc.); 1ii) the mask code
conprises a second |linear array of nunbers, each nunber 15 having a given
nunerical position in the second array (first, second, third etc.); and

iii) the predetermned rules for,a i he .mask code to the ..

pseudogr an{ilpm ‘gtnp?tﬁﬁ‘gg%coé ng 80 égﬂﬁﬁaa%{reT@h‘élﬁf%lggﬁ? P ecﬂgceﬁm}l%lg?tﬂ%}’? code
are sequenddvdeliy a pbsieh&6ihonB W RIgEES a PRSdrhl QigRalisikthe. first array on the
basis of the nunbers in the second array, 20 taken in positional order, and

to return the characters thereby selected fromthe first array in sequence

so as to fgrma,thisgd.linear arra tiH s thi.rd.]inear..arr form t he
vol atil e ident i‘?i 1_515 ognacggrggl_g E? C%jmneﬂ&rj Cg%%o}gi%%%ﬁ%@#mc%ﬁm%rei n the
pseudo- r angpefemitthé BOlesRBhabREtrétic c@br@iatioWeviveads ac EBTPONatrmiisal or
representative of sonme condition of the data relating to the person. 9. A
met hodOaccbedikeig to claim 7 or 8, wherein the specific electronic

comuni cations device and the at | east one el ectronic conmunications device
are the 30 sane device. 49 WO 02/21463 PCT/ GB01/04024 10. A nethod
accordi ng {0 cl & Mehtiff veBifichli®] RotrelthRsHBos sistén eb@gti&iagi C  comuni cati ons
device and the at | east one el ectronic communications device are separate
devi ces.

i) a host computer for storing a user code associated with a user, for supplying a
15 pseudo-random security string for a transaction, wherein said host computer
determines a one time transaction code by applying said user code to said pseudo-

random security string; and

i) at least one electronic device in electronic communication with said host
20  computer for administering said transaction by receiving and displaying said pseudo-
random security string and for receiving a user transaction input code, wherein said
user transaction input code is determined by applying said user code to said pseudo-
random security string displayed on said at least one electronic device and said user
transaction input code is sent to said host computer; wherein:
25
ii) said host computer verifies that said user input code matches said one time

transaction code.

14.  The system of claim 13, wherein said at least one electronic device is an

30  Electronic Funds Transfer Point of Sale (EFT/POS) device.
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5 11. A nethod according to claim9 or 10, wherein the specific

communi cations device is a nobile tel ephone, a pager or a personal digital
assi st antwo 8221468 et hod according to claim 10 or clai m 11pdepaadidogs f r om
claim 10, wherein the at |east one el ectronic comunications device is an
EFTPOS termnal or 10 the like. 13. An identity verification secure
transaction systemconprising: i) a host conputer for storing a user code
associ at ed 1% t h The usystermn pdrelaimppBy whgresn saif s teasto onerelsiogisc devieey ist ri ng

L ancact | oRoEBHSeLg! Aol AntR P SR Huth o(cSHE el ARfsbrPEccuri 1y

string; anddiinistéing &G trafdietich a6d TeRivengdeld GSerl tParBh@ ! RPuCcsirnandnd cati on
wi th said host 20 conputer for administering said transaction by receiving
and di spl ajnirelpss devic swsqeieted ity st Swerudor recesting apd displaying st pbaridpg a user
transacti on_jnput -.wherein said user transaction input code is
determ%ed?%{fogl%gfwgmélgi d user code to said pseudo- random security
string displayed on said at | east one electronic device and said user
transaction input code is sent to said host conputer; wherein: 25 iii) said
host conputl@r vd&heFysem ofgleirs 4P dwhere said 9pa timedmasagiionrrede saregeivedand ne
transacti on; 4..Tk . ci ad erei n sald at.|east one

el ectroni cHﬁ@%’g‘gdeb)}%al%%%ggyﬁvgglgétﬁ?dcgfﬁg} rﬁitl)l% eﬁc}'\(%%agﬁ ers %?nﬂ?'s £3al e

(EFT/ POS) device. 50 WO 02/21463 PCT/ GB01/ 04024 15. The systemof claim
13, wherein_said at |east one el ectronic device is conprised of an

el ect r &%i c lRunddhasysiemer! daimytl3pfvisigiv spidral loast) ongegleeworiprdeviggnis i st eri ng
sai d transgﬁglte&eggldgﬁgle Js?cfc‘ﬂ ¥&Q}?Lﬁ%§iidq1 yser transaction i nput code and a

Wi rel ess device assocl a ec} W §5i 4 user for receivi ng and di spl aying said
pseudo- 5 random security string. 16. The system of claim 15, where said

one tine transaction code is received and ) ] )
The system of claim 17, wherein said one time transaction code is sent to said

wireless device instead of said pseudo-random security string.
15
19. The system of claim 13, wherein said at least one electronic device is

comprised of:

1) a user computer, in electronic communication with said host computer, for
20  receiving and displaying said pseudo-random security string and receiving said user

transaction input code; and

ii) a merchant computer, in electronic communication with said user computer
and said host computer, for administering said transaction, wherein one of said at
25 least one electronic device relays said user transaction input code to said host

computer for user identity verification.
20.  The system of claim 19, wherein said user computer and said merchant

computer communicate via the Internet.

30
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di spl ayed by said wirel ess device instead of said pseudo-random security
string. 10 17. The system of claim 13, wherein said at | east one electronic
devi ce | wW@o02/i46%l ess devi ce associated with said user. 1BCT/GiBel/ssst em of
claim 17, wherein said one tine transaction code is sent to said wreless
device instead of said pseudo-random security string. 15 19. The system of
claim 13, wherein said at | east one electronic device is conprised of i) a
user conpubr, The sysem refnflaing dnem?® v hessinwiaich osqjtime trensagierpgedsris for ~ 20
receiving ' ' i g - I i tring, and receiving
sai d user Pe?%Z%AS ac é’i)é Ig?ger?;@t &écgg%;ygglﬁﬁagﬁd]?‘@ggﬁéﬂégﬁgﬁf&%ﬁ%%{og} ?ec}uﬁty

el ectroni csteiagmmuni cati on with said user conputer and said host conputer,
for adm nistering said transaction, wherein one of said at 25 | east one

el ectronic device relays said user transaction input code to said host
comput ey T o5 USPho IsfGlhi b ol {4 CRRLE: A8 ot TSR RMERLuE! ALY,
wherein sard user conputér and sdi Fer chant conmputer conmunicate via the
| nternet. Gnfmised\0X:02/ 21463 PCT/ GB01/ 04024 21. The system of claim 19 or
20, wherein said one tine transaction code is received and displayed by
sai d user conputer instead of said pseudo-random security string. 5 22.
The systemyof cl aik I R84l : t RI.%? 1 i IS
conpri sed of. i%%ﬂaﬁ%ggf)\\gggaﬁg\%a%g vggg%)aéélgl?%dfogmpﬁ%ﬁ S %&(ﬁgfg lagigg SSf'ﬁgcei Vi ng
and di spl apdendp-gmiddm ses@itgtatrirmndom security string; 10 ii) a user conmputer,
in el eﬁ}roni c communi cation with said host conputer, for

i) a user computer, in electronic communication with said host computer, for

receiving said user transaction input code; and

ili)  a merchant computer, in electronic communication with said user computer
15 and said host computer, for administering said transaction, wherein one of said at
least one electronic device relays said user transaction input code to said host

computer for user identity verification.

23. The system of claim 22, wherein said one time transaction code is received

20  and displayed by said wireless device instead of said pseudo-random security string.

24.  The system of any one of claims 13 to 23, wherein said host computer upon

verification allows completion of said transaction.

25 25.  The system of any one of claims 13 to 24, wherein said host computer upon

verification allows access to a database.
26.  The system of any one of claims 13 to 25, wherein said host computer upon

verification allows access to account information.
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receiving said user transaction input code; and iii) a merchant conputer,
in electronic conmunication with said user conputer 15 and sai d host
conput er woeor21l6d ni stering said transacti on, wherei n onePof/GBai/ttoat | east
one el ectronic device relays said user transaction input code to said host
conputer for user identity verification. 23. The system of claim 22,
wherein said one tinme transaction code is received 20 and displayed by
said wrel 23s davimehdod séfeadrifyings andidestiydforr aoalbiriing csacintey tabsachgns 24,
The system of any ogne of clains 13 to 23, wherein said host conputer upon
verificati@ﬁnﬁm$¥ﬁ&?eéEWEP§tion of said transaction. 25 25. The system of
any one of clains 13 to 24, wherein said host conputer upon verification
all ows access to a database. 26. The systemof any one of clains 13 to 25,
wher ei n sai)d hostbring igfotreationrbout aeser pin@stocmtedaiitoadosiconpster;,o account
information. 30 52 WO 02/21463 PCT/ GB01/ 04024 27. A method of verifying an
identit@ for conducting secure transactions conprising the steps of: i)

storing i n{i?)r ”agérﬁ:?at seBddiPRdoRi sBoiRity 8Fihab§ daititoht dnfifsdr; conmputer; 5
ii) generatin pseudo-tandom security string by said host conputer; iii)
determ ning a transaction code by applying said user pin to said pseudo-

random secyrity string; 10 iv%mi;tran m.,tting.said. pseudo-rand msegurity

string to 49 | edefe Zo P EATSHHOR COFE\AYCERD g&?@p?%@im% 24 BEE{%o- r andom

security SFdthﬂls‘éE‘ﬁ%isﬁin t least one electronic 15 device for use by said
user to determne a user transaction input code by applying said user code

to sai d0pseudo-random security string;
iv)  transmitting said pseudo-random security string to at least one electronic

device;

V) displaying said pseudo-random security string on said at least one electronic
15  device for use by said user to determine a user transaction input code by applying

said user code to said pseudo-random security string;

vi)  inputting said user transaction input code on said at least one electronic

device;
20

vii)  transmitting said user transaction input code from said at least one electronic

device to said host computer; and

viii)  determining, by said host computer, whether said transaction code and said

25 user transaction input code match.

28. The method of claim 27, further including the step of completing a

transaction when said transaction code and said user transaction input code match.

30 29. The method of claim 27 or 28, further including the step of providing access

to a database when said transaction code and said user transaction input code match.
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vi) inputting said user transaction input code on said at |east one
electronic device; 20 vii) transmtting said user transaction input code
from sai av@v2/t@est one el ectronic device to said host cor@pGBol/0@Rd Viii)
determ ning, by said host conputer, whether said transaction code and said
25 user transaction input code match. 28. The nethod of claim 27, further
including the step of conpleting a transaction when said transaction code
and said user transaction input code match. 30 29. The nmethod of claim 27

28, furth i ncl udi th t ) i di t dat.ab wh
oni d tr anilt| GHHCBEEORR! U PIBE RS Pori T ebERE R P STo3 VIO,
02/ 21463 Pgéigg%{c?ﬁsg% ac%&g}t-mﬁrrﬁgﬂ hed sRAYrRRGetRh &JdidiE sAHd tier29,

further inclu step provi ding access to account information when
sai d transagkictiontasle cadeimsehd user transaction input code match. 5 31.
The net hod any one of clains 27 to 30, further including the step of
transmtting and di spl ayi ng sai d pseudo-random security string on an

Bl ect roni oy Punfls, JARe ahy R0k ehiniabe (F6G/ Rkl davluaie 2@ 83, ofhe
met hod of "any one of clai n% 27 to 30, further including the step of
transmitt itrgsaittngisyl digplagng siatl psredelsandand sesusity trintgy o tan; Hlpchanig

W rel ess device assqciat Wi id.user. 33. The nethod of any one of
cl ai ms 27 Kupdsdransisr fRuyt o?%@pmﬁsggegf%p of 15 transnitting and
di spl ayi ng sai d pseudo-random security string on a user conputer wherein

said user conputer is in electronic comunication with said host conputer.
34. The nmeshod THe aletliot @Bany on¢ bércldime [2Tdion g0t fethsr dnsleding dhersis &t i ng

between the Said 0000 dOTBH LD SSh SatReecS APHEES o aAhlEes et - 20

associated with said user.

33.  The method of any one of claims 27 to 30, further including the step of
15  transmitting and displaying said pseudo-random security string on a user computer

wherein said user computer is in electronic communication with said host computer.

34. The method of claim 33, further including the step of communicating

between the said host computer and said user computer via the Internet.

20
35.  The method of claim 15, further including the step of transmiiting said
transaction code to said at least one electronic device and displaying it thereon.
36. A secure user cotde entry interface system comprising:

25

i) a secure user code entry interface for entry of a user code on an electronic
device wherein said electronic device has a display; wherein said secure user code
entry interface contains at least one active display for entry of at least one digit of
said user code by a user; wherein said active display illuminates or highlights at least

30 one display digit within said active display and said user enters said at least one digit

of said user code by a response through an input device at a response time when said
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35. The nethod of claim15, further including the step of transmtting said
transaction code to said at | east one electronic device and displaying it

t her eon. V8@ 02/A46cure user code entry interface system coPQT/GBONQGL024 25 i) a
secure-user code entry interface for entry of a user code on an el ectronic
device wherein said electronic device has a display;, wherein said secure
user code entry interface contains at |east one ' active display for entry
of at | easdt leizeont displapfdigis whithumerespoode with saiduaideast whe digitholsgidiusget i ve

di splay illumnates or_ highlights at..least,.3Q one.di,spl.ay digit within said
active di sqgys lgﬁﬁl@é?ddoﬂggli‘h%ﬁ‘?dgp§a1§1§f’t&|veaq’ls q@éfpdmpe&? git of said user
code by a response through an input device at a response tine when said 54
WO 02/ 21463 PCT/ GB01/ 04024 at |east one display digit which corresponds
with said i@t |eastndomerudiagitimefis sdded tasaid resnmaee time to| axigndasaidiatdeast

hi ghlighted in said active display; and wherein ii) a randomrun on tine is
added td s%%ﬁcmé"s%ﬂ%' tinme to extend said at |east 5 one active display.
37. The secure user code entry interface systemof claim 36, wherein said
response is entered by keying any one of a plurality of keys of a keyboard.
10 38. ThedBecuFle semie amsde cede reptry rinerfhet SY$§Bt @fnci/ﬂlmﬁ(ai whgein §Mér ei n

said response is entered by keyin ny, o 0 rali of keys of a
nouse. 39. rew@sgg(ggpeéec{ﬁ%}(e %%&lyecf#roi a%h?%?%gggg%ﬁiﬁe%&%ég%l ai m 36, wherein
said response is entered through any area of a touch sensitive display. 15

40. The secure user code entry interface systemof any one of clains 36 to
39, whered$ sallk senue aisas spde gy diterfpcs sygemaek ciBgPGnivbegiasHd

plurality of cycles, of. said at |east. one ti ' for entry of each
digit of s %@renﬁ%ﬁiby%‘@“ﬁ%@yﬁ%°§3@E¥r3ﬁt§'§l‘e€\rég%sgécf2‘p%n s}%y interface system
of any one of clains.36 to 40, wherein said randomrun on tine is |less

than three (3) seconds. 42. An identity verification secure transaction
syst em conp9.i si e secure user code entry interface system of claim 36, wherein said

response is entered through any area of a touch sensitive display.

15
40.  The secure user code entry interface system of any one of claims 36 to 39,
wherein said secure user code entry interface program contains a plurality of cycles
of said at least one active displays for entry of each digit of said user code.

290 41. The secure user code entry interface system of any one of claims 36 to 40,
wherein said random run on time is less than three (3) seconds.
42.  Anidentity verification secure transaction system comprising:

25 1) a host computer for storing a user code associated with a user;

ii) an electronic device in electronic communication with said host computer,

wherein said electronic device has a display and a user input device; and

30 iii) asecure user code entry interface viewable on said display of said at least one

electronic device for entry of said user code, wherein said secure user code entry
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25 1) a host conputer for storing a user code associated with a user; ii)
an electronic device in electronic comuni cation with said host conputer,
wherei n a0 d2/zl46xt roni ¢ device has a display and a user |POUGBdEWOCL; and
30 iii) a secure user code entry interface viewable on said display of said
at |east one electronic device for entry of said user code, wherein said
secure user code entry 55 WO 02/21463 PCT/ GB01/ 04024 interface contains
at | east Qp@erEyCloRtalts 41 16t @ dyeie valitisl ayive dispiayt foy emify ofxiail usseeodspde;
wherein said user enters at |east one user_ .cod di@g‘iﬁt of %ai d user code by

a responsevherdin seigrisenentens sk feaptngrusgiesadedligy of said Usggrrode 0¥ R iitEAC a

di splay digit which o} it g | GRSt 20M8pds &igi€ Optgckli gi t  of
sai d user tﬁ%’BEhiS?%l Pfegn{nhgfggﬂgers a’("'g Fﬁsgﬁ}si gﬁl'%med In gagﬁgp a?:t i %e di splay; iv)
wher ei N sajoftegRals Witli saidit 168t dnatisek eadit digitefssidruseoctaleds glumingteént er ed i n
each cycle of said at |east one cycle and a randomrun on tine is added to
sai d réspdngfélghteﬁﬁﬁsﬁléaéﬁ’t’eeﬁé@@éch cycle of said at |east one cycle; and 10
v) wherein the entered said user code is transmtted to said host conputer
for wverification with the stored said user code. 43. The identity
verificatiop seghiréntsernanh diginofsaat anteat ook asencede digieifanteredhingach 5
response is entered by keying any one of a plurality.of. keys, of a keyboard.
44. The i deymlei afysaidestilpast 806 6¥ele ad ¢ dandogh BI-9% f}ﬂ*@é@‘gﬁﬁ [ gla%:di RS,

sher el n 3L, SIBMIAR: L5160} S1£ 1AL SHELJcRENaer 2 of @ Toueh sensi fi ve

10
V) wherein the entered said user code is transmitted to said host computer for

verification with the stored said user code.

43.  The identity verification secure transaction system of claim 42, wherein said

15  response is entered by keying any one of a plurality of keys of a keyboard.

44.  The identity verification secure transaction system of claim 42, wherein said

response is entered through any area of a touch sensitive display.
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