&
SMART CARD MESSAGE TRANSFER W THOUT M CROPROCESSOR | NTERVENTI ON Fi el d of
_the- 1 nvenWas/3886Bhe present invention involves access cont PET/USYH684%;
& ncluding an integrated circuit (1C) card, or "smart" card, for limting
access to information in signal processing applications. 1 0
Background Si gnal processing systens na¥ I ncl ude access control systens

that limt access to the information in®certain _signals. For exanple,

pay-TV systens incl udSMﬁ@MWSA@@HMRMQUTMt access to
particular programs or chanyCROFROCESSOR INTERVENTIONt | ed (e.g., paid a
fee) are permtted to view the prograns. One approach to limting access is

to nodify the signal by, for exanple, scranbling or encrypting the signal.
Scranbling typically involves noBidldi ofi fhee Iheemioh t he signal using

met hods 20 gsuch as renoving synchroni zati on pul ses. Encryption involves
nodi fying & data conponent included in the signal according to a particul ar
crypt ographi ¢ al gori t hnfherpresent!i inivention \ihvolves accesy axbntoolasystemsr e

gi ven the "keja egh t3 sOF C @ Siagfra

Access cont r.qtic!sdg? n?n@§é$%§(ﬁ?g+§r}9i%§g§§tatédéﬁgi ?éitj#? %: ) ?%x;d, or
"smart" car d JMHIRE dccEAs simAnformation 1 Higeal prosessingcapplications, credit
card that has a signal processing |IC enbedded in the plastic. A smart card

Is insert into a card reader that upl es signals to and fromthe ICin
the card. ‘i% | nternational Standar ds%ﬁ%‘r@on (1SO standard 7816
establishes specifications for an IC card interface. |1SO 7816-2 specifies
that the electrical integr C . | Lg n
positioned on the card %ggl?g}ellogr’%aggd?? gtg\r%{ omggv\é{raaﬁé g‘ﬁ%%ﬁdagﬁﬁ’? y
term nal s, tls¥stemsrthat dimiiclagdess sosthei anfarmafton 38 cemtpum signaly. dFox

Eici%/”fj'sgg?(} %E%Wﬁlﬁ?tfyﬁﬂ-wt SySehieShAchife acclls 9ebrtt8f 3sub-systems that

3 » N *
imit access to particular programs or channels. Only users who

are entitled (e.g., paid a fee) are permitted to view the programs.
One approach to limiting access is to modify the signal by, for
example, scrambling or encrypting the signal. Scrambling
typically involves modifying the form of the signal using methods

20 such as removing synchronization pulses. Encryption involves

. modifying a data component included in the signal according to a
particular cryptographic algorithm. Only individuals who are

" entitled to access are given the "key" needed to descramble or
decrypt the signal.

25 Access control systems may include an integrated
circuit (IC) card, or "smart” card, feature, A smart card is a plastic
card the size of a credit card that has a Signal processing IC
embedded in the plastic. A smart card is inserted into a card
reader that couplés signals to and from the IC in the card.

30 International Standards Organization (ISO) standard 7816
establishes specifications for an IC card interface. ISO 7816-2
specifies that the electrical interface to the card will be via eight
contacts positioned on the card surface. In addition to power and
ground supply terminals, the interface includes a serial input-

35 output (I/O) data signal for communicating data between the



2 smart card and the signal processing system external to the smart card.

A signal processing systemtypically includes a systemcontroller such as a ;
m cr opr owesS6M868or control | i ng vari ous signal ‘5 processi nbcf’ﬂf’?éfoﬁms inthe?
system The ICin a smart card includes a security controller for

~perform ng various security control functions such as generating the key
for descranbling a scranbled data corrgonent of the signal. Both the system
controller and the security .controll'ef process data stored in 1 0 system
menory. Desmartscamhmandi ¢be esignal vprocessings system yexsornaloito ethearsmargst em
menory Vi agg}g systemcontroller. A data transfer between the system
controller t he, secur controller includ nes e data, e.g., key

i nformation, and /t\,o?hgpél lé gSSing hsystem éﬁp’éﬁﬁﬂeﬂnéﬂaeﬁf%wqrﬁe nunber of
byt esf of rrmngﬂlefatsacﬁ &s i nahictegrocessopafori coherolling avaneusfsrglnaDat ah
transfer S opt e vo ves the
system ?#r\ﬁgﬁﬁéﬁg @?@‘ﬁgﬂé@?%sﬁ%ﬁmy d&tby lﬁ géﬁé‘h % en the
system corinchidesr aarsecunsymcontraller|fqrerpea&unumgcmmqm|s)=cumy uded in
the systemg d?ﬁﬁe&&n "R G géﬁaﬁ%gt esg‘éyaﬂll UeScrafitiiag Vg
controller VI he sertal | nter e term.nal he smart car ccessi ng
data in systczample @tﬂlwmﬂ@ﬂ§9§t@nﬁ%rﬁ186ﬂ -er Bioth othecsystem| y sl ow
process thadortréMér® ande t Be’asécﬁﬁit'y chn&folldi‘ep?déés%mdaﬁa)r&tbﬂed efn and system

menory for other tasks i-on, . i ncl ude |n t he, 25 snmart
card rreslségﬁ’sF%msf'b"r'BBWn g?/%‘ﬁelﬁ n%Qflval dal?(?ﬂ’f eERahe SEYT YNt rol data
and ﬁessag&dﬂt@llerslmﬂasysteintmmoryeMa clrlle3s95tem caiteollersed dataenti on

o ovi a g aeBfftey, BAnYEAP e’ sSfid° cUfRgiie Hnfl 38 WAty | orRfditer '
const r uct edmlumcmwnge dﬂﬂah %gr.nkﬂlbl infosmation, | & rﬁQlﬁﬁoz(ﬂWI

first cont ré& affine tsfaeé atha' aﬁﬂlbe?r Bt:eﬁyteﬁgof sssgk idhtad Si gnal
- pr OceSSI "£ nn a- et nt erface device transferri ng
cﬂenoay pastcul

data bet e‘ﬁc @eééﬁ%l 'Eﬁ?ﬁ B6i 1 er included in an
Data transfer between system memory ‘and the security

controller mvolves the system controller accessmg system
memory, data transfer ‘between the system controller and a smart
card interface crrcurt (SCI included in the ~system, and data

20 transfer between the SCI and the securxty controller via -the serial
interface termmal of the smart card. Accessmg data in system
memory via the system controller is a relatrvely slow process that
limits the avallabrlrty ‘of the system controller and system
memory for other tasks In addition, all data mcluded in the

25 smart card message is stored in system memory, i.e. both smart
card control data and message data -

30 The present invention resides, in part, in recognizing the
described problem and in part, in provrdmg a solution to the
problem. A srgnal processmg system constructed in accordance
with pnnclples of the. invention comprrses a frrst controller for
controlling a srgnal processrng functlon in a s1gnal processing

35 channel, a memory, and an interface devxce for transferring data
between the memory and a second controller included in an



V\D 95/ 34863 3 integrated circuit card external to the systemyvi I gnal
~pat v i ncl uMNQSM8B | nterface device and not including the fFFE SMI | er.
Xhe interface -device processes transferred data to renove a control portion
of the transferred data. Brief Description of the Drawing The invention may
be better understood by referring to thg acconpanying drawing in which: 1 0
Figure 1 shows, in block diagramform portion of a signal processing
syst em i ncl udntegrated igivewiticard Extgprnal 2osHssystembhizla diignabmpathr m  an
embodi ment Ofméhfcﬂﬁguii?e %waw d%vge'é €arld xf&dnﬁmuaﬁg e Ffdy3B illustrate

si gnal waveforms undey st andi ng the o tio f the system
shown in Fi glfidsdr %Fnd eDé?'&irfaé& ﬂréﬂﬁq [Hrlogﬁssfé thans GIFPQ 813 Whows, in
bl ock di agr amefrove aaqm:ttoloqnomﬁon of gtid tramsfemrsdndaga/stem i ncluded in a
di rect broadcast satellite video signal processing system One exanple of
such a systemis the [err] (D rect Satel I|te System) system devel oped by
Thomson Consuner Electroni csBriehdDesaription & Drawingha. Fi gure 1 shows
25 features of the systemincluding a system cont roller conprising
mcrocorrput er 130, system nenory conprjsing M 110, .and a portion of a

"transport” integrBi%dAnyension: n(taycbe Mrt%rutlm sto0d MYarfeberring @oy she
processes an dcepwipdtifings dgawing Daf awhith: representl ng information included

inatele ion si naI V|de The tel evigion, SI nal is
tuned by é‘?uner (l%&“%hﬁvﬁﬂ §l‘é¢qﬁfﬁr€ ?P%t%? 3 gnal
"packeti zed" pi'at:assmgesysfemdmc:‘ludmgartimngadennopackets of mul ti pI e bytes
of data. Each pac 0 5 t ent
of the non- 35 hegﬁg}lw% qu%%g/{ioad%qgg%rqllgg#%‘f Pﬁl{g pac&& 3'%§x§ﬁ% e,
the header mipatusei shownt imiFignee pbiciaad i ncl udes vi deo data for
Figures 3A and 3B illustrate signal waveforms useful for
135 understanding the operation of the system shown in Figures 1 and
2.

Detajled Description

20 Figure 1 shows, in block diagram form, a portion of a signal
processing system included in a direct broadcast satellite video
signal processing system. One example of such a system is the
DSSTM (Direct Satellite System) system developed by Thomson
Consumer Electronics, Inc., Indianapolis, Indiana. Figure 1 shows

25 features of the system including a system controller comprising
microcomputer 130, system memory comprising SRAM 110, and a
portion of a “"transport” integrated circuit (TIC) 100 outlined in
phantom. TIC 100 processes an input data signal "Data-In"
represeriting information included in a television signal, e.g., video

30 image data. The television signal is tuned by a tuner (not shown
in Figure 1).

Signal Data-In includes "packetized" data, i.e. the data is
arranged in packets of multiple bytes of data. Each packet
includes a "header” portion that defines the content of the non-

35 header, or "payload”, portion of the packet. For example, the
header may indicate that the packet includes video data for



4 progranm ng on channel 5. In Figure 1, header decoder 122 of TIC 100
decodes the header data to determ ne how t he packet paylo f’iS cessed.
For exanP®%5/348A oad data may be stored in RAM 110 as fo? )\’é ader -
decoder 122 decodes the header and 5 sends a signal to direct nmenory access
control (DVAC) unit 120 requesting a data store operation. DMAC 120

responds by controlling nmultiplexer (JX) 118 and RAM data control 114 to

| | Data-In to t t M: d
he addr eooPTOgSATRIEQN chEpigh 3- N&“ﬁaura “eadeg, dekader 432 06 of T
100 is todelﬂl t60adecodey fthc)tehémter/edata lto detﬁrmmeahdwa thuapaclceard (or
i ntegrate te qb&.h i gur
cardg180 pr @@f@% 15( h)%gg%%ﬁt roI e?ﬁfr@g@,d?t OCGSSI nggcghI gwi} ?Wr The
smart card RéMr ﬂ&@e% rfotlaws.' 1He depodss sthse éﬂ’ 1an5| t he
system ansl sdiist acs’irg‘ilalet@ direet Clhéﬂlol'y &d&stm;&@r BMNC)C%M'( 120

coynent ono teaeRHing, 3| data; Aters DBFTATIoMs PR ﬁ?%%%a?mfa‘sj Wi hed in 10
St andard 783éntdoHingh rmullipl8xeE{MUX)ad38i and oRAM datd rcomtdiel d4rapat bc?r d

t
Pt o Gpnlle b, DATA, FEIRE g, IR RASPTAD,MACLTED, 21|
bel ow, the alsar pr(nadds itheeaddress i input Co1 RAM IO vis MAEXt 1t6r d interface
(59) un gu140 AAROTHEY fufidlich (b TIC WY @cgfaﬁde' aheiﬂtegsigu\#\' ) unit

160 in 0 .1 s' connect to smart car

{) E (%?él a card
reader 170.befwgan dheqsystem ande o smAT, GATdn (e integrated ranchit when the
card i s bei gardysqibh @Gar Smasndard 8D ciﬁnFﬁgure ‘s/TiSmanr ¢ardn180f ace signal s

et een S pliyiiohseoos, osizot toblba' ShH JioRehihEL Ay StRE o,
card 180 ar smape@iakd einterfac8Oirst THOa1007 formats /Asomfumicatiens detweent card
180 is cpyplifd {Ridfiahd" Snafl Tatd 186hdcortlifs ' (¥ & "FAtfcila? "Snare
card communications protocol. For example, TIC 100 provides a.
full type T=0 asynchronous half duplex character transmission -
protocol as defined-in ISO Standard 7816-3 §85 through 8. Each
transmission to or from the smart card comprises one or more
20 characters. A character ‘comprises a start’ bit, eight data bits, and
" a parity bit. As w111 be descrtbed in ‘more detarl below, the smart
card interface in TIC 100 compnses smart card mterface (SCI) unit
140 and smart card direct memory access 1nterface (DMAI) unit
160 in Figure 1. . :
25  TIC 100 is connected to. smart card 180 via card reader 170
Smart card 180 1s removably mounted m card reader 170 when
the card is being used Card reader 170 connects smart card
mterfac_e signals between SCI unit 140 m TIC 100 and termmals
located on a surface of smart card 180 "‘The mterface srgnals and
30 terminal locations on smart card 180 are spectfied in ISO standard
7816-2. An IC mounted on smart card 180 1s coupled to the
terminals to receive the interface srgnals '
The operation of TIC 100 is controlled by a system controller
external to TIC 100, compnsmg mxcroprocessor (0P)130, and by
35 micro-control (uC) unit 132 internal to TIC 100 Control srgnals
generated by pC 132 control MUX 134 and data control unit 136 to



[}

The operatjon of TIC 100 is controlled by a system controll;&.’g roal to
| C 100, c‘é’ﬂ:ﬁsﬂ‘f‘ﬁg m cr oprocessor ([err])130, and by 35 m'cro-contr ol
[err]) unit 132 internal to TIC 100. Control signals generated by [err]
132 control MJX 134 and data control unit 136 to 5 determ ne the source

of data signals coupled fromTIC 100 tog[err] 130. Possible data sources

I ncl ude RAM 110 and "application" data Such as status information from SCl

140 regar di ngleteranineathss seprethofsdatar signads icoupledideomgdG J0Q da uRBt a,
e.g., snmart Lo is i [ ns efd:tor [err
T30 Vi s dat a oy rop el %&?"%ﬁ%’%&ﬁ%‘?‘?ﬁagfﬂ“ JIb e CARRAEmas [ o' 1]
syst em cont r St suehy asnstatee ipdarpatipRg rmrgﬁeiﬁsofemamadh@i atatis 116.

fCont r FI diat ?dfome:@gliml dardg initeefagBnr tA pplication Q{zftﬁ,C%.' S émlﬁrtt _rcafts}‘VLeJ;( r igz
romflerr . anp p i i :
MUX 152 is5c§§%°?§?ﬁ§e3‘%‘$‘9a%’%ﬁf@§1°3’ﬁ g“l’ogtﬁ%ﬁ%ﬂ’%?t o5k tol@gl"g%t&tqﬁe sour ce
of "out - goi ngontielt unit T64. 10The agentrohiproceduncs. executedpdysithe esystemces of
out - goi Nng appRli ' nnﬂﬂ{; s Sl [ KEQMl ' ude the
Data-In 1 5 %Phﬁrgné\?i a n%@@eamﬁqgoﬂqgﬁggﬁtﬂ%g a oveaﬁedscwri%lbed type
T=0 smart ca hkBni cations protocol, all data transfers between smart
card 180 and the UEitesh Pala ! for! LohRollyg (the SifireBardNinerfaRe. igor

card 160 13 pankiemed” i, BT SEToH B e deblifffionn dafsy aiE
generation. ifcladiveg MUXbSR. s MEXudS2bys [contdolledO byi applicagors novrtralar d
operat i on. 1 81ihd 0, KF SeFSh AR sRireet of ot iosBRz, (681 0 JIE MOt (e
operation isapplisatios dath.[ eOthen Jwssiblesspurssar off out-geing \appliasion om
T bt og i A e SEUER RGOS flGRt 8 PRGIRCATS 100,
Prior to B?’gm&m&g‘% Méﬁsflg ,a?‘ierli‘f‘MLSbrcb-ni tializes control
Under the above-described type T=0 smart card
communications protocol, all data transfers between smart card
180 and the system are initiated by the system controller. For
example, uP 130 sends a command to smart card 180 directing
20 smart card 180 to perform a particular operation such as
decryption key generation. Another command is issued by uP 130
directing smart card 180 to transfer status information, e.g., the
status of the current operation, to the system. When the status
information indicates that the operation is complete and uP 130 is
25 prepared to receive data from smart card 180, pP 130 issues
another ‘command directing smart card 180 to send the results of
the operation, e.g., the decryption key, to TIC 100.
Prior to beginning a transfer, uP 130 initializes control
parameters stored in memory-mapped command registers in SCI
30 140. The command registers are addressed and read or written
by uP 130 via the application address and data buses. SCI 140
also includes memory-mapped status registers for storing data
representing the status of SCI 140. The status registers are
accessed by the system controller in the same manner as the
35 command registers to determine the status of the smart card
interface.

],



paranmeters stored in nenory-mapped command registers in SCI 30 140. The

command regi sters are addressed and read or witten by [errl] t he
appl i catl‘%‘g 9¥}8%ss and data buses. SCI 140 al so incl udesi’%ﬁ%@% %ped

status registers for storing data representing the status of SCI 140. The
status registers are accessed by the systemcontroller in the same manner
as the 35 command registers to determ@e t he status of the smart card
interface. - WD 95134863
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Figure 1 in 6p6@‘”£hd5@Cf-4ﬂl0) dﬁﬂttaadd’atﬁ hraﬁgﬁrebeﬁﬁ é’l’?e
smart card 0 an h& lnt rventlon [err]
gd, ¥ QHﬁrt card 180, SC

et e
130 during SHart rcé‘ﬁg @i!ﬁl ﬁéﬁ §i§p§9 e
140 accept s intereedtiom WAhPlﬂGﬂ dunmgattbe taamefer.tyDumng andransfek oft he dat a

50, ' per 8 REL, ol FRAY SIS, ScrPtlo SHEBRE Ry Bh° KO 3O,

directly trgenérates datparity bltd andralewks theodalaamttmarthm smancard) bet ween

DVAL 160 a“@oﬁﬁer%étg 'scfomo décsgténa anﬂam tge thsfmsn Figure

1, DMVAI 160 1nclu uni t WO ' _count er

regi sters 1@ATEMch QS* a#ftﬂcﬂ!@bl@? the td%adﬁl R Ir ingtGPMAL d66hd 168.
Regi st er 168@& ‘Ean¥Férise dak!tbeand Sffoni R ANIAN 161 orPatad th@ishiissiont he

nor erend & tweaaﬁi\ﬁét%@te” ST 40, confioned By hdaddig by o7 °

witten to Bighalsrart card control 161 al so evaluates the count value to
e whet S ok ey, e 4 eled Gk b AT
control  of unitrk6 lcmpledmttmuwpasountnr megisterst 163r andptbstanths, registers
%ﬁg Zggrégslobhgléd’Eto"‘t\hbepéﬁﬂe{ ‘i'églstél‘ir ?ééeandrﬁé@eckeﬁ?ét& fez 1W 110.
g write counter register that stores a count of the number of bytes
~ of data wrttten to RAM 110. The count in regtster 162 is. .
incremented (or decremented) by smart card ‘control 161 as each
“byte is wntten to RAM. Smart card control 161 also evaluates the
count value to determme when all bytes have been transferred
20 Similarly, register 164 stores a count of the number of bytes of
data read from RAM 110 under control of smart card control 161.
Dunng smart card operatlons, registers 166 and 168 provide write
and read addresses, respectrvely, for RAM 110 The appropriate
address pointer regtster is loaded w1th the mmal address value: at
25 the begmnmg of a smart card transfer and updated, e.g.,
incremented or decremented by smart card control 161 as each
byte is transferred . -
_Figure 2 shows a block dxagram of an embodlment of SCI
140. In Flgure 2 SCI control unit 210 recetves srgnal SC-DETECT -
30 from smart card reader 170 in Flgure 1 mdtcatmg when smart
card 180 is inserted in card reader 170 - Unit 210 responds to
smart card 180 being mserted by generattng an interrupt to uP
- 130. If uP 130 has not already enabled SCI control unit 210, it
will do so at thlS t1me In response, umt 210 enables smart card
35 actlvatton/deacttvatton unit 220 to activate smart card 180.



address pointer register is loaded wth the initial address value at 25
_the begi nniwgesaissa smart card transfer and updated, e.g., |iPCVEMSSG or
Yecrenented, by smart card control 161 as each byte is transferred. Figure
2 shows a bl ock di agram of an enbodi nent of SCI 140. In Figure 2, SCl
control unit 210 receives signal SC- DETECT 30 fromsmart card reader 170 in
Figure 1 indicating when smart card 180 s inserted in card reader 170.

Unit 210 respFnds tOnitn@220 mp@nﬂsgtd)ﬁwig lasﬂslbddegenawmi rsfgredl SC-I
interrupt to e t ontro
uni t 216, it v PCENABLE tppbhduit b 3uRd o8 GBAAY ﬁﬁb"ﬂ%@gbﬁ%@; oot
card 3 5 acti v\éCCorthmbas:tmohxdedmmmaxdzmdteo B0. vafters andelayasufficient

Unit 220 respgpd r n S V@ééﬁgyl\ﬂcgto
enabl e t he ﬁacgn%l?eg%w Wﬁ 1693?? %hﬂggﬁi‘ﬂ PSO Gmtcl uded 1 n card
reader 170. JAftEr SRafk| siﬁﬂq t/%/‘éﬁpé‘ﬁs&?é)tﬂ%i ?)&\@f Qdflied to
smart card 180'receptior?2nodecss tﬁaﬁ ISC M0t canr tecetve aderial pditaoigit (1/ 0

ad of TIC 10Q e c ve se dat a
Prom smart carParsc4Rc TR0 Via SPiR) 310 StnaB3ET1Y, 18 AHERH it 2n)
control s VPP ceomtrals VRPt caﬁﬁ'ol almto‘lﬁ&etoaprdcflweeanst'nﬂe stateoonr otostrghal
SC- VPP- SELECT oIV -] ce
reader 170 conﬁ# Ef §8’0 ss?ﬁegcét\/@gm fze)%ﬁvo t"rg 'n%f)lﬁfd}ce
EPROM pr ogrlaQnﬁl axgore 170 semtrolled, bylsmnair r¥PR-SELEL B supplies
SC- VPP- SELECT g1 Vv | EPRONP f th € R I t hat

Hfg%s PR, ¥l E r6§r$rﬁnﬁ b V@l tU ﬁnhﬁ gard! 180.

di sabl es EP ro amm ng.. Unit 2 cl ock signal
T o oo, S TR oo Shannl S0V RPOSELBAATS C@éepa Tvpliage saureh

smart card. Srtar $etc goltag8OVIPPs ponalsvdloe sthao adis&bleSEEPROM grograhimigigan
Lansner o o3y 533 SpES WG o s IR FOAESCER, i, 200
to 20 receilve cand 180 fand genendtes asignah RE-RESETCto0eset ahessmart cardi
Smart card 180 responds to signal SC-RESET by generating an
"answer-to-reset” data sequence on signal SC-IO as specified in
ISO standard 7816-3 §6.
Smart card data receiver 230 is coupled to I/O pad 260 to
20 receive and buffer serial data input to TIC 100 from smart card
180, such as the answer-to-reset sequence. Receiver 230 includes
a shift register which receives the serial data stream and converts
the serial data into data words suitable for transfer via parallel
data paths within TIC 100 to RAM 110. DMAI 160 and all
25 memory mapped control registers in SCI control unit 210 are
initialized before SCI 140 begins receiving data from smart card
180. Data words produced by receiver 230 are written into RAM
110 via DMAI 160, MUX 118 and data direction control unit 114.
DMAI 160 in Figure 1 is coupled to receiver 230 and generates
30 write addresses for RAM 110 as data is being received. DMAI 160
also maintains a count of the number of words of data received.
When all data has been received from smart card 180, i.e. the
transfer is complete, smart card control unit 210 generates an
interrupt to uP 130.
35 Data transferred from RAM 110 in TIC 100 to smart card
180 is transferred via smart card data transmitter 240, data



180, such as the answer-to-reset sequence. Receiver 230 includes a shift

regi ster which receives the serial data stream and convergﬁéﬂ%@sﬁﬁ al data .

into dat QBYME3yitable for transfer via parallel data p n TIC
100 to RAM 110. DMAI 160 and all 25 nmenory mapped control registers in SCl
control unit 210 are initialized before SCI 140 begins receiving data from
smart card 180. Data words produced b>8 receiver 230 are witten into RAM

110 via DMAI, 16Q, MJX 118 and a tjion.contral ynit 114, DMAI 160 in
Figure 1 isdg&sﬁpedcwrpgdmelrdla“tzsbﬂéﬁﬁ%é&ae% ée__.pﬁcetmmétaa&&ﬁesa@s for
RAMnb 110 ?s S@Iacomroki210. r Eazhy ddta Bh¥d mddfan RAM:! 310sisaleadedt ; fof t he
nunber o S, Ofy.: _received.. - -2 “has; begn.recei ved. from
smart car d%g ai_ ;.}g?ta%%%mfér}ainnsﬁ&_?t i\ﬁgﬁgo__ %t‘gﬁtgsﬁh??gcsjag g%%ﬂe& Sunit 210
gener at es ashiftadeioutpef {IdQ d00] visd/O3pad 260 tpaproducenaf seniald dataom RAM

110 in TI (oF caridid80 mseat LEL AN & ok ahd

t ransni ttgr ygg%h %’?g hal gc.d.il.(réé_ctlib%‘r“l1 E%ﬂ?gg{tép%ﬁ“?lm%&&?gzm?ﬁg .
appl | cat i onl168t i HA8UER 1 Swlich rgensirates, the-addTesses (oF FEAdMRE fdafh RAM 110
is | ﬁa]geddi f:tamallgat%dfc 1 iﬂgahq;tmlaingainsnht cadfix of hthed aumber 'b_heslwagds‘ toer egi ster
is shifte 100 via |/ af- - tovproduce. a. ilal data 5 stream
I n signal s@g#aoq’%f?ﬂ’ aF%rﬁql{"ércgrﬁg %@?COEZ&DW*E&}I?M%;@HFFF Fgﬁ?e 1

* ’

whi ch gener intezruptetadtiP e33@safter albadataghasit been dramsfrredito ‘smartai nt ai ns

a count Pb %Q@lnpg@.er'-_of words ‘of data transferred t.o-:srrarft” card 180.
Control uni Oﬁ.‘gnerat es an interrupt to [err 130 after all data has
been transferred emhadiment coft $GBJ40rshowinnéai Figareo? sppars botbwn in
8=, 2 SumS gyt e Wmrs o e Bhpeg ) ot cence
“above, eac%qtipak?&co fsméggmﬂ’etlﬁg)r%? fard gg?ﬁat i'_%tsf:a,téﬁl?&?‘h‘fevi ated by
15 the syst eacltaransfet eof date, wWiesthér IsifgleAorermulril byod, ihedniistedt byn of
the systgd oW stdin Eaitrser £89 1P ABP" dAﬂgeiﬁnbﬁe &V%'Bﬁgration_ of
the system shown in Figures 1 and 2 according to the type T=0
- protocol is described below. :
When pP 130 determines that a transfer is to occur, control
registers in SCI 140 are initialized by pP 130 as described above.
20 SCI 140 generates a serial data stream comprising control and
message data that is coupled from SCI 140 to smart card 180 via
serial data signal SC-I0. Control data generated by SCI 140
includes a command "header” inserted at the beginning of the data
stream that comprises five successive bytes of data designated:
25 CLA, INS, P1, P2, P3. ‘The valie of CLA (the first byte of the
header) defines an instruction “class”. The INS byte defines the
instruction. P1, P2, and P3 are parameters of which P1 and P2
may be an address and P3 specifies the ‘number of data bytes that
are included in the message portion of the data stream, i.e. the
30 number of bytes of data that follow ‘the header. :
- After the five-byte header is transmitted by SCI 140, smart
card 180 responds with a "procedure” byte as defined in §8.2.2
and Table 9 of ISO standard 7816-3. For example, the value of a
procedure byte designated "acknowledge”, or ACK, is compared to
35 the value of the instruction byte, INS, in SCI 140. If ACK equals
INS or INS+1, -all remaining data bytes are transmitted, thereby



protocol is described below. Wen [err] 130 determ nes that a transfer is
~to occur, WOMNSB4E3 regi sters in SCI 140 are initialized by [Wsﬁz@@“és
Wescribed above. 20 SCI 140 generates a serial data stream conpri sing
control and nessage data that is coupled fromSCl 140 to smart card 180
via seri aI data signal SC-10 Control gta generated by SCI 140 includes a
command "header"” inserted at the beginnfng of the data stream that
conprises fi\progidings smule-byteedrarfsmissordasipgbilityd. PS5 ACK dqials Phe P2,

P, The val ugopfeaPdbekhbindu5F 1N SIS, NGAGCIHe J41 Mg Byeny vt or

"class". The | nes I nStructi on
par anet ers oftfafs éﬁ'eﬂi éhﬁi’ebi |P59V!€$Bn8n Séﬂﬁlrees@t&ndl’wfgb‘éwﬂl eapabiditiunmber

of data byt eEFdrhéithéfQ pecotidpshsfer,t hecamnsnda sqnt 140 eéuﬁisezmta stream
i.e. the 3 nunbg? es of ta t hat, fall ow% header.. er the

five-byte He T‘ﬁ 2R e§CIanfl4(5’°WF § Lo |t ds with a
"procedure" mumbers odebytnsd mnttﬁ: Inéssagd i&bdieflﬂedfbysp}lmmtdarBZ!?ﬁﬂG 3

For, SIETRL e hEchydete Cyfep’ RTCBYA, BV 8o IRASRmBE IBIKEROR L 07,

1f ACK equal dytess SW1 nmd1 S\MZI a:rerra'iansmgttth byby'mast amdt 18Asindicating

thereby "Eh&vbf“&ﬂnﬁﬂr{d"' axae ﬁl\.fsfﬁ:m Ctéﬂﬁmd g{agﬂe Afdfuétyp! s
tPr

the logic conpl enment te IS

transferricp Praeeduse rhsawd sang| W&B?I StapUS For
ei ther type @fxfdrmtséxﬁre cw&aﬂ end'SQr 1iftorpeutt metsbs © lengtier, 8§ bytes

defined by pAPESELE I ef$¢? PRISF 8822 dhen ol | byt [vies Tp fhe'mssage as
transferred, pr oc&ﬁi el 49, talso Spovides parity eprocassingt of diapsfereed datad 180
i o o L A
e.g., rahster drom; gt @ardni80a RCh ifish iehecks “thee parity dof reacko
7816-3 8 2 2b¥%te of data received and, in responmse to a.parity error, generates
an error signal in signal SC-IO in accordance with §8.2 and Figure
8 in ISO 7816-3. Smart card 180 responds to the error signal by
retransmitting the erroneous byte. Figure 3A illustrates a typical
20 signal waveform in signal SC-IO for both an error-free condition
(upper waveform in Figure 3A) and a parity-error condition
(lower waveform in Figure 3A). When transferring data to smart
card 180, SCI 140 generates an appropriate parity bit for each
byte and inserts the parity bits in the serial data stream. If smart
25 card 180 detects a parity error in data from SCI 140, smart card
180 generates an error signal on signal SC-IO as shown in the
lower waveform in Figure 3A. SCI 140 responds to the error
signal by re-transmitting the erroneous byte.
—Single byte data and command transfers occur in a similar
30 manner. For a single byte outgoing transfer (to smart card 180),
SCI 140 receives a data byte from DMAI 160, generates a parity
bit, and transfers the character to the card. For a single byte in-
coming transfer (from the smart card), SCI 140 receives a
character from the card, checks for parity errors, and provides the
35 data byte to DMAI 160. Character repetition is provided in the
case of a transmission error as indicated by generation of an error



ISSO %ggGagsg provides parity processing of transferred data as specified in
1.3. During a nmulti-byte data 15 transfer fr 0tﬁ;ﬁard 180, .
SCl 140 WiQi34863he parity of each byte of data received aﬁ%‘hﬁ?% response to K
a parity error, generates an error signal in signal SC-10in accordance
with 8.2 and Figure 8 in I SO 7816-3. Smart card 180 responds to the error
signal by retransmtting the erroneoqsobyte Figure 3Aillustrates a

typi cal 20 sj wayef orm.in signal n ndi ti
(upper vvaveii’(g:‘j"ﬁi1 WF‘!Y’ﬁuF%ceéﬁ EaFVESD ar Pg %l? BBR%F% flf Sérf%&g?”\%vef olr(r)nn
in Figure 3i) projwmmabies fasr spengflddtmt% dedt and Takde, 6 140 generates
an approprli)g 9§lﬁt%’fb't for each byte and inserts the parity bits in the

serial data stream t 25 card. 180 detéects a arlt errqQr in data
from SCI 140, snér tcommandgdransier heging Wity o‘ﬁ‘esﬁéi tﬂmoﬁostrgﬂsr SC-1 0 as

:r‘g‘r’]"gl ' BySPgeﬂtran;t%é\?trﬁnsfem gﬁgﬁlgﬁrga gAin 36t SEI commﬂd tegistee & ror
transfers oHﬁ]F en“éh%‘hﬁ? ‘gﬂr} sy rtﬁnﬁ% tsra‘%tierge(ét g %ﬁ‘g tglgt S fsmpgr
g t Oaf Inrflr t blcmhé sdﬁ)em %ntidlbelr also vsets atheacamman f pmesmstartsdlagjener ates
Tnf " cont n. AR ndiEHEs iy chE FOEY ??%ésehgﬁ?ﬁi%é’eﬁ%%aﬂﬁgl op.
fromthe caisl thehﬁr&tsbytﬁr ofathe: gommand, errcﬁnfdéﬁ PHEEINElat a byte to
S SN TSR, N o 1g- 808 S amnat o o
devi ce. For eafh bl"&n?feﬁ‘& Comman n}%?aé’rerrﬁ't‘@ ?%‘:hpglyé? ﬂﬁé’&% g gﬂ‘nagg
;sze# 4C(‘;fntb§rg<|§1 x?af&c%tﬁed):‘fgbﬁOm 360 antileP3’ bymsslbﬁrdataghmse vbddn t he
register to%kﬁ?‘i &rhéﬁ t‘g?gﬁlggsﬁgéﬁ%;gﬁ%tgﬁéd CE?& ﬁg}?heomgd
The syst em 1@ r190,e8CII $40sreceivese thermnoppxajeesumbearo fb)etgs
indicatey § Rl 4449 BRY! trlansﬁ'ut%e%cﬂ Odaigl b}fé) torWM@GQntll P3 bytes
have been received. -
In addition to decodmg the ACK and SW1, SW2 procedure
bytes as descnbed above, SCI 140 also decodes "NULL" (no -action)
procedure bytes and determmes from ‘the value of ACK procedure
20 bytes whether the VPP voltage (voltage for programmmg EPROM
in the smart card) is active or idle. ‘The ACK. byte values and the
corresponding state of VPP are shown m ‘Table 9 of ISO ‘standard
7816-3. As described ‘above, the state of- voltage VPP is controlled
by signal -SC-VPP- SELECT generated ‘by. VPP control umt 250 in’
25 Figure 2. Srgnal SC-VPP-Select is generated m response to the
information ‘decoded from the ACK byte. =
Only a portlon of the data recerved from smart card 180 is
| stored in RAM 110. SCI 140 "filters" the data’ stream from smart
card 180 to remove control mformatton ‘'such ‘as certam procedure
30 bytes. In partlcular, ACK and NULL procedure bytes control the
data transfer while the' transfer is occurring. Thése procedure
bytes are not needed after the transfer is complete. SW1 and
SW2 procedure bytes are analyzed after a transfer is complete to
determine the status at the end of the transfer, e.g., whether the
35 transfer was completed successfully. Thus, SW1 and SW2




is the first byte of the conmand header. For an out - goi ng ;ﬁ_g)/%;sz%g{ er
d.es fromWMO25Bdes3t 0 snart card 180, SCI 140 transnits each

fcomuand header and each byte of data as each byte is received from DVAI 160
until P3 bytes of data have been transferred. For an in-comng transfer,
l.e. fromsmart card 180 to TIC 100, S I 140 receives the appropriate

nunmber of bytes from1 5 the card and sm t ch data byte to DVAI 160
until P3 byt SXAGEGEIS JBHes cavei § 3 h“aééi éllna Bf%dﬁlthgth%énm%g&nd SWL,

SW2 procedur eddrat Bor d‘urnﬁescnndiysisabyng SGIO 140 al so decodes "NULL" (no
action) procedure e S h e rocedure 20
byt es whet her the %%?ﬂ%@??&%ﬁ@ﬁ B&ﬁfmﬁ‘ §P’a$ﬁﬁ ég’EP MO%Y%e snart
card) is actiurnenessaiye comirel Aoyelsyise 1lluatram andFigurec 3B.esfbeduppest at e
of VPP are s tgn 7 d a

the state of édn” O-E.Vglig'i“% 9'ontérégll‘fé’ 4 19a1 Qfﬁﬁét{ﬁnsﬁ%&r&ﬂgﬁe?g ed by
VPP control ul8Q thas includes; proce reshgﬁ%f-l 19@1‘§PPT33§ ewith; §1ﬂg§%nbytﬁsed in
response to t{Re i lowdrpor@on d6f FEigeré rIB il'I‘@stﬁC%stiee dat¥| stréam Ofdongn Of

the data received fro ard "18Q t 140
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Euch as cert gprodacecadfilteréd dmaest;'edm peatt is witored ACKRAM TWOL pr_(l)_cedure
tes conty n

p?/ocedure ytlefs&grdg a?wegeé %aw G§Wel tran%?rlagécgeﬁrﬁpwédnﬂ'og\'/\l&gnd SW

procedur e byt@&aasﬁ'canmh}/)zet(heaffﬂ&rlagt09:\@%011| s corrpl ete to- deternine the

status at the end Wq&h%ﬁr&&%‘c tesagl;?v\gﬂ@esw zi {p’rﬁ@étfh?f

conpl et ed su3§:essful es _are st ed in

pr.oce
RAM 110 al ond*&%& tbefvﬁe“#ﬂ% dﬁt 60 and e $M} 10eran 130. The
filtering openterrapt der generacedfosCLP1430L 0 ﬂ‘heosyswnnecmﬁsﬂwr aesponds

Dy es o i 5 bl e AR gt PRANCAY, Al et ot
i nt er spersed uhet datintas gqeired. During the mterval between the beginning
of a data transfer (SCI 140 command registers being initialized)
and the end of the data transfer (interrupt flag being generated),
all communications between the system and the smart card occur
20 without intervention by the system controller.

In addition to improving the availability of the system
controller, SCI 140 and DMAI 160 also provide the above-
described "filtering” feature. Unlike known direct memory access
features, the filtering operation provided by SCI 140 improves

25 both the efficiency with which data is stored in RAM 110 and the
integrity- of stored data. As described above, the filtering
operation eliminates unnecessary data bytes, such as control data,
from the data stream. Thus, the quantity of smart card data that
must-be stored in RAM 110 is reduced. The integrity of smart

30 card data that is stored in RAM 110 is improved by the above-
described parity processing feature for detecting errors and by
the data byte retransmission feature for eliminating errors.




The lower portion of Figure 3B illustrates the data streamfromsmart card
180 after processing by SCI 140 and DVAI 160 to produce a E#'ﬂgﬁb@&i ata - ,
stream.t (Y@ 95/34863 ored i n RAM 110. 10 Procedure bytes ot he® and SW2 ¢
are removed fromthe data streamby the filtering operation \’W‘Cﬂ——t—he data
bytes and the SW and SW2 procedure bytes have been transfexred

160
and into SRAM 110, an interrupt is ggngrated for ﬁlmuml‘\ml tem
controller responds 15 to the inter r:ﬁ%etn ev 110 and
processing the data as required. Duri interval between the begi nni ng
of a data transfer (SCI 140 command registers being initialized) and the

end of the data trans | :
comuni cations b t‘weeﬁeﬂ\él rsﬁ’??é#ﬁéﬁ @%@pgkggfgmﬁh?cur go Wi t hout
i ntervention by ahexgnaétpmqeemgoldlemce I(A0QY ofari- progessing raf iingut he

avai | abi | i téeé{ gg%éy?ﬁ?m cont roI ler,” QG ‘140 and DWVAI. 160 al so provide
t he above- cri teri H; ature nI i-ke, Jmown di rect penory access
rI 6 ®'

features, the fi @ &irshgonteal SNl ProcesSIBE 1ot h t he
~efficiency \aewce'vfd{rlot)) %aconuollmgca lsigmwptoaessmigtopemnbagoft;mdf st or ed

data. As descri above e f|| g oOperation-elimnates unnecessary '
dat a bytes, égﬁaﬁ IO ‘&“éﬁl‘l& %‘Q‘Fﬁ ﬁ?@ﬁwthe data _stream Thus, the quantity
of smart card dataamd:mbryn@ll{l)eceupleddtonsa}dl\/snglﬂllpl'om&m@:l dewiee i nt egrity
of smart t otrn‘?é a5t d in RAM 110'is inproved by the above-
descri bed@al?apg ﬂ’? gtsm 2l‘iefsttdgl;dz 1 or ci @il ng errors d by the data
byte retransm ssmnnm@afaneedpmcqmo A0 ain 53 rigr said sigpabprogessing

Signal. pr OCqR¥iew ﬁmarasweoﬁ nngl dang: be%Weﬂnaade&ﬂémyngl 103viand @100)
for processi n I nput

coupled to Gng ‘b?lﬁrog?roélﬁ S Hb\ﬂ"cé“(%%edf S}Srtcggtgﬁgﬂtlpﬁran( |0)gnal
processi ng aed af180) efa Sailsdigmlgpath pwithirsssaid signak eprotessing device
15 (100) and exclusrve of said first controller, o
said 1nterface device (140) performmg a flltenng operatron
on said data coupled between said memory (110) and said second

controller.

20 2. The srgnal processmg apparatus of clatm 1 wherein
said filtering operation compnses mserttng a first data component
into said data coupled to said second controller and removing a
second data component from sa1d data coupled to said memory

(110);
25 said first . data component compnsmg first control
information for controllxng the operatlon of said second controller,

and
- said second data component compnsmg second control
information for controlhng ‘the operatlon of said interface -device
30 (140). '



a nenory (110) coupled to sai d Si gnal processi ng device 1 %

stor'l ng dW@ 9534863 an i nt erfacmﬁmwﬂﬂuﬂmmml uded in sai Rt
%orocessi ng device (100) for c en said nenory (110) and a
second controller included in an f ntegrated Circuit (I® in an IC card
(180) via a signal path within said s* nal processing device 1 5 (100) and
exclusive of said first_controller; sa interface deV| ce (140}‘ perform ng
a filtering operat3-on J:h%aﬁlﬂn%ﬂli%m&damf%@n actriferbryhemein) and

sai d second Gai rfiltefing dperation compritbe Shétkdhg pgﬁﬁ 8P SN GafdP@4rat us of
claim 1 wherei.n sald I eri ngﬂ?i{)eratlﬁn co iSesS insertin a first data

conponent | ntt518& geeeh 4Rt SHO SREIREY ¢ ing a
second dat a chynrsalrianllnténfam devide det40)¢c cand einisentirsgni @l parinyr ydagd 10); 25

ggln?r];: Ir;Stng %ﬁ%@?ﬂggaﬁosal d s%f%ﬁ%ﬁ@rﬁ U(glrSAlafg{sal &prsté]:%%d Yat a

conponent corﬁﬂtd ssae@nde condral dlgnrol infornmation for controlli ng the
operation of said interface device 30 (140). 13 3. The si gnal
processing apparatus of claim 1 wherein said filtering operation conprises
checking parity of said data being coupled fromsaid second controller to
said nenory (110) by said interface device (140), and inserting a parity
data 5 conmponent in said data being coupled fromsaid nenory (110) to said
second controller.




