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METHOD AND APPARATUS FOR PROTECTING
THE LEGITIMACY OF AN ARTICLE

FIELD OF THE INVENTION

The present invention relates to systems for protecting the legitimacy of an article and
in particular to systems for verifying the authenticity of an electronic document or

article against forgery.
BACKGROUND

Verifying the authenticity of a document or article is a well-known problem that is
made increasingly more difficult with the widespread use of sophisticated
reproduction technologies. This is particularly the case in relation to digital media.
Sophisticated reproduction systems are readily available. Even home computer
systems are capable of performing reproduction functions that until not vety long ago
were only capable of being performed by large institutions, such as government
agencies and large corporations, due to the resources that were required. Thus,
technology capable of facilitating the counterfeiting or misuse of documents is
widespread. Consequently, attempts have been made to provide methods and systems
for verifying the authenticity of documents and articles such as identification cards

against forgery or fraud.

United States Patent No. 5,719,937 describes a system and method for verifying the
legitimacy of a product against forgery. A pattern of overlying individual fibres is
embedded in a transparent base material, so that the fibres form differing geometrical
configurations. The fibres are capable of being optically scanned through a surface of
the transparent base material. Subsequently, an inspector may scan the product and
compare the obtained data with the stored data in an attempt to verify the authenticity
of the product.

However, the security of the method disclosed in U.S. Patent No. 5,719,937 is heavily
dependent on the different geometrical configurations of the particular fibres. If the
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configurations are too simple, security cannot be guaranteed. On the other hand, if

the configurations are too complex, the costs of the system increase significantly.

United States Patent No. 5,742,685 discloses a method for verifying an identification

card and recording a verificatibn of the same. An image of a person whom the

identification card is to identify is scanned to pfodﬁée a digital signal associated with
a text message. They are compressed, encrypted, and tl}ep coded as a two-
dimensional barcode. The ba;'codc is then printed on the back of the identification
card. To verify the validity of the card, the_b#rcode is scanned, decoded, decrypted,
expanded and displayed. To perform verification, the resulting displayed image and
text are compared with the corresponding information printed on the card.

~ While the method of US Patent No. 5,742,685 utilises a cryptographic connection

- between the printed image and the text on the' one hand and the printed barcode on the

 other, there are several disadvantages of this method, réléting to the practicability and

. complexity of the method. One such difﬁéulty is how to compress an entire image to
15

. maintaining image quality. - Significant compression can cause a significant

a size that satisfies the requirements of encryption and barcode encoding, while

o degradation in the capacity to the recovered image with the original image. A further
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disadvantage is that a separate encryption/decryption key is required

There is therefore a need for an improved technique of verifying the authenticity of an

article, especially an electronic document. '

SUMMARY

“In accordance with a first aspect of the invention, a mcth_od of embedding linked
~ watermarks in an article requiring protection against forgery is disclosed. The method

includes the steps of: extracting information from a first portion of the article;
encrypting the extracted information from the first portion; generating a watermark
using the encrypted information; rendering the watermark to a second partion of the
article; and repeating fhg extracting, encrypting, generating and rendering steps with
another portion of the article until all relevant information of the article has been
processed and a cryptogré.phic link is formed thereby.
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Preferably, the wateﬁﬁark is generated based on 2 sele(":fed" watermark generating
mechanism dependent upon the encrypted information. Further, each of the
watermarks can be generated based on different watermark generation mechanism.
Still more preferably, seeds for generating a watermark can be obtained from only one
portion of the article or several selected portions of the article.

Preferably, the information is extracted directly from text and/or from one or more
invariant features of an image. The image can depict biometric data of a person
associated with the article.

Preferably, the article is an electronic document. It can also be a printed document.

In accordance with a second aspect of the invention, there is disclosed an apparatus
for embedding linked watermarks in an article requiring protection against forgery.
The apparatus includes: a device for extracting information from a first portion of the
article; a device for encrypting the extracted information from the first portion; a
device for generating a watermartk using the encrypted information; a device for
rendering the watermark to a second portion of the article; and a device for controlling
repeated operation of the extracting, encrypting, generating and rendering devices
with another portion of the article until all relevant information of the article has been

processed and a cryptographic link is formed thereby.

In accordance with a third aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for embedding linked watermarks in an article requiring protection
against forgery, the computer program product including: a module for extracting
information from a first portion of the article; a module for encrypting the extracted
information from the first portion; a module for generating a watermark using the
encrypted information; a module for rendering the watermark to a second portion of
the article; and a module for controlling repeated operation of the extracting,
encrypting, generating and rendering modules with another portion of the article until
all relevant information of the article has been processed and a cryptographic link is
formed thereby.
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In accordance with a fourth aspect of the invention, there is disclosed an article
requiring protection against forgery or fraud. The article includes: two or more
portions for containing information, the information including text, biometric data, or
both; two or more watermarks, each watermark printed in a respective one of the
portions and being dependent upon information in a different portion, whereby a

cryptographic link is formed between the two or more portions.
Prefcrably, the article is an electronic document. It can also be a printed document.

In accordance with & fifth aspect of the invention, there is disclosed an article
requiring protection against forgery or frand. The article is formed by the steps of:
extracting information from a first portion of the article, the article having two or
more portions for containing information, the information including text, biometric
data, or both; encrypting the extracted information from the first portion; generating a
watermark using the encrypted information; rendering the watermark to a second
portion of the atticle; and repeating the extracting, encrypting, generating and
rendering steps with another portion of the article until all relevant information of the
article has been processed so that two or more watermarks are formed, each
watermark being rendered in a respective one of the portions and being dependent
upon information extracted from a different portion, whéreby a cryptographic link is -

formed between the two or more portions.

~ In accordance with a sixth aspect of the invention, there is disclosed a method of

forming an article requiring protection against forgery. The method includes the steps
of: generating an invisible watermark dependent upon information contained in the
article; and rendering the watermark within an official seal placed on the article, the

official seal being a securely controlled item of an authonty

Preferably, the article is an electronic document. It can also be a printed document.

Preferably, the method includes the steps of: extracting information from a portion of

the article; and enérypting the extracted infonnation. The information can be

extracted directly from text, or from one or more invariant features of an image. The

image can depict biometric data of a person associated with the article.
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In accordance with a seventh aspect of the invention, there is disclosed an apparatus
for forming an article requiring protection against forgery. The apparatus includes: a
device for generating an invisible watermark dependent upon information contained
in the article; and a device for rendering the watermark within an official seal placed

on the article, the official seal being a securely controlled item of an authority.

In accordance with an eighth aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for forming an article requiring protection against forgery. The
computer program product includes: a module for generating an invisible watermark
dependent upon information contained in the article; and a module for rendering the
watermark within an official seal placed on the article, the official seal being a

securely controlled item of an authority.

In accordance with a ninth aspect of the invention, there is disclosed an article
requiring protection against forgery or fraud. The article includes: a portion
containing information, the information including text, biometric data, or both; an
official seal placed on the article, the official seal being a securely controlled item of
an authority; and an invisible watermark dependent upon the information and being
rendered within the official seal.

Preferably, the article is an electronic document. It can also be a printed document,

In accordance with a tenth aspect of the invention, there is disclosed an article
requiring protection against forgery or fraud. The article is formed by the steps of:
generating an invisible watermark dependent upon information contained in the
article, the information including text, biometric data, or both; and rendering the
watermark within an official seal placed on the article, the official seal being a

securely controlled item of an authority.

In accordance with an eleventh aspect of the invention, there is disclosed a method of
verifying the legitimacy of an article against forgery. The method includes the steps
of. inputting the article as two or more portions; extracting at least one watermark

from each portion; determining a watermark from information in each portion;
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comparing the extracted watermark from one portion with the determined watermark
from a different portion to determine if a corresponding cryptographic link is found;
and repeating the comparing step until all portions of the article have been processed,
the article being verified as a legitimate article if all cryptographic links are found

between the two or more portions.

~ Preferably, the method includes the steps of: scanning the product; and dividing the

. scanned product into two or more portions. It can also include the step of scanning

information from a portion of the product to reconstruct a seed to a generated
watermatk using a cryptographic technique carried out in a process of embedding a
watermark in the portion. More preferably, the method includes the step of:

extracting an invariant feature from the scanned information to reconstruct the seed.

- The extracted, invariant feature can include biometric data.

Preferably, the method also includes the step of décrypting the scanned information to
reconstruct the seed. Optlonally, a cryptographlc link can be a self-circle, that is
referring back toitself. -

" In accordance with a twelﬂh aspect of the invention, there is disclosed an apparatus

_ for verifying the legmmacy of an article against forgery The apparatus includes: a

device for inputting the article as two or more portions; a device for extracting at least
one Watermark from each portion; a device for determining a watermark from
information in each portion; a device for comparing the extracted watermark from one
portion with the determined watermark from a different portion to determine if a |
corresponding cryptographic link is found; and a device for repeating the comparing
step until all portions of the article have been processed, the article being verified as a
legitimate article if all cryptographic links are found between the two or more
portions. ' |

In accordance with a thirteenth aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for verifying the legitimacy of an article against forgery. The

computer program product includes: a module for inputting the article as two or more
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portions; a module for extracting at least one watermark from éach portion; a module
for determining a watermark from information in each portion; a module for
comparing the extracted watermark from one portion with the determined watermark
from a different portion to determine if a corresponding cryptographic link is found;
and a module for repeating the comparing step until all portions of the article have
been processed, the article being verified as a legitimate article if all cryptographic
links are found between the two or more portions.

In accordance with a fourteenth aspect of the invention, there is disclosed a method of
verifying the legitimacy of an article against forgery. The method includes the steps
of: extracting at least one invisible watermark from an official seal, the official seat
being a securely controlled item of an authority; and comparing the extracted
watermark with verification information to determined if the extracted watermark

matches the verification information indicating that the article is legitimate.
Preferably, the verification information is information identifying the authority.

Preferably, the method includes the step of generating a watermark dependent upon
information forming part of the article to provide the verification information. The

information forming part of the article can be biometrics data.
Preferably, the method includes the step of decrypting the watermark.

In accordance with a fifteenth aspect of the invention, there is disclosed an apparatus
for verifying the legitimacy of an article against forgery. The apparatus includes: a
device for extracting at least one invisible watermark from an official seal, the official
seal being a securely controlled item of an authority; and a device for comparing the
extracted watermark with verification information to determined if the extracted
watermark matches the verification information indicating that the article is
legitimate.

In accordance with a sixteenth aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for verifying the legitimacy of an article against forgery. The
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computer program product includes: a module for extracting at least one invisible
watermark from an official seal, the official seal being a securely controlled item of
an authority; and a quule for c.oxripariqg the extracted watermark with veriﬁcati;n
information to determined if the ¢xtrabt_ed _&vz_ttcunark matches the verification
information indicating that the axﬁcle is legitimatg.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invcntion' are described hereinafter with reference to the -

drawings, in which:

Fig.lisa block diagram illustré_ting an article according to the first embodiment of
the invention; |
Fig.2isa symbolic.:. diagram depic_tir_xg the fqnné.tioﬁ ofa cryptographic watermark
link in accordance with the first emquiment; |

Fig. 3 is a flow diagram illustrating a2 method .of forming and embedding watermarks
in accordance with the first emb'odiment;

Fig. 4 is a flow diagram illustrating a method of authentication in accordance with the
first embodiment;

Fig. 5 is a flow diagram illustrating a typical method of extracting invariant biometric
features, which may be practised in the methods of Figs. 3 and 4;

Fig. 6 is a flow diagram illusn'aﬁng é typical method of generating a watermark,
which may be practised in the méth_ods of Figs. 3 and 4; and

Fig. 7 is a block diagram illustrating an article according to the second embodiment of
the embodiment.
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"DETAILED DESCRIPTION

A method, apparatus, and computer program product for verifying the authenticity of

“an electronic document or article are disclosed. Further, an improved electronic

document is disclosed. In the following description of several embodiments,
numerous specific details such as particular watermarking techniques are described in
order to provide a more thorough description of those émbodiments. It will be
apparent, however, to one skilled in the art that the present invention may be practised
without those specific details. In other instances, well-known features such as
particular biometrics data, for example, have not been described in detail so as not to

obscure the invention.

In broad terms, the embodiments of the invention provide a system for verifying the
legitimacy of an electronic product against forgery or fraud. The embodiments of the
invention can be used to verify the authenticity of articles formed from electronic
data, including identification cards and other security related items. Other types of
products that can be protected include passports, credit cards, personal identification
cards, banknotes, checks or negotiable instruments, certificates, security forms, lottety
tickets, and the like. Generally, the embodiments of the invention can be used in any

electronic or physical documents relating to security.

In one embodiment, a watermark dependent upon the source electronic product is
embedded in an electronic seal or stamp, which is incorporated in or embedded on the
electronic product. This electronic “seal” or “stamp” is a controlled marking
establishing the authority of the person verifying the electronic product’s authenticity.
For example, a notary public could embed their official electronic seal on an |
electronic document. The official seal is itself preferably visible. To ensure that
tampering of the electronic document can be detected after the document is certified
or endorsed with the stamp, an invisible watermark containing information about the
authority. Alternatively, the invisible watermark can be dependent upon a portion of,
portions of, or the entire document is embedded in the stamp. Thus, the authenticity
of the document can be verified. In the latter case, subsequent changes to the
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document can be detected since the watermark in the seal will not match a watermark

that is generated dependent upon the modified data.

In another embodiment, relevant informﬁti_pn_ in portions of an electronic product are
linked to other respective portions of the documelit in a cryptographic way based on
invisible or visible watenna;ks. _That is, il__l_fqhnation in a first portion of an electronic
document, for example, is _emb_eddcd as an invisible watermark in a second portion of

the document. Information in the second portion is embedded as a watermark in a

_third portion. Likewise, in_fc_)_rmation in the third portion can be embedded as a

watermark in the first portion. N_urhe,rous other combinations.and arrangements are

possible.

Preferably, the product has a unique feature _representation of a biometric
characteristic of its owner (é.g. a facial image) printed on a first portion of the
product.- Using a facial recognition method, invariant features can be extracted from

the first representation to form the second representation of biometric characteristics

of the owner. The second representation is coded and encrypted as input for the first

- . watermark generator. The first watermark generated (the third representation of a

20
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biometric characteristic of the owner) is printed onto a second portion of the product.

The second portioﬁ of the product may have also a first unique feature representation
of another biometric .gharacteristic of the owner, such as a picture of the person’s
fingerprint pﬁnted on the second portion. Using a fingerprint recognition method,
invariant featufes .can be extracted from the aboire first representation (i.e. fingerprint
picfure) to form the second tepfescntation of the biometric characteristic of the owner.
The second répresentaﬁon is thén coded gmd encrypted as input of a second
watermark generatoi. The sec_:_ond _w_atennark g_enefated (the third representation of a
biometric charactéﬁs_tic of the owner) is printed onto a tbird portion of the product.
This process _cah be repeated any number of tifx_nes in a similar fashion for other
portions of the préduct. This process continues until a coded and encrypted
representation from the last portion is printed on the first portion of the product.
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A cryptographic link is thereby formed. The security of the product’s authentication
is increased not only by verifying it through traditional authentication means, but also
by verifying the correctness of the formed cryptographic link. Preferably, the
cryptographic link can be implemented in a self-circle way. That is, unique
information is extracted from a portion, and a corresponding watermark is formed and
embedded into the same portion to protect the portion from alteration.

Again, the first representation of biometric characteristic can be an image of the
persons’ face or fingerprint. The second representation can be invariant extracted
features of the first representation. The third representation is a watermark generated

from the second representation.

Optionally, other information related to the product owner’s identity, including the
person’s ID number, birth date, birthplace, and the like, is appended to the source of
the representation at a different representation level. Still further information can be
used related to whole operation, such as the embedding time and the embedding
place, can be appended to the source of the representation in different portions of the
product. Optionally, the verification can be done at different levels based on different

requirements of particular applications.
First Embodiment

Fig. 1 is a block diagram depicting an article 100 containing security information in
accordance with a first embodiment of the invention. The depicted exemplary article
100 is a passport. However, the article can be any of numerous products requiting
protection against forgery, including a credit card, a bank note, a lottery ticket, a legal
document, a driver’s license, a birth certificate, etc. Forming linked cryptographic
watermarks in several portions of the article increases the verifiable authenticity of the
article 100 requiring protection against forgery or any other unauthorised

modification.

The depicted passport 100 of Fig. 1 includes three regions, areas or portions 102, 120
and 140. For example, the portion 102 of the passport 100 is the cover of a passport,
which normally is a separate sheet. The other portions 120 and 140 of the article or
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product 100 can be separate or overlapping parts of the same sheet, which is different
from that of portion 102. Numerous othcr:possibilities_ can be envisaged and will be
readily apparent to those skilled in the art in view of the disclosure provided herein.
In Fig. 1, the portions 120 and 140 do not ové_rlap. '

The first portion 102 of the passport 100 is marked wnth information 104 that can be
used to watcrmark one or more other portions 120 and 140 of the article 100. The
information 104 includes a first identification portion 106 and the name of the country

or state 108 for which the passport is issued.

The Second portioh 120 of the paésport 100 contains a person’s' photograph or other
depictioh of their likeness 122, various pieces of da_ta' 124 about the passport and the

person, and another identification portion 126. The Val__'ious pieces of data 124 are

tjpically associated with ihe-pefson and include in _this example the passport number, .

the name of the person, and both the pllace' and date of issue of the passport.

The third portion of thé passﬁon 100 contéins biometric data 142 such as the person’s

fingerprint, personal paruculars 144 anda third 1dcmlﬁcat10n portion 146. The
personal particulars in this examp]e mclude the person’s age, blood group, and height.

In the article 100, one or more messages or pieces of information that are likely to be
included in the article 100 (e.g. the passport) can be utilised to generate the linked
watermarks or cryptographic Iink. Watermarking links formed in this manner
significantly increase the secun'ty' of the article or product 100 against undetected
forgery. At the same ﬁme, the conventional means employed in the article 100

against forgery can be retained.

In the first portion 102 of the passport 100, the message to be extracted can be the
“Name of Country” 108. The extracted message is encrypted The encrypted
message is then used to generate a first watermark based on the first selected
watermark generating mechanism. In turn, the first watermark is printed or otherwise
reproduced in at least the second portion 120. An arrow 160 extending from the first
portion 102 to the second portions 120 of the passport 100 generally depicts this

method in accordance with the first embodiment.
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In the second portion 120 of the passport 100, the photograph or depiction 122 of the

. person can be used as information to generate a watermark for the third or first

portions 140, 102, For example, a biometrics recognition engine can be used with the
person’s face contained in the image 122 to extract one or more invariant features of
the person. One of the invariant features alone, or several invariant features
combined, can be encrypted (for example, by hashing). The encrypted message is
used to generate the second watermark based on a second selected watermark
generating mechanism. The second generated watermark is rendered or printed onto
the third pottion 140 of the passport 100, where the person’s fingerprint picture and:
associated messages are located. Another arrow 162 extending from the second

portion 120 to the third portion 140 of the passport 100 generally depicts this process.

In tumn, yet another biometric recognition engine can be used with the fingerprint 142
to extract its invariant features. Again, one of these invariant features alone or several
invariant features combined can be encrypted (for example, by hashing) with the
above messages. The encrypted message is used to generate a third watermark based
on the third selected watermark generating mechanism. The third generated
watermark is printed onto the first portion 102 of the article 100. In this manner, a
cryptographic watermarking link is formed between the various portions 102, 120,
140 of the passport 100.

Fig. 2 provides a symbolic depiction of the method in accordance with the first
embodiment. Various portions of an article requiring protection against forgery or
unauthorised modification are depicted by dashed-line ovals 200, 220, 240 and 260,
each of which is labelled area 1, area 2, area 3, ..., area n. The numbet n may be
dependent on the particular application of the method and can be selected by the user.
Each area 200, 220, 240 is depicted containing a circle 202, 222, 242 representing
extraction of a feature for the area and encryption of the extracted feature. The area
200, 220, 240 also contains another circle 204, 224, 244 depicting printing or
rendering of a watermark from another area. The area 260 is meant to be a general
depiction of another area and therefore its details are not shown. The dashed arrows
extending between the areas 200, 220, 240, 260 indicate the relationship between
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features extracted and encrypted 202, 222, 242 from one area being used to print or
render a watermark 204, 224, 244 of at least one other different area 200, 220, 240,
260, |

With reference to the speczfic example of F'g 1 and the more abstract depiction of
Fig. 2, a process of authenticating an article embedded with linked watermarks
according the first embodiment is explar_ncd. During the authentication process,
portions of the article 100, for example, are scanned and digiﬁsed. Firstly, each
poruon 102, 120, 140 is checked to detect whether or not an embedded watermark is

located in the relevant portion. If an embedded watermark is not detected in one or
‘more of the portions 102, 120, 140 this result indicates that the article is a forgery.

Furthermore, an extracted copy of the watermark detected in a portion under scrutiny

is checked against a correspondmg watermark, which is derived on the fly using a

combined and encrypted message obtained from another relevant portion of the

article. If the watermark rendered in the pomon does not match the on-the-fly
watermatk this indicates that the article is also a forgery The foregoing

_ authentrcatton or verification process is camed out until all portions of the article 100

'are checked. This method of verifying the legmmacy of an article against forgery or

fraud does not affect any conventional or exxstmg secunty features or means used in

the article to protect against forgery.

Fig. 3 is a flow diagram illustrating the method of forming and embedding linked
watermarks in an article in accordance with the first e_mhodiment of the invention.
Processing commences in step 300. In step 302, a “working area” or portion of the
article is selected for processing. For example, the first portion 102 of the passport
100 in Fig. 1 can be selected. In step 304, an encrypted message extracted from the
portion is generated. In particuiar, sub-step 304A extracts a feature from the portion.
Preferably, this involves extracting a biometrics feature. In sub-step 304B, one ore

' more extracted features are selected for encryption and encrypted. One skilled in the

art will appreciate that the sub-steps 304A and 304B can be implemented as separate
steps. In step 306, a watermark is formed or generated using the encrypted message.
While step 306 as depicted in Fig. 3 only indicates that a watermark is formed, it will
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be appreciated from the disclosure herein that one or moté watermark generation
techniques can be employed. Preferably, different watermark generation techniques

are utilised to generate each watermark in different “working areas”. One method of

‘forming a watermark is to produce a noise-like random pattern using the extracted

message and combine the original content and the generated pattern under the
condition that no change in the original document can be readily perceived by the
HVS. An example of such a technique is disclosed by Cox, IJ, Killan, J, Leighton, T

and Shamoon, T, Secure Spread Spectrum Watermarking for Multimedia, Tech. Rep.
95-10, NEC Research Institute. '

In step 308, the generated watermark is rendered or embedded into at least one other
“working area”. For example, the watermark derived from the portion 102 can be
rendered or embedded in the second portion 120 of the article 100. In decision block
310, a check is made to determine if all portions of the article have been processed
(i.e. is processing complete?). If decision block 310, returns false (NO), processing
continues at step 302 and another portion of the article is selected as the “working
area” for processing, Otherwise, if decision block 310 returns true (YES), processing
terminates in step 312, Thus, the embedding method of the first embodiment is
catried out until all working areas have been processed. The method produces a more
secure article that can be better protected against undetected forgery or other

unauthorised modification.

Fig. 4 is a flow diagram of authenticating or verifying an article embedded with
linked watermarks according the first embodiment. Processing commences in step
400. In step 402, a “working area” or portion of the article is selected for processing.
Preferably, steps 404 and 406 on the one hand and steps 410 and 412 on the other are
performed substantially in parallel as indicated graphically in Fig: 4 where the two
groups of steps form parallel branches of operations following step 402, However,
one skilled in the art will appreciate that this need not be the case, and the groups of
steps can be carried out sequentially instead.

In step 410, a watermark is extracted from the “working area” selected in step 402. In
decision block 412, a check is made to verify the watermark obtained in step 410, If
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decision block 412 returns false (NO), _procg3§ing preferably continues at step 420, in
which a waming message is issugd, before pr(jcessing te_nnihates in step 424. Step
420 is indicated with dashed lines to show that the step is optional and different
processing may be implemented or omitted altogether without departing from the
scope and spirit of the invention. Otherwise, if decision block 412 returns true (YES),

processing continues at step 414.

In step 404, one or more features are extracted from another working area, different

from the one selected in step 402. The working area for step 404 is the portion of the

article from which the watermark extracted from the selected working area in step 410
is derived. Preferably, a biometric feature(s) is extracted. In step 406, one extracted
feature or a combination of features cxtracted from the working area of step 404 are

selected and encrypted. Pmcessiﬂg then continues at stép 414.

-Instep414, a corre.létion is c_ziﬁied-.out-betwéen the verified watermark extracted from

the selected working area and the output of step 406. In decision block 416, a check

" is made to determine whether or not the correlation result exceeds a predefined

threshold. ¥f decision bldck- 416 returns false (NO), this indicates that the article is a

forgery. Processing then preferably continues at step 420, and a warning message is

given before processing terminates in step 424. Otherwise, if decision block 416
returns true (YES), brdcesSiﬁg continues at decision bl_dc_k 418. In decision block
418, a check is made to determine if all working areas of the article 100 have been
processed. If decision block 418 returns false (NO), processing continues at step 402
and another remaining working area is selected for processing. Otherwise, if the
decision block 418 returns true (YES), processing preferably continues at optional
step 422. In this manner, the authentication process is carried out until a selected
working area fails or all working areas are processed. In step 422, a message that the
article is authenticated or has “passed” is output. Step 422 is also indicated with
dashed lines to show that the step is optional, and different processing may be
implemented or omitted altogether without departing from the scope and spirit of the
invention. Processing then terminates in step 424.
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Fig. 5 is a flow diagram illustrating an exemplary process .c?xf extracting invariant
biometrics feature, which can be practised with the embodiments of the invention.
Processing commences with the input of biometrics data, such as a person’s facial
image 500 or fingerprint, for example. Other types of biometrics data may be
practised with the embodiments of the invention without departing from the scope and
spirit of the invention. In step 504, the biometrics data (e.g. facial image 500 or
fingerprint 502) is electronically scanned and digitised. Optionally, step 506 may be
carried out if necessary to pre-process the digital data. This can involve filtering, or
enhancing the data content, for example. Other conventional techniques of processing
digital data can be practised without departing from the scope and spirit of the

invention.

In step 508, the digital data (i.c. image) is normalised in both space and intensity
based on predefined rules and Jandmarks. In step 510, one or more features are
extracted from the normalised data. In step 512, recognition processing of the
extracted features is carried out to identify invariant features. Any of a number of
recognition methods can be practised. For some recognition methods, the recognition
base 514 may be required as input to the recognition engine in step 512. For example,
in a facial recognition system, an eigenface technique can be practised. The
eigenfaces (recognition base) are previously produced by training facial samples. The
invariant features can be determined by computing a projection of an input facial
image onto the eigenfaces. As this is optional dependent upon the recognition method
used, it is depicted using dashed lines. Finally, in step 512, the invariant biometrics
features 516 are obtained using the recognition engine. The invariant features 516 can
be output to the watermark generator. Normally, these features 516 have a size of a
few hundred bytes.

Fig. 6 is a flow diagram illustrating a method of generating a watermark, which can
be practised with the embodiments of the invention. Biometrics data or information
600 and other appending information 602 alone or together can be pmﬁded as input
to the procedure. Such information is derived from a portion or working area of an

article 100. In step 604, after the invariant biometric information and/or other
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appending information are obtained, the information is encrypted. Any of a number
of encryption technigues can be practised without departing from the scope and spirit
of the invention. The particular encryption technique is represented as the algorithm
selection 606 that is provided as input to step 604. The encryption technique may be
fixed or selected on the fly dgpenden; on the data to'be encrypted. Exemplary
encryption techniques include secret mapping, hashing, and cryptographic methods
such as those disclosed by Schneier, Bruce,. Applied Cryptography: Protocols,
Alpgorithms, and Source Codé'in C, John Wiley & Sons, Inc., 1996. The selection of
different algorithms can be controlled dependent upon particular applications and

security requirement to increase overall security.

In step 608, a random pattem.is generated based on a selected watermark generating

--mechanism 610. The selection can be done so that the random pattern is controlled or

dependent upon the extracted message. Different random number generators can be

chosen to increase overall security.

In steﬁ 612, a final _vg_atennaﬂ_( is fox_'rhed _dqp_en;lént ﬁpon perceptual analysis 614 on
the area to be embedded based on the Human Vision System (HVS). The strength of

the watermark is also controlled by the requirements of the particular application or

system requirements 616 Thus, step 612 adjusts the watérmark generated in step 608

dependent upon the area embedded analysis 614 and system reqmrements 616. For
example by checkmg Dlscrete-Cosme Transform (DCT) or Fast Fourier Transform
(FFT) components within a preselected block size, the co_ntent of the affected area can
be roﬁghly classified. .A stronger or more noticeable watermark can be embedded in

-an area of high texture, and 5_ weaker or less noticeable watermark can be embedded

in a low texture or perhaps blank area.

In step 618, the adjusted watermark is printed output or otherwise embedded in the

assigned portion or workmg area. In this connection, Figs. 1 and 2 illustrate the
relationships between the generation of watermarks using data from one area and the
embedding of the watermark in another area. The encryption used in the first
embodiment is used not only for the purpose of con_cealrhent but also for the purpose

of verification of the article or product 100. As biometric features and
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recognition/extraction techniques are known, those skilled in the art will appreciate
that the selection and encryption of the extracted biometrics information 600 and
other appended messages 602 are helpful to guarantee the security of watermark
generators and the whole system. Meanwhile, the authentication is carried out using
the encrypted selected message and extracted watermark. This is like verifying a
digital signature.

The watermarking process and the corresponding watermark extraction process
according to the first embodiment of the invention can be implemented in hardware or
software form. The functionality of the processes can be implemented as electronic or
software modules, the latter capable of being carried out using a computer. For
example, the embodiment can be implemented as a computer program product. A
computer program for protecting the legitimacy of an article can be stored on a
computer readable medium. Likewise, the computer program can be one for verifying
the legitimacy of an article. In each case, the computer program can be read from the
medium by a computer, which in turn carries out the operations of the computer
program. In yet another embodiment, the method depicted in Fig. 3 can be
implemented as an Application Specific Integrated Circuit (ASIC), for example. The
methods are capable of being implemented in a number of other ways, which will be
apparent to those skilled in the art in view of this disclosure, without departing from
the scope and spirit of the invention.

Also, commercial printers and scanners can be used to practice the embodiments of
the invention and satisfy the requirements of the system. For example, an HP Laser
Jet 5 Printer offers true 600-dpi printing with resolution enhancement technology
(RET), MicroFine toner, and 120 levels of grey of the smooth. A report on image
quality tests of Primascan 5100 Greyscale Scanner, for example, points out that this
scanner can achieve a greyscale range about 200 levels and a resolution about 500
dpi. Equipmcrit of this type is readily available to the public. The foregoing is merely
exemplary of the range of products that can be used to practice the embodiments of

the invention.
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Second Embodiment

Fig. 7 is a block diagram depicting an article 700'cont_aining secarity_ information
according to the second embodiment. The depicted exemplary article 700 is a

~ passport. However, the article can be any of numerous products requiring protection ._..

against forgery, including a credit card, a bank note, a '_lo-ttery ticket, a legal document,

a driver’s license, a birth certificate, etc. Embedding an invisible watermark in an

- official seal increases the v_e_riﬁab_le authenticity of the article 700 requiring protection

against forgery or any other unauthorised modification.

_The passport 700 is depicted as a single sheet, or portion, 702_. It includes an

identification portion 704 and the name of country 708 in a first area 704 indicated by

- a dashed line. It also contams a fac1a1 1mage 710 of the passport holder The “Name

of Country” 708 can be extracted to form a watermark Likewise, this can be done

_ usmg the ldentlﬁcatlon pomon alone or wrth the name of the country. Also, the

person’s picture 710 can be used to form a watermark alone or w1th the other
mformauon i3 the fac1a1 image 710 is used mvauant features of the facral image 710

are extracted usmg any ofa number of techmques well known to those skilled i in the

art. The resultmg extracted message (i.e., the name of the country 708, 1dent1f1catron
pomon 706 and/or mvanant extracted features of i image 710) is encrypted. That isa

dlgested or encrypted message is formed. This can be done using a hash function or
other cryptographie technique. The encrypted message is then used to generate an

invisible watermark.

To verify the passport as being properly issued, an official seal 712 is placed on the
passport sheet 702. The exemplary seal 712 includes a marking indicating its official
nature, the date it is embossed or embedded on the sheet, and the signature of the
signing authorised person. Nurnerous other possibilities for seals exist, rncluding
those of a notary public, justice of the peace, a tax official, and the like. Preferably,
the seal is an electronic one. A dashed-line portion 714 indicates that the watermark
formed from the extracted message is embedded in the seal and is invisible. By
embedding a watermark 714 within an official seal 712, it can be ensured that the

document has been properly averred to or authorised and that its contents have not
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been changed and oﬁly contain the information that the authorising authority
considered. In this manner, a certifiable official seal is provided.

Alternatively, a watermark can be embedded in the seal containing information about
the authority alone or in combination with information described above. The invisible
watermark authenticates and protects the owner of the seal that is applied. Only the
authority has access to an unwatermarked copy of the seal. All other copies of the
sea] available to the public are embedded with an invisible watermark.

As described hereinbefore with reference to the first embodiment, the watermarking
process and the corresponding watermark extraction process according to the second
embodiment of the invention can be implemented in hardware or software form.,

The foregoing embodiments of the invention provide an electronic seal of sorts, by
which an electronic or printed document can be certified as authentic. In particular,
articles providing protection against fraud forgery, and a method, an apparatus and a
computer program product for protecting the legitimacy of an article have been
described. A corresponding method, apparatus and computer program product have
also been disclosed for verifying the legitimacy of an article. While only several
embodiments have been set forth, it shall be apparent to those skilled in the art, in
view of the disclosure herein, that numerous changes and/or modifications can be

made without departing from the scope and spirit of the invention.
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The claims deﬁning the invention are as follows:
1. A method of embedding linked watermarks in an article requiring protection

against forgery, said method including the steps of:_ :
extracting iqfqﬁnation from a ﬁfst portion of said atticle;
encrypting said extracted iﬁfdnnati_on from said first portion;
generating a wétemmk uéing said éncryptgd information; |
rendering séid watc:inark to a second portion of said article; and

repeating the éxtractihg, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been

processed and a cryptographic link is formed thereby.

2. The method accbi‘dihg to claim 1, whe:rei't.i' said watermark is generated

based on a selected wéiermark génér_aﬁng mechan_isin dependent upon said encrypted

information.

3. The method according to claim 2, wherein each of said watermarks is

generated based on different watermark generation mechanism.

4, The iﬁéthod according to claim 3, wherein seeds for generating a
watermark are from only one portion of said article or several selected portions of said
article.

S. The method according to claim 1, wherein said information is
extracted directly from text.
6. The method according to claim 1, wherein said information is

extracted from one or more invariant features of an image.

7. The method according to claim 6, wherein said image depicts

biometric data of a person associated with the article.
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8. The method according to claim 1, wherein said article is an electronic
document.
9. An apparatus for embedding linked watermarks in an article requiring

protection against forgery, said apparatus including:
means for extracting information from a first portion of said article;
means for encrypting said extracted information from said first portion;
means for generating a watermark using said encrypted information;
means for rendering said watermark to a second portion of said article; and

means for repeating the extracting, encrypting, generating and rendering steps
with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby,

10.  The apparatus according to claim 9, wherein said watermark is
generated based on a selected watermark generating mechanism dependent upon said
encrypted information.

11.  The apparatus according to claim 10, wherein each of said watermarks

is generated based on different watermark generation mechanism.

12.  The apparatus according to claim 11, wherein seeds for generating a
water.mark are from only one portion of said article or several selected portions of said
article.

13.  The apparatus according to claim 9, wherein said information is

extracted directly from text.

14.  The apparatus according to claim 9, wherein said information is

extracted from one or more invariant features of an image.

15.  The apparatus according to claim 14, wherein said image depicts
biometric data of a person associated with the article.



Ay

24-

PCT/SG98/00108

16. - The apparatus according to claim 9, wherein said article is an

electronic document.

17. A computer program product having a computer readable medium
having a computer program recorded therein for embedding linked watermarks in an

5 article requiring protection against forgery, said computer program product including:
means for e_xtracting infqnnatio_n from a first pbrtioq of said article;
means for encrypting said ext;acted information from said first portion;
means for generating é watérmark using said encrypted information;
means for rendering said watermark to a second portion of said article; and

10 . means for repeating the extracting, encrypting, generating and rendering steps
with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby.

18. The computer program product according to claim 17, wherein said
 watermark is generated based on a selected watermark generating mechanism

15 dependent upbn said encrypied information.

19.  The computer program product according to claim 18, wherein each of

said watermarks is generated based on different watermark generation mechanism.

20.  The computer program product according to claim 19, wherein seeds
for generating a watermark are from only one portion of said article or several
20  selected portions of said article.

21.  The computer program product according to claim 17, wherein said
information is extracted directly from text.

22.  The computer program product according to claim 17, wherein said

information is extracted from one or more invariant features of an image.
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23.  The computer program product according to claim 22, wherein said
image depicts biometric data of a person associated with the article.

24.  The computer program product according to claim 17, wherein said

article is an electronic document.

5 25.  Anarticle requiring protection against forgery or fraud, said article
including:

two or more portions for containing information, said information including
text, biometric data, or both; and

two or more watermarks, each watermark printed in a respective one of said
10  portions and being dependent upon information in a different portion, whereby a
cryptographic link is formed between said two or more portions.

26.  The article according to claim 25, wherein said article is an electronic

document.

27.  An article requiring protection against forgery or fraud, said article
15 formed by the steps of:

extracting information from a first portion of said article, said article having
two or more portions for containing information, said information including text,
biometric data, or both;

encrypting said extracted information from said first portion;
20 generating a watermark using said encrypted information;
rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been
processed so that two or more watermarks are formed, each watermark being rendered

25 inarespective one of said portions and being dependent upon information extracted
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from a different portion, whereby a cryptographxc link is formed between said two or

more portions.

28. A method of formmg an artxcle requmng protection against forgery,
said method including the steps of

generating an invisible 5wapeqnark depcfndent upon information contained in
said article; and ' " :

rendering said watcrmark wnhm an off1<:1al seal placed on said article, said

officxa] seal being a securely controlled item of an authonty

29.  The method acqording to claimfZS,'whcrein said article is an electronic

document.
30. The method accordmg to clai_n:l.j28, fuuhér including the steps of:
| extraéﬁng infohpéﬁo;l from :é pomonof sa1d artig:ie; and
encrypting said e‘xtractéd 'ini;'onnatiOn; -

31. The method accordmg to c1a1m 30 wherein said mformauon is
extracted dlrectly from text. "

32.  The method a¢§mding to claimg 30, wherein said information is

extracted from one or more invariant features of an image.

33.  The method aqéording to claim 32, wherein said image depicts

biometric data of a person as'sojcia:ted with the article.

34, An apparatus for formmg an artmle requiring protection against

, forgery, said apparatus mcludmg

means for generatmg an mvmble watermark dependent upon mformauon

contained in said article; and
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means for rendering said watermark within an official seal placed on said

article, said official seal being a securely controlled item of an authority.

35.  The apparatus according to claim 34, wherein said article is an

electronic document.
36.  The apparatus according to claim 34, further including:
means for extracting information from a portion of said article; and
means for encrypting said extracted information.

37.  The apparatus according to claim 36, wherein said information is
extracted directly from text.

38.  The apparatus according to claim 36, wherein said information is

extracted from one or more invariant features of an image.

39.  The apparatus according to claim 38, wherein said image depicts

biometric data of a person associated with the article.

40. A computer program product having a computer readable medium
having a computer program recorded therein for forming an article requiring

protection against forgery, said computer program product including:

means for generating an invisible watermark dependent upon information

contained in said article; and

means for rendering said watermark within an official seal placed on said

article, said official seal being a securely controlled item of an authority.

41.  The computer program product according to claim 40, wherein said
article is an electronic document.

42, The computer program product according to claim 40, further
including:
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means for extracting ir_l_formjatipn from;a portion of said article; and
means for encrypting s_aiq extracted infonnation.

43. The computer program product according to claim 42, wherein said
information is extracted dlrectly from text

44, The computer pro gram';';roducg according to claim 42, wherein said

information is extracted from one or more invariant features of an image.

45.  The computer program product according to claim 44, wherein said

image depicts biometric data ofa person assogf:iated with the article.

46.  An article reqliiﬁngr px_'otection :against forgery or fraud, said article
including: . u | '

a portion containing information, said information including text, biometric
data, or both;

an official seal placed on said article, said official seal being a securely

controlled item of an authority; and

an invisible watermark dependent upoﬁ said information and being rendered
within said official seal.

47.  The article according to claim 46, wherein said article is an electronic

document.

48.  An article requiring protection against forgery or fraud, said article
formed by the steps of:

generating an invisible watermark dependent upon information contained in
said article, said information including text, biometric data, or both; -and

rendering said watermark within an official seal placed on said atticle, said

official seal being a securely controlled item of an authority.



I T —

29

49. A method of verifying the legitimacy 6f an article against forgery, said
method including the steps of:

inputting said article as two or more portions;
extracting at least one watermark from each portion;
5 determining a watermark from information in each portion;

comparing said extracted watermark from one portion with said determined
watermark from a different portion to determine if a corresponding cryptographic link

is found; and

repeating said comparing step until all portions of said article have been
10 processed, said article being verified as a legitimate article if all cryptographic links

are found between said two or more portions.
50.  The method according to claim 49, further including the steps of:
scanning said product; and.
dividing said scanned product into two or more portions,
15 51.  The ﬁethod according to claim 50, further including the step of:

scanning information from a portion of said product to reconstruct a seed to a
generated watermark using a cryptographic technique carried out in a process of

embedding a watermark in said portion.
52.  The method according to claim 51, further including the step of:

20 extracting an invariant feature from said scanned information to reconstruct
said seed.

53.  The method according to claim 52, wherein said extracted, invariant
feature includes biometric data.
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54, The method according t0 ¢laim 51, further including the step of:
decrypting said scanned;.i_r'lfo;_m‘_xation to reconstruct said seed. |

55.  The method accdfding to clalm 49, wherein a 'cryptographic linkisa

self-circle.

5 56.  An apparatus for venfymg the legmmacy of an article against forgery,

said apparatus including:
xi;ea_ns for inputting séid 'articg:_le as t\;vo ér more portions;
means for extracting at least =one wa;te_n;lark from each portion;
- means for detenpining a watermark frém infonnatién in each portion;

10 means for comparing said exti‘acted wétermark from one portion with said
- determined watermark from a defcrent port:lon to determine if a corresponding

cryptographic link is found; and

means for repeating said compaﬁng step unil all portions of said article have
been processed, said article being verified as a legitimate article if all cryptographic

15  links are found between said twd or more pottions.
57.  The apparatus aécorcfiiﬂg to clann 56, further including:
fm_eans for scanning sai.ci pfo;iuct; and. |
means for dividing séid scanned prqdubt into two or more portions.
58.  The apparatus a;ééording to claim 57, further including:

20 means for scanning mformatmn froma portion of sa1d product to reconstruct a
seed to a generated watennark using a cryptographic technique camed outina

process of embedding a watennark in said pomon.

59.  The apparatus according to claim 58, further including:
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means for extracting an invariant feature from said scanned information to

reconstruct said seed.

60.  The apparatus according to claim 59, wherein said extracted, invariant
feature includes biometric data.

61.  The apparatus according to claim 58, further includihg:
means for decrypting said scanned information to reconstruct said seed.

62.  The apparatus according to claim 56, wherein a cryptographic link is a

seif-circle,

63. A computer program product having a computer readable mediom
having a computer program recorded therein for verifying the legitimacy of an article
against forgery, said computer program product including:

means for inputting said article as two or more portions;
means for extracting at least one watermark from each portion;
means for determining a watermark from information in each portion;

means for comparing said extracted watermark from one portion with said
determined watermark from a different portion to determine if a corresponding
cryptographic link is found; and

means for repeating said comparing step until all portions of said article have
been processed, said article being verified as a legitimate article if all cryptographic
links are found between said two or more portions.

64.  The computer program product according ¢o claim 63, further
including:

means for scanning said product; and

means for dividing said scanned product into two or more portions.
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65. The computer prograi_n prOdu& according to claim 64, further

including:

means for scanning-inf_drhgtioﬁ from a portion of said product to reconstruct a
seed to a generated watermark using a cryptographic technique carried out in a

process of embedding a watermark in '_said poition.

66.  The computer program product according to claim 65, further
including: B AU

means for extracting an invariant feature from said scanned information to

reconstruct said seed.

67. - The computer program produét according to claim 66, wherein said

extracted, invariant feature includes biometric data.

68. The combuter program product according to claim 65, further

including:
means for decrypting said scanned information to reconstruct said seed.

69. The computer program pfodﬁct according to claim 63, wherein a
cryptographic link is a self-circle. '

70. A method of v‘e.rif)?ing' the legitimacy of an article against forgery, said
method including the steps of: '_ B

extracting at least one invisible watermark from an official seal, said official

seal being a securely controlléd item of an authority; and

comparing said extracted watermark with verification information to
determine if said extracted watermark matches said verification information

indicating that said article is legitimate.

71.  The method accqrding'to claim 70, wherein said verification

information is information identifying said authority.
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72.  The method according to claim 70, further including the step of:

generating a watermark dependent upon information forming part of said

article to provide said verification information.

73.  The method according to claim 72, wherein said information forming

part of said article is biometrics data,
74.  The method according to claim 71, further including the step of:
decrypting said watermark,

75.  An apparatus for verifying the legitimacy of an article against forgery,

said apparatus including:

means for extracting at least one invisible watermark from an official seal,

said official seal being a securely controlled item of an authority; and

means for comparing said extracted watermark with verification information
to determine if said extracted watermark matches said verification information

indicating that said article is legitimate.

76.  The apparatus according to claim 75, wherein said verification

information is information identifying said authority.
77.  The apparatus according to claim 735, further including:

means for generating a watermark dependent upon information forming part of

said article to provide said verification information.

78.  The apparatus according to claim 77, wherein szid information forming

part of said article is biometrics data.
79.  The apparatus according to claim 76, further including :

means for decrypting said watermark.
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80. A computer program prqduc_:; having a computer readable medium
having a computer program mcorded__ therein for verifying the legitimacy of an article
against forgery, said computer prqgl'ém product including:

means for extracting at least one invisible watermark from an official seal,

said official seal being a securely ¢ontrolled item of an-authority; and

means for comparing said extracted watermark with verification information
to determine if said extracted watermark matches said verification information

indicating that said article is legitimate.

81.  The computer program product according to claim 80, wherein said

verification information is information identifying said authority.

82, The computer program product according to claim 80, further
including:

means for generating a watermark dependent upon' information forming part of

said article to provide said verification information.

83.  The computer program product according to claim 82, wherein said
information forming part of said article is biometrics data.

84.  The computer program product according to claim 81, further
including :

means for decrypting said watermark.



