Met hod and System for Securing Agai nst Leakage of Source Code Techni cal
Field [0001] Enbodi nents of the invention relate generally to a nethod and
a systemwonopaaursong agai nst | eakage of source code. Bachgcaousdhoo271
[0002] I nformati on Leakage Detection and Prevention ("ILDP') is an energing
and fast- growing area in the field of information security. The business
drivers to prevent information | eakage have exi sted. However, due to the
limtation of technological options in the past, organizations have been

relying on neasunRshod ahd Systeingdr Skéiilg X8aMSELeallagh of Bo@FcERLdden goi g
digital and the grow ng preval ence of Internet access, the risk of

sensitive corporate information / intellectual assets being | eaked out
poses a problem [0003] One conmon shortcom ng of existing |ILDP solutions is

that they aimto protect every singl \zall l.e information, which |leads to
| engthy and | aborious attenpts to 162 rstand how every enpl oyee uses
potenti al | % sensitive information. Sone |LDP solutions, especjally thgse

with cli &§01k; g Iab%damgntSr%fq@FrI@veﬁwm wlate, ggneralip te @ngmeHgandngtsaﬁtP@t fosn
and configuration. OQher conventional solutions require users to copy
sensi t i veecurihgaganstdeakage efeotrcglcoded | ocations, resulting in interruption
to business users. [0004] I n addition, organizations generally do not know
t he data context and hence are :

Background
[0002] Information Leakage Detection and Prevention (“ILDP”) is an emerging and fast-
growing area in the field of information security. The business drivers to prevent information
'leakage have existed. However, due to the limitation of technological options in the past,
organizations have been relying on measures with limited effectiveness. With information
going digital and the growing prevalence of Internet access, the risk of sensitive corporate
information / intellectual assets being leaked out poses a problem.
[0003] One common shortcoming of existing ILDP solutions is that they aim to protect
every single valuable information, which leads to lengthy and laborious attempts to try to
understand how every employee uses potentially sensitive information. Some ILDP solutions,
especially those with client-side agents, require complex and time-consuming installation and
configuration. Other conventional solutions require users to copy sensitive information to
centralized locations, resulting in interruption to business users.
[0004] In addition, organizations generally do not know the data context and hence are
not able to create the relevant rules. The general approach of the other ILDP solutions makes
this problem worse by requiring the organizations to understand the data context fully.

[0005] Most ILDP solutions do not possess context awareness and implement policies in

a one-sided manner — by looking at the sender or source — without identifying who the
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not able to create the relevant rules. The general approach of the other

| LDP sol utions nakes this problem worse by requiring the organi zations to
under st anslot2om/datsa context fully. [0005] Mbst | LDP sol urcenss2as/o0671 possess
context awareness and i nplenent policies in a one-sided manner - by | ooking
at the sender or source - without identifying who the 1 recipients are.

Thi s f ur fastmients aree [ histfuher exageehates she percertion thatbDEphstryets.qnotedhan pragide
provi de benefits to, business. [0006]In addition, there is no existing |ILDP
sol ut i onbertedits fosbuadmess.t o detect information that is already | eaked out to
the Internet sites. Wth the increased popularity of Web 2.0 applications,

t he speeghoob] spradddiibn thete fsoigmatibiiy NP kolatieR s is Whle Qb dERKEférnidtioN
di scovery of public domain | eakages nore inportant. [0007] Anot her

SO LCOUAP P RS B ol DTSRRI AT LR bl SEAOZ)! o
sensiti ve, Lt oramtgon LhaL L captured by, khe |LLDR systemul 1 he. rads,
discovery of public domain leakages more important.
[0007] Another shortcoming of the existing ILDP solutions is that there is no segregation
of access to collected information from an administrator. This means all sensitive information
that is captured by the ILDP system will be made available to the administrators.

[0008] Therefore, there is a need to provide a new method and system which overcome at

least one of the above-mentioned problems.

Summary

[0009] In an embodiment, there is provided a method of detecting source code in a
message being sent over a digital communication network to secure against unauthorized
leakage of source code. The method includes intercepting the message on a network device,
placing the message into a memory on the network device, and dividing the message in the
memory into one or more segments, wherein each segment includes a predetermined number
of lines of text from the message. For each segment, one or more syntax rules of a
programming language is applied to the segment and a predetermined number of context
lines of text before the segment and/or after the segment, to determine which of the syntax
rules of the programming language are matched in the segment. A determination of whether
the text message includes source code is provided based on the syntax rules that were

matched.



[ 0008] Therefore, there is a need to provide a new nmethod and system whi ch
overcone at |east one of the above-nentioned problenms. Summary [0009]1n an
enbodi meno 20tvaneisos provi ded a nmet hod of detecting source/scads/ober7a
nessage being sent over a digital comrunication network to secure agai nst
unaut hori zed | eakage of source code. The nethod includes intercepting the
message #MW14] netlnoanethee gmbedimsinhca piystanh orsesurang: agains leakagenof yowrge code is
net wor k device, and dividing the nessage in the nenory into one or nore
segment s proMidedeiTheesyatens dgeltedds a neitwokks devige eomieetadi tved metwioek, wherkinnthe of
text fromthe nmessage. For each segnent, one or nore syntax rules of a

progr ammy gk oridBSHEOR dohifigiel itd thtéreeptAené&s the MdtworRaBd 8icRé HeBRrdepiEaer
of context lines of text before the segnment and/or after the segnment, to

determ n gg\rg\r%yﬁ? hn %f 13% gr I tﬂ?@( nétWoﬁé 9\%%&% real?]et eg\g{)ﬁ’("{qu'& isaﬂg}i@lg&in &ﬁreﬁattoc hed

in the s m nation o ext nessage I ncl udes source

code is provided based on the synt Tul e hat were . ched. WO

2010/ 011 FHEFCPRISEI008 1B OB IRESSHED DB LB IRR A SHBSHES 1B ine MiPTiary A, angor
securing agai nst | eakage of source code is provided. The systemincludes a
net wor k H¥¥¢ segmchimn atheradn earhasegmenionkiudeseprefeterrpiacd apmbekollings ©f texs. For
configured to intercept a nessage on the network and store the intercepted
nmessage eachasagerent, ythe metwarknddweer is dafiigoed Ohapphetonerdr mese syntaxs riles bher
configured to detect source code in the nmessage by dividing the text

message pibgrdimiiTefiglakd tethe Regént TBYcthet SEIENPredetéhifined fuB& bfRE¥Rines
i ncl udes a predeterm ned nunber of |lines of text. For each segnent, the

net wor k Qﬂéixfﬁef&% tﬁ9§é§xﬂéi{]‘iﬂd/59aﬁ‘é}%é’s Plo dREnifd Whith Ji4hESyitix Aites of

programm ng | anguage t© tte segnent together wth a predetermnhed nunber of
context Liines of L ext, before the tslg rreni and/ or  after thda 53% nt go
determn emmomgmlghgnwae}{e O &L Iﬁeseﬁfrbeal;’a% Plrg?vf :fn& &Eémé{}a Oﬂaotfc hed
in the segnent, and provide a determ nation of whether the text nessage
i ncl udes Wgs@%@eé@e}énﬁsa%dnelﬂd?wugmﬁ basadean the synigx ralesthat pisge matched.
network device is further configured to take an action to secure agai nst
unaut hor The detvenak algeicefis Jorthas econfigered fto itakej an aetionr 19 securet #gainst woautherizede
i ncl udes source code. Brief Description of the Draw ngs

leakage of source code if it is determined that the message includes source code.

Brief Description of the Drawings

[0011] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis instead
generally being placed upon illustrating the principles of the various embodiments. In the
following description, various embodiments are described with reference to the following
drawings, in which:

[0012] Fig. 1 shows a flowchart of determining whether a message being sent over a
digital communication network includes source code according to an embodiment.

[0013] Fig. 2A shows a message including text to be determined whether there is source

code included therein.



[0011] In the drawi ngs, like reference characters generally refer to the
sane parts throughout the different views. The drawi ngs are not necessarily
to scal e, WOrpHAMiIE0i nst ead general |y bei ng pl aced upon PCILES2EI002F1t he
principles of the various enbodinments. In the follow ng description,

vari ous r descrl ‘Hh ference to the fol |l ow dr awi ngs,
in whi chfdﬁ‘lggl #592% ﬁqu{%c Fetx?osfgla‘g?tér‘r‘h Ai ’Hﬁs%eetaﬁ%‘?rg’g‘gn@s§ﬁge
bei ng sent over a digital connunlcatlon net wor k i ncl udes source code
accor di n@‘npﬁdlg’rﬁ’nb‘?%m%ﬂ‘t‘on [0013] Fig. 2A shows a message including text
to be determ ned whether there is source code included therein. WO
2010/ 011 MWAPLT/ SG20Y8 500027 text GegmérFiagd i@Bosteatdines qf textini dcgordindeewith an
segnents in a nessage according to an embodi ment of the invention.
[ 0015] Fi gmbadinhpyhaidventiorsegnment and its context lines of text in
accordance with an
[0016] Fig. 3 shows a flowchart of determining whether a message includes source code
according to an embodiment.
[0017] Fig. 4 shows a flowchart of determining whether a message includes source code
according to another embodiment.
[0018] Fig. 5 shows a flowchart of determining whether a message includes source code
according to another embodiment.
[0019] Figs. 6A and 6B show a schematic diagram of an embodiment of the network
gateway device.
[0020] Fig. 7 shows a schematic diagram of a system for preventing leakage of sensitive
digital information implemented in a digital communication network.
[0021] Fig. 8 shows a plurality of correlation rules used by the network gateway device
for determining security risks according to an embodiment of the invention.
[0022] Fig. 9 shows a flowchart of process steps for determining the security risk of the
inspected digital communication according to another embodiment of the invention.
[0023] Fig. 10 shows an exemplary piece of source code for illustrating the detailed
process of obtaining unique identifying elements.
[0024] Fig. 11 shows a flowchart of a process for detecting leakage of sensitive source
code on network-accessible sites according to an embodiment.

[0025] Fig. 12 shows an identify relationship graph according to an embodiment of the

invention.



enbodi nent of the invention. [0016]Fig. 3 shows a flowhart of determ ning
whet her a nmessage i ncl udes source code according to an enbodi nent.

[ 0017] Fi gwo4ombmwmoa fl owchart of determ ning whet her aroessags/oveeci udes
source code according to another enbodinment. [0018]Fig. 5 shows a flowchart
of determ ni ng whet her a nessage includes source code according to anot her
embodi mel026] 001g.Fl jshovem Bevicler efiroprosess dorctianing a gpurge afleskedimfeamsdion nent
of the network gateway device. [0020]Fig. 7 shows a schenmatic diagram of a
syst em f ownq byemni orpgnizetikn giterothesiafigmitioe has been leaked on an external network

according to an embodiment.

Detailed Description

[0027] Various embodiments of the invention provide a method and a system for
securing against leakage of source code by detecting source code in a message being sent
over a digital communication network.

[0028] Fig. 1 shows a flowchart of a process for determining whether a message being

sent over a digital communication network includes source code according to an embodiment.
[0029] At 102, the message is intercepted on a network device and is placed into a
memory on the network device.

[0030] At 104, the message in the memory is divided into one or more segments, wherein
each segment includes a predetermined number of lines of text from the message.

[0031] At 106, for each segment, one or more syntax rules of a programming language is
applied to the segment and a predetermined number of context lines of text before the
segment and/or after the segment, to determine which of the syntax rules of the programming
language are matched in the segment.

[0032] At 108, .a determination of whether the text message includes source code is
provided based on the syntax rules that were matched.

[0033]  According to one embodiment of the invention, the message is intercepted on the
network device before being sent out to another device on the digital communication network,
and the message is analysed to determine whether there is source code included therein. The
source code may be sensitive or secure information which needs to be protected. By having

the information of the existence of source code, it may be determined whether the message
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digital information inplenented in a digital conmunication network.

[0021] Fig. 8 shows a plurality of correlation rules used by the network
gat eway dewi2em/diorsodet er mi ni ng security risks accordi ngpte/senommbedi nent of
the invention. [0022]Fig. 9 shows a flowhart of process steps for

accor ci nEPTEERIER SOTEH GRS PGPTTIAu Sh U B AS JARETDT LOiFote an
exenpl ary piece of source code for illustrating the detailed process of
obt ai ni nganbg spgered @grinstf yi ng el ements. [0024] Fig. 11 shows a flowchart of a
process for detecting | eakage of sensitive source code on
net wor k- f003dFsi hi thissdohext, albcmestaggmiag bain tietiosh oEpihin tEAGEDfifdrg dodingiigws an
identify relationship graph according to an enbodi nent of the
such as a MICROSOFT® VISUAL STUDIO® integrated development environment project
file or MICROSOFT® WORD® word processor document, which may contain source code.
The message may be an encoded or encrypted message. Accordingly, the message may be
decoded first before performing the determination of whether the message includes source
code.
[0035] In an embodiment, the message may be divided into one or more segments, each
segment including a predetermined number of lines. A sliding window offset may be used to
cause the starting line of each segment to be varied during multiple passes over the text to
determine whether source code is present. Fig. 2B, below, illustrates dividing the source
code into segments.
[0036] Fig. 2A shows a message 200 including text to be determined whether there is
source code included therein.
[0037]  Fig. 2B shows a plurality of text segments in a message according to an
embodiment of the invention.
[0038] Each segment 210 includes a predetermined number of lines of text from the
message 200. The predetermined number of lines may be represented by a configurable
parameter “segment_size”. In this example, the segment_size is set to be 4.
[0039]  The plurality of text segments 210 is determined by using a sliding window 220 to
slide the message 200 into the plurality of text segments 210. In this example, as the

segment_size is set to be 4, the size of the sliding window 220 may be 4 lines of text, such

that each text segment 210 includes 4 lines of text from the message 200.



I nvention. WD 2010/011180PCT/ SG2008/ 000271 [0026] Fig. 13 shows a flowchart
of a process for tracing a source of |eaked information owed by an
or gani zatwonrrosfdiersot he i nformati on has been | eaked on amrcesGesssaboxiet wor k
according to an enbodi ment. Detail ed Description [0027] Various enbodi nents
of the invention provide a nethod and a system for securing agai nst |eakage
of sour cl00d8le Agcardingde pmembediment. ¥hgB apPlyHEADS OF ROTH SYHEK BUGHOfher a
digital communication network. [0028] Fig. 1 shows a flowchart of a process
f or det eprogrammyingfiatguege v segrEnke theaiontexs efithe segment miiydiettakn memmacountaby on
networ k i ncl udes source code according to an enbodi nent. [0029] At 102, the
message éxaniifiingllinepdLexieferenad whekhe esdngentand is placed into a

[0041] Fig. 2C shows a text segment and its context lines of text in accordance with an

embodiment of the invention.

[0042] In this example, the 4th segment 230 of Fig. 2B is illustrated, which includes 4

lines of text. The context of the segment 230 is referred as the lines of text before the

segment 230 and/or after the segment 230 in the message 200. The context of the segment

230 may include a predetermined number of context lines of text. The predetermined number

of context lines may be represented by a configurable parameter “context size”. In this

example, the context size is set to be 2. According, the context lines of text 240 before and

after the segment 230 are highlighed in Fig. 2C.

[0043] In an embodiment, when applying one or more syntax rules of the programming

language to each segment, the one or more syntax rules are applied to the selected segment

230 together with its context lines of text 240, which may help to increase the accuracy of the

determination of the existence of source code.

[0044]  According to an embodiment, if source code is determined to be included in a text

segment and its context lines, contents of the text segment may be stored in a memory

together with the previous text segments which are determined to include source code. The

total size of source code detected in the original message may be determined based on the

total size of the detected source code in the respective text segments.

[0045] In one embodiment, the application of the one or more syntax rules is repeated for

each segment. The syntax rules are the rules corresponding to the programming language,

which may be a programming language pre-selected by an administrator, e.g. the

administrator of the network device. The pre-selected programming language may be a
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menory on the network device. [0030] At 104, the nessage in the nenory is
divided into one or nore segnents, wherein each segnent includes a

pr edet er mvoediomumizer of |ines of text fromthe nessage. pL@382posAb02106, for
each segnent, one or nore syntax rules of a programm ng | anguage is applied
to the segnent and a predeterm ned nunber of context lines of text before

t he segnpieferzgddanguagé efthe pfminigttaternwhichanaychecofrhigher aeducity svel By msgnt ax

rul es of the programm ng | anguage are matched in the segnment. [0032] At

108, . a dsdlexting agiéferredprogramiming ladmage the coefespoding chntde sulsoOnag de appléedi S
provi ded based on the syntax rules that were matched. [0033] According to

one enbog tHE Hes@be g, thBe8PhtAbratif}@h&BEeAGRatich dfMbRFERBAEH AP p¥é]§elél:?éd"0 rk
devi ce before bei'ng sent out to another device on the digital cCommunication

net wor k, gg gh Is anal ysed to determ ne whether there is source
code incPrgj e gﬁg[@f@%@%he source code may be sensitive or secure

i nformat | whi ch needs to . be protected, By having the informatjon of the
exi st enclotdsl's aeeﬁt?aa@?m‘ihm yeAPPHEFUON AL HREOAGRIMAIF SYBfax Fulesisdereatig
2010/ 011180PCT/ SG2008/ 000271 cont ai ni ng t he source code should be sent out,
so that @meashisegmentdor sakaxgalesiof g plurdity 0 programming leegnagesd mgienwords] 0034]
In this context, the nessage nmay be in the formof plain text or binary

docunent soureunlde &isa plusdlEROBAFO EtammivigShifduageslibhy N e Jetenréd gn aheexadeplelanpnent
environment project file or M CROSOFT(r) WORD(r) word processor docunent,

whi ch mayrdeintvatith ﬁﬁ%ﬁ@li@&ﬁ%o&ﬁkﬂnﬂi@éﬁﬁ@@ag@%&ilbﬁa@ﬂh&ﬁ 6R&I6EmBFe SAfky Pt ed
nmessage. Accordi ngly, the nessage may be

rules applied to each segment is determined by an administrator. In another example, an order
in which the plurality of programming languages will have their one or more syntax rules
applied to each segment is determined according to a market survey of the popularity of
programming languages. In a further example, one or more preferred programming languages
selected by an administrator are ordered first, and the un-selected programming languages
may be ordered according to the popularity of these programming languages.

[0047] Fig. 3 shows a flowchart of determining whether a message includes source code
according to an embodiment.

[0048] At 302, the message is divided into one or more segments, wherein each segment
includes a predetermined number of lines of text from the message.

[0049] At 304, a coefficient for each of one or more syntax rules is provided.

[0050] At 306, for each segment, the one or more syntax rules is applied in an order based
on their coefficients to determine whether the segment matches the one or more syntax rule.
[0051] At 308, a determination of whether the message includes source code is provided
based on the syntax rules that were matched.

[0052] Fig. 4 shows a flowchart of determining whether a message includes source code

according to another embodiment.



decoded first before performng the determ nati on of whether the nessage

I ncl udes source code. [0035] In an enbodi nent, the nessage nmay be divi ded
into one wo 20mwea1megnent s, each segnent including a pregerscrimsedoiunber of
lines. A sliding window of fset nmay be used to cause the starting |line of
each segnent to be varied during nultiple passes over the text to determ ne
whet her EW33ke AbAQ2jthe messagsis divisied intopnannagre spgmenss, vdesin gach WEMENL he
source code into segnments. [0036] Fig. 2A shows a nessage 200 i ncl udi ng
text to meludes @prrdatetninké ntmbert dfdines pEtesbiiomahemessageicl uded t herein. [ 0037]
Fig. 2B shows a plurality of text segnments in a nmessage according to an

enbodi ne[@osaf t Ae404)\f&rdack Begniddf PhE okafvhe SREAEMTes3d Bpplidaltslde®miine whether
predet ermi ned nunber of lines of text fromthe nessage 200. The

predet erﬁ?e@@%n@xﬁ’mﬁéhegfthééyﬂﬁ% y be represented by a configurable
*Sey |

par amet er ment _size". "In this exanple, the segnent_size is set to be 4.

[0039] T, ural i . text se nts 210 is determned b i ng.asliding
it nctow 20858k <R ifbe hEHorT BATRRL fheSRah Buif o b Y st RieRE a8 5 <
210. In this exanple, as the segnent_size is set to be 4, the size of the
sl i di ng RN e theyupher pf chaaetersiof test in the segmen that anatehes dhat sydamane 210
i ncludes 4 lines of text fromthe nessage 200. [0040] According to an
enbodi neistdetepmanedappl yi ng one or nore syntax rules of the progranm ng

| anguage to a segnment, the context of the segnent may be taken into

account , [08$6EXaAt #08)@ rhticeRedbn tigrodet Girecadinsymdk file drddethe agmBat of
[0041] Fig. 2C shows a text segnent and its context lines of text in

accor danggriidrt o PR x et §BRenffs deh@midadent i on.

[0057] At 410, a determination of whether the message includes source code is provided
based on the determined ratio.

[0058] The embodiments as described in Figs. 3 and 4 will be explained in detail below.
[0059] ‘ In an embodiment, the ratio is also referred to as the probability value P
representing the probability of a segment containing source code. P is a ratio value between
0 and 1. The probability of the inspected segment containing source code increases as P
approaches 1, and reduces as P approaches O.

[0060] A contributing factor to the ratio value P is the extent to which the inspected text
segment matches one or more syntax rules of a particular programming language. In
accordance with an embodiment, a coefficient is provided to each of the one or more syntax
rules for one or more programming languages wherein the coefficient indicates the weight of
the matched syntax rule in determining the ratio value P. In an example, the coefficient is a
whole number greater than 0.

[0061] In one embodiment, the coefficient for a syntax rule is provided based at least in
part on the uniqueness of that syntax rule in its programming language. For example, the

more unique the syntax rule is to the particular programming language, the higher is the
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[0042] In this exanple, the 4th segnent 230 of Fig. 2B is illustrated, which
includes 4 lines of text. The context of the segnent 230 is referred as the
| i nes of wexbidmaimsne the segnment 230 and/or after the segmBGRo@d0o27n t he
message 200. The context of the segnent 230 may include a predeterm ned
nunber of ntext lines of text.. The predefernm ned nunber of context. |ines
may be rg&?fggs?&*@&l% n&ﬂ%%?ﬁ ‘?rgl?ﬂdé‘BF‘ét’ Rt 'r}efow@}&vg £4lg gnay Bepropjded
exanpl e, the context_size is set to be 2. According, the context |ines of

t ext 240based onothendackars.cuch avthe dgpeqtance 96 thersamtak ghleiin ke gragrarmingng laaguage043]
In an enbodi ment, when appl yi ng one or nore syntax rules of the programm ng
| anguageettoTltaataydeiprenhcrebdedho speed andracorrayif alétectih@ sovaceecaiph agdrticalat he
sel ected segnent 230 together with its context |ines of text 240, which may
hel p to pRereaamgligagsur acy of the determ nation of the existence of
source code. [0054] According to an enbodinment, if source code is

determn ber] j i C | ents
of the t xt6 Egeg(ra.rrleﬁr?'?éH ﬁalbgqﬂ%ﬂesygtfa;égéllte%ﬁg&%%pp 9@?6%%?%1“ E}nvm%ﬁ%mt%{gg%}ere@i&g{ljs
text segnents which are determ ned to,include source code. The taqtal sjze
of Sour B DisteCUREHOEREAIn 1 ERBOBRICGH aF Ofb 8 TuBe Ry A dolrs s PRI Qesechi” on
the total size of the detected source code in the respective text segnents.
[ 0045] | nsegment fb o jondas tfrorp Regheptoedetfigiens o dpwestecosHiciont. e bighostteorfficaings i s
repeated for each segnent. The syntax rules are the rules corresponding to
t he pr ogmaymeprgsdnétiguligh impbitarive romyunipieaessrafghe enirespohding sygiax puke; seltlett ed
by an adm nistrator, e.g. the admnistrator of the network device. The

pr e- sel eghednpixotlcifappeed 80 T8 SndBYmbR: syntaRIrales a6 bel pPpHLB @ each sédhgent
adm ni strator, which nmay be of higher security level. By preselecting a

preferre 1 rr : n
bl i d ToRPRASATE Pk G 1Rk By oA EHRORDL AEWBlTHHccD A T oy
source codg ({in t he pre-sel ected progranm ng | anguage. [0046]1n anot her

embodi neHP Y RE Sppl i cation of the one or nore syntax rules is repeated on

each segnent for_syntax rules of a plurality of progranpm ng | anguages. In
ot her wol0983] sodioE sagthBrogramming, langnages. @ g Jreadingy behgtedyosingrest b
detected. In one exanple, an order in which the plurality of programm ng

| anguagethesiegienta\basechen theratevant spmtax gien adccording ta ppleimbddimengawithisgherent
is determned by an adm nistrator. In another exanple, an order in which

t he pl urtkéady tied inspeged mdssage | mng baghscked! dgahay ¢hd bpitix eules @f th® partikylar ax
rul es applied to each segnment is determ ned according to a nmarket survey of

the popupRpidnmily ROREHRME A%eb@NIMBISAer bR Beffitidnl 8/alRs AR sy AllesTOr €
preferred progranm ng I'anguages sel ected by an adm ni strator are ordered

[ AR S PR AT ASOER PRk el e o
message contains source codes of the particular programming language is applied and
checked first.

[0064] When a syntax rule is matched with a segment, a product of the coefficient for this

syntax rule and the number of characters of text in the segment that match this syntax rule is

determined. This product may also be referred to as a weighted size of the matched characters

in the segment, denoted by “weighted size” and may be determined by the following formula:
weighted_size = weighted_text_length * coefficient

wherein weighted text length is the number of characters that matched the syntax rule and

coefficient is the corresponding coefficient value of the matched syntax rule.
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[0047] Fig. 3 shows a flowchart of determ ning whether a nessage includes
source code according to an enbodi nent. [0048] At 302, the nessage is

di vi ded iwbeommaimn nore segnments, wherein each segnent pcusiGads®oe71
predet erm ned nunber of lines of text fromthe nessage. [0049] At 304, a
coefficient for each of one or nore syntax rules is provided. £0050] At
306, for[W8h sdgnemtemhadémeiie the rate eP.syepresenting dbe probghilityed! jan segmentder
based on their coefficients to determ ne whether the segnment matches the
one or nooainingisaurce tbée af A3bAihedAtbo868nayabelddtemiinetbbdsed ontthepretafot éaeh
message i ncludes source code is provided based on the syntax rul es that

were nat ghesk nllO8Relibéd sbové afll WSminbdr @fehantteRlofdlteh Bhdl fGmeRE LNl de
message includes source code according to another enbodi ment. [0053] At

402, the | j vi.ded into one or nore segnents, wherein each segnent
I ncl udesdég%gﬁe g’tt}égtfﬁqfr?é} iunber of lines of text fromthe nessage. [0054]

At 404, r_each _segnment, qne or nore ntax ryles,is applied to determn ne
whethor 1B86Eae HieTER bk o8 Op 8F TP SIS illuSep ALsaBg M be reeted 1,
mat ches the syntax rule, a product of a coefficient for the syntax rule and
t he nunbai embodimenh whens Hmtaxesule jsymatgkedswighdha sagment, the pradact yadwe foythisx

rule is determ ned.
that syntax rule is determined as described above. The next syntax rule of the one or more

syntax rules may be then matched with the segment. The order of the syntax rules to be
matched with the segment may be determined based on the coefficients of the syntax rules as
described in the embodiments above.

[0067] Accordingly, for each matched syntax rule, a corresponding product value
“weighted_size” is determined.,The product values “weighted_size” for the matched syntax
rules may be summed up to determine a cumulative weighted size of the matched characters
in the segment. For example, the cumulative weighted size may be denoted as
“cumulative_weighted_size” and may be determined by summing up all the “weighted_size”
values of the current text segment. The “cumulativé_weighted_size” represents a scaled value
of the cumulative size of the matched characters in the segment, based on the coefficients of
the matched syntax rules.

[0068] In an embodiment, the cumulative size of the matched characters in the segment
may also be determined, which represents the cumulative number of the matched characters
in the segment. The cumulative size of matched size of the matched characters may be
denoted as “cumulative_weighted text length” and may be determined by summing up all

the weighted text length values of the current text segment.
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[ 0056] At 408, a ratio based on the product for each syntax rule and the
nunber of characters of text in each segnent is determ ned. [0057] At 410,
a det er mWwar2ownidBowhet her t he nmessage incl udes source ®6ASG2808(90e71 ded
based on the determ ned ratio. [0058] The enbodi nents as described in Figs.
3 and 4 wi be explained in detail below [0059]1In an enbodi t he
ratio .slﬂgﬁgb r dnnrearpodyned, Sﬁéatb)rﬁﬁ%?qchtsywamu@axbg? éﬁ@@g@ﬁﬁaﬁ diqgethe
probability of a segnent containing source code. Pis a ratio val ue between
0 and 1. prpductpiooisadh $yntax oie andbthermpaer of chargaterst ofctext mi the sggmentrusingctbde

i ncreases as P approaches 1, and reduces as P approaches 0. [0060] A

cont ri bufdllogringfirmila: 0 t he ratio value P is the extent to which the

i nspected text segnent matches one or nore syntax rules of a particular

pr ogr anm ng Ianguage In accordqﬂﬁﬁk%h%gegi_ @g%dinent, a coefficient is
prOV|dedP—e 0o 0 he—oRe——-6 e

progr ammi nQOHawaé?@égfwbéfaéterﬁwn@u@a@fwsﬂgh@aﬁlzmwé%@wwﬁl%%hien&h t he
mat ched syntax rule in determning the ratio value P. I n an exanple, the
coeffici ghtreis @ Whol e nunber greater than 0. [0061]In one enbodi ment, the
coefficient for a syntax rule is provided based at least in part on the

ne mor coumEi et ke P b SufERNE et AUBARR o b FARS e

the higher is the
syntax;

cumulative weighed size represents the cumulative value of the number of matched
characters of text of each syntax;
- total_number_of characters represents the total number of chéracters of text in the segment.
[0070] For example, in a text segment including 300 characters, 100 characters match
with a ﬁ}rst syntax rule having a coefficient 20, and 50 characters match with a second syntax
rule having a coefficient 10. Then,
cumulative_weighted_size = (100 * 20) + (50 * 10)
cumulative_weighted_text_length = 100 + 50
total number of characters = 300,

[0071] According, the ratio value P is computed as follows:

~ (100 * 20) + (50 *10)
300 + ((100 * 20) + (50 *10) — (100 + 50)
= 0.943396226

[0072] Based on the ratio value P, it may be determined whether the segment and
accordingly the message include source code or not. In an embodiment, the ratio value P may
be compared with a predetermined threshold value T to determine the existence of source

code. If the ratio value exceeds the threshold value, it may be determined that the source code
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WO 2010/ 011180PCT/ SG2008/ 000271 coefficient value. In another enbodi nent,
the coefficient for a syntax rule may be provi ded based on other factors,
such as tWe2mpgisance of the syntax rule in its prograR@il{$§2008mMgeeahe, etc.
This may help to increase the speed and accuracy of detecting source code
in a particul ar ogrann1n uage. [0062] The one or nore syntax rules
may be a m@aﬂq oLt 3&#&183 eaﬁptﬁsmérm gpsage, apd the relsxantiachammay | n
an enbodi nent, the one or nore syntax rules are applied to each segnent in
an or der b¢ taken,isughassendipgfaniatsremessage loawlsyicesmghé nefiwerkt.. The hi ghest
coefficient may represent the high inportance or uniqueness of the
correspo[id78p syAdcardifigkean smbbdiaient, hhé thesshbRixvalud 8 doafigmablegand magtbe idhe
one or nore syntax rules nay be applied to each segnment in other orders

whi ch meyehgnglebt 0eday 18RnadRAmpR! iRt thfesRd Walde: miy b@%gﬁét@@@ﬁ%ugﬁ tdpupicher
enbodi ments. T0063] For each progrann1ng | anguage, a program thread rmay be

created va t r
Accor di nERES ﬁ&‘*%%%‘ﬂar‘ﬁﬂ? RN IRARGeE SabOipieh, RO BBl B e B, 1
checked aggj nst, t he x rules of .the partlcular rogranm n an ge in
a descenEﬂ"ﬁ‘J@“ Ayl @B F1a diob e SHpiF<d &thcwﬁgta%glpapégl s&w@? dhet g1y,
syntax rules which provide the highest confidence | evel that the inspected
message ®ebit b¢ nan Jodependantddsesbeldt alupafari eashaprosremgmangyi lagguageg ey ecach
applied and checked first. [0064] When a syntax rule is matched with a
segnent , pagpanadingtlafuapé)ehe catdspandimg ratiorvaltueiis conipirad withl ies thredholdevahugrtber
of characters of text in the segnent that match this syntax rule is

det er m ngdermifé SvhefheFlihemdiBapedh@Rddlehd Rfufde Rde IPthiSprogMBinfing Sshgthge of the

mat ched characters
[0074] In the above embodiment, the ratio value may be determined after all the syntax

rules of a programming language have been applied to the segment.

[0075] In another embodiment as described in Fig. 5 below, only some of the syntax rules
are applied to the segment depending on the ratio value being determined.

[0076] Fig. S shows a flowchart of determining whether a message includes source code
according to another embodiment.

[0077] At 502, a message is intercepted on a network device and placed into a memory on
the network device.

[0078] At 504, the message is divided into one or more segments, wherein each segment
includes a predetermined number of lines of text from the message.

[0079] At 506, a coefficient is provided for each of one or more syntax rules of a
programming language, wherein each coefficient is based at least in part on the uniqueness of
the syntax rule.

[0080] At 508, for each segment, the one or more syntax rules is applied in an order based
on their coefficients to determine whether the segment matches the syntax rule. In an

embodiment, the order is from highest coefficient to lowest coefficient.
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in the segnent, denoted by "weighted size" and may be determ ned by the
followng formul a: weighted size = weighted textiength * coefficient
wher ei n \W¥Dghtodd1188xt i ength i s the nunber of charact er s PCH&G20A8t100028H t he
syntax rule and coefficient is the correspondi ng coefficient value of the

mat ched tax rul WD, 2010/ 011180PCT/ SG2008/ 000271 [ 0065] | n an
enmbodi nefﬁ"%l heAf 3?9’6‘115?‘1‘%%[3?&‘&%?&‘1‘?&“{ | %%irf‘fet‘?‘d he nuraber o ¢
cont ai ni ng source code as descri bed above, nay be determ ned based on the

product flearacterslef taxhindhe pegneend that matebgs tigoyetay mele ideteroimrsk of characters
of text in each segnent, as will be described in the follow ng. [0066] The

mat chi ng[@82pne A0S 1 yarretis Yased on ithd gedudt tfbr eaah byitexyrtatindthy nhmbeepeat ed. I'n
an enbodi ment, when a syntax rule is matched with the segnment, the product

val ue f Oghdridtérs b fixt fiYddchR Segnibn® id detdtRfiddm ned as described above. The next
syntax rule of the one or nore syntax rules may be then matched with the

segent . 1gag) o APS) £ {08 SYHEANHAHEP el BB LB Nb kol AC1 IR Iy

be determ based’on 't _ e syntaxX rules as déscribed in
Lhe erbodi JEnts. Aoy ] 000TACCOLLOR e ol S5 LBLSNSY R k! © 2
[0084] Ifthe retio exceeds the threshold value, the application of syntax rules is stopped
and a determination of whether the message includes source code is provided at 516.
[0085] In accordance with the above embodiment, a text segment will not be checked
against all the syntax rules of a particular programming language. When the ratio value P
exceeds the threshold value for the particular programming languagé, the inspection of
current text segment is stopped. The next text segment of the message will be inspected.
[0086] The detected size of source code for each programming language may be
computed by summing up the number of characters identified as belonging to the particular
programming language from all collected text segments.
[0087] According to an embodiment if source codes in one or multiple programming
languages are detected, a network correlation device may be informed which will apply all
relevant correction rules to prevent leakage of source code as will be described in a later
portion of the description.
[0088] Another embodiment of the invention relates to a system for securing against
leakage of source code. The system may include a network device connected to a network,
wherein the network device is configured to intercept a message on the network and store the
intercepted message in a memory on the network device. The network device is further

configured to detect source code in the message by dividing the text message in the memory

into one or more segments, wherein each segment includes a predetermined number of lines
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"wei ghted size" is determ ned. The product val ues "wei ghted size" for the
mat ched syntax rules nay be sunmed up to determ ne a cunul ati ve wei ghted
size of twewmbmhmd characters in the segnent. For exampleisczbms/ooeeTul ative
wei ghted size may be denoted as "cunul ati ve_wei ghted si ze" and may be
determ ned by sunming up all the "wei ghted size" values of the current text
segment . oftaxt. Foueach acgmentyibe getwork dévies!'is cepfigaethtosapplysentd erdnergisyetapfuleshe
currul ative size of the matched characters in the segnent, based on the

coef fi ci & sropfanihig@igubgetosietepnentiogsthef WA préetsimimddantinibzn bf cdnftext
cunul ative size of the matched characters in the segnent may al so be

determ nﬁﬁ’es,o‘f’%){% %efo?@&%%?@ﬁg?ﬁ%ﬂ@/o? IR L AP REerRfind WRicHRY tax

characters in the segnen e curul ative sl ze of matched size of the

oy b RS el i BB e PRy R e SIS R RO e

current text segnent. WO 2010/ 011180PCT/ SG2008/ 000271 [0069] 1 n an

enbodi mepl Whether the texpmessage inglidgs sauiasode Rasediom the ¥t LS Bal¥dCon t he

product for each syntax rule and the nunber of characters of text in the

segnent msiched.tThe nebyorkdenige isoiurthéraconfrgured tautakie aw agteinghtseenrs aganst
unauthorized leakage of source code if it is determined that the message includes source code.
[0089] The network device may be configured to detect source code in a message in
accordance with all the embodiments of determining source code in a message as described
above. The source code detection may be implemented by a source code detection unit in the
network device, and the source code detection unit may be implemented by a processor to
perform the method of determining whether a message includes source code as described
above.
[0090] The network device in accordance with the embodiments of the invention may be
referred to as a network gateway device, which includes a unit or module configured to detect
sensitive information (e.g. the source code) in a digital communication (e.g. a message) sent
over a digital network (e.g. from an internal network to an external network). The internal
network may be a network controlled by an organization. The external network may be a
network that is not controlled by the organization that controls the internal network, such as
the Internet. The network device may also include other units or module for preventing
leakage of sensitive information in a digital communication system as will be described in the
following. Examples of the network getway device include but are not limited to a hub, a
router, a Server, a proxy server, an email server, etc.

[0091] Fig. 6A shows a schematic diagram of an embodiment of the network gateway

device 600. The network gateway device 600 may include three units or modules, namely a
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t ot al
t ext

nunber of characters+ cunul ati vewei ghted si ze- cunul ati vewei ght ed
l ength _ _ wherein cunul ati ve wei ghted size represents the cunul ati ve

val ue of wbeoprmdisest of each mat ched syntax; cumnul ati ve pegisghad/ osize
represents the cunul ative value of the nunber of nmatched characters of text
of each syntax; total nunber_ of _ characters represents the total nunber
char act ecerrgationeanging 60hea saijereade daternon maedubs fpand aj networketxattic agakyrer
i ncluding 300 characters, 100 characters match with a first syntax rule
havi ng a606@€cfHd mitwotk Sdewandevate 60(hmay tfantliser imdlode avinttwoak senmaeton $O8 &x theul e

havi ng a coefficient 10. Then,

* 10) cumptbrahll ¥&woRt dhd Qdmb&%se SRRIBI0 That Abtes the! @lgRhl LoMRBAica®in_ In some
characters = 300,

embodiments, the network gateway device may also include a second network connection
(not shown) to an external network, such as the Internet. In different embodiments, the
network gateway device 600 may have different parts and the number of parts of the network
gateway device 600 may also vary.

[0092] The network gateway device 600 may intercept the digital communication being
sent from an internal network to an external network.

[0093] The source code detection module 604 is used for detecting source code in the
digital communication as described in the embodiments above. The correlation engine 602 is
used for evaluating a security risk of the digital communication based on context information
associated with the digital communication, wherein the source code being detected by the
source code detection module 604 may be used as one type of context information in the
corfelation engine 602. The network gateway device 600 may be configured to send an alert
to at least one device connected to the internal network, depending on the determined
security risk.

[0094] In accordance with the embodiments of the invention, the correlation engine 602
included in the network gateway device 600 is configured to prevent leakage of sensitive
digital information implemented in a digital communicatiqn network. In an embodiment, the
correlation engine 602 of the network gateway device 600 is configured to intercept a digital
communication being sent from an internal network to an external network, extract one or
more context information items from the digital communication, determine a security risk
associated with the digital communication based on the one or more context information

items, and send an alert based on the security risk to at least one device connected to the
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[ 0071] According, the ratio value P is conputed as follows: (100* 20) + (50
*10) P= 300 + ((100* 20) + (50*10) - (100 + 50) = 0.943396226 [0072] Based
on the r WPQROWANLBOP, it nay be determ ned whether the PEFHERA08HNERT1

accordingly the nessage include source code or not. In an enbodi nent, the

ratio value P may he conpared with a predeterm ned threshold value T to
det er ni nBeTRY RStvetkerfdie Orelagon cagipdRAY b implementef 75\ PipEewset &8 disdicated

threshold value, it nmay be determned that the source code
hardware, or as a software module, executing along with other software modules on a

processor in the network gateway device.

[0095] SSL(secure sockets layer)-encrypted network traffic may be intercepted and
decrypted through the means of updating internal domain name system (DNS) records of
external destinations and internally-generated SSL certificates may be provided by an
internal certificate authority to user applications which have pre-trusted the internal
certificate authority.

[0096] Fig. 6B shows a schematic diagram of an embodiment of the network gateway
device 600.

. [0097] The network gateway device 600 may be implemented by a computer system. In
some embodiments, the correlation engine 602, the source code detection module 604 and the
network traffic analyzer 606 of the network gateway device 600 may also be implemented as
modules executing on a computer system. The computer system includes a CPU 652 (central
processing unit), a memory 654, a network interface 656, a clock 658, and input/output
devices such as a display 662 and a keyboard input 664. All the components of the computer
system 652, 654, 656, 658, 662, 664 are connected and communicating with each other
through a computer bus 660.

[0098] The memory 654 may be used as the message store for storing the digital
communication as explained above. The memory 654 may include more than one memory,
such as RAM, ROM, EPROM, hard disk, etc. wherein some of the memories are used for
storing data and programs and other memories are used as working memories.

[0099] The memory 654 may be configured to store the instructions for securing against
leakage of source code. The instructions, when executed by the CPU 652, may cause the

processor 652 to intercept a message on the network, store the intercepted message in the
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for a particular progranmm ng | anguage is present in the nmessage, and the
rel evant action may be taken, such as sending an alert nessage to a device
on t he newvoanion1i3073] According to an enbodi nent, the tkrcescabmovaue is
configurable, and may be in the range of 0 and 1. In one exanple, the

t hreshol d val ue may be updated through regul ar system updates or nanual
nodi f i catiesiory a4 gndhe agtwark davise /0, detast seires redeginythe meespage Wedivising ggr ed
manual |y and nay not be subjected to automatic updates. In an enbodi nent,
t her e nmatexbmessage ndtheaencheorty GSH NS ok dr makaseghentsewbbrepr eagh aagmerg ihdwdpsage.
For each progranmm ng | anguage, the corresponding ratio value is conpared

Wi th itspiddeRahipled ntaibee of Ainds o et Borbhh@ionieie tHE SSaRtibRY afetuidithe
source code in this programm ng | anguage. [0074]1In the above enbodi nent,

the rati g, aleecso aﬁ)égghﬁf)%?gﬁ%xedfutlél dtd s lfﬂ%@% th@ segment

programt ng | anguage een ap 0 the s&gnent. n anot her

Sy MR T RENCT R TN e P
e

[0076] Fig. 5 shows a flowchart of determ ning whether a nessa i ncl udes
source cHWesement dp ripteraning st of iho symantrulesopf7the progrypming f§earcs
I ntercepted on a network device and placed into a nenory on the network
devi ce. POEH8] initheSogmenthandregsayde aslettimindtan phwbetharethe textmessagegnaudes,
wherei n each segnent includes a predeterm ned nunber of lines of text from
the nmessa@fice code based on the syntax rules that were matched. The instructions may cause the
processor 652 to take an action to secure against unauthorized leakage of source code if it is
determined that the message includes source code.
[00100] In another embodiment, the memory 654 may be configured to store other
instructions for preventing leakage of sensitive digital information implemented in a digital
communication network. The instructions, when executed by the CPU 652, may cause the
processor 652 to intercept a digital communication being sent from an internal network to an
external network, extract one or more context information items from the digital
communication, determine a security risk associated with the digital communication based on
the one or more context information items, and send an alert based on the security risk to at
least one device connected to the internal network.
[00101] The CPU 652 may be used as the network gateway device 600 as described in Fig.
6A above, and may be connected to an internal network (e.g. a local area network (LAN) or
a wide area network (WAN) within an organization) and/or an external network (e.g. the
Internet) through the network interface 656.
[00102] Fig. 7 shows a schematic diagram of a system 700 for preventing leakage of

sensitive digital information implemented in a digital communication network 702. The

system 700 may have three components, namely a network gateway device 704, a
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[0079] At 506, a coefficient is provided for each of one or nore syntax

rul es of a programm ng | anguage, wherein each coefficient is based at |east
in part owotbha/mmnisqgueness of the syntax rule. [0080] At pe®8G2003ro0@ach
segnent, the one or nore syntax rules is applied in an order based on their
coefficients to determ ne whether the segnent matches the syntax rule. In
an enbodmiapgemant dleyicgef06 3nd aopraWieyhesYer c U flpcsomp embodiggnty theartwerkent .
[ 0081] At 510, a product of the coefficient for the syntax rule and the
nunber ogateway addvices 76#, tthxtmamagtinents dgvieat 7@ candnmatashiers seitver SA08t aayr bee i s
determ ned. [0082] At 512, a ratio based on the product for each syntax

rul e andimplemehieBas aondpliedt 3¢dterh Sirfiflart8)the tonp@ehsysRETBOG irl Figd6Beabava g
[ 0083] At 514, it is determ ned whether the ratio exceeds a threshold val ue.

|1 not, Bﬁcﬁhé}eé&ﬁbo%%ﬂ%ﬁx tl{e%/gtgg{ 7?68%3{4?%@ftfﬁfddls%sddt§ba§9 i) ‘&Ef&ﬂg& tQ% ?&nﬁgp' I ed

to the segnent as showh at e retio exceeds reshol d
val ue, the appl.icati.on of .syntax ru}jes is, st ed and a determ nation .of
whet her - FEitRRGRC AR P LSRR falleCBmusinedy B AerlE afe BE 5 F ghRt qpde
accordance with the above enbodi nent, a text segnent wi_l|l not be checked
modules. In different embodiments, the system 700 may comprise different components and
the number of components for the system 700 may also vary.
[00103] The network gateway device 704 is the network gateway device 600 in Fig. 6
above, and may be configured to analyze tﬁe digital information transmitted over the network
and apply relevant policies to a digital communication for preventing leakage of sensitive
information. As the network gateway device 704 is used to pfotect against leakage of
sensitive information, the network gateway device 704 may be considered as a protecting
device, which may be named as “iProtect” device. The network gateway device 704 may
intercept the digital communication being sent from an internal network to an external
network. The network gateway device 704 may include a correlation engine for evaluating a
security risk of the digital communication, a source code detection module for detecting
source code in the digital communication, and a network traffic analyzer for analyzing the
digital communication and determine the network identity of the user.
[00104] The correlation engine, the source code detection module and the network traffic
analyzer may be implemented as one or more processors, as dedicated hardware, or as a
software module, executing along with other software modules the one or more processors in
the network gateway device 704. The network gateway device 704 may be configured to

send an alert to at least one device connected to the internal network, depending on the

determined security risk. In different embodiments, the network gateway device 704 may
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against all the syntax rules of a particular programm ng | anguage. Wen the
rati o val ue P exceeds the threshold value for the particul ar programm ng

| anguage,wohelvmsmect i on of current text segnent is stoppesc2iis@oeext text
segnent of the nessage will be inspected. [0086] The detected size of source
code for each progranmm ng | anguage may be conputed by sunm ng up the nunber
of char akaverdiffexeahparts @uig the mumben oif pgrts of theongiwiork ealewiy slevige I9fimay also

| anguage fromall collected text segnments. [0087] According to an enbodi nent
i f sourceargodes in one or multiple programm ng | anguages are detected, a
network correlation device may be informed which will apply all relevant

correcti @0103) €THeOmBhA¢REht [deMkeIME0f BRUEFRerk OTUD AfayVbd la Rén ht R 10
a later portion of the description. [0088] ‘Anot her enbodi ment of the

| nvent | ofldil #h65n hobiAnY SeHR Loka REEHIII AnBYRIIGH, LRAKADRLAL, S04 GA fode.

The system may I nc devi ce connecte wherein the
network devjce is fi ed to, intercept, a ssage on t net wor k _and
Store t HEAVist aebEprOR pib LBVl Bueray fwonnel ot iR TOQURES CompEse o
network device is further configured to detect source code in the nessage
by di vi dPlyEplithef the managemenydeyiges H taprovide soplabilineThe crawie sevghedf of the
wherei n each segnment includes a predeterm ned nunber of lines of text. For
each segsmtem 700 enae baorokfigeed de sesrcholmfargetr sts tfor dakhgesook imfornmtios. $hat ax
rules of a programm ng | anguage to the segnent together with a

predet er gystearl 700Mpay bvidenthexdbility N@Scattrol ke digitdlr or@nis@iie of protdéted
after the segnent to determ ne which of the syntax rules of the programm ng

| anguageffeaiiBh Atk bibvldify SRGTBRNS@RbOLRN 8 A BitGHBALLRR, of whet her

the text nessage I nc 0 ased on the syntax rules that were

mat ched. netawor k. device. ijs furt .confiqured to.take an action .o
secure. ANREL i FAEHS QT hEstn 76D O MG b RS | MsBEL bt ¢ o
t he nessage i ncl udes source code. [00%%% The n?tmork device may be. .

conf i gur ¥stiustuied eenterd SUrl 8s sQyes porles apd petsgrng! Fecordsy CaBEEEAWATE MORitPTing o
enbodi nents of determ ning source code in a nmessage as described above. The
sour ce ceapabititiescdetoetianatbpubiliep leakegase candy segregatione of oeladefse eatdessn framit i n
t he network device, and the source code detection unit may be inplenented
by a pr oadmsiaitratoss. pPrtdilsrofthdwbonefdaadendf thebytem 00 grevdestritex belowessage

i ncl udes source code as descri bed above. [0090] The network device in

accor dan@e1#7)t h hdight Prrecti oMRITisSuret coddt8 ahd y&RbR réBdYdsbe referred to as a
net wor k gat eway devi ce, which inclTudes a unit or nodul e configured to .

detect s 's%t}({rﬁ b6 %%i&&@d% Snant | FH6teSRMH &gaﬁg’tdféakh%ksaoﬁ'sgﬁr%@'co es and
conmmuni cati o e.g. a sage) sent ‘over a drgital nefwor e.g. froman
internal network to, an, external network). e int.ernal network jmay, be a
ot wor . RETRIE estirdsy T, S5 ol evhiee e i B e AP S g it o
network that is not _controlled by the organization that controls the .

i nt er nal madylgssidesaihed above wéanhgaﬁ 1e0gnitieib algarithins farcall RePWRIPragdBmMing | ude
other units or nodule for preventing | eakage of sensitive information in a
di gi t al loogwages.cEte bnltsy s¢@gnition wigdrithres dess alsp sletéct nbfukeatédbbduesi engles and
Exanpl es of the network getway device include but are not limted to a hub,
a rout erprotecstieiefrom defiigd¥dked ELotAtion-gpecilideto Gfifivieilgofithens rh&0A4d b BuiltGh
shows a schematic di agram of an enbodi nent of the network gateway

for similar protection of personnel records, as personnel records differ between different

geographical locations. For example, an individual's identification record or number in
Singapore is different from that in the United States.

[00108] Context-aware monitoring capabilities

The system 700 may include context-aware monitoring capabilities in the form of a

correlation engine (such as the correlation engine 602 as described above). Unlike other
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devi ce 600. The network gateway device 600 may include three units or

nodul es, nanely a correlation engine 602, a source code detection nodul e
604 and avoebworikisbraf fi ¢ anal yzer 606. The network gat ecapscdensioo@7600 nmay
further include a network connection 608 to the internal network and a
nmessage store 610 that stores the digital conmunication. In sone o
enbodi mefeyentional trehnelpgies,dhe fygtemy @Qﬁ? way pesforam 3 gontaxtualporglatiop of therligh®r k
connection (not shown) to an external network, such as the Internet. In

di f f er eninfemipbicn vethis antdrgamzatinoisknegaorkverythd eligitad irgotnatoyn foand i ief mrbdiat
parts and the nunber of parts of the network gateway device 600 may al so

vary. [ O0Q8Sm@hihhe@heebirexkawiat QVE¥latlery efginé Hhy Frvide tati6ePfind-BRidéd Wohabl for
comuni cation being sent froman internal network to an external network.

[ 0093] Th =0 L ot ' '
R S S S b e e S S S
The corrﬁgﬂh%ﬁn;gqgin% gpzlﬁsiuged for evaluating a security risk of the

di gi tal i ext information associated with the

di gital conmmunication, wherein the source cqode being detected by the source
code det £B¢ PYstEmTE Maydncludss cigwlerseryer 0% whighmay aﬁo‘ﬁéhﬁ Rtem ﬁél%torﬁ&fllicsn in
the correl ation engi ne 602. The network gateway device 600 nay be

conf i gur dete¢toarslemgnior firdeakage cdtvalushlt somes deddscw passomach watords tohpopular

i nternal network, depending on the determi ned security risk. [0094]In

accor dantiternktt $itesNFhe rbodereaiver 068 s allowefiid Ofpanizhore @ belinfonhed efiginge
602 included in the network gateway device 600 is configured to prevent

| eakage pfpRABAakey Shclidthg Blosd BRI JRSdOMRe LRRInBAROE $Hetivoria di gi t al
communi cation network. In an enbodi ment, the correlation engine 602 of the

net wor k gk ey dovd 680000 iRl S gl gbgent a digital

conmuni ¢ g Sent fronrarr rntern metwor Kk t 0 an external network,

extract e or context information it fromthe digital , ..

communi cAb S¥steridPE v Taake wsdf angsymmetrical ks matiod g PreYetbe dfginisfrators
communi cati on based on the one or nore context information itens, and send
an al ert fipmsacgessing: the celbestad ewpdenice kKThegprisate keysmay he hgldvytthe bypinesstawnas t he

who can be assured of thé confidentiality of the evidence collected by the system.
Administrators of the system may not be allowed to view the captured source codes that can
be blocked from being leaked from the development team.

[00111] Details of the functions of the network gateway device 704, the management
device 706 and the crawler server 708 of the system 700 are described in the following.
[00112] Management Device

The management device 706 may provide the centralized reporting and policy management
for the system 700. The management device 706 may include a management dashboard, a
message bus, and an administration console. The management device 706 may have a policy
distribution module for disseminating rules. Trust between each component of the
management device 706 may be established using digital certificates.

[00113] Management Dashboard
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I nternal network. The correlation engine may be inplenented as a processor,
as dedi cated hardware, or as a software nodul e, executing along wth other
sof t war e woduioga1®n a processor in the network gateway ®eviSG2008/000271

[ 0095] SSL(secure sockets |ayer)-encrypted network traffic may be

I nterce d and decrypted through the neans of updating internal domain
name syg Efgmmsym%z&%?a&r mayt n@wldggsfm anAgRey FePTHRS t6, RRsipess e at ed
SSL certificates may be provided by an internal certificate authority to
user apphnd gasycdesesaio c¢portawa the systeny JP@dThehmanagesrentilashboard maayadlep support
authority. [0096]Fig. 6B shows a schematic diagram of an enbodi nent of the
net wor k gepatiny ofléath véa GMfina péatatédMdud (CSW) Klegad alley wderd ite Gurfieo coidymire

i npl emented by a conmputer system |In sonme enbodi nents, the correl ation

engi ne 6@gir reP@itsSBYAGEn&eRS eTHiGh AfakemEnt MM BrRdy 8B G biasaiet Wor k traffic
anal yzer 606 of the network gateway device 600 nay al so be inplenented as

nmodul es I n c ter Lncl ydes a CPU
652 ( confi], ¥ sBlaf SSREBY Rl S 3k eldka [the RERMRon? 4Bl 15 aHEE 8y

cl ock 658, anpd jnpui/outpyt devices suc s.a displ 662 and a keyboard

i nput 66  roplay t#%@fﬂ%%ﬁ%ﬁﬁﬁ?ﬂt%&a? arg ﬁéptwﬂpﬁflleyrmg@%r@&ﬁ]%wz?sselsaﬁ campavedl
662, 664 are connected and comunicating W th each other_throu%h a conputer
bus 660. 2¢O the eeplayniyngticns whighymaeregaise) their privatedeeys saywiewt the &ulf wplagtaodi ng
the digital comunication as explai ned above. The nenory 654 may incl ude
nor e t harome. Femauthorizedchsess withdlit tREOrivaeRkdy, dndy dumdinaky irfbenativhaney besone
of the nenories are used for storing data and prograns and ot her nenories

are useddpgplayed.ki ng menories. [0099] The nenory 654 nmay be configured to
store the 1nstructions for securing against

[00115] Message bus

A message bus, which may be of enterprise-grade, can be used to collect information from
the network gateway device 704 and the crawler server 708. Certificate-based mutual
authentication may be used to prevent spoofing of any components in the system 700. The
message bus may provide reliable and scalable transmission of information.

[00116] Administration Console

Besides the management dashboard, there may also be an administration console. The
administration console may be web-based. The administration console may. allow daily
administration and operation of the system 700. The administration console may allow
administrators to perform a plurality of administrative tasks. The administrative tasks may
include but may not be limited to registering new components for certificate-based mutual
authentication, configuring backup storage for archive, creating correlation rules, configuring
alerts, configuring user sensitivity module, configuring user accounts for access to the
administration console and the management dashboard, deploying patches to other
components in the system 700, and configuring integration with existing Security Incident

and Event Management products.
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| eakage of source code. The instructions, when executed by the CPU 652, may
cause the processor 652 to intercept a nessage on the network, store the

i nterceptwo20mgaage in the 17 nenory 654 on the networ pcisc208/0601 det ect
source code in the nessage by dividing the text nessage in the nenory 654
into one or nore segnenfs, wherein each segnment includes a predeterm ned
nunber of00113ks Apothenadmipisirativefask Bigreie: enereing dspaiy et Pehic apdypravateskeyshe
processor 652 to apply one or nore syntax rules of a programm ng | anguage
to the ségmemtryptonggiddeeyptinigt kemmitiyee desttentsyi ngd emaibenonteht,c bl etacimentss BVl
text before the segnent and/or after the segnent to determ ne which of the

synt ax r gbersafiofiundptodriangenegitddatiacdeeyansy bakohaidon & sépaeats agdam unddtd t o
provi de a determ nation of whether the text nessage includes source code

based O”tﬂehéus%(igt SEDEHRES dwiidks. WiHeCpriRkE REFL mblend Hélhrﬂéﬁ%iro%‘ﬁy W% fause the

processor 652 t0 take an action to secure agal nst unauthori zed | eakage of

source code if 4. 1s.determ ned that, .t he nessa ifacl udes souyc ode.
00100; © Rivtasct, T PbSceSR IS 82k i B WRESE 260 B 48R S IGTeERET e,
other instructions for preventing | eakage of sensitive djgital informtion
i mpl emenfRAYPRA Vith Hhe: BYdlicokss Alcthe i%&ﬁmﬁ%t QRS Wi ater At wﬁdﬁsr,evwe e
executed by the CPU 652, namy cause the processor 652 to intercept a digital
communi cavidencebdonperfum affulmesiewi of evidancen éhevprikate keynmey ther reqhired toubek
extract one or nore context information itens fromthe digital

conmmuni cailipphied bgehe bosinessaovartd fortdecryiptilg dses ediaice domdisplay hAdthigistiadrs of
conmuni cati on based on the one or nore context infornation itens, and send

an al ert ghagednPhaly Rt HRCHId toVvikiwSthe IcBnht bEEAlecRALVRILS 8s BRIRS héithdve t he
i nternal network. [00101] The CPU 652 nay be used as the network gateway

device 6 . J in Fig. 6A above, and may be connected to an
i nt er nal 9%;5, \Aﬁ())gﬁé@é{.’%sﬁe l ocal area network (LAN) or a wi de area network

(WAN) withi n organj zation) _and/ or an external network (e.g. the
Internet%ﬂpﬂﬁﬁuJﬁ“gWELﬁgpﬁB? DeYicer f ace 656. [00102] Fig. 7 shows a
schematic di agram of a system 700 for preventing | eakage of sensitive

di gi tal iThe oretwerko gateway edeneee dOf nofa thi gytem & nisedt fasndetetingr rempiive The
system 700 may have three conponents, nanmely a network gateway device 704,
a managerfemtatveyvank pioéending kakagrwbfrsesstiverinft@fatidm inomecoeddnodi witht the t he
net wor k gat eway device 704, the managenent device 706 and crawl er server

708 may b@bbdiflcafRItb@ibedabave MNguithRIopeatddeim asplifaligy oft RoddReICaramiRIdiBMal em
600 in Fig. 6B above. In another enbodi nent, the system 700 nay al so

i ncl ude ﬁgd@ét\%ﬂé gatZ\JvQy WS fide 39438 opHaRA! ihYiwoShBheL Haiely %hfégﬁzf gga@ laﬁ;]ld

source code reposftory 712 storing one or nore source code

0 e e BN Sy BB RSl SoBRSRRI o1
gateway device 704 may be activated and can capture digital communication from within a
network hub, a network tap or a span port of a core switch to capture the digital
communication.
[00119] In the active protection mode, the sniffer sub-component may be deactivated.
ICAP (Intemet Content Adaptation Protocol) and MTA (Mail Transfer Agent) server
components may be activated to receive the digital communication from proxies and email

servers. These components may support integration with existing enterprise proxies and

email servers.
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1001031 The network gateway device 704 is the network gateway device 600 in
Fig. 6 above, and nay be configured to analyze the digital information
transm t twg 20warn1tshe network and apply rel evant polici epcrscaomiogizral
comuni cation for preventing | eakage of sensitive information. As the

net work g y device 704 is used to protect .agai nst. | eakage of sensitive
ot or e FOHE0F ) DG kmibab sy e eteB! Fo8nhin L en o G aEne,
protecting device, which may be nanmed as "i Protect” device. The network
gat enay HeevileoorerdR, P2Rtase oshsr propricigryitiatiic senteyen thadntsmepdphemaibivelr om
an internal network to an external network. The network gateway device 704
may i ncl bakedaemailr ehdit other evgr-HETP otraffial seat | ovgr aHIEPUHTTYSr iagt  ¢dr toltleer
di gital communication, a source code detection nodule for detecting source

code i n HTgPAHYTPS tra6 A} Behttdatedtbath iednMIRgtandldctite PRANBRMERE to
anal yzing the digital comunication and determ ne the network identity of

t he user r; g i ; i ul e
and tho AdbigHReyied PmERh RN cBRGNARadbIRCIAE 58 FAAEHELARLLERudiR
processors s .dedi cat ed_ har dwar or. as .a software, nopdul executin | ong
Wi th ot herteXliel eamstalion ol g, Sorfiaured. By gt mapastaican AEVich 10 TRE IRk

gat eway device 704. The network 3at eway. device 704 ma%/ be configured to
send an #frustyred goptent gyt b Heteefsd i vtorpairaly tusmet & detrstipmcempanent daclading
depending on the determ ned security risk. In different enbodi nents, the
net wor k batrstiayeagnitios paGdmpalhe pratestedi stfuetueert cqdert snaynalsa heenrantdreaticaily
parts of the network gateway device 704 nay al so vary. [00105] The
manageneaétested eved if e cohtehhie obfistasd, 50Rnibied decompressenenent and

adm nistration tool that can be used to control the network gateway device

704 and Bd‘(ﬂzﬂ’ av el fin\i&lpind?8. and to provi de managenent reports. The
system 700 nay conprise a plurality of the .nanagenent devices 706 to

provi de lability. The cr serve 0 t e syst 00 _may. b

ont | gur L5¢ P8 Noak i A fibg 1L mad dhetile { BEbeSiol R SHRMAM B sFeE ot e
700 may proyide the ahility to control the digital comrunication of .

pr ot ect ofhe; %%ﬁﬁn%&mraw}wﬁm@ssﬁi OB eﬂrﬁfa‘teaﬁﬁpe Rihdeme astasiated ™ & g deitalt al
informati on assets. [00106] Sone features of the system 700 include but are
not |i m c@amupicptiest A0t ilistraleen peposss, thermietassardnaobe taken s bp implesisnteddn
codes and personnel records, context-aware nonitoring capabilities,

det ect i othedbrm wiflthe coreditameangirenD s daycabat atmveoThe digiteihcemmoniest onf thayrbe

adm nistrators. Details of the above features of the system 700 are

descri begtoh@lif\W mé<d drel619toF e RELROEE fatoWaPlevi 8T TP arkiOs@8asR R dutinef SOMmBe!
records The system 700 may provide instant protection against | eakages of

source cgees: AR BR(SCARGaNGE ALAS mallte RELIR! S BRI ARY L R iidwiTRY

i nclude a source code detection no e as descri above whi'c
recognitj gosith for.all .popul ar _pro i | an S.. Th uilt-in
recogni t l@ﬁzgﬂ ggtqet ﬁqﬁe"ééﬂfogpgtbgrﬂgf’gétm%bfr&im@g@%r“gggggﬁl&eda ngBFo‘}tect
them from bei ng | eaked. Laqcatign-specific_ recognition algorithns nay al so
be bui | t Whithithe digitak qommupieatiopds santqr sigroldafrmationingthg digitakcomupupigaiian; a
records differ between different geographical |ocations. For exanple, an
i ndi vi dutipesof defermétianatcpntained cior ¢he rdigitalrbeommnniSatiopaporseuics of ftherdagitalf r om
that in the United States. [00108] Context-aware nonitoring capabilities
The syst esmmuflicatioh (¢)g.! soaheceCIP)tisinamoadrl 8R))i dnofdendtycafaliehddri @fSthe ikt
formof a

communication; a sensitivity of the sender of the digital communication; an intended

destination for the digital communication (e.g. destination IP, hostname and etc); an identity
of an intended recipient of the digital communication; whether the digital communication is

encrypted (e.g. decipherability of information sent); and whether the digital communication

24



correlation engine (such as the correl ation engi ne 602 as descri bed above).
Unli ke other conventional technol ogies, the system 700 may perform a

cont ext uavoeorwakmbi on of the digital informati on w thi rcarscasganezati on' s
network or the digital information found in the public domain. The
context-aware correl ati on engi.ne may provide a nore fine-grained control
for the ERMSHAP f%sltaiﬁl FoPratss egmmeag dhotifferent embpdiments; thaumber; ofepntexte
busi ness nore effectively. [00109] Detection of public | eakages The system
700 may inferimationatemsandyche diffexest. 708, which may all ow the system 700 to
search, detect and nonitor for |eakage of val uable source codes or

per sonne[00n23jor dehet corpdgtionaéngimg 60 atayshd aesignBdetocsuppbfira pRiraay of &Peditiy

al l ow the organization to be inforned of any public | eakages, I ncluding

t hose fr i : | O i :
evi dence heeos SoffubEOE SRS ELLP IS SR Aihely THY Tan e TaRE [ S0eRiine
asymetrj,cal t . f nt. the adm nistra access) t he
ol 1 et easriik B RS BE SRRl R R SD TRE R A SRS Y
can be assured.of the confidentialit f the evidence callected by the
system SRRPHiderantgpunbsrs ¢ e%l{}gfm% ﬂﬁgprwatlms@l% i ip Sther Embpdigents.
captured source codes that can be bl ocked from bei ng | eaked fromthe

devel opnti¥i24leanthe] Giost 1kipd Defi sorredatyin epdysisi{dyponls vrayt be bassdwonka gat @fay
devi ce 704, the managenent device 706 and the crawl er server 708 of the
syst em 7pfedeteanitied culed edidenti fiyhninoddication dink§ €ht brdachenage mwné pfedeienninétde
managenent device 706 may provide the centralized reporting and policy

nmanagenefflest The {db@tifi¥$ to&MGARatidNEnRER 88 MRRhg LM £8chRE BTBYCh iRGHMACT S
managenent dashboard, a nessage bus, and an a%nlnlstratlon consol e. The

managene [ .CE H%y e ] q I nodul e for
di ssem na ?%%Ydr“umé‘ggg r s?é]%’é)ﬁ }?\gggr%éla@ﬁe g{%ﬁ{pgolhgﬁc{lgg t he managenent device
706 My BG 581 abh NSt 4 BhA%: dhllikaln SE (158L 85 mdy A ERLa MR ISR Mlstic

formula and risk rules to identify non-incident communication links that have high level risk
of information leakage. This correlation analysis may be used on demand.

[00126] Type 1 correlation rule construction and correlation analysis

In Type 1 correlation rule construction, an administrator may be able to construct a plurality
of types of predetermined rules (e.g. five types) using the management device 706. The
predetermined rules may then be sent to the network gateway device 704 for determining
security risks. The five types of predetermined rules are described in the following and are
" jllustrated in Fig. 8.
[00127] A simple rule 802 may be made up of one or more conditions. Users can use an
"OR" relationship 804 to indicate that the simple rule 802 may be matched when any one of
the conditions is met by the context information items or an "ALL" relationship 806 to
indicate that the simple rule 802 may be matched when all ("ALL") the conditions are met by
the context information items. For each condition within a simple rule 802, users can define

the criteria that the condition should match.

25



WO 2010/ 011180PCT/ SG2008/ 000271 The managenent dashboard may be provi ded
for managenent reporting to business users and easy access to reports on

t he syst ewo?0fb/017138 nanagenent dashboard may al so supportTscpasionerg: of dat a
Vi a conna separated value (CSV) files to allow users to further custom ze
their orts to their needs. The managenent dashboard may be web-based.
[00114] ﬁ’(’r 128) a\For sxamplenusersy canempkeuseianltiplerrondiions thanecify st v et S0
all ow users to replay the | eakage incidents that are captured. Only

aut hor i ztdbbueitrfes snydeafic semt draweekdalyl ANEC ke than t1BO0r OBl anyy fraffct semh on
which may require their private keys to view the full replay and content.
For aut hakelzpd odaekdayws t hout the private key, only sunmary information may
be displayed. [00115] Message bus A nessage bus, which may be of

ot cuby DSRE T a0 e PAE RO MERCPEL: WO E SLleRpp e AT 402, A8 plchar
Syst om 700 nan PERbcR AREa b DEEHERH o IRABER cBrauf BT En Pl abd on

of inforgatlon [00116] Adnlnls{ratlon Caonsol e Besi des t he managenent
dashboar (BFO¥MBY e P#afpeter siprissample, ysqraican defines dupstien vandoy of a?drhcwre eventi on
consol e may be web-based. The adm nistration console nmay allow daily

admi ni st eaunit of 3zand wpepedt hyothegamerrourcgsitsernin/@0 agghgate dule 1§08 tusing tha suopisol e
may all ow adm nistrators to performa plurality of adm nistrative tasks.
The admi nils 80ndésegibédostios e Wythithie lcofiguitkion)alerts laylt dehtdril @ @vhen thiegpesified i Ng
new conponents for certificate-based nutual authentication, configuring
backup s§giphggid 862 ATARENS 3 ﬁﬁe@m Deay RIr'thé SnhOQnbLt, ﬁfsteaae@febawdc&&ré}lcer ts,
conflgurlng user sensitivity nmodule, configuring usér accounts for access
to the a €§1@£h9§0f0”50|e and t he managenent dashboard, depl oying

pat ches F conponents in the systen1700 and conflgurlng |ntegrat|on

wth exi Security Inc e

Anot her ﬁ’&?ﬁ. St Gomirbie Jeke Sy Sa0eBASH e PhG e Amads SUGH s ThRAFTb at o
keys for encry tlnaldecryptlng sen5|t|ve contents, e.g. enall content, file
at t achnesifple vegyshelonghto a@ri'd\Ielt"crelanﬁeshg@mlébwllmlmp@txelqu vethitha
stored on a separate nedi um under the custody of business owners. The
privat e &eypositayulb@1hatadmatehgabtoarigier thecampaditatrilled 1 deAmompositerubeiBl 2 makey s
may be stored in the system 700. The evidence collected may be encrypted

Wi th t heb@filtheeddfied b9fa drbgp HLBindRAIVNEESo RIS et BNt zad at"gr
the evidence. To performa full review of evidence, the private key may be

requir edPér%n%r SHRRArt6 thd¥ U d?‘alﬁ' ggégat&’\“{ﬂ@ %2 [ eQafi g?épﬁéepﬂcab*%‘?s E‘cﬁe‘ﬁﬂ@”‘:e

for display Adnlnlstrators o em nay not be able to viewt

tent of | 1. d h to th t
Eg;_ e[] 00% fgﬁﬁB&sef rek8 @;{ng &eﬁéin&@ekle%lq whic \é e&c (iﬁg %otaloamm?nt %Ifls\él?rcee

codes detected exceeds 200KB, together with one or more other simple rules 802. The
duration window is 24 hours, event count is 3 and grouped by same department. The
composite rule 812 may be triggered when 3 digital communication, each containing more
than 200kb of source codes are sent by any members of the same department after office
hours in a day. With this configuration, alerts may be sent only when there are 3 occurrences
of a single digital communication that matches both the specified simple rules 802 and 814 in
a day within the same department, instead of every occurrence of the simple rule 802 or 814.

[00131] A sequence rule 816 may be made up of multiple simple/aggregate/composite

rules (802, 808, 812) and has a group 810 including a duration window, event count and a
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The network gateway device 704 of the system 700 is used for detecting
sensitive informati on and preventing | eakage of sensitive information in
accor dancwowntaniiise enbodi nents descri bed above. It canpbe/scpesabe@dii n a
plurality of nodes. In one enbodi ment, the network gateway device 704 is
operated in two nodes, namely nonitoring node and active protection node.
In the nDHPHRPYnBassEGET K 0y W’é‘ﬁ‘eéﬁlﬁd@gﬁﬂ@ir@ﬁ?ﬂ%’f 81§ whirhtdebings Higtasdenyat
device 704 may be activated and can capture digital comrunication from

wi t hi n awhehwack ofithie, siraple&iggrsgitefcampositearubp@02 pif8; 882) ia matched sThe sehudnee
capture the digital communication. [00119] In the active protection node,
the sni f hgte 856 ragWIDPBE RigglRA Wigendia ot dey af all sithfléRgflegite/coRipoSRITURB (802,
Adapt ati on Protocol) and MIA (Mail Transfer Agent) server conponents may be
activat eﬁoi%lﬁﬁﬁ%é{&édhe di gital communication from proxies and enail
servers. THese conponents may support integration with existing enterprise

pr oxi es mai | seryvers. . WD 1 011180RCT/ SG2008/ 00 1.[00120

bt o6t or NIREneh Ly Finiarh e R0 T Biceriies B ARe R AR MG e !

voi ce/ vi deo-over-1 P, P2P and ot her proprietary . traffic sent over the

| nt er net ProgEAMIBIRG; Scriphepmles dasedl Uhav] Prarietiped strintsyniar te systgmatically crsatorger
HTTP/ HTTPS, and for other HTTP/HTTPS traffic, may be activated in both

moni t or i signpdetegaegate/eompasitesequencervales(802, 8§08.812,p8 ti)edihisd optiert ety aklow he
di gital communication network and to provide anal ysis agai nst cont ext ual
corr el at preater Wleribility adniisagel fof deitdint pre-definad) Gurrfibnd aui 8waildbR. frothehotiegct ed
structured content may be detected automatically using a detection

cormonen;uléﬁﬁéluéing%uhﬁwlirﬁirtédcto MERAON"! FINTHRSECTIIN" ddae' A pEect ed
structured content may al so been automatically detected even if the content

i bf ' d ) 0 . . . i

net vor Fsgﬁ?gﬁay?ﬂ%ﬁ?@%ﬁ? 6?*:?%%@5‘? La@?@%g’t f%{‘%r Sl heAiSh a%‘%‘g?’&%{] fh;%aﬁ%%d
securl .r1s (0] e .dl al. CO ni cat i e on.cont ex nrornmati on

S onn o ireda, peins ' iyf SIDIE e AP RV ple SRS Tay Al ek s

t he processor may be taken to be inplenented in the formof the correlation
engi ne 6odlegbvdyi fed dgtsemine THe thergi tidl ac PANGHT cEatdn #8ejnshe 0BE 0PBd MAfea
nmessage store 610 of the network gateway device 704 and at | east a subset.
of the oagzregatefoomepasiteiseqtencaindesrg808 12t &416).nhy diféeraitoerrlbbdiments,h oot c al
data store (not shown). [00122] The context information itens may include

but may Aghbét®fltypes o grddeteirhiiied alled¥ihy be toetrilb@i tfed TygRNMEbM latioh @RallySis.Ssent ;
a size of information in the digital comrunication; a type of information

cont ai nehgiy 84)t heryihe 9l dodlelAiBAAHAVGEE | On; a source of the digital
communi cation (€.g. source IP, hostnarne and etc); an identity of a sender

of the digktal ~CcO i cation. sensiti.vity of e _sender of the digital
cormuni ot TSRE 2afTrishaRigs fof SPReklir hefle Romas S eubani e ined o
destinati on IE’ i hgﬂst n?r ne, and etc); an identi tty],d_‘gf an, i ntended recipient of
the di gi PRPaRIbHHRINEMA 31 2 Gpetiie PluraRy of GPRISKT WERRRANCR atemsrcigs t@neanypit ed
(e.g. decipherability of information sent); and whether the digital

conmuni cuderontion otemig e idengify dighr seghrity- psko cemmadicetion dinks betwegdn fahantgmal
enbodi nents, the nunber of context information itens may be different.
[00123] ideatitycandedistherotoneavgs. e highkeomity sk desirgindcation linkpmay bealefihed ad aty
of specific types of comunication analysis (e.g. two types, nanely Type 1
and Ty pecemmbiRical§de 1ifk NRat &g §&Ct!r'irggér>’aﬁ6y sieidn® @6l bae nydy! be 1iR6lyto9édndin
conmmruni cation. The correl ati on engrine 2 may support differ enty nunber s of
specific . i j | vsi. S (11040 ' . The
Frrst ki iopeRFe Bloniii REL PR yalae ool BENRTMITR him P i
predetermned rules tp identify comunjcatjon |inks that breach.one or nore
br edot or RiIEGR RAERS GRRBE RRRE P LR REINUTHE SE5UBHY Tt Ry dreermigehss
security breach incident. This correlation analysis may be applied to

real - t i neorgglafom engines@cbased on at least in part on the data from previous communications.

The data from previous communications may be stored in a historical data store. The security
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[ 00125] The second kind of correlation analysis (Type 2) nmay be based on a
probabilistic formula and risk rules to identify non-incident conmunication
| i nks t hawohawe1inisgh | evel risk of information | eakage. pEimiss2e3ro0@7at i on
anal ysis may be used on dermand. [00126] Type 1 correlation rule
construct.ion ang o rrel.atd'r gnotﬁnal ysis. In Type 1 correlation rule
const r uctislAnay, e IRteTHIRgd By Jhe rolrelation yingineo 60% hasgd, en pashregosded; gongext
types of predetermined rules (e.g. five types) using the nmanagenent device
706. Thelinfpmepstonrassasinted witk therranderioé thepligital sompomidaomet wor k gat eway devi ce
704 for determning security risks. The five types of predeterm ned rules
are desc{0018§] i rintthis dnthddimértgtharten aomtextl ihfitinatiére e nidydbe fime[40 Whdol the
sinple rule 802 nmay be nade up of one or nore conditions. Users can use an
"OR' el afdiansdihmuiiodidPis oAl GaiR 6f*lﬁ?ol§ﬁ19€%x§ irm?l'eedi%i%l ?:of%%%nﬁ@ioﬁea tfsgkql}ed

when any one of the conditions is met by the context information’ iténs or

an "ALL". | I 0 0. ndi hat the sinmple rule 80 be

mt ched AR e iR AEaleRA FRBub Rlor' (i SuP: Relddunrdy beRamined: on
itens. Fpr each condition. wthi inmple rule 802, users can define the
criteri a8¥ Hhersoprrs <odh detertinn %}ﬂ@ﬂ? goﬁa?éﬂme Pﬁglfzigqlfaﬂcmmm;ﬁap@} (48 Purcgan
make use of nmultiple conditions to specify that an alert is to be sent for
any tr af I, dostapme gnd gtk amidenity ¢faa eqndpm%thtsl:igi@l CRmannicatighs 4 sensiivitymf
weekend or holidays. [00129] An aggregate rule 808 may be made up of a

si ngl e stheplsendenl of 8th2. dititabggyme@anieation); e anmaintdirled udesimaticke fore thddydigit4lr oup
810 including a duration wi ndow, event count and a "group by" paraneter.

For exanpdmubi8ticn &3) désfiation &, Hes@hme Andvef QY i@éntd o P nfendd $&GpicRWIt Of
3 and grouped by the sane source user in an aggregate rule 808 using the

sinple ryl.e d | -aho j t hi.s:.gonf. | L.on, .al y.b
sent onl t/Hevmdg%&tl hg&g‘%{gg‘ :?cg Fglg \s(’?nr%l?/% ?tllﬁt edlg]&g ir&s){n%g{ngz%a(ltal§93 lfi %ﬁtgya(edéy
for the gane sender,..i pstead of .eve occur,repce .of the.sinple rule 802.

[ 00130] ec”ﬁ}%aj)gﬁ St infoEmation S ad \éﬁ‘a@ehﬂwd{}g’%}l%’m‘@‘%‘ canfaifisgligigd o
The nmultiple sinple rules 802 may belong to an "ALL" relationship such that
al | si nplightppretectedoontenthi n a conposite rule 812 are matched to trigger the
conposite rule 812. A conposite rule 812 may be further defined by a group
810 i ncl [0913¢ a ldudifferenh embodongntsvthet nwohant ofanchtext” grfommption” itgras anat be,
simlar to those found in an aggregate rule 812. For exanple, users can

al so def dififeremt.CllE@S ek einforntatida 2teind @kedion Type 3 comtletisiimal ysldmuwfibe Biffh@g ks
the total anmount of source codes detected exceeds 200KB, together with one
or nore Rtdigd: civBRifedts!! €s 802. The duration w ndow is 24 hours, event
count is 3 and grouped by sane departnent. The conposite rule 812 may be
triggere n di,q) C i.cation, h,co i nk,.ng more than.200kh of
source cﬂ’ges ar Z’Fosg%ehﬁéleatﬁ%gﬁgglﬁ% ngthgﬂsgndseérr@t gp%l ?‘rleﬁ?mglruplé:?n%%ﬁlﬁ e
hours in a day. Wth this configuration, alerts be sent only when there
are 3 oc%‘m‘iﬁi%%’é‘e@%‘f‘e a(?@ Tve dgPgid; qp Eo]%ﬁ?u?ﬁ'[ é‘é‘frlg‘fﬁ%nﬁia‘tnp\’rtét epeedpBy nthehe
specified sinple rules 802 and 814 in a day within the sane departnent,

i nst ead BANaggEIONt devicq ¥ @h ceheosser-Hefingdrippets mayecinglode bnt grednot [bedugitgd i the
sequence rule 816 may be nade up of nultiple sinplel/aggregate/ conposite

rul es (8iplvéMsnt &ltAY sarddr masensitige propecBlWithinchelckigagizatiahy hdast day wf wdtknfor
event count and a "group by" paraneter. It may include an additional

criteri ofheRdfiertinapreefenBesst 4 ApeVistof @l sohdgh each of the
si npl e/ aggr egat e/ conposite rule (802, 808, 812) is matched. The sequence

|l e 816 | B ; : af- . . .
Ll ST, B OS5 oMby LAl i qmonicaio,

source code detection module 604 of the network gateway device 704 may determine

whether the digital communication contains source code.
[00139] Since the security risk of the digital communication may be determined based on

past recorded context information, a time period may be used to define the set of past
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[00132] A free formlicustomrule 820 may be defined by a process 822 of
entering the full programm ng script codes based on our pre-defined script
synt ax t oweystemmatsocal |y create a sinpl e/ aggr egat e/ conpesiriseresguence rul e
(802, 808, 812, 816). This option may allow greater flexibility and usage
of certain E{ﬁ'de“ ned_functions not available frogmthe other rules

i ncl udi ngeBRednentext dnformatian topfeonsed fqr\gepmting e degige ofavaniation f1thg] | n
Type 1 correlation analysis, each comunication |ink may be anal yzed

i ndependdispestechghigitad t commuzicatiope agdingd| ther sdtesf 08t révordedp bentextcinfemtaiomay

al so be anal yzed collectively to determine if there is a pattern match

agal nst belenging toearhager egat e/ conposi t e/ sequence rul es (808, 812, 816). In
di fferent enbodi nents, different nunber of types of predeterm ned rul es may

be const {omueP RbmTHBRetlofist Rlcide@ oM ¥ForthatibR AL AindV B R ﬁﬂ%ggﬁ@&i on
analysis |In Type 2 correlation analysis, the correlation engine may

depend o ~def | Bal.].Sti muta and set qf | ural i,ty.of
cont oxt _ eresPieBdT chBRE (B0 BRBPU0E ) SulPEVBE fioBEVafles Bt o Tl mPASTab T
hi gh security risk co ni.cation | jpnks between an internal identity and

hi s/ her g‘H ﬁ?ﬁ‘& fatex{ 1 O&Ha%@cﬁ?f?tnly 41&k§f|$n meats; ths number phinode velies REd as
a comuni cation link that did not trigger any incident rule, but nmay be

| i kel y t@achofeniey wdermation eitemf mayreie; 8rffelr@1ikaegenhhralé@d06nnmwdnes amey begr ee
of variation fromthe sender's historical patterns during a specific time
period. déternsiaedibased on ke infprobetioeinethi isribyl ddhe sere.r Bhadt imode anliienmma$02
based on at least in part on the data from previ ous communi cations. The

dat a fr ofgppéseiti DEEqUeRETWIth GafitOA fredBériRed tohidHon Berdinshe Hﬁtﬁ%lonﬁjﬁlte@io%gor €.
The security WD 2010/ 011180PCT/ SG2008/ 000271 ri sk may be determ hed by the

correl at LR SRZhe sqgaleggégg?aq?ﬁtg%g}t‘e recorded context information

associated wth the sen 0 gital communication. [00135] In this

enbodi e he ten context.information itens. may be. tine at which the

di gi tal Eﬁé’ﬁﬂ@ni cEtef‘fFo nfe ?éféﬁ‘???até"’.’sn?t?@ By b §HveRt 3 SHSTRnt weieht gF?fswng a
communi catign; a type of information contained in the digital comrunication
(e.g. soﬁ?ecfg‘“@é}déal&% way b determimenfd p3ch: santedly infermding disme dasedn onpdul e
604); a source of the digital comrunication (e.g. source |IP, hostnane and
etc); ancomkspending ofoda velwedBothahe tweeghdisgoreadndabencoefificint valpe maydresised to t v
of the sender of the digital comunication; an intended destination for the
di gital deemmine aaitalqisk(seorg. Afl@simpletiiltratibh ohoatmanigahelrisk schie iBAedcei®Bd i t Y
of an intended recipient of the digital comunication; whether the digital
conmmuni cgdlp@n 1S encrypted (e.g. decipherability of information sent); and
whet her the digital conmmunication contains digital rights-protected

content. 36]rl I ent . | ment he nunber of context
i nf or mat [dgﬁgl en];shepr%)glleyéﬁhi%enr%ggn@ébgﬁeco? rlll%ee%tg’ ild}lef g)lpntgpi%?l&l Y%H%S E?§et ®for
Type 2 correlation analysis may be _different in other enhodjnments. [00137]
To det er g ?l’i‘é‘“?é’%ﬁgc |¥l¥ﬁ Rapr HXI“F REsent HH\?ror}éhe digital fogmunicationn g Latods,
the correlation engi ne 602 may depend on a |list of user-defined inputs
ent er ed VAU Heg raed Jraguentlyyaseddrourois . givenea geede- stord abd, whengas theal0"| motlede
but are not be limted to the invol venent of the sender in sensitive
proj ect svalii¢ s givethe modgasvoradf 00, Thelcasfficikay valueviederifat bised onethe dormaAnd
preference of a supervisor of the sender.

below:

-

Coefficient value = mode score — 1

[00143] A coefficient value may range from O to 9 in the event that ten mode values are
used. The range of the coefficient values may vary in different embodiments. The coefficient

value may include a value, e.g. 20, for contextual variable values that lie outside the top ten
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[00138] To determne a type of information contained in the digital

conmmuni cation, the source code detection nodule 604 of the network gateway
devi ce 70&0may/detser m ne whet her the digital comuni cat iPCm/SGQOUBADIRS1 SOUr Ce
code. [00139] Since the security risk of the digital comunication nay be
determ ned based on past recorded context information, a tinme period nmay be
used to Wefe Nelusﬁelnscgffer@flt praedimeyts othe goefficieno pane Sop owsedod vatiabls catuge d
context information to be used for conputing the degree of variation of the
i nspect ethatliigottaide tlentop tercabdovalegganayshe differeaet of past recorded cont ext

i nformation bel onging to each user. [00140] Fromthe set of past recorded

cont ext [obfia4JeLIF e Rt B&frioTesk &gitilhﬂrrhhﬁfﬁc%hirﬂﬂchéshﬁe Ok RledalueNa OaIgE Ne
602 may obtain a plurality of node values (e.g. top ten node val ues) for

each con i 0. ' ht.e a, di r ' ne | - node
val ues f%fété%%ﬁec%sn eflni(? % H#eoér&rrgqc?egg w?@g'mﬂ%glg%g%g}lﬁﬁhé%n?&ﬁ cg'%(faﬁ %n of
node val ues, may be det erm ned based the.information in fhe historical
ot a st oPBchEnE SR PG ity SRS deEY b AruBare b paaiTeieptoyae. 1 e
predeterm ned condition occurs in the data from previ ous comunications in
t he hi st ¥mf Beur dogs aosmaich any of theltpp teckode Meligs, aj vgtusrofedQ wAY be asnignads the
given a different weight score and a coefficient value nmay be determ ned

f or eachcaefin¢ienttvaluef or rati on it em based on a correspondi ng node val ue. Both
t he wei ght score and the coefficient value may be used to determne a total

ri sk scope143n esfeeimhe codffivisht ailu@orall tHe etk Ninkehmatien ifefil 256 Mstned, the
descri bed bel ow. [00142] The correl ation engine 602 nay conpute e.g. the

top ten éﬂ}fé@amlé@fnef@dzm ERIAK thkHskYcBR & the-i - i@fior €Nt
time of the JI git com*run?cat Pon. The - Lst W%é}@\}gipggdaﬁed?%% r‘%st r%%ﬁ%nt |y
used hour score of 1, whereas the 10th node value is given

sing e B §0inG TRELS
a mode store™§ Y ’%‘% &fficient value is derived based on the formul a

bel ow. efficient value = node sc -1
Cﬁis[c Score = ECV 1 weight score * coe%cef\ent 1) + (CV 2 weight score * coefficient 2) + ... +

(CV 10 weight score * coefficient 10)

.[00146] If the risk score is below a risk threshold value, the current inspected digital
communication may be deemed to be low risk. If the risk score matches or exceeds the
threshold value, the current inspected digital communication may be deemed to be high risk
and appropriate actions may be applied. The risk threshold value may be adjustable for
individual organizations.

[00147] Fig. 9 shows a flowchart of process steps for determining the security risk of the
inspected digital communication under the Type 2 correlation analysis.

[00148] In 902, at least a subset of the one or more context information items is stored in a
historical data store. The security risk may be determined based on at least in part on the data
stored from previous communications stored in the historical data store. In 904, a plurality of
mode values based on the information in the historical data store may be determined. Each

mode value may represent a frequency with which a predetermined condition occurs in the
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[00143] A coefficient value may range fromO to 9 in the event that ten
node val ues are used. The range of the coefficient values may vary in

di f f erentwertbodiimsnt s. The coefficient val ue may i ncl udeca/scabosepox1g. 20,
for contextual variable values that lie outside the top ten node val ues.
In different enbodi nents, the coefficient value for contextual variable

val ues t dat frone ppevicusdeorinenicatiorisein the déstoridall datarsiyre bin 606, f £ plpdlity [0 Qikk4 ]

If the sent hour of the digital comunication matches the 1st node val ue, a

val ue of cBeMB¥nDRIASHBLEE En Ie glﬂ%lﬁﬁ%ﬂﬂd&%luek’%diﬁbe tétetniBed GALIOBOH Tiskf
the digital conmunication matches the second node value, a value of 1 may

be assig efif L& vial ] our . ny
of the {55 Saeiih, BETbtaEPRE piFlchetgetel balfe Bl e AE Firo R iBEY 10,
val ue. [ 0145L fter the coefficient values of all the context information
i tems ar 8%5@UPEhed, the correlation engi ne 602 may cal culate the risk score

of the inspected digital communication using the follow ng fornul a: R sk
Score = (@W49] wdngip, the sisk seore guyhiecheeked 19 deternape If the righ scage by kelow a risk
coefficient 2) + + (CV 10 weight score * coefficient 10) [00146] If the
ri sk scothreshsldoedlwnommaichés dhexesdds! the visk tereshbhievaiue. 1€tie nsksyooretie heldmgiheal
communi cation may be deened to be lowrisk. If the risk score matches or

exceeds tibie trBshe R dlde, Bé BispedtB® dipithl Edthmuniehesi Sy BeGicemled 30 BEUSW Gkl ign
may be deenmed to be high risk and appropriate actions nmay be applied. The

ok PR RO R0 2 g S50 B
ig??;: ;%/ Férhﬁéﬁ%%@é}hgl_aiy %%p(ﬁe%}ngg t((>j lbg ihg | ris(,icolr;rl%'lrlli a(fnadt zilp%rr]opl{unagg :Elct;[orr]lg, e-l._ g.ps%nging
an alert to at least one device connected to the internal network, may be applied.
[00150] An example scenario is described below to illustrate how the context-aware
correlation engine may operate in real-life.
[00151] Through the correlation rule editor for Type 1 correlation analysis, the
administrator may configure the system such that each developer may be allowed to email
small bits of their code, for example up to 1 KB, to authorized technical advisers over a
period of one week. Posts to developer forums can be subjected to more restrictive controls
such as e.g. 500 bytes per week. Posting via instant messaging can be prohibited.
[00152]) Type 2 correlation analysis may start when a developer, who has been posting e.g.
no more than 200 bytes of source codes per week to SITE A during office hours for the past 1
month, begins to send e.g. 300 bytes of source codes to SITE B after office hours.
[00153] For both Type 1 and Type 2 correlation analysis, when the inspected digital
communication is deemed to be high risk, an alert may be sent to at least one device
connected to the internal network. The network gateway device 704 may be configured to

send the alert. An alert message that causes a device on the internal network to log the

sending of the digital communication may be sent. The management device 706 may be
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[00148] In 902, at |east a subset of the one or nore context information
items is stored in a historical data store. The security risk may be

det er mi nesiohamadisn at |l east in part on the data storedpPCToGEs®U120US
conmmuni cations stored in the historical data store. In 904, a plurality of
node val ues based on the information in the historical data store may be
det er m neahfigBrashtormedeive tieuaderhmessagpranddatdispldy thgadert meggagh tovhiusér. An alert
predeterm ned condition occurs in the data from previous conmunications in
the hi st pieksagé anlbindordiabios onltie &Ment af fHeudigitdl toymdiuni ¢asilon eesf AldcCheeset wathees
based on the plurality of node values nmay be determned. In 908, a risk
score baggHaienfi Aol k! dny 4R inkdril glfe@@tnfm. SHRNRYRANBE G the! BfnGRBroNE

i nformation Tay be determned. [0 In 910, the risk score may be

checked to.determne |j.f he risk i bel ow, ri-sk threshol val.ue or
e ey UGt EhARRAn b Ud iRl So! el Re firdnlalih GRGOURRE LT

risk threshold val ue, the inspected digital communication may be deened to
be | ow r BSIET Fagager vifhouhihoratior Gom RAREsEment A BYABKRY TRBPIPE ﬁfiaom hol d
val ue, the inspected digital conmunication may be deemed to be high risk in
914 and wmpprprised doaencrmisthe einfprmationli Hyrther, dherdigita) enminunisatianmayebe ce
connected to the internal network, may be applied. [00150] An exanple
scenar i oquaaniined bylsestnpeik owatdevick longhe aitenblonetivbrk. Sendiay of theamessage toethat | on
engi ne may operate in real-life. [00151] Through the correlation rule

edi tor f glterhPRetWofOfaslaRbitRbIGdk3l Y BhieSnetivbfk SHBWAY 8éviad 904 Hﬁ?/ veQohiigited the
system such that each devel oper nmay be allowed to email small bits of their

code, fo b%%mﬁlwa%@ﬁée@“gg‘@ aut hori zed technical advisers over a

period of one wee vel oper forums can be subjected to nore
restrict] ontral s such. a .g. 500 bytes per week. Posting via instant
nmessagi ng)\ﬁiﬁ‘ﬁ bé\—’%ﬂgﬂﬁ—'&@g@ﬁg—‘@%ﬁﬂ Type 2 correlation analysis nmay start
when a devel oper, who has been posting e.g. no _nore than 200 bytes of

sour ce cHadiscpsed pewte wigh sferencs te| Kig. 93, grefnetworkgataw gyglevioge Of a3y inclygeah,
begins to send e.g. 300 bytes of source codes to SITE B after office hours.
[ 00153] &awobotraffiTyanelyzeraoih. The eetodotrafficainalyzen6@l may sntegaterwithh enterpsisect ed
di gital communication is deemed to be high risk, an alert nay be sent to at

| east ongirétotyCadaORaGt elbst CohfiiratiinEPidedcol EDIOPK serlBl toeibtdi kheoRhEudy
device 704 may be configured to send the alert. An alert message that

causes aid@ﬁt?{tiié‘seer&bEHéec 'r}‘)mr&[ %Em@??‘&é&lt(‘?%ieggdr%&%s AR hodthifinddl Fot al

comuni catl1 on nay be sent. The managenent vice 706 may be configured to
receive the ale ssage.-and .t o _displ ay . al et . er. . An
i ert | mebuseah RTORAGHRS Al oBRRY ot f ienfTR RRURALE iR Lot on
may al so be sent to the nanagene devjce 706 on the_internal networ The
[ nf or nat OV Ve OlteiRe dirrdeey Hgﬁleisaﬂeaﬁr% Aheca dp aﬁérﬁwﬂéewem &d so
that the information cannot be viewed by a system manager wi thout

aut hor i zeaptwad fligiel eemmyeicetion. Furtharthe eepestingicrayglty ber the troertingrmafhiesy, foe
used to encrypt the information. Further, the digital comrunication may be
quar ant i esetl tser Shay iahwy bé extraaed dront ehe rentengrisentreatary. Tdisvardy. faSditate nhe of
the nessage to the external network may al so be bl ocked. The network

gat evay flR¥ina€ic é241abBY oP&et&Rdtf inBideRd td helppprinkaup&itiong of the message.

[00155] An embodiment of the invention provides a method for obtaining the actual
identity of the sender of the digital communication. Such a process may be used, for example,
by the network traffic analyzer 606 discussed above with reference to Fig. 6A. “User Name”
may be obtained from e.g. MICROSOFT® ACTIVE DIRECTORY® technology Windows
Event ID 672 with the source IP address of the captured digital communication. If “User

Name” is not found, the digital communication may be checked to determine if it is of email
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[ 00154] Network Traffic Analyzer As discussed above wth reference to Fig.
6A, the network gateway device 704 may include a network traffic anal yzer
606. The wetmwditsnaf fi c anal yzer 606 nmay i ntegrate w t pCEsGRogsOIRS1
directory and Dynam c Host Configuration Protocol (DHCP) servers to obtain
the real user identities fromthe captured internet protocol (IP) addresses
or machi typehegardiese svhethgr the ahgitad commeumeatinorik matisé for cvembased.cH healigita)

i nclude an identity resolution nodule (not shown) which obtains the

i dent i t ycathmuhiRati@nilest émailntypes usarlidetity hadbé ebimdcbic aatehivg e éxn@cted
captured digital communication. Further, the reporting hierarchy, i.e. the
[ PO U NGerAkld Gkt addplss %gﬁnstt&ehnmna{ysﬁemﬁo&mﬁ1@5«5@&& romthe enterprise

directory. This nmay facilitate the automatic escal ation of det ect ed
i nci dent th s _ uper vi. 0l
i nventi oﬁ“"é?@vi gggno c{l %1 gﬁ?‘fn gao‘t?? é;ssﬁmn(bt{e?'haeﬁtgk? uaf i %r% %mhn attl(% d&nder

of the djgital co ni catign. .Su rocess may be used, for npl.e, by
Che. net whf Khecked ftggét.mrrgﬁzhfrlt eeef el caeseeing, bpenr et euseweﬁke g 41?1 1 8A.
"User Nane" may be obtained frome. gf M CROSOFT(r) ACTI VE DI RECTORY(r)

t echnol ogymminigation Ewative PDWER:Dbaskd: I thh digital commupication ésef instanhaessagingr ed
digital communication. If "User Nane" is not found, the digital

conmmuni cajpeOusditidertity ahey kedobtaindé thgr matvhingf thet eitmactkl somded lodiy B, against
regardl ess whether the digital conmmunication is native or web-based. If the

di gi tal Qg IdRtityAR elafiohis MHthbaky, pr tHéS 8igithld @BfintuhidhBiYn D] ARt 8f HefarRY
mat ching the ‘extracted sender's enmil address against existing

| dentity- b not
of o 1 HessEe TR o B?*t?l Pty be beRef bpiBl JSROENAGRL £ e 1)
is of i ns ant nes Ies et her the di gi tal conmmuni cation
is nati vl %VP%%’E Eéaig’ cp %Paé'l}i’g g@?({j H'\I'Iﬁéﬁnl cation is of instant

nmessagi n é'P user identi ty may be obtained by matching the extracted
sender &ljl ID sededygtegtiondViodidert i ty- Rel at i onshi p Database. If the
digital comunication is not of instant nessaging type, the digital

communi c@he matwraly gaewayeddvect A fraynintlud& nosoutceusale detectionemodilevddt The
correlation rules may be applied accordingly. [00157] Source Code Detection

Modul e ThsureetodR! det@tibe WaYIUE 804 thay (e dbRYigiedlt dieteat SaUtEE CodendR ab&rédiick ON
nodul e 604. The source code detection nodule 604 may be configured to

det ect S@ihGRe ¢ cﬂ%%tﬂ%@?ﬁe %Exﬁldnh&sMI%éd%vg'WééIﬁél% Sod¥f deid¥Bion

i nvention descri ove e source code detection nodule 604 may all ow
users to_en nsta rotection wit r g

t he COITpfné)X{lIl%LﬂO 9ot ?f"@p i1 Ooeél?oa?'n%m% étr?%tﬁ(glge ‘flggﬁ%%fho%? ﬂol% erl‘\ﬁlilelg The
craw er server 708 i 7 whi ch ma be naned as "i Gat her", pI’OVI des
active nﬁmcpe}p%gm%?ﬁgoofé%efqgéﬁnefﬂa §®s to external network. The

crawl er server 708 may operate by automatically logging into one or nore of
t he net w58k c dsravder=Serivers whi ch may not be accessible to popul ar search
engi nes and may be designated by a user, and perform ng search-and-filter
activiti The clivdse saetmnd0R-iacErs SA, bikcls ithas beayanmsit ad &i@athads ipbdvaddsoaquypul ar
search engi nes. These network-accessi ble sites nay be designated by a user
of the SyhARNNPEnd detection of leakages to external network. The crawler server 708 may

Y EC

operate by automatically logging into one or more of the network-accessible sites which may
not be accessible to popular search engines and may be designated by a user, and performing
search-and-filter activities. These network-accessible sites may not be accessible to popular
search engines. These network-accessible sites may be designated by a user of the system

700.
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[ 00159] The crawl er server 708 may be connected with the source code
repository 712 storing one or nore source code nodul es, and the managenent
devi ce 708ot2bao1mmy i nteract with a user. The source cogetrsepasiovery 712,

t he managenent device 706 and the craw er server 708 may be connected to an
internal network, e.g. an internal network of an organization. The craw er
server 7018l bkhecerawlestserver d0&mayxbe cornieciedt wish ithe sansee eede tepositore /it |
to detect the | eaked information in the external network. [00160] The

craw er steriug one OBmivey/ sduececande ingadude, bl thetreanuigaraent deeice 706 Uhdt ey interact
identifying elenents that identify a sensitive source code nodul e accessed

from t hey$BUW G&rCPRE s618BO ehdePfeposifiRRr7ah, thel adageieN@eviée TBY 8nd the crawler
net wor k- accessi ble sites for text that matches one or nore of the unique

i dentifyj e i.n t, O j ' i fyjn p | de
search r (Laés}g?rt Z&Tﬁ%ﬁ (PSI f(ger@?a? ‘ﬁetoséenalr{@ﬂﬁ&r%gsdtfﬂ?@(i r?y éa %e%?&gg#%ﬁogkcégﬁ er
server. The craw server 708 y al so be configured to determ ne a

"ol evancreABiZaGeR f herCrRHET serier {8 maY, PE copnettid e exleral ATiaky U % Binber
of the unique identifying elements that were nmatched and on a nunber of
sear ch r bsemetsto detect therjeaked snformsationci i exgemnal networke| evancy, and send the
results to the nanagenent device 706 to indicate to a user whet her

sensi ti v0460f c fheatavienseria 708 nory ehmnfigtned itk d eteneins ialskteo fainiqe . id¢nbifilit g |
The search-and-filter activities may be broken down into a plurality of

phases, glefhents Mhat hd@ify ian s@RitREDQAIreER Bbd® mddiffe ia0¥Rd BOm Ak isbircé adode
search phase nmay be perforned to list out a summary of results ranked in

t he orde . I . i . :
st ruct PRe R st B0 oFbrd AR OHEALNIbIDSiB TR AT R 3 0p
selected initial resul.ts.. Wierever possible,. nulti.ple. search function

of for ed B PePaaBIgH A0S HE slenDn B ST el Derifgpe Tene b iPVde  ver
708 to provide nore accurate and conprehensive searches. Al these

activiti earcharests, ped £oljask thegsargh s iy a Ny Atihe erasterserisr. Hhe crawler
schedul ed. [00162] Inputs to the online search can be manually entered or
aut omat i savéry7(8empy atbobhe ¢dndigredvioedetgarinea relggansitfer eanhcelsthe sganoh sesadis ed
information repositories and evaluating the protected content. For exanple,
t he Cr awbssed aeledstrin At dednatberrafithe ahiqye aeatdfeng lemenrtithalwao diatched adé
repository of an organi zation, extract the source codes, obtain the unique

i denti figf g nBinbbhSr RAAGEUHRAR% (RO FLsBRS AQLIAISERS thE 8levhhicy hinl REBnd he GekRilts
identifiers. [00163] Fig. 10 shows an exenplary piece of 'source code 1000
named CGepesal Lti| | ' - ' ' " i Njyng
e CoUEA B kehal ekl 10 LAl 40, opusehgl Ladneaases ol OB Aulyr
1000, a pl ralit%%of el.ggnts may be extracted and categorized into a
plurality? fﬂcc‘?s?‘% Site§he extracted el ement types may include: 1)

One-line conments 2) Decl ared Package names (for pr p%r anm ng Ianguages
whi ch suffl9dp1] t rihe)search-and-filter activities may be broken down into a plurality of phases, e.g.

two phases in an embodiment of the invention. An initial search phase may be performed to
list out a summary of results ranked in the order of relevance. Users may then review the
summary results and instruct the Crawler server 708 to perform a more in-depth searéh of the
selected initial results. Wherever possible, multiple search functions offered by the
designated Internet sites are utilized by the Crawler server 708 to provide more accurate and
comprehensive searches. All these activities can be performed on demand by the

admuinistrators or as scheduled.
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3) Method nanes 4) Cass nanes 5) File nanes Different el enent types may be
used for categorizing the elenments extracted fromthe source code in

di f f erentwertbndiimsot s. The nunber of el enent types may a&csschesdodfrer ent in
ot her enbodi nents. [00165] Next, it is determ ned that whether the
extracted el enents are unique identifying elenent using a plurality of

uni quenefi®162] ednpits tatheeoddodi seerch, can fbe rhaiubbByiengredvor autompatcatlysdenrived by may
be applied: 1. Length of the elenment 2. Wether they are included in a

bl ackl i stheadra®@IFERA/ef F08 atter NREdng plofccRAaNformAlisH I APpOSiforied |88 evElyatirfy theed
in different enbodi ments. The nunber of uni queness rules may al so be

differen roirt]é?:(t)eglt &%en%np&déx%@?es the &&%Q%rﬁ* F7Bgrc?lg agté’?%i“%’g’nego ssg ﬁﬂle Ceftral @

conbi natt o uni queness rul és nay be applie enent

type. In an exanple, the fpllown [ ' ' g
ai;& i eq: source cogg) repository oP anoorg zactﬁ)?lt)le';ggéto{fleogoulflgé %lojc‘i::eré,eSo%tarlrlxJ ltﬁes urrgla ebe

identifiers of the source codes and perform searches using the unique identifiers.
[00163] Fig. 10 shows an exemplary piece of source code 1000 named GeneralUtil.java
for illustrating the detailed process of obtaining unique identifying elements.
[00164] From the above piece of source code 1000, a plurality of elements may be
extracted and categorized into a plurality of element types. The extracted element types may
include:

1) One-line comments

2) Declared Package names (for programming languages which support this)

3) Method names

4) Class names

5) File. names
Different element types may be used for categorizing the elements extracted from the source
code in different embodiments. The number of element types may also be different in other
embodiments.
[00165] Next, it is determined that whether the extracted elements are unique identifying
element using a plurality of uniqueness rules. In an embodiment, the following two
uniqueness rules may be applied:

1. Length of the element

2. Whether they are included in a blacklist of common/generic words.
Different uniqueness rules may be used in different embodiments. The number of uniqueness

rules may also be different in other embodiments.
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1. One-line Cormments - the uniqueness rule "Length of the elenent” may be
applied 2. Decl ared Package Nanes - the uniqueness rule "Length of the

el ement" weyotmmiagpl i ed, starting (in sone enbodi nents) pertsic2evshoe@rar chy of
2 levels, e.g. "comnyconpany". An exanple elenment extracted fromthe
source code 1000 is "insight.comon". 3. Method Nanes - the uniqueness rule
"Lengt h {0166k itheenne um'que‘ncsmlmm¢rsaa¢0rlai;jaathmtofblhianmlch¢ssirﬂlesrmyaybe applpddited 4.
Cl asses Nanmes - the uniqueness rule "Length of the elenment” or "conparison
agai nst bichGipd sft clerfidnt tHise. aP &xenple, tht fofloMNaiEcombif@iondfimefiREEss rulle€ may
"Length of the el enment” or "conparison against blacklist" may be applied

[ 00167] ngilfeﬁe above source code, the extracted elenents are filtered and
classified uni que |dent|fy|ng el enents or generic el enents, as shown in
Table 1 belom1 8 colums r ect],v hom1the vario

el enent Cypesl- (9 B GeAmeh s fRnbeS B Rl St e SR e s
determ ned as_uni que |dent|f ing el ements. For exanple, the eI ene

cat egori zed a3 "Rssdared Rackag es- the upiqueness gule s Lepeth phtbs elementt lﬁléy be

i nt eresti ngMet hodAction" and "CGets today's date", are determ ned to be

uni que identi f yiapglied, estenting. (i hsoned enbndmlmIS)tWéhtgldéeratobyl of @d levalsk &g
Nanmes", i.e. "insight.conunon” and "insight.comon.util", are determ ned as
uni que identifyi‘egmahpsodipady”. TAE exdngple Rlenttnt e@adtadofomMié BowtcdNas®s 1000 ise.

"I nteresti ngMet hodAction”, are determ ned as a unique identifying elenent.
These el enents nﬁysim%nﬂnl,@rjgth above a pr edeterm ned length threshold if
the uni queness rule "Length of the elenent” is appl ied. [00169] Elenents,
such as the "get f R » MAY. ar ed
with the bIachI&?&gg corr‘%*?n"nh%ene!fl&\er;[E % gﬁl qggﬁgﬁgk§%sgg c@ﬁ%%%%H

el ement. El enents | engt h . beIOM/a predet er m ned Iength

t hreshol d, such a&?“‘“égi‘qkﬂi’“mbes@cppg may al so be excluded to inprove the

accuracy of the search and to reduce fal se EOSi tives. )
Classes Names - the uniqueness rule “Length of the element” or “comparison

against blacklist” may be applied
5. File Name - the uniqueness rule “Length of the element” or “comparison against

blacklist” may be applied

[00167] From the above source code, the extracted elements are filtered and classified as
unique identifying elements or generic elements, as shown in Table 1 below.

[00168] The three columns respectively show the various element types, the elements
determined as generic, and the elements determined as unique identifying elements. For
example, the elements categorized as “One-line Comments”, i.e. “this is my comment for the
interestingMethodAction” and “Gets today’s date”, are determined to be unique identifying
elements. The elements of the type “Declared Package Names”, i.e. “insight.common” and
“insight.common.util”, are determined as unique identifying elements. The element of the

type “Method Names”, i.e. “InterestingMethodAction”, are determined as a unique
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Type of El ement Too Generic Unique One-line comments "this is ny coment
for the interesti ngMet hodAction" "Gets today's date" Decl ared package nanes
"i nsi ght .\OAA11180nsi ght . common. uti | " PCT/SG2008/000271

identifying element. These elements may have a length above a predetermined length
threshold if the uniqueness rule “Length of the element” is applied.

[00169] Elements, such as the “GetCurrentDate” of element type “Method names” may be
compared with the blacklist of common/generic words and determined as a generic element.
Elements whose name length is below a predetermined length threshold, such as “getID” and

“setID”, may also be excluded to improve the accuracy of the search and to reduce false

positives.
Type of Element Too Generic Unique
One-line comments “this is my comment for the
interestingMethodAction”
“Gets today's date”
Declared package names _ “insight.common”
“insight.common.util”
Method names GetCurrentDate InterestingMethodAction
(discarded by
blacklist)
Classes names GeneralUtil
(discarded by
blacklist)
File name GeneralUtil
(discarded by
blacklist)

TABLE 1 List of Element Types in Descending Order of Relevance
[00170] Once all the unique elements are obtained, the crawler servér 708 may proceed to
perform searches with a plurality of combinations of the unique identifying elements.
Searches may be performed in a descending of relevance, starting with the highest relevance,
i.e. matches to all unique identifying elements. The system may perform searches starting
from the more relevant element type of “One-line comments™ to the less relevant element
type of “File némes”, as listed in TABLE 1. In an example, there are 31 types of combination

searches from the 5 elements types that the system analyzes, which are listed below.
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Met hod nanes Get Current Date (di scarded by bl acklist) _
I nt eresti ngMet hodActi on Cl asses nanes General Uil (discarded by bl ackli st)
Fil e nanewG2ouyEiLispi | PCT/SG2008/000271

Types of Combinations:

I*: All One-line Comments + All Packages + All Methods + All Classes + File name =
Highest relevance

2™: 0 One-line Comments + All Packages + All Methods + All Classes + File name

3: 0 One-line Comments + 0 Packages + All Methods + All Classes + File name

3I° : 0 One-line Comments + 0 Packages + 0 Methods + 0 Classes + File name = Least
relevance

[00171] After a specific combination search is completed, the next unique identifying
element in the same element type is be used for the subsequent combination search. To
reduce the number of results, the user may configure a limit to the maximum number of
results returned from each combination search.

[00172] Once the search results are obtained, the search results may be ranked in a
descending order of relevancy. Relevancy is computed using the following formula:
Relevancy value = CombinationPoints / TotalSearchResults

where

CombinationPoints = (One-Line Comment * Points per comment) + (Declared Package
Name * Points per package) + (Method Name * Points per method) + (Class Name * Points
per class) + (File Name * Points per filename)

and

TotalSearchResults = the number of results retn'eved when searching using that
combination.

[00173] CombinationPoints are divided by TotalSearchResults to provide higher weight to

combinations that result fewer results, i.e. more unique. For example:
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(di scarded by bl ackli st) TABLE 1 List of Elenent Types in Descending
Order of Rel evance [00170] Once all the unique elenents are obtained, the
crawl er swowverooidBonmay proceed to perform searches w t hpreTpicasmlobdzy1 of
conbi nati ons of the unique identifying elenments. Searches nay be perforned
in a descendi ng of relevance, starting with the highest relevance, i.e

mat ches {09134) ~ (psqueCrigalatipn faracombinationsearyhy QSIQg onefrlasaN ay@erﬁthS ches
starting fromthe nore rel evant el ement type of "One-line conments” to the
| ess rel tdarecomsenent type of "File nanes”, as listed in TABLE 1. In an
exanple, there are 31 types of conbination searches fromthe 5 elenents
types t hRelevhfcysvalae @mqls 2¢6 * 180i-qb *ane +(1 3t1ey +qel=0yy./ 169 rap] of

Combi nat i ons: ySVa‘.l m( O’Ig-%l newCo(r(n'rentZ JS Q)glPacI;Ka?gI]yes + All Methods +

T R e S o

ments + 0
One- | i ne™ €8

rel evance
next uni B&

Pac

ckages + AIl Methods + Al Classes + File nane 3lst:
nts + 0 Packages + 0 Methods + 0 Classes + File narre = Least

kOOl?l After a specific conbination search is conpleted, the

VARRINYAING T £ * PR T 18h (B 1340 &1 10xer{d *2)dd 2 be used for the

subsequent conbi nation search. To reduce the nunber of results, the user
may conf [0§Aa76 a Ihithist exampiléetheavesutti fromurthe datef casesisl tzmke@thﬂgheednfuenm @fich
conbi nati on search.

relevancy than the result from the former case though the former case uses a more relevant

element type.

[00177] Fig. 11 shows a flowchart of a process for detecting leakage of sensitive source

code on network-accessible sites according to an embodiment. In 1102, a set of unique

identifying elements that identify a sensitive source code module accessed from a source

code repository may be determined. In 1104, a crawler server connected to an external

network to automatically search a list of one or more network-accessible sites for text that

matches one or more of the unique identifying elements in the set of unique identifying

elements, may be used to provide search results. In 1106, the search results may be collected

in a memory of the crawler server. In 1108, a relevancy for each of the search results may be

determined based at least in part on a number of the unique identifying elements that were

matched and on a number of search results. In 1110,' the results may be sorted according to

the relevancy. In 1112, the results may be provided to a user, to indicate whether sensitive

source code was found on the network-accessible sites.

[00178] Identity-Relationship Database

The embodiments of the invention also provide traceability of source of leakages through its

ability to build a web of relationships between the online identities that leak the confidential

information to internal user identities, i.e. to build an identity-relationship database. The

39



[00172] Once the search results are obtained, the search results may be
ranked in a descending order of relevancy. Relevancy is conputed using the
f ol | owi ngwbanrul1atso Rel evancy val ue = Conbi nati onPoi nts PCTeGab@S@anohResul ts
wher e Conbi nati onPoints = (One-Li ne Corment * Points per conment) +

Decl ar ed, Package. Nane * Poi nts per package) + (Method Nane * Pqints per
et hody - T ERAE D Astepetuap b bt e tiettng idondiive collegrdhbs tsciemvork
filenane) and Total SearchResults = the nunber of results retrieved when
sear chi ngag¥rKflevicgt 7Q mbighacollests {dewtitizs] capbired recmn oviklun rthe caganiziition dmd by
Tot al SearchResults to provide higher weight to conbinations that result
f ewer resdentitigs ¢ollectedbyehei@iayer seher 76& aimidhecolleftd GderdilieCodpturéd fioal Ritdradti on
for a conbination search using one C ass Nane which returns 100 records

Rel evancyitesalTues capbbllity 8 0ritital for “iddiyitig (Burced 31 Jefikhides to ip%})ul'ﬁr (Rernefdi} _sllgo

= 0.1 [00175] Case 2: Calculation for” a conbination Search using one Fi

Name whi gltfbhra‘%tbll'(;ég,ssojciz{l ?l(e\l%o(?king sites and forums.

[00179] Internal network identities may be collected from internal sourcés within the
organization. For example, network identities which are of interest to be extracted may
include the identities used by employees for accessing instant messaging, personal email,
forums, social networking sites, blogs and other Web-based services (including, for example,
Web 2.0 services). The collected internal network identities may be linked to their respective
users, 1.e. the employees. The collected internal network identities may also be linked to the
internal corporate identities by resolving against the organization’s directory and network
servers.

[00180] Counter-part identities of intercepted traffic, e.g. intercepted message, may also be
captured. These counter-part identities may be network identities of intended recipient(s) of
the message, which may be identities within the internal network or identities in the external
network. The network identities of the intended recipient(s) of the message may be
considered as the first layer of friends of the internal user in the identity-relationship database.
Building of the identity-relationship database may include recording the frequency of
communication between the network identity of the message sender and the intended
recipient(s).

[00181] When the crawler server 708 detects leakages of protected information, of which
the process is described above, the crawler server 708 captures profile of the poster of the

digital information and profiles of all parties related to the poster. The profiles may include
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Rel evancy value = (0 * 25) + (0O * 18) + (0 * 13) + (0O * 10) + (1 * 2) / 1 =
2 [00176] In this exanple, the result fromthe |later case is ranked higher
in terns wb2omlaymsocy than the result fromthe forner caee/scGhasghoztzhe
former case uses a nore relevant elenment type. [00177] Fig. 11 shows a
flowchart of a process for detecting | eakage of sensitive source code on
net wor k- aetwvedsi idénditich t @fs the ovewi ragdt maznbe nbaighere martially o1 0ompletskyt vdfen
uni que identifying elenents that identify a sensitive source code nodul e
accesseddétemminmhgiheisaecoafibe leakabinfamationy be determined. In 1104, a
craw er server connected to an external network to automatically search a
l'ist of 8% MR8 AHoMRh&ntadetntink idnsity 65tht PersofNbakidPthe TRicEAGE0PRRAY O
nore of the unique identifying elenents i'n the set of unique identifyihng

el eent Spe ToNRA K558, LOALOYLAE: 68" Subesiihl Suehily 1 Qeschl'fy 525Gy

results may ve colfected 1'n a nmenor he Ccrawl er” server.

rel evancy .f or eac f the search results be determ ned based at ast
in part tl&ﬂﬁlamfgra%a?e’ the peﬁ%ﬂﬁaéoms iof J?%i&jg% Icé‘?'rrtPﬁttgacFﬁdF“‘%'éliaéelﬁa{fjc'ﬁ‘éd
and on a nunber of search results. In 1110, the results nay be sorted
accor di ngnling ideetity df @phprspent| in the Hatabasee theesiamier sesxer peayppidemptcle buldathgser
to indicate whether sensitive source code was found on the

net wor k- sond anblsabsiqtias . “14y@esl 68 [fri¢rdist tfoi theRedlaikei idestity din Ratestivas Sotirves of
enbodi nents of the invention also provide traceability of source of

| eakagesdfenpiiah tb tbhildthé i4ayefsOoofticnds @mag indlfidd Bhnap b ibe ikRddVRESodidle
online identities that | eak the confidential infornation to i nternal user

2010/ 011 8vaE TS BuolBhou0R LHERH Y MEHaI e SR pae ertb ol of,
e kST LS SRR G IR B8 SHBY Y 8704 A"
collected by the Craw er server 708 which collects identities captured from
| nt er net beteer thetfayercabrliiends’t fpr ithe enling;identity gho; lgaked; thy projecies indrgnagion
| eakages to popular Internet sites such as blogs, social networking sites
and f oruamd those for internal users, the “layers” may be merged and the online identity may be
linked to the relevant internal users. If there is still no match beyond a threshold number of
“layers”, the closest yet not linked layers may be shown to the administrator for manual
evaluation and judgement.
[00183] Fig. 12 shows an identify relationship graph according to an embodiment of the
- invention.
[00184] A target uﬁknown identity 1202 may be linked to its first layer of friends 1204
and second layer of friends 1206. The target unknown identity 1202 may be an internal
identity or an external identity. In this example, the target unknown identity 1202 is the
network identity of a poster of the leaked information on the external network. An internal
network identifier 1208 may be linked to the target unknown identity 1202. By identifying
the link from the target unknown identity 1202 to the internal network identifier 1208, the

internal network identifier 1208 may be identified as a possible source of the leaked

information.
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[00179] Internal network identities may be collected frominternal sources
within the organi zati on. For exanple, network identities which are of

i nterest wo 20m/axtspact ed may i nclude the identities usegchgceoslooyees for
accessing instant nmessagi ng, personal email, foruns, social networking
sites, blogs and ot her Wb-based services (| ncl udi n for exanple, Wb 2.0
servi ces]00185k dBuildieg efi thenidentitpirelaéonsbipkdatahase imayeRirther inghide idefestiring hei r
respective users, i.e. the enployees. The collected internal network

i denti ti el®sémrys af acohsedtionkedvden 4 ﬁstinet\mrnaﬂem'ay faad & seconke nttwiorle 3ddnyity.
resol ving agai nst the organi zation's directory and network servers.

[00180] @été?xhﬁﬁn@%r ElobHREY bf ae&nAbctiont fiag GREIBM: IdeRbhifing @ Gpe I0H £UERBEAd
nmessage, nay al so be captured. These counter-part identitieés nay be network

identiti i.ple i ties
w thin o faetnehid; SReSth ELR G 9‘-‘%% o B A8 b MBGERID 12*0"‘?‘% ty
network identities 8 he i.nt d reci |ent%wé of .the message, nmay,

consi der ¥eluaia shsed fo getprmying thsrclosenestatheomroxiains YLk Fap rersesent Feinnce
identity-relationship database. Building of the identity-relationship

dat abasebetwgen rfhe (e ideabitien, g shvavif iediendy- dixamplasunfl dka itesbef detsptedhe
network identity of the nessage sender and the intended recipient(s).
[00181] whationkkps drahvhrebe sexite defZfiflind et dadenedsadlaagancaionpnayt mcludd but may

i nformation, of which the process is described above, the craw er server
708 capt Hétase IRhedd loe of the poster of the digital information and profiles
of all parties related to the poster. The profiles may include network
identiti f t n
det or m niRUC e SR Ren R Snd e PEOIPhGNGH: RRALY Ut Yodlyel BRI oD
the online |g§ngggé;of t he. person Ieaklng the informati on may be captured
by the cr adl® 4 708. If the online identity is present in the
identity: relatlonshlp dat abase, the possibl e source(s) of | eakage can be
traced i fhilgifstengwork ldpwét.‘/@ﬁfluthresqca%ppwrk ddengity fﬁ"éé@ﬁ%onﬁlncmuﬁﬁ%twése
the craw er server may attenpt to build the second and subsequent "l-ayers
of fri ends"tofach ather voairstapt indssagingy i n question. Sources of information to
build the "layers of friends" may include but may not be limted to soci al
net wor ki Bpthei firstSnetWwbfkgidentity and dhe sa¢ond astwiork idensityt &sid pekdoanl Snirfisnitdtins
permt posting of nessages and contents, external e-mail and instant
nmessagi Ng shlessh othltaRa thgiie is a match bet ween the ' ‘l'ayers of friends" for
the online identity who | eaked the protected information and those for

| nked & PRl Bst SRR, o Tk REOIRAPHeARhe A BT S MOTRE MY odBla 1°,

t hreshol d nunbe Iayers the cl osest yet not Ilnked | ayers may be
shown to tH’@“A‘EFFﬁ ﬁ%f”é’ltY’ator for manual eval uation and judgenent. 100183]
Fig. 12 shows an identify relationship graph according to an enbodi nent of
t he i nvedt ithsfirstmgswgdq idpntity haspostadiaeommenioma hlgg obthe speppdmetwark idantitys it s
first layer of friends 1204 and second | ayer of friends 1206. The target
unknown bpehd ifirst A@OPrkragentity andi tht esenahd indworkt identityahavex tenmahicatdd neiat y.
In this exanple, the target unknown identity 1202 is the network identity
of a postercoqjoratagrdaﬂa&ﬁﬁ information on the external network. An internal
network identifier 1208 may be linked to the target unknown identity 1202.
By ident t t;

i nternal |7jnbeh![ev\r}g?t Jﬁacgg%(?{lafﬂ{%‘?@k g&mtﬁ%ﬁgg‘?enftjﬁe}ir§ R’%mnet %g ?hd%lﬁg %Plg g}rullg%%array

be identifi EI‘d (Posm bl sour ce of the | eaked information.
and/or 1SCUSS1IoN forum

[00186] The proximity values for the above types of detected relationships may be
arranged in a descending order to determine the closeness of two identities. For example, a
pair of identities, who had communicated via personal email (i.e. type 3), may have a higher

proximity value and thus may be closer than a pair of identities who had communicated via
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[00185] Building of the identity-relationship database may further include
determ ning a cl oseness of a connection between a first network identity
and a secwodonatisok i dentity. Determ ning a cl oseness eCraceasmeat’i on nmay
i nclude determning a type of a detected relationship, wherein each type of
detected relationship may be associated with a proximty value that is used
to det er FRTRAMat, emall i enbPs. O)THR thisosxampls, the highesh possible ayarimithmayibsa ance
between the two identities, as shown in Fig. 12. Exanples of the types of
det ect eddeddred ifroenslhis (pathehalt frarathdsociad adtwonkidg stenferg typecl Jo wheress theflowest
connection may include but may not be limted to: 1) the first network

i dent i t ypawibld proxfgiepiRGhaet postings de b chihonltesdA thfead in bhigdonans @.csgpeal
networking site; 2) the first network identity and the second network
identity7)§end personal communi cations to each other via instant nessagi ng;
3) the fiTst network identity and the second network identity send personal

conmmuni cgt to,each other vyi mai |.. 4) hyperlinks exist .between a bl og
of the 1 MILBAR o GsFRS Percht eiortédraBiohntins ey VRE beulthis o Eimp G IeRsss. °F)
the first network identity has posted a corment on a blog of the second

net wor k Pliesunegtiongn different smhodiaentyr k i dentity and the second network

I dentity have comruni cated via corporate enmail; and 7) the first and second
net wor k [09d88]i t iRsteramagaotldsepesstod@ copBedign snayninchide sigteemirimga drequengy Ioif og
and/ or di scussion forum [00186] The proximty values for the above types

of det ect@fmugicatiorobaWwedsthethyst hetvedrk adwade) dnd the @906 REtwigk idegldty. 1AS shown
determ ne the closeness of two identities. For exanple, a pair of

i dentiti %Figm_tﬂ@ﬁeg&m BF 6ahRtnthRoRehAPAALmANB e thickResslofife latiofBhip Nave
a higher proximty value” and thus may be "cl oser than a pair of identities

who had ﬁ&wbpat ed via

[00189] The degree of closeness between various identities may be ranked based on the
type of detected relationships and the frequency of communications. The closeness of a
connection between two network identities may be used in the identification of a possible
source of the leaked information. Identifying an employee as a possible source of the leaked
information may include using the closeness of the connections between the employee and
the network identity of the poster of the leaked information to determine a likelihood that the
employee is the source of the leaked information.

[00190] Fig. 13 shows a ﬂowchaﬁ ofa process. for tracing a source of leaked information
owned by an organization after the information has been leaked on an external network
according to an embodiment. In 1302, an identity-relationship database may be built, wherein
the identity-relationship database may contain information linking, either directly or
indifectly, an employee of the organization to one or more network identities, and to network
identities of others with whom the employee communicates. In 1304, the leaked information
may be located on a site on the external network. In 1306, a network identity of the poster of

the leaked information may be determined on the external network. In 1308, it may be
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corporate email (i.e. type 6). In this exanple, the highest possible
proximty may be a declared friend as gathered fromthe social networking
sites (e.wo20wpa1), whereas the | owest possible proxi mpcy/sicomhased
postings to a conmon nessage thread in online forunms (i.e. type 7). [00187]
O her types of detected relationships nmay al so be used to determ ne the

cl osenesdetofmined ovhether iame om nuiré flimkerin thebidelitivenelationsbipl 88hbadet eomnedii thg a
cl oseness of a connection may include determ ning a frequency of

conmuni cAgtivark tdehtiweait thdpostér oftthd Blak&l inforeRribh ty thengdnplogees &C 03I, ftthe@hk
identity. As shown in Fig. 12, the frequency of comunicati ons may

det er m ngr hfage k< koGRSt fle AdFofkeldRhtit9 b the ﬂgist@l‘%f Heel Reakéd) HebRhatibicro0ger €€

of cl oseness between various identitiés may be ranked based on the type of
detected_rel ati gnshi n e. fre ncy.. of.. co ni i - The cl.oseness
of & confEglePh WIS REGRIRU AR PRSI i< 180G e mEn o
identification a possi.ble sogurce of the | eaked information. |dentifying
an enpl off9d98s 31’15@% EmBrQImss{s ol fnveRion Bayediwen PRESCHREY 6 oyRpnd %eaif@&sg
using the closeness of the connections between the enployee and the network
i dent i t ywith refeeenge o epecific embodimehtsd iti shvwldrhe vrslerstepddey drose shillgd lin e #tood
that the enployee is the source of the | eaked information. [00190] Fig. 13
shows a fhHabvaitvas chaifgesimfoanand denil maydsd madethsrint withadt deparkiag frionf the Rpirit on
owned by an organi zation after the informati on has been | eaked on an

ext er nal aedcHpé bt BeGRAVENiBH ab AeRfedeBiPAEiafBdtided klirh$ 0Zhe Sdpe of the invention is
identity-relationshi p database nay be built, wherein the

dent ! (Y aeh bl a0eh i ABRATCIRY SANhANARL! SIRLLAR |l f8meBhbRaha

directly or in n enpl oyee of rgani zation to one or re
network identjties, and_.to network identities .of others with whomthe
enpl oyeeraegﬁﬂt?ﬂ“é‘é?geé’é’y ofh"efgﬂﬁl,s apthere %ﬁé‘&e’i‘%ficf? REF FFcﬁ‘gly be | ocated on a

site on the external network. In 1306, a network identity of the poster of
the | eaked informati on may be determ ned on the external network. In 1308,
it my be determ ned whether one or nore links in the
identity-relationshi p database connect the network identity of the poster
of the | eaked information to the enployee. In 1310, if the one or nore

| i nks connect the network identity of the poster of the | eaked information
to the enpl oyee, the enployee nay be identified as a possible source of the
| eaked information. 1001911 Wil e enbodi nents of the invention have been
particularly shown and described with reference to specific enbodinments, it
shoul d be understood by those skilled in the art that various changes in
formand detail may be nmade therein wi thout departing fromthe spirit and
scope of the invention as defined by the appended clains. The scope of the
invention is thus indicated by the appended clains and all changes which
conme within the neani ng and range of equival ency of the clains are

t herefore intended to be enbraced.
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Clainms What is clainmed is: 1. A nmethod of detecting source code in a
nmessage being sent over a digital conmunication network to secure agai nst
unaut hor iwedolomakmge of source code, the nethod conpri sipogisG2ous@neept i ng
t he nessage on a network device; placing the nessage into a nmenory on the

net wor k devi ce; dividing the nmessage in the menory into one or nore
segnents, each segment including a pr€lemsrni ned nunber of |ines of text
fromthe nessage; for each segnent, applying one or nore syntax rules

of a programm ng | anguage to the segnent together with a predeterm ned
nunber of context |lines of text before the segnent and/or after the
segnment , Wt deligmEine which of the syntax rules of the programm ng | anguage
are matched in the segnment; and provi ding a determ nation of whether

t he nessage includes source code based on the syntax rules that were
matched. 2. The nmethod of claim1, further conprising applying a sliding
mﬁndom/ogfset to the start of each of the one or nore .segnents, and,.

r .
repeatind t heAapHitRhof ofetesing SOBRe Be B @ BiFftasR PePRsSPb WEEH digialnt .
3. The nethod of claim1 or 2, wherein an adm nistrator pre-selects the
pr ogr ammfemuaisaiRIyeetverk {thiechre: 3gainshanantharized leakagef sairess cedee thegpethed ¢ o
each segnent.
comprising:

intercepting the message on a network device;

placing the message into a memory on the network device;

dividing the message in the memory into one or more segments, each segment
including a predetermined number of lines of text from the message;

for each segment, applying one or more syntax rules of a programming language to

~ the segment together with a predetermined number of context lines of text before the segment

zind/or after the segment, to determine which of the syntax rules of the programming
language are matched in the segment; and

providing a determination of whether the message includes source code based on the

syntax rules that were matched.

2. The method of claim 1, further comprising applying a sliding window offset to the
start of each of the one or more segments, and repeating the application of the one or more

syntax rules to each segment.

3. The method of claim 1 or 2, wherein an administrator pre-selects the programming

language for which the one or more syntax rules are applied to each segment.
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WO 2010/ 011180PCT/ SG2008/ 000271 4. The method of any one of clains 1 to 3,
further conprising repeating the application of the one or nore syntax

rul es to wechisgagrsent for syntax rules of a plurality ofcpsegemmoarg

| anguages. 5. The nethod of clraim 4, wherein an adm nistrator selects an
order in which the plurality of progranm ng |anguages will| have their one
or nore 4ynt akhe meé@daxfpny@nepﬁcganhl $egnfuther canprisieg repenting Ge applidation,
wherein an order in which the plurality of programm ng | anguages wi Il have
t heir onef tite ohé eorsytvresyntakemlappl ieach tsegmathfosegymeand rules deft erpiuraticy of
according to a market survey of the popularity of progranm ng | anguages.

7. The Fﬁﬂ]rgjfn Npulpesc! aims 1 to 6, further conprising providing a
coefficin%l) for gach of the one or nore syntax rules. 8. The nethod of

claim7, wherein the coefficient for a syntax rule is based at |east in
part on the uniqueness of that syntax rule in its progranmm ng | anguage. 9.

The nethod of _claim 7 or 8, wherein. applyjing the one or nore synt rul es
conpri se> appl¥ Hbent??‘ﬁje Oéﬁim%‘r 4ﬂﬁ’f’8re§‘yﬂ$ a&q“}‘ stratoy ﬁg]ziﬁtso‘?rﬂQF‘feﬁdéeﬂﬁ%h tg?’lei r
coefficients. 10. The nethod of claim9, wherein applying the one or nore
synt ax rRinedityehprogesasmingdagguages: Wil kave their ome er more sytax uies appliethtosagier
from hi ghest coefficient to | owest coefficient.

segment.

6. The method of claim 4, wherein an order in which the plurality of programming
languages will have their one or more syntax rules applied to each segment is determined

according to a market survey of the popularity of programming languages.

7. The method of any of claims 1 to 6, further comprising providing a coefficient for

each of the one or more syntax rules.

8. The method of claim 7, wherein the coefficient for a syntax rule is based at least in

part on the uniqueness of that syntax rule in its programming language.

9. The method of claim 7 or 8, wherein applying the one or more syntax rules comprises

applying the one or more syntax rules in an order based on their coefficients.

10.  The method of claim 9, wherein applying the one or more syntax rules comprises
applying the one or more syntax rules in an order from highest coefficient to lowest

coefficient.
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WO 2010/ 011180PCT/ SG2008/ 000271 11. The nethod of any of clains 7 to 10,
wherei n applying one or nore syntax rules conprises conputing a product of
t he coef fwoizero1imsn a syntax rul e and the nunber of chareattsenes@bozext in
the segnent that match that syntax rule. 12. The nethod of claim 11,
wherein providing the determ nation of whether the nessage includes source
code compti sedhe omdhad afany phclavmp Jstod] G rwhedreinmppltioag ohewor enark syptakaxlesul e
and the nunber of characters of text in each segnent. 13. The nethod of

cl ai.m 12comprivesi congupihy i hgroduet of thdrceeffigithtfor bl sataxt APS anfl thbeuinier @f
exceeds a predeterm ned threshold that indicates a |likelihood that the
nessage ieddddedsr RRUMARe SQtent thhf mafdh@ndRiad k. any of claims 1 to 13,
wherein the nmessage i s encoded, and the nethod further conprises decoding
t he message. 15. The nethod of any of clains 1 to 14, further conprising
sending an alert nmessage if it is determ ned that the nmessage incl udes

source code. 6. A system fqr securing. against |eakage of source code, the
system Cg:gpr i Iﬁ%@?thoﬁ of claityd B PRreHLRRO VISR eieBRAOR O WheBFIhe mpssage
network device configured to intercept a nessage on the network and store

t he i nt einchigeespuresseatigecomprisesiermpytingra tatie hasadwrr thequodunt fort ¢ach spmtarp ride
device further configured to detect source code in the nmessage by: dividing
t he messagkthe nuinber ofeimragterndftextria each segmentsegnment s, each segnent i ncl udi ng
a predeterm ned nunber of |ines of text;

¢ ({6

13.  The method of claim 12, wherein applying one or more syntax rules stops if the ratio
exceeds a predetermined threshold that indicates a likelihood that the message includes

source code.

14.  The method of any of claims 1 to 13, wherein the message is encoded, and the method

further comprises decoding the message.

15.  The method of any of claims 1 to 14, further comprising sending an alert message if it

is determined that the message includes source code.

16. A system for securing against leakage of source code, the system comprising:

a network device connected to a network, the network device configured to intercept a
message on the network and store the intercepted message in a memory on the network
device;

the network device further configured to detect source code in the message by:

dividing the message in the memory into one or more segments, each segment

including a predetermined number of lines of text;
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for each segnment, applying one or nore syntax rules of a progranm ng

| anguage to the segnent together with a predeterm ned nunber of context

i nes of wexbidmaimsne the segnment and/or after the segnerCy/SGaomd@berm ne

whi ch of the syntax rules of the progranm ng | anguage are matched in the
segnent; and provi ding a determ nation of whether the nessage includes
source code based G ¢ack ssgmeenx applyesg tonatorweroee smitekedlesasfda progratimeing

net work device further configured to take an action to secure agai nst

unaut hori zed |aagka@eo e sepmEmMGogARE With & predtefifined Ainhber dfitdhtekNEnd¥RTSge
i ncl udes source code. 17. The system of claim 16, wherein the network

device is furplygr. 100l On'i %?d/%xﬁaefﬂe(?;tﬂ%éeﬁﬁx%ﬁ{, tC 48 iné thféﬁeofrfﬁééglgﬁ( 1¥es of

repeating the applicat ne off nore syntax rules to segnent
for syntax ruj,es of a plurality of pr amm ng | anguages. 18. The system
of claim 16 oh’eﬁ?grmr‘%g M%ﬁ%@ﬁ%ﬁ%@%e% her configured to
detect source code in the nessage by providing a coefficient for each of
the one or nore sypfoxidingp determingtionrplewhctherdthe gressaggipgludes squprse spde based
network device is further configured to detect source code in the nessage
by providi ng omthesyntak ndesthat Wore mateliadt and r ul e based at least in part on

t he uni queness of that syntax rule in its programm ng | anguage. 20. The
system of cl athenbBvark dibice Withee tonfliguged1ettules dn &t8oh ee sécard agaile unautidrizgdr ed
to detect source code in the nessage by applying the one or nore syntax
rules i nleﬁl@aﬁ@o‘#%ur@@é&ﬁ iPRR i BQbrmifQPihbd b GitisSage idMhdes source code.

2010/ 011180PCT/ SG2008/ 000271 21. The system of any of clainms 18 to 20,
wherein the network device is further configured to detect source code in
t he nessage by conputing a product of the coefficient for a syntax rule and

t he nunber of_characters of text in the se t .that tch that syntax
rul e ﬂ Tﬁe system of cla?m 16, wherel}n the netw%rr‘?(3 Hewce ?s further coni{|gured t>c/) (Eetect

source code in the message by repeating the application of the one or more syntax rules to

each segment for syntax rules of a plurality of programming languages.

18. The system of claim 16 or 17, wherein the network device is further configured to
detect source code in the message by providing a coefficient for each of the one or more

syntax rules.

19.  The system of claim 18, wherein the network device is further configured to detect
source code in the message by providing the coefficient for a syntax rule based at least in part

on the uniqueness of that syntax rule in its programming language.

20. The system of claim 18 or 19, wherein the network device is further configured to
detect source code in the message by applying the one or more syntax rules in an order based

on their coefficients.

48



22. The systemof claim21, wherein the network device is further
configured to detect source code in the nessage by conputing a ratio based
on the prwouetodiorsoeach syntax rule and the nunber of clreraceasmoaitext in
each segnent, and by using the ratio to determ ne whether the segnent
contai ns_source code. 23. The system of claim22, wherein the network

devi ce i g1 ur thersYsERY iof anyqok slaas dé; tos 30y vhergndhe atwerkdeyggds dyrther
stoppi ng application of the one or nore syntax rules if the ratio exceeds a
pr edet er nonfegiredhtoatstast sburéecode maltheanessage Hyi dosiputinga nrbduct ofitherposKimigat for

I ncl udes source code. 24. The systemof any of clains 16 to 23, wherein

t he nessaggnths ndeaaded nuaibdr vfehaticters Sftextcih\WY degfiRyit hat match et isgntieehlé.o
decode the nmessage. 25. The system of any of clainms 16 to 24, wherein the
action to secure agai nst unauthorized | eakage of source code conprises
sending an alert nessage to a device on the network if it is determ ned

that t hezi.ext Tﬂgss%ﬂgr% of c(ialliyndfls, witerlifi thé Bevork device is further configured to detect

source code in the message by computing a ratio based on the product for each syntax rule
and the number of characters of text in each segment, and by using the ratio to determine

whether the segment contains source code.

23. The system of claim 22, wherein the network device is further configured to detect
source code in the message by stopping application of the one or more syntax rules if the
ratio exceeds a predetermined threshold that indicates a likelihood that the message includes

source code.

24.  The system of any of claims 16 to 23, wherein the message is encoded, and wherein

the network device is configured to decode the message.
25. The systemA of any of claims 16 to 24, wherein the action to secure against

unauthorized leakage of source code comprises sending an alert message to a device on the

network if it is determined that the text message includes source code.
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