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WD 2008/ 076078 PCT/ S&007/000167 1 System Method and
Apparatus for Reading Content of External Storage

wenmigoeso78echni cal Field This i nvention rel at eBCT/8G2007/000167

system nethod and apparatus for reading the content

of an 5 external storage device, and for an external
storage device to enable such a reading. Background

Ext ernal storage devices for dse wi th comput ers and _
| i ke apparatus have beconme_ common. For exanple, USB .
System, Methed andApparatisiforReading Content of Exteraakytagage Device
10 capacity of up to several GB. Portable disc drives

are now quite conpact and have a storage capacity that

IS even greater. However, to read content stored on
SKeehnizil Field er nal storage device normally requires a
machi ne such as a full-function PC, |aptop, PDA or

{1 {nivKfRionSidfilies ™ GiyRf, Mcthddf afdespamiiefor fadldg 8k Yontent of an

conpl ex and expensive as they are readers,

r iar t o endN:
SRR e SoRER MBS AR Vel o8 Sth wredline.
desirable. Also, controls over access to stored
content such as by encryption and/or time may be of
advantage. Summary According to an exenpl ary aspect
tBaskgrqundyr ovi ded a system for enabling the reading on
20 a reader of content stored in an external storage
dixtiroa; stbtage rdexibes foeiusg vethr canipuiatsy antk ke capparitusakidvegbecome
a display, a processor for controlling the operation

Qbmintud. r Faflexample, PSBt Flagh dfipey arel v Gite &aiallosndohaveh# storage
external storage device; the external storage device

RaYARY oF UpAB-s¢Pdral GBS PYrRbRIGSABGVA &€ AbWaduite! REHASCAnd have a
the céntral processor being able to download to'the

&g)g%g%;cagv?glt}p MY G5 tevad %{'eea%rl nHI)\Q'gvé?,o t5 ¥é%1|daédnlt§1t MREADG such an
external storage device normally requires a machine such as a full-function PC, laptop,
PDA or the like. Such machines are of necessity relatively complex and expensive as
they are readers, generators, receivers and transmitters of content. A relatively simple

and inexpensive machine is desirable. Also, controls over access to stored content such

as by encryption and/or time may be of advantage.

Summary

According to an exemplary aspect there is provided a system for enabling the reading on
a reader of content stored in an external storage device; the reader being a read-only
device and having a display, a processor for controlling the operation of the reader, a
port for operative connection of the external storage device; the external storage device
having a non-volatile storage and a central processor, the central processor being able to

download to the reader the content stored in the non-volatile storage upon a pre-
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WD 2008/ 076078 PCT/ S&007/ 000167 2 condition being
establ i shed; the pre-condition being at | east one

w@edlsor@ads f rom t he group consisting of. recei pCT/AG2007/000167

correct encryption key fromthe reader, and arrival at
a start date and tine as determned by a real-tine
clock 5 The real -tine clock be a part of the

. external storage device. The ader may have a

plurality of controls for control|ing the display. Th
- praditipp Lengr«stelalhsﬁiﬁ&tﬁe arﬁgﬁomﬁmoag’emgtaglq% selieted from the group

col our, brightness, contrast, on/off, zoom and

cansisting ofhrgceiptefigndrteat ksyyption kel &ost the eehden andharrival at a start
reader, and may be sent to the external storage device

fdatel amditinge asajeeermineddycomealetirhe olockf t he ext er nal

storage device and the reader. The central processor

10 may store the start date and tinme. The central

processor may al so store an end date and tine. The

real -5l t ] [ a

ngt% redl tfé?et é‘ilr)rng&lﬁﬁgg% a%ﬁ Qf ﬁl% exldthdl Eteo?z[ e @'ice. Thi g&fl?{r}gay have a

e an arrival at t date an
al | downl oadi,ng na ase and.t he, content n )
el ¥R G s TR ey Fhé PPl o Ry e inetuce o
conprise a buffer for snoboth downl oads, and djsplay. .
ﬁfgp eng of epdpursbraghingss.cronirast, epigiTsz00mm and eyagyr Thg engyption key
encryption 15 nodule for encrypting and decrypting the
aaay herstored imthe réader and yay be et dy the external gtonagetdgvice following
anot her exenpl ary aspect there is provided a reader,

toperatieaclemedt&inng the exteraal storaye doricecandahelréadati The éentral processor
di-spl ay, a processor for controlling the operation of

i stdr€ @kSitart dat®ARd tifne! TIRP&NBHT ProcésStest A188)stbfe dnh@d date and
external storage device; the reader being 20 able to

GO IIﬁ?Peai-ﬁm'éQﬁ)cﬁ( 1158 8bithe SRGEH thdlerfd cglte and time. Upon
ei ng

non-vol atil e storage upon a pre- condition

S BB gt Fa i S GRARE R e bR T R v
correct encryption key by the reader to the external
dongendisplayrd arothe repdgr. The repder may furthen pempriseca byfter dorsgooth

as determned by a real-tinme clock.
downloads and display. The external storage device may further comprise an encryption

module for encrypting and decrypting the content using the encryption key.

According to another exemplary aspect there is provided a reader, the reader being a
read-only device and having a display, a processor for controlling the operation of the
reader, a port for operative connection of the external storage device; the reader being
able to download to the reader content stored in a non-volatile storage upon a pre-
condition being established; the pre-condition being at least one selected from the group
consisting of: sending of a correct encryption key by the reader to the external storage

device, and arrival at a start date and time as determined by a real-time clock.
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WD 2008/ 076078 PCT/ S&007/ 000167 3 The real-tine
clock may be a part of the external storage device or

wa@2@anteoss the reader. The reader may have a PCTISGLI07/900167

of controls for controlling the display. The plurality
of controls may include at |east one of. col our,

bri ght ness, contrast, on/off, zoom and cursor. The
encryption key nay be stored i'n the reader, and may be

to.th xter 5 st.qrage devjice fol]ow n
ottt Sofkiney Pon oo OF e ierea Siovose Grig o ndor ppre rader.
and the r eader The reader further corrprl se
Plferreader giay Sieot RGP berprolér i epnsistling the Fisplay cHereplurality of
may be for use in the system descri bed above.
Avotroldinmay indude dtledsheme afxealpirabyiglesgss ctontrasty en/of, zoom, and
provi ded an external storage device 10 conprising a

nafsoyY. dihRtentSpfib k&0 a R Bél stared e tHeeaddr,Amd 584/ be defito the external
central processor being able to download to a reader

GRIth ev%e%%lhgsi)&%tlv@&nﬁeét%l I SLAERYHHR él&ra‘ﬁd the

condi tion belng abl i shed; the pre-conditioh being
t |
Fedef e PR BE) RELR? P BB BnBhib B aisptay.
d arrival at a start date a as determ ned by
SEAder i b oy e e pHei derrpe BB ok may be a
part of the external storage device. The encryption
key may be stored in the reader and may be sent to
t he external storage device follow ng operative
cornelidg ora foftherexemplaey aspectshere agprosried e extechal $terage device
reader. The central processor nay store the start
detnprising atnofBrolalilest6Rpé bl a rMREPD0EssOR thelefRal PrédeSsor being
end date and 20 tine. The real-tinme clock may al so

A81eqb Hbﬂ'ﬁlo%fi kd ¥ fdad&icohfft §oddRtie Iﬁ)ﬁdvotldtﬂ@ stoH%@ Qpon a pre-

arrival at the end date and tinme, all downl oadi ng rray

rcggéﬁo@ﬁgiﬁg RALE e fkohSioh BOAET tf%aag) P4 &P bAhe group

ernal orage evi c

rise
cor@ isting of recelpt of a correct encryption key from the reader, and arrival at a start

date and time as determined by a real-time clock.

The real-time clock may be a part of the external storage device. The encryption key
may be stored in the reader and may be sent to the external storage device following
operative connection of the external storage device and the reader. The central processor
may store the staft date and time. The central processor may also store an end date and
time. The real-time clock may also determine arrival at the end date and time. Upon
arrival at the end date and time, all downloading ‘may cease and the content may no
longer displayed on the reader. The external storage device may further comprise an

encryption module for encrypting and decrypting the content using the encryption key.
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encryption nodule for encrypting and decrypting the
content using the encryption key. WO 2008/ 076078

wEFQNsswad 7/ 000167 4 According to a final exepqi/s63007/000167

aspect there is provided a nethod for enabling the
readi ng on a reader of content stored in an externa
storage device; the reader being a read-only device
and having a display, a processor for controlling the

operaLion o he reader, port faqr operative )
AAsneing B nal errmplapeeist e pgevieel A athog for enabling the

external 5 storage device having a non-volatile )
geaslingren areader cf eanienl steried deaeiternaltorage dydce; the reader being a
conpri sing connecting the external storage device to
tréesl-ordp deviceimidigvinpea displhy, agprocessmtfaddansriolling the operation of the
pre-condition, the central processor being able to
Geatiet, adrtl for dpiRativeadBhectioh Of Beftk@ithal Slopdgedichite! the external
non-vol atil e storage upon the pre-condition being

- ¢ .
SR oSt Ravink Ao S LARE bl £ Brafproc B33} tiRetnog
correct encryption k fromthe reader nd arrjval at
soupripe sarietting e exiemal SGHas eyisE I i eader wipd theort and
clock. The real -tinme clock my be a part of th
&xtpblishing aprsreqpditigathe gentrp) progesser bing,ablg aﬁo‘wﬁwdo@ the reader
stored in the reader and nay be sent to the externa
$hexpontpnt slersdda themdnovelatie soraggapan thepre-gomdition being pstablished;
the external storage device and the reader. The
clenpreabndgition beiag at leastyns selected framshaptoup @bmsisting dfi reeeipt of a
The central processor may al so store an end date and
tcbiEet enéi§ptiGikeyt frdih tied RaderBM adfi ¢4 aflg biaft Watdeand tinhe/& determined
at the end date and tinme. Upon arrival at the end

%gtaereﬁﬂﬂné'&lﬁa« al | downl oadi ng may ceases and the
content may no |onger be displayed on the reader. 20

Brief Description of the Draw ngs

The real-time clock may be a part of the external storage device. The encryption key
may be stored in the reader and may be sent to the external storage device following
operative connection of the external storage device and the reader. The central processor
may store the start date and time. The central processor may also store an end date and
time. The real-time clock may also determine arrival at the end date and time. Upon
arrival at the end date and time, all downloading may ceases and the content may no

longer be displayed on the reader.

Brief Description of the Drawings

In order that the invention may be fully understood and readily put into practical effect

there shall now be described by way of non-limitative example only exemplary



In order that the invention may be fully understood

and readily put into practical effect there shall now
wheoodeswors bed by way of non-limtative exanpl ePCHEg2007/000167

exenpl ary WO 2008/ 076078 PCT/ S&007/ 000167 5

enbodi nents, the description being wwth reference to

the acconpanying illustrative_ drawings. In the

drawings: 5 Figure 1 is a fromt per spective view of an

assenpbly of an exepplary reader and external storage

FEhogmaents, &m@smtsoné’emgd@&h TGRS e FRYMBILIRS lélpwatwe

reader of Figure 1; Figure 3 is a block diagram of the

ei(@wpgary external storage device of Figure 1; Figure

4 is a flow chart for an exenplary operation of the

assenbly of Figure 1; 10 Figure 5is a flow chart for

an alternative exenplary operation of the assenbly of

Fh ehe Rawihgs:and Figure 6 is a flow chart for a further

exenpl ary operatlon of the assenbly of Figure 1.

S PR e BRRERBL Ol A TR RPN AR eadf nd external

Fd an, external storage device 200. The external
SIOBIEESSVIEEYi ce 200 as shown is a SUB Flash drive.
wever, It 1S not imted and may be any form of

&@E?%a#aélpekaesraawf@eerm ala'rﬁgdereﬁ%lgm Liimted to,
di sc drive, flash card, conpact flash card, secure
digyire 3 lis T hlogk dieprap ef the exeraplacy dv&emalystozagestqvmh of Eigure 1;
media card, nmultinmedia card or the |ike. The reader
Fogurbdss aflpwrchart G dnexemphreasadtion afithe apeanbllyiof &ligure 1;
recei ving the external storage device 200. preferably,

10 Fiure 5 is a flow chart for an alternative exemplary operation of the assembly of Figure
1; and

Figure 6 is a flow chart for a further exemplary operation of the assembly of Figure 1.

Detailed Description of Exemplary Embodiments
15
To refer to Figures 1 to 3, there is shown a reader 100 and an external storage device
200. The external storage device 200 as shown is a SUB Flash drive. However, it is not
so limited and may be any form of external storage device including, but not limited to,
disc drive, flash card, compact flash card, secure digital card, xD picture card, Memory
20  Stick, smart media card, multimedia card or the like. The reader 100 has a port 102 for
releasably and operatively receiving the external storage device 200. preferably, the
external storage device 200 is connected directly to the port 102, although an

intervening cable may be used if required or desired.
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external storage device 200 is connected directly to

the port 102, although an intervening cable may be
wais@d/ordo7s equi red or desired. WO 2008/ 076078 PCT/SG2007/000167

PCT/ SG2007/ 000167 6 The reader 100 has a power supply

104 that nay be one or nore batteries and/ or mains

supply for supplying power to processor 108 and a

di splay 112. The processor 10 controls the _

operatjons of the reader 100, The port 102 has an )

Thearadsg 400 Bas hBeWersupply 04 thasangy R pneciBerebgttemks and/or mains

processor 108. The display 112 has a display driver

supplg fopsupalying pgwerterfeprosessenl §handoa dtﬁegs(o{l 21 JBhegprgcessor 108

the display 112. External controls for colour 114,

leoh@dls ks pdrhtiomnof dre madérr BXL TheSporayl 0D ehapranvintkefhce 110 that is

requi red or desired. The external controls 114, 116, .

bhBratiodly R8nsdchadl 18 thO prdceisdr 368.0The Mispa§dl 12MhasDdikplay Ariver 110
and the like. 10 In addition, "cursor" controls 120

! h : . " o
Bty e QoA Rlado R 08 SREVIUEER 1, RaRinal controls for
nay al be. provjded., A fipal ontr,ol na e.an . .
SRleu i P2 e oS it 4% opfiEi 4 18 SRRVURnr e 8 it Rllyirgd or desired.
may be stored in reader 100, as wll be ynderstood 15

fIhs gxtermal roatplspl e d 16e l vmaynke SRS pt i-orFOREYIS 25 20ffeq used on
pre-loaded into the reader 100. It may be anmended,
megsiitecseand thplke.ed or corrected fromtine-to-tinme by a
control authority (not shown) using communication

t hrough port 102 to access the processor 108 and
encryption key 122. The encryption key 122 for a

18 dBtioaOBcurSorPc@h@6180120 ardpréivided or Edifollia elinkOfirection on
al t hough readers 100 for a common use may have a

BN 12208 BE BYWh. %n%&?y a&[ﬁ%l (J&%h&%ﬁﬂ&é% %g?tbi@&igﬁvﬁ%. A final

have“a key pad on keyboard, nor a touc
TSt r}flayl lgesan on/off switch 124.

Furthermore, an encryption key 122 may be stored in reader 100, as will be understood
from the description below. The encryption key 122 is pre-loaded into the reader 100.
It may be amended, replaced, updated or corrected from time-to-time by a control
authority (not shown) using communication through port 102 to access the processor
108 and encryption key 122. The encryption key 122 for a reader 100 is preferably
unique for that reader 100, although readers 100 for a common use may have a common

encryption key 122.

The reader 100 does not have a key pad on keyboard, nor a touch sensitive screen. Its
sole purpose is to display the data stored on external storage device 200. It cannot

amend, delete, or add to that data. The reader 100 is a read-only device.
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sole purpose is to display the data stored on externa
storage device 200. It cannot anend, delete, or add

wo oooBloato7slat a. The reader 100 is a read-only deeT/686€20090167

2008/ 076078 PCT/ S&2007/ 000167 7 The external storage
device 200 is preferably able to connect directly with

the reader 100 via port 102. ,The external storage

devi ce 200 has a processor 205 that is operatively
connected to a connector 204 via a connector drives

206. It is also operatively 5 connected to a

non-vol atil e storage or nmenory 208 via a storag

ddstaxégrnal storage devige 204 ermaferajaﬂb blgeo fopness dze@bawstb the reader
has a real-tinme clock 212, and an encryption nodule

208 vialpoat £ ﬂ?lpbktwmahsidmlge devide 260 hasra mocesyqtl08 ghatnsloperatively
decrypting data stored in storage 208. The real -tine
Cbafdcted D aScdn@ect6O1204 Olih i d@omhekiofedrives 20® € [Dfis also operatively
rel ease of data 10 stored in storage 208. The

%Bﬂééfgd' 849 n@ﬁ%la@il@&éra%@gr ﬁl@ﬁ’ﬁ)r}t 20'33v1§ |a@f3fa€e]c%nff§l¥er@q 0.

used together, 1 ndependently, not at a Thi s

wi || depend on the requirenents |n relation to the

data stored in storage 208. There are three possible

t hods |on no enc
JBhcovtsinilc €6 Yotage deyiog r?@i’y‘ﬂ%‘? bae B 1k T 4 ghcryption
(i i{ no encryption but with tine constral nts; and
magduladidn Fhecangryption moduler21dds faseaeyaiing and dagryphiag data stored in
first possible nethod is therefore relatively standard
atordagei 208. it réd-tideesdockiZI? is fior adetralling aTime selodateiof slease of data
illustrated in Figure 4. At the start 400 the external
stopécbiassteieyd 208. 204 dnsrypps hiidulecl 1yt drefiaigelclbek 2 ERAAY be used
100 by inserting connector 204 into port 102. The
together, independently, or not at all. This will depend on the requirements in relation

to the data stored in storage 208.

There are three possible methods of operation:
@) no encryption and no time constraints;
(ii)  encryption but no time constraints;
(iii)  no encryption but with time constraints; and

(iv)  both encryption and time constraints.

The first possible method is therefore relatively standard and will not be described in

detail.

The second is illustrated in Figure 4. At the start 400 the external storage device 200 is

operatively connected to reader 100 by inserting connector 204 into port 102. The
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reader 100 sends its pre-loaded encryption key 122 to
the processor 202 and thus encryption nodul e 214
(402). A determnation is th%ﬂ made whet her the key
122 is a match (403). If no, the process ends (408).
If yes, 5 the required data in storage 208 is
d@e¥%§ﬁqré dtW8si40g fhfa Rerforip3he Asual hauishekin posgbEe GO, Upon
reader 100 (405). The data is then di splayed at reader ]
1empletion efghe handshakerprogerluge) g8 readem]@0tsendsHits pretlegrded gncryption
size of the stored data, a buffer 126 may be incl uded
i keyriedde thelf@Ocessor202 and thus @ncrypidert modude 2 14 (402). 0 Addetanmnation is
di splay. 10 A determ nation is then nade if the _
thePhidile vbetherbe ke 102653 matdhi (B30I BS, 1B prodedSéridls (#08). If yes,
tinme, all of the data having been read, user action in

j i o of t
Stk }&]?ir&g d%é ﬁn( %g%%@ Q??‘ %gdg’c@@&dslﬁmg tgi ké}r 134 ﬁg@);aex}dacg)%mloaded to

Process en ter ort ti

. 0. ] . h
sy 10Q LA TR AR et ik PE oL 86R 1B g LAY Sfeepyid2 ca06).
3 @eﬁ& 3 éP{?QfS% ?}f?t@earfgﬁé ft§$@§%§a%§§@c le;%ﬁza%gx b iRghgfed in reader 100

connector 204 into port 102. The processors 108, 202
tfeesmenth fud eantingo nlpads dad displapr ocedure (502). Upon
conpl etion of the handshake procedure, a determ nation
is then made whether it is the correct date and tine
for downl oading to proceed (503) using real-tine clock

24 YetethDatiéh BAh&LMadé atthe aidplalii§Borhpleted@0TY. OPE Rehyi e on a basis
pre-stored in processor 202 by an adm ni strator not

S S R RIS A8 S IR o dr 100,
o It st B ol R o Gl o i o mintes)

(51Q). and the process _of (503) is repeated at the
(409)'the process reverts to (407).

The third is illustrated in Figure 5. At the start 501 the external storage device 200 is
operatively connected to reader 100 by inserting connector 204 into port 102. The
processors 108, 202 then perform the usual handshake procedure (502). Upon
completion of the handshake procedure, a determination is then made whether it is the
correct date and time for downloading to proceed (503) using real-time clock 212. The -
correct date and time for downloading is pre-stored in processor 202 by an administrator
(not shown). If no, after a short delay (504) the determination is repeated (505).
Additionally or alternatively, the time gap from the present date and time to the pre-
stored date and time is determined (510) and the process of (503) is repeated at the

expiry of that time gap. If yes, the required data in storage 208 is downloaded to reader
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expiry of that tinme gap. If yes, the required data in
storage 208 is downl oaded to reader WO 2008/ 076078

wEFensswad7/ 000167 9 100 (505). The data is tPeNSG2007/000167

di spl ayed at reader 100 on display screen 112 (506).
Due to the potential size of the stored data, a
buffer 126 may be again incluged in reader 100 for
snoot h and conti nuous downl oads and display. 5 A

. natign i.s_then de if th isplay is co
(87503 7itne ey et SRplEY baireadea i of pRBisblayseise 1A B08). Due to
data havi ng been read, user action is smﬁtghin? of f
teapetentia) Gizepi dhes goreflslatan a tiffer 144 may hesagaimimcluded in ggqder 100
expiry date and tine may al so be stored in processor
Z02snsawth had catintidnes dolwatoalbenddisplay. ti ne and date are
arrived at, the downloading will cease and all data
at the reader 100 will be renpoved such that al
di splay of data at 10 reader 100 ceases. If yes, the
N @583Rin&tSis (RUPhadd f tﬁt‘odisﬁlfag%r cSnplRR (507). "Ehislflad¥be on a basis
(e.g. a few mnutes, (508) the process reverts to
6) . fourth option is, i . ed.in. Fi 6.
R R o 8P s 4 DR A a0 b SO alePini B ok 1o, ana 5o
eratively connected to reader 1Q0. by insertin .
Ko By Sindis & e s ap exgsy A nd g ey @E@Qéﬂﬁﬁ%@%}n processor
202 then performthe usual handshake procedure (602). )
B3 w0 dbatpat dbg whem thet expinyirae aak datsrase etfived  atit the dowalpading will
100 sends its pre-loaded encryption key 122 to the
peaseand dDAatarad thehreadernOywill ba remdvddesih4h§tc4lBiisplay of data at
determination is then nmade whether the key 122 is a
edden 1 ¢ Eehbes. Iff yd3Othe tphsteRy RISOBNAE nbSdfler a shbrt Ve délay (e.g. a
determnation is nmade using real-time clock 212
[Rgs 2] awalt 5) 20 has arrived, or
?@ﬁ?ﬁgﬁe%ggggggﬁ%ﬁg?gpassggqégggo all ow a short tine
interval after the due date and tine in case of
del ayed insertion of external storage device 200 into

oo pesinn tdfissSadan e Syhsthe i 68K e xfémal storage device

decrypted o :
200 is operatively connected to reader 100 by inserting connector 204 into port 102.

The processors 108, 202 then perform the usual handshake procedure (602). Upon
completion of the handshake procedure, the reader 100 sends its pre-loaded encryption
key 122 to the process 202 and thus encryption module 214 (603). A determination is
then made whether the key 122 is a match (604). If no, the process ends (611). If yes, a
determination is made using real-time clock 212 whether the time to download (605)
has arrived, or is just passed. Just passed is to allow a short time interval after the due

date and time in case of delayed insertion of external storage device 200 into port 102.

If no, after a short delay (606) the process reverts to (605). If yes, the data is decrypted

using key 122 (607), downloaded to reader 100 (608), and displayed on display screen
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usi ng key 122 (607), downl oaded to reader 100 (608),
and di spl ayed on display screen WD 2008/ 076078

weAs8&@eH7/ 000167 10 112 (609). Due to the pPCERGRMAI/000167

size of the stored data, a buffer 126 may be again
included in reader 100 for snooth and continuous

downl oads and display. A deteﬁgination is then made if
the display is conplete (610). This nmay be on a basis

5. 0of 1] all of the data i ng been read,. .user .
1081 Ghox Dusiio, i geriiel & e Fsod drig &aoutfedy o, mey be again
time it is meant that an expiry date and tine may al so
pecludedrin geader H0dfoe smepth and sontnuppgdovenloadsanddisplayh e

expiry time and date are arrived at, the downl oadi ng

will cease and all data at the reader 100 will be

renoved and encrypted such that all display of data -

A detedtifhitiohls theamade iflthe ¥igplay ideonpslee 6 50)e s ffad be.on a basis
If no, after a short time 10 delay (e.g. a few

d@fﬁﬁ%e?ﬂ’l of ﬁﬂ:?atat RRidY BehTead, 8¥%2akGod B smﬁl)nF of'feader 100, and so

ownl oading by time may be for different files at

ol SBF R TP ey HAE an IR 9308 RN B3 orocessor

for drfferen es tor ere encryption

reader 100, and the_ external .storage. devic 00 may. .
D8 soitbata i 1580 %teoe’@wam{l%g% dpth o, B EYed g e opeloating wi
where it is desired to have one or nore persons read )
ceseand ald datarps theseadar 190 vaill hegegmovkd andeenpoyptessuch thay all display
at a predeterm ned date and tinme. This may be
1o Idetazat treader 300 waasennld yssiche psyce$soends @bl elf no, after a short time
exam nations where the content is the 20 exam nation

e (¢.g. efdwanimutesf (61 Qpthe/pricessiréeerad(€0%). i s the ful |
medi a rel ease; governnent agencies or departnments for
the rel ease of inportant papers such as, for exanple,
budget papers; and so forth. By having an expiry tine,
the exam nation use is enhanced as the expiry tine
woul d be the end tine of the exam nation. In this way

The downloading by time may be for different files at different times. Similarly, the

downloading may be for different files for different encryption keys.

The reader 100 and the external storage device 200 may therefore be used to advantage
in those situations where it is desired to have one or more persons read content of the
external storage device 200 but only at a predetermined date and time. This may be
relevant in situations such as, for example, examinations where the contgnt is the
examination paper, media briefings where the content is the full media release;
government agencies or departments for the release of important papers such as, for
example, budget papers; and so forth. By having an expiry time, the examination use is
enhanced as the expiry time would be the end time of the examination. In this way

candidates must stop work at the allocated time as the examination paper is no longer
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candi dates nmust stop work at the allocated tine as the
exam nation paper is no | onger WO 2008/ 076078

w87/ 000167 11 readabl e by the candi dap€T/SEu®M000167

if the external storage device 200 is inserted into

the port 102 and reader 100 switched on before the
pre-stored start date and ti 1 downl oading will not
connence until that pre-stored start date and tine;

and t he y sate _and tinme all reading would

l5v ﬁl‘}‘?ecaflgl dater Exen i the extemal siovagediemics 200 1panseried into the
reader 100 rather than the external storage device

200 10%j andt readen ¢00 zpsvitshedh oe beforerdhe ipre-sthredf stam gditergand  time,
description exenplary enbodinents, it 10 will be
oskal cad trpdwily nbh caemsdhdel wretil that ;h’eetdrat btart| dagey and time; and at the
concerned that many variations in details of design,

GRPFY 5446 hh@HmRRH/reddiRPRb6@l icedsemy be nmade wit hout

departlng fromthe present invention. WO 2008/ 076078

PCT/ SG2007/ 000167 12 The Cains: 1. A systemfor

enabling the reading on a reader of content stored in

ext rnal e .devi ce he r.e r pein
a@’ﬁ ’r’&’/e glack %@r ‘Eﬂ)ﬂ f%\/ﬁ’aﬁbﬁa‘i“d readralp 0 fég‘e’b 62 @Esed‘n’emal storage
for, caontrolling the operation of the reader, a port
fdsvicgg@P-at i ve 5 connection of the external storage
devi ce; the external storage device having a
non-vol atil e storage and a central processor, the
central processor being able to download to the
rWhilke thdré Basdieh dedcribédinatle foregding desoriptidroéxienplay embodiments, it

will be understood by those skilled in the technology concerned that many variations in

details of design, construction and/or operation may be made without departing from the

present invention.
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upon a pre-condition being established; the
pre-condition being at |east one selected fromthe

w@emspr@ensi sting of. receipt of a correct encprgpPsSGEINT/000167

key 10 fromthe reader, and arrival at a start date
and tinme as determned by a real- tine clock. 2. A
systemas clained in claim1l, erein the real-tine

~clock is a part of the external storage device. 3. A

systemas clained in claiml or claim2, wherein the

- Mdgddrimys a plurality 15 of controls for controlling

the display, the plurality of controls including at

| eabt onA syssémdorenablingihereadinrgrmpa reeder afticonignistored in an external
col our, brightness, contrast, on/off, zoom and

cursor. gtorage dgrddes theasader beinpgd read-only deviee afid hdvangys dikplay, a
to 3, wherein the encryption key is stored in the =

reader agigcdsSordBREontdIiNPANE Sh&hticH ofthOfcader, 8 PuitF6r operative
foll owi ng 20 operative connection of the externa

storage &%ﬁé(ﬁﬁg?}??}é Qqer{lg%g(ﬁﬁ%de%icep‘thgéﬂe%ﬁl %rfée%e%g having

in-any one o erei h the centra

processor stores the start date and ting. .
D008/ 07 Lt PR Te sB5rF B g Al pRokgstor; g gydial processor being
claimed in any one of clainms 1 to 5 wherein the )
Central abik Gedovaioaddp g tedsr dhe caRtedh HORER B the-RoTr qlgtile storage

and the real-time clock also determnes arrival at
t he end utenea prerdonditien baing gstehlishednthespretcondision baing|ahleast one
6, wherein upon arrival at the end date and 5 tine,
al | downdetsetbidrfepne eesgreumeuhsisting oH méceipt of 8 comedt@nggption key
di spl ayed on the reader.
from the reader, and arrival at a start date and time as determined by a real-
time clock.

2. A system as claimed in claim 1, wherein the real-time clock is a part of the
external storage device.

3. A system as claimed in claim 1 or claim 2, wherein the reader has a plurality
of controls for controlling the display, the plurality of controls including at
least one selected from the group consisting of: colour, brightness, contrast,
on/off, zoom, and cursor.

4. A system as claimed in any one of claims 1 to 3, wherein the encryption key
is stored in the reader and is sent to the external storage device following
operative connection of the external storage device and the reader.

5. A system as claimed in any one of claims 1 to 4, wherein the central

processor stores the start date and time.
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8. A systemas clained in any one of clains 1 to 7,
wherein the reader further conprises a buffer for

we pmsphsodownl oads and di splay. 9. A system as PCESGEUI7/000167

in any one of clains 1 to 8, wherein the externa
storage 10 device further conprises an encryption
nodul e for encrypting and defiypting t he content
usi ng the encryption key. 10. reader the reader
bei ng a read-only_ device and having a display, a

pr oBessoft SYHEMAS Stamed InfytoRe o pletms | tho-orherdia thesrenizal
a port for operative connection of the externa

st or age provésser,alsdnstoresaniend das¢ ang tibe.cand dheigahtime glotk also
to the reader content stored in a non-volatile storage
upon a pdetertnnedi drrival at theiend datstaad tinehed; t he
pre-condition being at |east one selected fromthe

gr opp COASystkie cRimedRNIAiR0s, WWheeift ApbrLartivaINg ihddridate and
key by the reader to the external storage device, and

el 11 nine AR o RRE S e GRAPETOTLARS aflaydd on the

10, wherei& the real-tinme clock is a part of the
ext er nal ™8t9r age device. 12. A reader as clained in

claim 10, wherein the real-ti clock is a part of the
reatter . WOYSODEs slasnebinpay rseobetumbive’ Wherein the rgader further
reader as clainmed in any one of clains 10 to 12,

wher ei n tdmeprisenigibufférdor smoqsh dewhioags asfd display.ol s f or

controlling the display, the plurality of controls

I ncY.udi nY sgtemas shaimakinsmly @t oflclhingim to8; witeedip the external storage

consi sting of. colour, brightness, contrast, on/off,

zoom  angkvide'fifher comprises an encryption module for encrypting and
decrypting the content using the encryption key.

10. A reader the reader being a read-only device and having a display, a
processor for controlling the operation of the reader, a port for operative
connection of the external storage device; the reader being able to download
to the reader content stored in a non-volatile storage upon a pre-condition
being established; the pre-condition being at least one selected from the
group consisting of: sending of a correct encryption key by the reader to the
external storage device, and arrival at a start date and time as determined by
a real-time clock.

11.  Areader as claimed in claim 10, wherein the real-time clock is a part of the
external storage device.

-12.  Arreader as claimed in claim 10, wherein the real-time clock is a part of the

reader.
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5 14. Areader as clainmed in any one of clainms 10 to
13, wherein the encryption Kkey is stored in the

wo e@dmreoasd i s sent to the external storage deR€T/8G2007/000167

following operative connection of the externa

storage device and the reader. 15. A reader as clai ned
in any one of clains 10 to 14,,wherein the reader
further corrprises a buffer for snooth downl oads and

di splay. ,10 er as cl |ned y

ol afhe” 1 et s iRl d e %1818}3 %Ostoalg whizgiathesear has a
system of any one of clains An ext er nal

st or age Hl@mh@éoti%m*ﬁrpi%fph@orﬁwmtb@ Fiﬁplab/ethﬁ by ofhprentegls
central processor, the central processor being able

t o downl imehiding Ieastaaterseteotet drom thetgrewpocansistilgof: colour,
non-vol atil e storage upon a pre-condition being

est abl i shéghitndsbecohbrafd) @vefgdoin, efd bgsdrg at | east one
selected fromthe group consisting of: receipt of a

cor {gct RNEIdePhd agmlﬁe%yin Gh{PBhd @teclﬁlﬁﬁd@rto 13 thél‘Eﬁl' tH@nc@fption
a start date and tine as determ ned yarea-tlms

g: gdr(n 11 ey i \AﬁAgto?ég it é?!’ea&ér%?gseseqF% i€ )?tgrn%i &b%??déx?ce following

erein t real - cloc

t he external stora ice. 20.19. An exter

Sl or age REIE QBRGLTigh Rk therchtechal Siorags dsvice g e fgader.
wherein the encryption key is stored in the reader

andl}-s sArfeadepas elaimsdiin apypneseilzigs 104e it cwherein| theeagder further

operative connection of the external storage device

and t he camepribes a budfer2f00 8honb dégnleads 8@dioplap00167 15

20. An external storage device as clained in any one

of t©d.ai nA& rdadet 8s dfimedif 4Ry One dhdaiiBNOtal S pRhEeBINS reader is for

stores the start date and tine.
use in the system of any one of claims 1 to 9.

17.  An external storage device comprising a non-volatile storage and a central
processor, the central processor being able to download to a reader content
stored in the non-volatile storage upon a pre-condition being established; the
pre-condition being at least one selected from the group consisting of:
receipt of a correct encryption key from the reader, and arrival at a start date
and time as determined by a real-time clock.

18.  An external storage device as claimed in claim 17, wherein the real-time
clock is a part of the external storage device.

19.  An external storage device as claimed in claim 17 or claim 18, wherein the
encryption key is stored in the reader and is sent to the external storage

device following operative connection of the external storage device and the

reader.



10

15

20

21. An external storage device as clained in any one
of clains 17 to 20, wherein the central processor

W@ L®s/03d08% es an end date and tine, the real-tiPeT/SCOR000167

5 also determning arrival at the end date and tine.
22. An external storage device as clained in claim 21,
wherein upon arrival at the d date and tine, al
downl oadi ng ceases and the coﬁ ent is no | onger

di spl ayed on the reader. 23. An external sfqrage .
devile a@@l’“&ﬂi’g gforage dRvice arclaimed igapy 011370{ ‘gal?%, 17 to 19, wherein
wherein 10 the external storage device further

conpri sethegenteal progessopstoras g wart date andhtimgpt i ng and
decrypting the content using the encryption key. 24. A

nmet hd f An esteatal storpge ldevice adclainedrin any eaclef claiinsddrto 20f wherein
stored in an external storage device; the reader

bei ng a fheaentedd pYocdsyst £18o stofkshia\ehd dat@ and itisid, &6 redl-time clock
processor for controlling the operation of the reader,

a port f@ﬁo &ée&ﬁ:?ﬁ %ﬁlﬁ%ﬁ%ﬁ&h&@aﬁét@g? exter nal

st orage devi ce; external storage vi ce having a

5&” 22 aéislﬁﬁﬁf’r@?‘“- %tg B AR 8o n R in B8R 21, Phgreilfpon arrival a
' ' , bl i shi
O < coaiens dite angmectl fowniardibe ceises 1d: e comens 1y b Tonger

downl oad to the reader the content stored in the

non- vol adisplayestasrthgecadgton 20 t he pre-condition being
established; the pre-condition being at |east one

sel 23t edAhestertah stogige dpvicoasdlsimeddn ahy onecfilginsdf7 ta 22, wherein
correct encryption key fromthe reader, and arrival

at a st aghb efRbfal t0Fhgk oW c@furthet emprivRs al ¥ndryptestl modil&¥or
cl ock. WO 2008/ 076078 PCT/ SG2007/ 000167 16

encrypting and decrypting the content using the encryption key.

24. A method for enabling the reading on a reader of content stored in an
external storage device; the reader being a read-only device and haﬁng a
display, a processor for controlling the operation of the reader, a port for
operative connection of the external storage device; the external storage
device having a non-volatile storage and a central processor; the method
comprising connecting the external storage device to the reader using the
port, and establishing a pre-condition, the central processor being able to
download to the reader the content stored in the non-volatile storage upon
the pre-condition being established; the pre-condition being at least one
selected from the group consisting of: receipt of a correct encryption key
from the reader, and arrival at a start date and time as determined by a real-

time clock.
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25. A nethod as clainmed in claim 24, wherein the
real-tinme clock is a part of the external storage
wa@leoso®0726. A nmet hod as clainmed in claim?24 opCTAG200T/000167

25, wherein the encryption key is stored in the
reader and is sent to the external storage device
follow ng 5 operative connecthpn of the externa
storage device and the reader.” 27. A method as clained
in any one of clainms 24 to 26, wherein the centr

pr oess ot mathadas daiwed insglimei2d, avherin el time °1A°1ﬁ§tad8’a‘ of the
as clainmed in any one of clains 24 to 27, wherein the
central expgarnaletnsage devive. st ores an end date and tine,
the real-time clock also 10 determ nes arrival at the
en2adat eA arethdd axrlaimed infclaigt 2or dsinc2 Hiwheekin theGdnatytion key is
28, wherein upon arrival at the end date and tine,

al | downjigradlin@e ¢QASLMAAN @er& Rethe QR{eAR stofagBAelie® g lowing
di spl ayed on the reader.

operative connection of the external storage device and the reader.

27. A method as claimed in any one of claims 24 to 26, wherein the central
processor stores the start date and time.

28. A method as claimed in any one of claims 24 to 27, wherein the central
processor also stores an end date and time, the real-time clock also
determines arrival at the end date and time.

29. A method as claimed in claim 28, wherein upon arrival at the end date and

time, all downloading ceases and the content is no longer displayed on the

reader.



