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- undesirable effects can arise, such as message losses

25 or unacceptable transmission times.

Moreover, certain tools take account of the
constraining nature of certain sub-networks. By way of
example, messaging tools have been developed for the
purpose of optimizing the transmission of emails over

30 radio-communication networks. However, these tools are
special applications developed in order to respond to
specific needs; they are not provided for conveying
messages coming from multiple applications.

In addition to the problems of heterogeneity at

35 the 1level of the capacities of the sub-networks, a
message forwarding system must, if possible, make it
possible to adapt to topology changes in the network
and/or to determine transmission routes dynamically as

a function of the recipients of a message.
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possi bl e to adapt to topol ogy changes in the network
and/or to determ ne transm ssion routes dynamcally as
a function of the recipients of a nessage. 2

Finally, the operating conditions of the network
sonmeti mes necessitate having 320 adapt to the nobility
of the applications and nodes of the network. A
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messages in order to unify the message streams
coming from heterogeneous applications;

- for a given message, identifying the next routers
to be reached|in order to forward the message to

25 its recipient or recipients;

- for a given message, identifying the transmission
service quality required for the message wvia the
analysis of the content of said message;

- assigning priorities to the messages as a function

30 of the service quality requirements identified in
the previous step;

- adapting the content of the message so as to pass
through a constrained sub-network, these
adaptations being determined as a function of the

35 capacities of the constrained sub-network and of

the content of the message.
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t hrough a constrai ned sub-network, these adaptations
bei ng determ ned as a function of the 35 capacities of
t he constrai ned sub-network and of the content of the
nmessage. - 3 According to one enbodi nent, at | east
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sub- network. The recipient of a nessage can be narked

as 5 optigpdl,Jia S i fi i el d of the addressin
pr ot ocoﬁ,&an onﬁ/i ortél %@%i pi en C;q‘t(:iér}erﬁlg’s(_er‘—’\‘\‘ited ?‘?aslrt i gne
cofP8EFEd1RRA onEUBf NEHECHessdfe rdout BRdiehoyemniigations

f orctdr-eletigothe nessage to its non-optional recipients.

Accor di t € . odj pent , ssage_is , 10
for nat,tggeag%eg{rhg]ll%g%t ob?_ﬁe‘_gs ind&Pl, The marked as
adPPESSNAY fBidmt 2usBEeFHithe hsslshgeotheithe amddressing

extpepsraempf ahhesp;d\ﬁoa@lﬂr eéléwger;sc_t apsiai ?@Mhéag it it is
pos peci several recipients of the nmessage,
sai%&lg)%? té%fgi cho béihg o%ar?}ileed mc?ﬁtgggﬁ et Sa SHERET i Eor
15 forepgding tHe mesgegeotot hes mysapsionhe revimieanys .
al so rehatesdiny a sBSSPE I WHRIdiménkhi N & NELyIde  is
intf%rr%gpgggti ng ane. or re Wg nstrgined sub-petworks,
the Youter  comrisrnga Torwardin dul 8% /i ngthe
t hedsirepsind t hermet hodsed 20ndetbei bedsabowe, bétmg an

f oregedisDgn NosHY | echet eVRcliiaRgsihy  ScdXarDduaRibE it

or d%rS Egléd%‘t gfxc%gg next _rout ers to_reach

AcEording t o> oRB- enbodf RET, tHe HESTEge © olPgr Message,

r eG@ids egitensiopobeind scairbind onuyr bupsdinnghe kOEcifHe

noduleed andisd MduddroBrJERe Py Ng several

i denti f]rgés iofv sijr.TBI e recipie ts or distribution

groups, 4 di'StPPburTof gFoup® ttiSTy §Ped f MRESIE arouter

rediishent of aneyoafe | MMtdrcumestway asome si opl e more

I eGopls€Painad A@W:@@@&ﬁ,on%h%gbl%b%m , cbRfrBaRA0e,

royter onpri s a S| gnal,l ng uLe reserving

resoar 85@1%;%0 m%%@%e?ﬁ%ﬁ%&“ﬁoﬁ:ggpﬁltﬂ?ﬁt PonShG BRERRA t3°

estdgkcirgped above, the forwarding module interacting with
a ‘LOC module in order to identify the next routers to
reach.

According to one embodiment, the message router
records one or more distribution groups in the LOC
module, a distribution group grouping several
identifiers of simple recipients or distribution
groups, a distribution group being specified as a
recipient of a message in the same way as a simple
recipient.

According to one embodiment, the message router
comprises a signaling module reserving resources on
sub-networks for applications wishing to establish
distribution sessions with particular service quality
requirements, the forwarding module interacting with
the signaling module in order to establish the transfer
priorities of the messages.

According to one embodiment, the message router

comprises at least the following three interfaces:



di stribution sessions with particular service quality
requi renents, the forwarding nodule interacting with
35 the signaling nodule in order to establish the
transfer priorities of the nessages. According to one
enbodi ment, the nmessage router - conprises at |east the
followng three interfaces: 4 o a first affiliation
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gateways, a first transfer gateway processing the
messages transmitted between a first message router and
a constrained sub-network, a second transfer gateway

25 processing the messages transmitted between a second
message router and said constrained sub-network, each
gateway adapting a message, coming from or going to the
router to which it 1is connected, to the specific
protocol of the constrained sub-network.

30 Other features will appear on reading the
following detailed description, given by way of
non-limitative example and with reference to the
appended drawings in which:

- figure 1 shows a network comprising routers

35 implementing the method according to the

invention,
- figure 2 shows an example of an embodiment of a

message router according to the invention.
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follow ng detail ed description, given by way of
non-limtative exanple and with reference to the
appended drawi ngs in which: - figure 1 shows a network
conprising routers 35 inplenmenting the nethod
according to the invention; 5 figure 2 shows an
exanpl e of an enbodi nent of a nessage router
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router Ao$gs£§ggo££hégk is, according to its disposition
within the network 100, either a transit node between
several sub-networks, or an access point to the network
100 for wuser applications, or both at once. In the
example, four routers 10la, 101b, 10lc, 101d are points
of access to the network 100, two routers 10le, 101f
are transit nodes, and one router 10lg is both an
access point to the network 100 and a transit node.
More precisely, the first router 10la and the second
router 10lb are access points to the first sub-network
102a, the third router 10lc is an access point to the
third sub-network 102c, the fourth router 1014 ig an
access point to the fourth sub-network 102d. The fifth
router 10le 1is a transmit node between the first
sub-network 102a and the third sub-network 102c and the
sixth router 101f is a transit node between the first

sub-network 102a and the second sub-network 102b.



access point to the network 100 and a transit node. 30
More precisely, the first router 10la and the second
router 101b are access points to the first sub-network
102a, the third router 10l1c is an access point to the
third sub-network 102c, the-fourth router 101d is an
access point to the fourth sub-network 102d. The fifth
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20 © replication applications 104d (for example for the
replication of databases) and/or signaling
applications (for example for transmitting
updating information on the

connection/disconnection of stations connected to

25 the network 100).
The abovementioned applications, of heterogeneous
nature, are, for the network 100, sources and/or
recipients of messages, said messages being produced in
a unique format. The unification of the message streams
30 is notably obtained by the choice of an exchange
protocol facilitating interoperability between
different applications. In the example, the messages
comply with an exchange protocol based on Web Services,
and more particularly on the SOAP (Simple Object Access
35 Protocol) standard. An advantage of the router
according to the invention 1is that it processes

messages at application level, which notably makes it



nature, are, for the network 100, sources and/or

reci pients of nessages, said nessages being produced
in a unique format. The unification of the nessage
streans 30 is notably obtained by the choice of an
exchange protocol facilitating interoperability
between different applications In the exanple t he
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25 the example of figure 1, that no gateway is placed
between the message routers 101d, 101g and the high
data rate IP fourth sub-network 102d. In fact, as the
IP transport protocol used on these sub-networks 102d
are native to SOAP, it is not necessary to adapt the
30 message in order to transmit it to this sub-network
102d.

Figure 2 shows an example of an embodiment of a
message router according to the invention. The router
10la to 101f according to the invention comprises three

35 interfaces with the application ievel.

A first interface Iarr allows an application to

request to register its location with the network 100

or to join a distribution group, this distribution



bet ween the nessage routers 101d, 101g and the high
data rate | P fourth sub-network 102d. In fact, as the
| P transport protocol used on these sub-networks 102d
are native to SOAP, it is not necessary to adapt the
30 nessage in order to transmt-it to this sub-network
102d. Figure 2 shows an exanple of an enbodi nent of a
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subjacent layers the OSI (Open Systems
Interconnection) model, a resources reservation

25 protocol such as RSVP (Resource ReSerVation Protocol)
can then be implemented.

A third interface Iwsc allows a source to deposit a
message to be distributed to one or more recipients
specified in the message. The addressing to several

30 recipients is carried out by means of an extension of
the WS-addressing standard: a field is added into the
header of the SOAP message. The nature of a recipient -
obligatory or optional - can be specified, while an
identifier can designate a distribution group. A

35 recipient qualified as optional is served, if it can
be, from the distribution tree determined for serving
the obligatory recipients of the message. The optional

or obligatory nature of a recipient is, in the example,
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can then be inplenmented. Athird interface | MSG al | ows
a source to deposit a nessage to be distributed to
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referred to as the “LOC module” 202, generates the
distribution tree of a message notably taking account

25 of the location of the recipients of the message, of
the instantaneous topology of the network 100 and of
the sub-networks 102a to 102d, and of the capacities of
these sub-networks. The LOC module 202 can, for
example, be the LOC module described in the patent

30 referenced FR2878676 by the applicant, Thales, one of
the advantages of this LOC module being that it makes
it possible to adapt to the network topology changes by
means of an wupdating of its 1location and routing
tables. The LOC module 202 also makes it possible to

35 manage distribution groups, each of said groups being,
for example, recognized by an identifier of the URI
(Uniform Resource Identifier) type. This particular URI
is defined in a database of the LOC module 202 and



The | ocating and routing nodul e 202, hereafter
referred to as the "LOC nodul e" 202, generates the
distribution tree of a nessage notably taking account
25 of the location of the recipients of the nessage,
of the instantaneous topology of the network 100 and
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service quality requirements, for example a guaranteed
latency time and/or data rate, or control of the
variation of the latency time.

25 The technical directory 204 provides the
information necessary for the administration of the
message router 10la to 10lg. This information is, for
example, configuration data defining the service
quality policy of the message router 10la to 101g or

30 the identifiers of the applications authorized to use
the services of the message router 10la to 101g.

When a message is received by a message router
10la to 101g, the forwarding module 201 requests the
LOC module 202 to identify the next router or routers

35 10la to 101g to reach, in other words the next hop or
hops making it possible to forward the message to its
recipient or recipients. If these recipients are local,

that is to say connected to the current message router,
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module 201:

(i) compresses the content of the message if

25 necessary,

(ii) checks 1f certain attached items must be
withdrawn, the withdrawal decision being
made, for example, as a function of the size
of said attached items,

30 (iii) transfers the message with its parameters
(notably the address of the output transfer
gateway) to an MTG transfer gateway, which
manages the addressing and the adaptations to
the specific protocol of the constrained

35 sub-network.

In the case of transfer of the message on a
sub-network having multi-point, or “‘multicast”

connection capabilities, the forwarding module 201



5

15

20

25

30

35

When the next hop transmts a nessage to a sub-network
not having |P capability, the LOC nodule 20 202
speci fies the addresses of this sub-network to be
used for distributing the nmessage. In the case of
transfer on a constrai ned negwpork, the forwarding
modul e 201: (i) conpresses the content of t he nmessage
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formardln nodul_e mana for Ihe sane next

hop, Serg% St t RSt Ztgﬁtf these gpack ts have a transfer
priority corresponding to the characteristics of
the message,

o transfers the urgent messages without having to
wait for the transfer of messages that are less
urgent and/or of large size.

On the other hand, the forwarding module 201
allows the transmission of message streams in a session
previously initialized by the signaling module 203,
resources having been reserved on the sub-networks to
be passed through for that session. The module thus
makes it possible to comply with the desired latency
time and/or data rates in the transfer of the messages
of a session.

The router according to the invention has many
advantages, notably due to the hop-by-hop construction
of the distribution tree of a message. It makes it
possible to manage optional recipients simply, to adapt
to the mobility of the applications connected to the

network, to assume responsibility for the management of



according to the priority of the nmessages. Thus, the
nmodul e 201: o marks the packets of a sane nessage in a
uni vocal manner, so that these packets have a
transfer 20 priority corresponding to the
characteristics of the nessage,. o transfers the
urgent nmessages W t hout having to mait for the
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neFﬁﬁﬁR n@%W%@%Mne responsi bility for the managenent
of - 13 groups of recipients, to transmt unified
multi-point data flows and for all this to take place
over a network which can conprise one or nore
constrai ned sub-networks. 5 The present invention
identifies the service quality and assigns priorities
at level 7 independently fromthe QoS service quality
services offered by the subjacent |ayers. Depending
on the capacities of the networks, which are
het er ogeneous, the invention is 10 capabl e of
exploiting the QS functions avail able on these
networks. - 14 - CLAI M5
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1. A nethod of forwarding nessages inplenented in a
router (10l1a to 101g) of a distributed network (100)

5 conprising one or nore heterogeneous sub-networks,
said nethod being inplenmented at the [ evel of the OSI
| ayer 7, characterized in_that_-at |east one
sub-network (102a to 102c) is constrained, the nethod
conprising at least the fglloQw ng steps: 10 -
processing a unique format T0r the whol e set of
nmessages in order to unify the nessage streans com ng

from het er agesenss aﬂp_td'f:ﬁ@éfc@iﬁﬁg (M4 gle@ iln%e%einteé Ofn
a qi S e i ng the next routers
(10158 TE0R 005 OB LSY 08 4 PR3 Sifupl® (o)
meSSRPELF T tT O st heteregepeeyr ssub-regwoakgi veaid
messaped ]'faélﬁli’g{ ihimfbl'é}netrh;%dt _Ea&nf‘tﬁflesaie‘}@ll ser Ehf@e?ﬁtlahéwr
requir or t.he ssage Vi e _analysis o e
coﬁfeﬁﬁgﬁ?c%%ﬁl %ézigagg?tzﬁg-ig%i?gﬁﬁ?mfﬂﬂiq§FWPF§s(%%?a
t h&omé83aless a2ons fuaicedonthef meteod eraniros sqogl atyleast
r eguker eSEIdwidgdetelpki:ed in  the previous step; -
adappjngrthe content of the_nessage so %2 tQ pass

t hr oughP 2> CoIet%ai e 4T nEPTRF k %3525 0 ) ,setrsof
t hese afgpsage¢onsnbedrdpreter mniés ashea femsdgonsofeams
the capasinih®s oot hee tORHenrbagd é%ﬂ%ﬂ&%%%@hg @Mulagfto

the con nt of the nmessage. 2. The forwarding netho
as cl ai méd I h claim1, characterized in that at |east
one confe¥ ad ngdiverzOmesdrgrot wWoldnt(£92agt oh&0Bekti soaters

radi o- cquouai eat nong) sybpBetwaEKed 3in TBEAEPr VAN BbRGkra

nmet hod ﬁed ai med itn qne of the preceding. clains,

char act 6P 28T TIPS &t &5 BEFPRETRT & T&CHBASRLY i s

mar ked &®r opt ovieh weaszgspedddritd fiyiiebd thk 3Fatheission

addr essisBgvPEST §GOL i t RNrORLi Rl rdLCE U el DEING 54 the

served if Lt IS c:%r]:r}}eect ed to on{; of. the message

rout er s *"BhbEEh Tor- ForvRFATho*t e 1TedEsg8%¢0 its

non- opt #BFFHNINGe PrPpOEAtses 160 the messages as a function
of the service quality requirements identified in
the previous step; '

- adapting the content of the message so as to pass
through a constrained sub-network (102a to 102c),
these adaptations being determined as a function
of the capacities of the constrained sub-network
and of the content of the message.

2. The forwarding method as claimed in claim 1,
characterized in that at 1least one constrained
sub-network (102a to 102c) is a radio-communications
sub-network.

3. The forwarding method as claimed in one of the
preceding claims, characterized in that a recipient of
a message is marked as optional via a specific field of
the addressing protocol, an optional recipient being
served if it is connected to one of the message routers
chosen for forwarding the message to its non-optional

recipients.



4. The forwardi ng nethod as clained in one of the
precedi ng clains, characterized in that a nessage is
formatted according to the SOAP standard, the
addressing format used in the nessage being an 5
extension of the "W5-addressihpg™ standard making it
possible to specify several recipients of the nessage,
sai d ex} ensione bej1g 1Gar He%@loaufasb%lagﬂiﬁgiﬁ SHECLET Cre
field in the header of the ness 5. nessage

age, ,
r oRFEFeM i Alalhet WSPRr"(“i%Iilzefg tht éP8bnRecCi§IRpISnels
or fopnettcahst kaicnedisgb- net wotks (StB2a tecadRGX,  the

ch j.zed | t royt er 01 010
co%%?%%éirggef o%%arﬁ%?n 15gnlagddullc%tl(.21(_)1% egigcs:%??%gl}g%%neg an
5st EpEeBFLlPhe et He®l a¥Scrafreasipg'onstenderdi makingt oit
ﬁ’ pbbegﬁm Ve dbp@;rmﬂtad@rdr&ql)rdéditpgféaebi B¢ Whthmasdage,
. , 0 nt i the. next routers
Co P each g et RELl Bt td 60 o MM L CPRFR e
chatatd et Z&te iheacrat Ogtth%dﬁﬁ%%ne or nore

gistribmtiom gm@mg&gérwﬁdutdﬁJanw%FhedQZOZ%twarQO (100)

[ ' ' I oupi veral .identifiers o

10 SLELPULLANL BHIR00 O M8V SL Sl AEHLA T 55 orice
di ¢ P?%u??ogoﬁ?bupckﬁﬁ%ﬁ}9§éé@ﬁfﬁ@dtégtathecIQHEﬁt 010k
nmessageign ?bﬁpﬁﬁé& V@yfﬁﬁya’kéﬂﬂ@h%dhl&%! nizemsz- e%ect:\ﬂf‘%lg
nme c in one.of clains 0
chifBoFErpYgE Sher hBUIE of AEEa W My 165 hn &
(283) 4reservi hgrvaxbmac B ssub? fiet worterdasring with a

15 appbtcabdens Veshi noh terdst afd i sferdiighr ikt heRt routers
sesgi pps., Wi th particular service quality _
requi renents, the forwarding nodule (201) interacting
wi th t he- siléifal PAFSBTE nBeuker( 283) dlaisederint oclaim 5,
estahtastedied r ansf ernhapri ord ti escofad heoABSS@eS. ndre

I8 EERIGESOULSTAR ol 8 T L1 00E Lol R
20 f oPf BwF HijP i inTee guener f azevPing osevdhalst igehbifaeion of
I nkenpace | AEEiIplé0ys anor applisativit 4 regiest, o 4
re@&éE?Ib&éf%A(g:JdﬁnkefMJIEp%ggfggémgéké recipient of a
message in the same way as a simple recipient.
7. The message router as claimed in one of claims
25 5 to 6, characterized in that it comprises a signaling
module (203) reserving resources on sub-networks for
applications wishing to establish distribution sessions
with particular service quality requirements, the
forwarding module (201) interacting with the signaling
30 module (203) in order to establish the transfer
priorities of the messages.
8. The message router as claimed in one of claims
5 to 7, characterized in that it comprises at least the
following three interfaces:
35 o a first affiliation interface 1Ixsr allows an
application to request to register its location
with the network;



16 o0 a second interface IRES allows a source to
establish a session in order to transmt a nessage
flowrequiring a particular service quality; o a third
interface I M5G all ows a source to deposit a 5 nessage
to be distributed to recipi-engs-specified in the
nmessage. 9. A systemfor the distribution of nessagez
bet n.a act re recipients connecte
to \gecgi St r%%g%gg nggag%‘]ia{%og?“%on%ﬂ%sﬁg Bneor frore™°
10 consEfaFPEEERs (h-SFEERERKkIT( 202QY t 6P 1DFBE)SMit a message
charact eLoweteqiitringak phreOOPrd:seersever ghalBssage
rout etg Sﬁ( %Q}r& oinée%%):ea_sLM Cl gh.irg‘g? Itagdsoorher %f t%l g:,eg?rinsg%ea

to 8, the nessages belng"fransm I'h hops
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10. The message distribution system as claimed
in <c¢laim 9, characterized in that at least one
constrained sub-network is included between at least
two transfer gateways (103a, 103b, 103c, 103c’), a
first transfer gateway  (103c) processing the messages
transmitted between a first message router (101lc) and a
constrained sub-network (102c), a second transfer
gateway (103c’) processing the messages transmitted
between a second message router (10le) and said
constrained sub-network (102c), each gateway adapting a
message, coming from or going to the router to which it
is connected, to the specific protocol of the

constrained sub-network (102¢).



