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SYSTEMS AND METHODS FOR COMPUTERI ZED | NTERACTI VE
NTQSPRAVAI NG Copyright Rights [0001] A portion of the
waelz@showes e of this patent document contains nBEEUS2D8/058866

that is subject to copyright protection. The copyri ght

owner has no Y} HSTIOALMETHEOD ANBISHSTEM EQRoduct i on

by any one of t'&@:ﬂ%ﬁﬁAWﬂﬁ?%lﬂ‘Eéﬁ%Watem

di scl osure, as it appears in the Patent and Tradenark

Ofice patent file or records, but otherw se reserves
REFFRENCRRY RENATEDI S 1¢hatsREVer . STATENENT REGARDI NG
— FEDERALLY SPONSURED RXD [U0U002] Not applicabl e. PARTIES
[00010F JUinRE@EAR@msAGQEEMENTp 05)0!2)8)]U Notrodgplal Batbit épplication Serial

No. 6@@5@%%@% Eé%;%%ola R rlII @E ly Do L@%Rter Mullarkey filed

on Mapghpl(i 24| and i DO0B ratThheseimpypieifaaice mntscch@netyﬁom dhlepun@smf it
of U S. Provisional Patent Application 60/908, 598,
filed March 28, 2007, U. S. Provisional Patent
TECHWIACRIEION 60/ 948,881, filed July 10, 2007, U.S.
Provi si onal Patent Application 60/954, 273, filed
[0002AuguEtie dsclor@Empjetthmttentiaree todh@d:ihgmsfrce sndohonioiicdofanevork

comm%lﬁlcaﬁ%}r{] e%sﬁ%%llo gﬁ%}ﬁﬁ%gy lﬂ%/ ({ sﬁ oglfrggeg 5 on ood&?gt] C%(%l;lg gnogna?es using a

statistipalgseiit of mudiaitd hwark adivitg ettaegivenandnener act i ve trai ni ng,

and in particular, to nmethods and systens for

el ectronic interactive training. Description of the
BACHKGROUND Ar t [0009] In order to teach en‘pl oyees and
[00033;33(1%‘[ 83(\/\(/111% V\%IC ahd I“:l’lrl’ialjtﬁ)rlll’lgg)ﬁg)eéﬂrséa oy érron f? L‘ilrer*”oﬂ néodsei‘/ns(‘tommumcatlon
Systengst érhb@smﬂk aomitohal qcspem @aetmaqs frdve themsibe fof p@ipRratceswyg the network

to trai
resourges \}%p?sﬁlglr%ar%e%a o1 ghte éljg(ttw’mfkeg%]ae? r attag agﬁw mo t%nmﬁa?/rms of network
issue; theeaforobs@e r/eeoumcres Iaresihdamté@oaiepn@mgmlteml on of sorreone

000" 8T B ot R R R FEEL S0 s
An IDSuhdyl doleGh @l @@ bgbest 4 poslefined cifatis buphs $¢daires thOddtL@htaining the

L G N .

new verfiantshd S at@0Kn e Mdsé Hicedyt toﬂ)eﬁhedtﬂil@&anBSJ to provide
dequate trainin relnforc nt and often fail to ) )

lﬂﬂﬂﬁdeqﬁmﬂ&f&e@%ﬁ ingogyopks 4 e it Rt asish rDataiyestses cofiges pformation
about ERMESIBEN BAR nchRGh Bp FUES Tﬂlﬁlullfofn&tlaﬁj BAYAtadl scd @b and may be
used fta%ﬁa I{eplggalfags%éﬁléqt\gprﬂ(?sgac{%ﬁ grltt]gea‘(aﬁtl ﬁ}éﬂ&(@l?ﬂe]l}i)rsawglglgneeds information
speciflchi@y 108RE ad Fadd oTER cHih BOhSHERNOKORY @4t ha@bder fyBicAIYi 16k St a larger

_arg unabl e to, adeq uatg?lwcilllzethe k||| bei n )

portiop phihp, gjiry Rty @rky SIRGS ety P @ﬁh@ﬁﬁé“’“@uﬁ*ﬁwé‘ nyfnitpipg and planning,

[0006|] nventd (ﬁﬂerEIQ@s]-l;elwe-EH @n Bﬁ§§1ﬁlrhtdatam‘éﬁ/@§té&ﬁhylb% sﬂdv!&ﬁ%l e%imﬁl@ An IDS
interactive traini artlcular t o net hods

mightg alcgeﬁéleé)ﬁgarwar@ tove %ﬁ&t #dessdiet payetheyakianliay for ey initial

attack! 8¢ faBPeoultPBe RYAR By thif € i CdnPURPFLIBAL & &RaPEontRes logging
to teach people to enhance their performance with

in. T}}eégﬁéaeltl e‘featuallx/@ltqcétth? atick, it 1gdete[r@glfg]am®g1?ttoéplﬁe could lapse until the

attack'cbllnblsslhfoaﬁé V8’ BRRQOHNEHE G WP ONde AR ABck HAL BEcARLIMEY, the carlier activity
tional | gqv\ébbased perf or mance trainjng and coachi ng
T

of the§ ok dpy op arepiselliceampird femphadiireate bie disi elathpysstg dgmerely a
post-aREiRaVo Rl @hnRIFBELA bAgh1 9 fanflthdd oF iRAGE taf AU MAHQSttadkO0RSdata harvester
Certain enbodi nents provi de preprogramed vi deo,
only logsdircctivifydp 8 latce xaalard-pr esent ati ons of trai ni ng
materials which provide information related to
skills/information to be trained. A scenario including
real or animated actors is optionally presented,
simul ating an interaction. The training system
presents related queries for the trai nee who responds
(e.g., audibly responds using role playing | anguage or
ot herwi se). The training systemstores a score based
|n part on a conparlson of the tralnee 'S response wi th
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because of this periodic, frequent (e.g., daily,
NTQ%%%WF& monthly, etc.) utilization. Thus, training
wo paa219izal | of f is al so reduced and/ or el i m naR@HUS2008/058866
[ 0025] Certain enbodi nents optionally utilize brief
[0007hi ghWihitpthe databdutses frdy bipicsily eh emrseltie, newhirk raféie éha e IDS, there
h GALAL el LY OO FIGOR o
v nc ERENES XM b Throk R BRG] b W st g gt masner
to alel@ﬁome@p@@ﬁ atp'omntiz}j egackioy gioylalynﬁa@tleas(bﬁm‘wa;a@h of 1nf0rmat10n unused for
late-termand | ong-term menory and | ear ni ng.
anmn#ﬂﬁ&%ﬁ%%rtaln enbodi nents cause initial enbedding,
[0008¢ngongseelurbedr¢nﬂbguntaxpdd mhmnmamtrtylataharwmr rtE@eswtacmeed for a process
that m(1y ex?%ua et lot hg%a hgvtl%g %%ear qo%gﬁ%?gﬁ 15{;&%1 S8 ote il anor%la}haels %re aétgcks.
Typ1cda1ntect&meraﬂs @r ey uﬂ(elpsdcydmgfe/(dnmt (B&alﬁ&al\]@ethjeslam stodwlhes. If the
a in_ad nto new
thresh&@q Velals seq n%) lal RorE & galse a a,lrrrolsn N riggu 2 ,lcor%sgquaen % 1%121<1J9g cach subsequent
alarm rs@nt lesstlfhp(bmln‘p r(bmvdseﬂ’gg 1ﬁth@1ﬂlwslmjﬁs ayddettao highmang potentlal anomalies or
attacks: n{} Chlm\r/eg)orvtve 06 PV&IE?? r(eeﬁ(t)r%eﬁ%o late trf(grI aﬁ%%‘%crtw% ra tsli)onseqt’o [b6 B%Tmented
[0009Cer t Ahsthe mbeuﬂblﬂmwcoﬂm fromakdworiuise o a eéhe qbulrspo&amd time" Network
foc the

usage t)ﬁ;bcgl,l mghgﬁ gurbt}glt ‘iv?r Qaé/dm %tgﬁr 4 el gilﬁ n¥ghts an(c?{ weekends). The

same ihf):@li(gdirelvé'.l ddriadl Nigne@EsDUPSH , ovEraapBts amcﬂn{gahe Wb]rdidz\yl aad ahdeusmrs durlng non-
wor P PSR OEST o QRSN AL SR b REHAD o 75 i e

issueslof Fieadaheyholds swipéional |y granular enough so that users

realize tha ey are Iear t he
10010 e ) T e e il Glagovs o dta assing

throudhhBdn@ ak# BYS t@ﬁlc@ly, lodko @t thafi cdats ofl the ddi, Sxdn@@ag the dhth @it by bit. This
|neer ﬁre0|se tralnlng

allows( %gml’% éetzﬂgg Xfﬁo]i’rutrl dSIOUEE th%%%gﬂl\/g'amwgg occur, they gcénerally have
attribud At iR bé d@&teﬂﬁdthglﬁtﬂﬁe e8d &n han GBtailchuxSminStichC Buﬁﬂzﬁﬁcks may be

t hrough t he use |It sceparj o
detectpq by 13 %Bg %B&?f‘? %rp“f“a\?ﬁéﬁf‘clé‘ élﬁ?fW‘é%t gt “%ansf‘r’f’gﬂng Y |"8ntents of
each dtapaeiea rWﬁll&tﬁﬂwhﬁg Wm&&neb&lfohhs (Bﬂligteft&ﬁhﬁﬁay\&bﬂdetdchﬂie most

.commj ssi oni ng .or. desj gnin tit elieves is
sophi G TR T P E DG M POrE P ARk b ey impede
ﬂwrmEﬂﬁkexanple the conm ssioning or content designer

ntity can be a conpany, schogl 9roup, i ndi vi dual

(0011 o, Adofpely, et S eenbhie tpatectyey Br Horipatian Geflpeded by data

harvedtdFR O toadaf fo BROH bk, tth@Sna ko ©B @ wa g AR Serhmatvhh iypical for a
trainees wll encounter. This al so enhances nent al

particelprshy g andepsvavHe deterayingef oty abschat PYiiEY affi APiGked to

utilize what they are being taught in their real world

environment, possibly inmediately. [0029] Certain

SUM iments are configured to be utilized by two

[001292r t T RARSES sy@lenBarld smf'afe Mne@iugH Y18dtrateli 3h DB ib2 € B&tiRRave several
the trai nee/ student an

features; pyipE¢ PR Bhjch dciolein atraryikle &ir ffe desirpble aBibpiss. eWithept {igyiting the

scope @SexPrds@BHY 'tHégieRﬁFﬁJherﬁz)t folloWs GRMbGé ProfiRACHABRL Will doibe discussed
person I n the ro

briefly. ¢ Afigs gens)ds dngcthis fiseyspion. apdpartiquariyaefteragilinggheseciignantilgde d

“DETASEEDBESC RIPFHIOKD I @ﬁ@:ﬁ%USQﬁ&TIVELﬁWB@@imNTS” one will understand
podl nents o t he tralnlng process can

~ enb

how thyefggtureqof the disclpsed pragesy prevdetyr thF@ratlrrélPrmqie@tlﬁraf% aﬁd fseorting of

netwobl doldioRRHIM dl3mbh RAMMiIIRIRFAGhI RBSradynd TN Eing BRQ pbiMc alarms.
participants. This creates enhanced focus, engagenent,
and attention by enabling persons to interact and
| earn; provides |everaged notivation concentrati on and
fun (wherein in certain enbodinments the training is in
a "video gane" fopnat); provides |ocal team
engagenent, whether in offices, groups, classroons,
etc; instant accountability and feedback through the
use of segment scores and rol e nodel ed proper
responses; provides dual Iearnlng (mhere both the

r = -, I o o o
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trainee | earns and enbeds the skills and know edge
NTQS&é?’W@ taught. In the solo node, the exanple enbodi nent
WO est2ioms as an aut omat ed sel f-coachi ng t ool . PEU0EZ)8/058866
Optionally, certain enbodi ments teach a user to
[0013] denaidoydingtb evasspecd pitbe disnldsed abjcandatisotaendtlicdl systemdandsforage
medlu% ;ﬂg él%mlr(lil&ﬁogﬂ(%n egtg@ﬂg\gxﬁg X};}ngvl\o}%%{ goa(%gelgt };Eotelnnallg/ anomalol(lf activity on the
netw0§<o bwtlua@nbe patentihisamomdient actlwadag@ppmnhmshotd 9«13@“1 lmed thet is dynamically
, |
adjustg(H;ats Jn th{[ﬁjé\;l@ﬁsgr (%g%?é%itrﬁ%%% % u E/tﬁ%ﬁxlze% Pgrse;pﬁtgte dé 56) r1|9]d takmF into
accounitelsqrer sebpwb@lmhty etogmbmely oanvdritgdine. t aothisaidetedl iThepresensdisiosure uses
sta‘us‘u%leagaglﬁr%£I tde%ﬁlélﬂgl? g\i‘nen%‘eft&alk Rl i c%ﬁﬁs?tgﬁ wiR Eno@natl(fu? Ib%%@lor and if the
en tunity c
data 1md$1mnt,uh<smsat @dlen@hd@ @thmdefdethen titchegent dptp oranomalpys, the anomaly
detectﬁ)lng R sg%regte a Ltgt?skl& agegl f1' 1 {)fer Qgér 0%' ﬁﬁs‘? gvhwh to compare future data.
J)?op ot Un LT es) dn propriate producp
1BH%¢@HVN@@3S@WG$@meﬁ@hmmndmdmmmanpmp@bdwwapmﬂﬁbmm@w@ﬁwpﬂﬁmmhw
that the qgt%h{ dcﬁ%tyqp Ql%'ir{aﬂ)% t Tlﬁ? é)ljaga%gﬁy IS-EQIHﬁa d tto ARG ugtglﬁe threshold
users from™op Frndness andf or ‘casual
VﬂuaamdmeheéngM$bwnhSﬂ@hdﬁnﬂ0&ﬁdﬁ®@M@mmbﬁat%@@i@r@anwomgkﬂﬂl
Ader I L bR T R RIAER el BB bt profilc o ke
into aggpinititheanfarmagion glvmtvedj inghspretipstrepoptinggpeloach with

[0014r es p’?ﬁ:t ee %1\{1%"[}'16? bclv% tggaets %¥ éld gtsgoseg %%rée%{ g’tte‘f%1 a5 glséh tas adrditlonal novel

feature;nw[ldmparatt (fro)n, theT dtaecrdmbmpmaldecbln}crqilaﬂ“ae prc@s efithis Wlmnd‘atlalot tobea

compreﬁernglgg ?eséné%tg gg te éfz%f at a f%er;\%e rathef to 6DI'OV1(§ ahslﬁelji 8verV1ew of some

of the @@J@I maigats Ifmrcaoha\]/ltyaoalew@stblals nwmdwfeamatﬂ, @mi agdlvdnimges here provided
oner ro S C

will becomle a@paren 8 e Wl slﬂfel ’ien dtg ar? u onteﬁahml a 1051 r(])g fh §OI%W1 r%CFI(ﬁﬁlEs and

detaﬂ@it dearipgomtes m&hd@lnhdt aé mghgéh‘emialssymﬂnh nmﬂs)tim rf@utlsr;:s and advantages be

. o) in erssonnel as in

1nclud8(ﬁ Tc’[f’??%&i %(:isad q{oﬁsbﬁ r\%Vé ! & atned O[? elatc%omdo ll’sl%(t‘ 1mrs] gs.

am)ng many others. This net hodol ogy teaches and tests

he 8nt i fying stated,

[001 linst dtet . - Ftre treeds/ opportuni ties,
The featuees, naltlﬁﬁ eﬁld maﬁta@s Gﬁﬁedllml&éd) EL}b_;ecalnﬂttet henbdrakt ngre apparent from

the deRUEEFRvintaR 1 Oﬂ%ékm Arigh HRb b A AT AP B R e

referei@rchahctére Ripaitg earaspdndimgly tﬁ@ﬁ@ﬁﬁt an® waétsmr s. Answers

fter provi.de e tra IS score
10016]¢ ¢ bR Bt npaiFackuBar i paduh SGedapmaes vin e
compdrRntlsépk @ﬂt&ldc&orﬁﬁlfﬂnm@ahscsvmhSﬂaanoﬂlaﬁ@ﬂ%hg vafhdssociated sub
treatment” where the synptons correspond to the data,
CompNRSYi agnosi s corresponds to the identification of

[001 7)€ dBIGUPRE Qtshmrlrstah%ﬁemlﬂﬁﬁjl pldd&s bf BatiyRiic AAhRERORNERSe pleccholders
the recommendati ons. [ 0047] Thi s net hodol ogy teaches

dynamj¢plly gt do mblaﬁmrfawlsnnsvg»t en versus sinply telling

[0018PEOPFRSRE 3lil3t-R8s Dekhdfle of ﬂot)v thé @bSsed RRIMDEARI sy Qe QWy display the
to listen between the |l'ines" and understand what is

results ¢f 3| dpteptpnshpwing the raw meicaatup dhe parentile dffresnceseaind hup anomsly
probal'hﬁfi‘& Bn C&%%h 's'l%wgffgsth@ﬁ‘&@&r B ARLHAICoNRSI AIdSRE Brotdddl Jabi€its as a
delivery"” of those words. This educates

ﬁHwUWé%Fﬁ%$s to identify voice inflections that may
contradict the words being spoken and thus teaches
themto clearly focus in on what is said and neant.
[0048] Furthernore, certain enbodi nents optionally
teach trainees to prioritize, paraphrase, restate, and
appropriately sunmari ze. Thig al so enhances short-term
menory by training the learner ' s mnd to process,
retain, and restate elenents of conversations or ful
conversations. [0049] Additionally, certain
enbodi nents encourage focused |istening through the
optlonal use of _pur pose- bU|It real-morld

o . o s " . T Y 1
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Instructions via which the user is instructed to
NTQSPEF WY | y identify one or nore correct acts of a first
wa ypse/1ziowsi tted by at | east one of the per sonsPCTUS1908/058866
training presentation without providing a choice of
[0019%ns WEKGURE driembrisgrhres livey the sronpndeseli@atrocesansi diglayahe results of an
r i . .
1P Fallr(glggé 4‘[(9‘ ol ﬁ%ﬁ]’pg glgal)sv&;n{;%tlh V\ﬁs po% l@l%tdél{e ér%)rh%gtrs :pge}Cn?l?{i/@ Hg Sfanction of
time; i dentified a first correct act perfor med by at | east
ne tra sent at.i
[00203r OVIPI I?]lgf Sgde I%?lnsotw tﬂe IS% (Ig]ssed \I}legloagndo ﬁ}{se[?IH ay d1s§1a%/ the activity of
networI«mt1V1uc¢vedapanlodefﬂua¢ ly identify one or nore errors

100215 20 R eBin R ol SRS mytSaPey BRT8 4 Frisille coigpe o

anomalf\@diaCtirtity @Rertapelied a‘ttmfeeﬁsddramelmmpm\hezrnofee atBRlgERPBNOry as
0 the user corre identified a first error
[00223 on‘%ﬁlﬂ@é Byoiats wpéag}fana#eofw thcanpuply Jrgetion PEggess may display the
probabilig ofl bingtapk ESHBhe&ivbRibverCAdbSibd e tindd bak&lamtthd d&nﬁ@fﬁo,tedtdﬂ PIGURE 5;
r to be asked to verballg state, in the fir

1002300 SBHCURE Aghop Rrgisaie et REtph Rt siiem aie ispiey the actviy of

netwom&g%m@%fpﬁbHOMeﬁm@houl d have been said by at | east
ne of the persons in the training presentation so

[0024tl hat FYHERE P exlibigrhogrthadisrlesedisocanmey Geran thetperyintlsstfimate of
anomAERUE UGy ANHIBE Bo iRl o6 L8y il SRl d SRRIGERES! |

5a)resentl ng via the interactive el éctronic training
[0025y st EMrWRE ) matresses hew plreogeanindercetion pessess ang wisplay theprebability of an
attack o0 Rfwdr€¥ler a ng&g)'d%f iAPbIRY bohe AN Abrey gL UTE: ghat

scorer can conpare e preprogramred correctanswer
[0026) t hFIGIARE db Eluptratasihdedhdadiscldsed preess may digdgyohsetiviey afmetwork

.y state correct |anguage and enter a

act1v1ﬂ&/§§£r g)%%%(g&n%&écor e substantially imediately after
[0027 he EHHrIRE a3 p@m:heniattsdlot;vhm dlmﬁctsedjpit)casmma}odlsnla/(tbe gparcedtle estimate
of anotmaﬂ% agega (H:éa 1 Io? g{n asre(é gra%ﬁ rl(lztwlt r%r(%ttred 1ngf§th ioi’\‘ k\/\ﬂalé: :’]SP
[0028] he EIHHITRE @3 ﬂﬁpﬂhis}ho&%hﬁ @lomelgt daﬂaato@mws@halyalvs@lab @eprobability of an

so that the. u not ha red.
anack R iR R pYre Pistiob e Sekaime SehEb B e 6T S Hos an
[0029] Nt EFECWRE 84 plcQits'hOR the difohistd MEhSY iSRG ORRY tiSpligthe activity of
ram code st ott ed in conputer readable nenory, that

r
netwo aéﬁv@k‘e"éh‘i%eﬂlofig UBHfi gured to: provi de an
[0030] Nf OFIGAY RO &4 1IPHRKQRA bRlnh NG HBHANG H& IRePheBe YAty @in Bhy display
at | east. one person speaking, wherein the presentation
the a pefrentilg edimate qf @anpapalqus activity @}Ier@@ﬁxﬁth of dighe Wseg op fheggtivity noted in
FIGUmygon wherein the at | east one error is scripted to
rain the user; provide an instruction via which the

[0031&3 er FIGURB, 16 demepstraienhowdhe somalyretesipngrrscssmargisglay the probability

of an &fabIP6PthE letkto%& atﬁérléﬁ of tﬁ@eﬁiaséarb% tIREICHRE, ﬂo&dtnlﬂFIGURE 14
present at ion, wherein at |east one error relates to

[0032) o HEIGERFH Aisedaesi how; thesdisslascdmethortiind sy stemmers flisplathe ectmty of
netwohba%u%%%vels ohgFfmace in providing the identification
one or re errors; provide an instruction via
[0033\]\h| cRIGURE 48 presdns how theanomsly detettivd ptagessaply alisnlaykhy agercentile
r t
estlmgtee %‘sa%%l?zlﬂglhseaftr é/tozg%tﬂgg?fgf tglgere l{agegi o?lg}}ef azzilﬁﬁ%o?elalm FIGURE 17;
[0034;1) r ovFIﬁIﬁigE 1191 goiets pp hmthe@lmdasedtpoocwsynaylwplae dstpramability of an attack
orrec

on the Vﬂ‘el{ Oﬁk ?\ﬁr a Berlo Olf 8m? oas éon fhe Crtl(\)/\llt d ?Q%Jilé f?t ion via

ser correct

[0035|] an gEHymE 20 tiiselaysi Hosftthepﬁfdk@éﬂ mahoceaﬂ@ysﬂenmglay disjilinethe activity of
conmmuni ﬁghf on; present a preprogranmed correct

nm“”&ﬁ?ﬁ%WyTﬁETﬁﬁP Bt and/or audio including so that a
scorer can conpare the prepraggramed correct answer
wi th | anguage provided by the user in response to the
instruction to state correct |anguage and enter a
correspondi ng score substantially imediately after
the user responded to the instruction to state correct
| anguage; and recelve and ‘store the score related to

o ey o,
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conmuni cation via a training systemtermnal to the
NTQR WO causing at least in part the user to be asked to
w0 2ppear1vand/ or paraphrase the verbal comruni caR¢DHS2908/058866
speci fied content thereof in audible comrunication:
[003Ghr e SEMEURE 2h exhiilris thow tiepmonalz detedioa nwess meg apleylthe @ ptiaentile
i :
estlmﬁéagtaaﬂﬂgtﬁgrﬁaa@ﬁﬁé/gkesl; g?n& otg[{tré rﬂlageéi : nl?eraralé:tlxg Wflﬁ @f(’t;@ﬁE 20;
[00374 cor EIGERER2 dhmtmtetshe ewmmle mqoarttmtmmsb datndioorpmcatsaaty display the

rpal nication. ,causif
probalf Ltg otf' an, at? {;k o%téle ges g overa er1 % 0 nm\l/a'] ? tfler acfciw%y fotddd d1n Kl E‘IGURE 20;

[00381\9 anFIGImRE B ﬂtmmgtrzaessemmldlpﬂcead plgdfe’ﬂsmli’(%ddlaﬂﬁj\hﬁdf act1V1ty of network
what the speaker neant via the training

at ed .t
acnv“%’)%?rélrﬁm (ﬁ Y W%ring in menory a first score related to
[0039] he BREURE 2&4i3planadbivaie dscldsed [WB@ES infedifpldysd pesoarak edtimate of

ant . .[ 0069] er optional exanpl t
anomalgus, g tiyd Oéierr?éteﬂ%‘go*gtnetltag‘idrﬁ’f“ aﬁtlﬂgfét"tegﬂ%egﬁ%ﬁy
[0040] nt eFRPURE es gte%tsmaazl tRe diScBdsBd ﬁ&h@dfﬁtd@y@tent hay BRI probability of
I‘ISIn a first seginen on an interactive

an attaé‘rk et fhreé‘ﬁ‘iwé’ﬂt ?Vét weﬁ@d §gpetl arfhe é?tmltﬁ aPtet B RIGURESEY | the
first segnment including at |least a first person
pr oVi d| ng a verbal commni cat| on; cau3| ng at | east in
DETA ) R 1O 0 vy ._...L 3 BQD WNI3se and/ or
[004 1&} UNMTRIhA gh whedbel kl@thfpbﬁléﬁlaﬁ@fel%ﬁ& 8 §|s§js-tenfs%ﬂ§1hﬂlgteﬁtt th'e eeﬁted subject
in part the user to be asked to |dent|fﬁineeds of the
matteltmt.‘/slte implemerfed Walurldy popfoargion sqchpgjogyt(HD exptasyp: {These with skill in

the eldctrbBE cRESRRABNiBHond Bts Wil ?e(:@é?lllz% it %d‘sbl@seﬁ%ﬁl%oﬁﬁ‘l@ﬂt@ﬁlay be realized in
wor ds of the verbal communication; and causi ng

ways Inaddition o thoae peeifie cxpsmices dgscrbedzhslont Itl eddétm e ﬁleﬂp@@@ qffilee disclosed
subjodd &@ftcrinfty 6 'itﬁ[qeﬂlaﬁed' 1@%@ b IVEI'lCQ?Ofrb%ﬁlgl%atflJn@ ar §0'Pt€vaféeaﬁ@ Bdrdware. The
communi cation. [0070] Anot her optional exanple
hardwatetpgrioraity bﬁtfléﬁ}‘?fﬁl@é?‘dalﬁmg pitceia bigef ilqgdc; Blesefty BaPetion @pnbaigered in
memopy aﬁid%mcufé@@pﬁ'sﬁtaﬂg iREAG A &R %@t% 86khiala FRIFRb&Esor, PC, or
readabl e nenory, that when executed is configured to:
mainfigmgy 3 first segment that includes at least a first
[00420€" S%feﬁgmdﬁ%tsgﬂ {lfds aLdPJst éui)}éctqgatt\éteéfrp ﬂﬂlsscrlbe hereln including the
comuni cat | ons of ferent ortance; provi
best njode kpayettp Hhednvieptersgon pguying eutﬁlegwtoseqmabﬁ@maa@e Vepnigffiaps of those
prefer?eﬁmf;dlﬁlgnt§ﬁla§/ ﬁe%%ﬁle Qp;ﬁ%{ t'o%s@f) dotnﬁ]ﬁarg? Elel ﬁl the ¥t %on reading the
verbal conmunications and to I ndicate the relative
foregqingulsperiphiee of at |east a portion of plurali ty of
er bal j t I
[00431 nﬁ%ﬁm&?{ ﬁ@ﬁgesgagm I:[é)?(i'] ﬁ} nc@@&rag{/l%%etg Bt” S eeF f‘eé@ag'& an?edla
Compiret ea@bhnweélaetlzedtewom ii\@ilthlemndlmgla@y@t leamcte@sed de firichmpying system
and 1n@ﬁ8£ bgth \Qlatﬂe a‘ﬁ& n(pn%% il n%r“a%ﬂd %?no@abcf&gmwah 9é?ﬁddv%le fn 8’ g By way of
t he pers ere nt rst person does ho
examp phd mt ﬂlh*gt’fatsftnac@nttuwe ropdabty, mt(heernmotrmdsq:@mntemtwgge Iatdia and
commlul%@'ftfon %Ehtal tOI%B‘&FIl s't(ﬂgge%gd a 1§Jlu(ﬁ§g(g§tﬂ£ attdchogxgolzg 19¥ V%le and non-
an I nteractive electronic training systemtermna
removiable mgdieimplehentdd in gty methorberttedhnaddgydiongorage df edermatién Frusln as computer
readalﬁgfarllgt%n&{so&ltﬂnggmﬁﬁ \Sf)%rggct {ngéﬂnngt%o ?'k())gl@}p(!}agaslc(jﬁ‘g)ﬁgt tn@%o@tmcludes but
is not Gmeed tOV\theMeR@M EEPRO, flash ragnkaay] ot ashar epsaaty, teghaplagh CAsROM, digital
[1Qr,
Versatgaﬁaii l{% (D %!EI):ZQP delég) m%‘&lsl!a{t(?ra% % Setﬁcfeﬁag%ﬂgs; ﬁfagnen@&ge magnetic disk
storagp pwhedeldlgn@wtst@eag@l é.enceme P cnhetr e dygevhi¢hsmasteaded to store the desired
f at are not
1nfonﬁaq8€|£ﬂéi|%l(§/hetg%§%ega ce%{/%gg)g lthre%BmEtﬁfn Q é%lﬂ [0072] Anot her
opti onal exanpl e enbodi nent provi des a nethod of
conmput eri zed training, conprising: presenting to a
user a first presentation ofsa first speaker speaking
using a first speaking style and a first script via a
conputerized training system presenting to the user a
second presentation of the first speaker speaking
using a second speaking style and the first script via
t he conput er| zed t ral n| ng syst em so t hat t he user can
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and/or nmenory retention. [0087] Certain embodi ments
NTQS@%\X@e a trainee's cognitive and psychonotor functions
W@ gi08g2194#&i ni ng techni ques invol ving ver bal PCT/US2008/058866
comuni cations. By way of illustration, in certain
[0044¢ x anPheepresmssliiclvane provides a ppeveecapable ofalctapuiniag détoprk status by
monit %%ﬁx%gk ?c¥1VE€VA Qt?tlstugsebats%ﬁrmg fof I‘[}%\Q{G%V()ﬂys\gp§ gerﬁ)ld!wloiiﬂd be generated
ining se rern significant hi ghest
to anab/rzq': mtq':lttlyllmg@d@loaq; eetigork activiity tadeatdnming efghemsttwork @Qﬂ'vita?g anomalous by
compa(i*f?lgglu-)@en? gcrtlgf ?ﬁaﬁ{s’m ofﬁes%g g 9{% % 1€U£y efg&y ?Poggg %gly estimate
nere randomrecordi ngs o events) T ne
and pla)rplef tho potétady ammakous nmveldt)aciu\ntyéoamdmu pabetdlitsi Thakevad nf probability
rov
that th\%/ g?(g%ﬁqf( @eg?cg%l?] W%Q%g@{] gél%ﬁo Eiélgg‘ﬁnﬁe 1?41&?%111%%6&% V@%Jf(?ﬁje l;aged on user-
modifpblke nltrbs}lodm dif dre thrashelddnas bezh bgca@e@vmdjg]@br gyah[t)h@lecks are sat1sﬁed the user
would%%m?% z@‘ftérQQ%)é) ngﬁgg%wngﬂdest tlﬂg dltsglﬁgfeﬁ] ?ﬁ)c%@%o@lﬁ E{ﬁggebtge statistics

to ve ow certarn i P on sh

based peditromnd edn- ﬁ@edahldﬂmids tdvekd inwianeeni the mflomatiqurobsarad iathe previous

l,ated real -world response to the person in the
ai n| ‘'ng segnment. Thus, by having the trainee both
[00450ent At $hpwd éd EFGURE lhthWnb‘(hoal %plﬂnﬁprﬂnarylﬁtqysndﬁttecomn Hhdndbysis 12, and
correlabuon an(g\%l%rl%gg Fg? eJ;i} d\c/t%(gtlt())%l { ?5] 5(%‘1’1%5?1%1\}1&&'% Os%ersjgl%gslgor%e{ag?l times series
genereftl(m step Oh $mlysis 515 1) higmclude\Mthedhreé funttoas oﬁ!phom@ oegﬂn sinft step 20,
percet{uh%g gtgﬁa t%{ ttpollcp cqg)n?ygn%%lr(lisleg 54 alrlllrel’é gf (t:otrree 1%11 an leg'tlng step 14 occurs
both cbueimcmrsm)éd and/zécrbag stgrzwer s vs. nul ti pI e choi ce or

ruelfal se r O n_ cert tion

10046 16 The st RS ATk BRfRE iR O, JEPRA R fiugttor 10

nomirafe@n sét pf @ofitoed ekﬁtﬁesllf@rcfgﬂaer anM}@fSEDBtettbl@ nfay @kdqvee qaelceotes a variety

t h t
ofne v e Ftorte SRk SN RaRGUb RS tyh nervork. An
exampaé ddt@ur atoeld ilyudebae thaahsdershefudrcdroimhehdst. dutleddt& tor could detect a

. d.to the. t mbodi ment s
nign GRS R drigho SIRNER S 6 HbiREe o B a0y B Fos T aptisned

paramsi¢ts| ths cveasls mrmnatee tbr bl dribaiwheeathyemiinoioa brot:dfsa Eviluags metrics

trai L. .
seare GRS e PR, oGl Ry MR G ReF R e g ey i
infornfagisie thih g cothermntaBaliscaaty stetisit IR acilitiondly, addntdlodiateat of the

to t ' i
diclol B e e PRRENBP L * PO 8B THE T rabi 110y e ofctols
[0047]i st Bﬂm’l@l aﬁidlaiti)ls dge@ﬁtn (§) rﬂliﬂkmdlkﬁéd fkhod :hﬁ;s%lik}in platts 'g R@asured value in
. er sona r usi ness rel.ations to falter an ten

hls“’“g%\llfg]i‘tf‘fﬁ Pﬁ?%"élg’éreé Sistripfion %fsan (’EWEV od sSEFMAL M RIPFGC pr"%ablhty

distribpfi®8 ReGtibink AbhaCaifitabidRms], beBalSdr OMRY lil@N BRI, th4d @ Sdrich ¥data points

buyi ng signs, . a i escence duri.n negot i ., etc.,
repres@it it ThpBe e i e s R S
[0048¢] UESHis plo@dss BogIBY Placiag fHe Antd p&ﬂb@%ﬁsﬁﬂiﬂﬂ%oﬁt@ﬁ%ﬁng a percentile
cust omsr servi ce personnel how to Iist

estimatigfrfse WHTs Peonia atiratmite! by Rldhe paglt %@ﬂn@@atpgrﬁ@ ltppoints and

using & USYRLIRINS hot ey Histogicd PHIaS fel BbYlEd bAIBH a given point.
interpretations of custoner comunications. [0089

[004%)5y Sccificllyst higtogam H s detingds op sliatrenties Ccafs each ategory contains

four dutta lith g eflobvBr B0d BUSHh BiRebdung Y. th@cohﬁtapslf &Eﬁin@@ﬁe?nsttﬁat fell within
ell or market services or Ero ucts via a variety of

the upa%ﬂ and bt bavathried dhepyeragey/nef taesy iterps. Y qtationallye dats jieaias oifhin categories
will b@fe@e?]@@% With b6 A8y 0 PplAARES - FoBYxati¥e, Rt TiYy 46k the count of items
| ustration, certain enbodinents can train people to
W“hm§@§éﬁyéhher people with respect to the acquisition of
certain skills. Further, certain enbodi nents can be
utilized to teach nanagenent6to better communicate
with and | ead | ower |evel personnel. [0090] In
addi tion, certain enbodiments can be utilized in
peopl e's personal |life to teach famlies interaction
skills and generally enhance the |istening
effectlveness of people in personal hunan

- o, . ., . o o o e
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it _teaches users to anticipate and infer the needs of
NTQSM#¥Ps. still further, as di scussed above and in
WQ@e@anzm4ziet ai beIOM/using systens and et hodBCT/US2008/058866
descri bed herein users can be trained to better
[0050] denTlhi$ histhgmtiobuildenbdginpingridthgwp ceegoriey: rar binrbonmgugm possible
t ' t'o
value B tﬁé S@E&{ﬁ evrglggéé gllri]d E?I?)Eﬂatﬁgg)( bled {ygltedtfggﬁ) déenlg ;@%&?ﬂsmble value. Ifa
reasonable dsingfic Julst opetsl avobgenhs ,avzalabllemnm speldrsvill FurA Bexd estimate of
the exh&?ed%%r&&%m%?%p@r RRER HE51LARE B?o%dé SLlr @stﬁr%&s%%ﬁ&“
etter reconmrend services or
[0051] 0 cAst darepaEnt Xamdvesoitsoag ey fhis du&tmmdrthoquqndmg ctumt T(C) is
Hmmnwnﬁdqu%g%ggta a?um%%Ch services or products. Thus,
users are op ona‘iy "4 ned in how to better
negoti ate sal es, s@l(€y; «4CpseXxsal es and/or to
nmake referrals to ot s.” Usgi g ¢qn optionally be
trained to inprove their presentation skills, as well
Whenalge Iﬁﬁteof&h@/doantam ahcarpefovafthd tbai ﬁunﬂ)@ﬂMEfeﬁlaiﬂ @8 Bisto gﬁﬁ (T(C) / Uc o

t he enhance [ exanpl e, e ut
cmgoﬁeﬂ@&@%%ﬁafgw deilﬁb. %@Arnaﬁﬁ}%tua} g uflﬁf% tﬁf‘cﬁélfffl&.eﬁlbodlmem
the caR¥@HMN s@hﬁﬁi@@dh ABNtBedoriey b&aaﬁgsl@rfsonwthte Burdenk ﬁﬁ:iﬁfhurﬁﬂBL(C) to the

cont wth re to wh ning materials th
avefa%fs‘*e(FS fid qne fanging Oalrtﬁfe?vefase 3@‘?)&? egu PRyt .5@6 gpunt T(C)
in the nesm @@@&y(l@dlgl-ded év@nl@h@ro@ft@d’lﬂ\xtol in¢e cdtlegmien)and fhehiverages are estimated
X e, r o tlona y can select a training
%(UﬁngﬁﬁglgHéﬁ §b5?‘¥WW3br chunk of a training nodul e
[0052f] or B themxithi}e n&ﬁl&@ b%teg%s'w%ﬁi' HeYexccde@ alitbidd 9Pl is necessary to
ystem can be used aon-d when conveni ent for

t he
recomaglé fwo ?fdhwst%m%w%&éf%f‘a@%nge%m 4f BB amREALQ resully in a morc
even ditGERIBRNTE @&t the pNEH @@s‘iﬁ)nt:(h eryd i flbrféLblytﬁﬁdﬁi% tHeh®o t &l ﬁUu@ dategories
starting fron1re|at|vely easy training g., asking
Wm“?%@wﬂ%an?%h?ﬂﬁﬁ?ny easy to spot errors, pr obl ens
[0053;1"I t hrd pekRntil@ onpgl@éﬁrﬂa{a)boﬁllt Nefen, Ma ?%@ gstl%{%g rag ﬂ‘l@ 'rat‘uo%?the counts in
airly easy to identify ortunities, etc.
all catpgopigy @%vagr bayndedielongK fer ﬁh@: qul ngpbgr Af ighs(ie alé;categagw g 2
pmpohiaﬁatyﬁ&&entage bEAAEOLJubi¥ofHRME inG AN E SryQhat § Mﬁé ifto€r rors,
problems wth style, opportunities, mssed
opportunities, etc.), thus enhancing the user in their
cogni tive donmain and affective domain (e. enhanci ng
the user' s abilities (@b I‘ g) i §ser
ponf|Qen%%%. ﬁqggggg%% (B8 ke tBb@bDbBNQk)
i dent i fy " BCREMNEGYcUrTences withi @c§onversation; such
as, by way of exanple, an ind|&é§£gn of a custoner
need, positive buying signs, acquiescence during a
wherer{ggothe edtégory, wintsherpeolpymod tsigndatey theh Hes(d whostione boargeless than X.

1005 o s P LR SHUCHE By PSRRI Bl + Lo e
(w/10937 0. Cageﬁgglggpo (cSt.e- ﬂns%thwgwmo%fﬁi@%@%&&n@ﬁ%@&&&ﬂmt of all

etran r ‘exanpl e, uring a tralning session a
data pum@r NI&‘BIyﬁllIdE‘thd cdtepoat tbd Cplﬁ&lpé thisaleti |pmyt bysuaingng/decounts of items within
cach ctaﬁ %or§a1 \rs/tlgr 1%% flﬁ tﬁe F nt%l E\(ﬁhs sum li]us t c cant 1n ﬁ% ne>§ aXtngogy exceeccils n percent of
the totai ®setd L@ppbndwtlnb undes of thenkdsttshtamhal waaegofy&h@‘ﬂqt q Qerotathaisum of the

countep@?m cac cae t raul rt]O él'lnsﬂlncsluctln ie (t)I Cal thl nkl ng and I n
% ng  ah 4 ded 8r° 'sste"t'® 6V dyi cal concl usi on. For

It is ksovanpdtell daa poiais hee pltmydlhgcamb@d atedessthiah yheoyippr¢eutilict Yhe nth
percen%le en|1|51 ome %Qf‘g‘%ntlw%gg tlheO u e{ an% 1(’)3 r%gllfndls r(}f (%tet (r) al; JE f rkge estimate it,
segnent ? g., STom 288t T addt 8S¢ op I'es
then, 4shat tralnee S enployer wants the tralnee to Iearn to
identify), where the person says sonething, has a
facial expression or body stance, that conmunicates
information that is not in the formof a direct
guestion or is in the formof a direct question but
whi ch al so reveal s information regardi ng the person
asking the question. The trainee may then be asked to

verbally descrlbe why the clue |s a clue mhy the

T T o, T | . o
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repeated in response to a user scoring below a

NTQ%N Wt ermi ned threshold for a correspondi ng segment .

WO 2862194 exanpl e training process will now bBCT/US2008/058866

described in greater detail. A user can |aunch and
optional | into a trainin n1pr m
Cht 1 onaitPyreeatie (ySaties] o (q%f@é B L l
identifier and/ or password is provided to the(fra i ng
system so that the system can automatically select the
IBIug&oprlate tralnlng nodul e for the user and store the

Probabjgyrmags fuletigna ey 8158 dasehasd 18 &g of nyregntden Gperaefupgfion thereof. In

one e@ﬁ@ﬁ%} éﬁﬁo@ﬁhe\ﬁ& Eﬂfé peRentis ki AR08 ifh@ified] Blehbther, the ratio of the actual
tlonallé system can present with _a sel ection of

metrigyglgtete 9 ueﬁoagergeﬁkéw% ol sithgicaienige SERfieHEssal ko for the

authoﬁﬂg%f WEBALIBE nRSS HBindtdes RSk RAMSICOIRRE rlhecBRAMERER of a particular
Optionally, a training adm ni strator can sel ect and

metﬂfs%é\&ﬂftgfe@ Frtitsayiseerly acrps 2frbdeRt ed to the user.

Such Mdbﬁi@ﬂnb% sfurlchéhs 45 b8 M AL b6 Wivh $8LE Rk WRAEBR a continuously
gnent. is to be presented. [0118] Before presenting

updatftdﬁeO'@B@Weq{tw efthew Ob%ﬂfﬁd@equawa/oé;ﬁata‘/ma@e)repreﬁelnwtwfaﬂg

are presentedyt to the user
Pr( A dvrese of s s ”'”ﬁgdul e, the

di fferent |nteract|ve gasBkbiihities that exist within

the selected training nodule, how the user is to
Rewritifig #ae attomd t h t he training program and scoring

process. Optionally, a pre- stud¥3e3s| nis oresented
preakdAb T aLAt es. Lo the nmt. erTAP BT eWodnd’ t hen the. .

user' can vi €W t:he |-sghestiedisegment) nihiFelh: 1 eswldig ¥ Pa. Anomls v

perfect or a high I evel of alignment between the
Pr(pointnomalg} is @ivet byith firsapidbabliléy magsdmmaibn. ofy(fogsit-@dmaly) is given by the

t.0 . man ntlonal training systens. [0119]

Sﬁmn%QﬁEﬁgggy%¥P§ﬁ%¥H%o %%% button (or takes other
[0055ppr Ol firidt Probability af anomoraap I FRMno@Al), tbh@nsi gsal pﬁiaﬂ@temhdﬂ.t’e}ﬁesents the

g Ga o 8 SRS EATERY RS 15, 2L 8, OByt ot

cither @ericratlly @€lspetigtalig s totaty ths thicatideRtee todt prédep@@ined donlén pattern. For

LB S B e e i
probalbiﬁ'@rfm’r@ﬁttan Iﬂiaaﬁ)hksdbr LiSded ¢h I&tvh&k ﬂa\nspl Aﬁaﬁdebcﬁﬂ&xarﬂﬂ”]e if the user knows

a|n| b m nut e
ot i PR SEIGY R oFRRRY B M B st ebty S o p il ay. i
may be molrd)llil&mlOﬁl arte ppibebifity@d namaﬁg uffep eoinaty 4t ksgiadndhiatite, then, is just
ors 2 The u ueried regarding the
ﬂwCOWBGEFFtFleé‘ﬁ£MY%S %ﬁé% lﬁ via verbal questions
[0056pr OVi zdsaéiclbyewada&ar@unegobsagedamab?n pRsLABIERL Fdn Byontanes set to the
,tra|n|n stem_a recording . of a trainer, eech
previqug satplgy ﬁq RelFids Topdies 12 2 ChgmLY 4 C{e&& crstayap g erg%bablhty of an
anomd1EEPRAEI ofserv@d datpdiltout having a sel ection of answers
presented fromwhich the user is to choose). [0121]
pe ARL ‘ﬁ % ?g £ i anPbhEopy evented igt ﬁqusm ovireedisPoinis}
Vﬁ?% R G PR (0 éRind or play back: se ﬁ;“ons for a
"“do over" unt|I the entire segnment is cohp et'ed and
[0057i] ni th Aa&;]rl olésegﬁfi)g Bz p&atid @3@3&‘0}&{ aduhﬁey u%xhraﬁ eamdamm&esfwdedmewhat
t abi to rewind o y back section Qr. a
slowly g g an%n%'?e%?ee f@@ﬂ@%ﬁf?‘?ﬁ&l@e@ﬁﬁ AROTRARY wﬂf esﬁ'ﬁqeafiaaen
extren@ly lofiyil@lgl ]%érl&ﬁ%lf ﬁ@hna[ L3 ey Iﬁtﬁox&&&ﬁéﬁéﬁonﬁﬁeﬁness by observing
. .CO and t r's scores are entered into
a"““‘%;?g%)r rﬂtnﬁﬁ Wﬂ“rﬁléwt"?H is If"‘i?’ebe??@ll@llfflie £UpFgTIIg e ii%‘ranomaly
probaGilifeSEmABIAPERE QAW Jath b@nﬂbﬁﬁ&s in, the SEBiRLIHOST thd\&dest is divided out of
segnent. Optionally, the user can be provided with the
scores of others for the seggent and/or the user
ranking relative to other users. [0123] Optionally,
the user repeats the particular audi o and/ or video
pre-recorded segnent within a specified period of
time, such as 24 hours, with peers and/or coaches to
SO|IdIfy and advance the Iearnlng The tralner/coach
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trainee's wong answers, nor does the trainer have to

Tyny%%gwpenge the trainee Mﬁth t hequestions). Furthernore,
W@eos@2p43 s reduced because the scoring i s objRCI/Dy208/058866

(as opposed to subjective) even though the answers are
the pripeprigbdbility. Tha defrant i lenegptatiginesics iyo winddwigad map fpok at either window or
ana@&ﬁ%%%&ﬂ&ﬁmngﬂééL The facilitator, who can be a fellow

enpl oyee or manager of the tralnee a parent (or
[0058par eAnaher pbsitiveci tHeaisq aftiay¢ss rildvie that wigensefes aaalve thehie indofidually
€t

s T S R S e
compdretie Nalngtoaqﬂd:r vauen§éthecingte ahe, the ebspivergindestaels ithe iFheim, context. A
similafy Lk 3’ &5§ (9&9%%m55 engender ed. Di scussions on

t he ect matter and the viewed scenarios
[0059(]) et vvébne lhh epcfaaad |pkqbalahtyrof amnmhabﬂels btemcmledatém fitihermpared to a threshold

ance the, dual -learning pro Q1,36
that is3) 1?ct10r(1: (éif' Fe the p aemrgean% gzegrag 8 g%elr ; tolaegange ﬁltﬁe Probablhty 18
abovettlneahmlro/ld acd devetratodrer qumlltyheatmmmdnai R apma&le mmaceﬂ ﬁhe use of this
appro%c aalon %re\;yl}h a:[gelz *lexth)a{n%%f BBt o%%mtg maiss funcctllonst éescnbed Farﬁrg’ aﬁows the system

toomymgmmmummheﬁhneenmmmbear (web- based sen1nar)

[0060&1h 6{11% 2' {c):ercﬁshoﬁgg dgﬁ@ge?lrné ! g?a%(ggyrg eals(ioﬁuﬁ f{%}l}oglrtgﬁihgdlosed process

detects efomiatia S\s(peevipusly heatuse, thdwymaly @letoaton pevckn dakethy events outside a
answer.s to |ons ar & f|r e

changRSRE Port S Rt R BT il APRTE TGHE e atieratepye. Bocause

other dditdrd lablnfoe mgﬁhﬂ[réSSﬂﬁY]ﬁlﬁsttr&eﬁre tdrgaianqrdaﬁctolpmpare for new threats outside

i | | th at
ot the Pl R, B Ui b e e b tn R o G Alows
ideﬁe@mkemmeasemMQtmﬁdmgﬁmmx&mmemﬁmmu@£137] By way of

10061 2Bl 4t s P RS g 5 b e e ot isclosed
methoﬂtaed yseM odlyaustdwesiiglcpafdnitger RsbAbINGI - whith iskigivént3i aﬂ;@d’hstﬁkﬁl’\proﬁle.

the request froma trainer term nal n
Any i GO RO S RS P GrE B B Heod and
syster@r al l'y. As di scussed el sewhere herein, such ora
interaction may better facilitate the trainin rocess
100625 ¢ Shpgapmely dafoshion PEosH Alip eHPYSdOTRYP eliocye 1 abyheregurces. Once

the anb@8lY IdB@stiod ProSeis het@crtsa&n dAnBASL ARTDS M B Air&LAId tHIRE enhe iﬂ'ﬂ)ﬁialy as
correct answer in the ﬂuestl on, better sinmnulates

opposgghio| it et the malydereacivpipragatc {de f¥si Tioygh @ﬁ%{b%wgh respect to IP

flow, the ABEI6Rd ?fuaese AGAGSNRRE to ERAR e sEdplebBbiteR A Iremvs but may look to
optional [y break out scoring assessnents, provid

databasep OEFTE TR TeSUIGFS: O AR AL @PAbE] BEeRtiling @ﬁa}%raﬁﬁﬁﬁwwems etc).

[00633Nd A€k REQECRIBAL of AV @ ATRES aﬁm&i\leﬁﬁgkf t@pgﬁeﬁiﬂﬁw é&nbodlment
scores by category and sub-category. Therefore

considey eigpiey gt e Rteraseo T anHel l?t%\(“ﬁ&é ku%%%ﬂsl aahsr of

permidsitab. aWhef SRURAGKAR t@p&HHPn %aleglgarymmgh She R¥rck @hBdhe function must
f eedback for the ' fulf cat egor i ncluding the

be on ghgryfdt 9rabe refoutse Brilksotibe pllaved t‘éﬂﬁééﬂﬁ &@&P@C@@) Forjgxagnple, if Joe (the

resoursRehRkd fhd Xﬁlerk?‘ﬁ §Mer \Aﬁ%adnﬂﬁt)h)ofbe%m 3% /b€ in the ACL as being
pi npoi ntin areas wherei nprovement i s needed

alloweglgp F%’ﬁé‘F‘W’qﬁ nreketidP Mgt seiysF-olf dofetire pfempkie Afptionyhat gyas not on the

ACL, 3t d GHhRtih W H\8d 6OkFfifited %\é@ﬁ&ﬁa@p&&&ﬁsn pI@@esé’ﬁH dRSmiHREF there are
assessnent of speed/fluency and styl e/ confidence.

a highmymberef fgniated crggtiqeto cvalugielf they Aigrmeemaleys. BEhile this information may

be foun hfa-RSRNIEELoRRMOEK infSHindhANG BifREAREEbta il ¥nd B cBerate a large number of
facilitators. [0139] Figure 4A illustrates an exanp

false Ropigiy ¢8i by distiesadserminysion ghhtepyrate plaem.| Flﬂeeqlsa&si:ddﬁgceeewwéfbwly send

the user and the trainer/facilitator in the foll ow ng
process may be perforned verbally (e.g.. where the

trai nee responds verbally, and the trainer provides

verbal and/or non-verbal instructions, questions,

etc.). Advantageously, as discussed above, such a

"verbal " approach nore closely sinulates real world

condi tions and mﬁll |n many |nstances better enhance

P T o



10

15

20

25

30

35

the testing. For exanple, the elenents nmay be: [0158]
NTQSO&FWE; vely inportant or key concepts or steps; [0159]
wawboesizous i nportant to performthe identifi edPGL/EHNNE/058866
[0160] guideline | anguage that can be used to
an aleft iy thetigtwap e anpmeapys thefeby Bdjcimythevaymbst of dldriggnd e ingmber jof false
posititdd® training is intended to trainee the trainee in
selling cars, the trainee may be instructed that the
[0064] ol | Hwthy fetuepm ap exengllamrenbaimet ofthd divdosed pfoossprisdrighehifting.

This p. (Q:te rn"f]agltbie ragph | Ttoht EmEdR AR pe i i a@h %fﬂh‘%uLlW 135 asa
E. i%nqw ry IXI'%I?O &JStO r&ﬁeg S % %t atenent o

functipmefSinpe kA neewek iy btverma@r aervitndur@gtbomss f@1664n after business hours,

fer . ) i t )
ot DR B Sl SRUnER el © & Eepo ) SRR Mgl or e emie
time, gessi mmltiplp thrcshalkiis haf aqti‘{an;m prefiggminegrtiaphi do§., noy aqtews for a narrow
o i i . | . .

tallongggiftc:ﬁénﬁg d%t%% ng{t]]?or%its Sﬁ’(ﬁoelﬁge%%léllgﬁ?el th%&o?c%c?‘eotuﬁi@u{oﬁ‘latlcally recalibrate at
regulap mgeretly ytrieet evolabscopsdardieaexpemlithty ofnetivorkreoposss dht disdpsed

[ . . )
eSO S0 L RS A0 A DB oo
This agprioadiibaeset¢ral endflie intchdingelealing Wity nkearksettitsehgy re-tgticdy cyclic, and
prevelﬁf?lgta%m(ers E‘I’QI% thli Hee at’?‘alelQSUtL gnngﬁuz% Qi%t?c&og. Rt ffegﬁl% i Iagﬁonal for the

appropriate eve Identifircations (e.qg., correct
cffectiae piednsthadisllord inathod rrelcysterst | ons) and provi de the
o0eS101 SRR PRI 03 A S RAVEOP e omats
detectpompraesyp dovdts stohd ebas@an deterovirsa ftire plvssrvaidons blatre ¢hlamcteristics with
re-study segnents. are align and optionall xagt | .
charo RS RONERL R BbATTE 1 RRCBREL BN b blopAE i ke i
alerteéPheddi ng of the subject matter. Thus, for exanple, if
he t.raini ng, scenarj o i ncludes a certai n nunber, of

10066] e Eirfusho S BRAS b g eae B o Mams i i dieed. An
indivithleamanaly mighdier baoafufftgmentigzer £ptléro bal skyeral mktivelyIn@inor anomalies

ments can. fqQrman enti.re singl e conversati.on. o
when F%%fﬁ%et%)l; c%gg/mg]lcat]e ﬁmoF]eesren?Lrslpa(g)?&hteq 4 ﬁ)fan% Gl Bllnéo_r £atn[f&§/m01dent
mightsesgirant dalantdios gl AYL tvixkdtioahlight astdisoto agh@ylevah) but when combined, they
ldﬁﬁgi o/avi t?aeg- femthmat [ on present at i on of nodel answers
could fiicats 2 gHCE SpARd f ¥ ¥ he rodel answers that will be
[0067¢ X peTheeslomilg dekctipn pricee dodd bt mrgd toheork trisdlatidg." Thh@iseosed method

t he training, tional ly, the pre-study session .
and sy g Dy RAIEE Ao BBt Brca® Poregty g cfctive. The
disclote@IpidcBa IR Ytalde Rpdcifitt ihfornbioh Sttt bthertdb@ctbis ahdidrege $@8®HNMAARJ output to
8e. an expl anation of such terns as "request",
use m r86%8‘i“t" Pﬁiﬂﬁ}{g@Ftﬂ’@" , "opportunity", etc.). [0171] The
[0068P" - Shtst¥mPIES ThBOdiIBY: sREw PB5@W K6 théiaorh8X HetecBbiElpr@eess may
r a video representation. |f audio and/or video

) and/ o
illustrafp ghe Stapys pfba ety pe to thsiupfde FEEHRE Sahovaihe pulls &y oppaf the detectors,

when WRGRE TRIrs! o nétlySrkCRfaN(QFimdrDbLat Rh@y@fhtd @idmkity¥ FIOURE 3 also shows
t he exponentjally different possible responses from

a raw gigEicoftePEcenpico siveted by dredrame vtk alongmithy Be wisdewqd agpmaly

probabifificsi Nt erested”, "no need"', "already have it covered"
etc.). By using this "custoner default'" .

[006ket HEWIIBE shawsdhsads etiic HBamORHisiecion djehisiiae dhegbility of th

systenMol rBRUGuiEAVoRGorh o8 h&fets Witcot fEANENERC phsitag tree”.
For exanple, the role nodel presentation may present a

[00704 yst By RE®Y thrqugh peshowrindivitde! seednp gf it iielamigyy resplsryere gathered
from M%ﬁ}eb%ng—lﬂﬁn&yégté)ﬁﬁ LevB QAHEES. End %H{yroﬁl: éa[}exga@ta’vé{ﬁble, percentiles
response to each question asked by the sérvice person.
This enables the trainee to see a conplete run through

of role nodel techniques. Optionally, the
trainer/trainee can instructighe systemto print out
all or a portion of the materials presented in the
pre-study session. The process then proceeds to state
4 16A.|0172] At state 416A, a user interface is
presented via which the trainer/trainee can instruct
the systemto play a selected entire

o o o o o . o o
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instruction can be provided to the systemto display
NTQS(OH%Wprm nee's score for the scenario (or a segnent
W@ b@sei©ys | f the systemis so instructed (e.geCT/bD§200$1€58866
trainee/trainer) the processproceeds to state 444A
were gpianted adgerdggde e irast ‘Efélllecdilb’aﬂ‘@er thavdhpags dneret piyyyicuidays. This leads to
1ncrea§éﬁsa'ﬁ§(!p r&qﬁﬁllﬁf e@{nﬁ@cgs (ﬂﬁq 'h#)l',u% %ﬁ\%&l(ﬁ ﬁEJEeﬁot GfPrwise be the case.
di scus e trainee s sc or the portion/section,
[0071dnd Flewlispleys mey elor vse @trad@meln'ttg reprageng netyprk aceestibibity. In one

' 'S i ' nd. ..
embodsh%g an a?m@%ﬂw‘&ﬁ? };]e ltegéélﬁgef?tw r5 fg%%td%&{léygl?%% g Q:R%é%’tatlgn that would take
the fomeohtnnmbtﬂmnwics thegdmeh themprevnatih the nethverkecomlddrandle. The display
could gtﬁ%ltﬂ Ia Q%alssgl%nr?r)\éjmgﬁ% gggﬁ'ﬁh S 09 d’g% 9 ﬁ?\% l{l?s n%e and anom ies, the clear
I Nng conversations W 1?1 £7 ona nts ab
space w@elldfowcnr@dl)oramjlﬁmpteédﬁhm prowidés anhlahlltlemg@sfawedOD@Splaymg graphically
o R Tk BBy AFSRRIBL 0 oy e e
To alqae visoalizeibnwihe berragipeien anananoenby cobeendadi Hosagmelata hlgh probability
] | t
of an %lgélgl?’ cgéﬁl?g HXQ@%&F a9RY! gﬁégéh ays g E:%%Ig ?ﬁle (fete%k Ef‘lgst & any other
form @JadeniiGérpant s. The t r a| nee s response is st ored in
[007ﬁ yst Eﬁ“r r}%era:eél 1nc[ ng gkbl‘lb‘ctatlér}s Sp{arelrjé %)?)ﬁ}ﬁtlg%sggtbréoa{erqtts e(;lt(ej(ij1 %ﬁ?em are
hereby mcdirh@mstyby efnrd:me Gbl tbqpdaang cktag ab rfaaaiﬁefes:ntmm mz:hymuell}f o
s FFETALLPe P BV s U Bk
[0073450ATheAtischisat ﬁbﬁ&%ﬂeﬁﬁ@fheh@sdﬂhé(ﬂh et getdralicentedlo€ cingiuet
d.provided to the tra e, the trai
excen R ARG P B S b GRS RS ek et B4 B P G Rl program
modulepintladalobtnes, p}m:grimso bbj &) ccbﬁapomama dbte diyucairesastc. et pérﬁmns particular

ks AR B BTGt GP LA M § DGR SBPe | BE P g graticed i

distributed cbinpiging Therohmadthekeran thsksauté pdrfoaharbytreraota pfocesalng devices that are

. t he t . |l e
inkec bR TG Sty P ftsBliet gt SRR gt modules
may bs Wentad in Is@tindan radite dampate asiagdméda fclpdivg memoyGIpagk @evices.

erm.nal, .a, printout, .or ohervms e user ter
100741 51 et Bbioh s 58 aSlNSh S RedioRtah iR sendiied e i
1ntend4<529°& deB(Qib&ﬁﬂ of@aémlagleh¥odimentt hﬁvtﬂ&lﬂﬁ@pt@%ﬁ@ﬂ@alos@& prioess may be

pracifiy She H% SSRBEIG oKL RHETER Ut D HPTEB Py gering os ah Sample
instan€e) OV SAtibrYNandaReh1d Sot hbREsatig Dk €chsBiledla Pref@RFP bLidantageous over
conver sat | W t ou ehearing .t he conyersatio
other gmbodimentsy]; g? géﬁ%ﬂegf}esc{l]i’fm&d RdGenegHe F%%‘{sg‘ér(ﬂm"éa/l%% Pl
underfighdag ke the (eesdntls lBBlocd/mitlR and Se@HAE Mowaferait will be apparent to those
tlaII i mredi teI t er wa

skille oEl\é/egarrt;t t é]?enpéﬁgntg’rfé%ﬁ)ﬁ? ﬁ)qev na) b(el,]i)ézictlge d\c}%lﬁltlt%ese spec1ﬁc ﬁetaﬂs In
some @ffaﬁd@ﬁ] alell3knowdn ftERfurd¥RANd e iRSHKe chdwd ih bBtiediagroh Yorevih drder to avoid

ete co versati nd th resented with
obscuS G GGGt O o R RV EPSae B T or o1 n the User
[0075] s t gRtdRgh akhHRker® mamfwmn ﬂr@@@J}ﬁh B@ntdegéns&gﬂamﬂ herein with
ments can be Ia ed sequen

refere?fgﬁa@mglylstf%ﬂve Fﬁb%dna?rftsr érsawed l&lﬂlé?fﬁ%iﬁiﬁd%@%%ﬂ%@ by way of

examplS&lly adé 86t t& bAdoRFucE @ I5BLiBC ens. P& thibE WlrdEr Lﬁla@@fem tlRfore, that
t hatt he user does not have to be tested on eac

numergusrhapges Indpg fickily jof (he empedimenty of thys digelossd groggss emi adfligional

embocﬁiﬁéﬁt!; 6fthB bnSRYN@IMctiod HrecsowI lfétaﬁpﬁﬁiﬂibeﬁrﬁiaﬁdy%,maﬂé bPpersons of
th a segnent basis and. a co ete conversatl on

ordm%gﬁﬂém t?w@lﬂvmglrggf:@e Agthys dessgipiion Hds contsiplafed é@@éﬁlll)fu@h changes and
process directed to opportunity clues and ni ssed
opportunities. The user/trainee my be asked (e.g., by
the trainer reading a challenge froma user interface
presented by the system by the systemarticul ating
the chal l enge, by the trainee reading the challenge
froma user interface present by the system or
othermnse) to verbally |dent|fy opportunlty clues



navigate. If there are additional opportunity clues to
NTQR4WHat e, the process proceeds back to state 4 18B.
w@edenmoge, t he process proceeds to state 436BPCHUSRES/058866
interface is presented via which the trainer/trainer
additigrahembpdinecatsarsidiin the spiftandgiug becoge ofthis disclpggd prethod and system as
claimdisRAayed and review conducted. If an indication is
provided that a reviewis to be conducted, the process
proceeds to state 438B and the total score is
cal cul ated and displayed to the trainee/trainer. The
trainer reviews the score and nodule with the trainee.
[ 0201] Optionally, during the scoring process, a
trainee can receive "partial credit”. Thus, even if a
trai nee does not receive a positive score for a
guestion (e.g., for failing to provide a correct
answer within a set of questions), the trainee can get
credit for answering other related sequentia
gquestions in the set of questions. Advantageously, a
wrong answer to one in a set of question optionally
does not deprive the trainee of the chance to
correctly answer and learn fromthe other rel ated
questions. For exanple, if the trainee fails to
identify "what opportunity” , the trainee can stil
receive a positive score if the trainee is able to
correctly explain why it is an opportunity and/or
explain to capitalize on the opportunity (e.g., the
next correct steps to take, identification of the
products or services that should be offered,
etc.).[0202] Optionally, there can be a m x of
hori zontal and vertical questions. For exanple, the
trainee can be asked to first identify all errors,
opportunities, and/or correct actions in a segment
(horizontal questioning). As the trainee responds, the
trainee is scored on how many questions the trainee
correctly identified. The questions to the trai nee can
then dig down on each of the correct
actions/errors/opportunities (e.g., by clicking on a
next control) and answering the "vertical questions"

(e.g., "why is it an error or an opportunity”, "how
shoul d the opportunity be capitalized on'V how shoul d
the error be fixed ", etc.). Advantageously, using

this process, the trainee can optionally be allowed to
view the trainer's screen as the answers are not

di spl ayed to the trainer until the trainee has first
provi ded the correspondi ng answer. [0203] Optionally
instead, a trainee will first be asked to |ist al
opportunity clues first, then for the listed
opportunities, explain why each one is an opportunity,
and then for each |isted opportunity explain how the
opportunity should be responded to. Thus, in this
enbodi nent the question flows are horizontal in
nature, rather than vertical. [0204] Optionally a
scenari o portion can be repeated, or an entire
scenari o including several portions can be presented
uninterrupted or with interruptions for questions and
the like. [0205] Optionally, a scenario is targeted on
very specific itens. Therefore, the scenario may not

al ways be full conversations. This may enhance the
time effectiveness of the training because of the
smal l er "l earning chunks", and enables the training to
focus upon the specific areap where the trainee

enpl oyer believes trainees need the nost or
significant inprovenent and/ or where the enpl oyer
woul d gain the nost or significant val ue. For exanpl e,
a segnent or |earning chunk may be | ess than 30
seconds, less than 1 mnute, |less than 3 m nutes, 3-5

e = AN . A PPN O SNPN e ~ N A a4
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0217] By way of further exanple, a segnent may be
NTQ#QLQV d and the trainee is tested on the segnent before
W bsnzess segment i s played. The segnents can BEI/PSAY&eEs866
sequentially or out of order. By way of still further

WHADS GIAIMEB#S:ent i r e conversation nay firstbe played,
and tﬁl@tgod REIR Fidd dﬁq Longd )ﬁé?x?orﬁ NEE risﬁlg theteps of:

repl ayed on a segnent gnment aS|s, er el
t mainferengiag 1g g@sm\lrow@dnsafetv@rk aaid & ecxypovdtions ngephegpmprising a
e R e S s Rl
bef or e chavatige tpgest datﬁrv@dlmug@hte@ @lewl%@gﬁ@nmglcmfonﬁ prswork as said
logx@&ﬂygq&%&igalare replayed (e.g., where the selected
segnent be out of sequence and wherein the
sel ect élgte@@g relsess oreolats camehuaiseticom el eni/frae sadloggadckiadebe a
poten@alllkr aﬁ(th@aléﬁ QU&%ySﬁomﬁﬁ\Qﬁg @él@ attlga%t de %llatg %gmfnﬁmgéﬁ%ﬁst év@ﬂeagd performing
~after a correspondi ng Segnent regardi ng the segnent
a time[sgricp @pneBifiopaspogifted with the commpyjeation pf &zmi at kpgst @nfmlﬂtaafrornynumcatlons
event 98 SEJ IPRSAnRRRYEons AR LRNAl Iy the trainee can listen to
an entire scenari o conversation or proceed directly to
speci f idscevsgngydpogintipiiranphealoeahirevertd kran agpndlosan ¢y by forming
a percglnﬁedt cfa?a' s@tef?on]i éaﬁ@ltogée'd%‘éﬁ BRd éo@nﬁﬁnges%d dt feast %ﬁ@@aﬁd QOmunfiitations event
take notes on viewed opportunity clues, m ssed
toa théﬁﬁbéﬁ tevigliapsoeigted with saad paspqngled datapat atHen revi ew and be
%%ﬁe‘?egmg Bn 51@1‘? s@ffa@ ﬂﬁa{sk&mﬁoﬁ@gﬁ' Bl m@ﬁltoﬁn% ktgl?rf saﬂf' YR malous event

certal n exa nbodi nents provid t-1n
differsstaqypreaid eeiceap d éﬁ@ pet by loyel|af le@ﬁé, eqyal ﬁp@@lélthr@sb@id dvelat i on'
" approach. Optionally, a given segnment is a
sel f-contai ned "l earni ng nodul e". Therefore, the '
f 3cThd mefheskof Edmd fphersempiisangthagersefestaldishing a devel gf peverity
associnfd@ with ki 1ORE bys\yl(léﬂ Gl LRAbmAbIEVER vEIRRE GidltREs B LIV
scenari o), then come back and pick up at the next
segnent . Further t he segnment approach enabl es the
facihd ﬁléﬁ&fof@naﬁlmtlr RIRES ohBridi REHS 1 REAIRRL SndIRFiShESiid
trai nee needs to inprove and hat are consi dered
potentipdly ﬁmr@al(pwgtmpg{qﬂct1V1‘[yrbaéqg]dqnttlpe(m’0bablf;},1m fryaid |p9te{1th1ély anomalous event
compﬂﬁ£&9&ﬂﬁﬁﬁﬁs&@ﬁ be scored for each segnent. [0219]
Optionally, the training processes described above can
be perfopned periodically, on an ongoing basis using
t qul%aIH&hodsdf '@lduﬁrl' ﬁl?t[ler(‘t'ofnfn%'u@g%e §c&¢(§ﬁfa{1§i§i{t§1§ QH& Qlt‘:l% s@flal to at least
the sane or different leng g tionally in
one ugehefrsaiddP pemimaHeptiany nstvrnak Evr F‘]ﬁ@lné &% atdthStr @ieyegs tassaid potentially
anomAs&PEViQN span). For exanple, a trainee can be
presentéd with a training segnent, every day, week,
nonth, 6 nonths, year, or other period to reinforce

t t3&‘Tl§er Iﬁétﬂ(ﬁﬁ)f %la%lﬁ'll hl%thergof‘nfoﬁsru?gnthe sctéﬂ M%E)H&Qi’ﬂé a set of previously generated

opportunities, and/or errors can presented to
statistisp prgfiteef F%e@ﬂoggqﬁigiata[feﬁzzl@qmg&ﬁ Sféstwa@us eehbrio will now
be described in greater detail. The follow ng scenario

relates to a banker interacting with a prospect.

Ebr dhe mthedoffylainhwhesn kit disgorcry diem furhpre@mpriyes thestsp of eomparing
said aﬂ%&%@gnet(ﬁta HRRLhEHhNE a Breliffed n@t‘(w%rkeé'VElgrf& g@ﬁ@étﬁlrg a\M’éﬁle of

It is inportant to correct the error, d what should
obseryeH &P pramR@rcatesacreacivit.erent |y, I n addltlon,exanple

nodel / gui del i ne banker |anguage is provided to the

user which would be nore appropriate than the | anguage

uded hpipethad Claam R & csaing peresmtagricT Habsadpy tewisthaomaiRus network
acﬁvng % Y DETECTI ON REFERENCE TO RELATED

CATI ON [0001] This application clainms the benefit

of priority to U S. Provisional Patent Application

Serial No. 60/909, 307 entitlgd "Statistical Approach

to Network Anomaly Detection," by Peter Mill arkey

filed on March 30, 2007, and is incorporated herein by

reference in its entirety for all purposes. TECHN CAL

FI ELD [ 0002] The di scl osed subject matter relates to

t he dlagnostlcs and nDnltorlng of netmork

o L s . ~ r T
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| P FanQut detector on a graph show ng the nunber of
NTQY&&YVPnat i on cont acts per mnute as a function of tine;

WO 0®20319% GURE 5 di spl ays how the di scl osed nmer¢ibuS20081058866
system may display the activity of network activity
oveprdngrardstnasnumbereof njcg@Rpearp GURER @mpruaiselims systsw for recording

anomdIf1R o3l QRR0n RQFSAR: By di splay a percentile
estimate of anomalous activity over a period of tine
balgedjng)ﬂie nprebes of mvm@ry lqvaticng it difr@UREUS; [ 0022] Fl GURE
dQﬁ)ﬁlﬁg t%eéé%s@l%etgf eﬁfentg We&elfkealﬁiporml y detection
process may ay t pro I'Tty of an attack on
t hescitiag sid fompaggongn wqm@te@femmc%@g%@r ppreddtamined amount of time.
activity noted in FIGURE 5; [0023] FIGURE 8 displ ays
how the di scl osed nmethod and system may display the
adt iThe mythed Chiam RohRreaeit pigiistly basgé profilepstimyep sgid predinted network
acivit 8926 L FLEURE D eihibbilchigiow the di scl osed process nay
di splay the a percCentile estlnate of anomal ous
activity over a period of tinme based on the activity
n@t q‘ﬂer‘ b@thgél @%’1:—7 %ﬂhel[egga §t]at14t:1l: p%@le%@tﬁﬁ@sssgﬁl p@@%téd%twork
anomal y detection process may di splay the probabi
aﬁﬂﬂ@ﬁwﬁﬁaeaﬁe@xm@ﬁB@ﬁewm@emmhmsover a period of tine
based on the activity noted in FIGURE 8 ; [0026]
FIGURE 11 illustrates how the disclosed process

dil8piThgmethed Glein L panyprising hetagldiriRnad sten of cogrdmping valﬂpéel/qr oefwork
monitdring I‘h%ds Eoooglgl;ie il %Bﬁ g]l.%og gﬂgﬁﬁ JRkEsh. how t he
dISC osed process nmay display the a percentile
estimate of anomal ous activity over a period of tine
b@? eg 59361121 lﬁﬁ d@t%ﬂllllﬂlln% Xl’l Hl%’l%g plloﬂ)cgll @)JBEW%I]}Q st &ngﬁl I'lSll’l
FI GURE 13 di spl ays how the anonaly ‘detection’ process
méyCoaip (et wtetnh@rrﬂ)r@b&mcpmplyeroqea@h egnqdimk said computer-readable medium
furthePE&nREHgOver a period of time based on the activity
noted 1 n FI GURE 11; [0029] FI GURE 14 presents how the
di scl ogeet q&eﬁﬁwowdggﬁswﬁd prepyiteyifaiphenjtotipgeand cpmmpyications
netwoﬁi sﬁ@f?’@)ﬁhnu%&taﬁéﬂs 'ilé{twgfk%romﬁrlﬁﬁé é fﬂgraﬁ{y otf bﬁgcmtg(p&)%mlter systems, said
E 15 1l lustrates an exanpl e of "how the di scl oséd
nwnnweehewv@nms§y@@éwvmﬁynm|splay the a percentile

esti mat,g.Qf 11@9%}15031@ aé%ﬁélhtgdl &YCuﬁ’P&%r e@alﬁ@c{ﬂg‘?%%gé ddtd ramunicated
based on the activity noted In

on saigt [Rygmmungaienymesiorkaas said fuaged dnea lahxge%ﬂ ynddet ect i on
process BRY ifdrebAYank Q?so&ﬁt@@é@uitﬂytfbfr d%fect%ﬂ; a@ietaﬁ%ﬁe @t
the network over a period based on ' '
commypiggtiphg Veﬁtcff%saﬂ%logge@@ﬂetqbp a 1{0@@8@151 PICRIRE ewnt Ay gpniggiing said at
least (Jﬁg\%tg U(ﬁmgﬁrﬁ&ltl%eeqeﬂ{ﬁﬁ ﬁﬂl‘Hg S¥imk @megg%ega'n@@&s%mz&aﬁmth the
activity of network activity over a period of
commuygBR] ofjag Jriagt@ne daia eapaunicationsisacd ao srad 4P C@eﬁ@etcptms network;
process may display the a percentile estinmate of
anomal ous activity over a period of time based on the
act i vi ryetrpdinstuqtignsndarpeiated cifqpin4pr dhcaympe sad peniiedy anomalous
data ¥t {Z')Cﬁé’ ah Iaﬁ‘ongdlcﬁﬁ Ie%?gy BH%&% ﬁer[?@ﬁ’lle@d% lséXromld logged data and
probability an attack on the network over a period
compng 3igat lbaésw dé‘ﬁ comupieations evgntrief thesheld vl gRpcinted with said
percelt@Rhla skt S4dRE 20 di spl ays how the disclosed nethod and
system may display the activity of network activity
oveifl cempEgTispdcd furth¢remp O] seEpiEumctiops andstsictated [gitry for
generattfﬂg a@@l@ﬁ@ikﬂal Qﬁ&sﬁﬁh‘tl&pwgﬁ QfERsnitbBidg gl:p?'i? LAY adoRB1Rs event differs from
percentil e estimte of anomal ous activity over a

said pgyeeritiged daf setibpre leygkas dpagssauah i sgidithrgshold levst-ed i n FI GURE
20; [0037] FIGURE 22 illustrates an exanple of how the
anomal y detection process may display the probability
of an attack on the network over a period of tine
based on the activity noted jgn Fl GURE 20; [0038]
FI GURE 23 denonstrates how the di scl osed process may
di splay the activity of network activity over a period
of time; [0039] FIGURE 24 displays how the discl osed
process may display a percentile estinmate of anomal ous
act|V|ty over a period of tinme based on the act|V|ty
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[100) * c e categor es T (C . This is the
}“Tx®é§vT)on of the nth percentile in an ordered Iist of
w@kdosdzoas poi nts. Next, find the category thatPCDHHS2D$1658866
this data point by sunning the counts of itens within
edéh Thatyetigoroy Chim d 1. whyregsridicheptitprrsadabla miemoryhfushos ggmprises a set of
instrud OHSS?]IIdngsc())?lg @glcr)ddlﬂ# ﬂalesea?ﬁfﬁglg%ﬂ% E&Qf{tlﬁlelf %ﬂ{rﬁ)gﬁg)ﬁs Qet@ﬁﬁ( QFtWi‘?r involves
compzs’uwn@fd)r@mt@g@mpﬂamlvmeverws dessoted netiverkggiyigf t he counts
T(C) in each category up to and including category i
It is known that all data points in or preceding
cdBedlba yystemaf €lajirad3, wherprsardisemprthr rpasialele nreinowy, furfips cerpiprises a set of
t
st b o O i) e SV AL RRT (R oheREf gl
asnt hPercentile(C a gop ) = BL(Q + Probability mass
fqﬁp%h@ eﬂQXCbﬁﬁﬁ%QﬁmﬂH&ﬂQBﬁﬂMhﬂe&ﬁﬁgﬁwﬁﬁmﬂﬁﬁ&§@&hﬁ%@samtd?
or sone ‘function thereof. In one exenpla
instrugtipas pelragsepiaiell eirquitsefor gangratingestptiginybaicfl prodile reeprdsrad sHé pgmparison.
the ratio of the actual netric value to the 90th or
50th percentile is used. In either case, use of
pdpc&hg syptem of Clagnd Livdiere shid campiieriasigble mepontfatshar cenyprises:
MB38t off Hﬂﬁﬁdtlgﬁ‘ssanh Q%Bc@t@@mﬁgft%ﬂ r%(%‘ijdlﬁ\% &J‘an%ﬁﬁlgﬁscﬁet\;/&k tstQt%s in said
range of a particular netri¢ or ored entity and
profilg hiprgdedippy] yunher efgnenziry logdtionyiem Such probability nass
funetJr ARSudiBYs £ a%%&gtedl 8rch Jfb‘ﬂﬁ%ﬁﬁ@ Wb RbGRY %mo@q&%nons nto
to derive a continuously updated probability of
discregifgaqupesr an observed sequence of data points represents
an ;anhe 'iH%{ré(ctlons and stﬁ’aht@& cﬂcui%r}]/qm dehm}{ ﬁfé&' dlscns'eh roups as percentage
FYi Aiivimahi P i1 R%mwltlng %e
leVelsb'@fit om PYi PoM Anoi vakyPr i Anol\/hh ) Pcwii | Ann k f
etl d?‘llﬂsﬁ‘ﬁdn%ﬁs and assyaﬁgd'rak\é)try%l(l%%hﬁl%lsﬁﬁ 95@153)&;011 ] aﬂﬁrﬁﬁ?rﬁlte
by the Irst probability mass function.
memopy ogasiont for-aprodairipjncil gmeiing effitey t he second. Pr(anomal y)
Is the prior probability. [0055] The prior probability
of an anomaly, Pr(Anomaly), begins as a parameter that
r dpr Eh%mtgmwﬁ Elajm k&I Whetsodidspmayferapasirel egprypishag cquapyises a set of
1nstru(!mm32md ass-Bbl'at%d @@éﬁltﬂﬁfoﬁgén%&?gdat 'iegst oﬁé ét@cﬁ‘ims%?é&%‘r(ﬁﬁe estimate of said
l'evel s of threat either generally or specifically as
predicted nlewgrl 4vaivitshaseqstatadeyithtadgnation gf weighied @eiEtted domai n
pattern. For exanple, the prior probability for a
pattern based on access violations would be higher
t HanThrstomiod Flaim dhatiierd seigl cppputer rsible mempryafirthes grmprises a st of
1nstru(ftf3¥15 GG Siate m%ﬁt%kgefnlslgﬂ\ﬁg at RSst¥nS §HRAAG lﬁﬁ'ﬂ%fﬁe eskifnate of said
he user knows of "a w despread worm set to go of
PfedloteédlﬁSWOﬂP?Ctl(’lAh@ﬁ%ﬂ app fgrichpn offimyesdsm algerihny. On an
ordinary day, this may be nore |ike 0.001. The
probability of not being under anonmaly at a gi ven
milfuike systa@ef Clagm I fsyhereraidcompiterrasipble memeryﬁt%@lirﬁapwprtses a set of
1nstrué|t10ns Elfd(a@%‘é’lg@h Xﬂculwﬁ%rﬁﬁtlﬁg%Hh Gﬁw AN &thﬂﬁmg thethods to analyze
observed, the prior probability of an anomaly iS set
the anpgyaly aonsmewkly detegsisnput of the formula. This results in
a continually updated estimte of the probability of
an anomaly, given all observed data points. , ,
Pf( Pohn I A iomul YTi Ano ah \ Previ onPohns Fri
At wmahYr evi oi 4$Ponts Fow ) : : Pf(A "/ ) [0057] After
observing | ong periods of network activity, such an
estimate will respond somewhat slowy to an actua
anomal y because the prior probability of an anomaly
wi Il have been driven extrenely | ow by |ong periods of
normal activity. We nmay inprove this responsiveness by
observing activity over a firyte window of tinme. This
may be acconplished by storing the last n anomaly
probability estimtes. As each new data point cones
in, the contribution of the oldest is divided out
ofthe prior probability. The current inplenentation
uses tmo mnndoms and may Iook at either mnndom;or an
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di stributed conputing environnments wherein tasks are
NTQS&é?WQr med by renpte processing devices that are |inked
wa boosazie4: comuni cati ons network. I n a di striBUL/Es2008/058866
conputing environnment, program nodules may be | ocated
i A9] dcampetpidreieble erpdue., eompisingr st or age nedi a
| ncl udigng: JFBRLNioR! M1 A6 ALY LifkSRry hOARAHbridNS: Beb Ak fian
desqrigt?bn set ?or?% %e?owp#h cghnecf}oﬂ‘ﬁfiﬁ tﬁe ans‘
netwogky prach Heapmaruaic s nety ofkrpomntseee aplurliged esspqirtpdrpmppiter systems, said
- MR AL YonE ARAL JIBRESLd- N Which the presently disclosed
nmnn%?%ceéstﬁgyﬂgg’pra?tﬁ%%d. The term "exenpl ary" used
t hroughout tahtef desedtiopt dnd asspeiatadcireggmipiryalgatingogged data
commﬁ?fim St sald1P ARG EnicAHond A Itv%%f{ E@Stai(ﬂggg"ed ﬁﬂg isslggéléﬁ;d not
necessarily be constpue§ as preferred or advant ageous
over ot her enpodinyewmtions aikessdetted ¢isgitgdeicdeioptingom least one data
commhﬁ‘igétfég@vsvem Ja'icf:lo H‘”i'lbtla o lgeoi'po%ﬁyﬂ ngalgustek}ﬁrt gy gg‘minating said at
under standi ng of the presently disclosed nethod and
least ogg date pemrpigientiens, vt apg parfopyaing p e eeiics sancratiosessefitdd veigh the
comm'uﬁ‘icgtﬁﬁ ofdald Jt Iﬂ;‘%&t OBQ gatPEMJaM &'e%&lt 0% ?a‘?d B Qrarmichibhs Qﬁwork;
practiced w thout these spe0|?|c details. In sone
i nstances, well-known structures and devices are shown

in block di %%Et%'fﬂhfs{?ﬁc'ﬁ‘ohs”anﬁ%Q%Eiat%@ciﬁ:‘éﬁ%ffﬁlg&?s%%ﬁ@ Ghill PSentially

concepts of the presently disclosed d and System

anomglg @ 7isth exint fodegh apdnealqys esehby farving k yerertibedidpte netpiopriesidogged data
and C({?ﬁ%ﬁ?§|§m Q ?e%gtrolnp gga &dﬁnﬁitﬁltic%{ié)ns Q%n@ tdh tﬂegﬂl')lc{ lg'tle@ L&DGGed Vith said

' ustrative enbodi nents, it should be understood
percentileghdatatset; epslscri ption is by way of exanple only and is
not to be construed in a limting sense. It is to be o
f §rie Bempyisideadstle mgmoryHaither egreprising gtsctrpd fretrentignseing aggegated circuitry

for gehé?aﬁnlg &n ARk @ighaﬁ @is_scgclﬂa%oﬁ whe g&i@ﬁeﬁi%rﬁfg stk 1f§aig bfnhd@8 Bvent differs
process and f this anomaly

1
' ' addi ti onal enbodi nments 0
from gighnsteentder ¢ntaceyer lardl pt lepst egppde eid thicsholdlseelnay be made
by, persons of ordinary skill in the art having
reference to this description. It is contenplated that ,
al20. Shetompnighisadablerardéran of (g 19avhisiin yridiesofdpstrugiiont gl associated
circuifr{ for SRy pBRAidIE URorRAQRGcQforil Auiatﬂfuﬁﬁéreélﬁsghs&eé 106k iafdctions and
system-as clai ned bel ow WHAT IS CCLAIMED IS 1. A
associpted pigryitsydpr epaaisen gf p]rgdigtﬁd pr,qu@tt'vithgqupequdpyetwork activity.
network status conprising the steps of: nonitoring an
| P conmuni cati ons network, said | P comuni cations
network conprising a plurality of associated conputer
systens, said nonitoring step further conprising the
steps of: evaluating | ogged data conmuni cated on said
| P comruni cati ons network as said | ogged data is
| ogged; and detecting at |east one data conmunications
event fromsaid | ogged data to be a potentially
anomal ous event by nom nating said at | east one data
comuni cati ons event and performng a tinme series
generation associated with the comuni cation of said
at | east one data conmmuni cati ons event on said IP
comruni cati ons network; discovering said potentially
anonal ous data event to be an anomal ous event by
form ng a percentiled data set from said | ogged data
and conparing said at | east one data comruni cati ons
event to a threshold | evel associated with said
percentil ed data set; and generating an alert signa
in association with said nonitoring step if said
anomal ous event differs fromsaid percentiled data set
by a level at least equal to said threshold |evel. 2.
The nethod of Claim1, further conprising the step of
establishing a |l evel of severgqty associated with the
| evel by which said anomal ous event varies from said
threshold level. 3. The nethod of aim1, further
conprising the step of estimating and prioritizing
said potentially anomal ous network activity based on
the probability of said potentially anomal ous event
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