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the Invention Field of the Invention [0008] The
present invention is directed to interactive training,
and in particular, to methods and systems for
electronic interactive training. Description of the
Related Art [0009] In order to teach employees and
others new skills, training systems have been
developed. However, many conventional training systems
are based on the premise that the most efficient way
to train people (e.g., in performing a task) is to
have them read a text regarding a task and/or have
them observe or listen to a presentation of someone
performing the task without any follow-up questions,
or, using a form, have the trainee answer
multiplechoice questions (in which possible correct
and incorrect answers are presented) regarding what
they have read or viewed. [0010] Disadvantageous many
of these conventional techniques fail to provide
adequate training reinforcement and often fail to
adequately engage the trainee. Further, many of these
conventional techniques fail to adequately develop a
trainee's fluency, automaticity or the trainee s
ability to generalize the training. Thus, many
trainees trained using such conventional techniques
are unable to adequately utilize the skills being
trained in real world environments. Summary of the
Invention [0011] The present invention is directed to
interactive training, and in particular, to methods
and systems for computerized interactive training and
learning. For example, certain embodiments can be used
to teach people to enhance their performance with
respect to a variety of skills. [0012] Certain
illustrative embodiments provide an interactive,
optionally Webbased, performance training and coaching
system that focuses on both knowledge acquisition and
behavioral embedding of skills and techniques. [0013]
Certain embodiments provide preprogrammed video,
audio, and/or textual presentations of training
materials which provide information related to
skills/information to be trained. A scenario including
real or animated actors is optionally presented,
simulating an interaction. The training system
presents related queries for the trainee who responds
(e.g., audibly responds using role playing language or
otherwise). The training system stores a score based
in part on a comparison of the trainee's response with
an answer stored in training system memory.
Optionally, the scores are substantially immediately
presented by the system to the trainee. [0014] Certain
embodiments and teachings disclosed herein can be
utilized with respect to various fields where
interpersonal/knowledge proficiency applies. These
fields include, but are not limited to, some or all of
the following: business situations and employment
"families" (e.g., interactions between employees and
customers/prospects, internal clients, managers and
employees, and managers with other managers regarding
sales, service, leadership/management/ coaching,
administration, etc.), educational situations, suchas
those where fluency of knowledge is important,
consumer situations (e.g.. counseling relationships,
marketing, sales etc.), family relationships,
healthcare situations, etc. Certain embodiments and
teachings disclosed herein can also be utilized for
selection testing, assessment, certification, and
compliance among various other uses. Further, certain
embodiments and teachings disclosed herein can
optionally be applied to individual and team/group
performance. Certain embodiments and teachings
disclosed herein can optionally be utilized in
multi-cultural fashion. [0015] In contrast to
conventional training systems, certain example
embodiments optionally utilize "unprompted " real
world verbal answering by a trainee, versus "prompted"
multiple-choice or true/false responses of other
automated systems. By virtue of the verbal responding,
a trainee s cognitive and psychomotor functions are
both engaged, versus only the cognitive functions as
with traditional eLearning. Optionally, a trainee is
instructed to generally provide responses verbally to
further embed the training. Thus, certain embodiments
described herein convert knowledge into desired
behaviors and embed knowledge and skill acquisition.
[0016] The foregoing attributes enable focused
learning, such as with respect to verbal interactions
where individuals/teams are expected to respond
without "reference sources ', as is the case in most
"real world" human interactions. Thus, certain
embodiments enhance the acquisition of skills as well
as the embedding of skills via verbal challenges.
Furthermore, certain embodiments optionally are
configured to drive continuous learning using
changing/new verbal challenges, scenarios, etc., which
can be added or updated to as desired. [0017] Further,
certain embodiments optionally teach and test a
trainee with respect to accurate verbalization of key
or important elements of knowledge (and optionally
other types of knowledge). Additionally, certain
embodiments optionally test trainees with respect to
the speed of their answers, and on the confidence
level of their responses. [0018] Furthermore,
optionally certain embodiments optionally utilize
"realworld" randomized challenges that reflect the
real-world environment with the option of focused
training, drilling and testing in particular areas of
need.[0019] Certain example embodiments address
current information in the fields of neuroscience and
learning theory to enhance a trainee ' s fluency and
automaticity and generalization, which can enhance a
trainee ' s performance in real world environments.
Certain embodiments optionally enhance trainee fluency
with respect to different skills via trainee practice,
drilling, repetition, by having the trainee respond at
rapid rates, and by providing built-in positive
reinforcement. Certain example embodiments provide
multi modal, multi-channel integrated learning by
affecting different brain areas, such as the occipital
and temporal lobes. |0020] Certain embodiments
optionally simultaneously and/or interactively teach
and test via a combination of interconnected verbal
drilling and scoring, plus optional prestudy
materials. Knowledge acquisition and verbal skills
performance are significantly enhanced by the optional
looping cycle of being questioned, verbally answering,
being exposed to the right answers, and seeing/hearing
optional guideline role plays in rapid succession.
Because of the immediacy of scoring optionally
provided in certain embodiments, performance is
rapidly measured and specific feedback is quickly or
instantly provided, further enhancing training
effectiveness. It has been noted that the closer the
measurement and feedback is to the event being
measured/scored, the greater the impact on learning
and future performance. [0021] This teaching and
testing methodology provided via certain embodiments
are substantially enhanced by having users/trainees
operate virtually in real-time, which leverages the
quality of learning, the speed of learning, learning
engagement, retention, and the embedding of learning
and skills. [0022] Teaching and testing methodologies
provided via certain optional embodiments enhance
critical thinking by having participants take a
"challenge" to logical conclusions versus the more
common "jumping to conclusions". For example, in
certain optional embodiments, a trainee is asked a
question and then the system asks additional related
questions, drilling down for more granularity, which
helps learners to more fully analyze and understand
situations that they will likely face. This is in
contrast with traditional eLearning systems which
typically ask a question, elicit a response, and then
moves on to the next question regarding another topic.
Further, in certain embodiments, evenif a trainee
answers a given question incorrectly optionally the
trainee is provided the correct answer and is then
still tested using other related questions (that rely
on the correct answer), thereby further enhancing
critical thinking. |0023] Training systems and methods
described herein are based on how people really learn.
That is, in certain optional embodiments, via multiple
exposures to differing situations which they will face
in real life, and through logical rehearsals and
practice. Thus, purpose built scenarios are created
and utilized that simulate real world experience.
Therefore, learning is encoded through multiple and
"unlimited' " simulated scenarios which replicate
real-world situational opportunities. These multiple
and ongoing exposures result in accelerated and
compressed experiential learning. [0024] Thus, certain
example training systems and methods enable daily
training and reinforcement vs. mere single
event/limited "'role plays/scenarios/modeling" and/or
reinforcement training (as is conventionally
performed), and thereby capitalizes on advances in
neuroscience research. Continuous learning and
engagement is thus enhanced. Furthermore, dilution of
knowledge and behavioral performance is reduced and/or
eliminated 



because of this periodic, frequent (e.g., daily,
weekly, monthly, etc.) utilization. Thus, training
impact falloff is also reduced and/or eliminated.
[0025] Certain embodiments optionally utilize brief
high-impact modules/drills/rehearsals, which are very
repeatable by virtue of their brevity, which
encourages re-use and reinforcement. These high levels
of repetition positively impact shortterm,
intermediate-term and long-term memory and learning.
Thus, certain embodiments cause initial embedding,
ongoing embedding, and the capacity of trainees to
adapt what they have learned to the real world
("embedding adaptations"). [0026] Optionally, trainees
can repeat previously used modules as well as module
adaptations, in addition to new modules. [0027]
Certain embodiments optionally utilize a "story
context" in providing training, which is more
effective with respect to learning, retaining, and
embedding information than rote memorization. [0028]
Certain embodiments optionally utilize "purpose built"
modules which focus on the most or relatively more
important and prioritized relevant concepts
toorganizations groups, teams and/or individual users.
This enhances focused attention through the use of
relevant, to-the-point scenarios. Furthermore, this
relevancy is optionally granular enough so that users
realize that what they are learning they may put into
practice in real world situations immediately
thereafter (e.g., the same day). In this regard, the
ability to engineer precise technique training and
testing based upon real-world performance
opportunities and gaps is enhanced. This is achieved
through the use of purpose-built scenarios targeted to
improve specific performance and results. For example,
a scenario can be purpose-built to insert what the
commissioning or designing entity believes is
relatively more important for their trainees to learn.
For example, the commissioning or content designer
entity can be a company, school, group, individual,
etc., that identifies the most or relatively more
important opportunities and challenges that their
trainees will encounter. This also enhances mental
encoding, as the learners know that they will need to
utilize what they are being taught in their real world
environment, possibly immediately. [0029] Certain
embodiments are configured to be utilized by two
participants at a time in a given training session,
the trainee/student and a
"teacher/coach/facilitator/trainer" (also referred to
as a learning partner). In certain embodiments, the
person in the role of
"teacher/coach/facilitator/trainer can be an untrained
peer or a trained teacher, etc. Thus, certain
embodiments of the training process can be leader,
peer, or trainer facilitated. Furthermore, it can be
utilized with team interactions for more than two
participants. This creates enhanced focus, engagement,
and attention by enabling persons to interact and
learn; provides leveraged motivation concentration and
fun (wherein in certain embodiments the training is in
a "video game" fopnat); provides local team
engagement, whether in offices, groups, classrooms,
etc; instant accountability and feedback through the
use of segment scores and role modeled proper
responses; provides "dual learning" (where both the
facilitator and learner are engaged in the learning
process); and further provides "emotional
simulation,'" as responses are to a real person, which
simulates the real world environment where people
interact. [0030] Certain embodiments optionally
include a "back and forth" mode where the user and
facilitator switch roles after a given question and/or
as frequently as desired.This mode of operation
enhances engagement and can also be used for
competitive team scoring. [0031] Additionally, certain
embodiments can be used individually and/or in
combination with others, creating a solo mode a
multi-person mode or a mode that combines solo and two
or more persons. Thus, certain embodiments can be used
"solo" for rehearsal and self-drilling, and with
others for interactive drilling and testing. |0032]
Optionally, even in the solo mode responses by the
learner are verbal, thus creating constant role
plays/rehearsals for real world involvement. Because
role plays/rehearsals, even in a solo mode, are
optionally implemented using the automated methodology
described herein, it overcomes the problem of diluted
and ineffective role plays/rehearsals which are
typically the norm when people utilize role
plays/rehearsals by themselves. J0033] Certain
embodiments provide sufficient flexibility so that
generic and custom content can be included as needed
or desired. With respect to customization, certain
embodiments enable an entity utilizing certain
training systems and processes described herein to
insert its own custom content. This enables entities
employing the training system to precisely tailor a
training program for their significant, relatively
more important objectives, utilizing their own
internal content, language and examples. J0034] Thus,
certain embodiments serve as a learning tool and
delivery platform independent of the actual content.
As such, content specific and unique to a given
organization can be presented. |0035] Optionally,
training modules can be rapidly created, and can be
adapted and modified, allowing for continuous module
development and continuous improvement of the content.
This enables lessons from real world deployment to be
used to appropriately modify existing modules. This
also allows for a constantly fresh and new experience
as part of a continuous improvement program. [0036]
Certain embodiments provide for academically and
emotionally "fail-safe" utilization with
facilitators/trainers, in that answers are already
programmed into a given module. The reason that it is
academically fail-safe is that the technology provides
the facilitators/trainers with the correct answers
during the training session, so that
thefacilitators/trainers do not have to know the
answers on their own, and do not need to worry as to
whether they are prepared to evaluate the trainee. The
reason that it is emotionally fail safe is that the
technology provides the challenges and answers for
scoring rather than the facilitator/trainees. Thus, in
such embodiments facilitators do not need advanced
knowledge of the training materials, nor are they in a
"confrontational mode' " with users/trainees.
Furthermore, scoring is based upon a highly objective
methodology, even though the answering is verbal,
which further reduces tension between the facilitator
and trainee. [0037] An example embodiment optionally
breaks out scoring assessments, providing for
substantially immediate feedback, accountability and
reinforcement. The example embodiment scores by
category and sub-category. Therefore, it provides
substantially instant feedback on a sub-category
basis, and total feedback for the "full" category
(e.g., including the summation of scores for the
sub-categories). This substantially instant evaluation
enables the pinpointing of areas where improvement is
needed, optionally including improvement in the
ability to articulate the correct answers/content, as
well as the assessment of speed/fluency and
style/confidence. Furthermore, a trainee's performance
can be self-scored and/or "distance scored' " by
remote facilitators. [0038] Optionally, modules are
purposely implemented to be short in duration for
learning and comprehension reasons, to aid in
information and performance retention, to limit the
time away from real world obligations and
responsibilities, and so that modules can be used for
training daily without a significant time cost per
day. Optionally, relatively longer versions of modules
are also provided. Thus, "snapshot' " and
"full-length" formats are provided. [0039] Avatars
(e.g., in the form of animations) and/or live video
and/or audio are optionally utilized for monologues,
dialogues and/or group conversations (optionally
including statements and/or questions aimed directly
at the trainee). A "bank" of avatars is optionally
provided for users (e.g., training implementers) to
select from and insert into modules on a
module-by-module basis. Thus, issues of
multi-culturalism, diversity and global/regional
uniqueness are resolved.[0040] Optionally, speech is
programmed by utilizing text to speech and/or recorded
voices, which also allows diversity and customization
using a desired language and/or dialect. [0041]
Certain embodiments provide optional pre-study
learning sections and results summary sections, which
can be accessed for initial learning and for
reinforcement purposes and can optionally be printed
out in hard copy. Optionally, the results summary
sections are available during utilization of a
training module, within training module segments, as
well as at the end of a training module for
substantially instant reinforcement purposes. [0042]
Additionally, optionally the pre-study teachings are
aligned with challenges, scoring and optionally with
guideline "default role models" that represent an
ideal or appropriate manifestation of the basics.
[0043] Certain embodiments include an optional instant
replay of the pre-study materials when desired, which
is aligned with the portion of the pre-study that
applies to aspects of a particular module or segment.
Thus, a solution is provided for when a user
challenges the facilitator regarding an answer that
they believe was not part of the pre-study. [0044]
Thus, as described herein, certain optional
embodiments virtually function as "automated coaching"
for the techniques and skills being trained. This is
achieved by engaging users regarding what was done
right in a scenario, what were the errors, why is it
important to correct the errors, correcting the errors
using first-person language, seeing a "verbal
first-person role model correcting the errors'", and
analyzing correct and incorrect styles. Such focusing
on errors and error correction capitalizes on
error-based learning, and aids high grade learning
that drives behavioral change. Furthermore, by placing
users in the position of a "safe" third-person coach,
learning is enhanced. One effective method of learning
is by actually teaching the skills/information to
others and/or by being in an observational/coaching
mode, wherein the "teacher" is also learning the
skills/information by virtue of acting as a teacher.
In this regard, this principle also operates in a
similar fashion when the user is expected to actually
function as a coach in the real world. Thus, using
embodiments disclosed herein, by virtue of being in
the role of a coach, watching, listening, and/or
reading, analyzing, and commenting on the performance
of another (e.g., a participant,in the form of an
avatar or a real person in a video, in a scenario
presented to the trainee), the 



trainee learns and embeds the skills and knowledge
being taught. In the solo mode, the example embodiment
functions as an automated self-coaching tool. [0045]
Optionally, certain embodiments teach a user to
identify relevant opportunities and potential needs of
others, to understand why they are
opportunities/needs, and how to capitalize/provide
solutions to these identified opportunities/needs.
Further, certain embodiments train the mind to
specifically seek out the opportunities/needs that are
desirable to recognize, and how to capitalize on such
opportunities/needs. Certain processes ask a trainee
to verbally identify opportunity clues; the stated
and/or unstated needs embedded in these opportunity
clues (e.g., including future anticipated
needs/opportunities); and the appropriate products,
services and/or solutions that would capitalize on
identified opportunities/needs. Thus, it moves the
users from "opportunity blindness and/or casual
awareness'" to insightful and functional observations,
with correlating solution identification and
recommendations. [0046] Certain embodiments optionally
utilize an automated case history approach with
respect available data (data regarding a customer, a
prospect, a client, a family member, a student, an
employee, etc.). The data can be data present via data
screens (e.g., using data obtained for a customer
account database/CRM system), information gathered
(e.g., gathered via a verbal communication with a
customer or prospect, a family member, a student, an
employee,) during needs/opportunity analysis and/or
other conversational engagements with customers,
prospects, and/or internal personnel, as well as in
educational, consumer and/or healthcare settings,
among many others. This methodology teaches and tests
the trainee with respect to identifying stated,
unstated and potential future needs/opportunities,
etc., based upon a case history, and then making
proper recommendations and justifying/explaining such
recommendations. Optionally, the trainee is to provide
verbal responses without access to answers. Answers
are thereafter provided and the trainee is scored
accordingly. Thus, certain embodiments teach a trainee
to rationally analyze "symptoms, diagnosis and
treatment" where the symptoms correspond to the data,
the diagnosis corresponds to the identification of
needs/opportunities, and the treatment corresponds to
the recommendations.[0047] This methodology teaches
and tests upon how to listen versus simply telling
people to "listen better." It trains learners in how
to listen between the lines" and understand what is
truly meant in a conversation. It teaches learners to
reach conclusions based upon actual word usage and the
"verbal delivery" of those words. This educates
learners to identify voice inflections that may
contradict the words being spoken and thus teaches
them to clearly focus in on what is said and meant.
[0048] Furthermore, certain embodiments optionally
teach trainees to prioritize, paraphrase, restate, and
appropriately summarize. This also enhances short-term
memory by training the learner ' s mind to process,
retain, and restate elements of conversations or full
conversations. [0049] Additionally, certain
embodiments encourage focused listening through the
optional use of purpose-built, real-world
conversations that do not sound staged or contrived.
[0050] A flexible learning environment is provided in
certain optional embodiments with respect to
interacting with/observing/listening to full
conversations and/or segments of conversations. In an
example embodiment, the learner progresses through a
range of simple to complex conversations and is
requested to respond to challenges about the full
conversation or segments. Thus, it breaks out segments
and correlating questions. In the same regard, a
flexible learning environment is provided with the
choice of holistically responding to the totality of
available information presented to the learner or
responding on a segment-by-segment basis. Optionally,
certain embodiments also enable learners to progress
from simple scenarios to more complex situations and
respond to challenges of increasing intricacy. [0051]
Certain embodiments optionally enable a user to
identify and record (verbally and/or textually) their
own intrusive thoughts, which will help focus and
concentration, as it will create an awareness of
intrusive thoughts which did not previously exist.
[0052] Additionally, certain embodiments also
optionally drive learning how to take appropriate and
prioritized notes.[0053] Certain optional embodiments
provide a parallel avatar process which provides
ariable controlled scenarios' ". That is, two avatars
(or real people) are shown in parallel with aspects of
one avatar differing from the other avatar so as to
teach the user how to distinguish between different
aspects of communication. Different elements can be
varied while others are held constant, and the trainee
can be asked to compare the effect of the varied
elements. [0054] For time management purposes and to
deal with interruptions, certain optional embodiments
include a book-marking function which allows a
trainee/trainer to ''pause and resume" the training
process. [0055] Certain optional embodiments enable a
trainee to access training sessions on demand, via a
computer and/or portable video/audio player as
compared to only having access within a scheduled
classroom setting as with many conventional systems.
The training software/modules can be hosted locally on
a trainee tepninal or remotely and accessed over a
wired and/or wireless network. [0056] Furthermore,
certain optional embodiments include providing a
learning management system to access modules and
record performance. [0057] Certain embodiments
optionally capitalize on learning theory (e.g.,
including links to Bloom ' s Taxonomy and/or Merrill '
s Principles of Instruction). For example, with
respect to Bloom's Taxonomy, certain systems and
processes embody multiple domains including the
cognitive, affective and psychomotor domains. For
example, within the psychomotor domain, it focuses on
Set, Guided Response, Mechanism, Complex Overt
Response and Adaptation. [0058] Certain embodiments
include additional optional elements that embody
neuroscience research data including but not limited
to, some or all of the following: making it
emotionally easy and "safe" to learn;
attention-grabbing; engaging strategies; priming;
surprise and novelty; repetition of information to
consolidate learned materials into long-term memory;
visual information to stimulate the occipital lobes;
observations and repetitive practice observations;
hearing information to stimulate the temporal lobes;
instant feedback ;multiple forms of review ; multiple
memory pathways; brain plasticity; patterning;
focusing on fives +/; relevancy; learning in a
meaningful context; critical thinking questions;
daily/periodic individual assessment/mini-assessment;
accountability: periodic/daily and multiple mini/full
role plays; relating to previously learned
information. [0059] An optional example embodiment
provides a method of training a user via an
interactive electronic training system wherein the
user views and hears a presentation and verbally
articulates answers, the method comprising: providing
via an interactive electronic training system terminal
a presentation of infopnation on which the user is to
be tested and trained; providing via the interactive
electronic training system terminal a training
presentation of an interaction between two or more
real or simulated people, of a person appearing to
speak to the user, and/or a monologue by a person,
wherein the presentation includes audible articulated
words and a visual presentation of at least one person
speaking or appearing to speak; providing user
instructions via which the user is instructed to
identify using verbal articulation one or more correct
acts of a first type committed by at least one of the
persons in the presentation using an audible
articulation, without providing a choice of answers
from which the user can select; causing, at least in
part, an indication to be stored in computer readable
memory as to whether the user correctly identified a
first correct act performed by at least one of the
persons in the presentation; enabling, at least in
part, a user instruction to be provided via which the
user is instructed to verbally identify one or more
errors committed by at least one of the persons in the
presentation, without providing a choice of answers
from which the user can select; causing, at least in
part, an indication to be stored in computer readable
memory as to whether the user correctly identified a
first error committed by at least one of the persons
in the presentation; providing user instructions via
which the user is instructed to explain why it is
important to correct the first error, without
providing a choice of answers from which the user can
select; causing, at least in part, an indication to be
stored in computer readable memory as to whether the
user correctly explained why it is important to
correct the first error; causing, at least in part,
the user to be asked to recite, in the first person,
correct language that should have been used by at
least one of the persons in the presentation so that
the first error would not have occurred, without
providing a choice of answers from which the user can
select; presenting via the interactive electronic
training system terminal a preprogrammed correct
answer in the form of text,audio, animation and/or
video so that a scorer can compare the preprogrammed
correct answer with language verbally provided by the
user in response to the instruction to state correct
language and enter a corresponding score substantially
immediately after the user responded to the
instruction to state correct language; and causing, at
least in part, an indication to be stored in computer
readable memory as to whether the user recited the
correct language. [0060] Another optional example
embodiment provides a method of training a user via an
interactive electronic training system, the method
comprising: providing via an interactive electronic
training system terminal an informational
presentation, the informational presentation including
example language for use by a first person in
obtaining and/or providing information to a second
person; providing via the interactive electronic
training system tepninal a training presentation of an
interaction between two or more real or simulated
people, of a person appearing to speak to the user,
and/or a monologue by a person, wherein the training
presentation includes one or more scripted correct
acts and one or more scripted errors designed to train
a user with respect to one or more skills; providing
user 



instructions via which the user is instructed to
verbally identify one or more correct acts of a first
type committed by at least one of the persons in the
training presentation without providing a choice of
answers from which the user can select; causing, at
least in part, an indication to be stored in computer
readable memory as to whether the user correctly
identified a first correct act performed by at least
one of the persons in the training presentation;
providing user instructions via which the user is
instructed to verbally identify one or more errors
committed by at least one of the persons in the
training presentation; causing, at least in part, an
indication to be stored in computer readable memory as
to whether the user correctly identified a first error
committed by at least one of the persons in the
training presentation; causing, at least in part, the
user to be asked to verbally state, in the first
person using language from the informational
presentation, what should have been said by at least
one of the persons in the training presentation so
that the first error would not have occurred, without
providing answers from which the user can select;
presenting via the interactive electronic training
system terminal a preprogrammed correct answer in the
form of text, audio, animation, and/or video so that a
scorer can compare the preprogrammed correctanswer
with language provided by the user in response to the
instruction to state correct language and enter a
corresponding score substantially immediately after
the user responded to the instruction to state correct
language; and causing, at least in part, an indication
to be stored in computer readable memory as to whether
the user correctly explained what should have been
said so that the first error would not have occurred.
[0061] Another optional example embodiment provides an
interactive electronic training system comprising
program code stored in computer readable memory, that
when executed is configured to: provide an
informational presentation; provide a presentation of
at least one person speaking, wherein the presentation
includes at least one error committed by a first
person, wherein the at least one error is scripted to
train the user; provide an instruction via which the
user is to be instructed to identify one or more
errors committed by at least one person in the
presentation, wherein at least one error relates to a
verbal communication; store an indication related to
the user s performance in providing the identification
of one or more errors; provide an instruction via
which the user is to be instructed to explain why at
least one error should be corrected; store an
indication related to the user's performance in
providing the explanation as to why the least one
error should be corrected; provide an instruction via
which the user is to be instructed to state correct
language in the first person corresponding to the
verbal communication; present a preprogrammed correct
answer including text and/or audio including so that a
scorer can compare the preprogrammed correct answer
with language provided by the user in response to the
instruction to state correct language and enter a
corresponding score substantially immediately after
the user responded to the instruction to state correct
language; and receive and store the score related to
the user s response to the query regarding correct
language and present the score to the user. [0062]
Another optional example embodiment provides a method
of training a user via an interactive electronic
training system at least in part by engaging a user's
hearing and seeing senses and by having the user
perform audible articulation, the method comprising:
providing via an interactive electronic training
system terminal an informational presentation to be
heard and/or viewed by the user, the informational
presentation including one or more elements that are
to be utilized by a first person during an interaction
of a first type with a second person; providing via
the interactive electronic training system tenninal
atraining presentation of at least one person, wherein
the training presentation is configured to include one
or more errors committed by the first person with
respect to performance of at least one element;
causing, at least in part, the user to be instructed
to identify using an audible articulation at least one
error with respect to performance of at least one
element by the first person; causing, at least in part
an indication to be stored in computer readable memory
as to whether the user identified at least a first
error with respect to performance of at least one
element; causing at least in part, an indication to be
stored in computer readable memory as to whether the
user identified information related to the
significance of the first error; and causing, at least
in part, an indication to be stored in computer
readable memory as to whether the user identified
information related to the avoidance of the first
error. [0063] An optional example embodiment provides
a method of training a user to identify information
via an interactive electronic training system at least
in part by engaging a user's hearing and seeing senses
and by having the user perform audible articulation,
the method comprising: providing via an interactive
electronic training system terminal a first training
presentation of a first communication involving verbal
communication from at least a real or simulated
person, including a monologue, a person appearing to
speak to the user, and/or a dialogue, the presentation
including an image of the person; providing user
instructions via which the user is instructed to
verbally and audibly identify an opportunity clue from
information presented by at least a first person
involved in the first communication, wherein the user
is not provided a choice of answers from which the
user can select, and wherein the opportunity clue
indicates an opportunity exists to provide the first
person with a product, service, solution, or
recommendation, where the first person has not
specifically requested the product, service, solution,
or recommendation; causing, at least in part, an
indication to be stored in computer readable memory as
to whether the user correctly identified the
opportunity clue; causing at least in part a query to
be provided to the user regarding why the opportunity
clue is an opportunity, wherein the user is not
provided a choice of answers from which the user can
select; causing, at least in part, an indication to be
stored in computer readable memory as to whether the
user correctly explained why the opportunity clue is
an opportunity; causing at least in part a query to be
provided to the userregarding how the opportunity
should be responded to, wherein the query does not
include a choice of answers from which the user can
select and where the user is to verbally answer; and
causing, at least in part, an indication to be stored
in computer readable memory as to whether the user
correctly explained how the opportunity should be
responded to. [0064] An optional example embodiment
provides an interactive electronic training system for
training users to identify opportunities, comprising
program code stored in computer readable memory, that
when executed is configured to: provide a first
training presentation of a first communication
involving verbal communication from at least a real or
simulated person, including a monologue, a person
speaking to an off screen person, and/or a dialogue;
provide an instruction via which the user is to be
instructed to verbally identify an opportunity clue
presented by at least a first person involved in the
first communication; store in computer readable memory
an indication as to whether the user correctly
identified the opportunity clue; provide an
instruction via which the user is to be instructed to
be queried regarding how an opportunity corresponding
to the opportunity clue should be responded to,
wherein the query does not include an answer from
which the user can select and where the user is to
verbally answer; and store in computer readable memory
an indication as to whether the user correctly
explained how the opportunity should be responded to.
[0065] Another optional example embodiment provides an
method of training a user to identify opportunities
via an interactive electronic training system, the
method comprising: enabling a first training
presentation of a first communication including at
least a verbal communication from at least one real or
simulated person, the first communication including a
monologue, a person appearing to speak to the user,
and/or a dialogue to be provided via the training
system; enabling, at least in part, a user instruction
to be provided via which the user is instructed to
verbally identify an opportunity clue presented by at
least a first person involved in the first
communication; causing, at least in part, an
indication to be stored in computer readable memory as
to whether the user correctly identified the
opportunity clue; causing at least in part a query to
be provided to the user regarding how an opportunity
corresponding to the opportunity clue should be
responded to, wherein the query does not include an
answer from which the user can select and where the
user is to verballyanswer; and causing, at least in
part, an indication to be stored in computer readable
memory as to whether the user correctly explained how
the opportunity should be responded to. [0066] Another
optional example embodiment provides an method of
training a user to identify opportunities via an
interactive electronic training system at least in
part by engaging a user's hearing and seeing senses
and by having the user perform audible articulation,
the method comprising: enabling a first training
presentation of a first communication including at
least a verbal communication from at least person to
be provided via the training system, wherein an image
of the at least one person is displayed to the user;
enabling, at least in part, a user instruction to be
provided via which the user is instructed to identify
an opportunity clue presented by at least a first
person involved in the first communication by audibly
articulating the identification; enabling, at least in
part, an indication to be stored in computer readable
memory as to whether the user correctly identified the
opportunity clue; enabling, at least in part a query
to be provided to the user regarding how an
opportunity corresponding to the opportunity clue
should be responded to; and enabling, at least in
part, an indication to be stored in computer readable
memory as to whether the user correctly explained how
the opportunity should be responded to. [0067] An
optional example embodiment provides a method of
training a user to improve the user's ability to
retain and understand what is communicated, the method
comprising: playing a first segment including a first
speaker's verbal speech via a training system to the
user; causing at least in part the user to be asked to
paraphrase and/or quote the verbal speech; presenting
a first preprogrammed answer via the training system,
storing in computer readable memory a first score
assigned to the user's paraphrase and/or quote at
least in part by referring to the first preprogrammed
answer; causing at least in part the user to be asked
to explain what the first speaker meant; presenting a
second preprogrammed answer via the training system;
and storing in computer readable memory a second score
assigned to the user's explanation as to what the
first speaker meant at least in part by referring to
the second preprogrammed answer. [0068] An optional
example embodiment provides a method of training a
user how to improve the user's ability to understand
and retain what is communicated, the methodcomprising:
playing a first segment including a first speaker s
pre-recorded verbal 



communication via a training system terminal to the
user; causing at least in part the user to be asked to
repeat and/or paraphrase the verbal communication or
specified content thereof in audible communication:
presenting a first preprogrammed answer related to the
paraphrase and/or repeat of the verbal communication
via the training system, storing in memory a first
score related to the user s paraphrase and/or repeat
of the verbal communication; causing at least in part
the user to be asked to explain what the first speaker
meant; presenting a second preprogrammed answer
related to what the speaker meant via the training
system; and storing in memory a first score related to
the user's explanation as to what the first speaker
meant. [0069] Another optional example embodiment
provides a method of training a user via an
interactive electronic training system, the method
comprising: playing a first segment on an interactive
electronic training system terminal to the user, the
first segment including at least a first person
providing a verbal communication; causing at least in
part the user to be asked to repeat, paraphrase and/or
summarize what the first person said; causing at least
in part the user to be asked to identify needs of the
first person that are not explicitly stated by the
first person but is inferable from the tone and/or
words of the verbal communication; and causing at
least in part the user to be asked to explain how the
user inferred the identified needs from the verbal
communication. [0070] Another optional example
embodiment provides an interactive electronic training
system, comprising program code stored in computer
readable memory, that when executed is configured to:
play a first segment that includes at least a first
person communication a plurality of verbal
communications of different importance; provide
instructions for a user to repeat, paraphrase and/or
summarize at least a portion of the plurality of
verbal communications and to indicate the relative
importance of at least a portion of plurality of
verbal communications. [0071] Another optional example
embodiment provides a method of training a user via an
interactive electronic training system to identify a
need of a first person based on a communication from
the first person, wherein the first person does not
explicitly state the need, the method comprising: at
least partly enabling a first segment to be played on
an interactive electronic training system terminal to
the user, the first segment including at leasta first
person providing a verbal communication; enabling at
least in part an instruction to be provided to the
user, wherein the user is asked to repeat, paraphrase
and/or summarize what the first person said; and
enabling at least in part an instruction to be
provided to the user wherein the user is asked to
identify needs of the first person that are not
explicitly stated by the first person. [0072] Another
optional example embodiment provides a method of
computerized training, comprising: presenting to a
user a first presentation of a first speaker speaking
using a first speaking style and a first script via a
computerized training system; presenting to the user a
second presentation of the first speaker speaking
using a second speaking style and the first script via
the computerized training system so that the user can
evaluate the effect of speaking style on a listener;
and causing at least in part the user to be queried as
to whether the first speaker was more effective in the
first presentation or the second presentation, wherein
the user is not provided a choice of answers from
which to select and to verbally explain why. [0073]
Another optional example embodiment provides a method
of computerized training, comprising: presenting to a
user a first presentation of a first speaker speaking
using a first speaking style and a first script via a
computerized training system; presenting to the user a
second presentation of the first speaker speaking
using the first speaking style and a second script via
the computerized training system, wherein the first
script and the second script provide substantially the
same information using at least in part different
wording so that the user can evaluate the effect of
wording on a listener; and causing at least in part
the user to be queried to verbally articulate: whether
the first speaker was more effective in the first
presentation or the second presentation, and why the
first speaker was more effective in the first
presentation or the second presentation. [0074] An
optional example embodiment provides a method of
computerized training, comprising: presenting to a
user a first presentation of a first speaker speaking
using a first speaking style and/or a first verbiage
via a computerized training system; presenting to a
user a second presentation of a second speaker
speaking using a second speaking style and/or a second
verbiage via the computerized training system; causing
at least in part theuser to be queried as to whether
the first speaker or the second speaker was more
effective and why; storing the user response to the
query in computer accessible memory; and causing at
least in part the user to be queried to verbally
explain why the first speaker or the second speaker
was more effective. [0075] An optional example
embodiment provides a method of computerized training,
comprising: causing at least in part a first
presentation to a user of a first speaker speaking
using a first speaking style, a first script, and
having a first appearance via a computerized training
system; causing at least in part a first presentation
to the user of the first speaker using a second
speaking style, a second script, and/or a second
appearance; and causing at least in part the user to
be queried as to whether the first speaker was more
effective in the first presentation or the second
presentation and why. [0076] Another optional example
embodiment provides a method of training a user via an
interactive electronic training system, the method
comprising: providing for display to a trainee via an
interactive electronic training system terminal
infopnation regarding a real or simulated person,
wherein a first portion of the information is
presented via a structured form including a plurality
of data fields having corresponding data and data
field names, and wherein a second portion of the
information is formatted as notes including a
plurality of sentences; at least partly causing the
trainee to be instructed to verbally identify one or
more needs of the person based on the information; at
least partly causing an indication to be stored in
computer readable memory as to whether the trainee
correctly identified at least a first need; at least
partly causing the trainee to be instructed to
verbally identify at least one item that appropriately
corresponds to the first need; at least partly causing
an indication to be stored in computer readable memory
as to whether the trainee correctly identified at
least a first item, wherein the first item is a
product and/or service, that appropriately corresponds
to the first need; at least partly causing the trainee
to be instructed to verbally explain why the first
item corresponds to the first need; and at least
partly causing an indication to be stored in computer
readable memory as to whether the trainee correctly
explained why the first item corresponds to the first
need.[0077] An optional example embodiment provides an
interactive electronic training system comprising
program code stored in computer readable memory, that
when executed is configured to: provide for display to
a user infopnation regarding a real or simulated
person; provide an instruction related to having the
user verbally identify one or more needs of the person
based on the information; store an indication in
computer readable memory as to whether the user
correctly identified at least a first need; provide an
instruction related to having the user verbally
identify at least one item that appropriately
corresponds to the first need; store an indication in
computer readable memory as to whether the user
correctly identified at least a first item, wherein
the first item is a product and/or service, that
appropriately corresponds to the first need; provide
an instruction related to having the user verbally
explain why the first item corresponds to the first
need; and store an indication in computer readable
memory as to whether the user correctly explained why
the first item corresponds to the first need. [0078]
An optional example embodiment provides a method of
training a user via an interactive electronic training
system, the method comprising: providing information
regarding a real or simulated person for display to a
trainee via an interactive electronic training system
terminal; at least partly causing the trainee to be
instructed to identify one or more needs of the person
based on the information; at least partly causing an
indication to be stored in computer readable memory as
to whether the trainee correctly identified at least a
first need; at least partly causing the trainee to be
instructed to identify at least one item that
appropriately corresponds to the first need; at least
partly causing an indication to be stored in computer
readable memory as to whether the trainee correctly
identified at least a first item, wherein the first
item is a product and/or service, that appropriately
corresponds to the first need; at least partly causing
the trainee to be instructed to verbally explain why
the first item corresponds to the first need; and at
least partly causing an indication to be stored in
computer readable memory as to whether the trainee
correctly explained why the first item corresponds to
the first need. Brief Description of the Drawings
[0079] Embodiments of the present invention will now
be described with reference to the drawings summarized
below. These drawings and the associated
descriptionare provided to illustrate example
embodiments of the invention, and not to limit the
scope of the invention. [0080] Figure IA illustrates
an example networked system that can be used with the
training system described herein. [0081] Figures IB -
M illustrate example user interfaces. [0082] Figure 2
illustrates an example training presentation. [0083]
Figures 3A - Y illustrate additional example user
interfaces. [0084] Figures 4A-N illustrate example
processes flows. [0085] Figures 5A-V illustrate
further example user interfaces. Detailed Description
of Preferred Embodiments [0086] The present invention
is related to interactive training. In certain
embodiments users are trained to identify correct
actions, errors and/or opportunities. Certain
embodiments can be used to enhance performance with
respect to capitalizing on opportunity clues within
conversations. Certain embodiments can be used to
teach people to enhance their performance with respect
to a variety of skills by enhancing their
communication mastery, including their listening
mastery, listening comprehension, learning
comprehension 



and/or memory retention. [0087] Certain embodiments
engage a trainee's cognitive and psychomotor functions
using training techniques involving verbal
communications. By way of illustration, in certain
example embodiments, a trainee is trained and/or
assessed by having the trainee view a purpose-built
training segment (e.g., wherein significant or highest
priority needs are built into the segment, such as
common errors, common missed opportunities, as opposed
to mere random recordings of actual events) including
a person (real or animated) in a simulated situation
providing a communication. The trainee may be asked to
verbally identify certain types of information being
overtly and/or inferentially provided by the
communication. In addition, the trainee may be asked
to verbally identify how certain information should be
responded to and/or the trainee is asked provide a
simulated real-world response to the person in the
training segment. Thus, by having the trainee both
mentally determine how to respondto information and by
having the user verbally provide the response in a
real world fashion, both cognitive and psychomotor
functions and engaged, which further act to enhance
the trainee's thinking skills and better embed the
training. Further, by utilizing real world
"unprompted" verbal answers vs. multiple-choice or
true/false approaches in certain optional embodiments,
true knowledge and skill acquisition is tested rather
than "prompted knowledge", wherein the trainee selects
a right answer (e.g., in a multiple choice test)
presented to the trainee. These verbal answers are
articulated by the trainee before the trainee is
exposed to the answers. Further, certain embodiments
utilize verbal answers to build fluid verbalization
skills, as compared to certain conventional training
systems, in which a trainee types in an answer (e.g.,
in sentence form). "Verbal" training much more closely
resembles common real world interactions, which are
verbal in nature, as compared to training which relies
solely on typed-in answers. [0088] The inability to
listen hinders good communication, thereby causing
personal or business relationships to falter and often
causing missed opportunities (e.g., converting
prospects into customers, customer anger, positive
buying signs, acquiescence during a negotiation, etc.,
sometimes referred to herein as missing opportunity
clues). For example, certain embodiments teach
customer service personnel how to listen with
comprehension and what to listen for when dealing with
customers, including tones, styles, and
interpretations of customer communications. [0089] By
way of illustration, certain embodiments can be
utilized in the business field to teach trainees to
sell or market services or products via a variety of
delivery channels to a variety of different types of
prospects, such as customers. By way of further
illustration, certain embodiments can train people to
coach other people with respect to the acquisition of
certain skills. Further, certain embodiments can be
utilized to teach management to better communicate
with and lead lower level personnel. [0090] In
addition, certain embodiments can be utilized in
people's personal life to teach families interaction
skills and generally enhance the listening
effectiveness of people in personal human
relationships and interactions. For example, certain
embodiments can be utilized to train parents parenting
techniques, and to teach spouses, significant others,
siblings, children, and other relatives and/or friends
relationship and interpersonal skills.Certain
embodiments can be utilized to train employee
trainers/coaches. Certain embodiments can be used to
teach public speaking and/or listening to public
speakers. [0091] In addition to providing training,
certain embodiments may be used to certify that a
person has mastered certain tested skills (e.g., based
on the person achieving a certain score on certain
training sessions). Certain embodiments maybe used to
test potential employees to determine and assess their
current knowledge and skill levels (e.g., by
evaluating potential employees ' scores on certain
training sessions). [0092] As described herein, in
certain embodiments, different animated, situation
specific role-playing simulation modules are used to
train trainees (e.g., managers, employees teachers,
doctors, lawyers, travel agents, bankers, spouses,
children, actors, singers, etc.) to improve their
listening comprehension and/or their ability to
respond to others effectively. Scenarios may be
include one or more participants, and optionally may
present the interactions of participants in a
story-based manner. Advantageously, learning in the
context of a story better helps people code and retain
information as compared to rote learning. [0093]
Unlike certain conventional training systems which
only present the correct way to perfopn , in an
example embodiment of a training system, the user is
instructed to verbally identify both correct and
incorrect occurrences. Error-based learning can
significantly contribute to enhanced performance. For
example, the user may be instructed to identify the
errors and/or opportunities embedded throughout the
module's role-play simulation. The user may also be
asked to verbally identify what was done correctly by
participants in the simulation. Thus, a variety of
real world situations can be presented via one or more
modules, preferably with sufficient interactivity so
as to engage the user' s interest and reduce or
eliminate training boredom. [0094] For example, a
sales and service module may include an "employee" who
makes "real life" errors and misses opportunities
while interacting with a prospect or customer. The
module may further present an opportunity and the
trainee may be asked to identify the opportunity, even
if it was not missed by another actor. By way of
further example, a management/coaching module (e.g.,
used to train managers or coaches) may include a
scenario in which a manager/coach who makes "real
life" errors in managing andcoaching subordinate
employees, and who misses opportunities in interacting
with one or more of her or his subordinate employees.
For example, a module may provide a presentation of a
banker interacting with a client. In the module, once
the client leaves, a manager or other coach provides
suggestions, criticisms, and/or identifies errors to
the banker. The trainee then needs to identify errors,
opportunities (whether or not missed by a scenario
participant), and/or poor word choices (optionally
including inappropriate interruptions) with respect to
the coach in the module, and to verbally state why
they reached those conclusions, why it is important to
correct the errors, and how to correct the errors.
These error corrections are verbally stated in the
first person. Thus, a virtual role play/rehearsal
occurs. Example opportunities may relate to
significant life events, such as moving, purchasing a
home, birth of a child, marriage, divorce, etc. Such
life events often indicate that the affected person
will need to take advantage of different financial
services (e.g., loans opening of new accounts,
investments, etc.). [0095] After viewing the module,
the trainee then needs to verbally identify errors,
opportunities (whether or not missed by a scenario
participant), and/or poor word choices (optionally
including inappropriate interruptions) with respect to
the coach in the module. [0096] By discovering errors
and opportunities and verbally responding to the same,
optionally at the rate of speed of the real world,
users will be able to learn what errors they are
personally making and how they sound, how to correct
them, and/or how to identify opportunities and how to
capitalize on opportunities. By having users verbally
identify correct actions (e.g., where the proper
questions are asked and responses given by a
simulation participant), concepts and techniques on
which the user is being trained will be further
reinforced. In certain embodiments, users will be
asked to provide responses, analysis, and/or
identification in substantially real-time with respect
to scenario events. This element of acting in
substantially real-time enhances the quality of
learning, the speed of learning, and learning
engagement. [0097] In order to enhance trainees "
ability to better understand the impact and/or meaning
of certain voice tones, and to enable them to better
"read between the lines," a module can test the
trainee on what the trainee has heard. Certain
embodiments also teachusers how to listen carefully
and focus on what is being communicated to them and to
focus on specific words. The presented "real life"
situations, and the optional interactivity required
from users, train users to actively listen. [0098] By
lvay of example, certain modules optionally include
role-plays that contain phrases where the ability of
"reading between the lines" and understanding "what is
meant" is needed to correctly answer certain quizzes.
Users may listen to the role-play, in which characters
make self-revealing statements. That is, statements
that reveal something about themselves (e.g..
something that may be related to potential financial
needs). [0099] Optionally, role playing characters
will make statements that verbalize something
different then what they may actually feel or think,
wherein the statements may nonetheless provide a hint
or indication as to what the character is thinking,
and the user will be tested on their ability to hear
and analyze the foregoing. Optionally, users may need
to first verbally identify subtle phrases and then
participate in a verbal quiz where they are asked to
reach the proper conclusions about what is "going on
between the lines" and "what is meant" . Users may
then be verbally asked to verbally discuss appropriate
next steps and how to capitalize on "hidden
opportunities". Users may be tested on their ability
to verbally identify and recall/repeat significant
phrases spoken during the training session, which
simulates what users need to do in the real world.
Users can be trained on how to act and what to say
when a customer is not interested in a product or
service being offered. [0100] Thus, the methods and
processes described herein enable users to improve
their listening skills to better hear and comprehend
what others (e.g., customers, clients, or prospects)
are saying. Additionally, using systems and methods
described herein, users can be trained to enhance
their observational skills, and to spot subtle and
unintentional clues provided by customers, clients,
and prospects. For example, a clue might relate to an
opportunity (sometimes referred to as an opportunity
clue) indicating a current and/or future need. For
example, the need may be one that can be addressed via
one or more products or services that a sales person
or customer relations person can provide/sell. [0101]
Further, using systems and methods described herein,
users can be trained to better capitalize on
opportunities presented in dealings with others.
Additionally, certain systems and methods described
herein teach trainees to identify needs, including
stated needs,unstated needs, and/or needs that
customers (or others) are not even aware of. In this
regard, 



it teaches users to anticipate and infer the needs of
others. Still further, as discussed above and in
greater detail below using systems and methods
described herein users can be trained to better
identify how to identify and correct errors/incorrect
statements and/or questions in interactions with
others. Users can be trained to better analyze the
needs of customers, clients, and prospects. Further,
the systems and processes described herein can train
users in how to better recommend services or products
to customers, and to overcome customer objections to
taking advantage of such services or products. Thus,
users are optionally trained in how to better
negotiate sales, manage sales, close sales and/or to
make referrals to others. Users can optionally be
trained to improve their presentation skills, as well
as the style and content of their conversations, and
the enhanced skills, for example, can be utilized
throughout the educational marketplace. [0102] Certain
example embodiments provide users with a level of
control with respect to what training materials the
user will use in order to obtain a desired set/type of
knowledge (e.g., in the cognitive domain). For
example, the user optionally can select a training
module and/or a portion or chunk of a training module
for a training session. Optionally, the training
system can be used on-demand, when convenient for the
user. [0103] Further certain example embodiments
incrementally increase the difficulty of the training,
starting from relatively easy training (e.g., asking
the user to identify easy to spot errors, problems
with style, opportunity clues, missed opportunities,
fairly easy to identify opportunities, etc.) and
progressing to more difficult training (e.g., asking
the user to identify more complex or subtle errors,
problems with style, opportunities, missed
opportunities, etc.), thus enhancing the user in their
cognitive domain and affective domain (e.g., enhancing
the user' s abilities and attitude by building user
confidence). The user may be asked to verbally
identify other occurrences within a conversation, such
as, by way of example, an indication of a customer
need, positive buying signs, acquiescence during a
negotiation, other opportunity clues, customer anger,
etc. The training is interactive and optionally
requires more than one of the five senses (e.g.,
hearing, seeing, etc.) as well as speech to accomplish
the training. For example, during a training session a
user may need towatch people acting in a given
scenario, listen to what the people are saying, and
then verbally identify errors, opportunity clues,
missed opportunities, and the like. [0104] Certain
embodiments train users in critical thinking and in
taking an idea or issue to its logical conclusion. For
example, a trainee may be asked identify opportunity
clues in a communication by a person in a training
segment (e.g., customized to address opportunities
that trainee s employer wants the trainee to learn to
identify), where the person says something, has a
facial expression or body stance, that communicates
information that is not in the form of a direct
question or is in the form of a direct question but
which also reveals information regarding the person
asking the question. The trainee may then be asked to
verbally describe why the clue is a clue, why the
opportunity is important, or other related questions.
The trainee may then be asked how the opportunity
should be responded to or capitalized on. Thus,
optionally, the trainee ' s mind is trained to
specifically seek out and identify the opportunities
that trainee ' s organization/employer desires their
employees to capitalize upon. |0105] Certain
embodiments utilize a part, a whole, or a whole-part
or a wholepart- whole learning methodology where the
learning process becomes an iterative cycle. First, in
whole, whole-part, or whole-part-whole learning the
user is trained and optionally tested to master a
whole skill. Then, in whole-part or whole-part-whole
learning, the skill is broken down into elements and
the user is trained and optionally tested on the
individual elements. Then, in the case of
whole-part-whole learning, the user is again trained
and optionally tested on the whole skill. By way of
example, the user can be trained to identify
opportunities, such as hidden opportunities, that are
frequently missed and which could lead to beneficial
results (e.g., the sale of additional products or
services). [0106] Example embodiments will now be
described in greater detail. Throughout the following
description, the term "Web site" is used to refer to a
useraccessible network site that implements the basic
World Wide Web standards for the coding and
transmission of hypertextual documents. These
standards currently include HTML (the Hypertext Markup
Language) and HTTP (the Hypertext Transfer Protocol).
It should be understood that the term "site" is not
intended to imply a single geographic location, as a
Web or other network site can, for example, include
multiple geographically distributedcomputer systems
that are appropriately linked together. Furthermore,
while the following description relates to an
embodiment utilizing the Internet and related
protocols, other networks, such as networks of
interactive televisions or of telephones, and other
protocols may be used as well. Satellites and the like
can also be used to relay communications between the
training system and users. |0107] In addition, unless
otherwise indicated, the functions described herein
are preferably performed by executable code and
instructions stored in computer readable memory and
running on one or more general-purpose computers.
However, the present invention can also be implemented
using special purpose computers, other processor based
systems, state machines, and/or hardwired electronic
circuits. Further, with respect to the example
processes described herein, not all the process states
need to be reached, nor do the states have to be
performed in the illustrated order. Further, certain
process states that are described as being serially
performed can be performed in parallel. Portions of
the different techniques and processes can be applied
to or combined with other techniques and processes
described herein. [0108] Similarly, while the
following examples may refer to a users personal
computer system or terminal, other terminals,
including other computer or electronic systems, can be
used as well, such as, without limitation, an
interactive television, a networkedenabled personal
digital assistant (PDA), other IP (Internet Protocol)
device, a cellular telephone or other wireless
tenninal, a networked game console, a networked
digital audio player (e.g., a player, such as an iPOD,
a Zune, or other digital player, that can play one or
more of the following formats and/or different
formats: MP3, AC-3, ATRAC, WMA, Oog Vorbis, RealAudio,
ACC, WAV, etc.), other audio device, a networked
entertainment device, and so on. [0109] Further, while
the following description may refer to a user pressing
or clicking a key, button, or mouse to provide a user
input or response, the user input can also be provided
using other apparatus and techniques, such as, without
limitation, voice input, touch screen input, light pen
input, touch pad input, and so on. Similarly, while
the following description may refer to certain
messages or questions being presented visually to a
user via acomputer screen, the messages or questions
can be provided using other techniques, such as via
audible or spoken prompts. [0110] An example
embodiment utilizes a computerized training system to
enhance a trainee s listening comprehension, learning
comprehension and/or memory retention. For example,
the training can be delivered via a terminal, such as
a stand-alone personal computer. The training program
may be loaded into the personal computer via a
computer readable medium, such as a CD ROM, DVD,
magnetic media, solid state memory, or otherwise, or
downloaded over a network to the personal computer.
[0111] By way of further example, the training program
can be hosted on a server and interact with the user
over a network, such as the Internet or a private
network, via a client computer system or other
terminal. For example, the client system can be a
personal computer, a computer terminal, a networked
television, a personal digital assistant, a wireless
phone, an interactive audio player, or other
entertainment system. A browser or other user
interface on the client system can be utilized to
access the server, to present training media, and to
receive user inputs. [0112] As will be described in
greater detail below, in one embodiment, a training
system presents a scenario to a user via a terminal,
such as a personal computer or interactive television.
The scenario can be a pre-recorded audio and/or video
scenario including one or more segments. The scenario
can involve a single actor or multiple actors (e.g., a
human actor or an animated character) in a monologue
or dialogue (e.g., based upon a purpose-built script)
relevant to the field and skill being trained. By way
of further example, the scenario includes a single
avatar speaking directly to the trainee as if having a
conversation with the trainee. By way of illustration,
the actors may be simulating an interaction between a
bank teller or loan officer and a customer. The
simulated interaction can instead be for in-person and
phone sales or communications. By way of further
example, the actors may be simulating an interaction
between a parent and a child or a teacher and a
student. By way of still further example, a single
actor, such as one representing a public speaker
(e.g., someone giving a monologue or speech to a live
audience and/or an audience that will see and/or hear
a recording of the speech, or someone providing one
side of a conversation) can be represented. By way of
yet further example, the scenario can include a person
talking to acall center representative with only one
person speaking. Optionally, rather than using actors
to read a script, the pre-recorded scenario can
involve a real-life unscripted interaction. [0113]
Optionally, the user is provided with the ability to
intervene and stop the pre-recorded scenario to
identify an error by an actor in handling the
presented situation and/or an opportunity presented in
the scenario. For example, the user can intervene and
stop the scenario by pressing a key, giving a voice
command or otherwise. [0114] In an example embodiment,
embedded or otherwise associated with the audio track
and/or video track is digital metadata that identifies
where an error or opportunity occurs in the track,
what the error or opportunity is, questions for the
user (such as verbal questions needing verbal
responses such as free form questions to which the
user is to provide a natural language response)
regarding the error or opportunity, and the correct
answers to the questions. [0115] Optionally, a given
pre-recorded segment is not repeated the same day, or
within a predetermined duration to better ensure that
a user is consistently challenged by different
scenarios. Optionally, pre-recorded segments can be
repeated periodically, and/or 



repeated in response to a user scoring below a
predetermined threshold for a corresponding segment.
[0116] An example training process will now be
described in greater detail. A user can launch and
optionally log into a training system program.
Optionally, during the log-in process a user
identifier and/or password is provided to the training
system so that the system can automatically select the
appropriate training module for the user and store the
user's interactions and/or score in a database in
association with the user identifier. [0117]
Optionally, the system can present with a selection of
modules, such as segments or training sequences and
the user selects the desired segment or sequence.
Optionally, a training administrator can select and
specify the segments to be presented to the user.
Optionally, the system automatically selects which
segment is to be presented. [0118] Before presenting
the segment, text, audio, and/or video, instructions
are presented to the user which explain to the user
the purpose of the selected training module, the
different interactive possibilities that exist within
the selected training module, how the user is to
interact with the training program, and scoring
process. Optionally, a pre-studysession is presented
that relates to the material to be tested and then the
user can view the selected segment, which results in
perfect or a high level of alignment between the
information taught and the information tested as
compared to many conventional training systems. [0119]
The user clicks on a start" button (or takes other
appropriate initiation action) and the training module
"s audio and/or video segment begins playing on the
user ' s terminal. The video can include real or
animated figures that articulate or appear to be
"articulating" the pre-recorded audio track. For
example, the simulation can be generated using
Macromedia Flash or using other applications. The
training segment can be two to five minutes in length,
or other length. Within the pre-recorded audio track
optionally are pre programmed opportunities and/or
errors. [0120] The user is queried regarding the
material to be tested (e.g., via verbal questions
provided by a trainer, an avatar presented by the
training system, a recording of a trainer, a speech to
text system, and/or text) and is asked to verbally
respond, (e.g., without having a selection of answers
presented from which the user is to choose). [0121]
Optionally, the user can be prevented or not provided
with the ability to rewind or play back sections for a
"do over" until the entire segment is completed and
initially scored. Optionally, the user can be provided
with the ability to rewind or play back sections for a
"do over" prior to the entire segment being completed
or initially scored. [0122] Once the segment is
complete and the user's scores are entered into the
system by the trainer, the system totals the user
scores and presents the user ' s score for the
segment. Optionally, the user can be provided with the
scores of others for the segment and/or the user
ranking relative to other users. [0123] Optionally,
the user repeats the particular audio and/or video
pre-recorded segment within a specified period of
time, such as 24 hours, with peers and/or coaches to
solidify and advance the learning. The trainer/coach
can ask the user the same or similar questions
presented to the user when the user previously went
through the segment. The user is to verbalize the
correct answers without prompting via multiple
choices, and/or true/false statements. The user
performance (e.g., the number of correct answers, the
number of opportunities identified, etc.) is stored in
computer readable memory (e.g., automatically,
inresponse to the coach entering the user performance
information into a form or otherwise). The system can
then calculate and display a score. "Microscoring " is
optionally provided, wherein if the trainee fails to
answer a first question in a series of questions, the
trainee is appropriately scored for the failure, but
the answer is then provided to the trainee so that the
trainee can answer (and be scored on) subsequent
questions in the series. [0124] Preferably, although
not necessarily, the user participates in a new
scenario each day or each working day. Such multiple
scenario continuous training (which avoids boredom and
adds novelty to the training) provides enhanced
training and retention as opposed to single event
training. This creates compressed positive
experiences, which are a by-product of the
purpose-built modules as compared to certain
conventional training systems which use solely random,
actual interactions. [0125] Optionally, one or more of
training processes/sessions described herein can be
presented in the form of a game to help keep the
trainee's interest and/or to enhance the training
impact. For example, each time the trainee receives a
score above a specified threshold, something pleasing
happens (e.g., a certain tune is played, a certain
image/video is displayed, a piece of an electronic
puzzle is awarded, the trainee earns
points/weapons/attributes that can be used in an
electronic game, etc.). Optionally, the training can
be presented in a format wherein the trainee must
answer questions correctly (e.g., receive a
predetermined score) in order to defeat an adversary
(e.g., a simulated robot or alien). [0126] Optionally,
group training is provided by the training system in a
competitive manner, further engaging users'
attentiveness. For example, multiple users can view a
given scenario or corresponding user tenninals at
substantially the same time. The users can compete,
wherein the first user that correctly identifies a
given error and/or opportunity wins or is awarded a
highest score with respect to identifying the given
error and/or opportunity. Optionally, relatively lower
scores can be provided to those users who later
correctly identified the given error and/or
opportunity, wherein higher scores are provided to
those who more quickly identified the given error
and/or opportunity.|0127) At the completion of a group
training session or sub-session, the scores can be
totaled for each participating user and the scores can
be presented to the users, optionally ranked in
accordance with the scores. [0128] Figure 1
illustrates an example networked training system
including a Web/application server 110, used to host
the training application program and serve Web pages,
a scenario database 112, that stores prerecorded
scenario segments (such as those described herein),
and a user database 114 that stores user identifiers,
passwords, training routines for corresponding users
(which can specify which training scenarios are to be
presented to a given user and in what order), training
scores, and user responses provided during training
sessions. The training system is coupled to one or
more trainee user terminals 102, 104, 106 via a
network 108, which can be the Internet or other
network. The illustrated system can be used to execute
the processes and host the interface described herein.
[0129] Certain embodiments enable a trainee to access
training sessions on demand, via a computer and/or
portable video/audio player as compared to only having
access within a scheduled classroom setting as with
many conventional systems. The training
software/modules can be hosted locally on a trainee
terminal or remotely and accessed over a wired and/or
wireless network. [0130] For time management purposes
and to deal with interruptions, certain embodiments
include a book-marking function which allows a
trainee/trainer to "pause and resume'' the training
process. [0131] Example training processes will now be
described with reference to the figures. In certain
example processes discussed below, the user responds
verbally to questions immediately, on the spot to
another human/facilitator located adjacent to the
user. [0132] The use of a live facilitator (e.g.,
sitting next to the trainee in front of the same
screen) can enhance the positive emotional tension for
the trainee, resulting in an increase in the release
of adrenalin from the adrenal glands, which can
further enhance training retention because of the
immediate presence of the facilitator. Adrenalin
appears to code retention to a greater degree. Live
facilitator provides emotional simulation because it
mimics the interaction the trainee would have in the
real world (e.g., which a customer, supervisor,
employee, family member, etc.). The substantially
immediate feedback afacilitator provides (verbally
and/or via a text presentation using a training
terminal) to a trainee can enhance training as
compared to a strictly e-leaming scenario. Such human
engagement between the facilitator and trainee can
increase the trainee engagement and motivation (e.g.,
the facilitator can provide encouragement, and the
trainee may desire the approval of the facilitator).
Many conventional systems lack such a purpose built
training process involving a trainee and a
facilitator. Optionally, however, the training can be
perfopned solo, without a trainer or facilitator.
However, unlike other conventional solo training
systems, an example embodiment of the solo training
system optionally includes the user providing verbal
responses. [0133] In solo training, questions/prompts
are optionally provided by the system textually and/or
audibly. The trainee's verbal answers are optionally
recorded electronically by the system and optionally
transcribed by the system into text. In solo mode, the
system optionally provides scoring forms for display
to the trainee, the scoring forms including the
correct answers and a check box (or other input
mechanism), where the trainee can "self score" by
indicating whether the trainee provided the displayed
(correct) answer/response. Optionally, the system
displays and/or prints out the transcript of the
trainee's answers and/or plays back the trainee's
answer during the self-scoring process so that the
trainee can perform a comparison of the trainee's
answers with the displayed answers. Optionally, the
system itself performs the scoring by comparing the
transcribed trainee's answer with one or more correct
answers to determine if the trainee correctly
responded with the correct answer. Thus, while certain
embodiments herein may be discussed with reference to
trainee and trainer, the processes discussed herein
can also be performed by the trainee, without
participation of a trainer. [0134] The facilitator is
provided with the correct answers so that the
facilitator can immediately grade the user or discuss
the user's response and the segment to provide
immediate verbal and/or non-verbal feedback to the
user, and to provide substantially immediate
accountability. This also lowers the facilitator's
anxiety intellectually (because the facilitator does
not have to know the right answers without reference
to the training system) and emotionally (because the
trainer does not have to confront the trainee with the



trainee's wrong answers, nor does the trainer have to
challenge the trainee with thequestions). Furthermore,
anxiety is reduced because the scoring is objective
(as opposed to subjective) even though the answers are
verbal. In addition, optionally, trainees can
selfscore. [0135] The facilitator, who can be a fellow
employee or manager of the trainee, a parent (or
parents) of a child (who is the trainee), a teacher of
a student trainee, optionally gains knowledge and
performance improvements because the facilitator is
learning and is engaged in the training as well. Thus,
a dual-learning process is engendered. Discussions on
the training subject matter and the viewed scenarios
between the facilitator and the trainee further
enhance the dual-learning process. [0136] However,
while certain embodiments are described as employing a
trainer/facilitator in the immediate presence of a
trainee, optionally instead or in addition a remote
trainer/facilitator can be used (e.g., via voice,
video conference, webinar (web-based seminar),
electronic white board, or otherwise). Optionally,
when the trainee and trainer are using different
terminals (e.g., because they are not co-located),
answers to questions are first presented on the
trainer's terminal display, and are only presented to
the trainee in response to a trainer action.
Optionally, rather than using a facilitator, certain
training can be performed solo, without the local or
remote presence of a facilitator. [0137] By way of
example, the requests/questions described below can be
presented (e.g., via text and/or a voice prompt) to
the user via the training terminal, or the trainer can
read the request from a trainer terminal or printout.
By way of example, the user response can be provided
orally. As discussed elsewhere herein, such oral
interaction may better facilitate the training process
as compared to written multiple choice or true/false
testing, as such oral interaction does not present the
correct answer in the question, better simulates real
world condition, and enhances the positive emotional
tension and engagement. [0138] Certain embodiments
optionally break out scoring assessments, providing
for substantially immediate feedback, accountability
and reinforcement. An example embodiment optionally
scores by category and sub-category. Therefore, the
example embodiment provides the trainee substantially
instant feedback on a sub-category basis, and total
feedback for the "full" category (e.g., including the
summation of scores for the subcategories). This
substantially instant evaluation enables the
pinpointing of areas whereimprovement is needed
optionally including improvement in the ability to
articulate the correct answers/content, as well as the
assessment of speed/fluency and style/confidence.
Furthermore, a trainee ' s performance can be
self-scored and/or "distance scored" by remote
facilitators. [0139] Figure 4A illustrates an example
training process. Optionally, the interactions between
the user and the trainer/facilitator in the following
process may be performed verbally (e.g.. where the
trainee responds verbally, and the trainer provides
verbal and/or non-verbal instructions, questions,
etc.). Advantageously, as discussed above, such a
"verbal " approach more closely simulates real world
conditions and will in many instances better enhance
training. Further, using such a "verbal " approach
(where the question does not include a possible answer
to the question), a user is not able to guess a
correct answer from a selection of potential answers
(e.g., as is the case in multiple choice and
true/false questions). Thus, optionally, rather than
prompting the user to answer questions regarding a
segment scenario via multiple choice and true/false
questions, the user is queried verbally and is asked
to respond verbally. [0140] In this example training
process, testing is performed after selected portions
or chunks of a scenario. Optionally, the portions do
not have to be performed in a specified order.
Different chunks/segments can be used to train
different skills (e.g., how to avoid different types
of errors, how to identify and respond to different
types of opportunities, etc.). Optionally, the
process, or portions thereof, may be used to test for
listening mastery (e.g., the ability to repeat or
paraphrase what was said, retention of what was said)
and listening comprehension (the ability to understand
what was said). Listening mastery and comprehension
can enhance emotional intelligence (the ability to
understand and assess what someone is feeling and to
deal with those feelings). For a given portion, the
user/trainee is asked to identify a participant error,
explain why it is an error, and explain what the
participant should have done differently. Optionally,
in addition or instead, the user is asked to repeat
the guideline language presented during a pre-study
session (e.g., in their own words or mimicking as
closely as possible the original guideline language)
in order to correct the error.[0141] Certain
embodiments described herein provide tutori als such
as learner tutorials which may explain how to run a
given module (e.g., what to click how to navigate, how
to score, how to go back, etc.). Certain embodiments
provide optional pre-study learning sections and
results summary sections, which can be accessed for
initial learning and for reinforcement purposes and
can optionally be printed out in hard copy.
Optionally, the results summary sections are available
during utilization of a training module, within
training module segments, as well as at the end of a
training module for substantially instant
reinforcement purposes. The pre-study sessions may
generally relate to some or all of the following: the
content for the lesson about to be taught (the
training session that the user is about to undergo),
and so the content of the pre-study session may vary
based on the training session. For example, as
appropriate, a pre-study session may instruct the user
regarding products, services, responsibilities,
interpersonal interaction in one or more settings,
techniques, skills, overcoming objections, how to
interpret customer body language; how to 'read between
the lines'; how to recognize emotion on the customer's
face; etc. [0142] Optionally, the pre-study segment
identifies key or important elements, and why the key
elements are important. These key elements may also
include style elements which are objectively clarified
in the pre-study. The pre-study session may also be
used by the trainee as a rehearsal for the tested part
of the training. For example, the trainee may verbally
repeat the key elements during the pre-study session.
Optionally, the pre-study session may include example
segments which the trainee can be queried on, so that
the trainee will better know what to expect during the
test portion of the training. Similar prestudy
sessions may be included in other processes described
herein. [0143] During the process illustrated in
Figure 4A users may also be asked to identify what was
done correctly and/or incorrectly by a participant and
to explain why it was correct, incorrect, and/or
important. The user may also be asked to verbally
describe a participant's overall style, and to
identify problems or advantages with respect to that
style. The user may be asked to comment on correct
and/or incorrect (e.g., appropriate and/or
inappropriate) specific style elements and/or on a
participant's tone. Optionally, the user may be
queried with respect to the body language of one or
more of the participants. Thus, the user may be tested
on spoken and physical errors, and scored accordingly.
The scoringresults in this process, and optionally in
other processes discussed herein and illustrated in
the figures, may optionally be printed out
substantially immediately after the scoring calculated
and presented for review. [0144] The user may
optionally be challenged/queried and asked to verbally
provide some or all of the following: 10145]
identification of correct technique implementations in
conversations (e.g., techniques that enhanced the
persuasiveness of the verbal communication); [0146]
identification of technique errors in conversations:
[0147] identification of why it is important or
critical to correct the errors; [0148] guideline
language error-corrections; [0149] identification of
correct style implementations; [0150] identification
of incorrect style implementations; [0151]
identification of appearance and/or grooming issues
that detract from the verbal communication
persuasiveness (e.g., clothing, hair style makeup,
jewelry, glass style, etc.); [0152] identification of
appearance and/or grooming issues that enhance the
verbal communication persuasiveness; [0153] an
explanation as to whether or not the communication was
persuasive, effective, and/or clear as a whole, and
whether the user would have been influenced by the
communication and how. [0154] At state 402A, the user
and/or trainer log in to the training system. At state
404A, the system displays a welcome screen. The system
receives a selection of a training module from a menu
of training modules. For example, the different
training modules may relate to different subject
matter, such as different products and services.
Optionally the system provides a description of the
corresponding training objectives and a description of
the training module. A user interface is displayed via
which the trainee and/or trainer (which may be a peer)
optionally selects a peer type (where the learner
and/or partner indicates who their "learning partner"
is for the session - a peer, their supervisor, someone
whose principal job function is training, etc.).[0155]
At state 406A, a user interface is presented via which
the trainee/trainer can instruct the system to display
a tutorial for the learner/trainee. If an instruction
is provided to launch the learner tutorial, the
process proceeds to state 408A and the learner
tutorial is launched. Otherwise, the process proceeds
to state 410A. The tutorial explains to the learner
how to utilize or run the module (e.g., what to click,
how to navigate, how to score, how to go back, etc.).
[0156] At state 410A, a user interface is presented
via which the trainer can instruct the system to
display a tutorial for trainer (e.g., via a keyboard,
mouse entry, voice command or other input). If an
instruction is provided to launch the trainer
tutorial, the process proceeds to state 412A and the
learner tutorial is launched, and a review for the
trainer is presented. Otherwise, the process proceeds
to state 4 14A. [0157] At state 414A a pre-study
session is initiated. By way of example, the prestudy
review can include a review of concepts, products,
and/or services on which the user is being trained
and/or tested. The pre-study session optionally covers
elements, such as the concepts, information, and
techniques that the trainee will be tested on, and so
is aligned with 



the testing. For example, the elements may be: [0158]
relatively important or key concepts or steps; [0159]
why is it important to perform the identified steps;
[0160] guideline language that can be used to
implement the steps. [0161] By way of illustration, if
the training is intended to trainee the trainee in
selling cars, the trainee may be instructed that the
following steps (or elements) should be performed when
interacting with a customer: [0162] 1. Greeting [0163]
2. Inquiry into Customer Needs [0164] 3. Statement of
In-Stock versus Custom Ordering Options [0165] 4.
Offer to take a Test Drive [0166] 5. Statement of
Financing Options [0167] 6. etc. [0168] The pre-study
session optionally includes text, graphics, videos,
and/or animations. Optionally, the system is
configured to print some or all of the
pre-studymaterials (automatically or in response to an
instruction by the trainee and/or trainer) for review
by the trainee and/or trainer. [0169] In an example
embodiment, if the trainee fully learns the pre-study
content, the trainee should be able to perform the
appropriate event identifications (e.g., correct
actions and/or incorrect actions) and provide the
corresponding explanations and answers. Optionally,
the pre-study session is broken into segments that
correspond to the scenario segments so that the
pre-study segments are aligned (and optionally exactly
aligned) with the scenario segments, enabling greater
embedding of the subject matter. Thus, for example, if
the training scenario includes a certain number of
segments, the pre-study session optionally includes
the same number of segments. Optionally, multiple
segments can form an entire single conversation.
[0170] By way of further illustration, the pre-study
session can display textually and/or play an
audio/video-animation presentation of model answers
which correspond to the model answers that will be
expected and/or provided during the "testing" phase of
the training. Optionally, the pre-study session
includes, or is limited to teaching or a review of
terminology that will be used in the training session
(e.g., an explanation of such terms as "request",
"opportunity clue" , "opportunity", etc.). [0171] The
pre-study session may be presented via text, audio,
and/or a video representation. If audio and/or video
are provided, the trainee can hear and/or see the
technique in its correct role played format without
the exponentially different possible responses from
customers, prospects, etc (e.g., "thank you, but I am
not interested", "no need"', "already have it covered"
, etc.). By using this "customer default'"
methodology, trainees can hear what they should do,
without having to go off onto "branches of the tree".
For example, the role model presentation may present a
customer service person interacting with a customer,
wherein the customer provides a neutral/negative
response to each question asked by the service person.
This enables the trainee to see a complete run through
of role model techniques. Optionally, the
trainer/trainee can instruct the system to print out
all or a portion of the materials presented in the
pre-study session. The process then proceeds to state
4 16A.|0172] At state 416A, a user interface is
presented via which the trainer/trainee can instruct
the system to play a selected entire
scenario/conversation (e.g., from a menu of
scenarios/conversations) or predefined segments
thereof. The user interface also provides a menu of
selectable challenge areas. [0173] If an instruction
is provided to play a selected conversation or a
segment thereof (e.g., a relatively short segment,
such as one approximately between 15 to 30 seconds or
between 30 and 90 seconds in length, or optionally
longer or shorter) then at state 4 18A, the selected
conversation or segment is played/displayed to the
trainee (e.g., including video, animation, audio,
and/or text). The process then proceeds back to state
416A, where another conversation can be selected.
|0174] If, at state 4 16A, a challenge area is
selected (e.g., identify correct answers, identify
incorrect answers, identify correct style, identify
style errors, etc.), and the process proceeds to state
420A, where a challenge is presented. The trainee is
asked (by the facilitator and/or the system) to
verbally state an element. For example, the trainee
may be asked to verbally identify all correct events
(optionally of a specified type, such as with respect
to information provided by a scenario participant,
actions taken, style, tone, and/or demeanor, etc.) in
the selected segment (or the entire scenario, if that
had been selected at state 416A). The elements may be
those covered during the pre-study session. [0175] At
state 422A, a scoring user interface is displayed. In
this example, the answer(s) (corresponding to the
challenge) are displayed with associated check boxes.
The trainer and/or trainee checks off each challenge
the trainee correctly responded to, which are then
stored in computer readable memory. Optionally, a user
interface is provided via which an instruction to play
the guideline presentation can be given. This enables
a review of the relevant portion of the pre-study
session. Thus, "instant replay" is available. The
process then proceeds to state 424A, or for certain
challenge areas, optionally to state 442A. [0176] At
state 424A, the trainee is asked to verbally identify
errors made by one or more scenario participants
(e.g., errors of omission, errors of commission (a
misstatement, interrupting the customer
inappropriately/too often, offering an inappropriate
good/service, etc.), errors of style, missed
opportunities, etc.). At state 426A, a scoring user
interface is displayed. In this example, the answer(s)
(the errors that actually occurred in the scenario)are
displayed with associated check boxes. The trainer
checks off each challenge the trainee correctly
responded to, which are then stored in computer
readable memory. Optionally, a review of the relevant
portion of the pre-study session is played back (e.g.,
automatically in response to the scoring, or in
response to a manual instruction by the
trainee/trainer). [0177] If the trainee failed to
identify the error, optionally the trainer (e.g.,
using information provided by the training system via
the system display) will identify the error to the
trainee. At state 428A, the trainee is asked to
verbally explain why it is important to correct the
identified error (e.g., error of omission, error of
commission (a misstatement, interrupting the customer
inappropriately/too often, offering an inappropriate
good/service, etc.), error of style, missed
opportunities, etc.). The trainee may optionally also
be asked to verbally explain why what the participant
did (e.g., said) or did not do/say was an error. Thus,
even if the trainee cannot correctly perform part of
the testing (e.g., the trainee failed to identify an
error), the trainee may still be required to answer
subsequent related questions (e.g., why it is
important to correct the error and/or explain why it
is an error) to better facilitate the training. At
state 430A, a scoring user interface is displayed. In
this example, the answer(s) are displayed with
associated check boxes. The trainer checks off each
challenge the trainee correctly responded to, which
are then stored in computer readable memory.
Optionally, at state 430A, a review of the relevant
portion of the pre-study session is played back. Thus,
"instant replay" is available. [0178] At state 432A,
the trainee is asked to verbalize what a scenario
participant should have said. The user may be
requested to verbalize a correct answer using the
model answer/guideline/role model language presented
earlier. Optionally, the user may be asked to use, as
best as possible, the actual model language used
(e.g., in the first person), or the user may be asked
to paraphrase the model language (e.g., in the first
person). [0179] For example, when the participant is
dealing with a customer, one or more products or
services may need to be identified by the trainee that
would correspond to a need indicated by the customer.
Optionally, at this point the trainer can enter a
corresponding score via the trainer terminal which is
stored by the system. [0180] At state 434A, a scoring
user interface is displayed. In this example, the
answer(s) are displayed with associated check boxes.
The trainer checks off each challengethe trainee
correctly responded to. which are then stored in
computer readable memory. At state 438A, a user
interface is provided via which an instruction to play
the guideline presentation can be given. This enables
a review of the relevant portion of the pre-study
session. Thus, "instant replay" is available. If an
instruction is provided to playback the guideline
presentation, the process proceeds to state 436A. At
state 436A, the system presents a model
answer/guideline language as to what the participant
should have said. The guideline language can be
displayed to the user on the training terminal screen
and/or verbalized by the terminal (e.g., with or
without a video component include actors/animation).
The role model guideline answer, that provides
guideline language for the correct way to deliver
techniques and information, and/or can be specifically
related to the errors. Many conventional systems lack
such role model guideline language training and in
particular, guideline language that provides language
that corrects an error presented in a scenario. [0181]
This is in contrast to certain conventional techniques
that simply playback a recorded real conversation
between a call center operator and a customer (e.g.,
recorded for quality and training purposes) and asks a
group of trainees to explain what the call center
operator could have done better. However, such a
recording may not present the more important common
errors and/or opportunities that the training should
emphasize. By contrast, the training system described
herein can present purpose-built scenarios and model
answers that specifically embed appropriate and
important/critical errors and/or opportunities with
which to train users. Further, rather than just
hearing guesses by other trainees as to what could
have been done better, a facilitator can provide the
complete correct answers/best practices, without
leaving out information, as answers are preprogrammed.
[0182] At state 440A, the system determines whether
there are additional errors to navigate. If there are
still additional errors to navigate (e.g., where the
trainee is asked to explain why it is important to
correct the error, why a previously identified error
is an error, etc.), the process proceeds back to state
426A. If the error identification has been completed,
the process proceeds to state 442A, where a user
interface is provided via which an 



instruction can be provided to the system to display
the trainee's score for the scenario (or a segment
thereof). If the system is so instructed (e.g., by the
trainee/trainer) the processproceeds to state 444A,
where the score is calculated and presented by the
system. The trainee and facilitator/trainer can
discuss the trainee s score for the portion/section,
and review the correct events and errors in the
scenario and the trainee's identification and
explanation of the same. [0183] At state 446A, a
determination is made as to whether there are
remaining scenario segments to be played (e.g.,
remaining conversations with additional elements to be
identified) and/or additional challenges to be
performed. If there are, the process optionally
proceeds back to state 416A, and the process is again
performed with respect to another scenario segment.
[0184] Otherwise, optionally, the trainee is asked to
describe the style of one or more scenario
participants. The trainee s response is stored in
system memory. [0185] At state 448A, a user interface
is provided via which an instruction can be provided
to the system to display the trainee's total score for
the scenario. If the system is so instructed (e.g., by
the trainee/trainer) the process proceeds to state
450A. At state 450A, scoring information is calculated
and provided to the trainee, the trainer, and/or other
personnel via a monitor, a printout, and/or otherwise.
Optionally a portion can be repeated, or an entire
scenario including several portions can be presented
uninterrupted or with interruptions for questions and
the like. The trainee and facilitator/trainer can
discuss the trainee's score for the entire module. The
pre-study session, or portions thereof, and a results
summary section can be accessed (e.g., via a computer
terminal, a printout, or otherwise) by the user later
for reinforcement purposes. The process ends at state
452A. [0186] Optionally, in the above example, or in
other example processes described herein, a user may
first be asked to listen to/view a complete
conversation, and is then tested on the complete
conversation (e.g., without rehearing the conversation
first). Optionally, in addition or instead, a user may
be asked to listen to/view a segment of a
conversation, and substantially immediately afterwards
asked questions specifically on that segment.
Optionally, a user may be asked to listen to/view a
complete conversation, and then is presented with
segments of that same conversation, wherein the user
is tested after each segment regarding the segment.
The segments can be played back sequentially,
randomly, or in a different order. Optionally, the
user and/or trainer can select a particular segment so
thatthe user does not have to be tested on each
segment. Optionally, the user can be scored on the
particular segment, the complete conversation, or on
both a segment basis and a complete conversation
basis. [0187] Figure 4B illustrates another example
process directed to opportunity clues and missed
opportunities. The user/trainee may be asked (e.g., by
the trainer reading a challenge from a user interface
presented by the system, by the system articulating
the challenge, by the trainee reading the challenge
from a user interface present by the system, or
otherwise) to verbally identify opportunity clues
and/or missed opportunity clues, explain why it is an
opportunity clue/missed opportunity clue, the
importance of the opportunity clue/missed opportunity
clue, why it is important to properly address the
opportunity clue/missed opportunity clue, and explain
what the participant should have done to capitalize on
the opportunity clue, optionally using the pre-study
language. By having the user focus on the "why", a
needs-driven cognitive process is engendered, wherein
the user is encouraged to better understand the
opportunity presented, how that opportunity reflects a
participant need, and then how to successfully respond
to that need (e.g., with the appropriate product or
service). An opportunity clue is a statement by a
person that indicates (even if not explicitly stated
or meant to be communicated) that an opportunity
exists to provide the person with a product, service,
solution, or recommendation. Optionally, in this
example embodiment, optionally, rather than prompting
the user to answer questions regarding a segment
scenario via multiple choice and true/false questions,
the user is queried verbally and is asked to respond
verbally (e.g., with a free form answer). As
previously discussed, such a "verbal' " approach more
closely simulates real world conditions and will in
many instances better enhance training and facilitate
transferability. Further, using such a "verbal
approach, a user is not able to guess a correct answer
from a selection of potential answers presented to the
user, as is the case with multiple choice and true and
false question. [0188] As described herein, the user
may be verbally asked to identify an opportunity,
state why it is an opportunity, and how the
opportunity should be responded to. Such an in-depth
approach facilitates training a user in approaching
opportunities in an organized, methodical way to
better ensure that the user can adequately respond to
such opportunities in the real world, and better locks
in training. For example, such an approachcan help a
trainee focus on a customer's (or other party) needs,
rather than just jumping to offering a product or
service in response to identifying the existence of an
opportunity. [0189] Thus, the approach discussed above
teaches a user to identify and better understand an
incorrect handling of a customer (or other party) or
potential opportunities rather than simply having the
user jump to the "right way" and/or solutions, thus
the user is trained to think consultatively. [0190] At
state 40IB, the process begins, and the trainee and/or
trainer log into the training system. At state 402B,
the system displays a welcome screen. The system
receives a selection of a training module from a menu
of training modules. For example, the different
training modules may relate to different subject
matter, such as different products and services.
Optionally the system provides a description of the
corresponding training objectives and a description of
the training module. A user interface is displayed via
which the trainee and/or trainer (which may be a peer)
optionally selects a peer type (where the learner
and/or partner indicates who their "learning partner"
is for the session - a peer, their supervisor, someone
whose principal job function is training, etc.).
[0191] At state 404B, a user interface is presented
via which the trainee/trainer can instruct the system
to display a tutorial for the learner/trainee. If an
instruction is provided to launch the learner
tutorial, the process proceeds to state 406B and the
learner tutorial is launched. Otherwise, the process
proceeds to state 408B. [0192] At state 408B, a user
interface is presented via which the trainer can
instruct the system to display a tutorial for trainer.
If an instruction is provided to launch the trainer
tutorial, the process proceeds to state 410B and the
learner tutorial is launched, and a review for the
trainer is presented. Otherwise, the process proceeds
to state 4 12B. [0193] At state 4 12B, a
tutorial/review that teaches terminology that will be
used in the training session (e.g., "opportunity
clue", 'missed opportunity", "hidden need'", etc.) is
presented. Optionally a pre-study session is provided,
which, for example, may list potential opportunity
clues that might apply to the scenario they are about
to view, explanations as to why the opportunity clues
are opportunities, and potential products, services,
solutions, and/or recommendations that correspond to
the opportunities.[0194] At state 4 14B, a user
interface is presented via which the trainer/trainee
can instruct the system to play a selected entire
conversation (e.g.. from a menu of conversations) or
predefined segments thereof. The user interface also
provides a menu of selectable challenge areas. [0195]
If an instruction is provided to play a selected
conversation or a segment thereof (e.g., a relatively
short segment, such as one approximately less than 30
seconds or 15 seconds in length, or shorter or
longer), then at state 4 15B, the selected
conversation or segment is played/displayed to the
trainee (e.g., including video, animation, audio,
and/or text). The process then proceeds back to state
414B, where another conversation can be selected.
[0196] At state 4 16B, the trainee is asked to
verbally identify opportunities clues in the scenario.
At state 4 18B, a scoring user interface is displayed.
In this example, the answers (corresponding to the
opportunity clues that occurred in the scenario) are
displayed with associated check boxes. The trainer
checks off each opportunity clue the trainee correctly
identified, which are then stored in computer readable
memory. [0197] At state 420B, the trainee is asked
(e.g.. verbally asked by a trainer sitting with the
trainee) to verbally identify/explain why an
opportunity clue is an opportunity. At state 422B, a
scoring user interface is displayed. In this example,
the answers (corresponding to correct reasons why the
opportunity clues in the scenario are opportunities)
are displayed with associated check boxes. The trainer
checks off each reason the trainee correctly
identified, which are then stored in computer readable
memory. [0198] At state 424B, the trainee is asked to
verbally list/state the relevant products and services
available from the trainee's employer/provider that
correspond to one of the reasons (e.g., the trainee is
asked what products/services/solutions/referral (a
referral to another service provided within or outside
of the trainee s company that can provide the customer
with relevant services and/or products) address the
opportunity). At state 426B, a scoring user interface
is displayed hi this example, the answers
(corresponding to appropriate
products/services/solutions corresponding to the
opportunities indicated in the scenario) are displayed
with associated check boxes. The trainer checks off
eachproduct/service/solution the trainee correctly
identified, which are then stored in computer readable
memory. [0199] At state 428B, a determination is made
as to whether there are additional opportunities to
navigate. If not, the process proceeds back to state
426B, and the trainee is prompted to identify
additional potential products, services, solutions,
and/or recommendations. If the opportunities have been
identified, the process proceeds to state 430B. A user
interface is presented via which the trainer/trainer
can indicate whether the score for the just completed
segment is to be displayed to the trainee and/or
trainer. If an indication is provided that a review is
to be conducted, the process proceeds to state 432B
and the segment score is calculated by the system and
displayed to the trainee/trainer. The trainer reviews
the score and segment with the trainee, including a
review of the opportunity, and the trainee's
identification and explanation of the same. [0200] At
state 434B, a determination if there are additional
opportunity clues to 



navigate. If there are additional opportunity clues to
navigate, the process proceeds back to state 4 18B.
Otherwise, the process proceeds to state 436B. A user
interface is presented via which the trainer/trainer
can indicate whether the total score is to be
displayed and review conducted. If an indication is
provided that a review is to be conducted, the process
proceeds to state 438B and the total score is
calculated and displayed to the trainee/trainer. The
trainer reviews the score and module with the trainee.
[0201] Optionally, during the scoring process, a
trainee can receive "partial credit". Thus, even if a
trainee does not receive a positive score for a
question (e.g., for failing to provide a correct
answer within a set of questions), the trainee can get
credit for answering other related sequential
questions in the set of questions. Advantageously, a
wrong answer to one in a set of question optionally
does not deprive the trainee of the chance to
correctly answer and learn from the other related
questions. For example, if the trainee fails to
identify "what opportunity" , the trainee can still
receive a positive score if the trainee is able to
correctly explain why it is an opportunity and/or
explain to capitalize on the opportunity (e.g., the
next correct steps to take, identification of the
products or services that should be offered,
etc.).[0202] Optionally, there can be a mix of
horizontal and vertical questions. For example, the
trainee can be asked to first identify all errors,
opportunities, and/or correct actions in a segment
(horizontal questioning). As the trainee responds, the
trainee is scored on how many questions the trainee
correctly identified. The questions to the trainee can
then dig down on each of the correct
actions/errors/opportunities (e.g., by clicking on a
next control) and answering the "vertical questions"
(e.g., "why is it an error or an opportunity", "how
should the opportunity be capitalized on'V'how should
the error be fixed' ", etc.). Advantageously, using
this process, the trainee can optionally be allowed to
view the trainer's screen as the answers are not
displayed to the trainer until the trainee has first
provided the corresponding answer. [0203] Optionally
instead, a trainee will first be asked to list all
opportunity clues first, then for the listed
opportunities, explain why each one is an opportunity,
and then for each listed opportunity explain how the
opportunity should be responded to. Thus, in this
embodiment the question flows are horizontal in
nature, rather than vertical. [0204] Optionally a
scenario portion can be repeated, or an entire
scenario including several portions can be presented
uninterrupted or with interruptions for questions and
the like. [0205] Optionally, a scenario is targeted on
very specific items. Therefore, the scenario may not
always be full conversations. This may enhance the
time effectiveness of the training because of the
smaller "learning chunks", and enables the training to
focus upon the specific areas where the trainee
employer believes trainees need the most or
significant improvement and/or where the employer
would gain the most or significant value. For example,
a segment or learning chunk may be less than 30
seconds, less than 1 minute, less than 3 minutes, 3-5
minutes, 5-10 minutes, 10-20 minutes, 30-45 minutes,
or other appropriate length (e.g., as determined by
the subject matter, the current abilities or job level
of the trainee, etc.). The length of the scenarios can
be gradually increased to gradually improve a
trainee's attention span and listening comprehension.
The length of the learning and listening chunks are
optionally based upon user tolerance studies (e.g.,
that indicate how long a person at different ages and
job functions are able to pay attention to a
conversation), and/or repeat rates or frequency of
chunk utilization with respect to a given user (e.g.,
howoften they have gone back to repeat a given
section). Thus, "snapshot " scenarios are utilized in
this example both for time management purposes and to
enhance focus and engagement of the user/trainee.
[0206] As previously discussed, optionally, some or
all of the training sessions discussed above utilize a
trainer/facilitator during the training session,
although optionally training can be performed without
a trainer/facilitator being present. Thus, optionally,
the training sessions combine computer-based learning
with a human facilitator who participates throughout
or during at least a portion of the training session,
and who can help guide and train the user. Optionally,
the facilitator works with a trainee in a one-on-one
situation, although optionally the facilitator works
with more than one trainee at a time. [0207]
Optionally, the use of a computer-based training
system enables the use of a relatively "untrained 5 '
facilitator, because the training system guides the
facilitator, provides the facilitator with the
questions/prompts for the trainee, and the substantive
knowledge on which the trainee is being trained. In
addition, the optional computer-based scoring further
eases the burden on the facilitator. Thus, an example
embodiment includes "artificial intelligence" with
respect to the question and answer flows. This
approach can significantly reduce training costs and
provide for a relatively much larger pool of
facilitators. Further, because correct answers are
pre-programmed and available to the facilitator, a
relatively untrained facilitator can score trainee
answers objectively, even when those answers are
provided verbally. Advantageously, the facilitator is
not put in the position of being the one subjectively
deciding that the trainee has not performed well.
Rather, the computer takes on the role of the "bad
guy" . Therefore, even a child can be a facilitator
for another child. [0208] Certain trainees'
recollection of a conversation (or a segment thereof)
may differ from the correct answers presented via the
training system. This may result in a trainee doubting
and challenging the correct answers. In order to
objectively demonstrate to the trainee that the
trainee failed to identify an opportunity, a missed
opportunity, an error, or a correct action, optionally
objective evidence is provided to the trainee by
replaying the corresponding segment to prove what
occurred in the segment (e.g., in response to a manual
instruction by the trainee or trainer, such as by
optionally activating a scenario replay button).[0209]
In addition, optionally during scoring and/or when the
trainee is answering, the trainer may activate a
pre-Study button or other control (e.g.. a pre-study
replay button) which causes the model answer from the
pre-study segment that corresponds to the answer being
scored to be replayed for quick
reference/verification. This enables the trainer to
verify for or prove to the trainee what was said, role
modeled, and/or textually presented during the
pre-study session. Thus, easy access for alignment
between the prestudy segment and questions is provided
without multi-step navigation. By way of illustration,
a pre-study replay control may be provided when
testing/scoring the trainee's response to what was
done correctly during a training sequence, what where
the errors, why is it important to correct the errors,
as well as to provide the correct guideline language.
This further facilitates the practice of real world
language. [0210] Furthermore, scoring objectivity is
enhanced and scoring subjectivity is reduced in
scoring the answers because of the pre-programming and
because questions for the trainee are optionally
formulated in a focused manner, with purposely limited
scope per question. A larger scope of training is
optionally achieved through the combining of multiple
questions and modules. [0211] Optionally, as discussed
above, the questions are asked without the answers
being presented on the training system display until
the trainee answers the questions. Therefore, there is
no need to conceal the display from the trainee.
[0212] Optionally, the answers and scoring are verbal,
but presented in a text form, audio and/or
audio/video-animation form for the facilitator via the
training terminal (who may not otherwise know the
answers), so that the trainee does not have access to
the answers before verbalizing the answers. For
example, optionally the training terminal can be
positioned so that the facilitator can view the
questions and/or answers, and the trainee cannot
(e.g., the facilitator can turn the terminal display
so that the trainee cannot observe it; the trainee can
be told to turn/move to a location where they cannot
observe the screen, but not so far so that the
facilitator and learner cannot verbally interact; the
facilitator can have a separate display than the
trainee). Thus, optionally, the trainee needs to
articulate an identified opportunity clue, missed
opportunity, or error. Therefore, unlike multiple
choice questions, true/false questions, or yes/no
questions, where a trainee can guess an answer,
theopen-ended questions discussed above are very
unlikely to be correctly answered by guessing.
Instead, the system trains real learning and real
recall, as compared to multiple choice and true false
testing, where the answer is presented to the trainee
within the questions. [0213] Further, optionally after
the trainee identifies a first opportunity clue, a
missed opportunity, or error, prior to asking for the
trainee to identify the next, opportunity clue, missed
opportunity, or error, the trainee is asked why the
first identified opportunity, missed opportunity, or
error is an opportunity, missed opportunity, or error,
and then is asked how to capitalize on the opportunity
or how to fix the error. [0214] Optionally, if the
trainee cannot articulate all of the
opportunities/missed opportunities/ errors, the
facilitator then provides those that were missed
(e.g.. lets the trainee view them on the screen or
articulates them to the trainee). [0215] Because of
the verbal nature of the questions and the verbal,
free form nature of answers in certain embodiments,
which more closely emulates real-world interactions
(as compared to simple multiple choice/true-false
testing), a trainee is more easily able to transfer
the learned skills and knowledge to a real world
environment, where the trainee interacts with people
in a verbal, free form environment. [0216] As
discussed above, training questions can be presented
horizontally, vertically, or using a mixture of
horizontal and vertical questioning. For example, a
trainee may be presented with an entire conversation
first, and is then asked to identify all of a certain
event type (e.g., all errors or all opportunities) in
the conversation, while being graded on the number of
events the user was able to correctly identify. The
user may then be asked further questions regarding the
events (e.g., if the event is an error, explain why it
is in error and how to avoid the error). Instead, the
trainee may be asked to identify a first of the
events, and then answer one or more questions about
the event. Once the user has answered questions
regarding the event, the user is then asked to
identify the next event and to answer questions
regarding the next event, and so on. 



[0217] By way of further example, a segment may be
played and the trainee is tested on the segment before
the next segment is played. The segments can be played
sequentially or out of order. By way of still further
example, the entire conversation may firstbe played,
and then, before being questioned, the conversation is
replayed on a segment by segment basis, wherein the
trainee is questioned after a corresponding segment
regarding the segment. By way of yet further example,
the entire conversation may first be played and then,
before being questioned, selected segments of the
conversation are replayed (e.g., where the selected
segments may be out of sequence and wherein the
selected segments combined optionally do not include
all the segments), wherein the trainee is questioned
after a corresponding segment regarding the segment.
[0218] By way of further illustration, as similarly
described above, optionally the trainee can listen to
an entire scenario conversation or proceed directly to
specific segments within the conversation. Optionally,
the trainee first listens to an entire scenario, can
take notes on viewed opportunity clues, missed
opportunities, and/or errors, and then review and be
tested on the scenario a segment at a time. Thus,
certain example embodiments provide a built-in
segmented approach, as well as a "total conversation'
" approach. Optionally, a given segment is a
self-contained "learning module". Therefore, the
facilitator can stop the training session (e.g., if
there is not sufficient time to complete the entire
scenario), and then come back and pick up at the next
segment. Further, the segment approach enables the
facilitator and trainee to focus on segments where the
trainee needs to improve and/or that are considered to
be more important. In addition, optionally the
performance can be scored for each segment. [0219]
Optionally, the training processes described above can
be perfopned periodically, on an ongoing basis using
the same, similar, or different scenarios/segments of
the same or different lengths (e.g., optionally in
increasing length to help increase a trainee s
attention span). For example, a trainee can be
presented with a training segment, every day, week,
month, 6 months, year, or other period to reinforce
the trainee's skills. Different situations,
opportunities, and/or errors can be presented to
enhance learning. [0220] An example scenario will now
be described in greater detail. The following scenario
relates to a banker interacting with a prospect.
Errors made by the banker are identified. The user is
asked to identify why the errors are errors and/or why
it is important to correct the error, and what should
the banker have done differently. In addition,example
model/guideline banker language is provided to the
user which would be more appropriate than the language
used by the banker.STATISTICAL METHOD AND SYSTEM FOR
NETWORK ANOMALY DETECTION REFERENCE TO RELATED
APPLICATION [0001] This application claims the benefit
of priority to U.S. Provisional Patent Application
Serial No. 60/909,307 entitled "Statistical Approach
to Network Anomaly Detection," by Peter Mullarkey
filed on March 30, 2007, and is incorporated herein by
reference in its entirety for all purposes. TECHNICAL
FIELD [0002] The disclosed subject matter relates to
the diagnostics and monitoring of network
communication systems. Specifically, the disclosure
teaches how to detect possible anomalies using a
statistical profile of predicted network activity at a
given moment. BACKGROUND [0003] Network diagnostic and
monitoring tools are a common feature of modern
communication systems. These tools monitor all aspects
of networks, from the number of people accessing the
network resources to possible attacks on the network.
Network attacks are the most serious forms of network
issue; therefore, more resources are dedicated to
identifying them. [0004] A common method of detecting
attacks comes from intrusion detection systems
("IDS"). An IDS may detect an event based on a
pre-defined criteria, but this requires the data
containing the attack to pass through the IDS.
Further, because the IDS must have a pre-defined
criteria, identifying new variants of an attack are
less likely to be detected by an IDS. [0005] Another
device used in networks is the data harvester. Data
harvesters collect information about the network as
the network operates. This information is typically
used for reporting and may be used for forensic
analysis of network issues after the fact. Unlike an
IDS, which needs information specifically routed as
part of the chain in the network, the data harvester
typically looks at a larger portion of the entire
network, since it is deployed to support normal
network monitoring and planning. [0006] The
differences between an IDS and a data harvester may be
shown by example. An IDS might be incapable of early
warnings from an attack that does not pass though an
IDS for the initial attack. The attack could be based
on anything, from computer programs to external
computers logging in. The IDS will eventually detect
the attack, but an indeterminate amount of time could
lapse until the attack comes into the IDS' limited
field of view. Once the attack has been detected, the
earlier activity of the attack may be forensically
examined from the data harvester, but the data
harvester is merely a post-attack resource and does
not actually announce or identify an anomaly or
attack-the data harvester only logs the activity to be
later analyzed.[0007] While the data harvester may
typically see more of the network traffic than an IDS,
there has not been a way to use effectively the
information gathered by the data harvester in a prompt
manner to alert someone of a potential attack or
anomaly. This leaves a wealth of information unused
for anomaly detection. [0008] To use this currently
untapped information in the data harvester, there is a
need for a process that may evaluate the logged data
as the data is logged and identify potential anomalies
or attacks. Typical detection tools do not use
preceding events to set dynamically threshold alert
values. If the threshold level is set too low, more
false alarms are triggered, consequently making each
subsequent alarm seem less important. Conversely, if
the thresholds are set too high, many potential
anomalies or attacks will go unreported or will be
reported too late for an effective response to be
implemented. [0009] Another threshold issue comes from
network use over the course of a fixed time. Network
usage typically is highest during the workday and
lowest at non-work hours (nights and weekends). The
same threshold level for all time results in
over-reports during the workday and underreports
during nonwork hours. Even if these thresholds change
as a function of the time of the day or week, the
earlier issues of fixed thresholds still exist. [0010]
Another problem with IDS detection comes from their
detailed analysis of data passing through them. An IDS
typically looks at the full contents of the data,
examining the data bit by bit. This allows for very
detailed analysis, but is resource intensive. When
attacks occur, they generally have attributes that may
be detected without the need for such a detailed
examination. Such attacks may be detected by taking a
wider or broader view of the information rather than
looking into the contents of each data packet. While
the wider or broader view forms of detection may not
detect the most sophisticated of attacks, such view
enables rapidly detecting more common attacks before
they impede the network. [0011] Accordingly, there
exists a need to use effectively the information
collected by data harvesters. In order for this to
occur, there needs to be a way to determine what is
typical for a particular network and a way to
determine if recently observed patterns are atypical.
SUMMARY [0012] The method, system, and storage medium
illustrated and described herein have several
features, no single one of which is solely responsible
for its desirable attributes. Without limiting the
scope as expressed by the description that follows,
its more prominent features will now be discussed
briefly. After considering this discussion, and
particularly after reading the section entitled
"DETAILED DESCRIPTION OF THE ILLUSTRATIVE EMBODIMENTS"
one will understand how the features of the disclosed
process provide for the evaluation, identification,
and reporting of network and other data anomalies
while increasing accuracy and lowering false positive
alarms.[0013] According to one aspect of the disclosed
subject matter, a method, system, and storage medium
are provided to take a network wide approach to detect
potentially anomalous activity on the network,
evaluate the potentially anomalous activity against a
threshold alert level that is dynamically adjusted
based on the previously observed network activity over
a pre-set time period taking into account a pre-set
probability of an anomaly occurring (i.e., a threat
level). The present disclosure uses statistical
analysis to determine if current network data is
consistent with anomalous behavior, and if the data is
consistent, the user is alerted. To determine whether
the current data is anomalous, the anomaly detection
process creates a statistics based profile over a
period against which to compare future data. Using the
profile as a reference, the anomaly detection process
dynamically estimates the probability that the network
activity is anomalous. This probability is compared to
a user-adjustable threshold value. If the threshold
has been breached, and other quality checks are
satisfied, the user is alerted. After a reporting
cycle concludes, the disclosed process recompiles the
statistics based profile to take into account the
information observed in the previous reporting cycle.
[0014] These and other advantages of the disclosed
subject matter, as well as additional novel features,
will be apparent from the description provided herein.
The intent of this summary is not to be a
comprehensive description of the claimed subject
matter, but rather to provide a short overview of some
of the subject matter's functionality. Other systems,
methods, features, and advantages here provided will
become apparent to one with skill in the art upon
examination of the following FIGURES and detailed
description. It is intended that all such additional
systems, methods, features and advantages be included
within this description, be within the scope of the
accompanying claims. [0015] BRIEF DESCRIPTION OF
DRAWINGS The features, nature, and advantages of the
disclosed subject matter may become more apparent from
the detailed description set forth below when taken in
conjunction with the drawings in which like reference
characters identify correspondingly throughout and
wherein: [0016] FIGURE 1 represents a simplified block
diagram of the anomaly detection process with the
component steps of detection, anomaly discovery,
correlation and alerting, with associated sub
components; [0017] FIGURE 2 shows an exemplary process
of the dynamic placeholders where placeholders
dynamically adjust to maintain equivalent size; [0018]
FIGURE 3 illustrates an example of how the disclosed
method and system may display the results of a
detector showing the raw metric value, the percentile
differences, and two anomaly probabilities on a graph
showing the number of large Internet Control Message
Protocol packets as a function of time;[0019] FIGURE 4
demonstrates how the anomaly detection process may
display the results of an 



IP FanOut detector on a graph showing the number of
destination contacts per minute as a function of time;
[0020] FIGURE 5 displays how the disclosed method and
system may display the activity of network activity
over a period of time; [0021] FIGURE 6 presents how
the disclosed process may display a percentile
estimate of anomalous activity over a period of time
based on the activity noted in FIGURE 5; [0022] FIGURE
7 points up an example of how the anomaly detection
process may display the probability of an attack on
the network over a period of time based on the
activity noted in FIGURE 5; [0023] FIGURE 8 displays
how the disclosed method and system may display the
activity of network activity over a period of time;
[0024] FIGURE 9 exhibits how the disclosed process may
display the a percentile estimate of anomalous
activity over a period of time based on the activity
noted in FIGURE 8; [0025] FIGURE 10 expresses how the
anomaly detection process may display the probability
of an attack on the network over a period of time
based on the activity noted in FIGURE 8 ; [0026]
FIGURE 11 illustrates how the disclosed process may
display the activity of network activity over a period
of time; [0027] FIGURE 12 demonstrates how the
disclosed process may display the a percentile
estimate of anomalous activity over a period of time
based on the activity noted in FIGURE 11; [0028]
FIGURE 13 displays how the anomaly detection process
may display the probability of an attack on the
network over a period of time based on the activity
noted in FIGURE 11; [0029] FIGURE 14 presents how the
disclosed method and system may display the activity
of network activity over a period of time; [0030]
FIGURE 15 illustrates an example of how the disclosed
method and system may display the a percentile
estimate of anomalous activity over a period of time
based on the activity noted in FIGURE 14; [0031]
FIGURE 16 demonstrates how the anomaly detection
process may display the probability of an attack on
the network over a period of time based on the
activity noted in FIGURE 14; [0032] FIGURE 17 displays
how the disclosed method and system may display the
activity of network activity over a period of time;
[0033] FIGURE 18 presents how the anomaly detection
process may display the a percentile estimate of
anomalous activity over a period of time based on the
activity noted in FIGURE 17; [0034] FIGURE 19 points
up how the disclosed process may display the
probability of an attack on the network over a period
of time based on the activity noted in FIGURE 17;
[0035] FIGURE 20 displays how the disclosed method and
system may display the activity of network activity
over a period of time;[0036] FIGURE 21 exhibits how
the anomaly detection process may display the a
percentile estimate of anomalous activity over a
period of time based on the activity noted in FIGURE
20; [0037] FIGURE 22 illustrates an example of how the
anomaly detection process may display the probability
of an attack on the network over a period of time
based on the activity noted in FIGURE 20; [0038]
FIGURE 23 demonstrates how the disclosed process may
display the activity of network activity over a period
of time; [0039] FIGURE 24 displays how the disclosed
process may display a percentile estimate of anomalous
activity over a period of time based on the activity
noted in FIGURE 23; [0040] FIGURE 25 presents how the
disclosed method and system may display the
probability of an attack on the network over a period
based on the activity noted in FIGURE 23. DETAILED
DESCRIPTION OF THE ILLUSTRATED EMBODIMENTS [0041]
Although described with particular reference to a
systems environment, the claimed subject matter may be
implemented in a plurality of information technology
(IT) systems. Those with skill in the electronic
telecommunications arts will recognize that the
disclosed embodiments may be realized in ways in
addition to those specific examples described below.
In addition, the methods of the disclosed subject
matter may be implemented using a variety of
combinations of software and hardware. The hardware
portion may be implemented using specialized logic;
the software portion may be stored in a memory and
executed by a suitable instruction execution system
such as a microprocessor, PC, or mainframe. [0042]
Preferred embodiments of this disclosed subject matter
are described herein, including the best mode known to
the inventors for carrying out the disclosed subject
matter. Variations of those preferred embodiments may
become apparent to those of ordinary skill in the art
upon reading the foregoing description. [0043] A
network computing system typically includes a variety
of computer readable media. Computer readable media
may be any available media that may be accessed by the
computing system and includes both volatile and
nonvolatile media and removable and non-removable
media. By way of example, and not limitation, computer
readable media may comprise computer storage media and
communication media. Computer storage media includes
volatile and nonvolatile, removable and nonremovable
media implemented in any method or technology for
storage of information such as computer readable
instructions, data structures, program modules or
other data. Computer memory includes, but is not
limited to, PvAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium
which may be used to store the desired information and
which may be accessed by the computing system.[0044]
The present disclosure provides a process capable of
determining network status by monitoring network
activity. A statistics based profile for the network
over a period would be generated to analyze
potentially anomalous network activity to determine if
the network activity is anomalous by comparing current
activity against the profile. Using the profile as a
reference, the process may estimate and prioritize the
potentially anomalous network activity based on
probability. The level of probability that the anomaly
detection process would use to determine if an alarm
is needed would be based on usermodifiable thresholds.
If the threshold has been breached and other quality
checks are satisfied, the user would be alerted. After
a reporting cycle concludes, the disclosed process
would recompile the statistics based profile and
non-fixed thresholds to take into account the
information observed in the previous reporting cycle.
[0045] As shown in FIGURE 1, the method has three
primary steps: detection 10, analysis 12, and
correlation and alerting 14. In detection step 10
occurs nomination step 16 followed by times series
generation step 18. Analysis step 12 includes the
three functions of optional origin shift step 20,
percentiling step 22, and threshold comparison step
24. Then, at correlation and alerting step 14 occurs
both correlation step 26 and alerting step 28. [0046]
The process begins periodically at predefined time
intervals. Each defined detector 10 nominates a set of
monitored entities for further analysis. Detectors may
execute queries over a variety of network performance
metrics, from level of data transmitted to processing
time in the network. An example detector would include
one that monitors volume from a host. Such a detector
could detect a high level of activity originating from
a single IP address. If this activity is outside of
established parameters, the event is nominated for
analysis 16. Where the nomination process evaluates
metrics aggregated over time, the analysis process
examines individual measurements as a time series.
This information then goes to the anomaly discovery
section 12. Additionally, an embodiment of the
disclosed process may transfer the information to a
third component for use by other network tools. [0047]
During anomaly detection 12, the disclosed method and
system places a measured value in historical context
and compares the distribution of an observed stream of
values to probability distributions describing normal
and abnormal behavior. The likelihood that a series of
data points represents an anomaly is calculated using
these probability distributions with Bayes' Rule.
[0048] This process begins by placing the data point
in historical context using a percentile estimation
technique. Percentiles are estimated by building a
self-adjusting histogram of data points and using it
to determine how many historical points fell above and
below a given point. [0049] Specifically, a histogram
H is defined as a set of categories Ci. ..Cn. Each
Category contains four data items: a lower bound BL,
an upper bound Bu, the count T of examined items that
fell within the upper and lower bound, and the average
A of these items. Notationally, data items within
categories will be referred to with the category in
parentheses. For example, let T(Ci) denote the count
of items within category Ci.[0050] This histogram is
built by beginning with two categories: one from the
minimum possible value to the expected average, and
one from the expected average to the maximum possible
value. If a reasonable estimate of the expected
average is not available, any number will do. A good
estimate of the expected average value simply allows
the algorithm to provide better estimates earlier.
[0051] As a data point X arrives, its category C is
determined, the corresponding count T(C) is
incremented, and the average recalculated as (T(C)
*A(C)) +X T(Q +1 When the ratio of the count in one
category over the total number of items in the
histogram (T(C) / Dc p categonesT(C)) exceeds a
threshold, which is ( 1 / maximum number of buckets)
in the current embodiment, the category is split into
two new categories, one ranging from the current
minimum BL(C) to the average A(C) and one ranging from
the average A(C) to the current maximum Bu(C). The
count T(C) in the current category is divided evenly
across the two new categories, and the averages are
estimated as (1/4 A(C)) and (3/4 A(C)), respectively.
[0052] If the maximum number of categories would be
exceeded after a split, it is necessary to recombine
two of the existing categories before doing the split,
if that recombination results in a more even
distribution. If not, the split is postponed. This is
done by finding the two contiguous categories with the
lowest sum of their counts. [0053] The percentile of a
given data point X, then, may be estimated as the
ratio of the counts in all categories with upper
bounds below X to the total number of items in all
categories plus a proportionate percentage of the
count of items in the category that X falls into:
Percentile(X) =_ C"Catego pes|Bu(C)<X V Bu(Cx) -BL(CX)
T(C) CeCategones where Cx is the category whose upper
bound is greater than X and whose lower bound is less
than X. [0054] The value of the nth percentile of a
dataset may be estimated as follows. . Let p b e 



(n/100) * c e cate go r e s T (C) . This is the
position of the nth percentile in an ordered list of
all data points. Next, find the category that contains
this data point by summing the counts of items within
each category starting at the first until this sum
plus the count in the next category exceeds n percent
of the total count. Let i denote the index of the last
summed category and let q denote the sum of the counts
T(C) in each category up to and including category i .
It is known that all data points in or preceding
category i are less than the nth percentile. The nth
percentile, then, is somewhere between the upper and
lower bounds of category i+1. We estimate it, then,
asnthPercentile(C a gop ) = BL(Q) + Probability mass
functions may then be authored in terms of percentiles
or some function thereof. In one exemplary embodiment,
the percentile itself is used unmodified. In another,
the ratio of the actual metric value to the 90th or
50th percentile is used. In either case, use of
percentiles allows for the authoring of probability
mass functions that are normalized with respect to the
range of a particular metric or monitored entity and
thus apply across all of them. Such probability mass
functions may be used in conjunction with Bayes' Rule
to derive a continuously updated probability of
whether an observed sequence of data points represents
an anomaly. , , n Point i Anom  i Y Anoi  hih
FYiAiivmahiP iii  * : - P Point ) Rewriting the
bottom, PYiPoMi AnoivakyPriAnoMnh ) Pcwii I Ann k f
Pn> IAiimtik) ' - VnAnmalv) Pr(point|anomaly) is given
by the first probability mass function.
Pr(point|~anomaly) is given by the second. Pr(anomaly)
is the prior probability. [0055] The prior probability
of an anomaly, Pr(Anomaly), begins as a parameter that
represents the likelihood of an anomaly at any given
moment. This may be adjusted to reflect changing
levels of threat either generally or specifically as
to how the threat relates to a predetermined domain
pattern. For example, the prior probability for a
pattern based on access violations would be higher
than the prior probability for a pattern that looks
for surges in network flows. As a second example, if
the user knows of a widespread worm set to go off
today, Pr (Anomaly) might be set to 0.9. On an
ordinary day, this may be more like 0.001. The
probability of not being under anomaly at any given
minute, then, is just the complement: Pr (-Anomaly) =
1 - Pr(Anomaly). [0056] As each new data point is
observed, the prior probability of an anomaly is set
to the previous output of the formula. This results in
a continually updated estimate of the probability of
an anomaly, given all observed data points. , , . _.
Pf( Pohn IA iomuI YTiAno ah \ PreviomPohns Fri
AtwmahYrevioi4$Pomts Fowl) : : Pf(A "/ ) [0057] After
observing long periods of network activity, such an
estimate will respond somewhat slowly to an actual
anomaly because the prior probability of an anomaly
will have been driven extremely low by long periods of
normal activity. We may improve this responsiveness by
observing activity over a finite window of time. This
may be accomplished by storing the last n anomaly
probability estimates. As each new data point comes
in, the contribution of the oldest is divided out
ofthe prior probability. The current implementation
uses two windows and may look at either window or an
algebraic combination of them. [0058] Another positive
of the use of Bayes' rule is that it generates a value
that is individually understandable by the observer.
There is no need to process the value through other
programs or compare the value to other values. With a
single value, the observer understands the issue in
context. A similar value may be generated by other
means. [0059] Once the updated probability of anomaly
has been calculated, it is compared to a threshold
that is a function of the the pattern being analyzed
and the user's risk tolerance. If the probability is
above the threshold, and several other quality metrics
are met, an anomaly is created. The use of this
approach, along with the flexibility of the
probability mass functions described earlier allows
the system to only signal anomalies that are
actionable. [0060] Other aspects of the disclosed
method and system come from how the disclosed process
detects anomalies. As previously mentioned, the
anomaly detection process looks for events outside a
changing set of parameters, whereas a typical anomaly
detector looks for a particular signature. Because
other detectors look for signatures, they must receive
regular updates to prepare for new threats outside of
the defined signatures. The ability to look for an
event outside of the predicted norm allows identifying
new threats without needing an associated signature.
[0061] Unlike many tools that use multiple parameters
to detect network anomalies, this disclosed method and
system only uses a single parameter, probability -
which is driven by a statistical profile. Any input
that may be translated into a percentage may be
evaluated by the disclosed method and system. [0062]
The anomaly detection process also allows for more
effective use of other resources. Once the anomaly
detection process detects an anomaly the IDS may be
directed to look at the anomaly as opposed to waiting
for the anomaly to reach/propagate to the IDS. Though
described with respect to IP flow, the disclosed
process does not have to restrict the scope of
observation to IP flow, but may look to databases,
other network resources, or any data capable of
percentiling (weather, traffic patterns, etc). [0063]
As a further example of the effectiveness and
uniqueness of the exemplary embodiment consider one
network item that leverages Access Control Lists
("ACL"). An ACL is a list of permissions. When a
resource wants to perform a particular function, the
resource and the function must be on the ACL or the
resource will not be allowed to perform the function.
For example, if Joe (the resource) wanted to send a
file to a server(the function), Joe would have to be
in the ACL as being allowed to send network packets to
that server. If Joe were attempting a function that
was not on the ACL, Joe's connection would be
terminated. The anomaly detection process may
determine if there are a high number of terminated
connections to evaluate if they are anomalous. While
this information may be found via firewall records,
such information is difficult to obtain and may
generate a large number of false positives by listing
each termination as a separate alarm. The disclosed
process would only sendan alert when there was an
anomaly, thereby reducing the number of alerts and the
number of false positives. [0064] Another feature in
an exemplary embodiment of the disclosed process is
origin shifting. This process may be applied to the
metric prior to percentiling. Typical network activity
varies as a function of time. A network might have
more activity during business hours than after
business hours, and more activity during the workweek
opposed to the weekends. A single fixed threshold for
the entire time, or even multiple thresholds that
activate at predetermined times, does not account for
a narrow tailoring of changes. Some methods of
determining the threshold could automatically
recalibrate at regular intervals, but that involves
considerable expenditure of network resources. The
disclosed process observes the overall trend of
network activity and adjusts the threshold based on an
algorithm. This approach has several benefits,
including dealing with network metrics that are
typically cyclic, and preventing attackers from timing
their attacks to minimize detection. This feature is
optional for the effective use for the disclosed
method and system. [0065] Once the anomaly is
discovered, correlation and alerting steps 14occur.
The anomaly detection process looks at the behavior to
determine if the observations share characteristics
with characteristics common to many network problems
26 If there appears to be a problem, the user is
alerted 28. [0066] Correlation also allows the
aggregation of associated anomalies to be detected. An
individual anomaly might not be sufficient to trigger
an alert, but several relatively minor anomalies when
taken together could indicate a more serious problem.
For example, a minor fan out incident might not
warrant an alarm or an ACL violation might not rise to
attack level, but when combined, they could indicate
an attack or other problem. [0067] The anomaly
detection process does not need to work in isolation.
The disclosed method and system may communicate with
other detection methods and devices to become more
effective. The disclosed process may take specific
information about other detectors and create a
customized output to use more effectively the
detectors. [0068] The exemplary embodiment shows
various ways the anomaly detection process may
illustrate the status of the network to the user.
FIGURE 3 shows the results for one of the detectors,
when run over 5 hours of network data (summarized at
one-minute granularity). FIGURE 3 also shows a raw
metric, the percentiles estimated by the framework,
along with the two-windowed anomaly probabilities.
[0069] FIGURE 4 shows the results of the IP FanOut
detector, highlighting the ability of the system to
react quickly to anomalous changes while not signaling
false positives. [0070] FIGURES 5 through 26 show
individual screens of how preliminary results were
gathered from one day of one-minute data for seven
interfaces. Since only one day was available,
percentileswere estimated according to the rest of the
day, rather than the same hour on previous days. This
leads to increased attack probability estimates during
busy hours that would likely not otherwise be the
case. [0071] The displays may also use a radar plot to
represent network accessibility. In one embodiment,
the display would represent network accessibility
using a representation that would take the form of a
tunnel. The wider the tunnel, the more traffic the
network could handle. The display could start with a
clear screen. As more restrictions occur due to
network usage and anomalies, the clear space would
become more constricted. This provides an intuitive
interface for displaying graphically how much traffic
the network may handle and/or how many anomalies (and
their severity) are occurring. To aid in
visualization, the certainty of an anomaly may be
color-coded. For example, a high probability of an
anomaly could be displayed as red. The displays may
represent time, detector, host, or any other form of
identifier. [0072] All references, including
publications, patent applications, and patents, cited
herein are hereby incorporated by reference to the
same extent as if each reference were individually and
specifically indicated to be incorporated by reference
and were set forth in its entirety herein. [0073] The
disclosed subject matter may be described in the
general context of computerexecutable instructions,
such as program modules, being executed by a computer.
Generally, program modules include routines, programs,
objects, components, data structures, etc. that
performs particular tasks or implement particular
abstract data types. The disclosed subject matter may
also be practiced in 



distributed computing environments wherein tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed
computing environment, program modules may be located
in local and/or remote computer storage media
including memory storage devices. [0074] The detailed
description set forth below in connection with the
appended drawings is intended as a description of
exemplary embodiments in which the presently disclosed
process may be practiced. The term "exemplary" used
throughout this description means "serving as an
example, instance, or illustration," and should not
necessarily be construed as preferred or advantageous
over other embodiments. The detailed description
includes specific details for providing a thorough
understanding of the presently disclosed method and
system. However, it will be apparent to those skilled
in the art that the presently disclosed process may be
practiced without these specific details. In some
instances, well-known structures and devices are shown
in block diagram form in order to avoid obscuring the
concepts of the presently disclosed method and system.
[0075] Although the present anomaly detection process
has been described in detail herein with reference to
the illustrative embodiments, it should be understood
that the description is by way of example only and is
not to be construed in a limiting sense. It is to be
further understood, therefore, that numerous changes
in the details of the embodiments of this disclosed
process and additional embodiments of this anomaly
detection process will be apparent to, and may be made
by, persons of ordinary skill in the art having
reference to this description. It is contemplated that
all such changes andadditional embodiments are within
the spirit and true scope of this disclosed method and
system as claimed below.WHAT IS CLAIMED IS: 1. A
method for determining an Internet protocol (IP)
network status comprising the steps of: monitoring an
IP communications network, said IP communications
network comprising a plurality of associated computer
systems, said monitoring step further comprising the
steps of: evaluating logged data communicated on said
IP communications network as said logged data is
logged; and detecting at least one data communications
event from said logged data to be a potentially
anomalous event by nominating said at least one data
communications event and performing a time series
generation associated with the communication of said
at least one data communications event on said IP
communications network; discovering said potentially
anomalous data event to be an anomalous event by
forming a percentiled data set from said logged data
and comparing said at least one data communications
event to a threshold level associated with said
percentiled data set; and generating an alert signal
in association with said monitoring step if said
anomalous event differs from said percentiled data set
by a level at least equal to said threshold level. 2.
The method of Claim 1, further comprising the step of
establishing a level of severity associated with the
level by which said anomalous event varies from said
threshold level. 3. The method of Claim 1, further
comprising the step of estimating and prioritizing
said potentially anomalous network activity based on
the probability of said potentially anomalous event
comprises an anomalous event. 4. The method of Claim
1, further comprising the step of transmitting said
alert signal to at least one user of said IP
communications network for alerting said at least one
user to said potentially anomalous activity. 5. The
method of Claim 1, further comprising the step of
updating a set of previously generated statistics
profile of said logged data for relating to said
anomalous event. 6. The method of Claim 1 where said
discovery step further comprises the step of comparing
said at least one data communications event to a
predicted network event for generating a profile of
observed IP communications network activity. 7. The
method Claim 6 for estimating percentage level of said
potentially anomalous network activity comprising the
steps of:recording a predefined number of memory
locations on a communications system for recording
anomalous network status in said profile; dividing the
number of memory locations into discreet groups;
defining these discreet groups as percentage levels;
and inserting said comparison in appropriate memory
locations for a predetermined amount of time. 8. The
method Claim 7 where said statistic based profile
estimates said predicted network activity based as a
function of weighted averages. 9. The method Claim 7
where said statistic based profile estimates said
predicted network activity based as a function of
Bayesian algorithms. 10. The method Claim 1 comprising
the additional step of coordinating with other network
monitoring methods to analyze the anomaly upon anomaly
detection. 11. A system for determining an Internet
protocol (IP) network status, comprising: a computer
system comprising a computer-readable medium, said
computer-readable medium further comprising: a set of
instructions and associated circuitry for monitoring
an IP communications network, said IP communications
network comprising a plurality of associated computer
systems, said monitoring instructions further
comprising: a set of instructions and associated
circuitry for evaluating logged data communicated on
said IP communications network as said logged data is
logged; and a set of instructions and associated
circuitry for detecting at least one data
communications event from said logged data to be a
potentially anomalous event by nominating said at
least one data communications event and performing a
time series generation associated with the
communication of said at least one data communications
event on said IP communications network; a set of
instructions and associated circuitry for discovering
said potentially anomalous data event to be an
anomalous event by forming a percentiled data set from
said logged data and comparing said at least one data
communications event to a threshold level associated
with said percentiled data set; and said computer
system further comprising a set of instructions and
associated circuitry for generating an alert signal in
association with said monitoring step if said
anomalous event differs from said percentiled data set
by a level at least equal to said threshold level.12.
The system of Claim 11, where said computer readable
memory further comprises a set of instructions and
associated circuitry for said analyzing potentially
anomalous network activity involves comparison of
predicted network activity versus observed network
activity 13. The system of Claim 12, where said
computer readable memory further comprises a set of
instructions and associated circuitry for generating a
value recorded for an observed period. 14. The system
of Claim 13, where said computer readable memory
further comprises a set of instructions and associated
circuitry for generating statistics based profile
records of said comparison. 15. The system of Claim
11, where said computer readable memory further
comprises: a set of instructions and associated
circuitry for recording an anomalous network status in
said profile a predefined number of memory locations;
a set of instructions and associated circuitry for
dividing the number of memory locations into discreet
groups; a set of instructions and associated circuitry
for defining these discreet groups as percentage
levels; and a set of instructions and associated
circuitry for inserting said comparison in appropriate
memory locations for a predetermined amount of time.
16. The system of Claim 15, where said computer
readable memory further comprises a set of
instructions and associated circuitry for generating
at least one statistics based profile estimate of said
predicted network activity associated with a function
of weighted averages. 17. The system of Claim 15,
where said computer readable memory further comprises
a set of instructions and associated circuitry for
generating at least one statistics based profile
estimate of said predicted network activity based as a
function of Bayesian algorithms. 18. The system of
Claim 15, where said computer readable memory further
comprises a set of instructions and associated
circuitry for coordinating with other network
monitoring methods to analyze the anomaly upon anomaly
detection.19. A computer readable medium, comprising:
a set of instructions and associated circuitry for
monitoring an IP communications network, said IP
communications network comprising a plurality of
associated computer systems, said monitoring
instructions further comprising: a set of instructions
and associated circuitry for evaluating logged data
communicated on said IP communications network as said
logged data is logged; a set of instructions and
associated circuitry for detecting at least one data
communications event from said logged data to be a
potentially anomalous event by nominating said at
least one data communications event and performing a
time series generation associated with the
communication of said at least one data communications
event on said IP communications network; a set of
instructions and associated circuitry for discovering
said potentially anomalous data event to be an
anomalous event by forming a percentiled data set from
said logged data and comparing said at least one data
communications event to a threshold level associated
with said percentiled data set; and said
computer-readable memory further comprising a set of
instructions and associated circuitry for generating
an alert signal in association with said monitoring
step if said anomalous event differs from said
percentiled data set by a level at least equal to said
threshold level. 20. The computer readable medium of
Claim 19 wherein said set of instructions and
associated circuitry for analyzing potentially
anomalous network activity further comprises a set of
instructions and associated circuitry for comparison
of predicted network activity versus observed network
activity. 


