A METHOD AND SYSTEM FOR SECURELY AND AUTOVATI CALLY DOWNLOADI NG A MASTER KEY
I N A BANK CARD PAYMENT SYSTEM Abstract A nmet hod and system for securely
and automatically downl oading a master key TMK in a bank card paynent
systemis disclosed, wherein the hank card paynent system i ncludes a Poi nt
O Sale PCS, a Term nal Managenent system TM5, a PIN PAD and a HSM A pair
of public and private keys arc generated by the TMS i nvoking the HSM The
master key 'M K is randonly generated by the POS term nal invoking the PIN
PAD. The TMK is encrypted with the public key of the TM5 and the encrypted
TMK i s upl 040¢HETIDODENDNEY STEM FIK SECUBRFATBWASD MUTOVWETICALRYe key by
the TM5S invoking the HSM and the decrypted TMKK is stored. According to

t he preseROWNEADING ARJASTER IISEYINIABANKGARD FAYMENT Y SHHMess of
transm ssion is not exposed, and thus the ' TMK plaintext will not be
exposed outside the secure storage devices. The TMK renai ns encrypted with
the public key during the entire process of transm ssion. The TM ci pher
text will not be decrypted until it reaches the HSM of the TMS. Thus, the
presendbstiwent i on i s of high security level. (Fig. 3)

A method and system for securely and automatically downloading a master key TMK in
a bank card payment system is disclosed, wherein the bank card payment system includes a
Point Of Sale POS, a Terminal Management system TMS, a PIN PAD and a HSM. A pair of
public and private keys are generated by the TMS invoking the HSM. The master key TMK
is randomly generated by the POS terminal invoking the PIN PAD. The TMK is encrypted
with the public key of the TMS, and the encrypted TMK is uploaded to the TMS. The TMK
is decrypted with the private key by the TMS invoking the HSM, and the decrypted TMK is
stored. According to the present invention, the TMK is randomly generated, and the process
of transmission is not exposed, and thus the TMK plaintext will not be exposed outside the
secure storage devices. The TMK remains encrypted with the public key during the entire
process of transmission. The TMK cipher text will not be decrypted until it reaches the

HSM of the TMS. Thus, the present invention is of high security level.

(Fig. 3)
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