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Provided are an apparatus and method for managing digital rights. An agent
unit manages application programs to which DRM is to be applied and rights to
contents processed by the application programs to which DRM is to be applied, and
encrypt and decrypt the contents processed by the application programs. A rights

10  management unit authenticates a user and manages a user right to the contents
processed by the application programs. A kernel API hooking unit monitors
input/output of a file through hooking kernel native APls, requests the rights
management unit to verify the user right to the contents to be processed, and requests
the agent unit to encrypt or decrypt the contents when the user right to the contents to

186 be processed is verified.

FIG. 1 accompanies the abstract
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