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[ Technical Field] 10 The present invention relates to information storage
media with nenory regions, |IC chips with nmenory regions, information
processi ng apparatuses having the IC chips with the nenory regions, and
menory managenment methods for the 15'12qunation storage nedia, and
particularly relates to an information storage nmedium for use by being
placed in an information processing apparatus such as a cellular phone or
a PDA (Personal Digital Assistant), an IC chip with a nenory region, an
i nformation processing apparatus HBESCRIRTEON C 20 chip with the nmenory
region, and a nenory managenent nethod for the information storage medi um
More particularly, the present invention relates to an information storage
medi um i n_whi ch one or nore applications are allocated to a nenory region,
an | C chi PSR TERSHRGUTE DGIOh, EFQRIATIAN iRRDGRUTBYS i ARPAFTSISt us

havi ng tq? | C 16 Decenber 2005 - 2
] EMORY MANAGEMENT METHOD FOR INFORMATION STORAGE DEVICE,

5 MOBILE TERMINAL APPARATUS, SEMICONDUCTOR INTEGRATED CIRCUIT
DEVICE,lAND COMMUNICATION METHOD USING MOBILE TERMINAL

APPARATUS

[Technical Field]
10
The présent invention relates to information storage
media with memory regions, IC chips with memory regions,
information processing apparatusés havind the IC chips with
the memory regions, and memory management methods for the
15 information storage media, and particularly'relates to an
information stofage medium for use by being placed in an
information p;oces;ing apparatus such as a cellulér phone or
a PbA (Personal Digital Assistant), an IC chip with a memory
region, an information processing apparatus having the IC
20 chip with the memory region, and a memory management mefhod
for the information storage medium.
More particularly, the present invention relates to an
information storage medium in which one or more applications
are allocated to a membry region, an IC chip with a memory

23 region, an information proéessing apparatus having the IC



chip wwth the nenory region, and a nenory managenent nmethod for the
information storage nedium and nore particularly relaiReehBer005

i nformati on storage nediumfor controlling the right to access each
application allocated to a nenory 5 region, an IC chip with a nmenory

region, an information processing apparatus having the 1C chip with the
menory region, and a nenory managenent nethod for the information storage:
medi um The present invention also relates to a nobile term nal 10 having
an I C chip placed therein, which is drgyen by receiving power using

Wi rel ess communi cation with an extern apparatus, and to an IC card for

use in conjunction wth the nobile termnal, and nore particularly rel ates
to a nobile terminal having an I C chip placed therein, which is 15 driven
by recei Vlingpe poielr tisé menvine| messl romand catiarmony tienayenexdtte meethogppar at us
and which has a nenory functiaon, a control method therefor, and an I C card-
with a neffor ythe irfomm tior e tparade mediyy, tamel mesemantiveritddy rel at es

toa 20 nobile termnal in which one or nore applications are allocated
to a nendiSA3Rf o it dmfamstiipn & tomae imadkitiofon mrefrel lime the | C
~card in which one or nore applications are allocated to a nenory region,
and nor e TG iR f95pss atteannd igadiin e llaaated Yo @EMOT | ng t he

right .to 25 ,access each application allocated to a nenory region on an 3
5 region, an IC chip with a memory region, an information

processing apparatus having the IC chip with the memory
region, and a memory management method for the information
storage medium,.
The present invention also relates to a mobile terminal
10 having an IC chip placed therein, which is driven by
receiving power using wireless communication with an
external apparatue, and to an IC card for use in conjunction
with the mobile terminal, and more particularly relates to a
mobile terminal having an IC chip placed therein, which is
15 driven by receiving power using wireless cemmunication with
an external apparatus and which has a memory function, a
control method therefor, and an IC card with a memory
function.
More particularly, the present invention relates to a
20 mobile terminal in which one or more applications are
allocated to a memory region on an IC chip, a control method
therefor, and an IC card in which one or more applications
are allocated to a memory region, and more particularly
relates to a mobile terminal for controlling the right to

25 access each application allocated to a memory region on an



I'C chip in application units, a control nethod therefor, and an IC card
for controlling the right to access each applicationigipeeaab&dohe a nenory
region in application wunits. 5 [Background Art] Various apparatuses using
a personal identification. nunber or password for identification and
authentication 10 have been devised and put into practical use. (In
general, the term "personal identification nunber" refers to a character
string represented by a conbination of nunerals fromO to 9, and the term
"password” refers to a character st[jgg_yepresented usi ng nuneral s and
general characters 15 such-as al phabet.” In this specification, a set of a
personal .identification nunber and password may al so be referred to as a
"personal_identification code (PIC)".) For exanple, when a user wants to
use an ator@iir in dnmdrigrsitmeriAEN) acarahtatola mMedmlodorthetdedoof,i madci al 20
institution, the user is pronpted by a cash dispenser or the like to enter-
a per sond® iferta®d dan sonturbldring thes svahd tas asemss elchdenti ficati on.
After it is confirmed that the user has entered the correct personal

i denti fi GRAFafIRIeRrllgcaiask isr @ meRorse regdend iawampidgatiom t he cash
dispenser..éS O her applications for the personal identification code 16

Decenber ‘include entering a personal identification code at a safety
5
[Background Art]
Various apparatuses using a personal identification
number or password for identification and authentication
lb have been devised and put into practical use. (In general,

the term‘"personal identification number" refers to a
character string represented by a combination of numerals
from 0 to 9, and the term “"password" refers to a character
string represented using numerals and general characters
15 such as alphabet. In this specification, a set of a
personal identification number and password may also be
referred to as a "personal identification code (PIC)".)
. For example, when a user wants to use an éutomatié
_teller machine (ATM) card at a bank or other financial
20 institution, the userris prompted by a cash dispenser oi the
like to enter a personal identification number or passﬁord
as means of identification. After it is confirmed that fhe
user has entered the correct personal identification number
or password, the user can draw money from the cash dispenser.

25 Other applications for the'personal identification code



box placed at an accomopdation facility such as a hotel, entering a
password when | ogging into a conputer, and conceal i ngsDécanb&i200n on an
information termnal. 5 A storage nedium such as a nagnetic stripe on a
known ATM card for a bank has a storage region for use solely in that
bank. Entering the above-described personal identification nunber or
‘password nerely accesses the single storage region. The user is thus
required to prepare cards 10 for individual objectives or purposes and
separately use the plural cards. Recently, contactless |C cards have
beconme wi dely used. For exanple, an IC'card reader/witer placed at a cash
di spenser, the entrance to a concert hall, or the ticket 15 gate of a
station accesses an | C card held thereabove in a contactless manner. The
user i nputRCHIGRreHRTiNgG Femersarml didantifdrcairigrasawts ditt @ tsedeltg car d
reader/writer, and the input personal identification nunber or password is
checked ¥ Rt2cehatanlaqepemadatdan dmcidd tiursah s padwisdd stored on
the I C car thus performng identification or authentication between the
| C card amt-$'he'Y 1C RAH LA NAHST L e GAPIGE camidon or

aod
aut henti cati on succee gmlfqr exanmpl e,  the use of an application stored in

the | C card i dthitth T 01 385 iR fOTMAdd OgF t&FHiPEt-i on stored in the

IC cagd'is Vah”%£%§a8%C%gB§£m2982h5as a magnetic stripe on a known
ATM card for a bank has a storage region for use solely in
that bank. Entering the above-described personal
identification number or password merely accesses the single
storage region. The user isrthusrrequired to prepare cards

10 for.individual objectives or purposes and separately use the
plural cards.

Recently, contactless IC cardé have become widely used.

For example, an IC card reader/writer placed at a cash
dispenser, the entrance to a concert hall, or the ticket

15 gate of a station accesses an IC card held thereabove in a
contactless manner. The user inputs a personal
identification number or password to the IC card
reader/writer, and the input personal identification nﬁmber
or password is checked against a personal identification

20 number or password stored on the IC card, thﬁs performiﬁg
identification or authentication.between the IC card and the
IC card reader/writer. When the identification or
authentication succeeded, for example, the use of an
application stored in the IC card is permitted. One

25 possible type of application stored in the IC card is value




i'nformation, such as el ectronic noney or an electronic ticket. Due to the

i mprovenent of mniaturization technology, |C cards W Bc&hbai2ous! y

hi gh- capacity storage spaces have 5 appeared and been wi dely used
recently. Since known ATM cards only have a single storage region, that is,
a single application, the user is required to carry a plurality of cards
in accordance with objectives or purposes. In contrast,. an IC card with a
hi gh-capacity nmenory stores a 10 plurality of applications at the sane
time. Asingle IC card thus serves a plurality of purposes. For exanple, a
single IC card stores two or nore apﬁrﬂ%ations, such as el ectronic noney
for conducting electronic transactions and an electronic ticket for
entering a specific concert hall. 15 This single IC card serves various

pur poses. iMermmstitdn ansich cas deléd firén 1 ghokapast tan NEa@strordinct i on (or a-
sem conductor IC chip with a data carrier function and/or an :
aut henti cat¢losfunction) is placed on a nobile term nal such as a cellular
phone, a user having the 20 nobile terminal is allowed to exchange 7
el ectroni c valluwe tmfidrendmipoowentdntt e auitdiaderniasitd.ons telehas logyduct i ng an
el ectroni c transaction. Since known ATM cards have only a single purpose
(as desckt Ardhovieih rekaiietly igh-pmmariege s WM garspadwss hads singl e
personal identification nunber or password to manage .16 Decenber 2005
appeared and been widely used recently. Since known ATM
cards only have a single storage region, that is, a single
application, the user is required to carry a plurality of
cards in accordance with ocbjectives or'purposes. In
contrast, an IC card with a high-capacity memory stores a
10 plurality of applications at the same time. A single IC
card thus serves a plurality of purposes. For example, a
single IC card stores twe or more applications, such as
electronic money for conducting electronic transactions and
an electronic ticket for entering a specific concert hall.
15 This single IC card serves various purposes.
When such an IC card with a high-capacity memory
function (or a semigonductor IC chip with a data carrier
function and/or an authentication function) is placed on a
mobile terminal such as a cellular phone, a user having the
20 mobile terminal is allowed to exchange electronic value
‘information with the outside world, such as conducting an
electronic transaction.
Since known ATM cards have only a single purpose (as

described above), a magnetic stripe on each ATM card has a

25 single personal identification number or password to manage



6 the security of the entire card. In contrast, I1C cards wth nenory

functions capable of storing a plurality of applicathﬁ@ﬁméﬁgmmmbgle
termnals having such IC cards (or 1C chips) placed therein are 5 required

to control the right to access each application because, when a single
personal identification code is used to open access to all applications on
the 1C card, the security in case of loss or theft of the IC card is
greatly degraded. 10 As a nenory region placed on the |IC card expands due
to progress in the manufacturing teqpqﬁtpgy, nore nunerous applications
are allocated to the menory region on the I1C card. Wen the applications
are sinply allocated to the nenory region, the application arrangenent
beconmes 15 conplicated for the user, and the user has difficulty in
cl assi f yi Hoe aselcwr Lni &f nithe hentajap icatd ons on the nenory region. In a
case in which the right to access the applications is controlled by
i ndi vi dual perisomentirgent. i fIiCc atirols eddds mem@ywfencttienss eapabidesofo use a
plurality of correlated applications in a series of transactions, the user
is requi¥EIINY sequienid bty ah@mnpperatitals iatehiridhidea itermisdds in t he
same transactions. As a result, the operability of the apparatus is
greatly JEﬁFHHédﬂ“?SIC cards (or IC chips) placed therein are
5 required to control the right to aﬁcess each application

because, when a single personal identification code is used

to open access to all applications on the IC card, the

security in case of loss or theft of the IC card is greatly

degraded.

10 As a memory region placed on the IC card expands due to
progress in the manufacturing technology, more numerous
applications are allocated to the memory region on the IC
card. When the applications are simply allocated to the
memory region, the application arrangement becomes

15 complicated for the user, and the user has difficulty in
classifying and organizing the applications on the memory
region.

In a case in which the right to access the applications
| is contreolled by individual personal identification codes,
f 20 when_the user wants to use a plurality of correlated
applications in a series of transactions, the user is
required to sequéntially input personal identification codes
in the same transactions. As a result, the operability of

the apparatus is greatly degraded.

25



16 Decenber 2005 - 7 Exanple enbodi ments of the present invention nmay
provide an inproved information storage medi um w th ajgiREBhYer®050n, an |IC
chip with a nenory region, an information processing apparatus having the
IC chip with the nenory region, and a nenory nanagenent nethod for the

i nformation storage nedium Exanple enbodi nents of the present invention
may al so provide an inproved inforngtgog storage nedium for use by being
pl aced on an information processing apparatus such as a cellular phone or

2 PDA (Per sopalut g1 LALoASSANs 1Al Lo 6L YhtbnaiBRMREY Tegion. an

i nformation processing -apparatus Chip w tl menory
region, Ex%v%de”%fﬂ)rihﬁ@&?&?nﬁ@fofﬁ%%nf QEot-Rgel HRriNRY 'vPifrU?té” age

medi um anpl e enbodi'nents of the present invéntion nay urt her provide

an i npr opgeholrif HHRIION Ht or@gen B UEhI B mdhbel) @Reyim,Mmye applications
are allocated to a nenory region, an IC chip wwth a nenory region, an
i nf or mat LaforRkadess gl eppal ad usphavatdst havli@gchihe Wd eiie webery
region, and a nmenory managenent nethod for the information storage nmedium
Exanpl e ehkodiementys mafg idre, prmedeatméenvent nenageyealts me tirayi fer avhe npr oved
i nformati on storage nedium for

information storage medium.

Example embodiments of the present invention may also
provide an improved information storage medium for use by
being placed on an information processing apparatus such
as a cellular phone or a PDA (Personal Digital Assistant),
an IC chip with a memory region, an information processing
apparatus having the IC chip with the memory region, and a
memory management method for the information storage
medium.

Example embodiments of the present invention may
further provide an improved information storage medium in
which one or more applications are allocated to a memory
region, an IC chip with a memory region, an information
processing apparatus having the IC chip with the memory
region, and a memory management method for the information
storage medium.

Example embodiments of the present invention may élso
provide an improved information storage medium for
controlling the right to access each application allocated
to a memory region, an IC chip with a memory region, an

information processing apparatus having the IC chip with

the



controlling the right to access each application allocated to a nenory
region, an IC chip with a nmenory region, an infornmatijghdeas&S905J
apparatus having the IC chip with the 16 Decenber 2005 - 8 nenory region,
and a nenory nmanagenent nethod for the information storage nedium Exanple
enbodi nents of the present invention may further provide an inproved
information storage nediumfor .efficigegntly managing a plurality of
applications aIIocated to a menory red? an |Cchip with a nenory

regi on, ORI QN POGPSSI ngARRg a@gﬁagg g UhechGehip, i ¢, the

menory reglon mefory nanagenen ormation storage

medi um eﬁfﬁﬂﬁﬁéﬁhéﬁ’§%$fé§& ﬁgggﬁh_of the present invention, thereis

provided an integrated circuit device conprising: a nenory region

al l ocat ed t OpQRR Q%'“%ﬁbéﬁ&ﬁéﬁ@%'oe% ter %Peé@ﬁtr'Q@#éﬁ%f&&esﬁa§aCh
application is contro led by a personal identification code; a controller

oper abl e fura Nty ebvide bAt anfporper ol fOAmet i bhe sitire@ ettt i wh I €dict
device; a wireless interface for enabling the controller to perform

W r el ess eddiiirdrcEl y onamk hngn a exXteratal t appar appd;i catiiored antecéaed for
performng wired conmmunication with the controller; 16 Decenber 2005
to a memory region, an IC chip with a memory region, an
information processing apparatus having the IC chip with
the memory region, and a memory management method for the
information storage medium.
According to a first aspect of the present invention,
there is provided an integrated circuit device comprising:
a memory region allcocated to one or more applications,
wherein the right to access each application is controlled
by a personal identification code; a controller operable
to contrel the internal operation of the integrated
circulit device; a wireless interface for enabling the
controller to perform wireless communication with an

external apparatus; a wired interface for performing wired

communication with the controller;



-9 accessibility/inaccessibility managi ng neans for nmanagi ng each
application allocated to the nenory region to be accesBebdngidrressiessi bl e,
wherein the accessibility/inaccessibility managing mneans or step sets each
application for which the personal identification code is set to be

i naccessible in a default setting, the accessibility/inaccessibility
managi ng means sets the corresponding, application to be accessible in
response to matching the personal identification code input froma user

and the sel-er3onaltyAenidiéd £a1hON; £ G0d0un AMh§ainld REYy Sppal hhensihgcation
code input is transfierred via the wred interface to the controlTer. The

i nt egrat @ c® r@@bﬂi@%&ﬁﬁﬁlQﬁng@aﬁgmiOthhethbrSﬁem@iPeCEe@ﬂoththe@@nt
invention may be provided in the formof, for exanple, an IC chip. A

cartridgacddssdidias/ idndecdssthip, wth an antenna and which is forned in the
size of a credit card is generally referred to as an "IC card". The IC

chip is usedwbyrbéehng ehbeddedceasabobhitlye’ intaerad swlbislucty as eamediugar
phone or a PDA or in other information processing apparatuses. The |IC card
may be wmsedshywhesrepi astst edchntaerai datf vemafponwpicbeddiengoappanat us
Applications for the 1C chip or I1C card include functions related to val ue
i nf or mat fekentedcicadsl otprepde digl 6ftr dfl PhohRFCERSEAPEPedty Ghidefarkbt. In
the f0|ggw£y%g, the accessibility/inaccessibility managing means

sets ﬁhe corresponding application to be accessible in

response to matching the personal identification code

input from a wuser and the set personal identification

code, and said personal identification code input is

transferred via the wired interface to the controller.

The integrated circuit device according to the first
aspect  of the present invention may be provided in the
form of, for example, an IC chip. A cartridge which has
the IC chip with an antenna and which is formed in the
size of a credit card is generally referred to as an “IC
card". The IC chip is used by being embedded in a mobile
terminal such as a cellular phone or a PDA or in other
information processing apparatuses. The IC card may be
used by Dbeing inserted into an information processing
apparatus. Applications for the IC chip or IC‘ card
include functions related to walue information, such as

prepaid electronic money or an electronic ticket. In the

following




16 Decenber 2005 - 9a description, the functions provided by the I1C chip
or IC card may al so be referred to "applications". Byé®dcanabéd2ngst he
menory region to each application in a hierarchical nmanner using
directories, the nenory allocating neans or step manages the nenory space
inthe |1Ccard arranged as a hierarchical structure. Accordingly,

correl ated applications, such as a plyality of applications used in a
series of transactions, are stored in the sane directory to enable the
user to efficiently classify and 16 Decenber 2005 - 10 organize the
applications. Wien an external apparatus has a card reader, the external
appar at Ui BSEEsS, t RBel Gkt Pidhd provicleRsshyl Rty facechipe 41 ght to
access the nmenory region in the IC5 chip or the like is controlled by

mat chi ng adfrgeanspnalsoidentefeeatdonocodeml ikaparcaonal identification code
may be input using an information processing apparatus having enbedded
therein the BEg adlilpdatidisengagaetioeyl ordgiorSubsegaeht lappliaatedbessnl i nk
may be established, and access 10 to the nmenory region nay be permtted.

Al t er nat ivel jieaprehicalwi memeser | i nisibat wediredeor teehi p the t heemory
informatiogn processing apparatus and the external apparatus is

allocating means or step manages the memory space in the
IC card arranged as a hierarchical structure.
Bccordingly, correlated applications, such as a plurality
of applications used in a series of transactions, are

stored in the same directory to enable the user to

efficiently classify and



est abl i shed, the access right is controlled on the basis of a personal
identification code input using the external 15 appar gf4fcethBerdgh a case,
the personal identification code setting nmeans or step may set, for each
application and directory, the personal identification code for
controlling the right to access each application and directory. The .20
accessi bility/inaccessibility nmanagi ng neans or step nmay.set each

“application and directory for which the personal identification code is
set to be inaccessible in the default setting, and, in response to the fact
that the personal identification coﬁelqnbut fromthe user matches the set

25 personal identification code, the 16 Decenber 2005 -- 11 -
accessibility/inaccessibility managi ng neans or step may set the

cor r esponskrgean fapp tieatappl idadigrect ory to be accessible. In response to
the fact that the personal identification code input fromthe user matches-

t he personal Wheentnf exakeiraalcagpasatutohasna ohrtiheeaderecthei es, the
accessibility/inaccessibility managing neans or step may set al

appl i cat issrered syipadiatest araresacagsderthiehd Cdichdgt oriy teo wieedesessi bl e.
According to the integrated circuit device of the first aspect of the
pr esent iteniaee . t Foeramoht dpacecess the memory reglon in the IC

5 chip or the like is controlled by matching of personal
identification codes. A personal identification code may be
input using an information processing apparatus having
embedded therein the IC chip to disengage the lock.
Subsequently, a wireless link may be established, and access

10 to the memory region may be permitted. Alternatively, after
a wireless link between the IC chip in the information
processing apparatus and the external apparétus is
established, the access right is controlled on the basis of
a personal identification code input using the external

15 apparatus.

In such a case, the personal identification code
setting means or step may set, for each application and
diréctory, the personal identification code for controlling
the right to access each application and directory. The

20  accessibility/inaccessibility managing means or step ma§ set
each application and directory for which the pérsonal
identification code is set to be inaccessible in the default
sétting, and, in response to the fact that the personal-
identification code input from the user matches the set

25 personal identification code, the -



may have a hierarchical structure. By allocating a directory to each
application, the applications are efficiently nmanageqgigc8hb&Cigasy units.
For exanple, highly-correlated applications, such as those used in a
series of transactions, are registered in the sane directory (and

hi ghl y-correl ated sub-directories afeliegistered in the sane directory).
Accordingly, the application and directory arrangenent in the nenory
region i ; i : £ LCl SSif, :

R T AR A% (A A AR P R TR
the firgem@speasd ofothesprgaenl I@p%gtilc%idm aghdi th DRetOorget Ebngpkhe
personal identification code for 16 cenber 2005 - 12 each application,

t he perscenatedslgniefi cati on code may be set for each directory. In addition
to controlling the access right in application units, the access right can
be efficientThy comtsmidssd i ntdi rethery taictts. Fdratexanybe, therssesli nputs
a personal identification code corresponding to a directory. The i nput

per sonal idaentfi¢zhioon code i snghdckefiramd &behentseoat et talnelst h&heuser
is thus given the right to access all applications (and sub-directories)
in the difcgaddd Fordexaibleatige usedeobtsgths thar ri gie t oodccesbeal |

applicatigns used, in a series of transactions by inputting a personal
directories, the accessibility/inaccessibility managing

means or step may set all applications and sub-directories
under the directory to be accessible.

According to the integrated circuit device of the
first aspect of the present invention, the memory space
may have a hierarchical structure. By allocating a
directory to each application, ‘the applications are
efficiently managed in directory units.

For. example, highly-correlated applications, such as
those used in a series of transactions, are registered in
the same directory (and highly-correlated sub-directories
are registered in the same directory). Accordingly, the
application and directory arrangement in the memory region
is .well organized, and the user can efficiently classify
and organize the applications.

According to the integrated circuit device of the
first aspect of the present invention, 1in addition to

setting the personal identification code for



identification code for the corresponding directory once. Access - control
is thus efficiently perfornmed, and the operability ofl6Dierabgd085us i s
thus inproved. The integrated circuit device according to the first aspect
of the present invention may further include private key setting neans or
step for setting, for each application and directory allocated to the
menory region, a private key for authgntication. In such a case, the
accessibility/inaccessibility managi ng nmeans or step may set the

i naccessi ble application or directory to be accessible when the

i naccessi ble application or directory is nutually authenticated by a
predet er ¥aned £eplitheabn, amopéiyonsind dde ifriioedt eokeyoddb megepber
2005 - 13 The integrated circuit device may further include access

denyi ng geansfor sieth fdireatsiryy eadh asdessibhe tappbheabildimandthe
directory to be inaccessible in response to cutting off the power to the

i nt egr at edtcsisc Wi tghiieviceappd iché iiomf ormmet $ ontls¢ oragesdeviigght Waem bhe | C
card is lost or stolen, the user may suffer from damage since the

appl i cat edds cre Wi v exar i ekl edylipedigsed owivt MWt sper m ssi on or

fraudul ently. According to the first aspect of the present invention,
access to al Foapgregatliconstmduderediiorites ¢ spaueonati dalent HehFebien

response to cutting off the power to the |IC card. | n case
P code corrgsponding'pto a directory. TLe fhput personal

identification code is checked and authenticated, and the
user 1s thus given the right to access all applications
(and sub-directories) in the directory. For example, the
user obtains the right to access all applications used in
a series of transactions by inputting a personal
identification code for the corresponding directory once.
Access ' control 1is thus efficiently performed, and the
operability of the apparatus is thus improved.

The integrated circuit device according to the first
aspect of the present invention may further include
private key setting means or step for setting, for each
application and directory allocated to the memory region,
a brivate key for authentication. In such a case, the
accessibility/inaccessibility managing means or step may
set the inaccessible application or directory to be
accessible when the inaccessible application or directory
is mutually authenticated by a predetermined certificate

authority using the private key.



of loss of IC card, the ICcard is prevented frombeing naintained as
accessi ble and from being used fraudulently by a mal ij§DeYsnb&e005 The
integrated circuit device may include nunber-of- input-failure storing
means or step for storing the nunber of failures of input of the personal
identification code for each application and directory allocated to the
menory region; and naxinun}pernisstHggqynber-of-input-failure setting
means for setting the maxi mum perm ssi'hl e nunber of failures of input of
the personal identification code for each application and directory
allocated to the nenory region. In such a case, 16 Decenber 2005 -- 14
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application or ditectory In ich i nput

the maxi gupyReGM Spibhe ruTbesral | Mt s baubenignacsgsni blgceditiple
integrated Circuit device may include nunber-of- “input-failure initializing:

nmeans or appeR cheriosl eghdn@ithe-tdwyrbes afe | Apdckaidilies shonaskpdhdde
nunber-of -1 nput- failure storing neans or step by a manager nutually

aut hent i eat edi i rag po £tletdrnipmecetdi theatiomtaad ot édy cideadrdideyice a
second aspect of the present invention, there is provided a nobile

t er m nal cappaerating cooriricsl graragsedeivnpat neans for inputting a persona

When the IC card is lost or stolen, the user may suffer
from damagersince the applications and directories may be
used without permission or fraudulently. According to the
first aspect of the present invention, access to all
applications and directories is automatically denied in
response to cutting off the power to the IC card. In case
of loss of IC card, the IC card is prevented from being
maintained as accessible and from being used fraudulently
by a malicious user.

The integrated circuit device may include number-of-
input-failure storing means or step for storing the number
of failures of input of the personal identification code
for each application and directory allocated to the_memory
region; and maximum-permissible-number-of~input-failure
setting means for setting the maximum permissible number
of failures of input of the personal identificatioﬂ code

for each application and directory allocated to the memory

‘region. In such a case,



identification code by a user; and a sem conductor integrated circuit
device having a nenory region, a controller operabl e ®&aRbéSlooshe
internal operation of the sem conductor integrated circuit device, a
wireless interface for enabling the controller to performwreless
comuni cation with an external apparatygs; _a wired interface for performng
W red communication wth the controller, 16 Decernber 2005 - 15 checking

reans. forgheckicag i parsonaleideati ! i sayi afnsgiegidduabe ger soapl

i dentification code ch application | ocat e nenory region,

and accesgry rsght taRN 5051 MBARS ohOlo Wi Mi RPEctBS A feSihi cBf wheckipgehy the
checking néans, a rig ht " to the user to access'the application in which

the perseral iingﬁmi fiCiatioss cages el e @acChn Ot hesix i gahnd PEARLYsiBJieon
being allocated to one or nore application, wherein the right to access
each applimdain onf | Snsatsr obl bd hyatle speitsional identification code, and
sai d personal identification code input fromthe user input neans being
transferred VThe thetegredednicdricade devibe condyolinerludehentwbarroli e
term nal apparatus here may indicate an information processing apparatus,
such as argaltifaklprenenidiad iPpagq PeesdaaloD gienl Iagsisteatingwiheh is
small and |ight enough to be carried by the user. Also, the term

number of input failures stored in the number-of-input-

failure storing means or step by a manager mutually

authenticated by a predetermined certificate authority.

According to a second aspect of the present invention,
there is provided a mobile terminal apparatus comprising

an user input means for inputting a personal
identification <code by a user; and a semiconductor
integréted circuit device having a memory region, a
controller operable to control the internal operation of

the semiconductor integrated circuit device,

a wireless interface for enabling the controller to
perform wireless communication with an external apparatus;
a wired interface for performing wired communication

with the controller,



sem conductor integrated circuit device may indicate an IC chip with an

aut henti

cation function for inplenenting the access @p®eémber.2005he |

chip placed on the nobile term nal apparatus according to the second
aspect of the present invention nmay include a wireless interface for
establishing a wreless link with an ext®grnal apparatus such as a
reader/witer and a wred interface for establishing an internal
connect i on wichlkeckicantmednerfof theckibhyl ehet ergvigwmia havdagtt Aech€ishi p. In
response to establishment of a wireless link with the reader/witer,
| C chip czode bewathi vahed Ipere®rekcenbeen2f5cabioel ectadmagheti cenahes
sent fromthe reader/witer. The IC chip placed on the nobile term na
appar at uRPRkceerdi oy tod dratsxto® atphectmemmorhe qugsisent emdenacoassmray
the menory region. One or npre application are allocated to the
nmenory régiBH: GPREFPHhTCRBSadOds I1 ey appl RcaEistd b Lcorreekivd by the

i ncl ude

per sonal

passwor d.
el ectronic ne

ext er nal
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match each other, said memory region being allocated to
one of more application, ﬁherein the right to access each
application is controlled by the personal identification
code, and said personal identification code input from the
user input means being transferred via the wired interface
to the controller.

The term mobile terminal apparatus here may indicate an
information processing apparatus, such as a cellular phone
or a PbA (Personal Digital Assistaht), which is small and
light enough to be carried by the user. Also, the term
semiconductor integrated circuit device may indicate an IC
chip with an authentication function for implementing the
access operation.

.The IC chip placed on the mobile terminal apparatus
according to the second aspect of the present invention
may include a wireless interface for establishing a
wireless 1link with an external apparatus such as a
reader/writer and a wired interface for establishing an
internal connection with a controller of the mobile
terminal having_theVIC chip. In response to establishment
of a wireless link with the reader/writer, the IC chip can

be activated by

C

t he

as

}#ge@%jfication code such as a persopal identification nunber or
e

or an._electronic ticket. When a.wireless.link wi th the
tehy feAtaoNa pefesnal



identification code input using the reader/witer may be input -to the IC
chip via the wireless interface. A personal identifi ¢aDeesinbad00s nput from
a user input unit such as a keyboard of the nobile term nal apparatus nmay
be input tothe ICchip viathe wired interface. The personal
identification code input via the wireless interface or the wred
interface i s checked agai nst the cqrrfgt_personal identification code, and
the right to access the corresponding application is given if the personal

i denti fi cAld QN GRARS B Cla 886 NsQhReEr AC IR 0 Jafiééfpnd aspect of

the present 1nvention a personal identification code for a desired

application TRBY he idmg;t Fihagdth@fm&tﬂé enb8h Menat « ARPARAL USppd PEruaDbi | e
terminal is held. towards the external apparatus such as the %6 Decenber -

2005 - lacomaiierd Webt efhe ard ERCeakpecappd f CaiconpeaBehe ubedensing the
external apparatus (such as conducting an electronic transaction).
Accor di nglay, iheluder twan mepoutrva pegsonal Odentdd i matreonaoiiecasiog the
user's nobile termnal the 5 user is famliar with, instead of using a user
interfaceref athecekedr fal Hppametogyt heeqgises. i s T anmibhar i t Accasd t he

i nput personal identification code is thus checked. In .other words, a

per sonal €iggént i faRakionttede may be daiputolleing bhe i ifher natPenspratessi ng

apparatus having the IC , o ]
ldentification code such as a personal identification

number or password. The term application here includes
value information, such as electronic money or an
electronic ticket.

When a wireless link with the external apparatus such
as. the reader/writer is established, a personal
identification code input using the reader/writer may be
input to the IC chip wvia the wireless interface. A
personal identification code input from a user input unit
such as a keyboard of the mobile terminal apparatus may be
input to the IC chip wvia the wired interface. The
personal identification «code input via the wireless
interface or the wired interface is checked against the

'coriect personal identification code, and the right to
access the corresponding application is given if the
personal identification codes match each other.

According to the second aspect of the present invention
a personal identification code for a desired application
may be input using  the mobile terminal apparatus. The
mobile terminal is held towards the external apparatus

- auch as the



10 chip enbedded therein to di sengage the | ock. Subsequently, a wreless
link may be established with the external apparatus, g@gﬁm&ﬁ&ggbhsng access
to the menory region. Needless to say, after a wirel ess bet ween t he
ICchip in the information processing apparatus and the external 15
apparatus is established, the access right may be controlled on the basis
of a personal identification code input using the external apparatus. The
access--right control nmeans may permt the external apparatus to access

t he application for which the access 29 right is given via the wirel ess
interface using wireless conmunicatt Tn response to detecting no

el ectromagnetic waves from the external apparatus connected via the
wireless interface, -the access-right control neans nmay determ ne that a
series . 2eafen/varisemt j cirsl risdradee hHeo agid iafd iceatdaan Heoruswhi ckiklhe 16
Decenber 2005 - 18 access right is given has term nated and perforns ‘
t ransact i tdre testtrdmetll appEEoBssi (3nchAs sa deeslddt imf tar eleeitagndged, the IC
chip is not naintained in a state in which each application is accessible.

For exanpi@nagedrdtie 5 Anslidddngdyni rhle aymeer atans inputost pewsshallen,
unauthori zed use of the application is prevented. The user is thus
pr event ed dardiidgiftddm g maimsutther used,' sugwhdrl et Hefmiokl ¢hkeue

i nforpati on such as el ectronic noney.
user is familiar with, instead of using a user interface of
the external apparatus the user is unfamiliar with, and the
input personal identification code is thus checked. 1In
.other words, a personal ideﬁtification code may be input
using the information processing apparatus having the IC
10 chip embedded therein to disengage the lock. Subseguently,
a wireless link may be established with the external
apparatus, thus permitting access‘tO'the memory'region}
Needless to say, after-a wireless link between the IC chip
in the iﬁformation processing apparatus and the external
15 apparatus is established, the access right may be controlled
on the basis of a personal identification code input using
the external apparatus.
| The acceéess-right control means may permit the external
apparatus to éccess the application for which the access
20 right is given via the wireless interface using wirelesé
communication.
In response to detecting no electromagnetic waves from
the external apparatus connected via the wireless interface,
“the access-right control means may determine that a series

25 of transactions related to the application for which the

- A
o .



I'n response.to receiving no response within a 10 predeterm ned period of
time in response to a command sent fromthe |1C chip Y4 ®etdifbar2064 €SS
interface, the access- right control neans may determ ne that a series of
transacti ons between the external apparatus and the IC chip, which are
connected with each other via the wireless 15 interface, has term nated
normal ly or abnormally and nay performterm nation processing. As a
result, after the wreless Iink with the external apparatus is broken, the
IC chipis not maintained in a state in which each application is

accessi bl e. For exanple, when the nobi L8 terninal 20 apparatus is lost or
stolen, unauthorized use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of val ue

i nf or mat | arcesshr hghel £stgover Ha eye rdies FEDI 4183 L Fidyads appar at us

according to the second 25 aspect of the present invention may further
i ncl ude perawsmttion Stermtion tforcaitarecoday r e steriamieans fer
registering in advance the personal identification code for each _
appl i cat ilmingrospdm doe | Matehigp nesansyt amndi ipies ol in iadesttdifd dai i on code
input neans for inputting the personal 5 identification code for the
cor r esporitigh sgasth carpbird tiomdeoradarses M. t paciamgtled pihegy dhe 0 t he
IC chip via the wred interface. In such a case, the user selects a
desirad Migrakgrsinal mame mdiuse i odilss iy Pwldre dingpitdprised t he
’ use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.
In resporise to receiving no response within a
10 predetermined period of time in response to a command sent
from the IC chip via the wireless interface, the access-—
right control means may determine that a series of
transactions between the external apparatus and the IC chip,
which are connected with each other via the ﬁireless
15 interface, has terminated normally or ébnormally and may
perform termination processing. As a result, after the
wireless link with the external apparatus is broken, the IC
chip is not maintained in a state in which each application
is accessible. For example, when the mobile terminal
20 apparatus is lost or stolen, unauthorized use of the
application is prevenﬁed. The user is thus prevented from
suffering from unauthorized use or theft of value
information such as electronic money.

The mobile terminal apparatus according to the second

25 aspect of the present invention may further include personal




corresponding programis called to the nobile termnal. In 10 response to

the activated program a personal identification codegsREeht\g 2005
correspondi ng application is input to the IC chip via the wired interface,

and the right to access the application is thus given. The user can omt
the inputting of a personal identification code for a desired application,:
15 and operability is inproved. In response to being connected to the _
external apparatus via the wireless interface and thus receiving power,
the 1C chip may notify via the wired interface of the necessity to input
the personal identification code for~-289%accessing the menory region on the
| C chip. In response to the notification, the nobile termnal having the
1C chip displays a dialog on a display or enmts a beep to pronpt the

user. Acco8ehBUEYcatlenUsSdei SefbidP] Ny EohNLCE, P rdbestdeGRSSI Y to i nput
a personal identification code when the 25 user holds the nobile termnal .

above t heagxigesathappar sbngl 1Loadeeerhes+ 20905%ccaL0roF eagle /Wwiter to use

the application. Application use in every aspect of the user's everyday
life may appBichatoh} tptegradceor NGt medhd § adspestssfal he present
I nhvention, there is provided a communication nethod using a nobile
t ermi nal et if Usa b nepde shpOnmbd Or foNt Bghet ©Th€ i tloaligetdtige whi ch
has a menory regi on and which
5 identification code for the corresponding application in
accordance with thé activated program to the IC chip via thé
wired interface. - In such a case, the user selects a desired
pProgram from a menu screen displaﬁed cn the displéy, and the
corresponding program is called to the mobile terminal. 1In
10 responée to the activated program, a persbnal identification
code for the corresponding application is input to the IC
chip via the wired interface, and the right to access the
application is thus given. The user can omit the inputting
of a personal identificatidn code for a desired application,
15 and operability is improved.
In response to being connected to the external
apparatus via the wireless interface and thus receiving
poﬁer, the IC chip may notify via the wired interface of the
necessity to input the personal identification code for
20 accessing the memory region on the IC chip. In responge to
the notification, the mobile terminal having the IC chip
displays a dialog on a display or emits a beep to prompt the
user. Accordingly, the user is reliébly reminded of the

necessity to input a personal identification code when the

25 user holds the mobile terminal above the external apparatus




communi cates with an external apparatus, the nobile term nal apparatus
including a wireless interface for enabling the sem qgmidehbéer 2008 egr at ed
circuit device to performw rel ess comruni cation with the externa
apparatus and a wired interface for performng wred comrunication with
the sem conductor integrated circuit device in the nobile term na

appar atus, one or nore applications_p%hpg_alIocated to the nenory region,
wherein the right to access each appli‘cation is controlled by a personal
identification code, the comunication nethod conprising: a user input
step of inputting, froma user, the personal identification code; a

sendi ng st@R Rfr A8NAINY the ]S sonal JbaeRtficat pE9dgriBRUt,dN fHe user
input step via the wired interface to the sem conductor integrated circuit

devi ce; avehgckiagpstep off chapki ngskhespersanaldd@entiFecatiagn lenkecenber
2005 - 21 <code input in the user input step against a personal
i dentifi gaidiaiteadel for each application allocated to the nenory region
and an access-right control step of giving, as a result of checking in the
checki ng st epccardight to &héhiser dspeaccess the pppbieadt iomwemtidmeh t he
personal identification codes match each other.
there is provided a communication method using a mobile
terminal apparatus having a semiconductor integrated
circuit device which has a memory region and which
communicates with an external apparatus,
the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated
circuit device to perform wireless communication with the
external apparatus and a wired interface for performing
wired ‘communication with the semiconductor integrated
circuit device in the mobile terminal apparatus,
one or more applications being allocated to the memory
region, wherein the right to access each application is
controlled by a personal identification code, the
communication method comprising:
a user input step of inputting, from a user, the
personal identification code;
a sending step of sending the personal identification
code input in the user input step wvia the wired interface

to the semiconductor integrated circuit device;

a checking step of checking the personal identification



The sem conductor integrated circuit device placed on the nobile term nal
apparatus according to the third aspect of the presen Defeigbdri200s nay be
formed of, for exanple, an IC chip. The IC chip includes a wireless |
interface for establishing a wireless link with an external apparatus such
as a reader/witer and a wired interface for establishing an internal
connection with a controller of the npbile term nal apparatus having the

IC chip. In response to establishment of a wireless link wth the
reader/witer, the 1C chip is activated by electromagnetic waves sent from
the reader/witer. The sem conductor integrated circuit device placed on

the mobi Lgqker ihpak appar ahds @sepr diMgut o $hept hgainaspect irddies present

i nvention may have the nenory region of relatively high capacity. One or

mor e appldeatiidisaaieon atbaeatfed tendineappnucs viegi onl1dbetedghio tohaccess
each application is controlled by the personal identification code such

as a persenalry dentiidn ,catndn nunber of password. The term 16 Decenber 2005
- 22 application here includes value information, such as electronic

money or an &hestresisc rbistiketcontianl astiepelods vk mi &8 Bheesitler naf
apparatus_such as the reader/witer is established, a personal

i denti fi eheickangodeni nphe Wiawkine sésder / & i ¥ e8hmycdethe user to

access the application in which the personal

identification codes match each other.

The semiconductor integrated circuit device placed on

the mobile terminal apparatus according to the third

aspect of the present invention may be formed of, for

example, an IC chip. The IC chip includes a wireless
interface for establishing a wireless 1link with an
external apparatus such as a reader/writer and a wired

interface for establishing an internal connection with a

§ controller of the mobile terminal apparatus having the IC

chip. In response to establishment of a wireless link

with the reader/writer, the IC chip is activated by
electromagnetic waves sent from the reader/writer.

-The semiconductor integrated circuit device placed on
the mobile terminal apparatus according to the third
aspect of the present invention may have the memory iegion
of relatively high capacity. One or more applications are
allocated to the memory region. The right to access each
application is controlled by the personal identification
code such as a personal identification number of password.

‘The term



input to the IC chip via the wreless interface. A personal identification
code input froma user input unit such as a keyboard;gheOeLd2004 €

term nal apparatus nay be input to the IC chip via t%e wred interfaced.
The personal identification code input via the wireless interface or the
wired interface is checked against the correct personal identification
code, and the right to access the Qpréisponding application is given if
the personal identification codes mat each other. According to the third

aspect Ofa}gJHl% e nljégi(%”t E%%’lud%éoerx?ﬁ@é ni)gzﬁféirf% gljon caie, oy a

desired application e input Using erm ndl apparatus. The

mobi| e tendnalod s el g oyprds Lhe extannalsgpmaratus such as the

reader/witer, application can 'be used using the external

apparat us (SsygBnasy CRDENEELRT 18]k el BEhT ¥R d4a0SR61 1 APoarAaaRy dinghy, the
user can input a personal identification code using the user's nobile

term nal ahe ugesr iscrdadédj@arivkih, HBsteagtablidgidry a user petsphate of
the external apparatus the user is unfamliar with, and the | nput personal
identifi dalerani ficedei dis thds chesked.uslihdecrabare 2005/ wr 28er| mdihebe
access-right control step, the external apparatus may be permtted to
access thepappl itcat tbe f 0C whiph vhe atbesswirghesbs gnuemfwica.t he A
wireless interface
personal identification code input from a user input unit
such as a keyboard of the mobile terminal apparatus may be
input to the IC chip wvia the wired interfaced. The
personal identification code input wvia the wireless
interface or the wired interface is checked against the
correct personal identification code, and the right to
access the corresponding application 1is given 1if the
personal identification codes match each other.
According to the third aspect of the present invention,
a personal identification code for a desired application
may be 1input using the mobile terminal apparatus. The
mobile terminal is held towards the external apparatus
such as the reader/writer, and hence the application can
be used using the external apparatus (such as conducting
an electronic transaction). Accordingly, the user can
input a personal identification code using the user’s
mobile terminal the wuser is familiar with, instead of
using a user interface of the external apparatus the user

is unfamiliar with, -and the input personal identification

code is thus checked.



using wireless comunication. 5 In the access-right control step, in
response to detecting no el ectromagneti c waves fron1tﬂﬁpgﬁﬁﬂﬁﬂgba5apparatus
connected via the wireless interface, it may be determned that a series
of transactions related to the application for which the access right is
given has 10 term nated, and transaction term nation processing may be
performed. As a result, after being used, the sem conductor integrated
circuit device is not maintained in a state in which each application is
accessi bl e. For exanple, when the nobile term nal apparatus is |ost or
stol en, unauthorized 15 use of the appdication is prevented. The user is
thus prevented fromsuffering fromunauthorized use or theft of value

i nformati on such as el ectronic noney. In the access-right control step, in

response to maceh¥i AGcBSsLLSEARSBoMLEBILNsBcPr edigd esptaedaperi od of tinme 20
in response to a command sent fromthe IC chip via the wreless interface,

it my beppetrertiisnedyt bat parserites @b aUc@@SthboaﬁﬁQQb\&QQBnt e rext er nal
apparatus and the I1C chip, which are connected with each other via the

- W rel ess whinherthacecceas téghitndktedinenmaliky the ’bhpefeslsl ntarda2t
term nation processing may be performed. As a result, after 16 Decenber
2005 - 2asinke wiiredkeess chinmkndichlitiblhe ext ernal apparatus is broken, the 1IC
chip is not nmaintained in a state in which each
5 In the access-right control step, in response to
detecting no electromagnetic waves from thé external
appafatus connected via the wireless interface, it may be
determined that a series of transactions related to the
- application for which the access right is given has
10 terminated, and fransactioh termination processing may be
performed. As a £esult, after being used, the semiconductor
integrated circuit device is not maintained in a state in
which each application is accessible. For example, when the
mobile terminal épparatus is lost or stolen, unauthorized
15“ use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.
In thé access-right control step, in response to
receiving no response within a predetermined period of time
20 in response to a command sent from the IC chip wvia the
. wireless interface, it may be determined tlat a series of
.transactions between the exfernal apparatus and the IC chip,
which are connected with each other via the wireless

interface, has terminated normally or abnormally, and

25 termination processing may be performed. As a result, after



application is accessible., For exanple, when the nobile term nal

apparatus is lost or stolen, unauthorized use of-5 thﬁ%ﬁ@&kﬂﬁﬁ?bﬂﬁ
prevented. The user is thus prevented fromsuffering from unauthorized use

or theft of value information such as electronic noney. The conmmuni cation
met hod using the nobile term nal apparatus according to the third aspect

of the present 10 invention may further include a personal identification
code registering step of registering in advance the personal
identification code for each application; a program activating step; and a
personal identification code input -st2f of inputting the personal
identification code for the 15 corresponding application in accordance wth
the activated programto the sem conductor integrated circuit device via

the wredipdteffacsss 'ﬁrﬁygﬂi%}f@ﬁ& d&é%déx?eraxgﬂdz%%@s s 45%IKAd REQQram

froma nmenu screen display e correspondi ng program

i s call edr¢ a-iiye iphide n?@lﬂf?ﬁ[ﬂlé@'m lh SHQSRONSE i dh& A4 | vated program
a personal identification code for the corresponding application is input

to the seffwionduGlon iNtREaELIE F CUidr dMng &/ arHdie tnd it er f ace,

and the right to access the application is thus given. In such a case t he
user can Antiradle dppptdtiui) 25 1fstd rers3lan,i dgrdd dHoxaideen wedeHf or

deS|red application, 16 Decenmber 2005 - 25 and operability is inproved.
5 the application is prevented. The user is thus prevented
from suffering from unauthorized use or theft of value
information such as electronic money.
The communication method using the mobile terminal
apparatus according to the third aspect of the present

10 invention may further include a personal identification code
régiste;ing step of registering in advance the personal
identification code fof each application; a program
activating step; and a personal identification'code input
step of inputting the personal identification code for the

15 corresponding application in accordance with the activated
‘program to the semiconductor integrated circuit device via
the wired interface. in such a cése, the user selects a
'desired program from a menu screen displayed on the display,
and the corresponding program is called to the mobile .

20 terminal. In response to the activated program, a personal
identification code for the corresponding application is
input to the semiconductor integrated circuit device via the
wired interface, and the right to access the application is

thus given. 1In such a case, the user can omit the inputting

25 of a personal identification code for a desired application,



The communi cation nmethod using the nobile termnal apparatus may further
include a notification step of notifying, in responsgspReddiserhags that the
sem conductor 5 integrated circuit device is connected to the external. .
apparatus via the wireless interface and thus receives power, of the
‘necessity to input - -the personal identification code for accessing the
menory region via the wired interface. In response to the notification,
the nobile term nal apparatus 10 having the I C chip displays a dialog on a
display or emits a beep to pronpt the _user. Accordingly, the user is

reliably rem nded of the necessity to“nput a personal identification
code when the user holds the nobile term nal above the external apparatus
such as the reader/witer to use the 15 application. Application use in
every aspeotl opetrhbildey is émprydag.life is thus facilitated. Further

obj ects, features, and advantages of the present invention will becone
appar ent from Bhepremmenbtdeton destthodptusomaofthdengirigferreadnigrdiodi ment s of
the present 20 invention with reference to the attached drawi ngs. [Bri ef
Descri pti eaPafathne meawfngsheri gnclufle a whayfbeatittrenatéradbfy show ng the
hardware .25 configuration of a nobile term nal 10 according to an 16
Decenber 2ObLfying, éﬁbﬁ@ﬁﬁ@ﬂ?eototh%epf@%bnth$hv%%?i%ﬁwi¢@%éLQ¢¢% a

conceggua[ di agram_showi ng t he pechani sm of
- integrated circult device is connected to the external

- apparatus via the wireless interface and thus receives poﬁer,
of the necessity to input ;he-personal identification code
for accessing the memory region via the wired interface.' In
response to the notification, the mobile terminal appa;atus

10 having the.IC chip displays a dialog on a display or emits a
beep to prompt the user. Accordingly, the user is reliably
reminded of the necessity td input a personal identification
code when the user holds the mobile terminal above the
external apparatus such as the reader/writer to use the

15 application. Application use in evéry aspect of the user's
everyday life is thus facilitated.l

Further objects, features, and advantages of the _
présent inventiog will become apparent from a mbre—detailed
description of the preferred embodiments of the present

20 invention with reference to the attached drawings.
[Brief Description of the Drawings]

Fig. 1 is a diagram schematically showing the hardware

25 configuration of a mobile terminal 10 according to an



wi rel ess communi cati on between a reader/witer and an I1C chip 50 based on
el ectromagnetic induction. 5 Fig. 3 is a nodel di agrapg ¢fec@nb¥d08sn f or ned
of the reader/witer 101 and the IC chip 50, the systemserving as a
transfornmer, Fig. 4 is a block diagram showi ng the internal functiona
configuration of the IC chip 50 enbedded in the 10 nobile termnal 10
according to a first enbodi nent of the present invention. Fig. 5is a

di agram schenatically show ng an exanple of the configuration of a nenory
space in a nenory 52 shown in Fig, 4. 15 Fig. 6 is a diagramschematically
showi ng the data structure of a persoﬁ | Tidentification code defining
region. . Fig. 7 is a flowhart showi ng a process of controlling the right
to access a directory or application in accordance, wth a personal
identificambodimedé pfipthef poasantisénve@0iéhg. 8 is a flowhart show ng a
process of controlling the right to access a directory or application
using a prival¥gke¥y inst exmhadpiuee phirapret shhentnd itde imecheodsn iofput |
fromthe user. Fig.” 9 is a flowhart showi ng a process of controlling 25

t he. ri ght "iseheeessomnunpphttar i beitoreni 2 eceadgr.fnri ber barxd sarl 6I@ecenber
2005 - 2 7 ,of the nunber of failures of input of the personal

chip 50 based on electromagnetic induction.
5 - Fig. 3 is a model diagram of a system formed of the
reader/writer 101 and the IC chip 50, the system serving as
a transformer.
Fig. 4 is a block diagram showing the internal
fuﬁctional configuration of the IC chip 50 embedded in the

10 mobile terminal 10 according to a first embodiment of the

present invention.

Fig. 5 is a-diagram‘schematically showing an example'of
the COnfiguration of a memory space in a memory 52 shown in
Fig. é.
7 15 Fig. 6 is a diagram schemafically showing the data
structure of a personal identification code'defining fegion.
Fig. 7 is a flowchart showing a process ofVCOntroLling
thé right to access a directory or application in accordance
with a persoﬁal identification code input from a user.

20 ' Fig. 8 is a flowchart showing a process of coﬁtroliing
the right to access a directory or application using a
private key instead of the personal identification code
ihput from the user.

Fig. 9 is a flowchart showihg a process of controlling

25 thefright to access an application or.directory on the basis




i-dentification code. Fig. 10 is a diagram schematically show ng the
mechani sm for automatically causing an access-perm tt ggpacdRbRP¥os €9i on to
be inaccessible by cutting off the power supply. Fig. 11 Is a diagram .
showi ng the internal functional configuration of an IC chip 50 enbedded in
a nobile termnal 10 according to a second enbodi nent of the present
invention. 10 Fig. 12 is a flowhart showing a process of permtting
access to an application allocated to a nmenory 52 by checking a personal
identification code input froma user _jnput unit 11 of the nobile term nal
10. Fig. 13 is a flowhart show ng a‘p?%céss of controlling 15 the right
to access an application on the basis of the result. of detecting

el ectromagneti c waves sent froman external apparatus 50. Fig. 14 is a

f | owchar toshtié ngueb ¢ ose sfa Dfusents Ol dfhechd ghirdomadccess an
-application on the basis of a 20 response from an external apparatus 100 in

response idemtifiorateiwh sssdefromthe I1C chip 50. Fig. 15 is a flowhart
showi ng a process of pronpting the user to input a personal identification
code to the ndlbid.e Ilerdm @aldiiagress pohsaatdcedfigbhbhsiieot the a wirel ess 25
| i nk between the 1 C chip 50 and the external apparatus 100 16 Decenber 2005
- 28 mechanism for automatically causing an access-permitted
5 memory region to be inaccessible by cutting off the power
supply.
Fig. 11 is a diagram showing the internal fﬁnctional
configuration of an IC chip 50 embedded in a mobile terminal
10 according to a second embodiment of the present invention.
10 | Fig. 12 is a flowchart'showiﬁg a process of permitting
access to an application allocated to a memory 52 by
checking a bersonal identification code input from a user
input unit 11 of the mobile terminal 10.
Fig. 13 is a flowchart showing a process oé contr&lliné
157 the right to access an application on the basis of the
result of detecting electromagnetic waves sent from an
egternal apparatus 50.
- | Fig.‘14 is a flowchart showing a process of controlling
the right to access an application on the basis of a
20 résponse from an externél apparatus 100 in response to a
command sent from the IC chip 50.
Fig. 15 is a flowchart showing a process of prompting
the user to input a personal identification code to the

mobile terminal in response to establishment of a wireless

25 1ink between the IC chip 50 and the external apparatus 100



via an RF unit 51. Fig. 16 is a diagram schematl cally show ng the hardware
configuration of a nobile term nal 10-2 according to g pHRidusher@otPdi ment of
the present invention. 5 Fig. 17 is a flowhart show ng a process of
omitting input of a personal identification code by activating a program
[ Best Mbde for Carrying Qut the Invention] 10 Wth reference to-the

drawi ngs, enbodi nents of the present invention will now be described in
detail. A System Configuration 15 Fig. 1 schematically shows the hardware
configuration of a nobile termnal 10 according to an enbodi ment of the
present invention. The nobile terninal2807is an information processing
termnal, such.as a cellular phone or a PDA (Personal D gital Assistant),
which is small and |ight 20 enough to be carried by a user. The nobile
term nal d{s showr ivhithesdj agramincludes an [ C chip 50 which is driven by
recei ving power using wreless conmmunication with an external apparatus
and whi ch has Fag.namgorhy faurdisigeam achematdkckelylihbetngorheohhirdgatrae
overall 25 internal operation of the nobile termnal 10, a user input 16 .
Decenber @G gqu2diun tofl 22 fnvnidee dfe reeiysy/ b Utd-Cnsdaarcdimgutito mg thy rdhe user

embodiment of the present invention.
5 Figf 17 is a flowchart showing a process of omitting
input of a personal identification code by activating a

program.

[Best Mode for Carrying Out the Invention]

10

With reference to the drawings, embodiments of the
present invention will now be described in detail.
A. Svyvstem Configuration
15 Fig. 1 schematically shows the hardware configuration

of a mobile terminal 10 according to‘an embodliment of the
Aﬁresent invention. The mobile terminal 10 is an information
proﬁessing terminal, such as a cellular phone or a PDA
(Pérsonal Digital Assistant), which is small and light
20 enough to be carried bj a user.

The mobile términal 10 shown in the diagram includes an
IC chip 50 which is driven by receiving power using wi{gless
cdmmunication with an external apparatus and whiph'has a
memory function, é controller 11 for contreolling the Qverall

25 internal operation of the mobile terminal 10, a user input




various character strings and conmands, such as a personal identification
nunber or password, and a display unit 13, such as ajy bLRudddp6 C ystal
Di splay), for displaying the 5 processing-result. Needless to say, the
nobile termnal 10 nmay include peripheral units and circuit conponents

ot her - than those shown in the diagramin order to inplenent the primry
function of the nobile termnal 10. A cartridge which has an IC chip with
an antenna and 10.which is fornmed in the size of a credit card is
generally referred to as an "IC card". The nobile termnal 10 can be
equi pped with the ICchip 50 in a va‘rizgty of different ways. For exanple,
a semconductor IC chip in conjunction wwth a wreless antenna 15 may be
-enbedded in the nobile termnal 10. Alternatively, a card"shaped |IC chip,

that is, apitCleardrmeayobexsgedbytohei Pgri Dsghteond n}bﬁ ghéakses! ot
arranged in the nobile termnal 10. Applications for the IC chip or IC
card incivadeohanehkeasteel ateiingd yaduCommindspts0ch SsCh BSrL6nr epai d
el -ectronic noney of an electronic ticket. In the follow ng description,
the functidestpfbeatédnbyutber| & chapsword) Gurara dbypbdgoubetrederred to
“applications”". The controller 11 is forned by integrating a CPU (Central
Processi nguthi £3, an ROM (ReqdiOnCyydbabriispa®P M £@5 d Repllaying cess
I\/Em)r%), and the like. The controller 11 16 Decenber 2005 - 30 - ,
processing result. Needless to say, the mobile terminal 10
may include peripheral unitsrand circuit components other
than those shown in the diagram in order to implement the
- primary function of the mobile terminal 10.
A cartridge which has an IC chip with an antenna and
10 which is formed in the size of a credit card is generally
‘referred to as an "IC card".
The mobile terminal 10 can be egquipped with the IC chip
50 in a variety of different ways. For example, a
semiconductor IC chip in conjunction with a wireless antenna
15 may be embedded in the mobile terminal 10. Alternatively, a
card-shaped IC chip, that‘is, an IC card, may be used by
being inserted into a card slot arranged in the mobile
terminal 10. Applications for the IC chip or IC card
include functions related to value information, such as
20 piepaid electronic money or an electronic ticket. In the
following description, the functions provided by the IC chip
or IC card may also be referred to "applications".
The controller 11 is formed by integrating a CPU
{(Central Processing Unit),-a ROM (Read Only Memory), a RAM ~

25 (Random Access Memory), and the like. The controller 11




execut es program code stored on the ROMto control various operations in

the nobile termnal 10. The I C chip 50 includes a w rf4 ps&pittreodpce 14 for
establishing a wireless link with an external apparatus 100 5 and a wired

interface 15 for establishing a wired connection wth the controller 11 of
the nmobile termnal 10. .The wreless interface 14 uses, for exanple, a
contact interface standard defined by 1SO 7816 or .a wireless interface
.standard defined by |SO 14443. The schene for establishing 10 a |link or
connecti on between the I1C chip 50 and the external apparatus 100 wll be
described later. The IC chip 50 is mandfactured by adopting, for exanple,

a contactless IC chip technology. The IC chip 50 is driven by

el ectromagneti c waves received fromthe external 15 apparatus 100 via the

Wi rel ess ertentasepidgrhn ebher s¥OrEs, on\WHRE ki¥e HSeEohsraDtvde slifg the

nobil e term nal 10 above the external apparatus 100, el ectromagnetic waves

fromthe opxtethahsappathtuscBle dber@in&s®ach. the nobile termnal 10, and
the operation of the IC chip 50 is deactivated. In this 20 enbodi nent, the

right to acceskhd¢ hECictify 30 ifcihited G ohifelddd dirsapRars 14 fasponse to
cutting off the electromagnetic waves (this will be described later). The
| C chip 56shabbishiggta® vhrelesbodimerwitiasan exeeonyl rggpparatBucti® nmenory
region i s made possible by 25 mniaturization technology. The nenory
regioﬁ iSam@rﬁeﬁi@$d13nt@g§@@@rl@0ﬂ@r establishing a wired connection
with the controller 11 of the mobile terminal 10. The
wireieSs interface 14 uses, for example, a contact interface
standard defined by I1IS80 7816 or a wireless interface |
standard defined by IS0 14443. The scheme for establishing
10 a link or connection between the IC chip 50 and the.external‘
apparatus 100 will be described later.
The IC chip 50 is manufactured by addpting,;ggx_example,
a contactless IC‘chip teéhnology. The IC chip SO-is driven
by electromagnetic waves received from the external
15 apparatus 100 via the wireless interface 14. In other words,
when the user is not holding the mobile terminal 10 above
the external apparatus 100, electromagnetic waves from the
egférnal apparatus 100 do not reach the mobile terminai 10,
and the operation of the IC chip 50 is deactivated. 1In this
20 embodiment, therright to access the interior of the IC chip
50 disappears in response to cutting off the electromagnetic
waves (this will be described later).
The IC chip 50 according to this embodiment has a

memory region, such a memory region is made possible by

25 miniaturization technology. The memory region is formed of



- 31 a sem conductor nenory, a nagnetic stripe, or other

readabl e/witable storage nedia. One or nore appl|catq@@ﬁm?ﬂ&§ng§ocated to
the nenory region. One.exanple of application is value in mat 1 on, such .
as electronic noney 5 or an electronic ticket. In this enbodinent, a
menory space in the IC chip 50 has a hierarchical structure. Each
application is allocated a directory. This enabl es applications to be
efficiently managed in directory units. This will be described in 10
detail later. In order to protect value information stored in the nenory
space in the I C chip 50 from being usedlwithout pernission or stolen, a
personal identification code such as a personal identification nunber or
password is set for each 15 application. As a result, the right to access

the menory seR@cORdLELEONLERLLRD & NmagRttcat s 0PI pEI tor SOhexanpl e,
personal identification code input via the wirel'ess interface 14 or the

wired inteshaaplé3wirstebesketo0gge NSéda . PerseNGt meleatiphratd©rvepde for
each application, and the 20 right to access each application is given when

the conpaaed apkosanal tdethéfhnanbrpnregiies. mowdh eeaipDéhef (described
later). In this enbodi nent, apart fromthe above features in that the
menory spapplhagtaohi esava:lmeainﬁcbrmtimm $inclh aé&hmhmpm inoatéon s
allocated a directory, and that a

5 or an electronic ticket.

In this embodiment, a memory space in the iC.chip 50
has a hierarchical structure. Each:application is allocated
a directory. This enables applications to be effi;ientlf
managed in directory units. This will be described in

10 detail later.

In oxrder to protect valﬁe information stored in the
memory space in the IC chip 50 from being used without
permission or stoién, a personal identification code such as
a personal identification number or password is set foxr each

15 application. As a result, the right to accesé the memory
regiop is controlled in application units. For example, a
peféonal identification code input via the wireless
inferface 14 or the_wiréd interface 15 is checked égainst a
personal identification code for each application, and the

20 right to acbess each application is given when the compared
personal identification codes match each other (described
later) .

In this embodiment, apart from the aboverfeatures in

" that the memory space has a hierarchical structure, that

25 each application is allocated a directory, and that a



f

16 Decenber 2005 - 32 personal identification code is set for each
application, a personal identification code may al sol@ge&gﬁbf{&ms&ach

directory. The right to access is controlled not only 1n application units
but also in directory units efficiently. 5 The access right control wll be
described in detail later. The external apparatus 100 is an apparatus
using an application allocated to the nmenory region on the I1C chip 50.
The external apparatus 100 includes a reader/witer 101 for establishing a
wireless link with the I C chip 50 using for 10 exanple, a contactless IC
chi p-technol ogy. Needl-ess to say, the gxfernal apparatus 100 is equi pped
with other circuit conponents and peripheral devices for performng
arithnmetic processing for specific operations, and a display unit and an
i nput unipefoongeridént N ¢t Bomcidde inpet Widih dadvh ugeilicki(oad,! aof which
are not shown). The external apparatus 100 corresponds to, for exanple, an
appar at uspsusdnal adenXEIM {dut matcadd etd eralac beneget tfermmeasadh i n a bank for
usi ng el ectronic nmoney; an apparatus for processing electronic value _
i nf or mat idkrectety as Trtridtht st eldessatis remaldeck oft dondert hal | or
the gate of a station or airport for using electronic tickets; and an
appar at uERkIcaision sHfidtyy X s arimctiommiday omiftgcidffiriendrlyper f or mi ng
user identification or authentication. According to the system
conf i gur HAHVMEIRIF dsiqiHatcontrol will be described in detail later.
The external apparatus 100 is an apparatus using an
application allocated to the memory region on the IC chip 50.
The external apparatus 100 includes a reader/writer 101 for
establishing a wireless link with the IC chip 50 using, for
10 example, a contactless IC chip technology. Needless to say,
the external apparatus 100 is equipped with other circuit
components and peripheral devices for performing arithmetic
processing for specific operations, and a display unit and
an input unit for performing interactive input with the user
15 (all of ﬁhich are not shown).
The external apparatus IOO corresponds to, for example,
an apparatus such as an ATM (Automatic Teller Machine)
terminal in a bank for using electronic money; an apparatus
for processing electronic value information, such as that
20 iﬁstalléd at the entrance of a concert hall or the gate of a
station or airport for using electronic tickets; and an
apparatus such as a safety box at an accommodation facility
fdr-performing user identification or authentication.

Acéording to the system configuration such as that

25 shown in Fig. 1, the user inputs a personal identification



25 shown in Fig. 1, the user inputs a personal identification 16 Decernber

2005 - 33 code fromthe user input unit 12 of the ”D?bb%c&ﬁﬁéﬁzﬂé% 10 and
di sengages the-lock. In sonme cases, the user confirns the nunmerals which.

are input by the user and which are displayed on the display unit 13 and
sends the input 5 personal identification code to the IC chip 50 enbedded
in the nobile termnal 10 via the wired interface 15. In the 1C chip 50,
t he personal identification code input fromthe wuser is checked against a
personal identification code set for each application or directory on the
menory region. If 10 the personal i denfPfTcati on codes match each ot her,
the user is given the right to access the nenory region allocated to the
correspondi ng application or directory. Alternatively, after a-wreless
link is establ fshedthetvsen itignt Gueit OO ivhd hoymh [ dwimdinalo 10 and
t he external apparatus100, 15 the right to access each application is
control | egndndidengdrpsd stid Togier sanal sante dasfdsCatihen wxade doififtrnssi ng t he
external apparatus 100. Wrel ess comuni cation between the reader/witer
101 and the 1@etdls 5hich g drmnttedpothehastasiandwhifdr &% exanpl e, the
principle of electronmagnetic induction. Fig. 2 conceptually depicts the
mechani srAb¥Plived egs tdemdimday omitbhdidveend skeadsedder /mpitter 101 and t he
| C chip 50 based on el ectromagnetic induction. The.reader/witer 101
i ncl ues Personal identification code to the IC chip 50 embedded in
the mobile terminal 10 via the wired interface 15. In the
IC chip 50, the personal identification code input from the
user is checked against a personal identification code set
for each application or directory on the memory region. If
100 the personal identification codes match each other, the user
is given the right to access the memory region allocated to
the corresponding application or directory. Alternatively,
after a -wireless link is established between the IC chip 50
in the mobile terminal 10 and the external apparatus 100,
15 the right to access each application is controlled on the
basis of a personal identification code input using the
external apparatus 100.
Wireless communication between the reader/writer 101
and the IC chip 50 is implemented on the basis of, for
20 example, the principle of electromagnetic induction. Fig. 2
| conceptually depicts the mechanism of wireless communication
between the reader/writer 101 and the IC chip 50 based on
electromagnetic induction. ' The reader/writer 101 includes

an antenna Lgy formed of a loop coil. Allowing electric

25 current Ipy to flow. through the antenna‘LRW generates a



field around the antenna LRW In contrast, at the IC¢c

an antenna LRw forned of a |loop coil. Allowng electric 25 current IRwto

fl ow through the antenna LRW generates a 16 Decenber ?@ﬁécel%%éflm gnet: C
I'p side, a |loop

coil Lc is provided around the IC chip 50 in an el ectrical sense. At the
ends of the loop coil L. of the IC chip 50, voltage is induced by the 5.
magnetic field generated by the | oop antenna L. of the reader/witer 101,
and the induced voltage is input to a terminal of the IC chip 50 connected
to the ends of the loop coil Lc. The degree of coupling between the
antenna LRWof the 10 reader/witer~18%4 and the loop coil Lc of the IC-
chip 50 changes depending on the.. positional relationship thereof. It
can be regarded that, as a systen1 a single transformer is provided. This

can be dephghetid nfi@l.edr@ﬂ@un&“@géadﬁtéﬂfﬁ"@ &0 Firg. c3ntkastheatepder/ witer
101 nodul ates the current IRWfl ow ng through the antenna LRWto nodul ate

a vol t ageI8dOchiglB®Gside, theldOPPceni 11,16 sobrihaded @higundJsineg 1thi s
phenomenon, the reader/witer 101 sends data to the IC chip 50. The data
sent in tdhbp ciseln not uelbscer pea s analsd .demtd filmatdrads cofleshe?Q-ocgich as a
personal identification nunber or password input fromthe user at the
ext ernal apbarlat of 1@ @Cde;hlfporso,olvbaltagnglnh&nﬁm@leﬁ by ateess each

application or directory,
5. magnetic field generated by the loop antenna Lo of the

reader/writer 101, and the induced voltage is input to a
terminal of the IC chip 50 connected to the ends of the loop'
coil Lg. -
The degree of coupling between the antenna Ly, of the
10 ;:.eader/writer 101 and the loop coil L, of the IC chip 50
changes depending on the positional relationship thereof.
It can be regarded that, as a'system; a single transformer
is provided. This can be depicted in the model diagram
shown in Fig..3. | |
15 The reader/writer 101 modulates the current iRW flowing
through the antenna Lgy; to modulate a voltage V, induced in
the loop coil L. of the IC chip. U81ng this phenomenon, the
reader/wrlter 101 sends data to the IC chip 50. The data
sent in this case includes a personal identification code,
20 rsnch 4s a personal identification number or password input
- from the user at the external apparatus 100 side, for
obtaining tne right to access each application or directory,
and value information e.g., electronic mnney or an
electronic ticken, provided by each application.

25 . The IC chip 50 has a load switching function for




and value information e.g., electronic noney or an electronic ticket,

provi ded by each application. 25 . . The I1C chip 50 h cdrigd tchlng
function for 16 Decenber 2005 -- 3 5 changing a Ioadgig?meen 32?%1nals of.
the loop coil Lc in accordance with data to be sent to the reader/witer
101. Wien the load between the termnals of the loop coil Lc changes, the
i npedance between the antenna termnals of the 5 reader/witer 101 changes..
This results in a fluctuation in passing current | RWor voltage VRw of the
antenna LRW Denodul ati on of the fluctuation enables the reader/witer

101 to receive the data sent fromths P& thip 50. The data received by the
external apparatus 100 fromthe IC chip 50 10 includes val ue information,
such as el ectronic noney or an electronic ticket., provided by each

appl i cati 6éhandbn®. a Fiosd Eebwdénenérhing d id5tteabnss ilofyt he present
invention, a storage region in the IC chip 50 enbedded in the nmobi | e

term nal df6chedamcdiel el chihtal totlbeiCiene tsitlge dieedd 0 eisterEadil .
application allocated to the menory region is registered in a directory at
‘a desiredWheerehehicad beweden Hoe exaniials hhHhtlye cosoelatidd gppl i cati ons,
such as 20 applications for use in a series of transactions, are

regi st er echamgehe Smreinpedatos yodamekmigie arooenmel atethigwls of the

-5 reader/writer 101 changes. This results in a fluctuation in
passing current Igp; or voltage Vg of the anténna'LRw.
Demodulafion of the fluctuation enables the reader/writer
101 to receive the data sent from the IC chip 50. The déta
received by the external apparatus 100 from the IC'chip 50

10 includes value information, such as electronic money or an

electronic ticket, provided by‘each application.

B. First Embodiment

In a first embodiment of the present invention, a

15 storage region in the IC chip 50 embedded in the mobile
terminal 10 has a hierarchical structure using directories.
Each application allocated to the‘memory region is
 registered in a directory -at a desired hierarqhical level.
For example, highly-correlated appliéations, such as

20 ,applications for use in a series of transactions, are
registered in the same directory (and highly-correlated sub-
directories are registered in the same directory).
Aécordingly, the application and directory arrangement in
the memory region is well organized, and the user can

25 efficiently classify and organize the applications.



directories are registered in the sane directory). Accordingly, the

application and directory arrangenent in the menory [g@ee&nbs 2085 !

organi zed, and the user can 25- efficiently classify and organi ze the
applications.. 16 Decenber 2005 - 36 Hierarchical control over the access
right is inplenmented by setting a personal identification code for each
application, and, in addition to this, by setting a personal
identification code for each directory. For 5 exanple, the user inputs a

personal identification code corresgp&? ng to a directory. The input
personal identification code is check and aut henticated, and the wuser
is thus given the right to access all applications (and sub-directories)
in the directory. For exanple, the user 10 obtains the right to access al
applications udtdranchicskrcestodl towersachée onscdys i mpghit iy a persona
identification code for the corresponding directory once. Access control
is thus effipépmantedpbyf setitdngandpeheonapeidbntifycativhecappafatus is
thus inproved. 15 Fig. 4 illustrates the internal functional configuration
of the | CeéfhpaBbléppbiged apdihénnpddibionetai baisiObrcsottdimg 2o this
enbodi nent. As shown in_the diagram the IC chip 50 includes an RF unit 51.
havi ng coRfREEPRALt hdpRESL AR EAPRNAAIE ofcEsEashi Shragtor. a B®¥el ess |i nk

with %pe readeilwwiter 101 of the external . L
example, the user inputs a personal identification code

- corresponding to a directory. The input personal
identification code is checked and authenticated, and the
user is thus given the right to access all applications (énd
sub-directories) in-the directory. For example, the user

10 obtains the right to access all applications used in a
series of transactions by inputting a personal
identification code for the corresponding directory once.
Accessrcontrol is thus efficiently performed, and the
operability of the apparatus is thus'improﬁed.

15 | Fig. 4 illustrates the internal functional

' configuration of-the IC chip 50 embedded in the mobile
terminal 10 according to this embodiment.

| As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing

20 a wireless link with the reader/writer 101 of the extefnal
apparatus 100, a memory 52 having a storage regiocn
individually allocated to each application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and

25 checking a personal identification code, a wired interface



apparatus 100, a nenory 52 having a storage region individually allocated
to each application, such as purchased-ticket informgiRReRberd809Si t Or
information (electronic noney) at a bank, a checker 53 for conparing and .
25 checking a personal identification code, a wired interface 16 Decenber
2005 -- 3 7 54, and a controller 55 for controlling the conponents in a
general manner. The controller 55 is forned by integrating a CPU (Central
Processing Unit), a ROM (Read Only Menory), a RAM 5 (Random Access
Merory), and the like. The controller ?? executes program code stored on
the ROMto control the internal operation of the ICchip 50. A so, the
controller 55 communicates with the controller 11 of the nobile term na
10 via the wired interface 54. 10 The nmenory 52 is used to allocate a
storage refioandoa orretorlher eSAphHd T cadntonsl 1 ke tenuronmheas e a

inpl enented ~ as any-type of readable/witable storage nmedium such as a

seni condugeBRTHEIARNYF- a magnetic stripe, and is not linmted to a .
particul ar device. 15 In this enbodi nent, a storage space of the nmenory 52

has a hi er ar cHif€alcostrgddgre bsiimg fgirmest b dnteggpadingi ealPyP, each
applicati?n allocated to the menory region can be registered in a
di r ect or y SR He S TP S TG deHi)cala | | (Reast Qadanpiasonytighlay Rédk r el at ed

5 (Random Access Memory), and the like. The controller 55
executes program code stored on the ROM to control the
internal operation of the IC chip 50. Also, the controller-
55 communicates with the controller 11 of the mobile |
terminal 10 via the wired interface 54.

10 The memory 52 is used't§ allocate a storagérregion to
one or more applications. The memory 52 can be implemented
as any type of readable/writable storage medium, such as a
semiconductor memory or a magnetic'stripe, and is not
limited to a particUlar-device.

15 In this embodiment, a storage space of the memory 52
has a hierarchical structure using directories.
Specifically, each application allocated to the memory
region can be registered in é directory at a desired
hierarcﬁical level. For example, highly—corrélated

20 applications; such as applications for use in a series of
transactions, are registered in the same directorf {and
highly-correlated sub-directories are registered in the same
directory).

Applications.and directories allocated in the memory 52

25 each have a persona identification code defining region. A




20 applications, such as applications for use in a series of transactions,

are registered in the same directory (and highly-cor @b@ er 2005
sub-directories are registered in the sane dlrectory) I cations and
~directories allocated in the nenory 52 25 each have a persona :
identification code defining region. A 16 Decenber 2005 - 38 personal
identification code can be set for each application or directory. The right
to access the nmenory 52 is controlled in application units and in
directory units. The hierarchical sgrggtgre, the hierarchical control over
the 5 access right, and 'the personal tdentification code defining region
in the nmenory 52 will be described in detail later. The checker 53 checks
a personal identification code sent via the wired interface 54 against a
personal peesonil chdénbifocetset dordd hmmernrset efpmoresadt egatleid-dtdonl0 each
application or directory and permts access to the nenory region if the
personal ¢dediréctaryon Boelesight cio asmdsottier mdmfmy et iien can be read
fromand witten to the access-permtted nmenory region by the
reader / weRErableditn aprl RRAMIT Wilts Ruthd petistrrdonwientits ccatlhen code
sent via the wired interface 54 is, in short, the personal identification

code inpite¥abERigal EUruGEITRy the ot ahdgalhgontrol] pvstheihe wor ds,

accorging to this, enbodi nent, the .user. can input a
‘ access right, and the personal identification code defining

region in the memdry 52 will be described in detail later.
‘The checker 53 checks a persconal identification code
_ sent via the wired interface 54 against a'personal |
identification code set in the memory region allocated to
10 each application or directory and permits access to the
memory region if the personal identification codes match
each other. infbrmation can be read from and written to the
acceés—permitted meméry region by the reader/writer 101 via
the RF unit 51. |
15 The personal identification code sent via the wired
interface 54 is, in short, the personal identification code
input from the user using the mobile terminal 10. In other
words, according to fhis:embodiment, the user can input a
personal identification code using the user's mobile
20 terminal 10 the user is familiar with, instead of using a
user interface of the external apparatus 100 the user is
unfamiliar with, and the input personal identification code
is thus checked. |
Fig. 5 schemétically shows aﬁ example of the

25 configuration of the memory space in the memory 52 shown in



personal identification code using the user's nobile 20 termnal 10 the
user is famliar with, instead of using a user interfg¢R.ahbd¥0$Xxt erna
apparatus 100 the user is wunfamliar with, and the input personal
identification code is thus checked. Fig. 5 schematically shows an exanple
of the 25 configuration of the nmenory space in the menory 52 shown,in 16
Decenber 2005 -39 Fig. 4. In the exanple shown in the diagram directory 1
corresponding to a root directory includes application 1A and application
1B, and directory 2 that corresponds tg sub-directory. 5 Under directory
2,- application 2A, and directory 3-1 gd directory 3-2 corresponding to
sub directories are included. Under directory 3-1, application 3-1A and
~application 3-1B are included. Under dlrectory 3-2, application 3-2A, 10
appl i cati B4g3- 2B, EadthppéxespleonsBeRC i etherodimipchm,Asinsd'mtmnyt Fig. 5,
each application and directory allocated on the nenory 52 is provided with.
a per sonaferreependingt ton codet déiredtary egiomddsd @pel sshsinat ildal |y shows
the data structure of the personal identification code 15 defining region.
As shown #RCt3ePH GRjFLeR Jeﬁe P sdpegctaniert i thatatdarroumdtefiaiang regi on

has a personal i dentification nunber region, a region for storing the,
dlrectory
5 Under directory 2, application 2A, and directory 3-1

and directory 3-2 corresponding to sub-directories are
included.
' Under directory‘Bwl, application 3-1A and applicatiou
3-1B are included. Under directory 3-2, application 3f2A,
10 application 3-2B, and application 3-2C are included.
| As shown in Fig. 5, each application and directory
allocated on the memory 52 is ﬁrovided-with a personal
| identification code defining region. Fig. 6 schematically
shows the data structure of the personal identification code
15 defining region. As Shqwn in the diagram, the personal
identification code defining region has a personal
identification number'region, a regilon for storing the,
number of input failures, a region for setting the maximum
permissible number of input failures, a region for selecting
20 whether to use a personal identification code, and an aucess
- permission flag.
When the user wants to access an application or
diredtory, the user is prompted by the IC chip 50 to input a
personal identification code. For example, a beep is

25 emitted,by the mobile terminal 10 or a dialog is displayed



nunber of input failures, a region for setting the maxi num pernmn ssible

number of input failures, a region for selecting 20 V‘@@H&@émﬁ&z‘ﬂﬁf a
personal identification code and an access perm ssion flag. Wen the user

wants to access-an application or directory, the user is pronpted by the
IC chip 50 to input a personal identification code. For exanple, a beep is
25 enmitted. by the nobile terminal 10 or a dialog is displayed 16 Decenber
2005 - 4 0 on the display unit 13 to pronpt the user to input a. personal
identification code. Only when the personal identification code input from
the user matches the correct personal #8emtification code, 5 the access
perm ssion flag is put up in the personal 10 permission flag is accessible.
In a default setting, the access permission flag in each application or

di rect or yohotheWhi §p1aypensena téleptdhpeathOnusodecd sigsitis i naccessible.
I dentification code de¥|n|ng region in the corresponding application or .

direct or ypeasdnatcedsntbeiehvios ¢dds. permtted. The access perm ssion
flag i ndicates whether or not the corresponding application or directory
I s accessi bl e.Orllye wieppl tloatpeors cora ldiirdeaitarfyd dastdiong cefe timgiad Eridke access
15 After personal identification code checking or ,

the user matches the correct personal identification code,

5 the access permisSion flag is put up in the personal
identification code defining region in the corresponding
application or direetory, and access thereto is thus
permitted.

The access permission flag indicates whether or not the

10 corresponding application or directory is accessible. The
application or directo;f having set therein the access
permission flag is accessible. In a default setting, the
access permission flag in each application or directory for
which a personal identification code is set is inaccessible.

15 After personal identification code checking or
authentication using a private key succeeded; the access
perﬁission flag is set to allow the application ox directory
to become accessible. If the access permission flag is
continuonsly set, the user may suffer from damage in case of

20 loss or theft of the IC chip 50 or the mobile terminalllO
since the applications and directories may be used without
ipermission or used fraudulently. The IC chip 50 according
to this embodiment has a mechanism for automatically

changing the accessible state to the inaccessible state,

25 which will be described in detail later.



is set to allow the application or directory to becoqg%&ﬁ?%ﬁjo? If the
access permssion flag is Continuously set, the user nmay suffer from
darmage in case of 20 loss or theft of the I1C chip 50 or the nobile termnal
10 since the applications and directories nmay be used w thout perm ssion
or used fraudulently. The IC chip 50 according .to this enbodi nent has a
mechani sm for automatically changi ng the accessible state to the

i naccessi ble state, 25 which will be described in detail later. 16
Decenber 2005 The record in the regi 6ntor storing the nunber of input
failures is updated every tinme an incorrect personal identification code

is input. When the nunber of input failures reaches the maxinmum

perni ssi bl e nurberrefordpid thd atddias £t d¥oigy rae enlr satting the
maxi mum perm ssi bl e nunber of input failures, access to the corresponding
appl i cati pnpot fatkoresyissupéated. evargenenal ant hecourdet ©frdspat
failures should be cleared once the user succeeds in inputting the correct
10 personaflentéhicéttani ondeoile. iffpis. sciiear phevembisera ol iwgpwus user from
checki ng every possible personal identification code to detect the correct
personal faubwres|rezthes cotle. matbmin eeosissinpeatsunbenrefcinpywer sonal
identification codes and the nunber of input 15 failures reaches the

maxi nem pEdd 85ed| eehuidethofreginr for setting the maximum

permissible number of input failures, access to the
corresponding application or directory is denied.
In general, the number of input féilures should be
cleared once the user succeeds in inputting the correct
10 personal identification code. This scheme prevents a
malicious user from checking every possible personal
idenfification code to detect the correct personal
identification code. When the user inputs incorrect
personal identification codes and the number of iﬁput
15 failures reaches the maximum permissible number of input
failures, input of the personal identification code fails.
In this case, only a manager managing the IC chip 50 may
clear the region for storing the number of input failures.
The managér may be aﬁthenticated by, for example, a private
20  key, which will be described later. |
When a personal identification code for a directory is
‘input and access to the directory is thus permitted, access
td_all applications and directories below the directory may
.be permitted. Fof example, as in directory 2 shown in Fig.

25 5, a personal identification code for the directory itself



failures, input of-the personal identification code fails. |In this case,
only a manager nmanaging the 1C chip 50 may clear thejgeghbaand@oost ori ng

t he nunber of input failures. The manager nay be aut%enticated‘by, for
exanple, a private 20 key, which will be described |ater. Wen a personal
identification code for a directory is input and access to the directory
is thus permtted, access to all applications and directories below the
directory may be permtted. For exanple, as in directory 2 shown in Fig.
25 5, a personal identification code for the directory itself 16 Decenber
2005 - 42 and a personal i dentificafi R code for -a sub-directory(s) are

i ndividual |y arranged, thereby setting the personal identification code
for controlling the right to access only applications belonging to

di r ect or yaRdaadpéheopel sDidht bf i caendn f &6dd | fhr COURB-QH1 £80ESHY (ENg t he
-right to access only sub-directories 3-1 and 3-2 below directory 2. The
regi on foarseitdirgisdel heratoangeda piessaal sdieiig ftgatpons6ode, which is.
in each personal identification code defining region, is used to select 10
whet her tbdeetifipetsomatodaeftr foamt roll bogetHorridtet ttos getceseghmin, '
Specifically, when a personal identification code is set, access to the

cor r espondPpiepplémntholoryiny rieztdizectcrper mud ethe fpenddrent i cati on by

t he personal identification code is successful. In contrast, an .

identification code for controlling the right to access only

sub-directories 3—1.and 3-2 below directory 2.

The region for-setting whether to use a persocnal
identification C§de, which is in each personal
identification code defining region, is used to select

10 whether to set a personal identification code for the target
region. Spécifically, when a personal identification code
is set, access to the corresponding application or directory
is permitted if authentication by the personal
identification code is successful. 1In contrast, an

15 ébplication or directory for which no personal
identification code is set does not require personal
identification code checking, and access to that épplication
or directéry is thus unrestricted.

In addition to a personal identificétion code, a

20 pfivate key may be set for each application or directory.
In addition to authentication using input of a personal
identification code, the private key may also be used as
aﬁthentication means.

Fig. 7 is a flowchart sﬁowing a process of controlling

25 the right to access a directory or application in accordance




15 application or directory for which no personal identification code is

set does not require personal identification code ch@gi(jeeﬂnb&rg@()@cces's to
that application or directory is thus unrestricted. In addition to a .
personal identification code, a 20 private key may be set for each
application or directory. 1In addition to authentication using input of a
personal identification code, the private key may al so be used as
authentication nmeans. Fig. 7 is a flowhart showi ng a process of
controlling 25 the right to access a directory or, application in
accordance 16 December 2005 - 43 wirTh#4d personal i dentification code input
fromthe user. Wen the user inputs a personal identification code (step
Si), the checker 53 accesses the personal identification code defining

regi on of waBhappbé£eéhOD Odentife6401dn i doddei AP Fr SR s glet er m ne
whet her or-not the input personal identification code matches a personal

identificati ommadesetuder idpurapp ipeatsona 10 e idaE i oS tcereS2) . When
the personal identification. code set for the application or directory
mat ches t ket@ersbnal theeshéetkent dmacoate=4 et gexyvradie user, the access
permssion flag in the personal identification code defining region in the
appl i cati ewtitication ycode séefimimpkeedive appldrcapminication or
5 directdry in the memory space to determine whether or not
the input pérsonal-identification code matches a personal
identification code set for the application or directory
{(step SZ). |
When the personal identification code set for the
10 application or diréctory-matches the personal identification
code inbut from the user, the access permission flag in the
persondal identification code defining region in the
application or directory is set to make the application or
directory accessible (step S3).
15 For example, the personal identification code input
from the user using the user input unit 12 of the mobi;e
terminal 10 may be sent via the wired interface 54 to the IC
chip 50. Alternatively, the IC chip 50 is held above the
reader/writer iOl of the external apparatus 100, aﬁd a
20 perscnal identification code input using the user interface
of the external apparatus 100 is sent via a wireless
interface, which is the RF unit 51, to the IC chip.
| Fig. 8 is a flowchart showing a procesé of controlling
the right to accéss a directory or application using a

25 private key in place of a personal identification code input



directory accessible (step S3). 15 For exanple, the personal identification
code input fromthe user using the user input unit 136@ecthBerP005! €
‘terminal 10 may be sent via the wired interface 54 to the 1 C chip 50.
Alternatively, the IC chip 50 is held above the reader/witer 101 of the
external apparatus 100, and a 20 personal identification code input using
the user interface of the external apparatus 100 is sent via a wireless
interface, which is the RF unit 51, to the ICchip. Fig. 8 is a flowhart
showi ng a process of controlling the.right to access a directory or
application using a 25 private key in 6ﬁaEe of a personal identification
code input 16 Decenber 2005 - 44 fromthe user. Using a private key set
for a desired directory or application, authentication processing is

per f or nedfwpihthe peedetermined certifying authority (step S11). 5 Wen

aut henti cati on succeeded (step S12), the access permssion flag in the
personal identP$iratd apr todiee defy gty fored cesifredalidiecdsimnr wror
application is set to enable the directory or application to.be accessible
(step S13¥pPPikedtases.taushyntimetioghprecesstrgsianpapheined iwktlora 10
directory may be controlled by a conbination of checking a personal

i denti fi CREFFORteBAENPApPLETEE B RBcaWEReTikYIchsBEP $hht- shown in Fig. 7, and

aut her}‘t i cati Or}ﬂhperrgCael.lstslilenngtiucsailtnigona succeeded (step 512), the access
permiééion flag in the personal identification code defining
region of the directory ‘or application is set to enable the
directorf or application to be accessible (step S513}).
Needless to say, the right teo access an apﬁlicatiqn or
10 directory may be controlled by a combination of checking a
personal identification code input from the user, such és
that shown in Fig. 7, and authentication processing using a
ptivate key, such  as that shown in Fig. 8. 1In such a case,
an appiication or directory is protected from being used
15 without permission or_being used fraﬁdulently at a higher
security level.
When the right to access an application or diréctpry is
‘coﬁtrolled using a personal identification code such as that
shown in Fig. 7, a malicious user may check every possible
20" personal identification céde to destroy the security |
(especially when a personal identification code having a
‘small number of digits is used). 1In this embodiment, the
méximum permissible number of inputs is set in the personal
identification céde defining region. BAn application or

25 directory in which the number of input failures reaches the



private key, such as that shown in Fig. 8 1In such a case, an application
or directory is protected from being used 15 w t hout pPgE-&ab& 2005 bei ng
used fraudulently at a higher security level. Wen the right to access an
application or directory is controlled using a personal identification
code such as that shown in Fig. 7, a malicious user may check every
possi bl e 20 personal identification code to destroy the security
(especially when a personal identification code having a snmall nunber of
digits is used). In this enbodiment, the maxi num perm ssi bl e nunber of
inputs is set in the personal identificafion code defining region. An
application or 25 directory in which the nunber of input failures reaches
the 16 Decenber 2005 - 45 maxi mum perm ssible nunber of inputs is set to
be  inaccessiilm, pebusspeihiOrmrilge ACCESEnEAPEr D .sdt ko Dds a fl owchart
showi ng a process of controlling the right to access an application or
di rect oryinscogsshele5 thmuwipsrfdrifibndg usieseod captitoldf the personal =
identification code. Wen the user inputs a personal identification code
(step S21), thHiaherkisr ST laowdsgrs shrevipgr sonaloceasdentfi fdomatriodd ingde
defining region of an application or 10 directory in the nenory space and
det er mi nesheheitlet ©e dotess ran ianpmlieetionabr i dertdfdmatisineddes mat ches a
per sonal
5

-number of failures éf input of the personal identification
code.

" When the user inputs a personal identification code
(step S521), the checker 53 accesses the personal
identification code defining region of an application or
10 directory in the mémory‘space and determines whether or not.

the input persoﬁal identification code matches a personal
identification code for the application or directory (step

522).

When the personal identification code for the

15 application or directory matches the persconal identification
code input from the user, the access permission flag in the
personal identification code'defining region is set to
enable the corresppnding application or directory to be
accessible (step S523).

Zd - In contrast, when the perscnal identification code for
the application or directory does not match the personal
identification code input from.the user, the number of input
 féilures in the personal identification code defining region

is updated (step‘824).

25 . In step S25, it is determined whether or not the




identification code for the application or directory (step S22). Wen the
personal identification code for the 15 application ong@cc&ab& 20058t ches
the personal identification code input fromthe user, the access

perm ssion flag in the personal identification code deflnlng region is set
to. enable the corresponding application or directory to be accessible
(step S23). 20 In contrast, when the personal identification code for the
application or directory does not match the personal identification code

i nput fromthe user, the nunber of |nput failures in the personal
identification code defining region ~i4%updated (step S24). 25 In step S25,
it is deternined whether or not the 16 Decenber 2005 - 46 updated number
of input failures has reached the nmaxi num perm ssible nunber of inputs set

in the peupdastd haenét o€ ainOn: COMEI @edds MAY FeGN (BHEma2Blum | T the
nunber of input failures has reached the maxi mum 5 perm ssible nunmber of

i nputs, tihersissibie afuliher asf efspupersessinnetd ggetdbide personal
identification code defining reéegion is cleared to nake the correspondlng

appl i cat | bdewtif tiateictirorgode chsiill vy (st@pS2@tepAsE ) esul t, the act of
checki ng every possible 10 personal identification code by a malicious
user is If the number of input failures has reached the maximum

5 permissible number of inputs, the setting of the access
permission flag in the personal identification code defining
region is cleared to make the corresponding application or
directory accessible (step S526).

As a result, the act of checking every possible
i0 persbnal identification code by a malicious user is
prevented.
l,WhEn the user inputs incorrect personal identification
codes and the number of input failures reaches the maximum
pefmissible number of input failures, input of the personal
15 identification code fails. In this case, only a manager
managing the IC chip 50 may clear the region for storing the
number of input failures. The manager may be authenticated
using, fof example, a private key.
For example, if a known ATM card is lost, funds in the
20 account are protected when the card owner reports the loss
.to a bank handling the account to suspend any transaction
using the bank account since the funds themselves are not
sfored in the card. In contrast, in a case of an IC chip
having a memory region, highly-negotiable value iﬁformétion,

25 such as electronic money or an electronic ticket, is stored



prevented. When the user inputs incorrect personal identification codes
and the nunber of input failures reaches the maxi num jgeidmsdr208s nunber of
input failures, input of the personal 15 identification code fails. In this
case, only a manager nmmnaging the I1C chip 50 may clear the region for
storing the - nunber of input failures. The nmanager may be authenti cated
using, for exanple, a private key. For exanple, if a known ATMcard is

|l ost, funds in the 20 account are protected when the card owner reports
the loss to a bank handling the account to suspend any transaction using
t he bank account ‘since the funds thems&Fves are not stored in the card. In
contrast, in-a case of an IC chi.p having a nenory region,

hi ghl y- negoti abl e value information, 25 such as el ectronic noney or an

el ectroni tnta ckehicdsdst 66 £dndifio BpCabEie 2W0nig/ whdh aisemgandyct or
menory in the IC chip. Wen the lost IC chip is found by a malicious

person, ithip yerfolnd&eby 4 hrilidhend G&didn, s riaudedeptl ykdisedtHad cause
econom cal damage. In this enbodinment, in response to turning off the 5
~pover of the IC chip &) foaudinbemiby [esddrys reduskd dwshndagicdihelaagehi p 50
enbedded therein), the access permssion flags in all personal -
i dentificati odncddé sdefboidignemagi dms reaspenckeapedutreizgt ofit ithal | y deny
access to all applications and directories. If the IC chip 50 is |ost,
this Schemer of the IC chip 50 (or the mobile terminal 10 having
the IC chip'SO embedded“therein),_the access permission
flags in all personal identification code defining regions
are cleared to automatically deﬁy access to all applications
and directories. If thé IC chiﬁ 50 is lost,.this scheme
10 prevents the IC chip 50 from being maintained as accessible
and from being used fraudulently by a malicious user.
Fig. 10 schematically shows the mechanism for
automatically setting the accessible memory region to be
inaccessible by cutting off power. The mechanism shown in
.15 the diagram isrimplementable using a storage medium such és
a semiconductor memory in which £he contents of the memory
region are maintained by receiving power supply (volatile
type) .
Access permission flags 201-1 to 20l-n are provided, as
20 shown in Fig. 6, in the personal identification code
defining regions for applications and directories to which
the memory region is allocated. In each of the accesé
permission flags 202~1 to 20l-n, contact A and contact B are
arranged. The eﬁds of contact A can be connected to the

-

25 ends of contact B via switches SW1 and SW2 arranged in



10 prevents the I1C chip 50 from bei ng mai ntai ned as accessible and from
bei ng used fraudulently by a malicious user. Fig. 10 P;ﬁ@&gﬂ&ggb@y'shoms
the mechanismfor automatically setting the accessible nmenory region to he
i naccessi ble by cutting off power. The mechani sm shown in 15 the diagramis
i npl enent abl e using a storage nedi um such as a sem conductor. nmenory in
whi ch the contents of the nenory region are maintained by receiving power
supply (volatile type). Access perm ssion flags 201-1 to 201-n are

provi ded, as 20 shown in Fig. 6, in the personal identification code
defining regions for applications and 8Brectories to which the nemory.
:region is allocated. In each of the access permssion flags 202-1 to
201-n, contact A and contact B are arranged. The ends of contact A can be

connect edpépalbhel 25 epdring Soth acdntavt an Savid ChestoW RNge &1y ranged in
16 Decenber 2005 - 48 parallel. Opening both contact A and contact B sets

the correspoasibogdappl 20pl 1ot bon dbr efivEytd Oy beo as€ esstdd S blayher eas
shorting contact A and contact B sets the correspondi ng application or
di r ect or ywherdes | slacceisg btentadt Accass-gaitasisi Breetd atheontrol | ers 202-1
to 202-n are provided in the I1C chip 50, and the nunber of access
per mi ssi ofr¥regpeordinrel drpbi@iidn tar 202recicrequalbd dindwesnidiar. of
access permssion flags (that is, equal to the
5 Access-permission-flag controllers 202-1 to 202-n are
provided in the IC.chip 50, and the number of access-
permission~flag controllers 202;1 fo 202-n is equal to the
number of access permiésion flags (that is, equal to the
total number of applicatibns and directories allocated to

10  the memory region).

When the IC’chip 50 is turned on, switch SW1l shown in
the diagram is open.

In normal operation, in order to permit access to the
corresponding application or directory in response to input

15 Of a personal identification code, the access-permission-
flag controller 202 opens switch SW2 in the correspondiné
accéss permission flag 201. As a result, both contact A and
coﬁtact B are open, and the access permission flag 201.is
set to the accessible state.

20 In order to deny access, switch SW2 is shorted.
Regardless of. the state of the other switch, that is, SWi,
contact A and contact B are shorted, thus setting the access
pérmission flag to the inaccessible state.

If the IC chip 50 {(or the mobile terminal 10 haﬁing the

25 IC chip 50 embedded therein) is turned off in the accessible



total nunber of. applications and directories allocated to 10 the nenory
region). When the IC chip 50 is turned on, sw tch SWigsDevémbdr 200he di agram
is open. In normal, operation, in order to pernit access to the .
correspondi ng application or directory in response to input 15 of a
personal identification code, the access-perm ssion flag controller 202
opens switch SW2 in the corresponding access permssion flag 201. As a
result, both contact A and contact B a-re open, and the access perm ssion
flag 201 is set to the accessible state. 20 I'n order to deny . access,
switch SW is shorted. Regardless or-flﬁe_state of the other switch, that
is, SW,, contact A and contact B are shorted,. thus setting the access
perm ssion flag to the inaccessible state. If the 1C chip 50 (or the nobile
term nal 49abavingwhheh 2&itdch cdi pidlopemedied ddverei a)pplsy tuosinadyeof f i n

t he accessi ble 16 Decenber 2005 - 49 state in which switch SWis open, the
power supp$yrediicadefrom tleeutedtfabmwehemgaivtd.aktovllVageakwdcato O[ V], and
a threshold voltage Vth therebetween is detected by a voltage detector
203. | n rekpomkeldovelttage i'on therkbethWeeshdbddsteotedgbyVahyolhagpower
supply voltage detector 203 shorts all switches SWM. in the access

per ni ssi FEEFAERr 2903 1 T 20asHPnS Rl rd et isin tdfe aattdingshdie ot her

swi tches SW2, contacts
: voltage Vi, the power supply voltage detector 203 shorts all

switches SW1 in the access permission flags 201-1 to 201-n.
Regardless of the state of the other switches SW2, contacts

A and contacts B in the access permission flags 201-1 to‘
201-n are shorted. Accordingly, all access permission flags

10 are changed to the inaccessible state at the same time,

C. Second Embodiment

Fig. 11 illustrates the intermnal functional
configuration of an IC chip 50 embedded in a mobile terminal
15 _10 according to a second embodiment of the present invention.
As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing
a wireless link with a reader/writer 101 of an external
apparatus 100, a memory 52 having a étorage region
20 iﬁdividually allocated to each.application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and
checking a perscnal identification code, a wired interface
54, and a controller 55 for contrelling the components in a

25 general manner.




A and contacts B in the access perm ssion flags 201-1 to 201-n are
shorted. Accordingly, all access pernission flags 10 g peehangedos o the

i naccessi ble state at the same tinme. C. Second Enbodi ment Fig. 11
illustrates the internal functional configuration of an IC chip 50
enbedded in a nobile termnal 15 10 according to a second enbodi nent of
the present invention. As shown in the-diagram the I C chip 50 includes an
RF unit 51 having connected thereto an antenna for establishing a
wireless link with a reader/witer 101 of an external apparatus 100, a
menmory 52 having a storage region 20-i Aflividually allocated to each
application, such as .purchased-ticket information or depositor
information (electronic noney) at a bank, a checker 53 for conparing and
checking a pergohaloddentidd off i:n £dRd dWiikedJraelace cppd. and a
controller 55 for controlling the conponenfs in a 25 general manner. 16
Decenber 208ftrabOpdbes£onidg obher) 55 iroM ofHE Q)hlj‘tb?egﬁ@é'\‘n})n,g 2 K
(Central Processing Unit), a ROM (Read Only Menory), a RAM (Random Access
Menory), eRanddie Addess THemSOP] | AAEIEIRS 1ieCUlafe agamcadessst ored on
the ROMto control the 5. internal operation of the IC chip 50. Also, the
cont rol | eexe &bt e Moy caai esodé thtdred i dHeeROM. tof ddrecraibidie terminal 10

via the wired interface 54.
5 internal operation of the IC chip 50. Also, the controller

55 communicates with a controller 11 of the mobile terminal
10 via the wired interface 54. |
In the memory'52, each application is allocated a

regionf In the example shown in the diagram, application A,
10 application B, and applicétion C are allocated individual

regions on the memory 52. If necessary, a perSonal

identification code for identification or authentication is

set for each application. The region allocated to each

application includes a personal identification code region
15 for storing a personal identification code. | |

- The Memory 52 can be implemented as any type of

readable/writable storage medium, such as a semiconductor

memory or a magnetic stripe, and is not limited to a
particular device. |

20 | In this embodiment, the checker 53 checks a personal
idenﬁification code sent via the wired interface 54 againsf
a personél identification code set in the memory region
allocated to each application. If the personal
identification cédes match each other, access to the

25 corresponding memory region is permitted. Information can




I'n the nmenory 52, each application is allocated a region. In the exanple
shown in the diagram application A, 10 application Bs Duembgdoosati on C
are allocated individual regions on the nenory 52. If necessary, a personal
identification code for identification or authentication is set for each
application. The region allocated to each application includes a personal
identification code region 15 for storing a personal identification code.
The nenory 52 can be inplenented as any type of readable/witable storage
medi um such as a sem conduct or rrem)r)élor a magnetic stripe, and is not
limted to a particular device. .20 IH"this enbodi ment, the checker 53
checks a personal identification code, sent via the wired interface 54
against a personal identification code set in the nmenory region "allocated
to each abpepl readli fnoml| brtheipeesonal the denieds-epd roht codlasenmatych each

ot her, ‘access to the 25 corresponding nenory region is permtted.

| nf or mat | bagten b¥ teeenbade2(Pbiter 5101 beia edue fROMWIt Viitten to the
access-permtted nmenory region by the reader/witer 101 via the RF unit
51. The'perscwﬁheiRkﬂﬂdﬁaluﬁdantﬂﬁimgtiam:oadﬁIﬂﬂatMVH@dtﬁenMémEdce'54 is,

in short, the personal identification code 5 input fromthe user using the
mobi | e te%lﬂﬁ% aqe 54 niot hik siexs, Hredeiinpab identidnbodiimnicodehe user

can i ut
gp 1nput from the user using the mobile terminal 10 In other

words, according to ‘this embodiment, the user can input a
personal idenﬁificatioh code using the user's mobile
terminal 10 the user is familiar with; instead of using a
user interface of the external apparatus 100 the user is

10 wunfamiliar with, and the input personal identification code
is thus checked.

Fig. 12 is a flowchart showing a process of permitting
access to an application allocated to the memcry 52 by
checking a personal identification code input from a user

15 input unit 11 of the mobile terminal 10. With reference to
the flowchart of Fig. 12, the proceSs of permitting access
to the application will now be described.

The user uses the user input unit 11 of the mobile
terminal 10 to input a personal identification code (step

20 S101). | |
VThe personal identification code input in this manner
is transferred to the checker 53 in the IC chip 50 via the
wired interface 52 (step S102).
The checker 53 checks the persénal identification code

25 input via the user input unit 12 against a personal



personal identification code using the user's nmobile termnal 10 the user

is famliar wth, instead of using a user interface 9§ pdagmstxonal
-apparatus 100 the user is 10 unfam liar with, and the input personal
identification code is thus checked. Fig. 12 is a flowhart showi ng a
process of permtting access to an application allocated to the nmenory 52
by checking a personal identification code input froma user 15 input unit
11 of the nobile termnal 10-. Wth reference to the flowhart of Fig. 12,
the process of pernmitting access to the application will now be described.
The user uses the user input unit 11~oP2tte nobile terminal 10 to input .a
personal identification code (step 20 S101). The personal identification
code input in this manner is transferred to the checker 53 in the IC chip

50 vi a t hgdett{ £dchvish f @6de S2ef StP &OR)applitaGhackan cvateieaks the

personal identification code 25 input via the user input unit 12 against a

-per sonal {i6e Deeerber52005tep 103y, i dentification code set for each
application allocated to the nenory 52 (step S103). As a result of

checking, theAsser nesujitverf ahedciingt,0 thacaees tilse gapphi aatrighti rowhi ch t he
personal identification 5 codes match each other (step S104). A storage
region access the application in which the personal identification
5 codes match each other (step S104). A storage region

allocated to the access—permitted application becomes

accessible by the reader/writer 101 using wireless

communication. |

Needleés to say, the checker 53 not only checks a

10 personal identification code received via the wired
interface 54 (that is, input from the user using the mobile
terminal 10), but also checks a personal identification code
received via the RF unit 51 (that is, input from the user
using the external apparatus 100).

15 _ When a series of transactions with the reader/writer
101 is completed after access has been permitted,'the
controller 55 analyzes-tﬁe Completion and sends the analysis
résult via the wiréd interface 54.

Alternatively, after normal §r abnormal termination of

20 the transactions, the controller 55 waits for a command frbm
the wired interface 54 or waits for the mobile terminal 10
itself to be turned off (that is, waits for electromagnetic
Wéves from the reader/writer 50 to be stopped to cause the

"IC chip 50 to be deactivatéd). In this case, after a

25 predetermined period of time elapses, the controller 11 of



allocated to the access-permtted application beconmes accessible by the
reader/witer 101 using wireless communication. Needhg$feckab&aost he

checker 53 not only checks a 10 personal identification code received via.
the wired interface 54 (that is, input fromthe user using the nobile
termnal 10), but also checks a personal identification code received via
the RF unit 51 (that is, input fromthe user using the external apparatus
- 100). 15 When a series of transactions with the reader/witer 101 is
conpl eted after access has been pernLthdL the controller 55 analyzes the
conpl etion and sends the analysis resdlt via the wired interface 54.
Alternatively, after normal or abnormal term nation of 20 the
transactions, the. controller 55 waits for a command fromthe wred
i nterfacetbd wobhdet sefroindhel Orobaveng etiné nbt diip i 3G edfibéddd® turned off
(that is, waits for electromagnetic waves fromthe reader/witer 50 to be
st opped ttheagse pheforE chépnBie t bohepdeces s iy edich las téesdioasethafter a
25 predetermined period of tine elapses, the controller 11 of 16 Decenber
. 2005 - 53Rexhecapprne t@rhﬁﬁalc10hhavﬁﬂgorh§urﬁlnhipfSOthﬁbéGdGhiptﬁérein
perfornms term nation processing such as sending the next command to the IC
chip 50 or turfithg Iof fis Re fllovwehiar behowding a1 prioges sf lodwsieatrodRdnong a
proce%s of . controlling
‘ ~the right to  access an application on the basis of a result
of detecting electromagnetic waves sent from the external
apparatus 50. In accordance with the flowchart, cohtrol
over the right to access the application will now be
described.
10 In a period during which the IC chip 50 is wireleesly
connected with the external apparatus 100 via the RF unit 51,
. the controller 55 determines at all times whether or not
electromagnetic waves are received via the RF unit 51 (step
S111).
15 In response to detecting no electromagnetic waves, it
is determined that a series of transactions between the
external apparatus 100 and the IC chip 50, which are
w1relessly connected with each other via the RF unit 51, is
terminated (step $5112).
20 - The controller 55 performs termination processing to
terminate the transactions with the external apparatus 100
(step S113). As a result, the right given to the external
apparatus 100 to access the application disappears.

As a result, after being used, the IC chip 50 is not

25 maintained in a state in which each application is



the right to access an application on the basis of a result of detecting
el ectromagneti c waves sent fromthe external apparatuggplecehber290®r dance
with the flowhart, control over the right to access the application wll.
now be described. 10 In a period during which the IC chip 50 is wirelessly
connected with the external apparatus 100 via the RF unit 51, the
controller 55 determnes at all tines whether or not electronagnetic waves
are received via the RF unit 51 (step Sill). 15 In response to detecting
no el ectromagnetic waves, it 1is deterghned that a series of transactions
bet ween the external apparatus 100 and® he IC chip 50, which are
W relessly connected with each other via the RF unit 51, is termnated
(step $112).. 20 The controller 55 performs term nati on processing to

t er mi nat eathessilhsact Fonsexahpl & hewbah ethal mappbs atersmiffl (Gtep $113). As

aresult, the right given to the external apparatus 100 to access the

appl i cati basti sappeatsn, Asnautksuitedafiserobesanch ummel i¢dreidrC ichip 50 is
not 25 maintained in a state in which each application is 16 Decenber 2005
- 54 acceisyoreed ForThxanpee, ishehus eregvdited tron mifAdriny fost or

stol en, unauthorized use of each application is prevented. The user is
thus prevéRdeehe¥baed Ms@rohgtiieb of value information such as

5 electronic money.
Fig. 14 is a flowchart showing a process of coﬁtrolling
the right to access an application on the basis of a
fesponse'from the external apparatus 100 in response to a
command sent from the IC chip 50. In accordance with the
10 flowchart, control over -the right to access the apﬁlication
will now be described.
When the controller 55 sends a command té thé external
apparatus 100 via the RF unit 51 ({(step 3121), the controller
55 determines'whether or not a response in response to the
15 command has been given (step 1822). | |
When no response is received within a'predeterﬁined
period of time after sending the command (step 5123),rit is
determiﬁed that a series of transactions between the IC chip
50 and the external apparatus 100 has been terminated
20  normally or abnormally (step S124), and terminatioh
processing to terminate the transactions with the external
apparatus 100 is performed (step S125}.
| As a result, after fhe wireless link with the external
apparatus 100 is broken, the IC chip 50 is not maintained in

25 a state in which the right to access each application is




unaut hori zed use or theft of value information such as 5 el ectronic noney.
Fig. 14 is a flowhart showi ng a process of controllingDcaRbéd2008 tO
access an application on the basis of a response fromthe external
apparatus 100 in response to a conmand sent fromthe IC chip 50. In
accordance with the 10 flowhart, control over the right to access the
application wll now be descri bed. When the controller 55 sends a comrmand
to the external apparatus 100 via the RF unit 51 (step S121), the
controller 55 determ nes whet her or_ng a response in response to the 15
command has been given (step 1522). ‘W no response is received within a.
, predetermned period of tinme after sending the command (step 5123), it is
determ ned that a series of transactions between the I1C chip 50 and the
external gppanat u§otO6xhmplbeewhérrthaahedi?® hermbhdy D bdworeml |y (step
S124), and term nation processing to termnate the transactions with the
external sS&ppanat upandlorszeerise nefl ¢atkepapilibfationais geudtentadder the
wireless link with the external apparatus 100 is broken, the IC chip 50 is
not mai nt &AedsSer 195thustpreventeghi Ehom heuf fehing of e esmawtindrgrd i cati on
is 16 Decenber 2005 - 55 given, For exanple, when the nobile termnal is

| ost or Y¥8| €A, thahtt nbryzdee usef ormakion apipth cad | ket sr gy armnsy - :

5 7 Prior to receiving a personal identification code via
the wired interface 54, :the IC chip 50 performs wireless
communication with the reader/writer 55 via the RF unit 41
and sends/receives-data fo/from the external apparatus 160.
Subsequently, when data is to be sent and received further,

10 the controller 55 detecté‘that authentication using a
personal identification code_is necessary and sends the
‘detection result to the controller 11 of the mobile terminal
10 via the wifed interface 54.

Fig. 15 is a flowchart showing a process of prompting

15 the user to input a personal identification code.to the
mobile terminal in respénse to establishment of a wireless
link between the IC chip 50 and the external apparatus'loo
vié the RF unit 51.

The controller 55 determines at all times whether or

20 not the IC chip 50 is wirelessly connected with'the exfernal
apparatus 100 via the RF unit 51 (step S§131).

When the IC chip 50.is connected with the external
apparatus 100 via the RF unit 51 and power is supplied to
the IC chip 50, the controller 55 notifies, via the wired

25 interface 54, the controller 11 of the mobile terminal 10 of



The user is thus prevented fromsuffering fromunauthorized use or theft
of value information such as el ectronic noney. 5 Prioq6tﬂmé¢?%ygubgg a
personal identification code via the wired interface 54, the IC chip 50
perfornms wireless communication with the reader/witer 55 via the RF unit
41 and sends/receives data to/fromthe external apparatus 100.
Subsequently, when data is to be sent and received further, 10 the
controller 55 detects that authentication using a personal identification
code is necessary and sends the detection result to the controller 11 of
the nobile termnal 10 via thewired interface 54. Fig. .15 is a flowhart

showi ng a process of pronpting 15 the user to input a personal
identification code to the nobile terminal in response to establishnment of
a wirel estie| RekehEtediP tpyic T mersamharddland fdradrival casisarfattus 100

via the RF unit 51. The control|ler 55 determnes at all times whether or 20
not the ITECHIHIHD the RemABEs1y. (o te®wi th the external apparatus 100
via the RF unit 51 (step S131). Wien the | C chip 50 is_connected with the
external apparat§SPPageyty the Retddicasicandtpswepbisestippmiealtd® the IC
chip 50,(&pe:§on3{oller 55 natifies, via the wired 25 _interface 54, the

cont rol I 67T &t R95F bt SRAYH Faldifd O o6 thEcdisetaromsit 96 tehe

necessl Updddd e 3% 1 Anddl®Y 1 530" 16298 5% ation code for
‘using a desired application (step S133).

Accordingly, the user is reliabiy‘reminded of the
nécessity to input a personal identification code wheﬁ the
user holds the mobile terminal above the external apparatus

10 to use an application. Application use in every aspect of

the user's everyday life is thus facilitated.

D. Third Embodiment

Fig. 16 schematically shows tﬁe.hardware configuration -
15 of a mobile terminal 10—2-according to a third embodiment of
the present invention.

The mobile terminal 10-2 shown in the diagram includes
an iC chip 50 which 'is driven by receiving power using'
wireless communigation with an external apparatus and which

20 has a memory function, a controller 1l for cbntrolling fhe
overall internal operation of the mobile terminal 10, a user
input unit 12 formed of keys/buttons for inputting by the
user various character strings and commands, such as a
personal identification number or password, aﬁd a display

25 unit 13, such as an LCD (liguid Crystal Display), for



- accessing the menory 52 (step 5132). In response to the notification, the
nobile termnal 10 emts a beep or displays a dial 0g19Detdfbdaizagt ay unit
12 to 5 pronpt the user to input a personal identification code for using
a-desjired application (step 5133). Accordingly, the user is reliably.

rem nded of the necessity to input a personal identification code when the
user holds the nobile term nal above the external apparatus 10 to use an
application. Application use in every aspect of the user's everyday life
is thus facilitated. D. Third Enbodipegy Fig. 16 schematically shows the
hardware configuration 15 of a nobile termnal 10-2 according to a third
enbodi nent of the present invention. The nobile termnal 10-2 shown in the
diagramincludes an IC chip 50 which is driven by receiving power using
wirel ess SbiRtAT i it MEICeTsiog erefl tapplegdissendomsiagh dehas a menory
function, a controller 11 for controlling the overall internal operation
of the ndBPPEl% rdhitidialdl 02 Jesr ingipde perdrienadr ved t6f améys/ but t ons for
i nputting by the user vaTiou%ICharaCter strings and commands, such as a

personal THER Y iSCRABPHIR G P idiege &hevR dits fitgy P898af 123, such
o o0 LR LA Couslol, B opl ) e BREEy 2008,31 O 5ol avi o
5 terminal 10-2. ‘ : '

The IC chip 50 includes a wireless interface 14 for
establishing a wireless link with an external apparatus 100
and a wired interface 15 for establishing a wired connection
with the controller 11 of the mobile terminal 10. The

10 wireless interface 14 uses,'for example, é contact interface
standard defined by IS0 7816 or a wireless interface
standard defined by ISG 14443 (the same as above};

The IC chip 50 is manufactured by adopting, for example,
a contactless IC card technology. The IC chip 50 is driven
15 Dy electromagnetic waves received from thé external
‘apparatus 100 via the wireless interface. In other words,
when the user ié not holding the mobile terminal 10 above
therexternal apparatus 100, electromagnetic waves from.the
external apparatus 100 do not reach the mobile terminal 10,

20 and the operation of the IC chip 50 ‘is déaétivatgd. The
right to access the interior of the IC chip 50 thus v
disappears.

The IC chip 50 has a relatively-high-capacity memory
region. Such a mémory region is made possible by

25 miniaturization technology. The memory region is formed of



nmobil e.term nal 10-2 may include peripheral units and circuit conponents

ot her than those shown in the diagramin order to imkgeahbdr?eopri mary
function of the nobile 5 termnal 10-2. The I C chip 50 includes a wirel ess

interface 14 for establishing a wireless Iink with. an external apparatus
100 and a wired interface 15 for establishing a wired connection wth the
controller 11 of the nobile termnal 10. The 10 wireless interface 14 uses, -
for exanple, a contact interface standard defined by |1SO 7816 or a
wireless interface standard defined_by,l SO 14443 (the sane as above). The
| C chip 50 is manufactured by adopting, for exanple,  a contactless IC card
technol ogy. The IC chip 50 is driven 15 by el ectronmagnetic waves received
fromthe external apparatus 100 via the wireless interface. In other

wor ds, whénsehécgsducternpempoy di agnadmeeiniobi $eripe niomal otllfembove the
external apparatus 100, electromagnetic waves fromthe external apparatus
100 do nofFerdakhelvisihpbleesteragaanedin. 200 dot eooperpitl oratfortshe | C
chip 50 is deactivated. The right to access the interior of the I C chip 50
thus di sappedtsocahed| enchi® BOMPEY 2EFImt | A} vexamleapfaci ty menory
region. Such a nepory region i s made possible by 25 miniaturization

t echnol ogPPPIHE HEMdr IRFLgien Yalue i dtatipbeititran e ctranig

5 money or an eléctronic,ticket;

In order to protect this type of value information from
being used without permission or stolen, the right to access
each apblication is controlled using a personal
-identification code suéh as a personal identification nunmber

10 or password in application units. Fof examplé, a personal
identification code input via the wireless interface 14 or
the wired interface 15 is checked against a personal
identification code for each application, and the right to
access each application is given when the personal

15, _.identification codes match each other.

The mobile terminal 10-2 is formed by providing a
personal‘identification code storage region in the
coﬂtroller 11 in the mobile terminal shown in Fig. 1. A
personal idéntification code corresponding to a program in

20 the controller 11 is stored in advancé in the personél‘
identification code storage region. This enables the
personal identification code corresponding to the cailed
program to be sent to the IC chip 50 via the wired interface.
The user is thus not required to sequéntially input personal

25 identification codes in order to use the same application



a sem conductor nmenory, a magnetic stripe, or other readable/witable

storage nedia.. One or nore applications are allocategg@RcihBerP0® Y
region. An exanple of application includes value infornmation, such as

electronic 5 noney or an electronic. ticket. In order to protect this type
of value information from being used wi thout permi ssion or stolen, the
right to access each application is controlled using a personal
identification code such as a personal identification nunber 10 or password
in application units. For exanple, a_pggsgnal i dentification code input
via the wireless interface 14 or the wred interface 15 is checked agai nst
a personal identification code for each application; and the right to
access each application is given when the personal 15  identification
codes mat €ko€gehint hbe. IGhehimbfP e ard nilmalonergbikitpreo®dtioy provi ding a
personal identification code storage region in the controller 11 in the
mobi | e t eRRPARRTYROMA LHPFPHEd1. A personal identification code
corresponding to a programin 20 the controller 11 is stored in advance in

the personal F¥Enthfithitd dlewde sl Gfage e ofhioidifdmaedbehe

personal |den 'ficat%on code corresgonﬁing to the called programto be

sent to thBPYESLRY 0502 P TP i TP hikra bR cote R aCctivating ot
requigedg%gosg uentially input personal 25 identification codes in order to
use the négd% lication 16 Decenber 2005

A personal identification code for each application is
registered in advanée (step S141). The registered personal
identification code is sfofed in a predetermined personai
identification number storage‘région in the controller 55.

10 When the user wants to use an épplication, the user
rselects a desired program from, for example, a menu iist
(not shown) displayed on the display-unif 13 (step 8142}).

As a result, the controller 11 activates the selected
program (step S143).

15 The controlier 11 reads a persdnal identification code
for the co;responding application in accordance with the
activated program from the perscnal identification code
stoiage region and sends the personal identification code to
the IC chip 50 via the wired interface 15 (step S144).

20 ' As a result, in the IC chip, fhe personal |
identification code received via the wired interface 15 is
cheqked against the personal identification code set for
each application allocated to the memory region (step S145).

As a result bf checking, the user is given the right to

25 ' access the application in which the personal identification




.59 stored in the IC chip 50, and the operability of the apparatus is
|nproved Fig. 17 is a flowhart of a process of omtkipg.thser 200puUt ting of
a personal identification code by actlvatlng a 5 program A personal
identification code for each application is registered in advance (step
S141). The registered personal identification code is stored in a
predeterm ned personal identification nunber storage region in the
controller 55. 10 Wien the user -wants to use an application, the user
selects a desired programfrom for ex%gp a nmenu list (not shown) 7
di spl ayed on the display unit 13 (step 142) As a result, the controller
11 activates the selected program (step S145) 15 The controller 11 reads a
personal identification code for the corresponding application in
accor dancé&ofeehmaeh gachvatbarplegeanfifom t hBhpertonagei deaidti cati on
code stora?e region and sends the personal identification code to the IC
chip 50 vPRalPRBLRAr E8 FRecpPREECALiERt Bp Wigh the agcassesiwht i the IC
chip, the personal identification code received via the wired interface 15
i's checkegvsgaf-ﬁsﬁCFﬁésiﬁ%%on thecherEPEAFT HRCE oHRL SRE1RG Vikatess
appllcatlon aIIoca%ed to the nmenory region (step S145). As a result of
checki ng, CPHBUGSERT#8gi ven the right to 25 access the application in

mhlch£§he pergﬂpal Identlfl(xuéﬁg1user selects a desired program from
& menu screen displayed on the display, and the
cbrresponding program is called to the mobile terminal. In
respense to the activated program, a personal identificafion
code for the corresponding application is input to the IC

10 chip via the wired interface, and ‘the right to access the

application is thus given. The user can omit thé inputting
of a personal ideﬁtification code for a desired application,

- and the operability of the apparatus is improved.

15 Appendix

* With reference to the specific embodiments, the present
invention has been described in detail. Howéver, it is to
be.understood_that various modifications and substitutions
can be made by those skilled in the art without departing

20 from the scope of the present invention. |
In this specification, cases have been described in
which the IC chip according‘to the_present invention is used
by being embedded in the mobile terminal such as a cellular
phone or FPDA. Hdwever, the scopé of the present invention

25 1is not limited to these cases. The merits of the preéent



16 Decenber 2005 - 60 codes match each other .(step S146). The storage
region allocated to the application to which the accegs Idcgiabed 0501 ven i s
accessible by the reader/witer 101 using wireless . communication. 51In -
such a case, the user selects a desired programfrom a nenu screen

di spl ayed on the display, and the corresponding programis called to the
mobile termnal. In response to the activated program a personal
identification code for the corresponding application. is input to the IC
10 chip via the wired interface, and_tpge right to access the application
is thus given. The user can omt the inputting of a personal
identification code for a desired application, and the operability of the

‘apparatus,is inproved. 15 Aﬁgendi X Wth reference to the specific
enbodi ment8VeRhEOPr 888 ini hyEhY | dFhiriGebden, derererEwlia daisd theowever,

it isto lih)g quer stood that various nodifications and substitutions can be:
made by thosEPERi TTed PheRfedione FAMRRE Yepd¥ tTREITNS (A tite Dddpe of
t he present inventi o€. I n 'hr'{ls speci ficatj.on, cases have been described in
whi ch t he™ T E8RAFpTac %?ﬁi?l’é it PFEIEHRT it orfH P used by bei ng
enbedded in t bil.e termnal suych as a.cellula hgne or P However ,
the scope of t Te et nPEsts %Wieél%r}é’fl A E"?&E’t 1Fﬁgg’éeg§§¥s_ The
merits of ot NG PLESEIL 311ustration purposes, and the description

should not be interpreted in a limited manner. The scope of

the present invention is to be determined solely by the

appended claims.
10 [Industrial Applicability]

Acéording io the present invention, there are provided
an improved information storage medium which can be uéed be
being placed in an information processing apparatus, such as

15 a cellular phone or PDA (Persbnal bigital Assistant), an IC
chip with a meméry region, an information processing
apparatus having the IC chip with the memory region, and a
mémbry management method for thé information storage medium,

According to the present invention, there are provided

20 an improVed information storage medium which has a memoﬁy
region and which efficiently controls the right'to access
each application allocated to the memory region, an IC chip
with a memory region, an information processihg apparatus
having the IC chip with the memory region, and a memory

25 management method for the information storage medium.



16 Decenber- 2005 61 invention are simlarly achi eved by, for- exanple, using
the 1C chip in a stand-al one nmanner or. by enbeddi ng§bRcddh&PoBs 1N
anot her type of device and using the I1C chip. In short, the present )
i nvention has been disclosed by 5 exanples for illustration purposes, and
the description should not be interpreted in a limted manner. The scope
of the present invention is to be determ ned solely by the appended cl ai ns.
10 [Industrial Applicability] According to the present invention, there are
provided -an inproved information stora e _nmedi um whi ch can be used be '
bei ng placed in an information processifig apparatus, such as 15 a cellul ar
phone or PDA (Personal Digital Assistant), an IC chip witha nenory region,
an information processing apparatus having the IC chip with the nmenory
region, and a Aeempiingrairaddre mreaweiriod femtite i ifher netioaty stegriage medi um
According to the present invention, there are provided 20 an inproved
_informatien Sher dgechini bas whiltketmschi oehosyrucegion &ethwhi ch efficiently
controls the right to access each application allocated to the menory
regi on, a®PPEieatponvilhogatrtry thgimemenn Fediomeid gregirsdesyd g
apparatus_ having the I1C chip with the nenory region, and a nenory 25
nmanagemer® FRFRGHOFHr t Fee iTARAERT SRt okagel Fedhentlyl @apagatbem 2005

5 directory units.
According to the present invention, a personal
- identification code is set for each applicatien énd
directory. As the case may be, the access right is
controlled in application units or in directory units._ For
10 éxample, for all applications included in a directory, an
identification or authentication scheme haﬁing the same
usability as the existing IC chip may be provided.
According to the present invention, when the IC chip or
-the mobile terminal having the IC chip embedded therein is
15 Lost,rthe right to access each application in the IC chip
automatically disappears. Accordingly, the IC chip or the
mobile terminal is protected against fraudulent use by
others.
Identification or authentication using the IC chip
20 aécording to the present'invention may be performed in
conﬁunction with authentication using a privaté key. As a
- result, value information such as electronic money can be
handled with higher security.
According to:the present invention, for example, when

25 the IC chip embedded in the mobile terminal is used as a



- 62 According to the present invention, the nmenory region on the IC chip
has a hierarchical structure. Each application all ocagedcémbdrPeosenory
region is registered in a directory. The nenory region is efficiently
managed in 5 directory units. According to the present invention, a
personal identification code is set for each application and directory.
As the case may be, the access right is controlled in application units or-
in directory. units. For 10 exanple, for all applications included in a
directory, an identification or autbegéigation schene having the sane
usability. '"as the existing IC chip may~ be provided. According to the
present invention, when the IC chip or .the nobile ternmnal having the IC
chip enbedded therein is 15 lost, the right to access each application in
t he | C chbank acs odmt idehtyf deasappears . awdeartdi cel iygn thede@ i iar t he
nobile termnal is protected against fraudul ent use by others.

| denti fi cRetrbermed aom hgme i wee s dry usimat titey | OxcHilpe e mccomdimapnad t he
~present invention may be performed in _conjunction with authentication

usi ng a prieRtElkeatiow numken|using| e imfloilmtticomingdh e alssnt rieni ¢
money can_be _handl ed with higher security. According to the present
i nvent i onfafbkidkdrbie, e IRaWdy G i ishigadden of tthe wmesiung t er ni nal

s usgd %§fe%peration that the user has to perform using a bahk's ATM
terminal the user is unfamiliar with.

According to the present invention} holding thé mobile
terminal towards, for example, an ATM terminal in a bank
causes the ATM terminal to prompt the mobile terminal to

10 input an appropriate personal identification code.

According to the present invention, a program and a
personal identification code are associated wifh each other
in the mobile terminal. Therefore, fo: example, when a

bank's balance-of-account displaying program is called, the

15 personal identification number is automatically called.



16 Decenber 2045 - 63 bank card, identification or authentication

processing is perfornmed on the user.

by inputting, DbyklRckags2085 personal

i dentification nunber using the nobile termnal the user is famliar wth.
This results in mnimzation of the anobunt 5 of operation that the user has

to performusing a bank's ATM term malédt he user is unfamliar with.

According to the present invention, holding the nobile term nal towards,

for exanple, an ATMterm nal in a bank causes the ATMterm nal to.

pr onpt

the nmobile termnal to 10 input an appreRri ate personal identification

code.

identification code are associated with each other
Therefore, for exanple, when a bank's bal ance-of -account di spl ayi ng

According to the present invention, a programand a personal
in the nobile termnal.

programi§.cal hedintBg,dbenceeeaal i deptil cahbensppgber s automtically

cal | ed.

16 Decenber

compr i si ng: a gegBRy,yegbanonl Loratedal 0o U O LS ARAliGations,
4ched dey

the right to access e

| dont 11 cahtanCad: -aanont! obler, anehable: [0SO 18! e ke a7

operation o

pplication is controll persondl

rated CIrcui

personal identification code;

a controller operable to control the internal operation of

the integrated circuit device;

a wireless interface for enabling the controller to
perform wireless communication with an external apparatus;

a wired interface for performing wired communication with
the controller;

'accessibility/inéccessibility‘managing means for
managing each application allocated to the memory region
to be accessible/inaccessible, wherein the
accessibility/inaccessibility managing means sets each
application for which the personal identification code is
set to be inaccessible in a default setting, the
accessibility/inaccessibility managing means sets the
qorresponding application to be accessible in response to
matching the personal identification code input from a
user and the set personal identification code, and said
personal identification code input is transferred via the

wired interface to the controller.

egrated circuit device

wher ei n



a wreless interface for enabling the controller to performwreless
comruni cation with an external apparatus;. a wred int¢giReganhg2008r f or m ng
wi red communi cation with the controller

accessi bility/inaccessibility-mnagi ng neans for managi ng each application
allocated to the nenory region to beéccessible/inaccessible, wherein the
accessi bility/inaccessibility managi ng neans sets each application for

whi ch the personal identification code is set to be inaccessible in a

defaul t settingn thecgPseLsSEDdilty/dRAGEeaRbirbihy FBNA0A AP Means sets the
correspondi ng appllcaglon to be accessible in response to matching the

personal ifeptifi 6atdoRehOde AW fikoM-AriHaeEdapd LB S8te REIGPNA

identification code, and said personal identification code input is

transferragpﬂeawg% W red i nterdace 1t pah Ercegiﬁglaﬂecé&i%em% 2005 -

65 2. An integrat circuit device according to claim1l1, wherein said

TETOrY 1 ©B0Bcha1 COMLOLE AL 0 Ll0RALE RGN - PPLAGALAON 1 heA Jy er ar chi ca

manner us Irectories, sal persona Ion CO or

ContrO"i990%??i§§%?kﬁﬁﬁééﬁ ﬁ%§a%%?%i§88¥%%§;£8n58@d difestory is set, and

the accessi I Ty ‘managi ng ans” sets eac application
and di rec%gaxs@{)#@é Cﬁiﬁa{‘fce%%ri%%ﬂ%'ty Ldgobihhcalion ade dgqpet to be
I naccessi bl'e’n e f-au
application and directory for which the personal
identification code is set to be inaccessible in the default
setting, the accessibility/inaccessibility managing means
sets the corresponding applicaticn or directory to be
accesgible in response to matching the personal

identification code input from a user and the set personal

identification code.

3. An integrated circuit device according to claim 2,
wherein, in response to the fact that the personal
identification code input from the user matches the personal
identification code set for one of the direétories, the
accessibility/inaccessibility managing means sets all
applications and sub-directories under the directory to be

accessible.

4. An integrated circuit device according to claim 1,
further comprising private key setting means for setting,

for each application allocated to the memory region, a



setting, the accessibility/inaccessibility nmanagi ng neans sets the
correspondi ng application or directory to be accessiEeddnb gase to

mat chi ng the personal identification code input froma user and the set
personal identification code. 3. An integrated circuit device according to
claim2, wherein, in response to the J@act that the persona

identification code input fromthe user natches the personal

identification code set for one of the directories, the

accessi bi bt yhi-pageegssbbi Lhi;tMepRNAGEDGnMEANS Sets al | appl i cations and
sub-directories under the directory to be accessible. 4. An integrated

circuit deV'Cewﬂ%E@&H'EHetQcEEébﬂbll1th£BQSEeQQEP£lgggngﬁéﬁéﬁﬁekey

setting neans for setting, for each application al ted to t menory

region, ég FE eEh309§aEc?951BiéV§% 158¥t§8ﬁ @HtQQHSEEQEEQBlthere'n

t he accessi I naccessi Ity man ng neans Sets the i1 naccessible

appl i cat %@egotgg Arsessi b o when sLhe H%ggﬁ%%%f?&;&%@ﬁ% B dsqmut ual |y

aut henti ca a pre eterm certiftica e prlvate

Kevor i Aol SEPELEERLORH, hsPReeeREral Bty ShEb0.fun BEAHRES

conpri si ng*pri ng- nmeans 10r Sé |ng, %pp |cat|on and
dlrectorykg§located to the nenory

5. An integrated circﬁit device according to claim 2,
further comprising private key setting means for setting,
for each application and directory allocated to the memory
region, a private key for.authentication,

wherein the accessibility/inaccessibility managing
means sets the inaccessible application or directory to be
accessible when the inaccessible application or directory is
mutually authenticated by a predetermined certificate

authority using the private key.

6. An integrated circuit device according to claim 1,
further comprising access denying means for causing each
accessible application to be inaccessible in response to

cutting off the power to the device.

7. An integrated circuit device according to claim 2,
further comprising access denying means for causing each

accessible application and directory to be inaccessible in



region, a private key for. authentication, wherein the
accessibility/inaccessibility managi ng neans sets thggDRa&REFI0ON €
application or directory to be accessible when the inaccessible
application or directory is nutually authenticated by a predeterm ned
certificate authority using the priya%g key. 6. An integrated circuit

devi ce according to claim1l, further "Conprising access denying neans for
causi ng each accessible application to be inaccessible in response to
cutting o&ESbBQSQO%@rchetaha deyi c8e FowdP tHtegLalgegdjehrcuit device
according to claim?2, furthér conprising access denying neans for causing
each accessible appllcatlon and directory to be inaccessible in 16 Decenber
2005 - 67 response to cutting off the power to the device. 8. An

| ntegrated ol f &l infyiopeAcEotdlng hoyeLal Midoratiint BT ceRmRr Lol no:
nunber - of -i nput-failufe storing neans Yor storin er of failures

of i nput QBKEFE pgg ggglh entlflcatlon code for each application
all ocated to e ry redion; and

maxi mum per nm ssj n f-iLnput-failure settlng S for ting the
Taxi mm por i SaF %Fgrnﬁﬁber b triPibp oats 1?%&&?&%% £Rb persony TR
(dent 11 Catj,gn,cgge ot each appl L6aL£on, &1 LPE3Led:  O4Lhe, PEN uofeg' on,

code for each application allocated to the memory region:;
and |

maximum-permissible-number-of-input-failure setting
means for setting the maximum permissible number of
failures of input of the persocnal identification code for
each application allocated to the memory region,

wherein the accessibility/inaccessibility managing
means sets the application in which the number of input
failures has reached the maximum permissible number of

inputs to be inaccessible.

9. An integrated circuit device according to claim 2,
further comprising:
number-of-input-failure storing means for storing. the
number of failures of input of the perscnal identification
code for each application and directory allocated to the
memory region; and
maximum-permissible-number-of-input-failure setting

means for setting the maximum permissible number of failures



wherein the accessibility/inaccessibility managing mneans sets the
application in which the nunber of input failures haggpraghad 2obe maxi mum
perm ssi bl e nunber of inputs to be inaccessible. 9. An integrated circuit
device according to claim?2, further conprising: nunber-of-input-failure
storing neans for storing t he nunber of failures of input of the personal
identification code for each application and directory allocated to the
menory regi on; and maxi mum perm ssi bl e- nunber-of -input-failure setting

means forogethbng berABXpEVELASE Migshbl einuaben 8babakbyresci6 December
2005 - 68 of iInput of the personal identification code for each

app"Cat'Qﬁpﬁﬁéa@hbﬁCEHHVdQEEEEBE dai9oLheHEDr YL éﬂ@r%“?ggﬁbﬂ the

accessi bil'Tty/inaccessibility managing neans sets the ap tioh or

directory in “ﬂgggeﬁﬁetHQ”QEEesgi kﬂﬁgg/iﬁéEH%$§lﬂ?gl£gn ?ﬁg gt”ax'ﬁum

perm ssible nu I nputs to e ccessi ed circuit

devi ce acgording EQ §%é“4gﬁ% Jon o%rﬁggécgggyr ﬁeéﬁ% Eq$ nun

er
nunber - of -1 nput - Farllre |2|ng neans er of

i nput failyr o] the nu 40 ut - fallure stoxln ns by a
manager m%'tjﬁlsi E fad% aE% p%g SF AP T TiS elmghthorlty

of inputs to be inaccessible.

10. An integrated circuit device according to claim 8 or 9,
further comprising number-of-input-failure initializing
means for clearing the number of input failures stored in
the number-of-input-failure storing means by a manager
mutually authenticated by a predetermined certificate

authority.

11. An information processing apparatus comprising an

integrated circuit device as set forth in claim 1.

12, An information processing apparatus according to claim
11, wherein the information processing apparatus is an

information storage medium.

13. An information processing apparatus according to claim
12, wherein the information storage medium is a storage

medium in the form of an IC card.



11. An information processing apparatus conprising an integrated circuit
device as set forth in claim1. 12. An information pregessidiBer200fr at us
according to claim 11, wherein the information processing apparatus is an
information storage nedium 13. An information processing apparatus
according to claim 12, wherein the informtion storage nediumis a storage
mediumin the formof an IC card. 16 cenber 2005 - 69 14. A nobile

term nal apparatus conprising: an user input nmeans for inputting a personal
identification code by a user; and a sem conductor integrated circuit
device having a nenory region, a controller operable to control the

internal operahi aBbofiet Bergenhtoagpstatusntegpai edngt rcuit device, a
wireless interface for enabling the controller to performwreless

communi cati on wht isap expet nabanppasat uputdimyredpéntersace for performng
wi red communi cation with the controller, checking neans for checking the
personal iddantifteaibnanceqadebw dhutse; pengonal identification code for
each application allocated to the nenory region, and access-right control
means for givi agseRscantdesubt Oftegheekiingibyui bedsheeki ngvikans, a right

to the user to access the application in which the personal 1dentification

codes natgbmeaghrefhen, sat€ntEHDIYr'EgELALDEI Y AbhOEaL ethe
internal operation of the semiconductor integrated circuit
device, a wireless intefface for enakling the controller to
perform wireless communication with an external apparatus;
a wired interface for performing wired communication with
the controller, checking means for checking the personal
identification code with‘the personal identification code
for each application allocated to the memory region, and
access-right control means for giving, as a result of
checking by the checking means, a right to the user to
access the application in which the persconal identification
codes match each other, said memory region being allocated
to one or more applications, wherein the right to access
eaéh application is controlled by the personal
identification code, and said personal identification ;ode

input from the user input means being transferred via the

wired interface to the controller.

15. A mobille terminal apparatus according to claim 14,

wherein the access-right control means permits the external



to one or nore applications, wherein the right to access each application
is controlled by the personal identification code, aggn§g&gmggm?9nal
identification code input fromthe user input neans being transferred via
the wred interface to the controller. 15. A nobile term nal apparatus
according to claim 14, wherein the quﬁsg-right control neans permits the
external 16 Decenber 2005 - 70 apparat'us to access the application for

whi ch the access right is given via the wireless interface using wreless

comuni caghPRrai®s A MRS 1@fITRah iaRPAEAL HSr age i i tdsai m 14,
wherein, in response to detecting no electronmagnetic waves fromthe

external gpgaEalyis SAINGALLNY Fikheclhr ehessraldl &1fp G ddipAccess i ght

control neans determnes that a series of transactions related to the
appl i cati gpfQ%: i gl the access right is given has term nated and
perfornms transaction term nation processing. 17. A nobile term nal
apparatus according to claim 14, wherein, in response to receiving no
response within a predeterm ned period of tinme in response to a command

sent fro he seni u r.integqr Lrcuj evice Vvj he., ,wi rel ess
interfacg?%fheﬁaﬁéégggrgéﬁ?l%%%tggsgﬁggﬁg g%%%%&%? egot%g i%.%%Ties of

transactigns between Lhe  external apparalus ang the sem conductor,
i nt egrat ed ¢l Feli t P 9 g

from the external apparatus connected via the wireless
interface, the access-right control means determines that a
series of transactions felated to the application for which
the access right is given has terminated and performs

transaction termination processing.

17. A mobile terminal apparatus according to claim 14,
wherein, in response to receiving no response within a
predetermined period of time in response to a command sent
from the semiconductor integrated circuit device via the
wireless interface, the access-right control means
determines that a series of transactions between the
external apparatus and the semiconductor integrated circuit
device, which are connected with each other via the wireless
interface, has terminated normally or abnormally and

performs termination processing.

18. A mobile terminal apparatus according to claim 14,

further comprising:



device, which are connected with each other via the wireless interface,
has term nated normally or abnormally and performs tqghdahb&opsocessi ng.
18. A nmobile term nal apparatus according to claim 14, further conprising:
16 Decenber 2005 71 personal identification code registering neans for

regi stering in advance the personal idegntification code for each
application; program activating neans;’ ‘and personal identification code

i nput nmeans for inputting the personal identification code for the

correspondi ng p%&%bh%@th@%n&ﬂf@%&@&@ﬁ”%@d@ EleB%e%EthﬁhﬁﬁspEegr3”1tO an
| C chip via the wired interface. . A nobi |l e term nal" apparatus according

to claim 34q; sphaessign hh%d%%%QOQHECFQEsbB%QQ ; AERd 1 ¢l Eayh bndeylee 1S

driven by rece|V|ng pomer using wrelfess communication wth the external

appar at us £,20¢ ,Apmbih e Lesfinal apparatus according to claim19, wherein,
in response to bein connected to the external apparatus via the wireless .

interface and C Is he m conductor integrated circuit
devi ce notifie%tillé Fgﬁk g*@??é&ﬂﬁﬁES?Péceag the necessity to input the

personal ident] f%ggﬁa 89@1% (ﬁF%ﬁkﬁg t%@tnﬁng ¥ fgg'fﬁbué%lng

sem conduct or egra ed ¢l reul evi ¢e enbe

the personal identification code for the corresponding
application in accordance with the activated program to an

IC chip via the wired interface.

19. A mobile terminal apparatus according to claim 14,
wherein the semiconductor. integrated circuit device is
driven by receiving power using wireless communication

with the external apparatus.

20. A mobile terminal apparatus according to claim 19,
wherein, 1in response to being connected to the external
apparatus via the wireless interface and thus receiving
power, the semiconductor integrated circuit device notifies
via the wired interface of the necessity to input the

personal identification code for accessing the memory region.

21. A semiconductor integrated circuit device embedded in

a mobile terminal apparatus as set forth in claim 14.



a nobile term nal apparatus as set forth in claim14. 16 Decenber 2005 72
22. A sem conductor integrated circuit device accordi RgfRembios21,
conprising a menory region to which one or nore applications are

al l ocated, wherein the right to access each application is controlled by a
per sonal identification code. 23. A s conductor integrated circuit device
according to claim2l1, conprising a el ess interface for performng

wi rel ess conmuni cation and a wired interface for performng wred

comuni cabign. a24emAc-ARTEY £ ai QUL MRINROL14SiNG BPBL! 8ct&rmmdl to
apparatus having a sem conductor integrated circuit device which has a

menory reghenang Walg ?rgemnbc%%rw ’%:Qgﬁ ext %Eéh BRRALA Y8 et NE

nobi | e term nal ~apparatus i ncl uding aw reless interface for enabling the

sem Condu%bpﬁlbgf_%ﬁé‘tgf’e G G4l eodeWh%Set;L?L Eﬁ%f 9581}’8"' £8! £5S £OMPYY cat i on

with the ernal apparatus and a'wired intertface”for performng wred

communi 6aLi,9 ubE ok e, eI Ganduet a1y LNTeaLaned shecllbiodeniee iy the

nobil e ter apparatus, one or PI°cati ons elng al l'ocated to the
menory region, wherein the right to access each application is controlled
by a personal identification code, the conmunication nmethod conprising: 16

Decenber %995 A semiconductor integrated circuit device according to

claim 21, comprising a wireless interface for performing
wireless communication and a wired interface for performing

wired communication.

24. A communication method using a mobile terminal
apparatus having a semiconductor integrated circuit device
which has a memory region and which communicates with an
external apparatus,

the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated circuit
device to perform wireless communication with the external
apparatus and a wired interface for performing wired
communication with the semiconductor integrated circuit
device in the mobile terminal apparatus,

one or more applications being allocated to the memory
region, wherein the right to access each application is
controlled by a personal identification code, the

communication method comprising:



- 73. a user input step of inputting, froma user, the personal
identification code; a sending step of sending the pejgenalnbdenbsfication
code input in the user input step via the wred inter#ace to the

sem conductor integrated circuit device; a checking step of checking the

personal identification code input i ;§h? user input step against a
personal identification code for each-application allocated to the nenory

region; and an access-right control step of giving, as a result of

checking in thg gheckingust 8Repdoki YRbutPihhe HBEH L0u3EEESEhet NE
application in which the personal identificafion codes” match each other.

25. A CO”HHQEBQEEOEdEEEE@chEEBH gofpbile termnal apparatus according to
. deht

claim 24, "wherein, In e access- right control step, the external

apparatus is per Eléhh?ﬂgt %terangS?SéeBBEn?pPhéCé‘éj:%né?r#ﬁ’@hEﬁ.‘fEQ&t%&ﬁe?S

right is given via't ess I nterface using wreless comuni cati on.

26. A commpicghion IPtfiod walng g, pokle (Lm0l ADParAllS Aecqding to
claim 24, érein, i'n the access-"right Control Step, 1n response to
detecting | ectr ves from xt ernal apparat us connect ed

. .tﬁg Enf&sd ﬁg¥g¥ﬂjn SRLE dt Cth evice,
via the interface’ 1t i s deterin fedt faf "8 sefTes“of 16 December 2005 - 74
) a checking step of checking the personal identification
code input in the user input step against a personal
identification code for each application allocated to the
memory region; and

an access-right control step of giving, as a result of
checking in the checking step, a right to the user to access

the application in which the personal identification codes

match each other.

25. A communication method using a mobile terminal
apparatus according to claim 24, wherein, in the access-
right control step, the external apparatus is permitted to
access the application for which the access right is given

via the wireless interface using wireless communication.

26. A communication method using a mobile terminal
apparatus according to claim 24, wherein, in the access-
right control step, in response to detecting no
electromagnetic waves from the external apparatus connected

via the interface, it is determined that a series of



transactions related to the application for which the access right is
given has term nated, and transaction term nation prggessihBeri2®oper f or ned.
27. A communi cation nethod using a nobile term nal apparatus according to
claim 24, wherein, in the access- right control step, in response to
receiving no response wthin a preQeHﬁrnined period of tinme in response to
a command sent fromthe seniconductor4iﬁiegrated circuit device via the
wireless interface, it is determined that a series of transactions between

the exterpabnaRPalhaSr&thed NQ 3010 GRRAYELOE ohNESH! Bt £th CiHL WdlcdRvi ce,
which are connected with each other via the wireless interface, has

term nat e@iggerr%gl%i%naf@é@r{@rdmat%gq hﬁamghggﬁwﬁ%@ﬁﬂ Hich

per f or med. communi cat i on nmet'hod using a nobile term nal "appar at us

accordi ng EBcSEQiH§2fsé5é¥féﬁﬂe&¥”w”iSi”93 a personal identification code
regi stering step o regi stering in advance the personal identification

code for each application; a program activating step; and a personal
identification code input step of inputting the personal identification

code for e cQrr ondi.ng. appli iQn.in accordance, w.th,the activated
programt%gt‘heglg8 889 8?1380 e%ﬁsé U881 condu %g ?ﬁf@é?%%ed circuit

device Vlgpﬁgga%ﬁgegccording to claim 24, wherein, in the access-

right contrQl step, in response to receiving no response
within a predetermined period of time in response to a
command sent from the semiconductor integrated circuit
device via the wireless interface, it is determined that a
series of transactions between the external apparatus and
the semiconductor integrated circuit device, which are
connected with each other via the wireless interface, has
terminated normally or abnormally, and termination

processing is performed.

28. A communication method using a mobile terminal
apparatus according to claim 24, further comprising:

a personal identification code registering step of
registering in advance the personal identification code for
each application;

a program activating step; and

a personal identification code input step of inputting
the personal identification code for the corresponding

application in accordance with the activated program to the



interface. 29. A communication nmethod using a nobile term nal apparatus
according to claim 24, further conprising a notificajgeR.gh6eR 2005
notifying, in response to the fact that the sem conductor I ntegrated
circuit device is connected to the external apparatus via the wreless
interface and thus receives power, _of7 he necessity to input the personal
identification code for accessing the nory region on an IC chip via the
wired interface.

semliconductor integrated circuit device via the wired

interface.

29. A communication method using a mobile terminal
apparatus according to claim 24, further comprising a
notification step of notifying, in response to the fact that
the semiconductor integrated circuit device is connected to
the external apparatus via the wireless interface and thus
receives power, of the necessity to input the perscnal
identification code for accessing the memory region on an IC

chip via the wired interface.





