10

15

20

SERVICE ACCESS METHOD AND DEVICE

TECHNICAL FIELD

[0001] The present application relates to the field of communications, and in particular, to

a service access method and device.

BACKGROUND

[0002] In a 5G system, a terminal device may access a service through a 3rd Generation
Partnership Project (3GPP) network or a non-3GPP network. Specifically, the network side
has a service access management node, which may be responsible for managing the service
accessed through the 3GPP network or the non-3GPP network.

[0003] Therefore, for the terminal device or the service access management node, it is an

urgent problem to be solved with regard to how to implement effective access of services.

SUMMARY

[0004] Embodiments of the present application provide a service access method and
device, which is beneficial to realizing effective access of services.

[0005] In a first aspect, a service access method is provided, including:

[0006] determining, by a first device, a receiving condition of a first data packet
transmitted through a first service path; and

[0007] determining, by the first device, whether the first service path is available
according to the receiving condition of the first data packet.

[0008] Therefore, in the service access method according to the embodiments of the
present application, the first device may determine whether the first service path for service
access is available before the service access, thus facilitating the selection of an available

service path to access, and further implementing effective access of services by the terminal.
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[0009] Optionally, in a case where the first service path is available, the first service path
may be used for service access, and in a case where the first service path is unavailable, a
further service path is selected for access, or the first service path with a reduced load may be
used to access, thereby realizing the effective access of services by the terminal, and further
improving user experience.

[0010] In conjunction with the first aspect, in some implementations of the first aspect,
the first device is a sending end of the first data packet, and the second device is a receiving
end of the first data packet; or the first device is the receiving end of the first data packet, and
the second device is the sending end of the first data packet.

[0011] In conjunction with the first aspect, in some implementations of the first aspect,
the first device is a terminal device, and the second device is a network device, or the first
device is a network device, and the second device is a terminal device.

[0012] In conjunction with the first aspect, in some implementations of the first aspect,
the network device is a service function management node or a user plane function (UPF)
entity.

[0013] In conjunction with the first aspect, in some implementations of the first aspect,
the method further includes:

[0014] sending, by the first device, the first data packet to the second device according to
a specific period, or receiving the first data packet sent by the second device according to the
specific period.

[0015] In conjunction with the first aspect, in some implementations of the first aspect,
the sending, by the first device, the first data packet to the second device according to a
specific period includes:

[0016] sending, by the first device, the first data packet to the second device according to
the specific period in a case where a first preset condition is satisfied.

[0017] In conjunction with the first aspect, in some implementations of the first aspect,
the specific period is agreed by the first device and the second device; or, if the first device is
a terminal device, and the second device is a network device, then the specific period is
configured by the second device.

[0018] That is, the first device and the second device may determine, through message
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interaction, a sending period of the first device, that is, the above-mentioned specific period,
or, if the first device is a terminal device, and the second device is a network device, then the
specific period is configured by the second device, that is, the second device may configure,
for the first device, the sending period of the first data packet, for example, the second device
may send a first message to the first device, and configure, by using the first message, the
sending period of the first data packet for the first device, the first message may be semi-static
signaling (for example, a radio resource control (RRC) message) or dynamic signaling (for
example, downlink control information (DCI).

[0019] Alternatively, the specific period may also be agreed through a protocol, in this
way, the information interaction between the first device and the second device is not
necessary, and the sending end may send the first data packet according to the sending period
agreed through the protocol, and the receiving end may also receive the first data packet
according to the sending period agreed through the protocol.

[0020] In conjunction with the first aspect, in some implementations of the first aspect, a
data stream or bearer used for transmitting the first data packet has a corresponding
relationship with a sending period of the first data packet.

[0021] For example, there may be a one-to-one correspondence or a many-to-one
correspondence or the like between the data stream used for transmitting the first data packet
and the sending period of the first data packet, similarly, there may also be a one-to-one
correspondence or a many-to-one correspondence or the like between the bearer used for
transmitting the first data packet and the sending period of the first data packet.

[0022] In conjunction with the first aspect, in some implementations of the first aspect,
the first device is the sending end of the first data packet, and the determining, by a first
device, a receiving condition of a first data packet transmitted through a first service path
includes:

[0023] receiving, by the first device, the receiving condition of the first data packet
reported by the second device;

[0024] the determining, by the first device, whether the first service path is available
according to the receiving condition of the first data packet includes:

[0025] determining, by the first device, whether the first service path is available
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according to the receiving condition of the first data packet reported by the second device.
[0026] In conjunction with the first aspect, in some implementations of the first aspect,
the determining, by the first device, whether the first service path is available according to the
receiving condition of the first data packet includes:

[0027] determining, by the first device, that the first service path is unavailable when at
least one of following conditions is satisfied:

[0028] the first data packet is not correctly received within a specific time in a receiving
period, a number of data packets correctly received in a receiving window is lower than a first
preset value, and a ratio of the data packets received correctly to all received packets in the
receiving window is lower than a second preset value, and a ratio of data packets received
incorrectly to all received packets in the receiving window is higher than a third preset value,
and a ratio of the data packets received incorrectly to the data packets received correctly in the
receiving window is higher than a fourth preset value and a ratio of the data packet received
correctly to the data packets received incorrectly in the receiving window is lower than a fifth
preset value.

[0029] Optionally, the first preset value, the second preset value, the third preset value, the
fourth preset value, and the fifth preset value may be set by a system, or determined according
to a service need of a to-be-accessed service. For example, if the to-be-accessed service has a
higher requirement on a link quality, then the first preset value may be set to a relatively large
value, and the second preset value may be set to a relatively small value, and the third preset
value may be set to a relatively small value, and the fourth preset value may be set to a
relatively small value, and the fifth preset value may be set to a relatively large value,
otherwise, if the to-be-accessed service has a lower requirement on the link quality, then the
first preset value may be set to a relatively small value, and the second preset value may be
set to a relatively large value, and the third preset value may be set to a relatively large value,
and the fourth preset value may be set to a relatively large value, and the fifth preset value
may be set to a relatively small value.

[0030] In conjunction with the first aspect, in some implementations of the first aspect,
the first device is a terminal device or a UPF entity, and after the determining, by the first

device, that the first service path is unavailable, the method further includes:
4



10

15

20

25

30

[0031] sending, by the first device, status information to a service function management
node, where the status information is used to indicate that the first service path is unavailable,
enabling the service function management node to switch a to-be-accessed service to a further
service path other than the first service path, or initiate a request message for releasing the
first service path.

[0032] Therefore, in the service access method according to the embodiments of the
present application, in a case where the first service path is unavailable, the first device may
notify the service function management node of information about the unavailability of the
first service path, thus enabling the service function management node to switch a
to-be-accessed service of the terminal device to a further service path, or release the first
service path, and then access the to-be-accessed service initiated by the terminal device
through the first service path, thereby realizing effective access of services, and further
improving the user experience.

[0033] In conjunction with the first aspect, in some implementations of the first aspect,
the first device is a service function management node, and after the determining, by the first
device, that the first service path is unavailable, the method further includes:

[0034] switching, by the first device, a to-be-accessed service to a further service path
other than the first service path, or initiating a request message for releasing the first service
path.

[0035] Therefore, in the service access method according to the embodiments of the
present application, in a case where the first service path is unavailable, the first device may
switch a to-be-accessed service of the terminal device to a further service path, or release the
first service path and then access the to-be-accessed service initiated by the terminal device
through the first service path, thereby realizing effective access of services, and further
improving the user experience.

[0036] In conjunction with the first aspect, in some implementations of the first aspect,
the method further includes:

[0037] accessing, by the first device, a to-be-accessed service through the first service
path if the first device determines that the first service path is available.

[0038] In conjunction with the first aspect, in some implementations of the first aspect,
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the first data packet includes a sequence number, and the determining, by a first device, a
receiving condition of a first data packet transmitted through a first service path includes:
[0039] determining, by the first device according to the sequence number of the received
first data packet, the receiving condition of the first data packet.

[0040] In conjunction with the first aspect, in some implementations of the first aspect,
the first service path is a 3rd Generation Partnership Project (3GPP) path or a non-3GPP path.
[0041] For example, if the first service path is a 3GPP path, the to-be-accessed service
may be accessed through a 3GPP network (for example, an LTE network or a 5G network,
etc.), or, if the first service path is a non-3GPP path, the to-be-accessed service may be
accessed through a non-3GPP network, such as a WLAN network.

[0042] In general, in the service access method according to the embodiments of the
present application, in a case where the first service path is available, the first service path
may be used to access a to-be-accessed service initiated by a terminal device, and in a case
where the first service path is unavailable, a further service path may be used to access the
to-be-accessed service initiated by the terminal device, or a part or all of the services on the
first service path may be stopped, and the to-be-accessed service initiated by the terminal
device may be accessed using the first service path.

[0043] In a second aspect, a service access device is provided for performing the
above-mentioned first aspect or the method in any possible implementations of the first aspect.
In particular, the device includes a unit for performing the method in the above-mentioned
first aspect or any possible implementations of the first aspect.

[0044] In a third aspect, a service access device is provided, the device includes: a
memory, a processor, an input interface, and an output interface. Where the memory, the
processor, the input interface, and the output interface are connected by a bus system. The
memory is configured to store an instruction, and the processor is configured to execute the
instruction stored in the memory for performing the method in the above-mentioned first
aspect or any possible implementation of the first aspect.

[0045] In a fourth aspect, a computer storage medium is provided for storing a computer
software instruction including programs designed for implementing the above aspects that is

used for performing the method in the above-mentioned first aspect or any possible
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[0046] In a fifth aspect, a computer program product is provided, including an instruction
which, when executed on a computer, causes a computer to perform the method in the

above-mentioned first aspect or any optional implementation of the first aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0047] FIG. 1 is a schematic diagram of a communication system according to an
embodiment of the present application.
[0048] FIG. 2 is a schematic flowchart of a service access method according to an
embodiment of the present application.
[0049] FIG. 3 is a schematic block diagram of a service access device according to an
embodiment of the present application.
[0050] FIG. 4 is a schematic block diagram of a service access device according to

another embodiment of the present application.

DESCRIPTION OF EMBODIMENTS

[0051]  Technical solutions in the embodiments of the present application will be clearly
and comprehensively described below with reference to the accompanying drawings in the
embodiments of the present application.

[0052] It should be understood that the terms such as “system” and “network” herein are
typically interchangeable. The term such as “and/or” herein is merely an association between
associated objects, which indicates that there may be three relationships, for example, A
and/or B may indicate presence of A only, of both A and B, and of B only. In addition, the
character “/” herein generally indicates that contextual objects have an “or” relationship.
[0053] The technical solutions in the embodiments of the present application can be
applied to various communication systems, such as a global system of mobile communication
(“GSM” for short), a code division multiple access (“CDMA” for short) system, a wideband
code division multiple access (“WCDMA” for short) system, a general packet radio service

(“GPRS” for short), a long term evolution (“LTE” for short) system, an Frequency Division
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Duplex (“FDD” for short) system, an LTE time division duplex (“TDD” for short), a universal
mobile telecommunication system (“UMTS” for short) or a worldwide interoperability for
microwave access (“WiMAX” for short) communication system, or a future 5G system, etc.
[0054] FIG. 1 shows a wireless communication system 100 applied in the embodiments of
the present application. The wireless communication system 100 may include a network
device 110. The network device 100 may be a device that communicates with a terminal
device. The network device 100 may provide a particular geographic area with a
communication coverage and may communicate with a terminal device (e.g., UE) located
within the coverage. Optionally, the network device 100 may be a base station (Base
Transceiver Station, BTS) in the GSM system or the CDMA system, or a base station (NodeB,
NB) in the WCDMA system, or an evolved base station (Evolutional Node B, eNB or eNodeB)
in the LTE system, or a wireless controller in a cloud radio access network (CRAN),
alternatively, the network device may be a relay station, an access point, a vehicle-mounted
device, a wearable device, a network side device in a future 5G network or a network device
in a future evolutional public land mobile network (PLMN).

[0055] The wireless communication system 100 also includes at least one terminal device
120 located within the coverage of the network device 110. The terminal device 120 may be
movable or stationary. Optionally, the terminal device 120 may refer to an access terminal,
User Equipment (UE), a subscriber unit, a subscriber station, a mobile station, a mobile
station, a remote station, a remote terminal, a mobile device, a user terminal, a terminal, a
wireless communication device, a user agent, or a user device. The access terminal may be a
cellular phone, a cordless phone, a session initiation protocol (SIP) phone, a wireless local
loop (WLL) station, a personal digital assistant (PDA), a handheld device with wireless
communication functions, a computing device or other processing devices connected to a
wireless modem, a vehicle-mounted device, a wearable device, a terminal device in the future
5G network, or a terminal device in the future evolutional PLMN.

[0056] Optionally, device to device (D2D) communications may be performed between
terminal devices 120.

[0057] Optionally, the 5G system or network may also be referred to as a new radio (NR)

system or network.
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[0058] FIG. 1 exemplarily shows one network device and two terminal devices.
Optionally, the wireless communication system 100 may include a plurality of network
devices and other numbers of terminal devices may be included within the coverage of each
of the network devices, this is not limited in the embodiment of the present application.

[0059] Optionally, the wireless communication system 100 may further include other
network entities, such as a network controller, a mobility management entity and the like; this
is not limited in the embodiment of the present application.

[0060] In the communication system of the embodiment of the present application, a
terminal device may access a service through a 3GPP network (such as an LTE network, a
future 5G network or the like) or a non-3GPP network (such as a Wireless Local Area
Network (WLAN) or the like). A service access management node on the network device side
may manage the service accessed through the 3GPP network or the non-3GPP network. For
the service access management node, it is an urgent problem to be solved with regard to how
to implement effective access of services.

[0061] FIG. 2 exemplarily shows a service access method 200 according to an
embodiment of the present application. The method 200 may be applied to the wireless
communication system 100 described above, but the embodiments of the present application
is not limited thereto.

[0062] As shown in FIG. 2, the method 200 includes the following:

[0063] S210, a first device determines a receiving condition of a first data packet
transmitted through a first service path.

[0064] S220, the first device determines whether the first service path is available
according to the receiving condition of the first data packet.

[0065] In the embodiments of the present application, the first device is a sending end of
the first data packet, a second device is a receiving end of the first data packet, or the first
device is the receiving end of the first data packet, and the second device is the sending end of
the first data packet.

[0066] In the embodiments of the present application, the first device is a terminal device,
and the second device is a network device; or the first device is a network device, and the

second device is a terminal device.
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[0067] Where the network device is a service function management node or a user plane
function (UPF) entity.

[0068] Specifically, if the first device is the receiving end of the first data packet, the first
device may determine, according to the receiving condition of the first data packet, which is
transmitted through the first service path, by the first device, whether the first service path is
available, or if the first device is the sending end of the first data packet, then the receiving
end of the first data packet is denoted as a second device, which may report the receiving
condition of the first data packet to the first device, and the first device may determine
whether the first service path is available according to the receiving condition of the first data
packet reported by the second device. Furthermore, in a case where the first service path is
available, the first device accesses a to-be-accessed service using the first service path, or
accesses the to-be-accessed service through a further service path in a case where the first
service path is unavailable, or may release a part or all of the services on the first service path,
or stop a part or all of the services on the first service path, that is, reduce a load of the first
service path, and then access the to-be-accessed service through the first service path.

[0069] Therefore, in the service access method according to the embodiments of the
present application, the first device may first determine whether the first service path for
service access is available before performing service access, if yes, perform service access, if
no, select a further service path to perform the service access, or access through the first
service path with a reduced load, thereby realizing the effective access of services by a
terminal, and further improving user experience.

[0070] Optionally, in some possible embodiments, the first data packet includes a
sequence number, where the first device determines a receiving condition of a first data
packet transmitted through a first service path includes:

[0071] the first device determines the receiving condition of the first data packet
according to the sequence number of the received first data packet.

[0072] The first data packet includes a sequence number, thus enabling the receiving end
of the first data packet to determine whether the received data packet is correct according to
the sequence number, and further determines the receiving condition of the first data packet.

[0073] As a specific embodiment, where the first device determines whether the first data
10
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packet is available according to the receiving condition of the first data packet includes:
[0074] the first device determines that the first service path is unavailable when at least
one of following conditions is satisfied:

[0075] the first data packet is not correctly received within a specific time in a receiving
period, a number of data packets correctly received in a receiving window is lower than a first
preset value, and a ratio of the data packets received correctly to all received packets in the
receiving window is lower than a second preset value, and a ratio of data packets received
incorrectly to all received packets in the receiving window is higher than a third preset value,
and a ratio of the data packets received incorrectly to the data packets received correctly in the
receiving window is higher than a fourth preset value and a ratio of the data packet received
correctly to the data packets received incorrectly in the receiving window is lower than a fifth
preset value.

[0076] It should be noted that the receiving period herein may correspond to a sending
period of the first data packet described below, that is, the sending end of the first data packet
sends the first data packet to the receiving end of the first data packet in the sending period,
and the receiving end of the first data packet receives the first data packet sent by the sending
end of the first data packet in the receiving period.

[0077] It should be understood that the first preset value, the second preset value, the third
preset value, the fourth preset value, and the fifth preset value may be set by a system, or
determined according to a service need of a to-be-accessed service. For example, if the
to-be-accessed service has a higher requirement on a link quality, then the first preset value
may be set to a relatively large value, and the second preset value may be set to a relatively
small value, and the third preset value may be set to a relatively small value, and the fourth
preset value may be set to a relatively small value, and the fifth preset value may be set to a
relatively large value, otherwise, if the to-be-accessed service has a lower requirement on the
link quality, then the first preset value may be set to a relatively small value, and the second
preset value may be set to a relatively large value, and the third preset value may be set to a
relatively large value, and the fourth preset value may be set to a relatively large value, and
the fifth preset value may be set to a relatively small value.

[0078] It should be noted that if the first device is the receiving end of the first data packet,
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the receiving condition of the first data packet may be determined by the first device, or if the
first device is the sending end of the first data packet, the receiving condition of the first data
packet may be reported to the first device by the sending end of the first data packet, that is,
the second device. In summary, the first device may determine whether the first service path is
available according to the receiving condition of the first data packet.

[0079] Optionally, in some possible embodiments, in a case where the first device is a
terminal device or a UPF entity, after the first device determines that the first service path is
unavailable, the method 200 may further include:

[0080] the first device sends status information to a service function management node,
where the status information is used to indicate that the first service path is unavailable,
enabling the service function management node to switch a to-be-accessed service to a further
service path other than the first service path, or initiate a request message for releasing the
first service path.

[0081] That is, in a case where the first device is a terminal device or a UPF entity, if the
first device determines that the first service path is unavailable, in this case, the first device
may send the status information to the service function management node to notify the service
function management node that the first service path is unavailable, in this way, when a
terminal device initiates a to-be-accessed service, the service function management node
switches the to-be-accessed service to a further service path, that is, accesses the
to-be-accessed service of the terminal device through a further service path, or initiates a
request message for releasing the first service path, that is, requests to release the first service
path, so that the first device may access the to-be-accessed service initiated by the terminal
device through the first service path.

[0082] Therefore, in the service access method according to the embodiments of the
present application, in a case where the first service path is unavailable, the first device may
notify the service function management node of information about the unavailability of the
first service path, thus enabling the service function management node to switch a
to-be-accessed service of the terminal device to a further service path, or release the first
service path, and then access the to-be-accessed service initiated by the terminal device

through the first service path, thereby realizing effective access of services, and further
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improving the user experience.

[0083] Optionally, the first device is a service function management node, and after the
first device determines that the first service path is unavailable, the method further includes:
[0084] the first device switches a to-be-accessed service to a further service path other
than the first service path, or initiates a request message for releasing the first service path.
[0085] Therefore, in the service access method according to the embodiments of the
present application, in a case where the first service path is unavailable, the first device may
switch a to-be-accessed service of the terminal device to a further service path, or release the
first service path and then access the to-be-accessed service initiated by the terminal device
through the first service path, thereby realizing effective access of services, and further
improving the user experience.

[0086] Optionally, in some possible embodiments, the method 200 further includes:
[0087] if determining that the first service path is available, the first device accesses a
to-be-accessed service through the first service path.

[0088] That is, in the service access method according to the embodiments of the present
application, in a case where the first service path is available, the first service path may be
used to access a to-be-accessed service initiated by a terminal device, and in a case where the
first service path is unavailable, a further service path may be used to access the
to-be-accessed service initiated by the terminal device, or a part or all of the services on the
first service path may be stopped, and the to-be-accessed service initiated by the terminal
device may be accessed using the first service path.

[0089] Optionally, the first service path is a 3rd Generation Partnership Project (3GPP)
path or a non-3GPP path.

[0090] If the first service path is a 3GPP path, the to-be-accessed service may be accessed
through a 3GPP network (for example, an LTE network or a 5G network, etc.), or, if the first
service path is a non-3GPP path, the to-be-accessed service may be accessed through a
non-3GPP network, such as a WLAN network.

[0091] Optionally, in some embodiments, the method 200 further includes:

[0092] the first device sends the first data packet to the second device according to a

specific period, or receives the first data packet sent by the second device according to the
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specific period.

[0093] Optionally, the specific period is agreed by the first device and the second device,
for example, the first device and the second device may determine, through message
interaction, a sending period of the first device, that is, the above-mentioned specific period,
or, if the first device is a terminal device, and the second device is a network device, then the
specific period is configured by the second device, that is, the second device may configure,
for the first device, the sending period of the first data packet, for example, the second device
may send a first message to the first device, and configure, by using the first message, the
sending period of the first data packet for the first device, the first message may be semi-static
signaling (for example, a radio resource control (RRC) message) or dynamic signaling (for
example, downlink control information (DCI).

[0094] Alternatively, the specific period may also be agreed through a protocol, in this
way, the information interaction between the first device and the second device is not
necessary, and the sending end may send the first data packet according to the sending period
agreed through the protocol, and the receiving end may also receive the first data packet
according to the sending period agreed through the protocol.

[0095] In a specific embodiment, where the first device sends the first data packet to the
second device according to a specific period includes:

[0096] the first device sends the first data packet to the second device according to the
specific period in a case where a first preset condition is satisfied.

[0097] That is, where the first device sends the first data packet according to the specific
period may be performed in a case where the first preset condition is satisfied, for example,
the first device may start to send the first data packet periodically in a case where a link
quality of the first service path is poor.

[0098] Optionally, in some possible embodiments, a data stream or bearer used for
transmitting the first data packet has a corresponding relationship with a sending period of the
first data packet.

[0099] For example, there may be a one-to-one correspondence or a many-to-one
correspondence or the like between the data stream used for transmitting the first data packet

and the sending period of the first data packet, similarly, there may also be a one-to-one
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correspondence or a many-to-one correspondence or the like between the bearer used for
transmitting the first data packet and the sending period of the first data packet.

[0100] The method embodiments of the present application have been described in detail
above with reference to FIG. 2, while device embodiments of the present application will be
described in detail below with reference to FIG. 3 to FIG. 4. It should be understood that the
device embodiments correspond to the method embodiments. For a similar description,
reference may be made to the method embodiments.

[0101] FIG. 3 shows a schematic block diagram of a service access device 300 according
to an embodiment of the present application. As shown in FIG. 3, the device 300 includes:
[0102] a determining module 310, configured to determine a receiving situation of a first
data packet transmitted through a first service path, and determine whether the first service
path is available according to the receiving condition of the first data packet.

[0103] Optionally, in some possible embodiments, the device 300 is a sending end of the
first data packet, and the second device is a receiving end of the first data packet; or the
device 300 is the receiving end of the data packet, and the second device is a sending end of
the first data packet.

[0104] Optionally, in some possible embodiments, the device 300 is a terminal device,
and the second device is a network device; or the device 300 is a network device, and the
second device is a terminal device.

[0105] Optionally, in some possible embodiments, the network device is a service
function management node or a user plane function (UPF) entity.

[0106] Optionally, in some possible embodiments, the device 300 further includes:

[0107] a communicating module, configured to send the first data packet to the second
device according to a specific period, or receive the first data packet sent by the second device
according to the specific period.

[0108] Optionally, in some possible embodiments, the communicating module is
specifically configured to:

[0109] send the first data packet to the second device according to the specific period in a
case where a first preset condition is satisfied.

[0110] Optionally, in some possible embodiments, the specific period is agreed by the
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device and the second device; or, if the device is a terminal device, and the second device is a
network device, then the specific period is configured by the second device.

[0111] Optionally, in some possible embodiments, a data stream or bearer used for
transmitting the first data packet has a corresponding relationship with a sending period of the
first data packet.

[0112] Optionally, in some possible embodiments, the device 300 is the sending end of
the first data packet, and the device 300 further includes:

[0113] a communicating module, configured to receive the receiving condition of the first
data packet reported by the second device;

[0114] the determining module 310 is specifically configured to:

[0115] determine whether the first service path is available according to the receiving
condition of the first data packet reported by the second device.

[0116] Optionally, in some possible embodiments, the determining module 310 is
specifically configured to:

[0117] determine that the first service path is unavailable when at least one of following
conditions is satisfied:

[0118] the first data packet is not correctly received within a specific time in a receiving
period, a number of data packets correctly received in a receiving window is lower than a first
preset value, and a ratio of the data packets received correctly to all received packets in the
receiving window is lower than a second preset value, and a ratio of data packets received
incorrectly to all received packets in the receiving window is higher than a third preset value,
and a ratio of the data packets received incorrectly to the data packets received correctly in the
receiving window is higher than a fourth preset value and a ratio of the data packet received
correctly to the data packets received incorrectly in the receiving window is lower than a fifth
preset value.

[0119] Optionally, in some possible embodiments, the device 300 is a terminal device or a
UPF entity, and the device 300 further includes:

[0120] a communicating module, configured to send status information to a service
function management node, where the status information is used to indicate that the first

service path is unavailable, enabling the service function management node to switch a
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to-be-accessed service to a further service path other than the first service path, or initiate a
request message for releasing the first service path.

[0121] Optionally, in some possible embodiments, the device 300 is a service function
management node, and the device 300 further includes:

[0122] a communicating module, configured to switch a to-be-accessed service to a
further service path other than the first service path, or initiate a request message for releasing
the first service path.

[0123] Optionally, in some possible embodiments, the device further includes:

[0124] an access module, configured to access a to-be-accessed service through the first
service path if the device determines that the first service path is available.

[0125] Optionally, in some possible embodiments, the first data packet includes a
sequence number, and the determining module 310 is further configured to:

[0126] determine, according to the sequence number of the received first data packet, the
reception condition of the first data packet.

[0127] Optionally, in some possible embodiments, the first service path is a 3rd
Generation Partnership Project (3GPP) path or a non-3GPP path.

[0128] It should be understood that the device 300 according to the embodiment of the
present application may correspond to the first device in the method embodiment of the
present application, moreover, the foregoing and other operations and/or functions of the units
in the device 300 respectively aim to implement corresponding processes of the first device in
the method 200 shown in FIG. 2. For the sake of brevity, details will not be described herein
again.

[0129] As shown in FIG. 4, an embodiment of the present application further provides a
service access device 400. The device 400 may be the device 300 in FIG. 3, which can be
configured to implement content pertaining to the first device corresponding to the method
200 in FIG. 2. The device 400 includes an input interface 410, an output interface 420, a
processor 430, and a memory 440. The input interface 410, the output interface 420, the
processor 430, and the memory 440 can be connected by a bus system. The memory 440 is
configured to store programs, instructions or codes. The processor 430 is configured to

execute the programs, the instructions or the codes in the memory 440 to control the input
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interface 410 to receive a signal and control the output interface 420 to transmit a signal and
complete the operations in the foregoing method embodiments.

[0130] It should be understood that, in the embodiment of the present application, the
processor 430 may be a central processing unit (“CPU” for short). The processor 430 may
also be other general-purpose processor, digital signal processor (DSP), application specific
integrated circuit (ASIC), field programmable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic device, discrete hardware component, or the like.
The general-purpose processor may be a microprocessor or the processor may also be any
conventional processor or the like.

[0131] The memory 440 may include a read only memory and a random access memory,
and provides instructions and data to the processor 430. A portion of the memory 440 may
also include a non-volatile random access memory. For example, the memory 440 may also
be stored with device type information.

[0132] During an implementation, content of the foregoing method may be implemented
by an integrated logic circuit of hardware or an instruction in a form of software in the
processor 430. The content of the method disclosed in conjunction with the embodiments of
the present application may be directly implemented by a hardware processor, or may be
implemented by a combination of hardware and software modules in the processor. The
software module may be located in a storage medium mature in the art, such as a random
access memory, a flash memory, a read only memory, a programmable read only memory, an
electrically erasable programmable memory, a register, or the like. The storage medium is
located in the memory 440. The processor 430 reads information in the memory 440 and
implements the content of the above method in conjunction with its hardware. To avoid
redundancy, details will not be described herein again.

[0133] In a specific implementation, the communicating module and the accessing
module in the device 300 shown in FIG. 3 may be implemented with the input interface 410
and the output interface 420 in FIG. 4, also, the determining module 310 in the device 300
shown in FIG. 3 may be implemented with the processor 430 in FIG. 4.

[0134] It may be known to persons of ordinary skill in the art that, the units and the

algorithm steps of each example that are described with reference to the embodiments
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disclosed herein can be implemented by electronic hardware or a combination of electronic
hardware and computer software. The situation whether these functions are performed by
hardware or software depends on specific applications and design constraints of the technical
solutions. Persons skilled in the art may implement the described functions by using different
methods for each specific application, but such implementation should not be regarded as
going beyond the scope of the present application.

[0135] It may be clearly understood by a person skilled in the art that, for the purpose of
convenient and brief description, reference may be made to the corresponding processes in the
foregoing method embodiments for detailed working processes of the foregoing systems,
devices, and units, and details will not be described herein again.

[0136] In several embodiments provided in the present application, it should be
understood that the disclosed systems, devices, and methods may be implemented in other
manners. For example, the described device embodiments are merely exemplary. For instance,
the division of the units is merely a division of logical functions and there may be other
divisions during actual implementations. For instance, multiple units or components may be
combined or integrated into another system, or some features may be omitted or not
performed. In addition, the presented or discussed mutual couplings or direct couplings or
communication connections may be implemented through some interfaces. The indirect
couplings or communication connections between the devices or units may be implemented in
electronic, mechanical, or other forms.

[0137] The units described as separate parts may or may not be physically separate, and
parts shown as units may or may not be physical units, that is, may be located in one position,
or may be distributed on multiple network units. A part or all of the units may be selected
according to actual needs to achieve the objectives of the scheme in the embodiments.

[0138] In addition, functional units in the embodiments of the present application may be
integrated into one processing unit, or each of the units may exist alone physically, or two or
more units are integrated into one unit.

[0139] If implemented in a form of a software functional unit and sold or used as an
independent product, the functions may be stored in a computer-readable storage medium.

Based on such an understanding, the technical solutions of the present application essentially,
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or the part contributing to the prior art, or a part of the technical solutions may be
implemented in a form of a software product. The computer software product is stored in a
storage medium, and includes several instructions for enabling a computer device (which may
be a personal computer, a server, or a network device, etc.) to perform all or a part of the steps
of the methods described in the embodiments of the present application. The foregoing
storage medium includes: any medium that can store program codes, such as a USB flash disk,
a mobile hard disk, a Read-Only Memory (ROM), a Random Access Memory (RAM), a
magnetic disk, or an optical disc, etc.

[0140] The above descriptions are merely specific embodiments of the present application;
however, the protection scope of the present application is not limited thereto. Any
modification or replacement that may be readily conceived by persons skilled in the art within
the technical scope disclosed in the present application should fall into the protection scope of
the present application. Therefore, the protection scope of the present application shall be

subject to the claims.

20



10

15

20

25

CLAIMS

1. A service access method, comprising:

determining, by a first device, a receiving condition of a first data packet transmitted
through a first service path; and

determining, by the first device, whether the first service path is available according to
the receiving condition of the first data packet.

2. The method according to claim 1, wherein the first device is a sending end of the first
data packet, and the second device is a receiving end of the first data packet; or the first
device is the receiving end of the first data packet, and the second device is the sending end of
the first data packet.

3. The method according to claim 2, wherein the first device is a terminal device, and the
second device is a network device; or the first device is a network device, and the second
device is a terminal device.

4. The method according to claim 3, wherein the network device is a service function
management node or a user plane function UPF entity.

5. The method according to any one of claims 2 to 4, further comprising:

sending, by the first device, the first data packet to the second device according to a
specific period, or receiving the first data packet sent by the second device according to the
specific period.

6. The method according to claim 5, wherein the sending, by the first device, the first
data packet to the second device according to a specific period comprises:

sending, by the first device, the first data packet to the second device according to the
specific period in a case where a first preset condition is satisfied.

7. The method according to claim 5 or 6, wherein the specific period is agreed by the
first device and the second device; or, if the first device is a terminal device, and the second
device is a network device, then the specific period is configured by the second device.

8. The method according to any one of claims 5 to 7, wherein a data stream or bearer
used for transmitting the first data packet has a corresponding relationship with a sending
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period of the first data packet.

9. The method according to any one of claims 2 to 8, wherein the first device is the
sending end of the first data packet, and the determining, by a first device, a receiving
condition of a first data packet transmitted through a first service path comprises:

receiving, by the first device, the receiving condition of the first data packet reported by
the second device;

the determining, by the first device, whether the first service path is available according
to the receiving condition of the first data packet comprises:

determining, by the first device, whether the first service path is available according to
the receiving condition of the first data packet reported by the second device.

10. The method according to any one of claims 2 to 9, wherein the determining, by the
first device, whether the first service path is available according to the receiving condition of
the first data packet comprises:

determining, by the first device, that the first service path is unavailable when at least
one of following conditions is satisfied:

the first data packet is not correctly received within a specific time in a receiving period,
a number of data packets correctly received in a receiving window is lower than a first preset
value, and a ratio of the data packets received correctly to all received packets in the receiving
window is lower than a second preset value, and a ratio of data packets received incorrectly to
all received packets in the receiving window is higher than a third preset value, and a ratio of
the data packets received incorrectly to the data packets received correctly in the receiving
window is higher than a fourth preset value and a ratio of the data packet received correctly to
the data packets received incorrectly in the receiving window is lower than a fifth preset
value.

11. The method according to any one of claims 1 to 10, wherein the first device is a
terminal device or a UPF entity, after the determining, by the first device, that the first service
path is unavailable, the method further comprises:

sending, by the first device, status information to a service function management node,
wherein the status information is used to indicate that the first service path is unavailable,

enabling the service function management node to switch a to-be-accessed service to a further
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service path other than the first service path, or initiate a request message for releasing the
first service path.

12. The method according to any one of claims 1 to 10, wherein the first device is a
service function management node, and after the determining, by the first device, that the first
service path is unavailable, the method further comprises:

switching, by the first device, a to-be-accessed service to a further service path other than
the first service path, or initiating a request message for releasing the first service path.

13. The method according to any one of claims 1 to 9, further comprising:

accessing, by the first device, a to-be-accessed service through the first service path if the
first device determines that the first service path is available.

14. The method according to any one of claims 1 to 13, wherein the first data packet
comprises a sequence number, and the determining, by a first device, a receiving condition of
a first data packet transmitted through a first service path comprises:

determining, by the first device according to the sequence number of the received first
data packet, the receiving condition of the first data packet.

15. The method according to any one of claims 1 to 14, wherein the first service path is a
3rd Generation Partnership Project 3GPP path or a non-3GPP path.

16. A service access device, comprising:

a determining module, configured to determine a receiving condition of a first data
packet transmitted through a first service path, and determine whether the first service path is
available according to the receiving condition of the first data packet.

17. The device according to claim 16, wherein the device is a sending end of the first
data packet, and the second device is a receiving end of the first data packet, or the device is
the receiving end of the first data packet, and the second device is the sending end of the first
data packet.

18. The device according to claim 17, wherein the device is a terminal device, and the
second device is a network device; or the device is a network device, and the second device is
a terminal device.

19. The device according to claim 18, wherein the network device is a service function

management node or a user plane function UPF entity.
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20. The device according to any one of claims 17 to 19, further comprising:

a communicating module, configured to send the first data packet to the second device
according to a specific period, or receive the first data packet sent by the second device
according to the specific period.

21. The device according to claim 20, wherein the communicating module is specifically
configured to:

send the first data packet to the second device according to the specific period in a case
where a first preset condition is satisfied.

22. The device according to claim 20 or 21, wherein the specific period is agreed by the
device and the second device; or, if the device is a terminal device, and the second device is a
network device, then the specific period is configured by the second device.

23. The device according to any one of claims 20 to 22, wherein a data stream or bearer
used for transmitting the first data packet has a corresponding relationship with a sending
period of the first data packet.

24. The device according to any one of claims 17 to 23, wherein the device is the sending
end of the first data packet, and the device further comprises:

a communicating module, configured to receive the receiving condition of the first data
packet reported by the second device;

the determining module is specifically configured to:

determine whether the first service path is available according to the receiving condition
of the first data packet reported by the second device.

25. The device according to any one of claims 17 to 24, wherein the determining module
is specifically configured to:

determine that the first service path is unavailable when at least one of following
conditions is satisfied:

the first data packet is not correctly received within a specific time in a receiving period,
a number of data packets correctly received in a receiving window is lower than a first preset
value, and a ratio of the data packets received correctly to all received packets in the receiving
window is lower than a second preset value, and a ratio of data packets received incorrectly to

all received packets in the receiving window is higher than a third preset value, and a ratio of
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the data packets received incorrectly to the data packets received correctly in the receiving
window is higher than a fourth preset value and a ratio of the data packet received correctly to
the data packets received incorrectly in the receiving window is lower than a fifth preset
value.

26. The device according to any one of claims 16 to 25, wherein the device is a terminal
device or a UPF entity, and the device further comprises:

a communicating module, configured to send status information to a service function
management node, wherein the status information is used to indicate that the first service path
is unavailable, enabling the service function management node to switch a to-be-accessed
service to a further service path other than the first service path, or initiate a request message
for releasing the first service path.

27. The device according to any one of claims 16 to 25, wherein the device is a service
function management node, and further comprises:

a communicating module, configured to switch a to-be-accessed service to a further
service path other than the first service path, or initiate a request message for releasing the
first service path.

28. The device according to any one of claims 16 to 24, further comprising:

an access module, configured to access a to-be-accessed service through the first service
path if the device determines that the first service path is available.

29. The device according to any one of claims 16 to 28, wherein the first data packet
comprises a sequence number, and the determining module is further configured to:

determine, according to the sequence number of the received first data packet, the
receiving condition of the first data packet.

30. The device according to any one of claims 16 to 29, wherein the first service path is a

3rd Generation Partnership Project 3GPP path or a non-3GPP path.
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