*159159* DESCRI PTI ON *rnnnn¥ Portabl e | nformation Processi ng Device Having
Password Code Checking Function 5 TECHNI CAL FI ELD This invention concerns a
portabl e informati on processing device having password code‘checking
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function, and in particular, concerns a portable infornaﬂmﬂmmmmmﬁmﬂ
device 10 with password code checking function that enabl
between a node that requires the checking of a password code rtossese and a

node that does not require such checking. BACKGROUND ART 15 Wth..the
i nprovenent of the degree of integration of sem conductor integrated
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fields. The 20 use of gort bl e informati on processing devices, such as IC
cards, cellular phof® Fab%%'éanéW§6h8P Br§re&s 1AgsiPSVares) is now so

common that each i ndiyvdugl PuseRcoWN8o8ECRhacHAY. FenRe8oa Pportable
inforqytion processing device is thus a device for processing informtion
of a personal |evel of each user, various 25 kinds of personal information
related to privacy are stored i ITEGHNEGAT erlRND of such devi ces. Such

res. . Thus in general, a

devi ces theref : i . ad ate securit as
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use only barthenease UBREE,nUPLRNSHNIANG b ARIIIBLI LONR DAY, Das been

registered in the interior I n advance Wt ~a passwo co
i nput'® r ot thePereEpPIrer codet Ifdeakime dfungsd on Héqiassvalr ke s odlest amtnd each

other. Theugheandgnabak PRELabbEuLPEQT FRLI ORe PLORESSENY HeVice 430,48
equi pped with a gassmord code checking function asS has been nentioned
above, thEPhPgRer"fhé PPEGuERG) GPefs@odf TRl iddyish rhecking.

BACKGROUND ART

15 With the improvement of the degree of integration of
semiconductor integrated circuits, technologies for realizing
highly functional, compact information processing devices have
been established, and presently, portable information
processing devices have become popular in various fields. The
20 useofportable informationprocessingdevices, suchas IC cards,
cellular phones, PDA's (Personal Digital Assistants) is now so
common that each individual user owns such a unit. Since a
portable information processing device is thus a device for
processing information of a personal level of each user, various
25 kinds of personal information related to privacy are stored in
the interior of such devices. Such devices therefore require
adequate security measures. Thus in general, a portable
information processing device is equipped with a password code
checking function and is provided with a security measure that
30 enables use only in the case where, upon checking of a password
code that has been registered in the interior in advance with
a password code that has been input from the exterior at the

time of use, the password codes match each other.
Though a general portable information processing device
35 is equipped with a password code checking function as has been

mentioned above, the higher the frequency of use of the device,



the nore troublesonme it becones to performthe operation of inputting the
password code for use each tinme. Portable information processing devices,
whi ch enabl e switching between a node that requires checking of a password
code for use and 5 a node that does not require such checking, have thus
been proposed. However, conventionally proposed portable information
processi ng devices with a swtching function could not ensure adequate
security. That is, in order to provide such a switching function,
information that indicates whether or not 10 checking is necessary nust be
stored inside the device. However, if this information beconmes rewitten
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DISCLOSURE OF THE INVENTION

An object of this invention is therefore to provide a
portable information processing device having password code
20 checking function that enables switching between requiring mode
and non requiring mode for the checking of a password code to

use the device while ensuring adequate security.
(l)ZXfirstfeatureofthisinventionresidesleaportable
information processing device having password code checking
25 function comprising a rewritable, non-volatile memory which
holds stored contents even after supply of power has been cut
off,andeacontroldeviceforaccessingthenon—volatilenemofy:
wherein the non-volatile memory is a memory in which
individual unit areas are defined and an erasure process and
30 a subsequent changing process are required to write a data into
a specific unit area, all bits in the specific unit area being
set to the first logic state in the erasure process, and desired
bits in the specific unit area relating to the data to be written
being changed from the first logic state to the second logic

35 state in the changing process,

a predetermined password code and a checking requirement

{



code is required, are stored in the non-volatile nmenory, the control

devi ce has a function, whereby in-the case where the checking requirenent
flag indicates a "required" state, 5 predeterm ned processes are executed
under the condition that a password code that has been input fromthe
exterior and a password code that has been stored in the non-volatile
menory are found to be nmatched in a checking process, and a function,
whereby in the case where the checking requirenent flag 10 indicates a
requi red" state, the predeterm ned processes are executed w thout
perform ng the checking process, and the control device further has a
functi on fofaatvylatdh n@@mb@@tmmm @r rmort ctiendkk cogeryt o hdatpa stsorolzel st or ed
inawit 0 at | r afunctlon of
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have beeny&ag; oyt L%%{lﬁqrén?&{t d%tl%gungﬁaltca%egongl t dpél?ultpea&" a Jrudgment

result indicating th the attached error check S correct haé been
obt ai Aed PEAFLHRFBER T iIRF§ IS Thatr & RESEOREAoNndevi e i e natidi imped hwitt h

processi ng ﬁmcb@cﬂlsc&\dil@r@lbé(tthéscbéékl RephederbpmeRt Blkag disr Rapdled as
i ndi cating the A tg@ &jate when a bit or hits constltutlngthe
checki ng %qné‘ﬂ? aPési ﬁe?ﬁes??’r’% indggie r%"cna‘t"éﬂatbnlelecf‘ilé@l@irlbfg
requi r emente fAcathd mhlaedh@@lclaéd 2 iandheaking phecepel 4egu redcrsbat e when
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being a ror .check code, in
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15 whether or not an attached error check code to data is correct

not

in a reading process from the non-volatile memory, and handling
data that have been read out as correct data under the condition
that a judgment result indicating that the attached error check
code is correct has been obtained,

20 characterized in that the control device is equipoed with
processing functions whereby the checking requirement flag is
handled as indicating the "required" state when a bit or bits
constituting the checking requirement flag are in the first
logic state, the checking requirement flag is handled as

25 indicating the "not required" state when the bit or bits are
in the second logic state, an error check code is prevented from
being attached in a process of writing the checking réquirement
flag, and the checking requirement flag is always handled as
being a correct flag, without judgment of an error check code,

30 in reading the checking requirement flag.

(2) A second feature of this invention resides in a
portable information processing device having password code
checking function comprising a rewritable, non-volatile memory
which holds stored contents even after supply of power has been

35 cut off, and a control device for accessing the non-volatile

memory:



wherein the non-volatile nmenory is a nmenory in which individual unit areas
are defined and an erasure process and subsequent changi ng process are
required to wite a data into specific unit area, all bits in the
specific unit area being 5 set to the first logic state in the erasure
process, and desired bits in the specific unit area relating to the data
to be witten being changed fromthe first logic state to the second |ogic
state in the changi ng process, a predeterm ned password code and a checki ng
requirement 10 flag which indicates whether or not checking by the
password code is required, are stored in the non-volatile nmenory, the
control device Wasreid ubbei own-wiedreebyl e mdntercase aheeeotre irchackimg

requi rementqf Lagyhpd,gate o i 4 a rede, ined processes are
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data to bRSLESrelenne PHi hES bt bEESEOTHE o5t e rch-We 8@ drdesrye and a
function stafadyjinnghewhkbhegtinar preicean,att ached error check code to data is
correct 25 in .0 rrocess_fromthe non-volatile nmenory, .and handling
data that have ég%lgreé%&?%ﬂlte ABAREFPEEC ?é]q?nﬁecf'hetcﬁ%“b%ﬁ&iqﬂl&ﬁm%t a
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with 30 processing.funct ions ereby the checking requirenent 'f
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the checkimgck eqyi nesmn dhag: ar@ dg thaithest 1 0giGalateyn the ghecking
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the bit OrFBIESCHPENSY RIPEHRS 1o AU SHEGHUE et AREST dfleP winar itHeame the tan
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checking gassword code that has been stored into the non-volatile memory
are found to be matched in a checking process, and a function,
whereby in the case where the checking requirement flag
indicates a "not required" state, the predetermined processes

20 are executed without performing the checking process, and
the control device further has a function of attaching
a predetermined error check code to data tobe stored in awriting
process into the non-volatile memory, and a function of judging
whether or not an attached error check code to data is correct
25 in a reading process from the non-volatile memory, and handling
data that have been read-out as correct data under the condition
that a judgment result indicating'that the attached error check

code is correct has been obtained,

characterized in that the control device is equipped with
30 processing .functions whereby the checking requirement flag is
handled as indicating the "required" state when a bit or bits
constituting the checking requirement flag are in the first
logic state, the .checking requirement flag is handled as
indicating the "not required" state when the bit or bits are
35 in the second logic state, and when there is an error in a result

of judgment of an error check code with regard to the checking

f
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4 requirenent flag, the checking requirenent flag is always handled as
indicating the "required" state regardless of a logic state of a bit or
bits constituting the checking requirenent flag. 5 (3) Athird feature of
this invention resides in a portable information processing device having
password code checking function according to the abcve-described first or
second feature: wherein a dedicated unit area for witing the checking 10
requirenent flag is provided and data besides data related to the checking
requi renent flag are prevented frombeing witten into the dedicated unit
area. (4) Afourth feature of this invention resides in a portable

i nf or mat | peqpi veessing ldeyi cehdachpgkpasswed ieegdentlss thgckisng fungd i on

accordin - crihed fiirst.to ,third features: wherein a
setting g%%ﬁ%%??ﬁ?igﬁgﬁg e bE'I%C FRaF&ates Sétr?teaﬁ?ﬂ%ﬁiiﬁ??’d?ff@ro%]&ti ng a
checki ng seguérefentbit agy hists staorsd tiut itrthe thenohelcatiile mepmmemand t he
control deyige has 20 a function by which, in the case where a checking

requirenent “setting conmand, which includes the setting authorization
code, S is input{Frdhhike esaerrorof hhbs devens isetrehedehdaka mypr traddid r enent

flag, a W!ﬁﬁ&ﬁﬂa@ﬁ@ﬁe§§oégés§ﬁ%tH@giEthSO§ﬁ§gﬂgsnggHi%%%Eﬁ&ﬁ&%%gfkgt has

execut ed under the condition that a setti ng aut hori zation co
been i nputUiTohPR h8CeREELNSr tfat ERes abgvestierrgikethdrizsli on cedwrst or ed
in the nofeyohaétl e menory. (5) Afifth feature of this invention resides

in a portable information processing device having password code checking
function accor 8Fg & tahgeéiﬁé\?é-edjeé’g‘ﬂitbéﬂeﬁi £ef voiftduet hhesehrsdinces:

wher gion i reqef femeh ngf BaPrioc esHvaldadewniit daga s cdiegks ntht 4 eqUidERlL 1 ag,
that constis Gt ee T RFEU 2P BRnE oA & MTrP Ao RaEk et PR QU Bt el to
the firstintoyithgxdedatetandunher eatter prepares n-digit bit data including
a checking requiremept, ftag fLhat, dndicatigps a; pewnkogihc stafedn;,
portable information processing device having password code
15 checking function according tc the above-described first to
third features:

wherein a setting authorization code, which indicates an
authorization for setting a checking requirement flag, is
stored in the non-volatile memory, and the control device has

20 a function by which, in the case where a checking requirement
setting command, which includes the setting authorization code,
is input from the exterior in order to set the checking
requirement flag, a writing process for setting the checking
requirement flag is executed under the condition that a setting

25 authorization code that has been input from the exterior matches
a setting authorization code stored in the non-volatile memory.

(5) Afifth feature of this invention resides in a portable
information processing device having password code checking
function according to the above-described first to fourth

30 features:

wherein in performing a process of rewriting a checking
requirement flag, the control device performs an erasure
process to set all bits of n digits that constitutes an unit
area containing a checking requirement flag to the first logic

35 state and thereafter prepares n-digit bit data including a

checking requirement flag that indicates a new logic state in

g



f 5 aregister, and perforns a process of witing the bit data in the
register into the unit area. . (6) A sixth feature of this invention
resides in a portable information processing device having password code
checking 5 function according to the above-described first to fifth
features: wherein the portable information processing device is

constituted by an I1C card including a CPUwith a function for accessing
the non-volatile nenory and a program nmenory for 10 storing and executing a
program for operating said CPU, and the control device is constituted by
the CPU and the program nenory. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is
a di agr am @ viff ¢hS shows2 Ngh Pefedinge At Pracelichl writbnghikeimverddon irs

appl i ed torgd +&;cady 10hiHcorPorat edabn.a cellular phone 100. Fig. 2 is a
menory map, which indicates the respective unit areas defined in an

EEPROM Fig. 3'i'¢)a? dilgghaiatihieRIithistryeas ioner pf bdeddmea plor 2t icne
process ofinfdihagibmtOr sk ds 2l @adet Ncé NBa EERROML sELBraf closied AU

whi ch sho an exanple of .a normal data format of data witten into the
EEP Fi'giN8 19" a26CRGFARP wift chDEh RO Ui E5eiipteedr Hifet of fatf 1 fdth a
checki ng restuesent flag used in this invention. 25 Fig. 6 is a diagram

whi ch shows thew%%nghgi%%ewher%¥§5b te . data., which includes the checking
requi rement flag, nas beenr Rufi i%ﬂ%?%?%k&ﬁ%a?%ﬁcﬁﬁanargﬁveﬁeu§éﬁ in
this i nvemdémnodt iFiged by snal@i agrdni nahidhnghovwsPanw exanplfemeft itdre fqar mat
of a checking. tequir ng 0o n inthis invention. 30 Fig. 8
is aflow art,'ﬂ cﬁﬁ?l+a§?9§%%ggyﬁe%6ﬁ§§gs§¥ﬁ%E%r%%%%ﬁ?% Pﬁ??rysfg) ried
out wWHBn &tehieltkd rgcr eyefveheata poderanchemmgeofattitey SerikatPEhawd itmeFi g. 7

is given. BESTMOBE.FOR GARBYLNG: QUL THE hNVEN]! : i,pventi on
shal | now be d%scrigéd Sésed on an iHﬁﬁgtratedag%¥g§$#gﬁF£R§?§2hfrﬁ§ a
di agram whi ch shows an

BRIEEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a diagram, which shows an embodiment in which

15 this invention is applied to an IC card 10 incorporated in a
cellular phone 100.

Fig. 2 is a memory map, which indicates the respective
unit areas defined in an EEPROM.
Fig. 3 is a diagram, which illustrates the procedure of

20 the process of writing into unit areas in the EEPROM.

Fig. 4 is a diagram, which shows an example of a normal
data format of data written into the EEPROM.

Fig. 5 is a diagram, which shows an example of the format
of a checking requirement flag used in this invention.

25 Fig. 6 is adiagram, which shows the condition where 2-byte
data, which includes the checking requirement flag, has been
written into a dedicated unit area Ux used in this invention.

Fig. 7 is a diagram, which shows an example of the format
of a checking requirement mode command used in this invention.

30 Fig. 8 is a flowchart, which illustrates the processing
procedure that is carried out when a checking requirement mode

command of the format shown in Fig. 7 is given.

BEST MODE FOR CARRYING OUT THE INVENTION
35 The present invention shall now be described based on an

illustrated embodiment. Fig. 1 is a diagram, which shows an



| 6 enbodi nent in which this invention is applied to an 1 C card 10
ncorporated in a cellular phone 100. Wen such an IC card 10 (so-called
flash nenory) is nounted inside the cellular phone 100, power is supplied
to the IC card 10 fromthe cellular phone 5 100, and the IC card 10
operates upon receiving this supply of power. !Pushbuttons and a liquid
crystal display for the cellular phone 100 function as input/output
interfaces to the IC card 10, and a user can send conmmand and data to the
|C card 10 by operating the pushbuttons of cellular phone 100 and check
the 10 responses fromthe IC card 10 on the liquid crystal display of

cel lular SRBREITEOL ThevhiTRdid 510 nvas tilmeod porppéiletiher eim I€ cemrd tlabl e
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non-vol atile nenory 11. Non-volatile nmenory speci
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of f. The red d n-vo-atile menory 11 therefore w not be
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EEPROM { R°ProtRR et of QB At A" WP Eh (Res EBFFBFar BRBNC108 dand

€ processes
vari ous ot ﬁeran@nq)ulseng qrocesse soniae dRAMd Hanat tenshasw pé@gr am 590r age

menory th e§59£1€f q,gork?dﬂgtocgnsz%% lrl%l-g}:e r ate. ram
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mai nl tes pr concerning Wt ed and
what %&peéeépon$@§p@ﬂ@@éﬁghéﬁl@abé I@Kurm@@ ﬂ@quhd ceybubardphpmaylaﬁ when
a specifig1eQmBngnbsesendy,. fromthe cellular phone 100, and the CPU
executes various processes Iin accordance with these 30 procedures. The RAM
is a volatile méford FH DhiEhhese itorePratoid ehbsraie Igel xkonl yalmhen

power is sopprbestfroméhergell Wd a QJB}rteropoje@% flbm%éﬁ%@ésélﬁ%()gram
execution emry t hat rOV|des a rkin r the program executed b

the CPU. tnf%ough_vﬁ??ﬁé Ex §i7F1°8 Ydeker | B@g Ke é‘tlgeR@\ﬂ“i‘%rXIséélfa§oa PP ogr am
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thereof are maintained even after the supply of power from the
cellular phone 100 has been cut off. The stored data in the
non-vo_atile memory 11 therefore will not be lost even when the
IC carc 10 is removed from the cellular phone 100. The control
20 device 12, to be specific, is arranged from a CPU, ROM, and RAM.
The CPU has functions for performing the processes of accessing
the EEFROM, the processes of communicating with the cellular
phone 100, and various other computing processes. The ROM
functicns as a program storage memory that stores a program for
25 making the CPU operate. This program mainly denotes procedures
concerring what processes should be executed and what types of
responses should be returned to the cellular phone 100 when a
specific command is sent from the cellular phone 100, and the
CPU executes various processes in accordance with these
30 procedures. The RAM is a volatile memory, in which the stored
contents are held only when power is supplied from the cellular
phone 100, and functions as a program execution memory that
provides a working area for the program executed by the CPU.
Though in the example described here, a ROM is used as a program
35 storage memory, a predetermined program may be loaded in the

EEPROM and a part of the EEPROMmay be used as the program storage

!



EEPROM and a part of the EEPROM may be used as the program storage 7 nenory
instead. Though the EEPROM is a nenory having a function of holding the
stored contents even after the supply of power is cut off, it has several
restrictions in conparison to a RAMin regard 5 to performng a witing
process. That is, with an EEPROM (J) a predeternmined witing voltage
nust be supplied, (2) a longer witing time is required in conparison to a
RAM and Q witing nmust be perforned after perform ng an erasure process
on each predetermned unit area. Fig. 2 is a nenory map for explaining 10
the aboverentioned restriction (I. Fig. 2 (a) shows an exanple of a
nmemory napeBPIYhéNEEPROM 11 with which a single unit area is arranged at

every 2 bytes. ribidh $HRXBAPREM & alrhlér%t%a%nqle FyREeasgn s Ph@dﬁ%
each with |l ength of 2 bytes, are defined as I strated in
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unit areaitShaerebyerah aeseartbatohs hﬁnébﬁgaﬁsénﬁtl&ghemﬂﬂ' tlnl 3 ggr Horm ng
a physical witing process and does not signify that a single data is

witteh i ﬁ?opﬁrgi’ﬁ’@?@guﬁl Praféng prgcess(bifhiad g smentrih rap, EERR@M, @Ghows a

condi ti onawheseespeni hca dateifg Bol€agantud: h@é’%lﬂ@ﬁﬂl@@ V@ %t§8n'g'%tr° the
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erasure process, which sets all bits in the unit areat I'fst
state, nust %@W%rqtbﬁ?‘?&h@dbtyﬁérseafIPthaSpﬁééé@ée@f achangpagtihef! ogic
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states may, LeVersei is hindled as a single unit in performing a physical
writing process and does not signify that a single data is
written into a single unit area. Fig. 2(b) is a memory map, which
shows a condition where specific data A, B, C, and D have been
20 written into the memory area shown in Fig. 2(a). Each of the
data A, B, C, and Ddiffers in data length and is written across
a plurality of unit areas where necessary. For example, data
C occupies from the ninth bit of the unit area U4 to the
fourteenth bit of the unit area U5, and for the writing of this
25 data C, a writing process for the unit area U4 and a writing
process for the unit area U5 must be performed.

Due to the abovementioned restriction &, in performing
writing into a specific unit area, an erasure process, which
sets all bits in the unit area to a first logic state, must be

30 performed and thereafter a process of changing the logic states
of the desired bits, corresponding to the data to be written,
from the first logic state to a second logic state must be
performed. To be more specific, an example where the first logic
state is "1" and the second logic state is "0" shall now be

35 described (needless to say, the logic states may reversed). In

performing writing into a specific unit area, first, the erasure



performng witing into a specific unit area, first, theerasure 1| 8
process of setting all bits of the unit area to "1" should be perforned,
and thereafter, the process of changing the desired bits, corresponding to
the data to be witten, to "0" should be performed. This is a restriction
that is based on the 5 characteristc of an EEPROM that the el ectrical
process of changing a "0" bit to a "1" bit is greater in burden than the
el ectrical process of changing a "I" bit to a "0" bit. Due to this
restriction, when for exanple the data C shown in Fig. 2 (b) is to be
overwitten by new data, the process of 10 witing into an EEPROM nust be
per f or mePHRCEHOWF Seddiineally Qitsiod. the suposecehab fhE shanddobeuni t

area U4 mdofodned hendhbireg rRCessel t l
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in Fig Z¥i&iBSeRueresy, lfsh%h%o?ﬁ%t?ﬁ ST RissP30 pEgiegeP 4R 2)n aFrJeJ stored
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shown in Fig. 3 as bit string R(1l) (the same bit string as bit
string U4(1l)) becomes stored in this register R. Here, the 8
bits of the first half of the register R(1) are a part of data

B and the 8 bits of the latter half are a part of data C.
20 Subsequently, an erasure process is performed on unit area
U4. That is, all bits that comprise the unit area U4 are set
to the "1" state. The unit area U4 (2) shown in Fig. 3 illustrates
the bit configuration after the erasure process has been
performed in this manner. Meanwhile, a new bit string, which
25 istobestored, ispreparedin the registerR. With this example,
since rewriting is to be performed in regard to data C, the 8
bits of the latter half of the register R are replaced by a part
of the new data C, and the register R enters the state shown
as register R(2) in Fig. 3. Subsequently, the contents of this
30 register R(2) are stored into the unit area U4(2), and in
actuality, a process is carried out where, for the "0" bits among
the respective bits in the register R(2), the states of the
corresponding bit positions in the unit area U4 (2) are changed
o "0". By such a changing process, the same bit string as that
35 of the register R(2) becomes written into the unit area U4 (3).

Though the writing process for the unit area U4 was described



35 of the register R (2) becones witten into the unit area U4 (3) .

Though the witing process for the unit area U4 was descri bed 9 above, the
sanme sort of witing process is perforned for the wunit area US, and the
rewiting of the data C shown in Fig. 2 (b) is thereby conpleted. Fig. 4
is a diagram which shows an exanple of a normal 5 data format of data
witten into the EEPROM Wth the exanple shown here, a nunerical value
that indicates the data length is added to the first single byte of each
data and an error check code ECC is added to the last single byte. So
that the length of the actual data may be of an arbitrary nunber of bytes,
the 10 bydkovRinbere otandi sorhtal i ¢ratdded poochesfisspebybemad aodathe

length, angi @nerd 05, chegk rode EGG 1 B%r@ﬂe%héocaased ﬁawmc{? %atélégy a
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20 errorQE%ggg e%aghﬁtg9 ?% THRITERY 1 PE. expp G&itPef P athER TOReCEPLL r eads

out data doarmEdE IEERROMd 1b, tihte persftosimgtikebprecess ohat] tikgi ngnadiet her
or not t tac r c k i correc ocesses that
Qﬁf%% g%%aﬁ EQEa Hgg b% %Peﬁggrbf%r éan e&hpg &Maﬁ a eh

handl e the read data as corre a “'are carni dﬁgnent
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read is not dled as correct data and an er rocess 18 erforned as
necessarf“”?héﬁ1@ pardeic reRowd R Hah péS@ﬂdﬁ@ é@deh@hb@RtH@thO
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in advan%ﬂjﬁﬁ:@%kgle byte indicates the data length and the last single
byte comprises an error check code ECC. When the CPU performs
writing into the EEPROM 11, it performs a process of attaching
the data length to the first byte of the data and attaching the
20 error check code ECC to the last byte. Oppositely, when the CPU
reads out data from the EEPROM 11, it performs the process of
judging whether or not the attached error check code ECC is
correct, and processes that handle the read data as correct data
are carried out only when a judgment result indicating that the
25 ECC is correct is obtained. If a judgement result indicating
that the ECC is in error is obtained, the data that is read is
not handled as correct data and an error process is performed

as necessary.
The IC card 10 shown here has a password code checking
30 function, and when this function is enabled, the input of a
predetermined password code is requested each time IC card 10
is used (each time the switch of the cellular phone 100 is turned
ON to start the supply of power and the CPU inside the IC card
10 is reset). This password code is stored in advance as data
35 in the EEPROM 11 (stored according to the data format shown in

Fig. 4), and when a password code is input from the exterior
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35 in the EEPROM 11 (stored according to the data format shown in Fig.

4), and when a password code is input fromthe exterior 10 via the cellular
phone 100, the CPU inside the IC card 10 conpares the password code stored
in advance in the EEPROM 11 with the password code input fromthe
exterior, and under the condition that these password codes match,
executes the subsequent 5 processes. In the case where the password codes
are found to be unmatched as a result of checking, the CPU returns a
response indicating the denial of subsequent access to the cellular phone
100 to enable the user to recognize, on the liquid crystal display of the
ceIIuIar‘ﬁﬁﬁﬁ@ergﬁ%lﬁha¥Fﬁéﬁé%goﬁa§ﬂb%@ﬂUd@@ﬁéﬂitheGCVMQndﬂﬁbcqmgamm$d code
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3 K 0 according to th IS
in that sWdc ?éngligth%e%%mé gtﬂﬁdﬁﬁgiﬁauaptftﬂqe&f tp eaﬁﬁwyipélé&ﬁh%@j
passwor d lddtet ehenkbhg timectismr ito possodheze andnespecilaldwid nedhatat his
swi t chi ngyf [ = i e ndition of adequate security.
Wien a ugjelrét?}e%a gﬁt jﬁg? fﬁ%i&ggaiggfv}\%ﬁ{f %tggé @ﬁ%gﬁcncge Unée %e?sCFet | esone,
he of9she can Y5epeft6r megssemd wedspehngdkima Hamnadiisablies adriss dnirict i on

anduhen  difi LSt f @8lSabbak hligncheakiag f HICH 00y £ S NEGES W kadle, Or  she

can perform,a setting operation that enables this function. “In order to

enabl e s&ch *SRUEHRG T PRBSYREE SRANSHEN 61B6 hpert Ghreliurnaedy the
checki ng sneiquih esenthd | gl 1whhehphbdecabes 3@ whethemh@r Haots ghecking by a
password co O&ganegg sary, iiﬂggéiangg torbe.mmitten iq;o {he EEPRONI;l
with thi £5vent fon " Frigt 8 < - ex E5ITE Hree FEFmRE A oF L ¢t &1¢hecki ng
requitb engrit wifllagee Wbhvehiisenexdrfplee mdde checké nget egui erent, finagd t sel f
carrying the cellular phone 100, continuous use will be enabléd
without input of the password code every time as long as the
password code has been input just once initially.
The IC <card 10 according to this invention is
20 characterized in that switching between enabling and disabling
the above-described password code checking function is possible
and especially in that this switching function is realized under
the condition of adequate security. When a user feels that the
password code checking function is troublesome, he or she can
25 performa setting operation that disables this function and when
the user feels that the checking function is necessary, he or
she can perform a setting operation that enables this function.
In ordéer to enable such switching of the setting mode to be
performed freely, a checking requirement flag, which indicates
30 whether or not checking by a password code is necessary, is
arranged to be written into the EEPROM 11 with this invention.
Fig. 5 shows an example of a format of this checking requirement
flag. With this example, the checking requirement flag itself
is comprised of 1-bit data and an area of 2 bytes is secured
35 as the storage area for this flag. To be more specific, of this

area of 2 bytes (16 bits), the MSB (Most Significant Bit) is
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is conprised of 1-bit data and an area of 2 bytes is secured 35 as the
storage area for this flag. To be nore specific, of this area of 2 bytes
(16 bits), the MSB (Most Significant Bit) is 11 used as a checking

requi renent flag, and the remaining 15 bits are neaningless bits that are
not used at all (indicated by O in the Figure). Here, it is defined that
when the checking requirenent flag is "1", it indicates that checking is 5
"required" and when the checking requirenment flag is "0", it indicates
that checking is "not required". Furthernore, the 2 bytes of data,
including this checking requirenent flag, are witten into a dedicated
unit area UF§% 2562 SN&C K Agreaqu RNt sHas tine tbndretm@nnym@rlé tohier 2

byt f datea 1 .. a re witten
"Mto this deo{t‘“eﬁf?l'l@‘@lhéﬁﬁ B e R S U BT apt BB By e
dedi cat ed ‘th 1 af%%g ORF§ -t Hé WSBd%£ﬁﬂﬂFt¢ﬁ%E dvhea fhacthenkias a
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not hage an % neanl Jg WQQt oe 2 In the illustrated exa e, nce MSB
is "1 it eségh * W%19ﬂ%9ﬁ+Q9uﬂﬂaqﬁfqmﬁnt'ﬁé@@'ﬂédmO"Thét
built-in @PUl@fattemetll’l@tcahdckﬁmlgsme@r&bt ateqler S@ME Fuyd AR dfte Powefe of the
procedures subseq uent this

cel lul ar tu n

reset, the %%% %gg g%ﬁhe @%gg%yﬁ §glFeSGFF ﬁgﬁtrFﬂ&dr§P§P§dfé§gthérﬁsB of
t he dedlc&ﬁé@tﬁﬁlﬁnépeé.dQ&lC@mﬂdnheﬁebwemecﬁg@1zéslﬁhednequeh@ﬁﬁnﬁcﬁDde
for the passwardncCedadahack ngnocess, Aud n khe, %asewgﬁgg & b Sde

checki ng reqU|renent flag i ndicates the U|red node
wher e'? het Pel%5eF§lm@"r¢qp%?@m%m@§ﬁﬁﬂLe%§@pWé}ttenhBﬂGPwhnec@gszeSeaS t hat

t he aboveud@&ét@@dbpa?ﬁ‘é@@ﬂ £648 1egky 2ga funcdd op ﬁﬁe gaah 3% §§r£°r”‘°‘
t he process ofUre ueg- %&% he i nput of the password 3 er the
condi ti on?tfidt “fhe f%%agonﬂhé?eﬁﬁsd%@éﬁﬁﬁﬁﬁﬂoﬁﬁ@ﬁﬁﬂh@h%ﬁtengor and

t he passmmeduaoémehhaflabashbeenaywatﬂéﬁhid@téﬁﬁ|@ﬂ%ngna1%1ha agvgpeg are
utes the subsequent

L?gggsggsg Mi |Ie§gV?&F%nﬁgig§%E|n ré%ﬁf Xﬁﬁgjtr@ﬁ&?d%%%@P%ﬁe "not
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The built-in CPU of the IC card 10 is reset at the same
time the power of the cellular phone 100 is turned ON, and in
theproceduressubsequentthisreset,theCPUreadsthechecking
20 requirement flag stored as the MSB of the dedicated unit area
Uxandtherebyrecognizestherequirementmodeforthepmssword
code checking process. And in the case where this checking
requirement flag indicates the "required" mode (in the case
whenetheflagis'WJ'inthepresentexample),theCPUrecognizes
25 that the above-described password code checking function is
enabled, performs the process of requesting the input of the
password code, and under the condition that the password code
that has been input from the exterior and the password code that
has been written in the EEPROM 11 in advance are found to be
30 matched in the checking process, executes the subsequent
processes. Meanwhile, if the checking requirement flag
indicates the "not required"” mode (in the case where the flag
is "0" in the present example), the CPU executes the subsequent
processes without performing the abovementioned checking
35 process.

A user can change the requirement mode by giving a checking
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processes without performng the abovenentioned. checking 35 process. A
user can change the requirement node by giving a checking 12 requirenent
setting conmand, having a format such as shown in Fig. 7, to the IC card
10 fromthe cellular phone 100. Wth the exanple shown in Fig. 7, the
first 2 bytes conprise the. command code, and for exanple, the comand
code "0026" indicates a 5 command that the checking "required" node be set,
and the comuand code "0028" indicates a conmand that the checking "not
required” node be set. Though the next 2 bytes conprise paraneters
concerning the command code, since paraneters are not required by the
checki ng Feguirement §é$$#ﬁ@ conmmand, haesegld Dimgtesuarte asnabedn(inr

exampl e, 196007, 0o QHREN cAEbL LT A % rRAEARELE( 1 VAL GIEY. B el ¢y The next

single byte indi cates the data | engt ta of "an arbitrary n
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user froncbheanel tadar qiwsre 1lﬁﬁca'lﬁf@ssa5@érﬁrhélh?d t@i%ﬁ“&h'h'ezé%lﬁeﬂlﬁgge?%g al so
stored in advanc ,as a.in the an en e c

requi r emeht = gef?l ng r%o[fﬁmﬁ& 2% ot EE@R%A nete siEKtas? sRYRASI CEIRELITE | s

i nput fropathBetgter concerhheagCPbleexeaubrs ¢bde W i 1hag ﬁﬁﬁ@ﬁ§§ef§ra§@tt|ng
e hor S kh08 rdRAULLIEN L LBQ NI P 108 LOROL AL ol chlPrRE (i se

aut hori zatfon code in Fomth erior S
aut hotd zafi Biitesdeé rehatn sl bekar wekemehe i n"Ad0aNceri mitheer 26rHERPRGM 11.

b 2 e opbhrahbeet AN eyl BE SOOPKIAG AEMJEIBIL oy LAB- 620000 Y e mde

by one whQ knows th settln aut hori zati on
cgde nece %E?yl?%‘?tﬁs?‘hﬁ ‘fl‘ﬁgal@f 2 r 3 B & e @é‘ﬂb@ﬁ@%lﬁ}fﬁﬁ& Zatlilorw code

that i ndi Thtesatdie eraptmainigiatd 0ok frafe 3etlicRdothen eheski ngr a%ﬂﬁ] eﬁ%ﬁ‘éh;'ngg

?ﬁg ggt?u%ﬁgﬁ?é%ﬁ?béﬁéékuﬁg i Pgn%ﬁ?gg*%ﬁ§rgwgigéoggégﬁ$$dﬁﬁm%ﬁ%&eWM|ch
|IIusﬁrahesethemmammmsrngatloncode which indicates the authorization
for setting the checking requirement flag and is a code that
is input by the user from the cellular phone 100. This setting
authorization code is also stored in advance as data in the
EEPROM 11, and when the checking requirement setting command
20 of the format such as shown in Fig. 7 is input from the exterior,
the CPU executes the writing process for setting the checking
requirement flag under the condition that the setting
authorization code input from the exterior matches the setting
authorization code that has been written in advance in the
25 EEPROM 11. As a result, the change of the checking requirement
flag can only be made by one who knows the setting authorization
code. Normally, the password code necessary for using the IC
card and the setting authorization code that indicates the
authorization for setting the checking requirement flag may be
30 the same code. In this case, only the user will be able to change
the setting of the checking requirement flag.

Fig. 8 is a flowchart, which illustrates the processing
procedure that is carried out when the checking requirement
setting command is received. First in step S1, the process of

35 compares the setting authorization code that is contained in

this command with the setting authorization code that has been
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procedure that is carried out when the checking requirenent setting
comand is received. First in step S, the process of 35 conpares the
setting authorization code that is contained in this comand with the
setting authorization code that has been f 13 witten in advance in the
EEPROM 11 is performed. |f as a result of checking, the codes are found to
be unmatched, the process is interrupted at this point and the checking
requirenent flag setting process is not performed. If as a result of
checking, 5 the codes are found to be nmatched, step S3 is entered from step
S2 and an erasure process (the Erocess of setting all bits to "1") is
per f or med "o IR dedp @aeeac uifl tharRPRGM Wihi elpeofeaies. Iifhes cheeklig

requi remends fdragbk i @% frpict BEHERN 81k Ne SEER t%4 bet f&%ma‘){c‘%%edss t?\f & %’E?%' ng the
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bet ween enabling ‘and & saBI iKY hBSHRs KASRE e 180 W ckitRg Stddct i bh.
Mor eo¥er , psirfioeriekle (swi-tehil pgi metthicd cades cthbesk sbove swiltth weegabd 419t he

enbOdinen%r@%%ﬂé%&&é%é?%ﬁﬁ&tepSBrmu/benmintained).(nltheotherhand,

if the checking requirement setting command of command code

"0028" is given, since the checking "not required" mode must

be set, the process of writing the data to be set, for example,

20 01111111 11111111", which have been prepared in the register,

is performed (actually in this case, the process of changing

just the MSB from "1" to "0" needs to be performed).

By thus providing a checking requirement flag in the

EEPROM 11 and arranging so that whether or not the checking

25 process is to be performed is judged in accordance to the state

of this checking requirement flag and the state of the checking

requirement flag can be rewritten using the checking

requirement setting command, a user is enabled to switch, as

necessary, between enabling and disabling the password code

30 checking function. Moreover, since the switching method

described above with regard to the embodiment has the following
three characteristics, adequate security can be ensured.

The first characteristic is that the checking requirement

flag is handled as indicating the "required” state if the bit

35 that comprises the flag is in the first logic state of "1" (the

logic state following the erasure process) and handled as
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three characteristics, adequate security can be ensured. The first
characteristic is that the checking requirenent flag is handl ed as
indicating the "required" state if the bit 35 that conprises the flag is
inthe first logic state ,of "1" (the logic state following the erasure
process) and handled as i 14 indicating the ,not required" state if the bit
that conprises the flag is in the second logic state of "0". As has been
mentioned already, in witing into the EEPROM 11, first the erasure
process of setting all bits in a unit area to the first 5 logic state of
"1" nust he perfaornmed and thereafter the process of changing the necessary
bits to t RBILEESAAY 6hFc 'BPatEedrired” shmte bl Féref biethaNowerppose t hat
due to SORRCCITICUBLANEE, thENiseWHid iNgy 1F 06eape  8EI Son bhe yiddie gnd ¢ he
witing process is interrupted with all bits being kept in the first |ogic
state 10 BFPtioned,afdeqsva dfeditiitdng Hint e drire t bl t hel easether e,
in the precessiregppooesduse sshawhd ALK Bit8,id ReuRl ecell @ hage £f PYF essed
to the. process of g%\ﬁp Si,,but stbep S4 _has got been executed due to sone

ci rcurbst ahe8 I CEVER Wien SudhiSh PacRPEEREMEFRI & hegiaqdd ahEhpiREace By ¢
state "i"o6fchimeghedkisngettsseqyi betento flnagsksohantberk as aitrdbeatgng t he
"required; a | nt i nventiqn,, the checking requirenent flag
will al mgugkbltég_s%#%égﬂb g wogéﬁﬁupgf'ses{%&agc fif’lﬁeggaf%q}e State Iy of
security) ke ant ace bdese ssctat 5s imtbée eirddicr dsd tthemeastut Bg drodeaken so

t hat even;wh SR i t S A i tin .Qr.Qc t he

conditi onéwv%\ﬁﬁ al vva@és:&:‘wgﬁpl ?g?ﬁ]ietsssg égrqgglf%ge{ F‘Lrﬁl Q}E%%&Q_ Sgcf féé%ﬁrﬁr{taﬁf.e

Obvi olfs| yO£i'tl 't héouReMarsdsHesi £ &a. ttHel s eleecieismgndsot o réguea edwhstat e, he

or she cainsete tgve SRSk NG r SRUMILIRBLAf t AT LD, tsf)et%@%ré;@@aﬂ{]é?%" State
by inputting the hecki ng requirenent setti ng command to set the checking
¢!

"not 25 P& %F?EaegsFat%h FH R e SFTER Iy Rettepispi 84ikas mat &eear ror
check codexésutadtdattachetd eitrkensheskiag eveaui-herestch! a0 sard Jahen this

checking, CeAuLLem, 1) 2pnls foat, ALls luae hagdl o8 ep a corted 1lag
nor nedS dareguthementoflaheéckhendee8CGB indicating the "required"” state
with the present invention, the checking requirement flag will
always be set to the "required" state (the safer state in terms
of security) when an accident occurs. In other words, a measure
is taken so that even when some accident occurs in the writing
20 process, the conditions will always fall to the safer side in
terms of security. Obviously, if the user had desired the
checking "not required" state, he or she can set the checking
requirement flag to the "not required" state by inputting the
checking requirement setting command to set the checking "not
25 required" state again.

A second characteristic is-that an error check code is
not attached to the checking requiremenf.flag and when this
checking requirement flag is read, it is always handled as a
correct flag without judging the error check code. As shown in

30 Fig. 4, in the case of normal data, the error check code ECC
is always added to the last byte and then writing into the EEPROM
11 is performed, and in reading the data, this error check code
ECC is checked first. However, with the checking requirement
flag, the error check code ECC is not attached as shown in Fig.
35 5, and in reading this flag, the error check code ECC is not

checked. It is important that the error check of the checking

{
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is always added to the last byte and then witing into the EEPROM 11 is
performed, and in reading the data, this error check code ECC is checked
first. However, with the checking requirenent flag, the error check code
ECC is not attached as shown in Fig. 35 5, and in reading this flag, the
error check code ECC is not checked. It is inportant that the error check
of the checking 15 requirenent flag is not perforned. When an error is
detected by the error check of data that has been read, the data will not
be handl ed as correct data and the error processing procedure wll be
perfornmed. However, if _an error occurs in the 5 process of reading the
checki ng r%ﬁﬂH%%ﬁﬁﬁﬂtfﬁ¥ﬂﬂ i3 nnmRri gened .udiyed wheeheort he detEcmgdls t he

one that enahles dhe Passor br CQ%Q% thPl%C‘tk'h%% E‘é'%%t l-an40r +hae,4Qpe. %« Il
e Itnitral stage

di sabl es the checking  function, and since the process in th
of access "t PRe NAEEHY taﬁusc%rc?tﬁf‘bsdﬁﬁﬁeramﬁpt ele tyeac andewshhgno 10

| onger opqmﬂ@onmar ez@_ullybémmecbe%@z@@'erred Py:recdepard aent rfharge
of nmi enance resen ”ventl on, si nce an error cC ec I1'S not

per f or d orﬁ)ctegfeS 8%5%?5&5&%? inyg z§abiZeBRNENEREY orl texampiod Besi ngl e

ar bi t rary jhidgechaheicsewr théea“Ettlng he ﬂe@lm edatiidapren tHe hAsthergEEPROM
11 underg %%d er e wi | | ens i n operation as

§.or ti.on
| ong as eregt qjchecrkcltnlgorp &qui P@m@ﬁ? FF% ghg?bﬁﬁg BQ%nCW?HEﬁ into
t he MSB |fsmr¢¢xlm, aAndt hiindechlae aotcerdsst iia tBetJhaItlaaB s&b@\molfna&gssfi a

i o an iy L 08 SIS ST 0

provided in the the wri |ngo at’a
r equi r1%nergrtorﬂee?gopﬁtféttehi:gré@@lt&;at é?chd,umlltstabeardp@ln@ pryeaem;ealrtrﬁ’émm di ng

a dedicat ad eRbodl 82 nbhink@hablie) Cheeki b SAULLEIEM ILABLN SHEh.a

manner neans t hat ﬁll’el ting into this icated unit area

per f or med 385 WhERSSH %%Boétf&ﬂéw%aﬁﬁrl@nﬂﬁds@w raguéarmend, £ 5hown in

Fig. 7, I&vepf@%b@edorTb&b&pMe|b Ehﬂélbea991@9§§ybblttNh$9r1§h@rf@@@%'ng
r equi rement fcl a execution of another comrand.

0.t rewitten. by th
This is especial Fegl ggge%l%a{%?ﬂﬁx prévERFRRY 14 riardaes dks | who
has iM% egdulsmlréllymobttauem@dwuhé b€ mad 3 ks ifr opeattespt RBYIbRgreyrite

the checki.pg Eﬁﬂ%k%ﬁqEQEeEkﬁgg requirement flag that has been written

into the MSB is normal.
A third characteristic is that, as shown in Fig. 6, a
dedicated unit area Ux for writing in the checking requirement
20 flag is provided in the EEPROM 11 and the writing of data besides
the checking requirement flag into this dedicated unit area Ux
is prevented. Providing a dedicated unit area Ux for the
checking requirement flag in such a manner means that writing
into this dedicated unit area Ux will be performed only when
25 the checking requirement setting command, shown in Fig. 7, is
provided. There will thus be no possibility for the checking
requirement flag to become rex«}fitten by the execution of another
command. This is especially effective in terms of preventing
a criminal, etc., who has illegitimately obtained the IC card
30 10, from attempting to rewrite the checking requirement flag
to the checking "not required" state. There is no other method
for rewriting the checking requirement flag besides providing
the checking requirement setting command shown in Fig. 7.
Furthermore, since a setting authorization code is required for
35 executing this checking requirement setting command, any

attempt to rewrite the checking requirement flag by
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to the checking "not required" state. There is no other nmethod for
rewiting the checking requirenent flag besides providing the checking
requi renent setting conmand shown in Fig. 7. Furthernore, since a sett-ing
aut hori zation code is required for 35 executing this checking requirenent
setting command, any attenpt to rewite the checking requirenent flag by
16 illegitimate neans is made extrenely difficult. Lastly, nodification
exanples of this invention shall be described. Wth the enbodi nent

descri bed above, "an error check code is not attached to the checking
requi rement _flag and when 5 this checking requirement flag is read, it is
al ways haﬁ&l@@'%é@%$ﬁxﬂ?ﬁﬁﬁ 9 arpdsi terdurenjaldgichigf fheuktror check code "

has been rrentIp@eﬁll§bqv@dﬁﬁlé£@lc§@%<%@%p%%rQ@t@rﬁiét'rRzenW {4 ¢ *Pl%,,u be
nodi fication eX% to be described here, processes, in whi an érror

check codSCPSTARES -alit SEHde eBbpAEMenE da sty U d efaveentan efnrapg: ahdcwhen an
error is jcedgetlsaso® J@LSa&Hied)fto tHQQdHEchH}?g errerqcah%kt qdgy Lon Lhen

hecklgg r qU|r nth % checking requirenment flag I's always
hand! ed a% i di“C&EI MG rfﬁ uﬁé&{i Pédféﬁat és Fegdr d+’és%so$1W%ESI}e@m@l§@ate of

the bit &hkat com'pemeﬂebewﬁ:besktngudi@glugrelﬁrenérfbﬁgche@keceeéfGWHEQ 15
enbodi ment  shown

For exanp he case of the above descri bed

in Fig. bgenwﬁgﬁggﬁg unlove %Q SEMN S &R TFHCEE B R EC - WSt Rr BYf ded

for recormpdgfﬂﬁeteheckxagpﬂequvbemem$cribe@}&ndaopkwcbh%eNSBlmaﬁhyéﬁd as a

flag w thrgnmeaptg, dfedpe co(a%selg\’h £ad e 1! %‘ | fation | & gdescri bed
HES F FoH{Re can

here is to be put 20 into practice, the aréa 0 e sing
be usti ASILRECHEBA 3R ec6r dihey ?Iﬁleeerrloefr l@heﬂcidgmﬁeaSEGC J(éilel’tcodﬁ

obt ai ned Qaagdngntﬁ@%r&ldlgbﬁeéﬁwdeb%? 13e Al %%%; {}Egeln%'tcflan% t

operatlonz I n re erencing the bit value o require
flag, the BebyRBSKHRIJEEGI Y SRPRE (fé&gcatseﬂlﬂﬁb’ﬁ la@ré@\lee w :errcémaatam@ut and

a processthé rﬁdgnmgdwhebher oegastlébe datene ofode di46L dyted the data
ontalnlng are correct based on the error

checkin equir enent
check code %c]:cc P ha® et(:}b% FE5VERY §eﬁeg%8¥“ﬁ€8.f:‘rﬂgthlasr%&%r,fqlfmet%e dat a
are jldged to H®r coramgclie ashareesulih ofie | clgaent wfe G eIHdds Ghiasdg code,

30 pr Oceséﬁﬁoé{ﬁeﬁ%%}%ﬁq lﬁngf“& té‘le r(%:c%g@ééelg unli%agrteQeUW%o%fprised

of 2 bytes, was provided for recording the checking requirement
flag and only the MSB was used as a flag with a meaning, in the
case where the modification example described here is to be put
20 into practice, the area of the single lower byte can be used
as the area for recording the error check code ECC (the code
obtained based on the single upper byte by a predetermined logic
operation). In referencing the bit value of the checking
requirement flag, the 2 bytes of data of the dedicated unit area
25 Ux are read out and a process of judging whether or not the data
of the first byte (the data containing the checking requirement
flag) are correct based on the error check code ECC of the second
byte is performed. In this case, if the data are judged to be
correct as a result of judgment of the error check code,
30 processes are executed under the recognition that the MSB of
the first byte is the correct value of the checking requirement
flag, and if the data are judged to be in error as a result of
judging the error check code, the checking requirement flag is
always handled as indicating the "required" state, regardless
35 of the logic state of the bit that comprises the checking
requirement flag (the MSB of the dedicated unit area Ux). By

!
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the first byte is the correct value of the checking requirenent flag, and
if the data are judged to be in error as a result of judging the error
check code, the checking requirenent flag is always handl ed as indicating
the "required" state, regardless 35 of the logic state of the bit that
conprises the checking requirenment flag (the MSB of the dedicated unit
area Ux) . By 17 handling the data in such a manner, even when sone error
occurs in the witing or reading of the checking requirenment flag, the
safer side is always recognized, in other words, the checking requirenent
flag is recognized in the checking "required" state 5 so that adequate
security caﬁnﬁél@§§Uﬁé@atﬁhéughﬂﬂhﬁsmanment|@weha@uheenn@esﬁrbbedcbasgd on

the illustphatiedwerBdiyn®BRtye 4Ry bRVEN '&%dl&.r{(}ﬁ&eg{umrte nt f&glglsz()’Fhe

enbodi ment and may be put into practice in vari
exanpl e, t AidEGh %%fj%ﬁaﬁrﬁllé’a\M%FécPﬁﬁézneﬁlvehﬂl ohhaasvappsi e?thOCIu@clanngC

dtob nt e bku oney e "
Cnvent i neﬂiﬁ“obv.%g:;g;ﬁg ggﬁoedﬁ*‘%o Ll MeEneRIaho BP0 RY ke
|

appl i c i oFC of ¢ hi PELRYt CRINPEeBDBY EGst | C cards but covers a

wi de range i ncl atiomghcelHil aer;H}QﬂLan Rdensetyescandigbhenh RUS abl e e
|nfornat|op assword code checki ng function.

essing, devices with
Fur t her nore, Pé%oug q?ﬂj 4*&?Qﬁﬂ) Ufedl eﬁéd‘%hﬁédpﬁén%1m%h%gc%@c%ﬁh@
requi zenemmb¢cagnemm$ncbmpy|m@umfﬁthi;ira@t&t@e ittheaehegki &1gh & £ rH Fgirent

ﬂeﬁﬂnggﬁcyp&? SHaREIRe LR B BB M 37T chARETT C 460 S8 500 599 ag
"111" ,'0con(? esetC 6B r3 b tae iﬂﬂdnt;atiem Bheethet&i nihore @q0i wed'desicatiband a
flag "Ooaéddﬁgcﬁﬁﬁ§ﬂHV%ﬁHE&¥thdHy¥ou§ Hér &df%f% tmhef%éogp sible).

As has been descri bed above, wt orta orna proceés ‘devi ce
havi ng pa o LOSIRPRh&EREAGNS @lﬁcﬁhﬂdh lwe%qfhll§ havehtmbhedito carstbe

per f or med 10 satd<hobet &ﬂ@e@ré Beqyidel %r{&lﬂelﬁélﬂué‘m@&ncé@%h%' n?) HEde, of
password G ring use while ensuring adequate security

heckln
| NDUSTRI AL%Kﬁfﬁ %@efthrtﬁPéﬁt I8 OCBR tHOWPIEICE SEHHIY é@m@:ea
por t abibe vmﬁIDpHaBiﬂomdp:mﬂ:esﬁnemg:ld@fﬁﬁ&t1S>uChF@§tH1eCrzﬁ@fQS t Qb nlar-n

the above-described embodiment, the checking requirement flag

was comprised of 1-bit data, the checking requirement flag may

be comprised of data of several bits in order to increase the

redundancy (for example, a definition with redundancy, such as

20 a flag "111", comprised of 3 bits indicates the checking

"required" state and a flag "000" indicates the checking "not
required" state, is also possible).

As has been described above, with a portable information

processing device having password code checking function by

25 this invention, it can be performed to switch between a

requi:ing mode and a non requiring mode of password code

checking during use while ensuring adequate security.

INDUSTRIAL APPLICABILITY
30 This invention can be widely applied to portable
information processing devices, such as IC cards, cellular
phones, and PDA's (Personal Digital Assistants) and is
especially suitable for application to personal-use portable
information processing devices that store various personal

35 information related to privacy.
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phones, and PDA's (Personal Digital Assistants) and is especially suitable
for application to personal -use portable infornmation processing devices
that store various personal 35 information related to privacy. f 18 CL A
| MS 1. A portable information processing device (10) having password
code checking function conprising a rewitable, 5 non-volatile nmenory (11)
whi ch holds stored contents even after supply of power has been cut off,
and a control device (12) for accessing said non-volatile nmenory: wherein
sai d non-volatile menory (11) is a nmenory in which individual unit areas
(Ul to U6) are defined and an erasure 10 process and a subsequent changing
process are required to wite a dataLiAtd 8 specific unit area, all bits in
said specific unit area being set to a first logic state in said erasure
process, and desired bits in said specific unit area relating to said

dat a be|nd-chanﬁe@qﬁﬁﬂhk&ukmf®r@@tkog|@nﬂmﬂ&snngedsenoed (1@9i chadtbngt ate

and
in said CWMCD\"/\E@@§S©@€@]E%§'[ %Jﬂcﬁgﬁgrpaég}g@q:g Eheton reawr(:k%ackbja%smr q

requirenent fla h indicates wh ecki ng by '
code i8 rélfiiT V&iatdrjéf BEBPEY | hl s aihd aiohol gk stid e dremotentElyven afattedr

control dexipgpa bZ)p@ﬁér&lééliﬂiétérPEutV‘@Pfet%}’nd 3 Egﬁtggiedgglég E E] or

checki ng requi renent fl i ndicates a "required state, pr nhed
processgs §%ee &@@utsé‘&cﬁ “Y¥HeP EbhRli TEBALYt hat a password code that has

been i nput fronwh@eeem&&mubhoa?dolatﬁa%&wgmgfyﬂﬂg_th@hahﬁﬁgﬁﬁﬁgngﬁg%ggs'”
d I r are fo nmat ¢ in ac
Zgh an?Enﬁﬁﬁgkhdggqﬁﬂg}éb 5% h d§% @ﬁér%rga aféReekimg Py eraER Tl ag
i ndi caf es PaoCEsts 2R seb'Sestam clsandlpgepiﬁ:t@afs‘a Red géqgegéa&?%ﬁtde ce
cess, and, sai d control devi
execut ed Wég@yt“&g goéf%egﬁgluql C{]? |ngap£% ks %Pe?ﬁﬁe%?eeﬂ +C ek code

(12) further has :a function of |ng a pred
to data t 6¥68 BE6PESEBEQ @ élwsittlﬂglpr@cess imtsa ishied avancey lratddses ,nenor y

(11), andaadf ueetien gfitikuddi leﬁhgbggﬁf@c Dﬂtfitagf@%t %%H%Qf\” s Cst]:\%

dat S orrect in a readi rocess rom sail
code to % %a elcng changed from salg tplrs‘r logic state to a second logic

15 state in said changing process,

a predetermined password code and a checking requirement
flag which indicates whether or not checking by said password
code is required, are stored in said non-volatile memory (11),
said control device (12) has a function, whereby in the case

20 where said checking requirement flag indicates a "required”.
state, predetermined processes are executed under the condition
that a password code that has been input from the exterior and
a password code that has been stored in said non-volatile memory
are found to be matched in a checking process, and a function,

25 whereby in the case where said checking requirement flag
indicates a "not required” state, said predetermined processes
are executed without performing said checking process, and

said control device (12) further has ‘a function of
attaching a predetermined error check code to data to be stored

30 in a writing process into said non-volatile memory (1l), and
a function of judging whether or not an attached error check
code to data is correct in a reading process from said non-
volatile memory (11), and handling data that have been read out
as correct data under the condition that a judgment result

.35 indicating that said attached error check code is correct has

been obtained,
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vol atile menory (11), and handling data that have been read out as correct
data under the condition that a judgnent result .35 indicating that said
-attached error check code is correct has been obtained, | 19 characterized
in that said control device (12) is equipped wth processing functions
wher eby said checking requirenment flag is handled as indicating the

"requi red" state when a bit or bits constituting said checking requirenent
flag are in said 5 first logic state, said checking requirenent flag is
handl ed as indicating the "not required" state when said bit or bits are
in said second logic state, an error check code is prevented from being
attached in a pﬂﬁU§mieﬁlvwdummﬁaaﬁdudmmktngldéMﬂbéQHQM@ékﬁﬂap?&&Said
checki ng i g d I s 10 dl ed. as bei a correct flag,

W thout ' vaaneht Cop esanar AP BE I ST ir R kg ERaikrngent

requi rerehtagl by handlrepors atbiOéanrﬁmgm:thean' mEriessd 'hgs e Geherl@) bhavi ng
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Nenory (11¥ mhlcheﬁgﬁg§L§P§%L§Qé§ﬁ¥§%?§{é% i%% eéei%g%F?’%F Cpdheft

been cAut bfFStah@IiCcoRtFol %@#@c@h%QE}n@oreqaccemsnMgfiagdlsohamdﬂaﬁlIe

menory: wWAer ehdi sat n§ophy ot abi | Lo HBIPEY  ( S whi ¢
i ndi vi dual unltlar n?%yl to U6) %ﬁ% é?ln%éégﬁdwgﬁggggéﬁr% 28r Blgéss and

a subsequeht lcpnﬁﬁb rb‘?:éé’é?l&r eLRrEQuide@rr@ e EEkacerde 4 5 nreVaHSpelm fic

unit areafrahl bbiihg |a|tt53&t|kdadspﬂ¢| Bi eriddidss aégawlg@ttqglgsegaf@ e?lglékghlglt Oglr ga

state in process d desired bits in said spec

rel ating f%ghf%gg}é%&alan%l ﬁﬁﬁge%h??léjn?ga‘i?ﬂ‘ﬂlf%rﬁefll%gﬁ]@%tlét elvava

secor@ | Jyindles &g atesiniqn asalodrelcangllng; preetesht gupadeier ARde pagswor d

code. an e q t ag,which indi cates whether or not
Cifb ONSEKIO8 [RAHLLATRDL 5t Sntahd TSR el

checki ng by said password s requir
non-vol atile nmenory (11) , said control device (12) has a function,

wher eby in theacasa- 30 mhel rsahdc BEC ﬂgké§gﬁﬂiegggi ag%r ¢ %aigad?tion

"required" sta&g predet erm ned processes are ecut ed
that a paSSWworyr o&@dﬂ%ﬁhﬁ%glﬁﬁeﬁqqﬁﬁﬂoﬁr@@mpﬂ§S§W%ramfewmhtabie,

15 non- volatllenemory(11)whlchholdsstoredcontentsevenafter
supply of power has been cut off, and a control device (12) for
accessing said non-volatile memory:

whereinsaidnon—volatilememory(11)iseamemoryinvmich
individual unit areas (Ul to U6) are defined and an erasure

20 process and a subsequent changing process are required to write
a data into a specific unit area, all bits in said specific unit
area being set to a first logic state in said erasure process,
and desired bits in said specific unit area relating to said
data being changed from said first logic state to a second logic

25 state in said changing process,

a predetermined password code and a checking requirement
flag which indicates whether or not checking by said password
code is required, are stored in said non-volatile memory (11),
said control device (12) has a function, whereby in the case

30 where said checking requirement flag indicates a "required”
state, predetermined processes are executed under the condition
that a password code that has been input from the exterior and
a password code that has been stored into said non-volatile
memory are found to be matched in a checking process, and a

35 function, whereby in the case where said checking requirement

flag indicates a "not required" state, said predetermined
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a password code that has been stored into said non-volatile nenory are
found to be matched in a checking process, and a 35 function, whereby in
the case where said checking requirement flag indicates a "not required"
state, said predeterm ned 20 processes are executed w thout performng said
checki ng process, and said control device (12) further has a function of
attaching a predeterm ned error check code to data to be stored 5 in a
writing process into said non-volatile nenory (11), and a function of

j udgi ng whet her or not an attached error check code to data is correct in
a reading process fromsaid non- volatile nenory (11) , and handling data
t hat havePBEERSFESP BRIEXCsE tesr Behodhte nidarindheaddradiadloing pabcass,
judgment gggult 10 indicating that said attached error check code is
correct has been, obtained, characterized in that said control device (12)
i s equi pped vvistanl%r 608s&icdg denEEronkl hefebyheai dheheeki igneeganr enent

flag is hapdheding & pdicRiidgniied 'draws tedcistate whend Phipda (i Rjts

const |%]ut i ng_sai d_checki ng_requl rement flag are in _said first logic state,
sai d checki'ng Yeyti FEmBRP PP PEChaAdeBoNay olAdiid® Megomte (1Adt el r ed”
state whea Sandthboh of butlgingrehkbnhsa drseeendnl agiecslat errad waen there

is an err LN, _a ul, f _judgment of an error check code wth regard to
said 20 cﬁgex(i: iﬁa (rjégél rltesm%r?tllrfelcgg,lr%a‘? dF SHELR? n@r?‘éﬁﬁFrgﬁﬁﬁ‘t SARLEg Nog -
al ways havdletliis mempontilig ,t hed'hegdliied"dstatthategarndl ®s6n fad oh@gi C

state of sbEbrobchl kiiconsdduting saldichecking . reainenent flad, 25 3
A portable information processin %ew klglﬁal\%%ngtr}%ézss%?%dg%ga 5ﬁ§g’Qitng
p e 11 [ proc 9 . . . :
functi®n dRdseetingthhah L3bd mutarheflat ror ehhecleigpde dedicoatrettuhiats ar ea
for witimgeh hepehegklng requirenent flag is provided and data besides
data related to,  the checking requirenent flag are prevented from bei ng
witten 30 i ntHEAT HedhhtBd- ik £2dceaonBro A dsoritel(@2) nfoematpord
processi ngi devprechaying Ea&&%@bdlsg)mﬁe:émﬁ%m EWOEKIRY B8qagteh@hth i N
any one O%lé%‘%é“ﬁ%&é?é&“és f%é?égting the "required" state when a bit
15 or bits constituting said checking requirement flag are in said
first logic state, said checking requirement flag is handled
as indicating the "not required" state when said bit or bits
are in said second logic state, and when there is an error in
a result of judgment of an error check code with regard to said
20 checking requirement flag, said checking requirement flag is
always handled as indicating the "required" state regardless
of a logic state of a bit or bits constituting said checking

requirement flag.

25 3. A portable information processing device having password
code checking function as set forth in claim 1 or claim 2:

wherein a dedicated unit area for writing the checking

requirement flag is provided and data besides data related to

the checking requirement flag are prevented from being written

30 into said dedicated unit area.

4. A portable information processing device having password
code checking function as set forth in any one of claim 1 through
claim 3:

35 wherein a setting authorization code, which indicates an

authorization for setting a checking requirement flag, is

21



35 wherein a setting authorization code, which indicates an authorization
for setting a checking requirenent flag, is 21 stored in the non-volatile
menory (11) , and the control device (12) has a function by which, in the
case where a checking requirenent setting conmand, which includes said
setting authorization code, is input fromthe exterior in order to set 5
the checking requirenent flag, a witing process for setting the checking
requirenent flag is executed under the condition that a setting

aut hori zation code that has been input fromthe exterior matches a setting
aut hori zation code stored in said non-volatile nenory (11). 10 5. A

port abl e ThPeFfet? Sl HIees@ Iy ide meaaravi(Ag) passddiie coode cdhdeki ng

function as2pehabosl [Ert@rvn 0g Phiehal Ml iy qualk Glalin 4 cphereln in
perforning a groces% of rewmiting a checking 15 reqU|renen? f ag, {'He
control dbEVHCEEFES) EpetF ot HRIar Bt e WhiGbesknebudes asldidi setofing
digits thattlconstatibascadeynis irghed FGM ahai Ogr &y shecki Iy gaent
flag to tpﬁeféresct: ;ILo ic state arﬁjﬁhereafter prepgres ir?ﬁg%&{e%qgiotsggta

i ncl udi ng" &% ¢ ec§|%§ T egutFemeRt flag tAavrihargaPE_CcasAefrrogpetingte in
20 a regim@rqhmmrﬁMMrmqgmbzﬂs&g afs \uhielcutg s ahdebi £ndatank Dt i Sl d
register i rea. .6. ort i pformati on processing device
havi ng pgggagfﬁgeggggk%ﬁggﬁf%ﬁj%ﬁ&ﬁcri88% sggép 9?%?%?9q1l&ﬁwtoﬁéoﬁftbﬁain11
t hrough &5teraemmBatoheseansshtidngoatabbeizatdomatbos ptoeessi Rgsgeyi ce

(10) is considit ed-b¥-AR, C(gggd including a CPUw th a function for
accessing the non-volatile mory (11) and a program nmenory for storing

and éQecuting a program for operating said CPU, and 30 the control device

(12) is consti pubest by eai b SHkh 808n T She 4 0K AVTRIOLY¢1 83 password
code checking function as set forth in any one of claim 1 through

claim 4:
wherein in performing a process of rewriting a checking
15 requirement flag, the control device (12) performs an erasure
process to set all bits of n digits that constitutes an unit
area containing a checking requirement flag to the first logic
state and thereafter prepares n-digit bit data including a
checking requirement flag that indicates a new logic state in
20 a register, and performs a process of writing said bit data in

salid register into said unit area.

6. A portable information processing device having password
code checking function as set forth in any one of claim 1 through
26 claim 5:
wherein said portable information processing device (10)
is constituted by an IC card including a CPU with a function
foraccessingthéruxrvolatilenemory(11)andeaprogrmnmemory
for storing and executing a program for operating said CPU, and
30 the control device (12) is constituted by said CPU and said
program memory.
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