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UBS AG - 1 - PCT/ EP2006/009861. Device and nethod for

carrying out cryptographic opgrations in a server- 5

UBS -1+ Lo
—— 8§8$%%0nputer net work syst'e description 10

B of the invention The present invention
concerns a server-client conputer network system for
carrying out cryptographic operations, and a nethod
of carrying out cryptographic operations in such a
conmput er network system |In particular, the invention
concerns such 15 conputer network systens in which one
user (out of many users) wants to initiate a secure
connection to a central conputer system by neans of a

and methed for carryingd pphitcoperations in a server-

. comuni cation Wt th% central conputer systemvia
client co r h a scenario is inplenented,

for instance, in the context of so-called online

banking. In this case, a custoner of a bank has a

net wor k workstation (conputer unit, e.g. PC, with

al phanuneri c di splay, keyboard and interface to the

network, e.g. the Internet), on which a so-called
De%?’géﬁﬁhsi s installed. WAVbrowsers are conputer

for view ng Wb pages in the Internet (= WW

pages). Wth 25 this network workstation, the custoner

can connect hinself or herself via the network to the
Backeraunadl ofdhapoventioslyst em of the bank, and execute bank

transactions (e.g. account enquiries, transfers, )
Thegyegen 'F¥§”%‘té@ﬂﬁ%”ﬂ%@ SREfRrCligRt computer nNetwark svskem for carrying

out SRS BHESOAE AR BRRA Bt Y Ul e | iperatons
in s(eh g.compritban&dvgrR siy@m. it partiEalan the ﬁh\ié?mﬁiio@[]c%ﬁgé\?fs‘%uch

of 3g confidential exchange of witing,
compugerypetaprk systerissnpuhipio oae wBer (outtafrmany users) wamss to initiate a

virtual departnen tores, or sim|ar are so based o .
seclfiaoectiah el heentiaBogmRltes sySistbErst Geobem osk arTRstation,
andrtﬁéW‘PfahdFeod‘étSQ%hﬂﬁﬁni’t‘él?orﬁ’m%g%n%l @or‘ﬁ?ﬁt’er"%ﬁ’t%m via this

vari ety of nechanisns from undesired 1ntruders or
conpedtionnal s. These i nclude so-called PIN TAN net hods, in

whi ch

Such a scenario is implemented, for instance, in the context of so-called online
banking. In this case, a customer of a bank has a network workstation (computer
unit, e.g. PC, with alphanumeric display, keyboard and interface to the network, e.g.
the Internet), on which a so-called browser is installed. WWW browsers are
computer programs for viewing Web pages in the Internet (= WWW pages). With
this network workstation, the customer can connect himself or herself via the
network to the central computer system of the bank, and execute bank transactions
(e.g. account enquiries, transfers, securities account movements or similar). Another
scenario, which the invention also covers, is sending e-mails from a customer or
partner of an institution (e.g. the bank) to the institution, in the framework of
confidential exchange of writing, which is encrypted for this purpose. But Internet
auctions, virtual department stores or similar are also based on such a scenario.
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a user lets hinself or herself be recognised by an
usd Astitution by nmeans of an acgess nunber and a static

Pcrﬁ% GM(‘)%& is known only to t'he user (personal

deﬁq rcation 5 nunber = PIN). The user can then
execute certain transactions with the institution at
the end of which he/she nmust enter a transaction

S Aol 304 R T B o

undési¥ed sntredersiop ceintinals. Visédedntlutlie lsotddfled PN/ TAN hREESdY, tin which
W th anot her one. The TAN, which is only valid once,

a usy Ietaddimselfam herself balreeagnisedssy am institstion biimeansof an access
B8 S BB SR B e ORY i oon
ot LTINPCTHE i Gl RS RARTEURL % tiaton a

the ener ofambich ihe/shensiust ehiepra tirangaeten muhitest (EBAN PWhIth i8 only
so-called nman-in-the-m ddl e attack, and to use 15 it

valifl(g)fn.cg1r $mmmetlmﬁsp§f§egid@w t_uﬂﬂdutbut relatig)y inseauke, sinee the PIN is
sttt o |5 VAl el aer PG R ith PinofSat e, FinestAR, Sunich s only
valitl oy, BRskérY frohP8iseaddligd c?’éﬁvfﬁf Hgﬁ_ﬁ/ﬂﬁ&f‘istigﬁletd"iﬁ the user

comruni cati ng partners, an is or her 'system

eledtepnicatiyor @secopynt rol of the data traffic between two
or nore network subscribers. The attacker can see the
informati on as desired and even manipulate it. 20 This

o B, TS By, BSOS Bt P g o e,
alsot possibid go teahfthis datadhane akhishk donnkétich BenRSSINR! ®er and the

. that the attacker specifies a false destination
instifuldore Bsumpermitied fashiom by acsovaalledcmandnsthemmiddiehattack, and to use

o} B A b SR e S oI e
stoe 5 e Y aR B AN MR MBI /Ry osty

logicaly, Klapds Hebmeeh the weo cometunicating partnerd) #nd Wit M&or her
aut henti cation nust therefore take place. For

syst%’?‘ﬁ @%;WBB'@E@ cemeokfishe ssmartafficabetinpepaimner moneisetwork
suofRYEGE HURERSol D ol b 6B e B Mt
Thisdditivation Gah &yevacifeved) Forl RStaARE by Bk a&ééﬁ@%m‘g‘ &ﬁ"\tl{(ol of a

first tinme a connection is set up, can ong keys
routen thpigh wbicbdhelatz traffigischanneliex. Ihistlsdpsssislatha e

atal 3 BASREE S6ASebs Gl eresE R Ve et gprmuteason, anc
thusSéGbesthe! tPaFficthrdughthe atRKERS Swhidbriputel 9588 Pdltihg). This
form of attack can be most effectively counteracted by encrypting the data packets,
in which case however the certificates of the keys should be verified via a reliable
medium. Mutual authentication must therefore take place. For this purpose, the two
communicating partners must have exchanged their digital certificates or a common
key via another route, i.e. they must "know" each other. Otherwise, for instance, an
attacker, the first time a connection is set up, can fake wrong keys for both
communicating partners, and thus read even the encrypted data traffic.
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protocol, which was devel oped by Netscape, have been
ussay eed, and make it possible 3to set up encrypted

s via a potentially insecure |Internet
Pagéggneg{ol%ﬂ It is supported today by all current WAW

browsers, and is used in practice (e.g. for s online
banki ng). The URL (Uni que Resource Locator) of a WW

T BRE S S, B AP ARS8
protoco!;tvdadh ofastddvelopedf Ne'tseélﬁé Mﬁv@%éé@ta@réé@r@"foem)ake it possible

Addi tional ly, nost browsers indicate t

to sebHReAC et sPaREt NS hisA poéenlmjlyunmm l[nteB&t connection. It is
adl o in.the status

SRl SR b B S
onlnh@*bathb?”Tt'lhéé‘YJg\&r(ggﬁ deSR@%FE’%ESCétPQ enc\évr\)/gﬁﬁg{gge which is

pr ot ocol
tram;antted:enhry@tm at@véingrothe SSLsprotdesiam B8 racdyridte! e prefix
shake rot ocol for authentication of cliéent an
htt J] Hsteactof higp ééfﬁa'runamwmted datmtrapsferlo Addistomatly,i most WWW

oro858 indkal Ve (FERG R SRl o S 8 S rotocol by
symb@f(é% &lp3@ioeR) Ireghedeftustbaansport layer security).
The SSL variant used in each case is automatically

negotlated when the connection between the WAW
rver is set up. To encrypt 20

Thegf'ir gt %C?%?EOW%%S%O%Y% idihechaitase fayss, IttlSh agegson the SSL

RIS OB M LR P proccas

Exambleslew the st Hapdskhaled pritb&s) forl &&%ﬁtlé&l(ﬁl‘bﬁ%nﬁand server and
connection, the WA browser generates a rando

agreemansioshwhich ensyyptioninethadsisussed, ootheehwynnrotxmnolff@r
r the connection. So that the SSL
tran%@ﬁ%@@tﬁ%@%ﬂ%ot be tapped, first this session key
nmust be transmtted by a secure path to the WW

server. To ensure this, the session key itself is
Thererareyarieds ISgLavaripnts, wﬂklearem&rh%ls@cﬂled% (tFéHsprH lByer
ey;

sech E)QDM\E@%E% Vﬁ;ggl{ E%%é%t&%aﬁé@?llyb%g@ated whan the
conre e Peged™ Ll bithiser aRAeaRihi Serasrs Seie. To Sy
the d#8&Atthel cade@F HPBB0EHARERMh, the RC4 encryption method is mostly
used. The cryptographic security of this algorithm depends on the length of the key
used for encryption.

To set up an SSL connection, the WWW browser generates a random key (session
key), which is used for encryption for the duration of the connection. So that the SSL
connection cannot be tapped, first this session key must be transmitted by a secure
path to the WWW server. To ensure this, the session key itself is encrypted by a
public key method, e.g. RSA. For this purpose, the WWW server presents its public
RSA key; the WWW browser encrypts the session key using it, and communicates
the result back to the WWW server. The actual data communication only begins after
that.
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The authenticity of the public key of the WWVserver
ussiay essential for the security of the described

potential attacker could offer a fictitious
PCT{)EE%@@O?@A key in a deception attenpt, and conti nue

to take the role of the "true" WWVserver which s the
user is actually addressing. Comrunication would then
take place in encrypted form but the attacker would
still be able to determ ne the clear text using the
Thesasthienticityeyf tei mfblftfke?'ftifitﬁ@WWVW@@M%r isesgankigl R} ¢he security of
deception attenpts difficult, the public key of the
the wigpgriad, method. A peteatial attanker couldwffertd Betities public RGA key in a

dechfyi, 688mpkdanc P in Rusoctoke Bhe, eoteittehs rySDy Server which
e BRSPS DN Yl AR i enprea
fornx. Btthetattatkedwolld stilclse tiblei toadetetrfinetheetedd et using the

certificate authoritX( (CA) after checking the
sessiefa KeY Whigt thenattacker knowpefamake suohvigceptios atteopts difficult, the

publ e 6PEfe HERRLRASE: el bR VRS s ety
e, dhgisbonanet ekl bE-GEt) L2 gy of i
infounatiore isceriotedted dye digitalsignaturd;heveryihing together italiahe
certfgaie e Ko stridorderie ceubicate stissuadl Bep ferticats authority
(CA ey iRihg the |08t 7 he sofh Dnediibler "there is also

the possibility 20 of making the public keys of other
certificate authorities known to the browser, so that

A Wi browser £an thearefore secagnisenthecpuhlicdy ofresWAWI serviewhich is
i S U e P Bt Shoka e bl B of Rbrefcte
o b M B I PRl Ao he

publiekeyisfafame eertificatietguthenitied &rd alrdatyviowieto the standard

hi gher-]level certificate authority. However, only the
bro » GRrHEELes Bf VAMWE serversawhicheare signeddey: thasercestifiate

iE | £ e authority which _—

authp Rt BHE HTERG MR Rchef, S Ebhiec MG B aPBre IR possivity
of magiecthe publit ikeyyB¥oiicr wartifidats aliMRRities WA OMHEIFHURES, so

a certificate of which it cannot check the
that gheineertificateg, toe Itan eecheacked. i nvited to make a deci si on

about how to proceed further. UBS AG - 5 -
PCT/ EP2006/ 009861 The steps to set up a traditional

The BEbIiCRE)SES BRifGEEGMOFity Alke RBDULRE K&V or SAWRN server) is an
X.509 key, which itself can be signed by a higher-level certificate authority. Thus the
browser can also check the authenticity of the certificate authority key, if it knows
the higher-level certificate authority. However, only the user himself or herself can
make the decision about the trustworthiness of a certificate authority which is not
covered by the digital signature of another agency. If the WWW browser receives
from a WWW server a certificate of which it cannot check the authenticity, the user is

invited to make a decision about how to proceed further.
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are as follows: 1. The client sends a connecti on

upsigauest to the server. s 2. The serv.elfr. responds vvi_l_thh
?%FB ssage and nay send a certificate. 3. The
PCTCQB?%(% rélIgsto aut henticate the certificate (if it

fails, the connection is termnated). This
certificate contains the public key of the server. 4.

e 7456 i 981 SpbEA ROl B 58 semver

are keYolldwg:he server and sends it to the server. The
client also 10 generates the "nmaster secret" fromit.

5. The server decrypts the "pre-master secret” with
and creates the ''master secret”. 6.

. . K
L. Tl{qtﬁZcI@H é‘%%de%gg@m@ﬂ reAdestdotthe seeetsi on ke{' from i
- y e . i e
2. TS eha Rt e Bt bsdhge SRoh el s
3. Teeallignt trigscto dushaifiday@thd bertidiaste. (iﬁ@?ai%?ﬂ@éirﬁwekﬂ&? f&ES
and triple DES encryption nmethods, anong others, for
ter f%iya’fﬁék)r?I@ialceﬁtifmay@comiqssﬂhag)wﬁc key of $ls¢ servieey” . 7.
. AR PR S e P o,
i j [ 1P L.S.p:
e A B Ny SRt sRPver nd gk Ry ARSI T ient aiso

genem;estﬁe'tmastessaareﬁ'tfeomdtrputer unit or the sane
onputer unit as the actual Wb server program and
5. ThearRrESlacyniathe "Rrezmester ecrelnithiis nibiaks ey Bod creates the

" j guests via the network and the Wb server
maé\éélc';;srgg{%%'ﬁ omthe point of view of the Wb server, the

6. The QKNSR SErvBeBRURS thd *RsdioR kef B th@%ﬁét@P %@E@ This is a
I e a

point of view of the client, it behaves |1
symgwtrieal keywhitkeis ssadpdmcet. Itsﬁfsegtcjhwir@tbmcmewm tasehcrypt and
the data on. A sg-called http proxy server
dec&é‘ﬁﬁiqfwa- égf\ﬁ)é%orttﬁm/@ﬁsmme PESie@ﬁmptl@ndnemds, among
r y! - Ly crig i aal
OtheZ%prfé‘gTﬁgéﬁQtéu@gﬁwglogmﬁféﬂggn%%&n l{]éa/s' a filter
7. Usingdhisdession kbt theclientHral seroét &aMangs eperyi%éd F@8sges and

or individual \Web pages are bl ocked for the 'user,
thus gignal thejp reasieessefor comnmenication. | ogged. The content can

8. Tk 38 s8R ERet fpso Leed Tor  aceees control: so

that the UBS AG - 6 -
A proxy server is a computer program that may run on a separate computer unit or
the same computer unit as the actual Web server program, and mediates in data
traffic between the workstation which requests via the network and the Web server
program. From the point of view of the Web server, the proxy server behaves like a
client, but from the point of view of the client, it behaves like a Web server. In the
simplest case, the proxy server just passes the data on. A so-called http proxy server
mediating between the Web browser (client) and Web server, particularly in security-
critical applications such as online banking, has a filter function, so that particular
categories of Web pages or individual Web pages are blocked for the user, and/or
accesses to them are logged. The content can also be searched for damaging

programs or functions. A proxy server is also used for access control: so that the
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PCT/ EP2006/ 009861 Wb server cannot be freely reached
via the Internet, a proxy server which is connected

UBS. . 6. .
r f it controls and nitors access to it. An
PCTgﬁ}%%E@#% an then no longer attack the Wb server
directly, but only the proxy server. Access by clients
to Web servers can al so be nmade possible only via a

e EASER F Ac  BC  Sh
cone\gcgt@@ﬁﬁf front of & @PtroiPand ARl Ycdeds kd ?t'f‘hn%{tta‘c?@r eidHen no

servers and appl I cation servers. Connection

longes qfitack thé Véeb sérvet directhgtbut @néy thiprory werves Access by clients to
rocessed by the proxy server, which either responds
Wet?ée'i\/ﬁés F@haégtb%@ ¢ dpesihle;qniy via d proxyssasver. dn ghisicase, the

profSfightar B el coriigulctEat 8487 5F Rulr FoRFok Hrdisey ids set vp
logitallyKnifroritief the ottidri Web kahvers aRd dpplicatoPddr/didt E8nhdtion
t he securltﬂ_ltof the Wb servers. To generate secure

requasis fragetheglnterey to aH¥ebServenarg processed by dhe pomey $arver, which
eithi feshonds B eyt combletaly ek F @assesdl 6110 BPOIE of n part to
the B8WHYGRESM \(’XEP ggr\?eg%}./o%]odf]tﬁénﬁ %‘érﬂeggr%gaqrﬁ;({/ gﬁltv'e? FépréSents

systemin a private key I's store

anotthec ipktin tine sequrity chding and ehuseorsidatest thechs ¥ aityVofahe Web
his or her client-systemto be able to use the key.

Servepy. Tesgengeratessacsye Wehepagesr quicidpstherSSlt emryptr}]on istndtdone by
A t dthat |s.

the ERSSRPEY el b D8 s BRof e Siciriceaddieed Bithon

appropfivls addefdtatedmardWapd.es the user's private key to the

client systemin 24 encrypted form WD 01/48948
describes a systemin which a key is generated in a

us 138yl LA B S LS e iRt ke s sorea
i i i nt tal '

on <ALYBI Bhydorhother B BROR LIS YALTs ACHLF Bl S e tobe

ablelte useahe keg. Fhvalisihd eneTREN A, FoBatddiss o Mi& kay at I Rssary that

today for confidential data conmuni cati on Between one
the ysesEngens passmeyd tikalris communibatied todhe temermiipnasetvermn The

enc PP o o BRIl Bt i srsem i
enc dyskal | y have the necessary technical ;s specialist

now edge, and that the operation of the hardware and
software in the case of nore conplex security

.S i.S too conplicated for many users, who
WO gfﬁ}%% c@cribes a systerr1r1p in which a key is gen%rated in a server or a
network unit. The key is then communicated to a client or a terminal. The key is
changed at periodic or random intervals to increase security when using the key.

In summary, it must be realised that the mechanisms which are available today for
confidential data communication between one user out of many users (e.g. bank
customers) and an institution (e.g. a bank) are insecure for a wide variety of
reasons. These include that a user does not usually have the necessary technical
specialist knowledge, and that the operation of the hardware and software in the
case of more complex security mechanisms is too complicated for many users, who



10

15

20

25

30

UBSAG - 7- PCr/ EP2006/ 009861 therefore reject it.

Pt [ [ reness that
UBSQEiltlonally, there is often7too little anwa

hi ghest possible di‘scipline in dealing wth
PCT/Ee Oﬁ?ﬁo%ﬂel evant information nmakes it possible to
prevent m suse of it and thus damage for the
i ndi vidual user or the institution, or at least to

' A r e. crimpnal,...5_Technic
therBRE rblrcEir AnftiehallE hEBEisieN R g alBiiiissFhat ey the
higHelE pb&yfBLdigibline ih%e%liﬁ% Wiigh ?ec%?i?%?@le%ﬁfﬁHfo?haﬂSﬁ‘fﬁ’él{?s it
and a nethod of setting up a secure computer networ
possiblerteqireventsmisubabf drendidris damageoforitheyndivideals)ser or the
. the network can access his or her keys, with high
InsStigEqRy o At deast ke makegit siffieet for thesigaigal. by t hird
parties, by neans of a network workstation. Sol ution
according to the invention To achieve this object, the

Techilv# irobRnP bR WHIES tife FRERHOS s Pgdaor K systemwith the

features o aim 1. echnical features of the
The jobjedtiof dhe irventinhds puppmdde aisecareseamiguter neewark and a method of

comput er network .system for carryi ng out

settiB T & SPale oM RL R Bk HoRnacin i HRdtinne ke (gut of many
' tiat i : 0, .

user3) IrftHe KRtk Ean LIRS of PehREys wif KRk (BB pgfstTindesired
acceaseb by thibe paRties] pptroeiranifa Aefwsk werketion. syst em

conmput er software progranms which are set up to

communi cate with each other are installed. These

s re progqrans are executed so that when

He- e e ChHANENA) kst ation directs a request to

To agRleV¥ thiBWhiéctS tHEPINVERBeH bFoided é*cbﬁﬁ')ufﬁ ndtfork system with the
crypt ography server conputer systemy the cryptography

featyres\of IClaionput er systemresponds to it. For this
pur pose, the 25 cryptography server conputer system
requests strong authentication fromthe requesting

Ted”i&a‘?‘i’éatﬁpé?b‘fft%re iNOL s&{e\ti on. As reaction to this, the

T ent conputer —wor kstati on accesses a key of its

For thisepurpapeein #térag chatithomiputal hefvorksybhen f&5@rBfing out
successful authentication, the client conputer

cryplegraphiaoperationselia aneawor betyeeanca ciienttdomputeuworkstation and a
CWD@@SDT&%V%&%Y E@%ﬂg@&hslygteo ,elhatma%ﬂgntugolnqguttep(\e/vdw(ét\éﬁéﬁ and in the

cryptography server computer system, computer software programs which are set up

to communicate with each other are installed. These computer software programs
are executed so that when the client computer workstation directs a request to carry
out a cryptographic operation to the cryptography server computer system, the
cryptography server computer system responds to it. For this purpose, the
cryptography server computer system requests strong authentication from the
requesting client computer workstation. As reaction to this, the client computer
workstation accesses a key of its user, under strong authentication. In the case of
successful authentication, the client computer workstation receives a release to
initiate just one or a few cryptographic operations using the private key. According to
the invention, the private key is held on the cryptography server computer system.
The private key is not transmitted via the network (NW) but always remains in the
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30 the invention, the private key is held on the
UBSQY Pt ogr aphy server .corrputer_eqﬁystem The private key
PCT}E?Z&J% oobs nsmtted via the network (NW but always

refmarns in the UBSAG -8- PCT/ EP2006/ 009861

cryptography server conputer system The cryptographic

operation(s) is/are permtted only within a defined,

BB S S 0 G
perimiteed BAlySQthines efinkt)isRBrtQseriddnter é&@éss‘ﬁ‘j’lrﬂti}{h&ﬁtication, to carry

wor kst ati on has requested. The client conputer
outibe kstriographis operation(sy whichuapplictiom erognapt sefheate iinning on

the ZEFRG EArEPUteh HRStaOR Pes SeduRsted. TS ¢k EpBIRUGH. Walkstagion
mallE e et OF PG5 pRidraGiE Bsarfatf St aitnu® iBs bt
proglanesbdftwargut er workstation is informed w th which

cryptography server conputer systemthe connection
exi sts (server authentication), and the key is

ot by, th tr thentication, because it is
mﬁéﬁﬁ&&é@ﬁ@%w%eaﬁetmr k, but always renmains
So-¢dlel Wﬁaﬁ-‘iﬁ(—ﬁ‘i@ﬁﬂé@@%’qtﬁkg %['e E{?ﬂﬂd’é@ rsiﬁééi@%&e Bnd Eﬁgﬁguration

private key is ava o0 the user. ant ageo

accardirfg guthet inverstiamthedeiept compater workstationny emfolrdad Wigh which
cr rpt %gr aphi c operations can include signing a hash
CWRF@%/ @Y SepeE IcppIRUter systerortbe corpgctigroexiatst(serveasethsntication),

o B ST L DSOS LA B e
via thesheWorR b HivEY P Rethails s ?gﬁfd@%?ﬁyggéﬁ’ér cB u?:{ar KRtem;

aut henti cation server. For st g au nticatl on,

but theyprivatatkeyris aeaileblevho the userval i d for a short tine,
and/or 25 once, and/or is dynam cally generated can
be exchanged between the client conputer workstation

AdvEREbBSs €6 G g Bevabo IR A SO [0

The anyptdgmpihi&bm_atiemmn ﬂTcI@delTéibﬂihg dhEeY Palue dPideeFypting a secret
strong aut hentications are possi bl thin

e and usable w
key.t he framework of the present invention.

In the case of the server-client computer network system according to the invention,
the cryptography server computer system may additionally have a proxy server

and/or an authentication server.

For strong authentication, a legitimation means which is valid for a short time, and/or
once, and/or is dynamically generated can be exchanged between the client
computer workstation and the cryptography server computer system. In particular,
the legitimation means can be a password, an identifying label, or similar. However,
other strong authentications are possible and usable within the framework of the

present invention.
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30 UBS AG - 9 - PCT/ EP2006/ 009861 In the case of the
UBS rver-client conputer netvvg:#gl system according to the
PCT)EBY&)@}OB%& the strong authentication is inplenented

in~a conputer software programin the «client conputer

wor kst ati on. The conputer software programin the

client conputer workstation preferably requests a

i e b B, AP SR o b enon,
the strong taekhentrbeoh iiblairiepted e coFBUte SoRGIHrE br&drahSin the

entered, initiates the strong authentication.
cliertiearneuten merkstatiomeThrecaraputer iseftivace program inehealignt computer

i N CRT TN L M ——
wSPBRAES )8 1 9%kt SRR Bl Sty on e

the uber'cidentifiercioraptiéret, imMtiatas ahé efrondabeictitioatiér t he
invention, the client conputer workstation invites a

user to enter his or her contract nunber or anot he!r
to the server js

Furth ey el Eianoniite DEbiCHshen aerordng 1o the
i | hi f t
rvenEag s AT SRR 38tk OO Bl ot

systempaadéf thenauthenticatiost is woarect rsdteassiul auttertiRaBon iPgignalled to
the client conputer workstation, after his or her

the chigntcompaiter workstatiogd, outputs a character string for
the user (e.g. on a screen or simlar). The user nust
enter this character string into a separate conputer

According 8l thernedritiorb tye Widrt ddnfputeedRHREARIERMVItEES L%E:F] ?? enter his

few m nutes). Previously, the separate conputer
or hereordtath ettmher oy amotheridentifidr by which, tharnstitbeors,eouhederver

chip card s..activated . means of a PIN which was
comiiHef. sViem HER B the T ishes i sy acciiss, @ ndeniy the user.
> -uni ) =T er
At ODOT A R OB, bk cos P VA EKEL EY SR TR e
netwarrk ispgfemi adtordikg to whe Giveingionetisk Elfent kenpukd: weAdtation, after his
using a 25 conbination rule, and outputs a response
or h%ﬁ?%@ﬁ%’rls nferad, eutpukea gharactarsiring dor thenyser {etchion a screen
: 0 r.string into the cljent conputer .
or s ROTRE (SRP FRRL Pt s k8 S e PO St un
(prefepdtiy athine HrédeterMherite drtt fevf RIMARSE I‘?Q\ﬂb@ﬁ%,efhe sgparate
string to the cryptography server conputer system
compiuies uhi§ wasecarinectedbiio a seeuradtchipecardhapd the deduaed ¢hip card was
: ' i t An advant
actlvg'tlfat eyn Fn'e%%ts Io gl ﬁﬁ(lswﬁmw was l%nc\alveﬁ tg %ﬁe user (e.g. by entry by the user
via a keyboard of the computer unit). The separate computer unit with the chip card
then combines the character string with a key which is held in the chip card, using a
combination rule, and outputs a response character string to the user. The user
enters this response character string into the client computer workstation (e.g. via a
keyboard). The client computer workstation sends this response character string to

the cryptography server computer system.

This is therefore an interactive, chip-card-based authentication system. An advantage
of this method is the short time for which the key/data is valid. Also, the procedure
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of this nethod is the short time for which the
upskgy/ data is valid. Also, th_e1 rocedure UBSAG - 10-
/ 009861 according to the invention ensures
a §¢Eﬁﬁ%&§ode is not generated until the call is set
up. This code is recalcul ated each tine, and is only
valid for a short tine. A key is stored on the chip

scchRjly 1 e FBLN BREAH Bl e BB e s e

up. it iBBYalSEIBteRS edPMiHE CanE Sdavalld forSa SI98H: €ite. A key is
the chip card is protected, and can neither be copled

storiegroruthscthip eardyyandtiniunifuely assesiatérwithse(aintractual) relationship
securjity e ed via the

betfBER i LSS MenB ALyt the COiRlbGRgPhS SEResT CRUmMeTosystem. The

. t i .
condhy 08 S Bt ShA A TR P bl Mo cosed b
third yatttes) becsisecalptherstRUARY tldhentO AR Adldrararsiited vidhe Internet

character string which is output to the user is

SIMeEIARMWEY. wi t h the (preferably symmetrical) private
key which is held in the server conputer system The
result of the conmbination is conpared with the
A e n The seveh EoUIHVERA, (gt Brecisdlydteferably
in theicyptagraphyasetventomputerrsydten s usingren bpiskopéiaténéombination rule,
i ent conputer workstation. If the authentication is

the EhaiBites SUTRA GRS Rpik oy the sisends Gormbiogslavith e aretasably

. L cation o t up the desired
oA AR 8 B A S s of
the coOMbRIatIBN s BBIMPAFbdPith 2hE Yé%n%étchﬁféél?éroﬁﬁtﬁgmrﬁch the user

operations in a server-client conputer ne syst em
entered inforibe whient campiten workstation. I dtheyaeree, socdessfal Bathentication

. .an crypt agraphy server conputer systemwth the

e s'%'?%ﬁ@rtpi %E Cf{ﬁ'at gqrﬁa%"@r wrgﬁﬁgm-ned above. The
invention al so concerns a server conputer system and
a client conputer workstation, which are configured

If theralithentipationésl uhsuctassful, ohie caﬁmphténssdmm@cbrogrmltérmmates the
conmput er program product w th conputer-execufable

ComBRBralion sBijdaes e et updhe desised aonnemtiondn bel first placs a
subj ect of the invention. The program object code, if
executed in one or nore conmputers, is set up to cause

The tveREibh &leOcBHee ' i
one of t%he pr ecggsi ﬂgﬁ%ﬁg{}g%ﬁ?@@@tvﬁ@ﬁﬂhﬁé BSeIIaﬂons i

servenaliant compuseroetivosk system via a network between a client computer

workstation and a cryptography server computer system with the properties and

features explained above. The invention also concerns a server computer system and
a client computer workstation, which are configured and programmed to carry out
this method.

Finally, a computer program product with computer-executable program object code

to implement the method is also a subject of the invention. The program object code,
if executed in one or more computers, is set up to cause a secure computer network

connection according to one of the preceding claims in a server-client computer

network system.
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UBS AG - 11 - PCT/ EP2006/ 009861 Brief description of
ustape draw ngs O her propert!gg _advant ages, possible
PCT ﬂm&h6§%&ons and alternativ % are illustrated in the

escription bel ow of enbodi ments of the invention,

with reference to the s figures. In Fig. 1, a

configuration of a server-client conputer network

system according to the invention is shown

schematically; In Fig. 2, a flow of the steps which
Brief besationrofche @itbwiRRPUt er network 10 system

according to the invention executes is shown
Otheic popettiasa dyantages;i ppssibde mddificatiors and attenfatives ardlliestrated

. aCcryptogr.aphi ¢ operations are shown in tabular form
n t%égﬁ'%ﬁpé.begzw Q?Pmd&mem'ﬁé)fstp@ pRVeRkioBhWithgefesence to the
figuxecuted according to the is invention for strong
aut hentication is shown schematically. t filed
description of etRbo2dl nents ac grO ngto the fnvernto

Fi q@ 1 shows a server-client conputer network system
InFigslzarry out acenfigea@tiaptofa serper-dianticompiuteraneteiono system

5 e TR Bt B
i i3} ance{ oyl ahe PRI Pl B pevor

access,
anong ot her systergsaccarding yptiegimvehtios exEaites @ HoVET
system KS. Additionally, on the side of the bank

custoner, th maticglli¢epar at e conputer unit with a

chbp card, j C . he ' ed by entering.a PIN ,
ol FIEé Qghown i nv@leg&tgg&f%eo@ééé@@é F'&'Pﬁ?%ﬁpﬁ'ﬁcqg%%%onsr?re shown in

addi tion to taB8latFoehyBh@Ir aphy server conputer system

KS al so a proxy server ProxS - which is connected in
InFigrnt of it a flawdofaheatiepewhichanusinbe exe@itedatiiding to the

Comput er software ograns sef up to conmuni cate with
each ot her dP&eW@fémSé@ngnauttﬂﬁ%tl@tioerls sbewpcematically.
wor kstation CA5 and in the cryptography server
conputer 30 system KS. These conputer software

Detajled desariptmneofesrrbodiatbng® atdttinghtethk hevertiognt

. copputer workstation OA5 directs a request to carry

Fig. b ghows @rsabvergelisk cemppieranetwerisgstam talaarry out cryptographic

operations via a network NW, e.g. the Internet. Communication takes place between

a client computer workstation CWS, for instance the PC of a bank customer with
Internet access, and a server farm SF of the bank, including, among other things, a
cryptography server computer system KS. Additionally, on the side of the bank
customer, there is a separate computer unit with a chip card, which can be activated
by entering a PIN. As shown in Fig. 1, the server farm SF includes in addition to the
cryptography server computer system KS also a proxy server ProxS - which is
connected in front of it - and an authentication server AuthS.

Computer software programs set up to communicate with each other are installed in
the client computer workstation CWS and in the cryptography server computer
system KS. These computer software programs are executed so that when the client
computer workstation CWS directs a request to carry out a cryptographic operation
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- PCT/ EP2006/ 009861 to the cryptography server
Uss GaMputer system KS, t he cry_p]éé)graphy server comnputer
PCT/EMZS)%?@&%? responds to it. The& flow of these prograns
an fow of the steps that nust be executed for 5
strong authentication are shown in Figs. 2 and 3.
First, the cryptography server conputer system KS

r {catj { [ estin
o PSRt SR ep LB Ght s, T Red BT SRR computer
systeRROr&spomeis!eatiat i on CWE then accesses a key of its
user, under strong authentication. The details of
this are described belowwith reference to Fig. 3. In

t he se of successful authentication, the client
The iy of BiesadiRGmsts shd Biasfpw i the staps that giss becxecuted for

LDt 1 ryptographi c operations
stroh@ia%l?%rﬁgbg@? 92‘?2’“‘{’3&9% Eﬁg’v%%h:g private key privKis

hel d on the cryptography server conputer systemKS. is
~ Al'so the cryptographic operation is permtted only
Firstithen cry piogrephy serves isompupen system KS megoeststtang. autBentication

 nutes after. suyccessful authenti jon, to carry out
frongll'@r V&USSP%HH'%‘% COFIRULET WArkghatan éﬁ} ppl i cation

program sof tware Appl running on the client conputer

wor kst ati on CW5 has requested. The client conputer

The ahientstomputer @ofkstatiors CWS tharesetebsaf a kB of its Riseg ey etrong
operation(s) available to the application program 20

autheptications elailbswef this eregdeszsibed helaw withorgferenice to Fig. 3. In the

coeELEEASHD el LA LA RS SRy eceves
reIea’%@%%iti_%té’{dsY@hé d?%yfevgéryﬁgogq?tﬁﬁﬂi@ dperdtichs @é?%;fliegﬁﬁgate key

aut henticalion can use a'l mat 1 on neans

privKalhedpifivate &eyhwivK isihetd omiidé aryptographesdh@r domputer system KS.
and can be, for instance, a

nam cal | ener at ed, . [ Ol
Also gﬁ%mcfagraﬁh | QREfATION isermiBed only Within @ defingd, short period of
abot 127 S i Ees e s R AUHIE S el el 38 R Reryptographic
operatioe Whictoam @pplicationksrogkdr %o%rélvs\%gt lfl%éfiﬁg’ Bh@HE 2REM computer

server _conmputer systemKS. 30 UB
workstatiorrQYGeasoegeestedg The cliertworpietef warkstation CWS makes the

resurﬁ?ﬁglﬁé %Hp%ggrvéﬁphlr& c?ﬁerrgtri]&w(%%oﬁ%ilec% J:hoenaﬁl\é]ljcgtqorim %régrg}n
software.

As shown in Fig. 2a, the cryptographic operations can include signing a hash value or
decrypting a key, which can be a symmetrical key and/or a private key.

As shown in Fig. 2b, strong authentication can use a legitimation means which is
valid for a short time, and/or once, and/or is dynamically generated, and can be, for
instance, a password, an identifying label, a result of a challenge-response sequence
(challenge-response method) or similar, and is exchanged between the client
computer workstation CWS and the cryptography server computer system KS.
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partly - inplenented in a conputer software program
uBs' ning in the client conpyz?é_ workstation CWs. This
PCT &géfgoftmare programin*the client conputer
$%n cns requests a user, in a dialogue, to
enter his or her identifier which s identifies himor
her to the cryptography server conputer system KS.

Fig gy pfows B 35S 4 At etioneuth sbBuB 2 RS ticab G NGRS ot least
parffpt imbléf’né?ﬂé@‘ﬁ%;Sco@ﬂﬁggﬁig&%&ﬁ%&ﬁﬁﬁ?p)ﬁ/rﬁiﬂgdﬁgﬁgﬁent computer

aut hentication i s

workstiation @UBpThisrcomymitensdfwaranstogfarh e tise bt icoffiutan
[ rrect, successful authentication is signalled to

workpigtieni Qe re@Wesle arusebrirst dilagectesentandicon kertidentifier which
R o BB et Bl S v users
idergtifiér iienteped, tidonfiiter séft\)v§rec|5‘|%g?é‘1ﬁ Thitiatds' the s'tl%hgniat

3s separate conputer unit. The séparate conputer
authenticafiorvi ousl y have been connected to a secured chip

card and activated by neans of a PIN. The separate

conmputer unit with the chip card conbines the entered

i ek L ' ' ld,.in.t hi
ror 88 8, A A P or S0l AR i e
crypiography lservep tompusertsyseerA NS aneRHRC bethehtiatith is Q:oh‘é%t,
user. The user nust enter this 20 response character

sucepssiiuh guthengicatien isl sigmalleddopibe alienbedrs paiter ovorkststioT IGAVS.
client conputer workstation CA5 sends the response
character string to the cryptography server conputer

The SHEMEEBHHSULEP WAAKSAEOR ICHFS | Ser Jﬁ%‘m B ‘iﬁl@ﬁd’%ﬂﬁﬁ%r Rl érigg&d, outputs a

output to the user Is corfblne e secr et

Charieter string for thafusegraret theonsartreustsarteethiStharactehtring into a
server conputer_system SF, using an appropriate
SepYBHLFHBPYISH Unift heprparale Gpmputer unit mishibrevioushnhaee been

. t he ¢ch t tri pch th
conf{@ERFEFH SHEbR B EASPIRE SR8 BT Bho 0P BT st
compyer unRONER the URRRSH oy BN ST dhodoP SRR 2 key
whichds helb oot 6ardpatsingta ChmbirationIruleSahessepatateomputer unit
thengﬁgBﬁfs% ﬁé]s%{g)\ﬁgé Eh%ly 2 e{ggfi.%.’ém? %ﬁ%@nrg d %gtw;ap éms%ge%?eprhtlh(i:s
respSRSPERFacteP %Wﬁﬁﬂ&@?hé %é?rtecﬁﬁ?p&er HoMR QG RBIG. S Gilent

conputer syste
computer workstation CWS sends the response character string to the cryptography

server computer system KS for authentication.

The character string output to the user is combined with the secret key held in the
server computer system SF in the server computer system SF, using an appropriate
combination rule. The result of this combination is compared with the response
character string which the user entered into the client computer workstation. If they
agree, successful authentication is signalled to the client computer workstation CWS.
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in the client conputer workstation (CA5) and in the
UBsCAY Pt ogr aphy server conputer 14system (KS) conputer

p (y@(? gd)f ograms which are set up to conmunicate wth
. Ee)\ac déo(%qher are installed and executed, so that when

the client conputer workstation (CW5) directs a
request to carry out a cryptographic operation to the
cryptography server conputer system (KS), the

crypt ography server conputer system (KS) responds to
it, characterized in that is the request is responded

' P the cryptography server conputer system
Pa Eidifi ests strong authentication fromthe
requesting client conputer workstation (CW5),
wher eupon the client conmputer workstation (CW\5)

1. accw¥ersClienp computerastwork sysgmofor catryingseut anpptiographic

opeShEGSR 4 P T Ieeinn Be ESRoES Sydktton () and
' j to initiate just

cryiROREHT Sl Coftel SERLERST MPERATC Loing the

in the iclientecomeyutép wovkStation E0WSH andtiheh@ thypdgralshy seiler inputer

is held on the cryptography server conputer system _
systers(KS hermpeter sofinane Pragsamsi whichare setusp ko comymurticate with

cach o RaBgH 2P SR, S5 AR e R B Shstation
. . R4 L |

(O et BT e to LBy i U RFEENIE SPerctidl o tnBRFyfaraphy

serveteconputensgyshermi (KSopiveatry progss phwhsareraqgrhpatet ispstem (KS)

rogram software running on the client conputer
resp&g}a% 92{%4 on (CWB) has requested, wherein 30 1.1. the

t&MedS er workstation (CW5) makes the result of
Chaﬁwde: crfljgl gg?l"laphi c operation(s) available to the

the agqlast & respoptdedt@in Seit thetrptédapifrsent? computer system (KS
PCT/ EP2006P009861 2. Serverfyc?l(il)%)rnpﬁ?onputer r?etvvoryk (K9)

requspss sirpne authantigation &om the raquestipg ictentoqoenputep norkstation
C cording to daim1l, in which the cryptographic
( V@Er ations include 2.1. signing a hash value or 2.2.

whe8GporPiHe dieht EBMputklahEHatation (CWS) accesses a private key (privK) of
its user upon strong authentication, and
in the case of successful authentication, the client computer workstation (CWS)
receives a release to initiate just one or a few cryptographic operations using the
private key (privK), wherein
- the private key (privK) is held on the cryptography server computer system
(KS), and not communicated via the network (NW), but always remains in
the cryptography server computer system (KS), and
- the cryptographic operation(s) is/are permitted only within a defined, short
period after successful authentication, in order to
carry out the cryptographic operation(s) which application program software running
on the client computer workstation (CWS) has requested, wherein
1.1. the client computer workstation (CWS) makes the result of the cryptographic
operation(s) available to the application program software.
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s 2.2.1. the key can be symretrical or asymetrical,
[or 2.2.2. a private or ﬁ§secret key. 3.

uB ; - 8 .
r - ent conputer network system according to
) %{@/Wgéﬁl‘l 2, wherein the cryptography server
conmput er system (KS) additionally has a proxy server
(ProxS) 10 and an authentication server (AuthS). 4.

L N e T
PO IoGa b ORI ARSI ki

2.1onsigningnalhash vdlugé.&@. dynanic, and i s exchanged between
client conmputer workstation (CW5) and the

th
2-20rSS‘EWBPB%ﬁ)}(eé’eN@Fe'Boeruter Eystem(KS). 20 5. t
S - gL L ent rk_system according to
& 4 The KBy A B F Bl Rl A RRRE Ty
PasER, th pAvatedd sdcrbtigey. abel or a result of a
chal | enge- response sequence. 25 6. Server-client

computer network systemaccording to daim4 or 5, in
strong authentication is inplenented in a

3 ,C,,,g} ch % aleegl BFPWger YRk sYsierheccordiagto GaimplioeR, wherein the

. td j e ftwar
Cry G Ve Ot SR ) e RS 1 e Tproxs)
andramaalskfeatiaatttirﬁser_vel_‘ @l(lﬂ:hsp.' y in a di al ogue, to enter
his or her identifier which 30 identifies himor her

to the cryptography server conputer system (KS), and

'S i i, fi [ ered, initiates_ .
4. BBl EORRURE nehwpt S tes Seebiiag 1 one of Jaims ™ £5'3, in
whidcT/ EP2006/ 009861 7. Server-client conputer network
system according to Claim6, in which in the

4.1.ctypsiwgngpbthentication ceepatiegitiswsibaméads) whichls the
legitimatjon nmeans of strong authentication is
ch&8ckdd Vaighforsa short time,tangl/aiut hent i cation is correct,

Suﬁ?ﬁﬁ?(/'e”id BHEQ%HCI/&a“ on is signalled to the

4.1.3. dynamic,
and is exchanged between the client computer workstation (CWS) and the
cryptography server computer system (KS).

5. Server-client computer network system according to Claim 4, wherein the
legitimation means is a password, an identifying label or a result of a challenge-

response sequence.

6.  Server-client computer network system according to Claim 4 or 5, in which the

strong authentication is implemented in a computer software program in the client

computer workstation (CWS), wherein

6.1. the computer software program in the client computer workstation (CWS)
requests a user, preferably in a dialogue, to enter his or her identifier which
identifies him or her to the cryptography server computer system (KS), and

6.2. after the user's identifier is entered, initiates the strong authentication.
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client conmputer workstation (CW5). 8. Server-client

upLRPUt er network system accgr%i_ng to daimé6, in which

Pcizlﬂfzo&é 60@?5 comput er wor kst ati“on (CW5), after his or
I‘/1er |éen |]Ti er is entered, outputs a 10 character
string for the user, and the user nust enter this
character string into a separate conputer unit, which
was previously connected to a secured chip card, and
was activated by neans of a PIN, whereupon the

7. sepavei-eli | ' i rctai ' I
e o O o e O 18 o B et in the
cryptograghycsernger cempytensiystena(K9pbi nati on rul e, and

0 ts,.to,the user response character string 1s
7.1 hBeq 08 mgaTss ofstad RWnENHFRLIGR is checkeshand

er

72,3 % SleRa s RSt e Ay BRanig T bRyea to the
c atiierit esmpeabestvedrkétisBibn f(Cwsut henti cation. 9.
Server-client conputer network system according to

Gaim8, in whichin the 20 server conputer system
5. { et e VB, B 5 SRTARE R il 16 whih thecret
confiel WRRGHIon LSl 41T s EEhel Riantifer Kefibred onblireie
chatdater stsipgrfeethehaserc tind the usemmushenterthis dhaeict@néteihgdnto a

into the client conputer workstation, and if they
Sepa@té@,Ompé@%rc@ygfvumlggmasepwwtymninect@ngtnaa peaiired chipecard, and

wai b BTRES AL R SH R4 Bl ol SRBIES e win e
BNl St S
carg usinga @grrmmmicmmﬂe;rand;wnpug tos&%er(dﬁ?)spomfe;clﬂracﬂen string
.t.h [ i 3t at an e
whith So BFTLBHSE SRRy GitodBhshieas compste) Washaipkiep (ORipand hich the
clie RSB, RSB (IR 200 5 o pS QY L ot
systehe(K3) fenautiemicagon.wor kst ati on UBS AG - 17 -
PCT/ EP2006/ 009861 (CW5) directs a request to carry out

a cryptographic operation to the cryptography server
9. ¢ SRR EOrRRlet Hetw DB eyl AR 1S ElpIFrB AT I the
server computer system (SF), using an appropriate combination rule, the character
string which is output to the user is combined with the private key (privK) which is
held in the server computer system (SF), and compared with the response character
string which the user entered into the client computer workstation, and if they agree,
successful authentication is signalled to the client computer workstation (CWS).

10.  Method of carrying out cryptographic operations in a server-client computer
network system via a network (NW) between a client computer workstation (CWS)
and a cryptography server computer system (KS), wherein

in the client computer workstation (CWS) and in the cryptography server computer
system (KS), computer software programs which are set up to communicate with
each other are installed and executed, so that when the client computer workstation
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S the request is responded to in that he cryptography
upsSEY ver conput er system (KS) 2e__quests_strong
Pcrﬁgﬁtg{n@{ggﬁti on fromthe requ& ting client conputer

n (CW5), whereupon the client conputer

wor kst ati on (CW5) accesses a private key (privK) of
its user upon strong authentication, and 10 in the

(O3 fctts RIROERI oo A bSRkePont Bhetatch to R kidGraphy
serfiCcaip el SYtemyIKDIERPEYPIARREPR) saver E@hg@&é’e%??tgm (K9

private key (pri VK, - t'he privat
respendseliodt,on t he cryptography server conputer system

KS) .and i s not communi cated via the network (NW but
Cha&?&%@%@‘f‘@n@??ﬁs in is the cryptography server conputer
. - . {
e AET e 8 DT A BB S9BL BB vt (5
reqaéste rStI‘@)H? GRS catibh TR !tﬁ@?écil!bsti;hg hcﬂggﬁoﬁﬁut‘éﬁw&kﬁﬂﬁon

the cryptographi c operation(s) wh I catlon
(CWH)ogr am sof tware running on the client conputer

B30 Sl PapaeT el RO NEACEeSieets Bvatadey (Privi) of
its l?sre)‘%%ﬂ@mﬂgcautgeﬁﬂ@attfo nggy available to the

applTcation~program software. 11. Method according to

in ti# sase dOsudcassfbi giithehecation tieg eRenti onfReevoakSation gCWS)
include signing a hash value or decrypting a secre

receiwss a release tovinitiat jusicanadomg few ayptbgraphiceperationsusing the
- Whi rypt ography server conputer system (KS)
pnvﬁ@d%\f Lﬂﬁﬂ'ﬁy%ﬁﬁgga proxy server (ProxS) and an
aut j i
ccongiriate R (VRITE nbtbd e ciBistophEieEr capyter system
t he (Kb) amdg issnotheommaaicated via the InepivdrkigNWY butrelvey's remains in
whi %h i s UBSAG - 18- PCT/ EP2006/ 009861 13.1.1. valid
f or e SHBERIraphy sernien computer, system(Kh),@nshce, and/ or

13 Iné cryptB§iEbfic operation(s) is/are permitted only within a defined, short
period after successful authentication, in order to
carry out the cryptographic operation(s) which application program software running
on the client computer workstation (CWS) has requested, wherein
the client computer workstation (CWS) makes the result of the cryptographic
operation(s) available to the application program software.

11, Method according to Claim 10, in which the cryptographic operations include

signing a hash value or decrypting a secret key.

12.  Method according to Claim 10 or 11, in which the cryptography server
computer system (KS) additionally has a proxy server (ProxS) and an authentication
server (AuthS).

13.  Method according to one of Claims 10 to 12, in which
13.1. the strong authentication is a legitimation means which is



10

15

20

25

30

13.2. and which is exchanged between the client
upEREPUt er workstation (CW5) ang _s the cryptography
2664/ %ggputer system (KS). "T4. Method according to
g , In which the legitimation neans is a
password or an identifying |abel. 10 15. Mt hod
according to Caim13 or 14, in which the strong
aut tq i i j in a conputer software
pr og?gh%'ic\ﬁaqlpﬁgr ?:I%Pght{mhg’%@p wor kstation (CWB),

whet 8ilR. Malid.onicbcandygput er sof tware programin the
client conputer workstation (CA5) requests a user, in

a di3dleyulynamiCenter his or her identifier identifying
[ .15, h
13,3, S8 wnistjs Siehanasd Bebigdhi 4 et cambuter aukeiation (CWS) and
S i 16
e RE ooty Syl mplieb et (K7 T Phe

cryptography server conmputer system (KS) 20 16.1. the

st r‘%g)% authentication is checked, and 16.2. if the
14.detortacearding to Slaimr kb de which theslegiiimatiameeans i a password or

' | I to the client conputer workstation
Al %@wﬁng thod according to Caim15, in which the
client conmputer workstation 25 (CA5), after his or her

identifier is entered, outputs a character string for
15.t heMeihed,accarding be Clairar 1 hos 14 eintwehich tthe strbag actisentication is

. tring i.nto a separate conputer unit, which was )
IMERBE R CHRGIEr Sarnere Peearam:4d torichepbrempHied Warkstation

V@%‘ imﬂfé by neans of a PIN, whereupon the separate
(c carpu ergﬁi'unit with the chip card conbi nes the entered

15.thahacbaipusér sofgvaretprograngin W elent Tohpluter WoikieatoR [@wWsS)
card, using a conbinatiron rule, 30 and outputs to the
us dequests apisesdnchdiatague; te entardisvar bar ideatifieeidentiffing him or
enter .in UBS AG : 19 - PCT/EP2006/ 009 the client
co R I SHEZodiEPBY SPeRELoMAEE AR Ao

0 T-Ya 0 S

LSl O ot SRR o\ Bfisied . Bfofig wBReHgtn.

Met hod according to Caim17, in which in the server

conput er, system (SE), 5 using an appropriate
16. co%@thaﬁ iaﬁéorﬂmget,o daem dibain ot the gy RipDEIPhyssesvarpemputer
user is conbined with the private key (privK)
syst%ﬂ? g@ s held in the server conputer

16.1. the strong authentication is checked, and
16.2. if the authentication is correct, successful authentication is signalled to the

client computer workstation (CWS).

17. Method according to Claim 15, in which the client computer workstation
(CWS), after his or her identifier is entered, outputs a character string for the user,
and the user must enter this character string into a separate computer unit, which
was previously connected to a secured chip card, and was activated by means of a
PIN, whereupon the separate computer unit with the chip card combines the entered
character string with a key which is held in the chip card, using a combination rule,
and outputs to the user a response character string which the user must enter into
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system (SF), and conpared with the response character

UB§Aé'n9 whi ch the user entergg into the client
PCTS rkstation, and if "they agree, successfu
t enlc ion is S|gnalledtothe client conputer

wor kstation (CW5). 10 19. Server conputer system (SF),
configured and programmed to execute the nethod

g Rt GRS Bt e

(CWISY seredd tabibeasrypbgr r GrRsLitam @Vﬂé#ﬁ(‘KSp"fbrhauthentlcatlon

conput er - execut ab?e program obj ect code espondi ng
to t he net hod defi ned above, which, if it is executed

8. ool Eotra FEbRBLT oif bEBriaithe seoessopwetaToyeieen (SF),
usnzdy gﬁgﬁbﬂﬂprﬁté'c%tilﬁht%nsﬁ( & &he Chafidter"RHRY WHic BRI ORplt to the
user is combined with the private key (privK) which is held in the server computer
system (SF), and compared with the response character string which the user
entered into the client computer workstation, and if they agree, successful
authentication is signalled to the client computer workstation (CWS).

19.  Server computer system (SF), configured and programmed to execute the

method defined above.

20.  Client computer workstation (CWS), configured and programmed to execute
the method defined above.

21. Computer program product with computer-executable program object code
corresponding to the method defined above, which, if it is executed in one or more
computers, is set up to cause a secure computer network connection according to
one of the preceding claims in a server-client computer network system.



