DESCRI PTI ON ENCRYPTI ON DEVI CE AND ENCRYPTI ON METHCD
Technical Field This invention relates to an
encryption device and an encryption nmethod and, nore
particularly, applied to a case of encrypting
information (hereinafter, referred to as
identification information) that is used to prove
validly of an identification. target. Background Art
Heretof ore, an encryption device adopting a secret key
encryption nethod or a pﬂggbglbgyoﬁncryption method is
designed to create encrypted 1dentification
i nformati on by performng prescribed encryption on
identification by using encryption key information
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Background Art

Heretofore, an encryptidn device adopting‘a Secret key
encryption method or a public key encryption method is designed to
create‘encryptedridentification information by performing
-prescribed encryption on identification by using encryption key
information being stored in an internal non-volatile memory and
send this to a decryption device. |

In this case, the encryption device ensures reliability of
an encryption_funétion by preventing encryption key information
being stored. in the non-volatile meméry from being stolen. As a
method of preventing the‘encryption_key information from being
stolen, a non-volatile memory is installed between units at a deep
part of the encryption device, or a non-volatile memory and an

encryption/decryption unit for encrypting enciyption key




to Patent Reference 1). Patent Reference 1 Japanese

Pat ent Lai d-open No. 2003- 256282 However, such an
encryption device is not enough to offer reliability

of an encryption function because not only

installation of a non-volatile nenory is conplicated

but also encryption key information cannot be

prevented from being stolen fromthe non-volatile
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taceardapcemith & fiyr st aspect of the present
invention, there i1s provided an encryption device for

encrypting informati on on a confidential target,
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Example embodiments may provide an encryption device
and encryption method capable of improving reliability of an
encryption function.

-+ In accordance with é first aspect of the present
invention, there is provided an encryption device for
encrypting information on a confidential target,
comprising: creation means for creating a unique parametér
of an element group based on a signal output from the
element group internally having a plurality of elements as a
unit; and encryption means for encrypting information by
-using the unigue parameter created by the creation means.

-In accordance with a second aspect of the present
invention, there is provided an encryption method for
encrypting information on a confidential target, comprising:
a first step of creating a unique parameter of an element

group based on a signal output from the element group

internally having a




2 plurality of elenents as a unit; and a second step
of encrypting the information by using the unique
paranmeter created. |In exanple enbodi nents, information

is encrypted by using a unique paraneter of an
internal element group. This nmeans that encryption

can be perforned by using a unique paraneter that
third parties cannot detect, even in nmanufacturing,
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Brief Description of the Drawings

Fig. 1 is a block diagram showing a construction of an

identification system.

Fig. 2 is a block diagram showing a construction of an
encryption device according to this embodiment.

Fig. 3 is a schematic diagram showing a construction of an
imaging unit.

Fig. 4 is a block diagram showing a construction of a

decryption device.

Best Mode for Carrying out the Invention
One embodiment of this invention will be described in detail
with reference to the accompanying drawings.

(1) Construction of identification system



Referring to Fig. 1, reference nuneral 1 shows an
identification systemaccording to this enbodi nent, in
which a plurality of encryption devices 2 (2A to 2N
serving as communication sources are wirelessly
connected to a decryption device 3 serving as a
communi cation party so that the encryption devices 2
and the decryption device 3 can conmmuni cation vari ous
kinds of information wth each other. In this case, an
en%%%ptlon dev |ce 2 creates a characterlstlc pattern
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communication with the decryption device 3. Then the encryption
device 2 creates ‘encrypted identification information by
encrypting this identification information énd sends this to the '
decryption device-B.l |

The decryption device 3, on the other hand, restores the

. identification information by decrypting the received encrypted

‘identification information, and compares this identification-

information with corresponding registered information previously
registered.

The decryption device 3 continues the communication of

 information with the encryption device 2 only when it is

determined based on the comparison result that the user using the
encryption device 2 _sénding the identification information is a
rightful registrant.

As describedrabove, in this identification system 1, validly



4 of a user using the encryption device 2 is

determ ned by using body information on the user. (2)
Construction of encryption device Since the encryption
devices 2 (2A to 2N) are identical, the construction
of the encryption device 2A will be now descri bed.
Referring to Fig. 2, the encryption device 2Ais
conposed of an imaging unit 11 for inaging bl ood
vessel s inside a finger as an inmmging target, an
identification information creation unit 12 faor

of acPé"&F. H&Hnaeﬁber COSEVET 1ORf GeaCeoR BEsEgtermined by using
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identification 1nfqrmatlon, and a communication unit 14 for
communicating information through a communication process with a
prescribed radio communication scheme.

This imaging unit 11 is designed to image blood vessels by
using such a feature that light (near-infrared light) of near-

. infrared light bandwidth is specifically absorbed in
deoxygenization'hempglobin (venous blood) ox oxygenation
hemoglobin (arterial blood) in the blood vessels.

In actual, as shown in Fig. 3, the iméging unit 11 has one
or two or more light sources 21 for emitting near-infrared light
(three light sources are shown in Fig. 3). On the light path of
the near-infrared light which is emitted ffom the light sources 21,
a first filter 22 for allowing specific light of near-infrared

light bandwidth out of the near-infrared light to pass

therethrough, a second filter 23 for allowing light of near-



t heret hrough, a second filter 23 for allow ng Iight of
near 5 infrared |ight bandw dth which is absorbed in
venous bl oods and its adjacent |ight out of I|ight
obtained via the first filter 22 to pass

t heret hrough, and a solid imaging el enent 24 are
provided in order. In addition, the imaging unit 11
is provided with a diffusion plate 25 at a position
(hereinafter referred to as out- of-light-path
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away from the solid imaging element 24.

Furthermofe, in this imaging unit 11, a finger FG can be
~ inserted between the first filter 22 and the second filter 23, and
a shielding unit 26 for blocking the outside light in the air out
of the light'path of the near-infrared light while the finger FG
is inserted is érovided,_thereby'being capable of reducing
influences of visible light‘and ultraviolet radiation existing out
of the shielding unit 26 on the near-infrared light in imaging the
- blood vessels inside the finger FG.
In this case, when the imdging uhit 11 receives an imagiﬁg
- command while the finger FG is inserted between the first and

second filters 22 and 23, it emits near-infrared light from the

light sources 21 and irradiates the finger ¥G with the light via

. the first filter 22.

Since this near-infrared light is speeifically-absorbed in



the first filter 22. Since this near-infrared light is
specifically absorbed in 6 intrinsic henoglobin in
the bl ood vessel tissues inside the finger FG the
near-infrared |ight obtained through the finger FG
enters the solid inmaging elenent 24 via the second
filter 23 as a blood vessel pattern |ight
representing a formation pattern of the blood vesse
tissues. Then the imaging unit 11 perforns

)hot.oel ectri.c _conversion_ on the blood vessel pattern
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In this way, the imaging unit 11 can image blood vessels
inside a body as an imaging target.

The identification information creation unit 12 creates
blood vessel image data by perforﬁing A/D (Analog/Digital)
conversion on the received blood veésel image signal S1, and
extracts blood vessels of a pieviously specified region from the
_ blood vessel image based on the blood vessel imagé data. Then the
idéntification information creation unit 12 créates a formation
pattein of the extracted blood vessels as identification
information D1 and sends this to the encryption unit 13.

The eﬁcryption unit 13 has a memory (hereinafter, referred
to as encryption key info:mation memory) 13a fdr storing a |
plurality of encryption key information seqguentially created with

a prescribed algorithm, and selects and reads, for example,



to as encryption key information nenory) 13a for
storing a plurality of encryption key information
sequentially created with a prescribed algorithm and
sel ects and reads, for exanple, 7 encryption key

i nformati on D21 corresponding to a request made from
the decryption device 3 (Fig. 1) via the comuni cation
unit 14, fromthe plurality of encryption key
information D2 (D21 to D2") being stored in the

on key informatiqon nmenory 13a.. Then the
_encré’p%%t ke SRR iiBa 0] SrirrsrRadiagnErr peasst made
fron\ &Eﬁ%. Crabrapn eracd yig."5)" 138 588, sommygication unit
k f t
Sl R RS A 1R Syt op ekl i nPor TR (D2, to

t d
b2, >c§1‘%‘ﬁ. 3 f%%e%%ﬁﬁ%igngfﬁ'eﬁl?ﬂeﬁ%%cw%%rlaﬁ%a% pEnoRy 132.

Cr%ﬁ%ﬁstpgeehgﬁgﬁ %ath@ 1'nE9E Lo%g?%gptedu%F&&tification

represen vessel orm

info%%a%&ohn BdByognﬁgg'prgé tQ@%e@@%& qig g%%ﬁ;ﬁh%@ o%g

ody~can &d Tas compare

J.nfo‘%‘}na‘% (88 DAYyl hRGSP Y §: f%)& Shic Iil.gﬁ‘ﬂﬁoﬁu Brfei‘ﬁ%o%a%lon D2,

as |den i fi1cation or mat

-Wlthca%@ exAhpAESY ikpids mfspr(a\a%wc%a FntShr sh‘%"i' @g;ahla%rd), and

encryption deV|ce 2A trom pretendi ng eis a

sendse@hIk’ 2Bt the3HeERr A0kl Af QFTRLI Q) GHeatdyen
process In addition'to the above confi'guration, this

comm@RGcuptibanundeviige 2A is designed. to create a
plurality of encryption key

Since the encryption device 2A creates the identification
information Dlrrepresenting a blood vessel formation pattern
"unique to an inside of the body in this way, direct stealing from
a body qan‘be prevented as compared with a case of creating
fingerprints existing on a surface of a body asg identification
. information, thus being capable of pxéviously_preventing a user
using the encryption device 2A from prétending he/she is a
registrant. |
(3) Encryption key information creation process

In addltlon to the above conflguratlon, thlS encryptlon
' dev1ce 2A is designed to create a plurallty of encryption key
information D2 (D21 to D2,) unique to this encryption device 2A
based on a result of imaging a unifoxm imaging target with the
imaging unit 11.

In this caSé, the encryption device 2A is designed to



information D2 (D21 to D2") unique to this encryption
device 2A based on a result of imaging a uniform

i maging target with the imaging unit 11. . In this
case, the encryption device 2A is designed to 8
Perform a prescribed encryption key information
creation process every tinme when receiving a creation
request of encryption key information via the

comuni cation unit 14 fron1the decryption device 3
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willomsd indh qeatigeesi tion P2, and sends an imagi ng
command to the imaging unit 11. In this case, in the

i meatieng thel debkyphiien Fevildee didikes an cr@a%tl%nzg‘:éq%est, the
irradiated with " near-infrared |ight emtted fromth
encryption key information creation unit 15 makes the imaging unit
11 image a uniform imaging target, and creates encryption key
information based on a signal which is obtained as the imaging
- result.

In actual, the encryption key information creation unit 15
controls the diffusion plate 25 of the imaging unit 11 (Fig.-3) so
as to move from the out-of- llght—path position P1 to the on-light-
'path position P2, and sends an imaging command to the imaging unit
11.

In thiS'ease, in the imaging unit 11 (Fig. 3), the diffusion
plate 25 is irradiated with near-infrared light emitﬁed from the
-light sources 21 via the first and second filters 22 and 23 in
order, and diffuses the light toward the solid imaging element 24
as uniform‘ﬁiffused light (hereinafter, referred to as uniform
diffused light), so that the light enters the solid imaging

element 24.



l'ight sources 21 via the first and second filters 22
and 23 in order, and diffuses the |light toward the
solid imagi ng elenent 24 as uniformdiffused |ight
(hereinafter, referred to as uniform diffused light),
so that the light enters the solid imging elenent
24. 9 This solid imaging elenent 24 is provided wth
openings and Ilight collective lens corresponding to a
plurality of photoelectric conversion elenents
arranged i.n .a.matrix in the ol i.d i magi.ng el enent 24.
TheBd %o Soisgdmagdnt; SHENEaY & e PTOYHECHYAth openings and
. i ffar .S zes. . due to various causes in nuf act uring
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in manufacturing, as a noise pattern ereinarter,
refrakbiredolr@,ag %@bhﬁ&'?ﬁeE@Hﬁ%@@kr,TQ%fgggéﬁpEbOstﬁﬁiform
information creation unit 15 creatés uniforminmage
imageakagyineshonmpid £he tAkDes 3o K@ HB?OEHEEQBW creation
i mge signal S2 obtained as descCribed above, an
unitcisai@igd 2paaamat eesther enydrFormiglhethedph8tdglectric
el enment -specific paraneter) “attributé to tﬁe uni que
convezslian on Rak! anifoint e rFAlsed N1TR®ithat ehenBBlid4imaging
based on the uni que i mage data. ,
element 24 includes the variation unique to the solid imaging

element 24, which cannot be known in manufacturing, as a noise
pattern (hereinafter, referred to as variation patte:n).

The encryption key information creation unit 15 creates
_uniform image data by performing the A/D conversion on the uniform
image signal S2 obtained as described above, and creates a
parameter (hereinafter, referred to as element-specific parameter)
attribute to the unique variaﬁion pattern of the solid imaging
‘element 24 based on the unique image data. |

-In this embodiment, as a method of creating the element-
specific parameter, the encryption key information creation unit
15-calcu1ates a humming distance of a uniform image data and a
‘prescribed evaluation pattern data and creates an elemenﬁnspecific
parameter from the calculation result.

Specifically, the encryption key information creation unit

10



In this enbodi nent, as a nmethod of creating the

el ement- specific paraneter, the encryption key
information creation unit 15 cal culates a humm ng
di stance of a uniforminage data and a prescribed
eval uation pattern data and creates an

el ement-specific paraneter fromthe cal cul ati on
result. Specifically, the encryption key infornmation
creation unit 10 15 has an information nenory 15a
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' and thereby creating an elenent-specific
paraneter_ In this case, the encryption key
i nformati on creation unit

dH(X, Bgy) = ZLXi"Al = Xa

dH(X, Bgv) = 2xi"Bi=%Xb  ..... (1)

Il

~dH(x, Cgy) = 2Zxi“Ci = Xc

where i = 1 to n

Vthe encryption key information creation unit 15 calculates the
‘humming distance,Xa,le, Xc of the higher-ranked uniform image
data Z and each df.the evaluation patterns Agy, Bgy, and Cgy, and
- combines the humming-distanqes Xa, Xb and Xc, thereby creating .an
elementmspecific'parameter.

In this case, the encryption key information creation unit
15 can keep repeatability of the element-specific parametef
obtained due to a variation pattern even in a case where uniform
image data varies according to the imaging situations at the time
of imaging. This is because the element-specific parameter is

- created. from correlation results between the higher-ranked uniform.

B



15 can keep repeatability of the el enent-specific
paraneter obtained due to a variation pattern even in
a case where uniform inmage data varies according to
the imaging situations at the time of imaging. This

i s because the el enent-specific paraneter is created
fromcorrelation results between the higher-ranked
uniform 11l. inmage data X and the evaluation patterns
AEV, BEV, and CEV. In addition, in this case, the
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can becopglited asniinfb¥mation that the manufacturer of this solid
imaging element 24 and a person who stole the solid imaging
element 24 cannot know. |

Then the encryption key information creation unit 15 creates
a plurality of encryption key information p2 (D2, to D2,) with a
prescribed algorithm with thus created element-specific parameter
_as a seed, and stores or updatés the encfyption key informatién D2
in the”encryption key information memory 13a of the encryptioﬁ
uni£ 13. |

As a result, the'identification infbrmation D1 to be given
to the encryption unit 13 is converted to encrypted identification
information D3 through an encryption process using, for example,
endryption key information D2; unique to this encryption device
‘solid imaging element 24), and this‘information'is sent to the

~ decryption device 3 via the communication unit 14.
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As a result, the identification information DI to be
given to the encryption unit 13 is converted to
encrypted identification information D3 through an
encryption process using, for exanple, encryption key
i nformati on D21 unique to this encryption device
(solid imging elenent 24), and this information is
sent to the decryption device 3 via the conmmunication
unit 14. 12 Note that, when the encryption key

SR 8 O i
o e AR ALY Pt
can F&HE e iy 3§ﬁ§§aﬂt Rye F}?é‘sy%@%%’@k%?% grmation D2 in

encryption pr cess on % he enct

a daQ.?al:?H!Qe eéﬁék%#ﬁéﬂ%r% Wi 14 dcel{:réﬁ%” 5 Ly 484 Strocess or

As descri hIS encr |on

y gRYSomiSnd Ne p f@é?ﬂftlﬂécf cﬂﬂlz @dﬁb& dpytﬂés'%}%ryption

the encryption key extract from

key SlrefByMaSRACIBl GiAIARISlg t{}?é S@g‘%n@%&w dé(l:ryptlon

manuf acturing, thus naklng it po
devigiggrd ficantly inprove reliability of an encryption
function by strictly avoiding a user pretending a

I egiss ideaitir fivec@Malbeivey thels RMFHRILIOh GRYICR 2 dirypts the
Construction of decryption deviCé The decryption

identeMiicmt3ios aofmessda Wﬁﬁ'h.r@tﬁk@‘ bty pt3A&rf ey

comruni cating information through a comruni ¢ati on
infopmedeism D dertmqieeb Aydie b Hed eGP Al i) parameter that

schene, a requesting unit
cannot be known in manufacturing, thus making it possible to
.significantly improve reliability of an encryption function by
strictly avoiding a user pretending a registrant'froﬁ using the
" encryption device 2.
(4) Construction of decryption device

The decryption device 3 is composed of a communication unit
30 for communicating information through a communication process
under a prescribed'radio communication scheme, a requesting unit
31 for making various requests to the encryption devices 2 (2A to
2&), a decryption unit 32 for decrypting encrypted identification
information D3 received via the communication unit 30, a

 comparison unit 33 for performing a prescribed identification.

L procéss by using a decryption result of the decryption unit 32,

and a registration database DB.

This registration database DB stores the formation patterns

13



31 for making various requests to the encryption
devices 2 (2Ato 2N), a decryption unit 32 for
decrypting encrypted identification information D3
received via the communication unit 30, a conparison
unit 33 for performng a prescribed identification.
process by using a decryption result of the decryption
unit 32, and a registration database DB. This

regi strati on database DB stores the formation patterns

of RSl MRS Yol BT tgl%ﬂ?ithfffeo%saqa to be
imadeRf P D ql‘?a);hﬁﬁf 11%11(1,256‘ ff)lﬁk@'\%}%e:r%le% L gl tc%%zscer% 2 (2A to

encryptlon e or nat’1 of T Om

2N) HRIMBNSRR.CH fif far

) SFensnts 24lloﬂfyct he encéﬁ)tl on d%\?/l ces ]gné(% O%Z@btalHEd from
the RGeS dRINGR: - Silisd!

- e lﬁ%kéﬂéﬁeque énébﬁld (#$ﬁ§ elements

case, the requéesting u s an encry

24 dfeuinee ehdBAtibr MeiRid £ Cﬂdechﬁ’)' ﬁ ognls tration

conmmuni cati on unit 30, for ri ous con

- infor@Ritiidn QAtd Qb 1Y,0€65H18}) prescrl bed timng. The
condi tions include the nunber of encryption key

i nfror natiisorald], thél reques¥dnd @rle Used-Rplestls %n encryption
plurality of encryption key information, "and ot her

devinet er(@A o tIN)s ARy ddifiecdRe] WAld WhelWdmmddilcation unit 30,
notified of the nunber of specified encryption key

- for gnart:mmaet icemdiltni caddifidroan tiftRerteduesit kg flgﬁ:ldce%_]s %D%&escribed
quest for .creating encryption key information
tlmunh-ne@uedcohdltmoascaaeludenth¢phumbeke¢flaﬁefyptuaﬁ key
' D2 of corresponding registration
information D2, D2,,..., D2, to be used out of a plurallty'of
encryption key information, and dther matters. In this case, the
- decryption unit 32 is notified of thé number of specified
éncryption key information.
In addition, the requesting unit 31 makes a request for
- creating encryption key infbrmatipn D2 if needed. In this case,
_encryption_keyrinformation D2 of correspondiﬁg registration
information D10;, D10,, ;.., or D10, being registered .in the
-reglstratlon database DB is updated to encryption key lnformation
which is newly created by the encryption device 2 and is obtained
through a prescribed registration process or via the communication
unit 30.
| The decryption unit 32 reads registration.information 5101

corresponding to, for example, the encryption device 2A from the

. registration database DB based on a transmission source address

14



i nformati on D101, D102, ..., or D10" being registered
in the registration database DB is updated to
encryption key information which is newy created by
the encryption device 2 and is obtained through a
prescri bed registration process or via the

communi cation wunit 30. The decryption unit 32 reads
regi stration information D101 corresponding to, for
exanpl e, the encryption device 2A fromthe

: | st ' sed on, a transm.,ssion, )
e 8 AR BRI D ARl hptampntion o
. s . . . ' i ed via the .
oupe VAL R AR 0 2197, 5 s encryprion

infdrMA 1B DY) REEiRekl rednf LD %ﬁg%gggﬁathgg}:z@{ﬁ 8?}% of the

out of the plurality of encryptiron Key-~in

1udl o 8" st | inforyation D101, T
D et o et P s Qah LB i Sl k8 pgh 0 A8

regiigtirermn am e iR fPFOT.Ng the same encryption

: process as the encryption device 2A, on the encrypted
| damid idetatyb@ionNLoARII0 e dtD it ¥8lNqble iS1UHHHON
key information D21 bei ng sel ected, ang seﬁ%giﬁﬁgan

inforterttiicn At byn pefforifbiiPRHd A ACRSIRAMY Mocess as the
registration information D101 to the cdnparison unit

encrypt ifine dewipar 289N onnithe3 Brcaieds jHRe talFad tuetS§hformat ion
formation pattern of the supplied identification

D3 biynfusrimgt ithe Bhctrypthienlkesd infysak ibar mtli_ﬁeiﬁ%t k8lBcted, and
of the corresponding registration -information D101
sendgi thea igleasd fiibed ibecimifgiamationt ba a8fpabrseRpondE gt
cannot satisfy a prescribed matching | evel, the user
regiggatdon information D10; to .the comparison unit 33.

The comparison unit 33 compares the blood vessel formation
pattérn of the supplied identification information D1 to the blood
vessel iormation‘patterﬁ of the correéponding registration
 information D10, with a prescribed technique. If tﬁe comparison
 result cannot satisfy a prescribéd.matchingIlevel, the user.who is
- using the encryption device éA and sent the idenfification
_ iﬁformation D1 is determined as a third party and the |
‘commuhication unit 30 is controlled so as to stop communication of
information with the encryption device 2A.

When the prescribed matching level is obtained,.the
compaiison.unit 34 determines the user using the encryption device
2A sending the identification information D1 as a rightful user.

In this case, the comparison unit 33 controls the communication

unit 30 so as to communicate information between the encryption

15



.using the encryption device 2A and sent the
identification information D is determ ned as a
third party and the comunication unit 30 is
controlled so as to stop conmuni cation of information
with the encryption device 2A. Wen the prescribed

mat ching | evel is obtained, the conparison unit 34
deternmi nes the user using the encryption device 2A
sending the identification information D1 as a

devidd @Pf%{nd‘sﬁf 1n1!é}:rf:ﬁ' %n%%ﬂaéiqoe%gp%?gz%if;s% li'ﬂliitt-g(er’lot shown) .

control's the commnication uni (

oM U L B E U 985 pnic of
Perigde}g:i{icr?g—_\@?@s .iggeggzt}%%ﬂi%g? .fxgkr%%y ngs :tﬁr:.u?sg_g{%’ i&;h;ega dentification
ineRAgES, I (B0 Vel 0 A o AT 10,0 moay

and it HIDHPHION KW IHRIWIRld i B2 AMdiined fqr:%gi AN element-

el ement - specific paraneter unique to the so

spedilfig iR remesRHt udd.quied ) ORYAtdAN PR HEC 3 effenithiss .

enbodi ment According to the above configuration, this

{6) eopeyptiion dmdi E€fedtb28+5t @h2D) efib8@ERENAN
el enment-specific paranmeter unique to the solid

| magicogdéhgment thé¢ hboed ebnZ igdirhenni, TeHe sSkdsypPlon device
output fromthe solid inmaging elenment 24 as a resSult

2 (28f tom@gi)ngraatieist anme liemegith@pearigdc purohetefginigue to the
unit 11. Then the encryption device 2 (2A to 2N) ,
- solighdmagtigt kd.emieddn Ri4f baatddoon Bf antEoiran idagey suginAd. S2 output
t he prescribed encryption key information D2 obtai ned
frony the spdid émegtingpediehientp@damet @r result of imaging a uniform
imaging target by the imaging unit 11.
Then the ehcryption device 2 (2A to 2N) encrypts the
| identification information D1 by using the prescribed encryption
- key information‘Dz obtained from the element-specific parameter.
Therefore, the encryption device 2 (2A to 2N) is capable of
creating encryption key information D2 obtained from the element-
specific parameter, which can be known by third parties even in
manufacturing, without previously storing encryption keys in a
non-volatile memory[lunlike conventional systems,'resulting in
being capable of‘ensuring confidentiality of the identification
information D1 easily.
According to the above confiquration, anelément—sPecific

parameter unique to the solid imaging element 24 is created based

on a uniform image signal S2 output from the solid imaging element
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Therefore, the encryption device 2 (2Ato 2N) is

capabl e of creating encryption key information D2

obtained fromthe el enent- specific paraneter, which

can be known by third parties even in rmanufacturing,

wi t hout previously storing encryption keys in a

non-vol atil e nenory, unlike conventional systens,

resulting in being capable of ensuring

confidentiality of the identification information D

asi Ly. cordi, .0t he ahbqve canfiguration, .an -
24 a3 o iUl MG, B B el Wi e Sty andt ehe
‘ [ [ 2] e i.s, Ccrgat.ed a. uniform. .
LdentTRIcaE iBnd Mo rihe b T HE DRa Sy W e Erdhed
. a r: fs ' Unj ' i r get .o
encrfRrdbn el JERdnationh MhsA id Yol B M i opecitic
para pr r - IO Qr s :
P e g ST BAE I St i Rl ddt ity of the
idenk8ifAe a&aRAD; ] fil ol ; iabili
T identi ficat ilglﬁrg\f% jepcd i@g‘n%%%l&igﬁh?a alﬁ?fio%ﬁé{:?ﬁghablhty of
the eabirgpitlichy Mhcthla .encryption function. (6) other

- enbodi nments Note that the above enbodi ment has
(6) desiter bedbadémestwhere a creation neans for creating

a uni que paraneter of an elenment group based on a

sigoak olibputhbr aboieeepbodebndl AHE UBEEFABLLY ahd¥kBIwhere a

a plurality of elenents as a unit creates an ,
creatlienentaspedoli erepaiagebennigueUparaneterselfi dn element group

- imagi ng el enent 24 based on a uniforminage signal S2

basedubput Bigmad phipali fyoaf theoedeests gougpoivntesn@lly having

el ements arranged in the solid inmging el ement 24.
a plurality of elements as a unit creates an element-specific

parametér uniqué to the solid imaging element 24 based on a
‘uniform image signal S2 output from a plurality of photoélectric
conversion elements arranged in the solid imaging eiement 24.

_ This invention, however, is not limited to this and a unique
'paraméter can be created based on a signal output from, for

- example, a piezoélectric element group of a touch pad.

; Alternatively, a unique parameter of an element group having é
group of active elements or passive elements as a unit can be
created.

In this case, even if the element group.is composed of one
or plurél kinds of elements, the same effects as the above
.émbodiment can be obtained.

Further, the above embodiment has described a case where the

' creatiop means creates a unique parameter by directly calculating
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This invention, however, is not Iimted to this and a
uni que paraneter can be created based on a signa
output from for exanple, a piezoelectric el enment
group of a touch pad. Alternatively, a unique
paraneter of an el ement group having a group of
active elenents or passive elenents as a unit can be
created. In this case, even if the elenent group is
conposed of one or plural kinds of elenments, the sane

ol e S0 PRI Uar che unitom

PR N i SRV S
eval e IS G4 QM UES) BE! Weely Q.é‘t %hin n“:{ hf:etdﬂ_[l%é of,n L a%r}] information

i mge signal S2 out put from an-elere group - an

memdty f&&0ping aupl pald Hh patfeids AR ccﬁ@ﬁnﬁé{;;d eicﬂﬁatx.on

stored in an i nformation nenory serving or age

resuTBa i @y I BN tdiei&al Calhatd 9 veh%i%htshb%e@er, is not
prescribed order. This invention, however, isS no

limited ties H10id birkd aner F(’?"ééif%ul@é&:r 'ﬁan@ﬁﬁt{ ord’Qn (‘t?e” performed

be perforned on data of the uniforminmage S|gna

on dartch aaf ciHeAturQiF o res Uty fs idHamMg a‘-‘ﬂcﬁtc?d?lﬁﬁﬂaoéldlh'l%sults of
result and the evaluation patterns AEV, BEV, and

humnciary bkl stenieredf Aty nadduel )ancﬁrtli@\é&faiﬁaﬁ'ﬁr?%ﬂiferns Rav,
performed on only data of | ow frequency conponents out

Bev, 0dnd €g@sohh bef cohbihEd. anltébeatbselys & e 88 FFT can be
di stances of the FFT result and the eval uation

per fisamtest s ARy BELa afd kY frasqdicodonither@s dWESE a result
processing results can be conbined. By doing this, a

of the JIRY, and the results of humming distances of the FFT result

and the evaluation patterns Apy, Bry, and Czy can be combined. Or

these processing results can be combined. By doing this, a unique

parameterrwith high confidentiality and repeatability can be
created, thus making is possible to significantly improve
reliability of the encryption function.

In this case, the encryption key information creation unit
15 makes the imaging unit il image the diffusion ﬁlate 25 and
creates a unique parameter as encryption key information based on
a signal obtained as the imaging result. This invention, however,

is not limited to this and the imaging unit 11 can image another

uniform imaging target other than the diffusion plate 25, or only

a unique parameter can be created without creating the encryption
key-infprmation. In short, another kind of creation unit for

creating a unique parameter can be used.
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paranmeter with high confidentiality and repeatability
can be created, thus naking is possible to
significantly inprove reliability of the encryption
function. In this case, the encryption key information
creation unit 15 nakes the inmaging unit 11 imge the
diffusion plate 25 and creates a unique paraneter as
encryption key informati on based on a signal obtained
as the imaging result. This invention, however, is
noty i JA : t:hi I maging unit 11 can image. .
anoﬁﬂhea[radﬁ%c%rg'r rﬁtﬂl zcalgﬁgé$%? @e‘?rgcoﬁi%eqlqlhdﬁ?yt H@forma%:mn 18
e j ' ' ar amet er__can. be
reRl et ar Y PHAE vien M Miest B SRR RIA R UK key
inforus i . shayt ryki f. Cr ion unit
- for icrfdeaﬁ] nrgéd;luni quﬁer%g?%%t%ér%%&boen ucgeg}cf‘.co%; -2 the
commafitidd O0ibn idh {thi1 Cag,; i k ' r i i S . .
creat ed everfu?ﬁﬁé ngﬁszqgéﬁﬁéggﬂ?oﬁxg%g% Vgg% ot Yimited to
thisnaly Bas kasadPrmiiny don scaives (oM FE{LE only
decryption device 3 via the comuni cat’ion uni i
manubdctumentiia® . however, is not limted to this and
ot her creation timng can be used, such as only c
e Fuiradiedr,i BG bnMevalwsitidn pRteVal Yalde? itRld Y¥vhluation
.a prescribed evaluation pattern is stored in an
patterfiorimatstoredeim n Thiforemenid GmorfOVWeYRE 5§ §vBAk ion,
' limted to this and a plurality of eval uation '
- howegyem,erires nexte 1dindrted ito s igHDraTRIWGRA ITRRDOE @Rk @ation
: prescribed nunber of evaluation patterns can be '
patteginsctea fatomedhdse they dlofairneit ival RMdSy and a prescribed
Alternatively, a different eval uation
number of evaluation patterns can be selected from these

evaluation patterns. Alternatively, a different evaluation
pattern is selected according to a reéuest of the decryption
device 3. Alternatively, an evaluation pattern created with a
prescribed algorithm at prescribed timing can be stored iﬁ the
 information memory. By doing this, even if identification
| information D1 is stolen or even if an evaluation battern is
"decrypted from encryption keylinformation, corresponding
eyaluation pattern cannot be used, thus mdking'it possible to
~significantly improve reliability of the encr¥yption function.
Furthermore,lthree-kinds of evaluation patterns are stored
in the information memory as the number .of evaluation patterns.
This invention, howéver, is not'iimited to ﬁhisrand the same
_effeéts as the above embodiment.can be obtained, provided that at

. least two evaluation patterns are stored in the information. memory.
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pattern is selected according to a request of the
decryption device 3. Alternatively, an evaluation
pattern created with a prescribed algorithm at
prescribed timng can be stored in the informtion
menory. By doing this, even if identification
information DI is stolen or even if an evaluation
pattern is decrypted fromencryption key informtion,
correspondi ng evaluation pattern cannot be used, thus
MBlGh 1S H e rRASS) t [ g | tlLy.nprove .
reliability of t lge e%:?‘iép%%dcf%n%&i% ohna@ﬁg?st%ﬁﬂ'éa, case where
the tdif L ets i ieved uatid &’fﬁé { idf 4 ;
infcg?n%i on nenory as t%'(ehn grn%ff%e\e}é hf;{(?%%lon id¥ormation
D1 duAlprersih anBZ.ﬁadd‘V\?‘éEé'é’I"fci}‘h‘(Q% ' | Q ~
this and g{ he sane effects as the nat}%)%té{%gr%ogd{nnéei%ifnncryptlon
key bt fohtraitieth @roddtad thady af r{@fé Ay id -
patterns are stored in the in#%r tl&% néﬁ%%%gqfégﬁ*ﬂJEd as an
encriyptiiiar ians (e ahows, el MERAS A et £ que
where the encryption unit 113 for encrypting
- parangdmtn.f i Chisonnveheitnt i aBwellerGONBr hoitNd iAiRkA¥o this and an
vessel formation pattern by using encryption Kkey _
encriypftdomatundre ebdy aticat/dtiong anai i tiar iR ®n i formation D1
applied as an encryption nmeans for encrypting
by usifgr memindiuisy pasiang:terl il ®e RPANRIESN . This
i nvention, however, is not limted to this and an
ené&ny Fhilsncasiet, foblend wesise] tfhematddoh Pakaldr@n in a body is
information DI by using a unique parameter can be
encrypiededs Hnlemniiid icadd.ona ibfoathatdeselDif.or TAisoAnvention,
- pattern in a body is encrypted as identification
howeyvgtar dit Nl Blimitieids tionddrits emd anowdnesr kiingl Rt body
. limted to this and anot her kind of body
information such as characteristic pattern existing on a body

surface, such as fingerprints, can be encrypted as identification
information. In addition, not identification information nor body
information but information which is a confidential target can be

encrypted.

Industrial Usabilify

This invention can be used for terminal devices such as
personal computers and portable telephones, and household
eléctronic.devices'in a case Qflmaking external devices identify

" the devices themsélves.

- 20




i nformati on such as characteristic pattern existing on
a body surface, such as fingerprints, can be
encrypted as identification information. In addition,
not identification information nor body information
but information which is a confidential target can be
encrypted. Industrial Usability This invention can be
used for term nal devices such as personal conputers
and portabl e tel ephones, and household electronic
devices in a case of naking%féiﬁgnal devices identify
t he devi ces thensel ves. 20 arns 1. An encryption

1. devife ' i ' . i denti al
oo I M A T TR O LRI B o

confiHEMe PRIAARIESE, AboRPr £ 0Nt group based on a
signal output”  fromthe elenent group internally

hawuma i dll wiedds et &t Qe aaﬁ.hrgic#{{r}% g?anlg%h?%%e% of an element

encryption nmeans for encrypting t by
grousibapddion Ui SiuenPRIGIBLS £F&RtEk by ddien € rﬁéal%fr}’n@fxternally

means. 2. The encryption device according to

havihpereeiplidd Tiyead i Ol eRaitSs GITY 1 B8t Staipge means for

storing a plurality of different evaluation patterns,
anencrygtaomn mesri fuat ian9iptholy iRl 19¥okMdtSn by using the

- between the signal. and the evaluation patterns being

unigtepmed ametide tartagk pait @edtdion WHaUe, par anet er.

2.. The encryption device according to claim 1, wherein

the creation means comprises storage means for storing a
pluraiity of different evaluation patterns, and creates a
combination of eorrelation values between the signal and the
evaluation patterns being stored in the etorage means, as the

unique parameter.

3. The encryption device according ﬁo claim 2, comprising
communication‘means_for communicating with a prescribed-
communication party, wherein |
the c;eation means selects evaluation patterns requested by
-the-communication_party, from the evaluation patterns being stored
in the storage means, and creates a‘combination of correlation
values between the signal'and the evaluation pattefns-selected, es

the unique parameter.
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3. The encryption device according to claim 2,
conprising conmmunication neans for communicating with
a prescribed conmunication party, wherein the
creation neans sel ects evaluation patterns requested
by the comunication party, fromthe eval uation

- patterns being stored in the storage neans, and
creates a combination of correlation values between
the signal and the evaluation patterns selected, as

4. Theppyi &?@r%ﬁﬁfﬁvig& a%ccﬂ‘@ir%‘ C*% f’édia?f% ,\rgldscc?mprising

according t conprising °s

el esntq f Ofiad{fRYI i hed_ | mmai ety o .
e 2 r Pl TR et PO BRRLIT I W Bt inaging

tarqf AnghéFeph the solid imaging el ement based on a
signal output fromthe solid imging elenent as a

resiid @fed s Hbdlie L fddn Elg?g;iﬂnﬁdéag%ﬁfamécerﬂ@fa the solid

_ encryption device according to nprising

imagpiid delom@h O bttt o Q4 ARDI S S’ L35 10RY dSPU "Bhaging
target, wherein: the creation neans conprises:

elempaitanes e xeafll GF NBANF dPrLid Ot Al Nandti Y S arget .

paranmeter of the solid 1 nmaging el ement based on a
signal output fromthe solid imging elenent as a
result of imaging. the uniforminmging target; and
5. bodihd rerormygit iom ﬂ@ﬁb@@dﬁﬁﬁﬁﬂ@&cﬁ&ﬁ%ﬁng,bQQﬂnprising
i nformation unique to a body based on a signal output .
fr@nsolid imaging element for imaging a prescribed imaging
target, wherein:
the creation means comprises:
parameter creation means for creating the unique
parameter of the solid imaging élement based on a signal
- output from the solid imaging element as a result of imaging
the uniform imaging target; and
body information creation means for creating body
information unique to a body based on a gsignal output from
the solid imaging element as a result of imaging a surface
of the body or an inside of the body; and
the encryption means encrypts the body information created

by the body information creation means by using the unique

. paramete: created by the parameter creation means. .

6. An encryption method for encrypting information on a

confidential target, cbmprising:
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the solid imaging elenent as a result of imaging a
surface of the body or an inside of the body; and the
encryption nmeans encrypts the body infornation created
by the body information creation nmeans by using the
uni que paraneter created by the paraneter creation
means. 6. An encryption nethod for encrypting

~information on a confidential target, conprising: 22
a first step of creating a unique paraneter of an

el SN s GLOUP DASELLON; @y S AN i it anidiR (d¥ an element

el ement group internally haV|ng a urality of

grou§|ﬁ§§8ésoﬁsaasiﬁhil SEp @ SEEONJr 194 €P1 ShePNCHYRLD Nthternally
he 1 nformation by using the unique paraneter

hav:.ﬁéeétﬁﬂurhl@eoﬁn@w@éh@@ aBthoghpecosling to claim
6; wherein the first step creates a conbi nati on of

CO I 8LALAQNS VA USE ehetyeeng Nens| DMpdrgdei ¢n byradiny the

of different evaluation ~patterns, as the unique

unlq@grgggaﬁéteﬁ chégreacryption nethod according to claim
7, wherein, the first step selects eval uation
patterns neeting to a request made froma prescribed
communi cation party, from'the evaluation patterns and
7. Creléesnargpubomatetiodf acosreingion clalmues, betewrein
the signal and the evaluation patterns selected as
t heheinf finst pstepeteeat®s Fheombinypionrofrecdogelation values
according to claim6, wherein the first step creates
betwédr theqeiégpalaardea pluIHELSEIDﬂ different evaluation

patterns, as the unique parameter.

8. - The encryption method aécording to ciaim 7, wherein,

_the first step selects evaluation patterns meeting to a
request made from a prescribed communication party, from the
evaluation patterns and creates a combination of correlation
'values between the signal and the evaluation patterns selected as

the unique parameter.

9. The encryption method according to claim 6, wherein
‘the first step creates the unique parameter of the solid
“imaging element based on a signal output from the solid imaging

element as a result of imaging a uniform imaging target.

“10. The encryption method according to claim 6, wherein:

the first step comprises:

23



I magi ng el enent based on a signal output fromthe
solid imaging elenent as a result of imaging a

uni forminmaging target. 10. The encryption nethod
according to claim®6, wherein: the first step
conprises: 23 a paraneter creation step of creating
the uni que paraneter of a solid inmaging el enent based
on a signal output fromthe solid imaging el ement as
a result of inaging a uni form i magi ng target and a

- body infar t%rre%tfe%% iER o%sggge%% % én&qi:]he unique

informatio unlque to't ody
?ﬁ%ﬁ?&fég%?ur ngce Ihm%%og% (;%rl%gﬁe rllilttn ;%,)Iaé;e dé)f%slltjlr?fs s(;ngnal
Pg%)grtr%g?? g%%gly %SLS%IO %lt%%l: B.m%ﬁ;“lnég teg'ae?r!aérre  a, result of imaging
" a uniform imaging target; and
a body information création step of creating body
information unique to the body based on a signal éutput from
the scolid imaging element as a result of imaging a surface
- of the body or an inside of the body; and
the second step encryéts the body information by using the

unique parameter.
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