REMOTE BROWSING SESSION MANAGEMENT

BACKGROUND

[0002] Generally described, computing devices and communication networks can
be utitized to exchange information. In a common application, a computing device can
request content from another computing device via the communication neiwork.  For
example, a user at a personal computing device can utilize a software browser application,
typically referred to as a browser software application, to request 2 Web page from a server
computing device via the Internet. In such embodiments, the user computing device can be
referred to as a client computing device and the server computing davice can be referred to as
a content provider.

[0063] With reference to an illustrative example, a requested Web page, or
original content, may be associated with a number of additional resources, such as images or
videos, that are to be displayed with the Web page.  In one specific embodiment, the
additional resonrces of the Web page are identified by a nomber of embedded resource
identifiers, such as uniform resource locators (“URLs™). In turn, software on the client
computing devices, such as a browser software application, typically processes embedded
resource identifiers 1o generate requests (or the content. Accordingly, in order to satisfy a
conten! request, one or more conlenl providers will generally provide client computing
devices data associated with the Web page as well as the data associated with the embedded
TCSOULCes.

18084 Once the client computing device obtains the Web page and associated
additional resources, the content may be processed in a number of stages by the software
browser application or other client computing device interface. For example, and with
reference o the above Hlustration, the software browser application may parse the Web page
o process various HTMI layout information and veferences to associated resources, may
identify and process Cascading Style Sheets (*CS8”) information, wmay process and
instantiate various Javascript code associated with the Web page, may construct a native
object model to represent one or mwore components of the Web page, and may calculate
varicus layout and display properties of the processed content for presentation to a user.

j0065] From the perspective of a user utilizing a client computing device, a user

experience can be defined in terms of the performance and latencies associated with



obtaining network content over a comrunication network, such as obtaining a Web page,
processing embedded resource identifiers, generating requests to obtain embedded resources,
and rendering content on the client computing device. Latencies and performance limitations
of any of the above processes may diminish the user experience. Additionally, latencies and
inefficiencies may be especially apparent on computing devices with limited resources, such
as processing power, memory or network connectivity such as netbooks, tablets,
smartphones, and the like,
BRIEF BESCRIPTION OF THE DRAWINGS

{0066) The foregoing aspects and mavy of the attendant advantages of this
jnvention will become more readily appreciated as the saroe become betier undersiood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

{80071 FIGURE 1| is a block diagram illustrative of a content delivery
environment including a number of client computing devices, content provider, a countent
delivery network service provider, and a network computing and storage provider;

{9008} FIGURE 2 is a block diagram of the content delivery cnvironment of
FIGURE 1 illustrating the generation and processing of a new browse session request from a
client computing device to a network computing and storage provider;

1600%] FIGURE 3 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of a request for a network resource from
a network computing and storage provider to a content provider;

{0010] FIGURE 4 is a block diagram of the content delivery cnvironment of
FIGURE 1 illustrating the generation and processing of one or more requests corresponding
to one or more embedded resources from a network computing and siorage provider 1o a
content provider and content delivery network;

(0611} FIGURE 5 is a block diagram of the content delivery environment of
FIGURE 1 iltustrating the generation and processing of browse session data and user
interaction data between a network computing and storage provider and client computing
device;

(0012} FIGURE 6 is a block diagram of the conlent delivery environment of
FIGURE | illystrating the generation and processing of an addilional new browse session

request from & client computing device to a network computing and storage provider;



[0013] FIGURE 7 18 a user jnterface diagram depicting an illustrative browser
interface and display of browse session content;

[0614] FIGURE & is a diagram depicting illustrative browser content processing
actions as a series of processing subsystens;

[0015] FIGURE 9 is a {low diagram illustrative of a new browse session roulive
implemented by network computing and storage provider;

16016] FIGURE 10 1s a flow diagram ilustrative of a client new browse session
interaction routine jniplemented by a client computing device; and

[06017] FIGURE 11 is a flow diagram illustrative of a process user inieraction
routine implemented by a client computing device,

DETAILED DESCRIPTION

[6018] Generally described, the present disclosure is directed to the generation
and management of a remote application session between client computing devices and
content providers in conjunction with a network computing and storage provider.
Specitically, aspects of the disclosure will be described with regard to the request for a
browse session by a client computing device with a content provider, the establishment of a
remote browse session between the clicnt computing device and a network computing and
slorage provider, and the transmission of browse session state data and client juteraction data
between the client computing device and the network computing and storage provider,
Although aspects of the embodiments described in the disclosure will focus, for the purpose
of illustration, on the management of a remote browse scssion, one skilled in the art will
appreciate that the techniques disclosed herein may be applicd to any number of software
processes or applications.  Further, although various aspects of the disclosure will be
described with regard to illustrative examples and embodiments, one skilled in the art will
appreciate that the disclosed embodiments and examples should not be construed as limiting,

[0019] With reference to an illustrative example, a user may cause a clicnt
computing device to load a software browser application (henceforth referred o as a
“browser™) for accessing content provided by one or more content providers. Hlustratively,
the accessed content may include a collection of one or more network resources (e.g., a Web
page) and embedded resources such as images, video, audio, text, executable code, and other
resources, In one embodiment, the browser may have a content display area or pane {or
displaying the accessed network content in addition to one or more local terface

components, such as toolbars, menus, buttons, or othcr user mterface controls.  Local



inferface components may be managed and controlfed by the software browser application or
any other process executing or implemented locally at the client computing device.
fllnstratively, managing user interface controls locally may allow for a responsive user
interface, as interactions by the user are processed locally on the client computing device.

F026] Subsequent to the browser being loaded, a user or automaled browser
process may cause the client computing device to transmit a request to access content from a
content provider by cstablishing a browse session with a network computing and storage
provider across a private or public network, The browse session request may include
information identifying one or more sources for the reguested content. The wdentifiers can be
in the form of petwork addresses of network resources, such as a Web site or other network
accessible piece of content. For example, the user may select or enter a URL, {e.g.,
hitp:/fwww. xyzwebsite.com) into a browser window, causing the client computing device (0
transmit a request for a new browse session to the network computing and storage provider,
imcluding the selecied URL. The address or location of a network computing and storage
provider capable lo service the browse session request may be bardcoded nto the browser,
may be configurable by the user, may be oblained from a network address service, or may be
deternmned iu any other way.

19021} In an illustrative embodiment, responsive to the browse session request
recetved from the client computing device, the network computing and storage provider may
instantiate or cause 1o have instautiated one or rore computing components associated with
the network computing and storage provider that will host a browser software application.
For example, the network computing and storage provider can instantiate, or cause to have
instantiated, an instance of a virtual machine that includes a software browser application
capable of requesting resources from a comununication neiwork, lilustratively, in some
situations, one or more devices associated with the network computing and storage provider
may be located in a data center or other robustly networked computing environment, and, as
compared to the client computing device, may experience relatively ltlle Jatency or delay
when oblaining network resources.

180221 Using the instantiated network computing components, the network
computing and storage provider may request the identified network resource(s) from one or
more content providers, a content delivery network, or a local or associated cache
component. For cxample, the browser software application on the instantiated network

computing component can process a primary network resource and then generate additional



content reguests for conlent identified in one or more embedded resouwrce identifiers {e.g.
pictures, video files, etc.). [lustratively, i the case of other, non-browser, applications,
network resources, or content may include any file type or format known in the art and
supported by the specific software application.

[6023] Having obtained the requested content (e.g., the reguested network
resource and embedded resources), the network computing and storage provider may identify
a remote session browsing configuration specifying a remote session comniunication prolocol
for use in trapsmitting the requested content, user interaction data, intermediate processing
results, and other information between the browser being executed on the client computing
device and the browser being executed at the justantiated network compuoting component on
the computing and storage provider. The information exchanged between the browser on the
jnstantiated network compuiing component and the browser on the client computing device
can be generally referred to as “browser session information.”

15024} in addition to specifying a remote session communication protocol for
transmitting information between the client computing device and the mstantiated network
computing componcnt, in onc embodiment, the wdentified remote session browsing
configuration may specify that one or more processing actions to be performed on the
requested content are to be performed at the network computing and storage provider rather
than, or in addition to, al the client computing device For purposes of illustration, the
processing of network content by a browser may involve varicus processing actions before
content can be rendered in an appropriate form on a client computing device. A Web page,
for example, may be parsed and processed to process various HTML layout jnformation and
references to associated resources or embedded content such as CSS style sheets and
lavascript, as well as embedded content objects such as images, video, audio, etc. Each
object or picce of code may be parsed and processed before 4 representative object model
corresponding o the web page may be constructed and processed turther for layout and
display. In accordance with the selected remote session browsing configuration, the chient
computing device and the instantiated network computing component may  exchange
processing results via browser session information {e.g., state data or display data
representing the requested content).

F3325] FIGURE 1 is a block diagram illustrative of a networked computing
environment {00 for the management and processing of content reguests.  As illustrated in

FIGURE [, the networked computing environment 10¢ includes a number of client

=55



computing devices 102 (generally referred to as chients) for requesting content and content
processing from a content provider 104, CDN service provider 106, or network computing
and storage provider 107. [n an illustrative embodiment, the client computing devices 102
can corresponds to a wide variety of computing devices including personal computing
devices, laptop computing devices, hand-held computing devices, terminal computing
devices, mobile devices (e.g., mobile phones, tablet computing devices, etc.), wireless
devices, various electronic devices and appliances and the like. In an illustrative
embodiment, the client computing devices 102 include necessary hardware and software
components for establishing communications over a communication network 108, such as a
wide area network or loca! area network. For example, the client computing devices 102 may
be equipped with networking equipment and browser software applications that facilitale
communications via the Internet or an intranet. The client computing devices 102 may have
varied local computing resources such as central processing units and architectures, memory,
mass storage, graphics processing units, communication network availability and bandwidth,
elc,

[6026] The networked computing environment 100 can also include a content
provider 104 in conumunication with the ove or more client computing devices 102 or other
service providers (e.g., CDN service provider 106, network computing and storage provider
107, ctc.) via the communication network 108, The content provider 104 illustrated in
FIGURE 1 corresponds to a logical association of one or more computing devices associated
with a content provider. Specifically, the content provider 104 can include a web server
component 110 corresponding to one or more server computing devices for obtaining and
processing requests for confent {such as Web pages) trom the client computing devices 102
or other service providers. The content provider 104 can further include an origin server
component 112 and associated storage cowponent 114 corresponding (o oune or more
computing devices for oblaining and processing requests for network resources frowm the
CDN service provider. The content provider 104 can still further include an application
server computing device 111, such as a data streaming server, for processing streaming
content requests. One skilled in the relevant art will appreciate that the content provider 104
can be associated with various additional computing resources, such as additional computing
devices for administration of conient and resources, DNS name servers, and the like. For

example, although not illustrated in FIGURE 1, the content provider 104 can be associated
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with one or more DNS name server components thal would be aunthoritative to resolve client
computing device DNS queries corresponding to a domain of the content provider.

[6627] With continued reference to FIGURE 1, the networked computing
environment 100 can further include a CDN service provider 106 in commumication with the
one or more client contputing devices 102 and other service providers via the communication
network 108. The CDN service provider 106 illustrated in FIGURE | corresponds to a
logical association of one or more computing devices associated with a CDN service
provider, Specifically, the CDN service provider 106 can include a number of Point of
Presence (“POP™) locations 116, 122, 128 that corcespond to nodes on the communication
network 108, Each CDN POP 116, 122, 128 includes a DNS coroponent 118, 124, 130 made
up of a number of DNS server computing devices for resolving DNS queries from the client
computers 102, Each CDN POP 116, 122, 128 also includes a resource cache
component 120, 126, 132 made up of a number of cache server computing devices for storing
resources from content providers and transmilling various requested resources to various
client compuiers. The DNS components 118, 124, and 130 and the resource cache
componenis 120, 126, 132 may further include additional sofiware and/or hardware
components that facilitate communications including, but not limiied to, load balancing or
load sharing sofiwarc/hardware components,

16028] In an illustrative embodiment, the DNS component 118, 124, 130 and
resource cache component 120, 126, 132 are considered 1o be logically grouped, regardless of
whether the components, or portions of the components, are physically separate.
Additionally, although the CDN POPs 116, 122, 128 are illustrated in FIGURE 1 as logically
associated with the CDN service provider 106, the CDN POPs will be geographically
distributed throughout the communication network 108 in a manner to best serve various
demographics of chent computing devices 102, Additionally, one skilled in the relevant art
will appreciate that the CDN service provider 106 can be associated with varions additional
computing resources, such as additional compuiing devices for administration of content and
resources, and the like.

10929 With further continued reference to FIGURE 1, the networked computing
environment 100 can also include a network computing and storage provider 137 in
communication with the one or more client computing devices 102, the CDN service
provider 106, and the content provider 104 via the comnumnication network 108, The

network computing and storage provider 187 illustrated ta FIGURE 1 also corresponds to a



logical association of one or more compnling devices associated with 4 network computing
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and storage provider. Specifically, the network computing and storage provider 107 can

N

include a number of Point of Presence (“POP™} locations 134, 142, 148 that correspond to
nodes on the communication network [08. Each POP 134, 142, 148 includes a network
computing component (NCC)y 136, 144, 150 for hosting applications, such as data streaming
applications, via a number of Instances of a virtual machine, generally reforred 1o as an
mstance of an NCC. One skilled in the relevant art will appreciate that NCC 136, 144, 150
would include physical computing device resources and sollware fo provide the multiple
instances of a virtual machine or to dynamically cause the creation of instances of a virtual
machine. Such creation can be based on a specific request, such as from a client computing
device, or the NCC can initiate dynamic creation of an instance of a virtual machine on its
own. Each NCC POP 134, 142, 148 also includes a storage component 140, 146, 152 made
up of a number of storage devices for storing any type of data used in the delivery and
processing of network or computing resources, including but not limited to user data, state
information, processing requirements, historical usage data, and resources [rom content
providers that will be processed by av instance of an NCC 136, 144, 150 and transmilted to
various client computers, ete. The NCCs 136, 144, 150 and the storage compounents 140,
146, 152 may further include additional software and/or hardware components that facilitate
communications including, but not limied to, load balancing or load sharing
softwarc/hardware components for sclecting instances of a virtual machine supporting a
requested application and/or providing information to a DNS nameserver to facilitate requost
routing.

jO036] in an illustrative embodiment, NCCs 136, 144, 150 and the siorag
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components 140, 146, 152 are considered to be logically grouped, rogardless of whether the
components, or portions of the cornponents, are physically separate. For example, a network
coraputing and storage provider 107 may maintain separate POPs for providing the NCC and
the storage components. Additionally, although the NCC POPs 134, 142, 148 are illustrated
in FIGURE 1 as logically associated with a network computing and storage provider 147, the
NCC POPs will be geographically distributed throughout the comnunication network 10¥ in
a manner to best scrve various demographies of client computing devices 102, Additionally,
onc skilled 1 the relevant art will appreciate that the network computing and storage
provider 107 can be associated with various additional computing resources, such addilional

computing devices for adrministration of content and resowrces, and the ike. Even further,



one skilled in the relevant art will appreciate that the components of the network computing
and storage provider 107 and components of the CON service provider 106 can be managed
by the same or different entities.

{0031 With reference now to FIGURES 2-6, the interaction between various
components of the networked computing cnvironment 100 of FIGURE 1 will be illustrated.
Specifically, FIGURES 2-6 illustrate the interaction between various components of the
networked computing environment 100 for the exchange of content between a client
computing device 102 and a content provider 104 via the network computing and storage

~
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provider 107. For purposes of the exarmiple, however, the Hustration has been simplified
such that many of the corponents utilized to facilitate communications are not shown, One
skilled in the relevant art will appreciate that such components ecan be utilized and that
additional interactions would accordingly occur without departing from the spirit and scope
of the present disclosure.

{80321 With reference to FIGURE 2, the process can begin with the geperation
and processing of a browse session request from a client computing device 102 to a network
computing and storage provider 107 will be described. IHustratively, the client computing
device 102 may load a browser for viewing network content in response 0 an event or yser
request.  Subsequent to the browser being loaded, the browser may be implemented to
request a pew browse session. From the perspective of the user of the chent computing
device, the request for the new browse session corresponds to the intended request to transmut
the request to one or more corresponding content providers 104. [llustratively, this request
may be generated automatically as a result of the browser loading (e.g., a request for a default
or “home” page), or may be generated as a result of a user following a link or entering a
network address into an address bar, As ilhustrated in FIGURE 2, the browse session request
is transmitied first to a neiwork computing and storage provider 107. In an illustrative
embodiment, the nctwork computing and storage provider 107 utilizes a registration
application program interface (“API”) to accept browse session requests from the client
computing device 102, The browse session request can include network address information
corresponding to a requested network resource, which may be in any form, inchiding, but not
fimited to, an Internet Protocol (“1P™) address, a URL, a Media Access Control ("MAC™)
address, etc.

{9033] Subsequent to the receipt of the browse session request, the network

computing and storage provider 107 may select an associated network computing component
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{hereinalter “NCC™) point of presence (hereinafter “POP”) such as NCC POP 142 10 service
the browse session request, The selection of the NCC POP may determine the processing
and network resources avatlable to the instantiated virtual machine. The selection of
processing and network resources and the provisioning of software at the NCC POP instance
may be done, at least in part, in order to optimize communication with content providers 104
and client computing devices 102,

10034] Wiih reference to FIGURE 3, an illustrative interaction for generation and
processing of a request for a network resource from a petwork computing and storage

~

provider 107 Lo a content provider 104 will be described. As illustrated in FIGURE 3, the
selected NCC POP 142 may generate a browse session corresponding to one or more content
providers based on a browse session request, such as the illastrative browse session reguest
depicted in FIGURE 2 above. Tllustratively, instantiating a new browse session instance may
include loading a new virtual machine instance and/or browser instance at the NCC PO {42,
reserving or allocating device memory, storage or cache space, processor time, network
bandwidth, or other computational or network rescurces tor the new browse sesston,

{6035 Subsequent to initializing a new browsc session instance, NCC POP 142
may provide a request for a network resource to a content provider 104 based on 4 network
address included in the browse session request. For example, a browse session request may
inchide a URL for a Web page, such as “htip://www.xyzsite com/defaulthim.” NCC POP
142 may resolve the URL to an IP address through a DNS resolver associated with the
network computing and storage provider {not shown), and may request the Web page {rom
the content provider 104 at the resolved IP address. In various embodiments, a network
resource may be retrieved from any combination of content providers, content delivery
network (heretnafier “CDN”) servers, or caches associated with the network computing and
storage provider 107, For example, the network computing and storage provider may check
i a resource is stored in a local cache or in another server or service provider associated with
the network computing and storage provider 197, 1 a network resource 1s stored in a Jocal or
associated location, the NCC POP 142 may retrieve the network resource from the local or
associated location rather than from the third party content provider 104 or CDN service
provider 106, Hlustratively, the NCC POP 142 may provide requests for any number of
network resources as included in the browse session request, and may obtain these network

resources from any number of different sources, sequentially or in parallel.
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[0036] Ag illustrated in FIGURE 3, the content provider 104 receives the resource
request from the NCC POP 142 and processes the request accordingly. fo one embodiment,
the content provider 104 processes the resource request as if it were originally provided by
the client computing device 102, For example, the content provider 104 may select the type
of content, ordering of content, or version of content according to the requircments of the
requesting client computing device 102, In another embodiment, the content provider (04
may be provided with information that provides information associated wih the
NCC POP 142 for utilization in providing the requested content {e.g., an available amount of
processing resources or network bandsvidth),

{60371 Subsequent to oblaining the requested nelwork resource from the content
provider 104 {or other source designated by the content provider), the NCC POP 142 may
process the network resource to extract ernbedded resource identifiers and gather information
for delermination of a remote session browsing configuration.  For example, a network
resource such as a Web page may include embedded C8S style information and Javascript as
well as embedded resource identifiers to additional resources such as text, images, video,
audio, animation, cxecutable code, and other HTML, CS8S, and Javascript files. In the
process of exiracting the embedded resource identifiers, the NCC POP 142 may gather
information about the processed network resources for later use in the deternunation of a
remote session browsing configuration as discussed below with reterence to FIGURE 4,

[0038] With reference to FIGURE 4, an illustrative inferaction for generation and
processing of one or more requests corresponding to one or more embedded resources from a
network computing and storage provider to a conient provider and content delivery networl
is disclosed. As tllustrated in FIGURE 4, the selected NCC POP 142 may provide resource
requests to one or more sources of content such as content provider 104 and CDN POP 116.
The resource requests may correspond to embedded resources based on one or more
embedded resource identifiers extracted from a requested network resource (e.g., a Web
page) as described in FIGURE 3 above. In various embodiments, embedded resources may
be retrieved {rom any combination of confent providers, CON servers, or caches associated
with the network computing and storage provider 107, For example, the network computing
and storage provider may check if an embedded resource is slored in a local cache or in
anpther server or service provider associated with the network computing and siorage
provider 107, If an embedded resource is stored in a local or assoctated location, the NCC

POPF 142 may retrieve the embedded resource from the local or associated location rather
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than the third party content provider or CDN.  Hlustratively, the NCC POP 142 way provide
requests for any number of embedded resources referenced by a network resource, and may
obtain these embedded resources from any number of different sources, sequentially or in
parallel, Subsequent to obtaining the requested resources, the NCC POP 142 may process the
resourees and requested content to determine a remote session browsing configuration for the
processing and communication of content to the client computing device 102,

10039] With reference to FIGURE 5, an illustrative interaction for generation and
processing of processing results and user interaction data belween a network compuling and
storage provider and client computing device js disclosed.  As previously described, in one
embodiment, the respective browsers on the instantiated network computing component and
the client computing device 102 can exchange browsers’” session information related to the
allocation and processing of the requested rescurces at the instantiated network compuling
component and client computing device. As illustrated in FIGURE 3, the selected NCC POP
[42 may provide an initial processing resull to the client computing device 102 over the
network [08. The initial processing resull may comrespond (o requested network content,
such as a Web page, along with agsociated embedded resources processed by the NCC POP
142 accordance with a selecled remote session browsing confliguration as described n
FIGURE 4 above. The NCC POP 142 also makes a determnation of which additional
processes will be conducted at the NCC POP 142, at the client computing device 162, or
both. Subsequent to receiving an initial processing result and the allocation of processes, the
client computing device 102 may perform any remaining processing actions on the initial
processing result as required by the selected remote session browsing configuration, and may
display the fully processed conlent in a content display arca of a browser. The client
computing device 102 may process any local user interactions with local interface
components or content elerents focally, and may provide user interactions requinng remote
processing to the network computing and storage provider 107, The network computing and
storage provider 107 may provide updated processing resuits to the client computing device
in response to changes lo the content or remote user interaction data from the client
computing device.

{8340] With reference to FIGURE 6, a block diagram of the content delivery
environment of FIGURE 1 illustrating the generation and processing of an additional new
browse session request from a client computing device to a network computing and storage

provider is disclosed. As illustrated 1 FIGURE 6, a sccond new browse session request may



be sent to network computing and storage provider 107 from client compuling device 102
across network 108. In an illustrative embodiment, the network compmiting and storage
provider 107 utilizes a registration AP! to accept browse session requests from the client
computing device 102,

[0041) The additional browse scssion request may be generated by a client
computing device 102 in response to a user opening up a new browser window with a new
content display arca, opening a now conlent display area in an existing browser window (e.g..
opening a new tab in a browser), reguesting new network content in an existing content
display area (e.g., following a link {0 a new network resource, or entering a new network
address into the browser), or any other user interaction. For example, a user browsing a fivst
Wel page corresponding to a first browse session instance may follow a link that opens a
new tab or browser window to view a second Web page. In one embodiment, any required
steps of obtaining and processing content associated with the second Web page may be
performed by the currently instaniiated network compuling component in which the browser
can handle the processing of both resource requests. In anocther embodiment. the client
computing device 102 request may be processed as & new browse session request (o the
network computing and storage provider 107, including the network address of the second
Web page. In this embodiment, the browser on the client cowputing device may not
specifically request a scparate browse session, and a user’s interaction with the browser on
the client computing device 182 may appear to be part of a same browsing session. As
described above with regard to FIGURES 2 and 3, the network computing and storage
provider 107 may cause an instantiation of a network computing component for obtaining
and processing content associated with the second web page. In other embodiments, a new
browse session request may be gencrated by the client computing device 102 corresponding
to sections of a network resource {e.g., frames of 2 Web page), individual notwork vesources,
or embedded resources themselves, dala objects included in a set of content, or individual
network resousces.

18042] ustratively, the additional browse session request may iwelade any
number of pieces of data or information including, but not lunited to, information associated
with a user, information associated with the client computing device 102 {e.g., hardware or
software information, a device physical or logical location, etc.}, information associated with
the network {08, user or browser preferences (e.g., a requested remote session browse

protocol, a preference list, a decision tree, or other information), information associated with



the petwork computing and storage provider 107, information associated with one or more
pleces of requested network content {e.g., the petwork address of a network resource}, elc.
Requested content may include any manner of digital content, including Web pages or other
documents, text, images, video, audio, executable scripts or code, or any other type of digital
resource.

j0043] Subsequent to the receipt of the browse session request, the network
computing and storage provider 107 may select an associated network computing component
such as NCC POP 142 to service the browse session reguost.  As discussed above with
reference 1o FIGURE 2, a network computing and storage provider 107 may select an NCC
POP (o service a browse session request based on any number of factors, welnding, but not

limited to available NCC POP resources {e.g.,
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available memory, processor load, network
load, etc), a financial cost of servicing the browse session request at the NCC POP, the NCC
POP location respective to a client computing device 102, content provider 112, or CDN POP
[16, a NCC POP cache status {e.g., whether a requested resource 18 already stored in an NCC
POP cache), oic. In one embodiment, the network computing and storage provider 107 may
select a number of NCC POPs o service a browse session requesl. IHustralively, although
the network compuling and storage provider 107 is depicted here for purposes of Husiration
as selecting NCC POP 142, the network computing and storage provider 107 may sclect any
extant NCC POP to service the browse session request.  For cxample, a single client
computing device 102 may simultaneously or sequentially provide three different browse
scssion requests to the nctwork computing and storage provider 107 corresponding to
different network resources. The network computing and storage provider 107 may select
different NCC POPs for each browse session request, the same NCC POP for all three browse
session requests, or any combination thereof, As discussed above, the decision whether to
select a different NCC POP than was utilized for a previouss or sinmltancous browse session
request may be made on the basis of avatlable system resources, randomly, or according 10
any other factor as discussed above and with regards to FIGURE 2.

{5044] FIGURE 7 is a2 user inierface diagram depicting an illustrative browser
interface and display of browse session content.  As described above with reference to
FEGURE 5, a browser 704 may have a content display area 702, as well as one or more one or
more local interface components, These local interface compenents may include toolbars,

menus, butlons, address bars, scroll bars, window resize controls, or any other user interface
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controls. Hiustratively, Jocal interface components may be displayed as separale {rom the
content display area or may be overlaid or embedded n the content display area.

[6045] Interactions with local interface components may be treated as local user
interactions or remote user interactions depending on the processing required by the
interaction and the remofe scssion browsing configuration. For cxample, the selection of a
preferences option in a browser menu may be handled entirely as a local user interaction by a
browser. The processing required to display the menu, provide visual feedback regarding the
selection, display the preferences window, and process the changes made to the browser
prefevences may be performed locally,  As discussed above, processing user nteractions
locally may provide greater responsiveness at the browser as opposed lo sending user
interaction data to the NCC POP 142 for processing. As another example, when using a
remole session browsing confliguration that specifies extensive processing on the NCC POP
142 {e.g., a rcmote scssion browsing configuration using a remote session comnmnication
protocol such as RDP), the selection of a content refresh butlon in a browser toolbar may be
handied both as a local user nteraction and a remole user inleraction. The limited processing
required to provide interface {eedback corresponding to the bulton selection may be handled
at the client compuiing device 102 in ovder to provide the appearauce of interface
responsiveness, while the refresh command, which may requite processing of the network
content displayed inn the content display area of the browser, may be sent as uscr interaction
data to the NCC POP 142 for processing. The NCC POP 142 may then transmit updated
processing results corresponding to the refreshed network content back to the client
computing device 102 for display.

[6046] FIGURE 8 is a diagram depicting illustrative browser content processing
actions as a series of processing subsystems 800, In many embodiments, a browser nmay
process sets of content (e.g., network resources such as web pages and associated embedded
resources) in a series of processing actions.  Ulustratively, and as described above with
reference to FIGURES 3-5, a remote session browsing configuration ruay specify a split

between processing actions performed at a network computing and storage provider (¢.g., an

N
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NCC POPY and processing actions performed at a client computing device 102, This split
may designate some processing actions to be performed by each of the NCC POP and client
computing device 102, or may assign all processing actions to a single device or compaonent.
For example, an NCC POP may perform ail of these various processing actions at the browse

session mstance, and send fully processed RDP processing results to the client computing



device 102 for bitmap asserobly and display.  Any number of different remote session
browsing configurations may be used by one or more browse sessions instances running at an
NCC POP,

{6647} One of skill in the relevant art will appreciate that the subsystems shown
here are depicted for the purpose of illustration, and are not intended to describe a necessary
order or a definitive list of browser subsystems. Varicus browser software componeints may
implement additional or fewer browser subsystems than are shown here, and may order the
subsystems or corresponding processing actions in any number of different ways., Although
the processing subsystems 800 depicted bhere for purposes of illustration are divected at the
processing of Web pages or other Web content, one of skill in the relevant art will appreciate
that the processing of other file types or network resources may be broken up in a similar
manner. For example, one of skill in the relevant art will appreciate that a similar schema
may be developed for the processing of images, video, audio, database information, 3d design
data, or any other file format or type of data known in the art. Similar schema may also be
developed for any number of device operating system or software [ramework processing
operations, such as scheduling, memory or {ile management, system resource management,
process or service execulion or management, elc, Further, although the HTML protocol and
RIDP remole session communication protocols are discussed herein (or the purposes of
example, one of skill in the relevant art will appreciate that a remote session browsing
configuration may implement any number of remote communication protocols for any
number of specified processing actions, and that a remote scssion browsing configuration
may be formulated to perform any fraction or combination of the actions identificd below at
any combination of the client computing device 102 and network computing and siorage
provider 107,

[0048] {llustratively, the first processing subsystem involved in the processing
and display of network content is the networking subsystem 802, [Hlustratively, the
networking subsysiern 802 may be responsible for all communication between the browser
and content provider, including local caching of Web content. The networking subsystem s
generally Himited by the performance of the user’s network., A remote session browsing
configuration that splits processing actions at the networking subsystent 802 might include a
remote session browsing configuration utilizing an HTML remote session communication
protocol, where one or more caching or resource retrieval actions were performed at the NCC

POP, but parsing and processing of the content was performed at the client computing device.
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100491 As network resources such as HTML documents are downloaded from the
server they may be passed to an HTML sobsysten 804 which parses the document, initiates
additional downloads in the networking subsystem, and creates a structural representation of
the document. Modern browsers may also contain related subsystems which are used for
XHTML, XML and SVG documents. A remote session browsing configuration that splits
processing actions at the HTML subsystem 804 might include a remote session browsing
configuration utilizing an HIML remote sesston communication protocol, where an initial
HTML page is processed at the NCC POP in order to extract embedded resource identifiers,
but additional parsing and processing of the content is performed at the client computing
device, In another ecmbodiment, a remote session browsing counfiguration that splits
processing actions at the HTML subsystem 804 might perform initial processing to create the
structural representation of the HTML document, and provides a processing result including
the structural representation and associated embedded resources to the client computing
device for processing.

§3050] When CSS 1s encountered, whether mside an HTML document or an
embedded CSS document, it may be passed to a CSS subsystem 806 to parse the style
information and create a structural representation that can be referenced later, IHlustratively,
a remoie session browsing configuration that splits processing actions at a CSS subsystem
806 may counstruct a processing result jncluding the C8S structural representation and HTML
structural representation, and provide the processing result and associated embedded
resources to the client computing device for processing.

(0051 ] HTML documents often contain metadata, for example the information
described in a document header or the attributes applied to an element. The collections
subsystem 08 may be responsible for storing and accessing this metadata, A remote session
browsing configuration that splits processing actions at a collections subsystem 808 may
construct a processing result including processed metadata along with any other structural
representations discussed above, and provide the processing result and associated embedded
resources to the client computing device for processing.

[8052] When Javascript is encountered, it may be passed directly to a JavaScript
subsystem 810 responsible {or executing the seript. The Javascript subsysteny 8§10 has been
examined folly over the years, and may be one of the most well koown browser subsysiems
in the art. A remote session browsing configuration that splits processing actions at a

Javascript subsysiemt 8[0 may construct a processing result ncluding an  internal
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representation of one or more Javascript scripts, including, but vot funited lo stale data or a
representation of the script in a native or intermediate form, as well as any other processed
struclures or data discussed above, and provide the processing result and associated
embedded resources to the client computing device for processing.

[00G53] Because many JavaScript engines are not directly integrated into the
browser, there may be a communication layer including the marshalling subsystem 812
between the browser and the script engine. Passing information through this communication
layer may generally be referred to as marshaling. A remete session browsing configuration
that splits processing actions at a marshalling sobsystem §12 may construct a processing
result including marshalling data as well as any other processed structores, scripts, or data
discussed above, and provide the processing result and associated embedded resources to the
client computing device for processing,

10054] in some embodiments, JavaScriptl interacts with an underlying network
resource such as a Web document through the Document Object Mode! APIs. These APls
may be provided through a native object model subsystem 814 that knows how to access and
manipulate the document and is the primary interaction point between the script engine and
the browser. Illustratively, a remote session browsing configuration that splits processing
actions at a native object model subsystem 814 may construct a processing result mcluding
native object model state data or API calls as well as any other processed structures, scripts,
or data discussed above, and provide the processing result and any olher associated
embedded resources to the client computing device for processing.

[0055] COmce the document is constructed, the browser may needs to apply style
mformation before it can be displayed to the user. The formatting subsysteny 816 takes the
HTML document and applics styles. Hlustratively, a remote session browsing configuration
that splits processing actions at a formatting subsystem 816 may construct a processing resnlt
mcluding an HTML representation with applied styles, as well as any other processed state
data, API calls, structures, scripts, or data discussed above, and provide the processing result
and any other associated embedded resources o the client computing device for processing,

[0056] In one embodiment, CSS is a block based layout system. After the
document is styied, the noxt step, at a block building subsystem 81K, may be to construct
rectangalar blocks that will be displayed 1o the user. This process may determine things like
the size of the blocks and may be tightly integrated with the next stage, layout. A remote

session browsing configuration that splits processing actions at a block building subsystem



818 may construct a processing resull joclading block information, as well as any other
processed state data, APT calls, structures, scripts, or data discussed above, and provide the
processing result and any other associated embedded resources to the client computing device
for processing.

[6057] Subscquent to the browser styling the content and constructing the blocks,
it may go through the process of laying out the content. The layout subsystem 820 is
responsible for this algorithmicaily complex process.  Ilustratively, a remote session
browsing configuration that splits processing actions at a layout subsystem 820 may process
the various state data, APT calls, structures, scripts, or data discussed above 1o cousbruct a
processing resull incloding layout information for the client computing device. Hhustratively,
an NCC POP may make use of various data or settings associated with the client computing
device or browser (e.g., as provided in the imtial browse session request) in order o generate
a suitable layout for the client computing device. For example, a mobile device may provide
a screen resolution and a display mode to the NCC POP. The NCC POP may base layoul
calculalions on this screen resolution and display mode in order o gencrale a processing
result corresponding to a content representation suitable for a browser running on the mobile
device. Illustratively, in various embodiments, any other subsyslem implemented by the
NCC POP may make use of data associaied with the chent computing device or browser
generating a processing result for the clicut.

[8038] The final stage of the process may occur inside the display subsystem 822
where the final content is displayed to the wser. This process is often referred to as drawing.
A remote session browsing configuration that splits processing actions at the networking
subsysteny 802 might include a remote session browsing configuration utilizing an RDFP
remote session comnmnication protocol, where nearly all processing is performed at the NCC
POP, and a processing result including bitmap data and low level interface data are passed to
the client computing device for display.

{0059] FIGURE 9 is a flow diagram illustrative of a new browse session
rouline 900 fmplemented by network computing and storage provider 107 of FIGURE 1.
New browse session routine 9060 begins at block 902, At block 904, the network computing
and storage provider 107 receives a new browse session request {rom client computing device
102, As previousty described, the client computing device [02 may load a browser for
vigwing network content in response to an event or user request. Subseguent to the browser

being loaded, the browser may be implemented request a new browse session.  From the
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perspeclive of the user of the client computing device, the request for the new browse session
corresponds to the intended request to transmit the request to one or more corresponding
content providers 104. Itlustratively, this request may be generated automatically as a result
of the browser loading (e.z., a request for a default or “home™ page), or may be generated as
a result of a user following a link or entering a network address into an address bar. This
browse session request may include one or more addresses or references to various network
resources or other content requested by the client computing device 102. In an illustrative
embodiment, the browse session request is transnutled wn accordance with an APL

{8060] Al block 906 the network computing and storage provider 107 may select
an associated NCC POP to instantiate a new browse session based ov the browse session
request. As discussed above with reference to FIGURE 1, a network computing and storage
provider 107 may include any number of NCC POPs distributed across any number of
physical or logical locations. A network computing and storage provider 107 may select a
NCC POP to service a browse session request based on any number ol {aclors, including, but
not limited io available NCC POP resources (e.g., available memory, processor load, network
load, elc.), a financial cost of servicing the browse session request al the NCC POP, the NCC
POP location respective {o a client computing device 102, content provider 104, or CDN POP
116, a NCC POP cache status (e.g., whether a requested resource 18 already stored in an NCC
POP cache), ete.

10661} In one erubodiment, the network computing aod storage provider 107 may
select a number of NCC POPs to service a browse session request. For example, the network
computing and storage provider 107 may select two NCC POPs with different logical
locations in the network., Fach NCC POP may independently request and process network
content on the behalf of the client computing device 102, and the client computing device
102 may accept data from the first NCC POP to return a processing result.  Subsequent to
being selected by the network computing and storage provider 107, NCC POP 142 may
obtain the browse sesston request. In one embodiment, NCC POP 142 may have the browse
session request {orwarded to it by a component of network computing and storage provider
107. In another embodiment, NCC POP 142 or client computing device [02 may receive
connection information allowing the establishment of direct communication between NCC
POP 142 and client computing device 102. Hlustratively, NCC POP 142 may be provided
with the browse session request originally provided to network compuiing and storage

provider 107, may be provided with a subset of information (e.g., just a network address of
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requested content), or may be provided additional information not ncloded w the original
browse session request.

[0062] Subsequent to the NCC POP 142 being selected, the network computing
and storage provider 187 may cause the NCC POP 142 1o instantiate a new browse session.
{llustratively, instantiating a new browse scssion instance may include loading a new virtual
machine instance and/or browser mnstance at the NCC POP 142, reserving or allocating
device memory, storage or cache space, processor time, neiwork bandwidth, or other
computational or network resources for the new browse session. Hlustratively, one or more
characleristics of the new browse session instance and/or browser instance may be based on
client computing device 102 information tncluded n the browse session request.  For
example, the browse session request may include a device type or browser type, a device
screen resolution, a browser display area, or other information defining the display
preferences or capabilitics of the client computing device 102 or browser. The NCC POP
{42 may accordingly instantiate a virtual machine instance and/or a browser instance with the
same or similar capabilities as the client compuling device 102, Hlustralively, maintaining a
virtual machine mstance and/or browser with the same or similar capabilities as the client
compuiing device 102 may allow the NCC POP 142 to process network content according to
the appropriate dimensions and layout {or display on the particular chent computing device
U

[0063] In some embodiments, the NCC POP 142 may utilize au existing virtual
machine instance and/or browser instance in addition to, or as an alternative to, instating a
new browse session. For example, subsequent to the NCC POP 142 being selected, the
network computing and storage provider 187 may cause the NCC POP 142 to associate an
existing browser instance and/or virtual machine instance, such as one or more instances
previously instantiated at the NCC POP 142, with the new browse session request.
Hiustratively, an existing browser session and/or virtual machine instance may correspond Lo
another browse session, remole application session, or other remote process associated with
the user or client computing device 102, or may be a previously instantiated software
instance from an unrelated browse session or remote process. (o other embodiments, the
NCC POP 142 may instantiate a new browser or other application process in an existing
virtual machine instance, or may combine the uttlization of previously instantiated and newly
instantiated software processes in any number of other ways. In still further embodiments,

the network computing and storage provider or NCC POP 142 may instantiate any number of
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new virtual machine instances and/or browser instances {or make use of existing instantiated
instances) based on a single browse session request.

j6064) At block 908 the network computing and storage provider 187 may
provide a request for one or more network resources to a content provider or CBN service
provider based on a network address included in the browse session request. In various
embodiments, one or more network resources may be additionally or alternately retrieved
from a cache local o the NCC POP 142 or otherwise associated with the network compuling
and storage provider 167, Onc of skill in the art will appreciate that, in the case of other
embodiments, the link or network address may comrespond to a document or file stored ina
digital file locker or other network storage location or at a cache component associated with
the network computing and storage provider 107 or client computing device 102. in some
embodiments, the new session request may inclade a document or file in addition to or as an
alternative to a network address. At block 910, the network computing and storage provider
107 obtains the one or more nelwork resources. Subsequent to oblaining the requested
nelwork resource, the NCC POP 142 may process the network resource to extract embedded
resource identifiers.

{0065} At block 912, the network compuiing and storage provider 107 may
provide resource requests to one or more sources of content such as content providers, CDN
service providers, and caches, The resource requests roay correspond to embedded resources
based on the one or more embedded resource identifiers extracted from the one or more
network resource as described in block 910 above. At block 914, the network computing and
storage provider 107 may obtain these embedded resources from any number of different
sources, sequentially or in parallel.

[6066] At block 916, the network computing and storage provider 107 may
process the one or more network resources and associated embedded resources to determine a
remote session browsing configuration for the processing and communication of content to
the client computing device 102. A remote session browsing configuration may include any
proprietary ot public remote protocol allowing exchange of data and user interactions or
requests between a client and a remote server. The remote session browsing configuration
may illustratively include both a remote session comniunication protocol and a processing
schema for providing processed (or unprocessed) content to a client computing device for

display in the content display area of a browser.
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10067] Hlustratively, a remote session browsing covfiguration may define or
specify a remote session communication protocol, inchuding, bul not limited 1o, a network
protocol, signaling model, transport mechanism, or encapsulation format for the exchange of
state data, user interactions, and other data and content between the petwork computing and
storage provider and the client computing device.  Examples of remote session
communication protocols known in the art include Remote Desktop Protocol (RDP), X-
Windows protocel, Virtual Network Cemputing (VNC) protocol, Remote Frame Buffer
protocol, HTML, etc. For example, RDP illustratively specifies a number of processing
mwechanisms for cocoding clieut input {e.g., mouse movemen!, keyboard mpatl, efe) o
protocol data wuits for provision o a remote computing device, and corresponding
mechanisms for sending bitmap updates and low level interface information back to the client
device, As another example, the HTML protocol illustratively provides a mechanism for
providing files defining interface information and containing resources references from a
server to a client, and a corresponding mechanism for a client compuling device to provide
requests for additional {iles and resources to the server. In one embodiment, the NCC POP
{42 may provide an initial communication to the chienl computing device 102 after
delermining the remote session communication protocol, This nitial communication may
allow the client computing device 102 to prepare Lo receive communications w the selected
remote  session  communication  protocol, and, in the case of pull remote session
communication protocols like HTTP, may cause the client computing device o send an
inttial resource request to the browse session instance running on the NCC POP 142

[0068] Each remote session browsing configuration may additionally define a
split of processing actions between the network computing and storage service (e.g., NCC
POP 142) and the client computing device {¢.g., client computing device 102). In one
embodiment, a particular split of processing actions may be based on or mandated by a
particular remote session communication protocol. In another embodiment, a remole session
communication proloco) may allow several different splits of processing actions depending
on the implementation or configuration of the protocol. For the purpose of illustration, many
pieces of network content (e.g., Web pages, video, Flash documents) may require various
processing actions before being displayed on a computing device. A Web page, for example,
may be parsed to process various HTML layout information and references to associated
resources or embedded content such as CSS style sheets and Javascript, as well as embedded

content objects such as mmages, video, audio, ete. The HTML and cach referenced object or



picce of code will lypically be parsed and processed before a represevtative object model
corresponding lo the Web page may be constructed. This object model may then be
processed further for layout and display in a content display area of a browser at the client
computing device 102. Hiustrative browser processing actions are described in greater detail
below with reference to FIGURE 8. One of skill in the art will appreciate that, in the case of
other embodiments or applications, various other processing actions may be required.

10069] A remole session browsing configuration may specify that various of the
processing actions required for display of piece of network content be performed at the
remote computing device, such as the NCC POP 142, rather than at the client computing
device 102, Network content partially {or wholly) processed at the network computing and
storage provider may be referred to as a processing result. As discussed below, the split of
processing actions may be associated with or linked to the remote session commuunication
protocol used for exchanging data and client input between the NCC POP 142 and client
conputing device [02.

{6070} Por example, a remote scssion communication protocol such as RDP that
transmits a processing rosult including low level interface information and bitmaps to the
client compuiing device 142 for display may be associated with a remote session browsing
configuration that specifies performing sll, or nearly all, of the necessary content processing
actions at the NCC POP 142, While using RDP, the NCC POP 142 may, for example, run a
full instance of a browser the NCC POP 142 and transmit a processing result consisting of
bitmap updates corresponding to a representation of the displayed content to the client
computing device 102, The client computing device 102, in this example, may merely be
required to assemble the transmitted bitmap updates for display in the content display ares of
the browser, and may perform none of the processing of the actual HTML, Javascript, or data
objects involved in the display of an illustrative pilece of network conient.  As another
example, a remote session browsing configuration ulilizing a remote session communication
protocol sach as HTML may transruit nelwork content in 2 largely unprocessed form. The
client computing device 102 may thus perform all of the processing actions required for
display of netwaork content while the NCC POP 142 performs little or no processing.

1971] The NCC POP 142 may base its determination of a remote session
browsing configuration on any number of factors, including, but not limited to, one or more
characteristics of one or more of the requested resources, content provider 104, or CDN

service provider 196, one or more characteristics of the content address or domain, one or

D4



more characteristics of the client computing device 102, browser or application, user, one or
more characterisiics of the NCC POP 142, or one or more characteristics of the network or
network connection, etc. Characteristics of reguested resources may include, but are not
limited to, a data format, a content type, a size, processing requirements, resource latency
requirements, a number or type of interactive clements, a security risk, an associated user
preference, a network address, a network domain, an associated content provider, etc.
Characteristics of a content provider 104, CDN service provider 106, computing device 102,
or NCC POP 142 way inclade, but are not limited to, processing power, memory, storage,
network connectivity (e.g., available bandwidih or latency), a physical or logiwcal location,
predicled stability or risk of failure, a software or hardware profile, available resources {e.g.,
available memory or processing, or the number of concurrently open software applications),
etc. The NCC POP 142 may further consider perceived security threats or risks associated
with a piece of conient or domain, preferences of a client computing device or a content
provider, computing or network resource costs (e.g, a financial cost of processing or
bandwidth, resource usage, ele.), predetermined preflerences or seleclion information, any
additional processing overhead required by a particular remote session browsing
configuration, a cache stalus (e.g., whether a particular resources is cached at a NCC POP
142, at the client computing deviee 192, or at other network storage associated with the
network computing and storage provider), a predicted delay or time required to retricve
requested network content, a preferred content provider or agrecements with a content
provider for a particular remote session browsing configuration or level of service, a remote
session browsing configuration being used for another {or the current) browse scssion by the
same user, or any other factor,

§08723 In some embodiments, an NCC POP 142 may base a determination of a
remote session browsing configuration on past behavior or practice. For exaruple, an NCC
POP 142 that has determined a remote browse session configuration for a particular resource
in the past may automatically select the same remote browse session configuration when the
resource is requested by the same (or potentially a different) user. As another example, a
user that has a history of frequently accessing Web sites with extensive processing
requireiments may automatically be assipned a remote session browsing configuration that
performs the majority of processing at the NCC POP 142, In other embodiments, an NCC
POP 142 may base a determination of a remote browse session configuration on predictions

of future behavior. For example, an NCC POP 142 may base its deterrmination of a remote



browse session configuration for a particular resource on an analysis of past delerroinations
made for a particular Web site, network domain, or set of related resources. A content
provider that historically has provided video-heavy Web pages may be associated with a
remote session browsing confipuration that emphasizes video performance at the client
computing device 102, Illustratively, past historical analysis and future predictions may be
considered as one or more of a number of factors on which o hase the remole session
browsing configuration determnation process, or may be definttive in the decision making
process,  For example, once an NCC POP 142 determines a romole session browsing
configuration for a particular content provider, it may skip the remote session browsing
configuration determination process for any future resources served from the content
provider. Ilustratively, the NCC POP 142 may re-determine a remote session browsing
configuration to be associated with the content provider after a fixed period of time, or after
the NCC POP 142 has ideniified or determined a change in the content being served by the
content provider.

{0073] In other embodiments, a network resource, Web site, nelwork domain,
content provider, or other nelwork contily may spectfy or otherwise request the use of a
particular remote browse session coufiguralion in a resource lag, metadata, or other
communication with an NCC POP 142, The NCC POP 142 may treal the request as
definitive, or may consider the reguest as onc of multiple factors to be considered in the
decision making process.

{0074 For example, a remote session browsing configuration utilizing a remote
session communication protocol such as RDP may specify extensive processing to occur at
the network computing and storage provider 107 (e.g., at NCC POP 142) rather than at the
client computing device 102, The remote session browsing configuration may thus leverage
the processing power of the NCC POP 142 to achieve lower latencies and presentation delay
when dealing with network content that requires a great deal of pre-processing (e.g., content
with a great deal of €SS or Javascript wiformation defining page fayout). The NCC POP {42
may therefore select a remote session browsing configuration that performs a substantial
amount of processing at the network computing and storage provider 107 and utilizes RDP or
a siniilar remote session comnumication protocol for communication of processing-intensive
content, Conversely, a remote sesston browsing configuration that utilizes a remote session
communication protocol such as HTML may specity extensive processing at the client

computing device 102 rather than at the network computing and storage provider 167. The
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remote session comununication protocol may thus achieve smaller delays and smoother
presentation when preseoted with simple network content that requires very little processing
or network content that requires rapid change in displayed content after its initial load. For
example, a Web page with embedded video may perform better performing the majority of
processing locally and utilizing HTMLU rather than RDP as a remote session communication
protocol, A remote session browsing configuration specifying extensive processing at the
network computing and storage provider 107 must process the video at the NCC POP 142
and rapidly send screen updates {e.g. by RDP) to the clieut computing device 102, potentially
requiting a great deal of bandwidth and cansing choppy playback in the browser, while a
remote session browsing configuration specifying local processing may provide raw video
information directly to the client computing device 102 for display {(e.g. by HTML), allowing
for client side caching and a smocther playback of content.

{0075 As a further example, the NCC POP 142 in communication with a client
computing device 102 with extremely limited processing power may elect to use a remote
session browsing configuration that requires very litle processing by the client computing
device, for example, using RDP to (ransmit NCC POP 142 processed results. Conversely, an
NCC POP 142 providing an extremely inleractive Web page may elect lo use a remole
session browsing configuration that allows the client computing device 102 to handle user
interactions locally in order to preserve interface responsiveness, for example, using HTML
to transmit substantially unprocessed data. As a still further example, a NCC POF 142 may
base the determination of a remote session browse configuration on preferences provided by
the client computing device 102, A client computing device 102 may illustratively include
preferences for a remote session browse configuration in an inttial browse session request, or
at any other {ime. The NCC POP 142 may utilize these preferences as an alterngtive to, or in
addition to any other {actor or decision metric, Hlustratively, allowing the client computing
device 102 Lo set or influence the selection of a remole session browse configuration allows
the NCC POP 142 to take user preferences in account when determining a remote session
browse configuration. For example, a user worried about initial page load times may prefer
to use a remote session browsing configuration heavy on remote processing and utifizing an
RDP remote session communications protocol, while a user wishing to maintain an cxtreniely
responsive interface may prefer using a remote session browsing configuration that performs
the majority of the processing on the client computing device 102, for example, using an

HTML remote sesston comrunication protocol,



10076] Thusiratively, the NCC POP 142 may base a determination of a remote
browsing configuration on any factor or combination of factors. For example, the NCC
POP 142 may select a remote session browsing configuration based on a single factor, or may
assign weights to one or more factors in making a determination. In some embodiments, the
determination process of the NCC POP 142 may change based on one or more factors
described above. For example, an NCC POP 142 communicating with a client computing
device 102 over a network with a surplus of unused bandwidth may give a low weight to
factors such as the network requirernents of a remote browse session, and may give a higher
weight to factors such as the latency of page interactions, while an NCC POP 142
commmumeating with a chient computing device 102 over a limited bandwidih network may
give a higher weight to factors dealing with the efficiency of the remote session browse
protocol over a network.

{08771 in one embodiment, the NCC POP 142 nmiay select a single remote session
browsing configuration for a set of network content. For example, the NCC POP 142 may
select a single remote session browsing configuration for a requested network resource such
as a Web page. The NCC POP 142 may thus process the Web page together with all
embedded content based on the selected remote browsing session protocol, and utilize the
remote browsing session protocol to cxchange user nteraction data and updated browse
session data for all embedded content associated with the Web page. o another embodiment,
the NCC POP 142 may select ditferent remote session browsing configurations for one or
more resources in a set of network content. For example, a network resource sach as a Web
page may reference processing intensive embedded Javascript or CS8 resources, as well as
embedded video resources. The NCC POP 142 may sclect a first remote session browsing
configuration for the Web page and all embedded resources excluding the embedded video
resource, and a second remote session browsing configuration for the embedded video
resource.  Illustratively, this may result i the NCC POP 142 ulilizing RDP to send a
processing vesult to the client coroputing device 102 for display of the Web page and
associated embedded resources, while utilizing HTTP to send the embedded video as a
separate, unprocessed file. In one embodiment, the client computing device 102 may perform
the minimal processing required to display the RDP processing result corresponding to the
Web page and embedded resources, and may also perform additional processing necessary to
display the embedded video, for example, overlaying the video on top of the displayed RDP

representation of the Web page. Any number of remote session browsing configurations may



be selected 1o correspond to any number of resources or objects included in a set of network
content, regardiess of whether resources or objects are obtained from a content provider 104
or CI3N service provider 106 in one or more logical files or data structures.

[0078] Although the selection of a remote session browsing configuration s
illustratively depicted hercin as occurring after all network resources and associated
embedded content have been obtained by the NCC POP 142, one skilled in the relevant art
will appreciaie that the selection of a remote session browsing configuration may be
performed at any time. For cxample, the NCC POP 142 may select a remote session
browsing configuration afller receiving a new browse session request or related information
from the client computing device, may select a remote session browsing configuration afler
obtaining a network resource, but before obtaining any associated embedded resources, or at
any other time. In some embodiments, the NCC POP 142 may swiich o a new remole
session browsing configuration at some time subseguent to the client computing device 102
obtaining an initial processing result.  Hlustratively, the NCC POP 142 selecling a new
remole session browsing conliguralion may occur avtomatically afler a certain time period or
event or in response to a change in network conditions, NCC POP 142 or client computing
device 102 load or compuling resources, or any other factor described above as potentially
influencing the choice of remote session browsing configuration. lilustratively, an NCC POP
142 dealing with other types or formats of information may select a remote session protocol
based on any number of similar factors. For example, one of skill in the relevant art will
appreciate that a similar schema may be developed for the processing of images, video,
audio, databasc information, 3d design data, or any other file format or type of data known in
the art,

[6079] The client computing device 102 may, in various embodiments, further
instantiate a parallel browsing process sequentially or simultancously with the request for 4
remote browse session, In one embodiment , a client computing device 102 may instantiate a
traditional local browse session as known i the art (e.g., providing content requests from the
browser and processing oblained resources locally) in addition to one or more remote browse
instance executing at an NCC POP 142, In another embodiment, a client computing device
102 may be provided with unprocessed network resources by the NCC POP 142,
Hiustratively, the network resources may have been retrieved from one or more content
providers, CDNs, or cache components by the NCC POP 142, The resources may be

rovided to the client computing device £02 to process tocally in paralle]l with the remote
) & D)

229.



browse nstance executing at the NCC POP 142, 1o still further embodiments, the network
computing and storage provider or NCC POP 142 may instantiate any number of new virtual
machine instances and/or browser instances {or make use of existing instantiated instances) to
process resources and/or send processing results to the client computing device 102 in
parallel, Ilustratively, the local browse session at the client computing device 102 and the
remote browse session instance at the NCC POP 142 may execute in parallel.

[0080] In one embodiment, a local browse session executing at the client
computing device 102 may obtain unprocessed content (e.g., hunl Web pages, embedded
content, and other vetwork resonrces) from the NCC POP 142 responsive o a browse session
request.  Tlostratively, the content may have been retrieved by the NCC POP 142 from a
content provider, CDN, or cache in response to the browse session request. The unprocessed
contenl provided by the NCC POP 142 may include all the content associated wilh the
browsc session request or may supplement content existing in a cache of the clieat computing
device, retrieved from a content provider or CDN, or obtained from some other source. In
on¢ embodiment, a ¢lient compuling device 102 may obtain all requested conlent from a local
cache, and may not obtain any unprocessed resources or content from the NCC POP [42.
Subsequent {0 oblaining the unprocessed coutent, client computing device 102 way process
the requested content in paraliel with a remote browse session executing at the NCC POP
142, For example, as the local browse session executing at the client computing device 102
is processing the requested content, a remote browse session executing at the NCC POP 142
may be processing the same content at substantially the same time. Once the NCC POP 142
has performed a set of processing actions on the content to generate a processing result {e.g.,
as specified by a determined remote scssion browsing configuration), the NCC POP 142 may
provide the processing resuli to the client computing device 102,

{6081} For the purposc of illustration, a client computing device 102 may require
a longer load time to obtain and process requested network resources than a browse session
instance running at the NCC POP 142, For example, the NCC POP 142 may oblawn and
process content quickly due to its position on the network and the relative processing power
of the local cilent computing device as compared to the NCC POP 142, Even if the NCC
POP 142 provides the client computing device 102 with all requested network content, the
client computing device 102 may still obtain a processing result from NCC POP 142 before
the local browse session has fully completed processing the requested resources. The client

computing device 102 may complete any further processing steps and display the obtained

230~



processing  result before completing local processing and  display of the content,
Hiustratively, this may atlow the client computing device 102 lo take advantage of an NCC
POP 142°s quicker content load time relative to a traditional local browse session. Prior to
the local browse session completing the processing all requested resources, the browser may
process any user interactions locally and/or remotely as described in FIGURES & and 11
below.

[0082] Once the local browse session has fully obtained and processed resources
corresponding 1o the requested content, the computing deviee 102 may determine whether to
continue (o display results obtained from the NCC POP 142 (and process user intevactions at
the NCC POP 142) using the delerruined remote session browsing configuration or switch to
processing user interactions locally. Switching to process user interactions locally may
include replacing a displayed representation of the requested resources based on a processing
result obtained from the NCC POP 142 with a local display of the requested resources. For
example, a browser may display a represenlation of a Web page corresponding to a
processing result from the NCC POP 142 (e.g., RDP display information representing the
rendered page) until the browser is finished processing and rendering the Web page locally.
The browser may then replace the representation frorn the NCC POP 142 with the locally
rendered representation of the Web page. lustratively, replacing one representation with
another representation may be transparcnt to the user. For example, the local and NCC POP
142 representations of the Web page may be identical or substantially identical. In one
embodiment, when the NCC POP 142 representation of the web page is displayed, the
browser may send various user interactions with the displayed page to the NCC POP 142 for
processing,  When the locally rendered version of the Web page is displayed, user
interactions may be processed locally at the browser, [ustratively, the determination of
which representation of the requested resources to display (e.g., local or from the NCC POP
142) may be based on any of the same factors described with refercunce to delermining a
remote session browse protocol it above.

[0083] In one embodiment, the client computing device 102 may switch 10
processing user interactions locally as soon as local resources are fully loaded. Hlustratively,
the remote browse session instance running at the NCC POP 142 may be terminated after

switching to local processing, or the remote browse session instance may be maintained as a

o

backup in case of unresponsiveness or a failure with regards to the local browse session. For

example, the client computing device 102 may process user inderactions locally, as well as



sending remote user interaction data o the NCC POP 142 in accordance with the selected
remote session browsing configuration. The remote user interaction data may be used by the
NCC POP 142 to keep the remote browse session instance fully in parallel with the local
browse process being executed by the browser at the client computing device 102, As long
as the local browse session continues to handle user interactions, the NCC POP 142 may
ecither refrain from sending updated processing results, or may send updated processing
results ignored by the client computing device 102, 1f a problem develops with the local
browse session al the client computing device 102, uvpdated processing results may be
provided to the client computing device 102 from the NCC POP 142 for processing and
display in liew of the local browse session. Hlustratively, this switch from the local browse
session Lo remote processing may be transparent to the user. ln some embodiments, the client
computing device 102 may switch from a local browse session to a remote browse session
instance based on factors other than unresponsiveness or faiture at the local browser. For
example, the client computing device 102 or network computing and storage component 107
may select between a remote and local browse session based on any of the [actors
enumerated with regards to determining a remote session browse protocol above

[0084] In another embaodiment, the client computing device 102 may conlinue 1o
process and display updated processing results from the NCC POP 142 even after the local
browse session has fully loaded the requested content, The client computing device 102 may
terminate the focal browse session or may run the local browse session in parallel as a backup
process in the converse of the example provided above. It should be appreciated that
althongh the local browse session is described here for the purpose of illustration as being
slower to load than the remote browse session instance, in some embodiments the local
browse session may load the content faster than the remote browsing session, in which case
the browser may process user interactions locally until the remote browse process has fully
loaded the requested content, In some embodiments, the client computing device 102 may
display and process user interactions through whichever browse session, local or remote,
loads the requested content first.

FIDBS] In various other embodiments, the network computing and storage
provider (7 may instantiate multiple remote browse session instances to run in parallel in
addition to or as an alternative to instantiating a local browse session. THustratively, these
parallel browse session instances may utilize any of the same or different remote session

browse protocols, and may act as backups in the manner described above with regard to a

G
(%]
3]



local browse session, or may be used and switched between as alterpatives in order to
maxirize browser performance at the client computing device 102, For exarnple, in response
to one or more browse session requests, the network computing and storage provider 107
may instantiate a browse session instance running on a first NCC POP and utilizing an RDF
protocol as well as browse session instance running on a second NCC POP utilizing an X-
Windows protocol, The client computing device 102 or the network computing and storage
provider 107 may determime which browse session instance and protocol should be used
based on performance or resowrce usage cousiderations as described with regards to
determining & reruote session browse protocol above.

18086] With continued refercnce to FIGURE 9, at block 918, the network
computing and storage provider 107 may process the obtained content, including the one or
more requesied network resources and embedded network resources, according to the
determined remote session browsing configuration to generate an initial processing result. At
block 920, the network computing and storage provider 197 may provide the initial
processing result to the client for further processing and display in the content display area of
the browser. For the purposes of further example, an illustrative client new browse session
nteraction routine 1000 implemenied by clieul computing device 102 1s described below
with reference to FIGURE 10, At block 922, the start new browse session routine 900 ends,

16087] FIGURE 10 1¢ a flow diagram ilfustrative of a clieut new browse session
interaction routing 1090 implemented by client computing device 102, New browse session
interaction routine 1000 begins at block 1002 in response to an event or user request causing
the client computing device 102 to load a browser for viewing network content. At block
1004, the client computing device loads locally managed components of the browser,
including all local interface components, As described above with reference to FIGURES 5
and 7, local interface components may include toolbars, menus, butions, or other user
interface controls managed and controlled by the seftware browser application or any other
process executing or implemented locally at the chent computing device. At block 1006, the
client computing device 102 provides a request for a new browse session mstance to the
network computing and storage provider 107. From the perspective of the user of the client
computing device, the request for the new browse session corresponds to the intended request
to transmit the request to one or more corresponding content providers 104,  In other
embodiment, the new session request may correspond to a request to load a file or other

document (e.g., a request to toad an image 1n a photo-editing application, ete.). Hlustratively,



the request may be generated autornatically as a result of the browser loading {e.g., a request
for a default or “home” page), or may be generated as a result of a user following a link or
entering a network address into an address bar. As illustrated with respect to FIGURE 2, the
browse session request is transmitted first to a network computing and storage provider 107.
in an illustrative embodiment, the network computing and storage provider 107 utilizes a
registration API to accept browse scssion requests from the client compuling device 102

[0088] A browse session request may include any number of pieces of data or
information including, but not limited to, nformation associated with a user, information
associated with the client compuling device 102 or software on the client computing device
{e.g., bardware or software information, a device physical or logical location, ele.),
imformation associated with the network 108, user or browser preferences {e.g., a requested
remote session browse proiocol, a preference list, a decision iree, or other inlormation),
information associated with the network computing and storage provider 107, information
associated with one or more picces of requested network conlent {e.g., the network address of
a nelwork resource), ete. For cxample, a browse session request from the client computing
device 102 may include information identifying a particular client computing device
hardware specification or a hardware performance level, latency and bandwidth data
associated with recent content requests, a desired security level for processing different types
of content, a predetermined preference list of remote session browse protocols, and one or
more network addresses corresponding to requested network resources, among others. In
another cxample, the browse scssion request can include information identifying a client
computing device 102 screen resolution, aspect ratio, or browser digplay arca in the browse
session request may allow the network computing and storage provider 107 to customize the
processing of network content for display on the chent computing device.  As previously
described, the browse session request can include network address information corresponding
to a requested nelwork resoorce, which may be nany Torm mcluding, but not himited to, an
Internet Protocot (1P} address, a URL, a Media Access Control (“MAC”) address, etc. in
one embodiment, the request for a new browse session instance may correspond to the
network computing and storage provider receiving a request for a new browse scssion
instance at block 904 of FIGURE 9 above.

{0089 At block 1008, the client computing device 102 obtains an initial
processing result from the network computing and storage provider 107, Hiustratively, the

format and data included in the initial processing result may vary based on the remote session



browsing configuration selecied by the network computing and storage provider 107, In one
embodiment, the initial processing result may include or be preceded by data informing the
client computing device 102 of the choice of remote session browsing configuration and/or
establishing a connection over the remote session communication protocol corresponding to
the selected remote session browsing configuration.  As discussed above with reference to
FIGURES 8 and 9, the obtained initial processing result may include requested content with
one or more processing actions performed by the network computing and storage provider
107, Subseguent to obiaining the initial processing result, the chient computing device 102
way perform any remaining processing actions on the jnitial processing result at block 1614,
1990%0] Al block 1012, the client compoting device 102 displays the content
corresponding to the processed initial processing result. For example, the client computing
device 102 may display the processed client in the content display area 702 of a browser 769
as described in FIGURE 7 above. In one embodiment, the processing result may only
include display data corresponding to content displayed by a browser, and may nol include
display dala corresponding to, for example, the interface controls of a browser instance at the
NCC POP 142, the deskiop of a virtual machine insiance corresponding to the browse
session, or any other user interface of the NCC POP 142, For example, the NCC POP 142
may process a Web page and associated content for display via RDP in a browser instance
running in a virtual machine instance at the NCC POP 142, The browser instance may have
one ot more interface elements such as toolbars, menus, scroll bars, etc., in addition to the
displayed Web page. The NCC POP 142 may send an RDP processing result corresponding
to the displayed Web page only, without any of the interface elements associated with the
browser. 1Hustratively, incloding an RDP processing result corresponding to the displayed
Web page only may allow the browser at the client computing instance 102 to display the
Web page by asserubhing the RDP processing vesult in the content display arca ol the browser
without any further processing,  In another embodiment, the RDP processing result may
include a full virtnal machine desktop and browser window corresponding to the full
interface displayed at the NCC POP 142 browse session instance. The clieat computing
device may automatically identify the arca of the RDP processing result corresponding to the
requested content, and may display only this area in the content display area of the browser.
j00%1] At block 1014, the client computing device 102 processes local and remote
user interactions, An illustrative routine for processing user interactions is provided below

with reference to FIGURE @t At block 1016 the routine ends. Illustratively, a browse



session nstance mstantiated by the network computing cootent provider 107 may terminate
when a browser window or content display area is closed, may terminate when a remote
session browse protocol is replaced by a parallel process at the client computing device 102,
or may ferminate in accordance with a timer or other event. llustratively, if a browse session
has terminated automatically due to a time-out but has associated content still displayed in a
browser at the client computing device 102, later attempts by the user to interact with the
content may result in a new browse session request being provided to the network computing
and storage service provider [07 to starl a new browse session according to the last state of
the terminated session. Hiustratively, ternunating a remote browse session aftor a time-onl
may allow the network computing storage provider 107 {o save computing resources at the
NCC POP. In one embodiment, this process may be transparent to the user at client
computing device 102, even though the remote browse session has been terminated during
the intervening period.

[0092] FIGURE 11 is a flow diagram iilusiralive of a process user interaction
routine 1100 mmplemented by a client computing device 102, Process user interaction
routine 1100 begins at block 1102 in response (o an interaction by a user. Illustratively,
process user interaction routive 1100 may begin subsequent to the display of conlent in a
conient display arca of a browser interface. For example, process user interaction routing
1100 may correspond to block 1014 of FIGURE 10 above.

[0093] ustratively, the displayed content may bave one or more interactive
elements, such as forms, buttons, animations, c¢tc. User interaction with these interactive
elements may require processing and display of updated content in the content display area.
For example, selecting an element in a drop-down menu on a Web page may require
processing and may change the configuration or visual appearance of the Web page or
embedded resources.  lustratively, the processing required by user interaction with the
displayed content may be handled as a local user interaction at the client computing device
102 or as a remole user interaction at the NCC POP 142 depending on the remote session
browsing configuration in use. TFor example, if a remote session browsing configuration
utilizing substantial focal processing (e.g., sending unprocessed files over HTML), user
interactions with displayed content may typically be handled as local user interactions at the
client computing device 102, IHustratively, handling user interactions with displayed content
as local user imteractions at the client computing device 102 may allow for better

responsiveness and fewer delays with simple user interactions {e.g., selection of a radio
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button, or typing texl into a field), as interaction data corresponding (o the mteraction does
not need to be sent to the NCC POF 142 for processing.

[0654] As a further example, if' a remote session browsing configuration utilizing
heavy remote processing of content (e.g., sending processed bitmap data over RDP} is being
used as the remote session browsing configuration, all user interactions with displayed
content may be handled as remote user interactions. For example, user input {c.g., keyboard
inputs and cursor positions) may be encapsulated in RDP protocol data units and transmitied
across network 108 to the NCC POP 142 for processing. IHustratively, the NCC POP (42
may apply the user intevactions to the network coutent and transmit processing results
cousisting of updated bitroaps and juterface data corresponding to an updated representation
of the content back to the client computing device 102. Illustratively, handling user
interactions with displayed content as remole user inleractions at the NCC POP 142 may
have a negative impact on interface responsiveness, as data is required to pass over the
network and is himited by network latency; however, user interactions that require a
substantial amount of processing may perform better when handled as remote user
interactions, as the processing latency ol the NCC POP 142 may be substantially lower than
the processing latency of the client computing device 102,

In addition to a conient display arca for displaying network content, a browser may
have one or more local interface componcents, such as toolbars, menus, buttons, or other uscr
interface controls, Interactions with local interface components may be treated as local user
interactions or remmote uscr interactions depending on the processing required by the
interaction and the remote session browsing configuration as further depicted in illustrative
FIGURE 7. For example, some local interface components may be managed locally by
browser code running on the client computing device, while other local interface components
may have one or more locally managed aspects {e.g., buttoun click feedback, scroll bar redraw,
ete), and one or more remote managed aspects treated as remote user interactions (¢.2., page
refresh, requesting a page at an address in an address bar, etc.)

§0095] Al block 1104, the client compating device 102 oblains a user inferaction
from the user. This user interaction may be an interaction with local interface components as
described in FIGURE 7 and above, or may be an interaction with any interactive elements of
the content displayed in the content display area of the browser, such as form fields, buttons,
animations, etc. User interaction with these local interface components or interactive

elements of displayed content may require local and/or remote processing depending on the

~1



nature of the component or elemieot and the processing split specified by the remote session
browsing configuration as described in FIGURE 7 and above. At block 1106, the client
computing device 102 determines the interaction processing requirements for the obtained
user interaction. At decision block 1108, 1t the user interaction has local aspects {e.g., bution
click feedback, a change to a local browser state, a content element being processed at the
client computing device, etc.) the routine 1102 moves to block 1110 to process the local
aspect or aspects of the user interaction at the client computing device 102 and subsequenily
update the Jocal interface components at block 1112, Hlustratively, and as discussed above,
aspects of the nteraction and updating interface components and elements locally allows a
browser to provide responsive user interfaces and content, Subsequent to processing local
aspect(s) of the user interaction, or if the user interaction has no local elements (e.g., a user
interaction with a content element displayed in the content display area when using a remote
session browsing configuration processing entirely on the server side and wutilizing an RDP
remote session comnmunication protocol) the routine 1102 moves 1o decision block 1114, If
the user interaction has remote aspectls that require processing, the routine 1102 moves to
block 1116 and provides remote user interaction data to the network computing and storage
provider 107. Hustratively, in the case of a heavily server side remote session browsing
configuration utilizing an RDP remote session communication protocol, the remote user
interaction data may include ioput data such as a cursor position or keyboard input
cncapsulated in one or more RDP protocol data units. In some cmbodiments of remote
session browsing configurations utilizing RDP or other remote session communication
protocols, particular agpects of remote user intcraction data such as cursor positions may be
provided to the network computing and storage provider 107 on a continuous basis, while m
other embodiments of remole session browse configurations remote user interaction data may
only be provided to the network corputing and storage provider 107 when associated with a
user interaction that requires remiote processing.

{086] At block 1718, the client computing device 102 obtains an updated
processing resuft from the network computing and storage provider 107, the network
computing and storage provider 107 having processed the remote user interaction data to
generate an updated representation of the content. At block 1120, the client computing
device 102 performs any additional processing required on the uvpdated processing result
(based on the remote session browsing configuration) and at block 1122 displays the updated

processing resull in the content display area of the browser. At block 1124 the process user



interaction routine 1102 ends. Mlusiratively, the routine may be execuled again any number
of times in response to further user interactions with the browser and displayed content.
{60971 Embodiments of the present disclosure can be defined by the following
non-fimiting clauses:
[60G98] Clause 1. A computer-implemented method for remote session browsing
comprising:
obtaining, by a network based browser software application, a network
resource from a content provider based on an identifier of the nelwork resource
included in a browse session request from a client computing device, wherein the
wdentifier of a network resource references one or more embedded resource identifiors
and wherein at least one of the network resource and the one or more embedded
resource identifiers can be processed with a plorality of processing actions;
processing, by the network based browser software application, the network
resource to obtatn the one or more embedded resource identifiers;
obtaining, by the network based browser sofiware application, the one or more
embedded resources from one or more content providers based en the one or more
embedded resource identifiers;
determining, by the network based browser software application, one or more
remote session browsing configurations corresponding to the browse session reguest
based on at least one of the network resource and the one or more embedded
resources, wherein each of the one or more remote session browsing configurations
identifies at least a communication protocol, a first set of processing actions of the
plurality of processing actions to be performed at the network computing component,
and a second set of processing actions of the plurality of processing actions to be
performed at the client computing device, and wherein the first set of processing
actions and the second set of processing actions together comprise the plurality of
processing aclions;
processing, by the network based browser sofiware application, the network
resowree and the one or more embedded rescrces to generate at least ope processing
result  corresponding to cach of the determined remote session  browsing
configurations, wherein each of the at icast one processing resulis corresponds to a
representation of a respective processed network resource or processed one or more

embedded resources, and wherein cach of the at least one processing results are



generated by perfornung the first set of processing actions of the plurality of

processing actions identified by the corresponding determined remote session

browsing configuration at the network computing component; and

providing, by the network based browser software application, each of the at
least one processing results to the client computing device, the client computing
device configured to causc the display of the at least one represeniation of the
network resource and embedded resource identifiers, wherein causing the display of
the at least one representation includes performing the second set of processing
actions of the pluralily of processing actions on the processing result,

{0099] Clause 2. The compuler-implemeunted method of Clause 1, wherewn the
communication protocol identified by the remote session browsing configuration includes at
feast one of an HTML protocol, a Remote Deskiop protocol, a Virtual Network Computing
protocol, a Remote Frame Bufter protocel, and an X-Windows protocol.

181001 Clause 3. The cormputer-implemented method of Clanse 1, wherein
determining one or more romote scssion browsing configurations corresponding to the
browsc session request based on at least onc of the network resource and the one or more
embedded resources comprises determining one or more remote session browsing
configurations based on at least one of a resource data format, a resource content type, a
FESOUTCE $1Z¢, TESOUree processing requirements, resource latency requirements, a number or
type of interactive elements, a resource security risk, historical resource usage data, resource
usage predictions, an associated user preference, an associated network address, an associated
network domain, historical content provider usage data, and content provider configuration
data.

{0101} Clause 4. The computer-implemented methed of Clause | further
comprising:

obtaining a sccond browse session request from the client computing device,
wherein the second browse session request comprises an address of a second network
resource including a second one or more embedded resource identifiers;

causing, by the network computing component, a second request by the
instantiated network based browser software application;

obtaining, at the second network based browser software application, the
second network resource and the second one or more embedded resource identifiers

from one or more content providers; and



determining a second remote session browsing configuration for the second
new browse session request.
161G2] (Clause 5. The computer-implemented method of Clause 4, whercin at

least one determined remote session browsing configuration from the first browse session
request is different than the determined second remote session browsing configuration from
the seccond browse session request.

[6163) Clause 6. The computer-implemented method of Clause |, wherein
determining one or more remole session browsing conligurations for the new browse session
request based on at least one of the neotwork resource and the one or more embedded
resources 1ncludes determining a first remote session browsing configuration for a f{irst
embedded resource, and a second remote session browsing configuration for a second
embedded resource,

{0104] Clause 7. The corputer-umplemented method of Clause 1, wherein
determining one or more remote session browsing configurations for the new browse session
request includes determining one or more remote session browsing configurations for the
new browse scssion request based at least in part on a determination of one or more remote
session browsing configurations selected by the client computing device,

10105] Clause 8. A system for remote session browsing comprising:

one Or More computer processors;

at least one computer memory accessible by at least one of the one or more
COMPULET Processors;

a network computing component comprising an execotable software module
executed by the one or more computer processors, wherein the network computing
component is operable to:

determine a remote session browsing configuration for one or more network
resources requested by a client computing device, wherein the remote session
browsing configuration identifies at least a communication protocol, a first set of
processing actions of a plurality of processing actions to be performed at the network
computing component, and a sccond set of processing actions of the plurality of
processing aclions io be performed at the chient computing device;

provide at least one processing result to the client computing device, each of
the at least one processing results generated by performing the first set of processing

actions identified by the determined remote session browsing configuration at the
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network computing component, wherein the client computing device is operable to

cause the display of the one or more network resouices, including performing the

second set of processing actions of the plurality of processing actions on the
processing result.

[8166] Clause 9. The system of Clause 8, wherein the communication protocol
identified by the remote scssion browsing configuration includes at least one of an HTML
protocol, a Remote Desktop protocel, a Virtual Network Computing protocol, a Remote
Frame Butfer protocol, and an X-Windows protocol.

[8107] Clause 10, The system of Clause 8, wherein the network computing
component is further operable to determine a remoie session browsing configuration for one
or more network resources based at least in part on a deternunation of one or more remole
session browsing configurations by the chient computing device,

{0108] Clause 11, The systern of Clause 8, wherein the nectwork computing
component is further operable to determine a remote session browsing configuration for one
or more network resources requested by a client computing device based on at Jeast one of a
network resource data format, a network resource content type, a network resource size,
network resource processing requirements, resource latency requirements, historical resource
usage data, resource usage predictions, a number or type of interactive elements assoctated
with a network resource, a network resource security risk, an associated uscr preference, an
associated network address, an associated network domain, historical content provider nsage
data, and content provider configuration data.

[0109] Clause 12. The system of Clause 11, wherein the network computing
component is further operable to:

obtain a first browse session request from the client computing device,
wherein the first browse session request corresponds to one or more network
resources; and

obtain the one or more network resources responsive to the first browse
session request from the client computing device,

[0116] Clause 13, The system of Clause 12, wherein the network computing

component is further operable to:



obtain a second browse session request from the client computing device,
wherein the second browse session request corresponds to a second one or more
network resources;

obtain the second one or more network resources from one or more content
providers responsive to the sccond browse session request from the client computing
device; and

determine a second remote session browsing configuration for the second
browse session request.

19111) Clause 14, The system of Clause 13, wherein the second remote session
browsing configuration is different from the first remote session browsing contfiguration,

{0112] Clause 15, The system of Clause 8, wherein the one or more network
resources comprise a network resource referencing one or more embedded resources.

19113] Clausc 16, The systermn of Clanse 15, wherein determining one or more
remote session browsing configurations for one or more network resources comprises
determining a first remote session browsing configuration for a first embedded resource, and
a second remote session browsing configuration for a second embedded resource.

{0114] Clause 17. The system of Clause 15, wherein the network computing
component is further operable to:

obtain the network resource from a content provider;

process the network resource to obtain one or more embedded resource
identifiers corresponding to the one or more embedded resources associated with the
network resource; and

obtain the one or more embedded resources from one or more conient
providers based on the one or more embedded resource identifiers.

[0115] Clause 18. A computer-implemented method for remote session browsing
comprising:

determining one or more remote session browsing configurations for one or
more network resources, wherein each of the one or more remote session browsing
configurations identifies ai least 4 comumunication protocol, a first set of processing
actions to be performed at the network computing component, and a second set of
processing actions Lo be performed at the client compuiing device,

processing the network resources to generate at least one processing result

corresponding to each of the determined remote session browsing configurations,



wherein each of the at least one processing resull is generated by performung the first

set of processing actions identified by the corresponding determined remote session

browsing configuration at the network computing component; and

providing each of the at least one processing results to the client computing
device, the client computing device configured to cause the display of the one or more
network resources, wherein caosing the display of the one or more network resources
includes performing the second sel of processing actions of the plurality of processing
actions on the processing result,

18116] Clause 19, The computer-iruplemented method of Clause 1R, wherein
determining one or more remole session browsing configurations for one or more network
resources comprises determining one or more remote session browsing configurations for one
or more network resources based at feast in part on a determination of one or more remoie
session browsing configurations by the client computing device,

{3117} Clause 20, The computer-implemented method of Clause 18 further
comprising:

obtaining a first browse session request from the client computing device,
wherein the first browse session request corresponds to one or more network
resources; and

obtaining the one or more network resources responsive to the first browse
session request from the client computing device.

[6118] Clause 21. The computer-implemenied method of Clause 20 further
comprising:

obtaining a second browse session request from the client computing device,
wherein the second browse session request corresponds to a second one or more
network resources;

obtaining the second one or more network resources from one or more content
providers responsive to the second browse session request from the client computing
device; and

deteromning 4 second vemote session browsing configuration for the second
browse session request.

{0119 Clause 22, The computer-implemented method of Clause 21, wherein al
the second remote session browsing configuration is different from the first remote session

browsing configuration.
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{0120 Clause 23. The computer-implemented method of Clause 18, wherein the
one or more network resources comprise a network resource referencing one or more
embedded resources.

[8121] Clause 24. The computer-implemented method of Clanse 23, wherein
determining one or more remote session browsing configurations for one or more network
resources comprises determining a first remote session browsing configuration for a first
embedded resource, and a second remwote session browsing configuration for a second
embedded resource.

[0122] Clause 25. The computer-implemented method of Clause 23, wherein the
network computing component is {urther operable to:

obtain the network resource from a content provider;

process the uetwork resource to oblain one or more embedded resource
identifiers corresponding to the one or more embedded resonrces associated with the
network resource; and

obtain the one or more embedded resources from one of more content
providers based on the one or more embedded resource identifiers.

10123} Clause 26. A system for remote session browsing comprising:

one or more computer processors;

at least one computer memory accessible by at least one of the one or more
computer processors; and

a browser component comprising an executable software module executed by
the one or more computer processors, wherein the browser component ts operable to:

provide a request for network content lo a neiwork computing component,

wherein the request for network content includes an identification of at least one of a

network resource and one or more embedded resources, and wherein at least one of

the network resource and the one or more embedded resources can be processed with

a plurality of processing actions;

obtain a first processing result from the network compuiing component,
wherein the first processing result corresponds to the at loast one of the network
resource and the one or more embedded resources in which the plorality of processing
actious have not been completed;

process the first processing result to generate a local processing result

corresponding 1o completion of at least one of the plurality ol processing actions;

45



obtain a second processing result from the network computing component,
wherein the second processing result corresponds to the at least one of the network
resource and the one or more embedded resources in which the plurality of processing
actions have been completed; and

determine whether to generate a representation of the at least one of the
network resource and the one or more embedded resources based on either the local
processing result or the sccond processing result,

[0124] Clause 27. The system of Clause 26, wherein the network computing
component is configured to instantiate a petwork based browser process executing at the
network computing component in response to the request for network content.

[8125] Clause 28, The system of Clause 26, wherein the browser componenl
determines whether to generale a represeniation of the at least oune of the network resource
and the one or more embedded resources based on either the local processing result or the
second processing result based on instructions veceived from the network computing
component.

16126} Clause 29. The system of Clause 26, wherein the browser component
determines whether to generate a representation of the at least one of the network resource
and the one or more embedded resources based on either the local processing result or the
second processing result based on a time of completion of the local processing result and the
second processing result,

10127} Clause 30. The system of Clause 26, wherein the browser component
determines whether lo generate a representation of the at least one of the network resource
and the one or more embedded resources based on either the focal processing result or the
second processing result based on historical information related to the processing of the at
least one of the network resource and the one or more embedded resources.

[0128] Clause 31. The system of Clause 26, wherein the browser component
determines whether to gencrate a representation of the at icast one of the network resource
and the one or more embedded resources based on either the local processing result or the
second processing includes a determination to generate a representation of the at least one of
the network resource and the one or more embedded reseurces based on a combination of the
local processing resnit or the second processing vesult,

[0129] Clause 32, A computer-implemented method of remote session browsing

COMPTiving:
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providing a request for network content to a nelwork compating component,
wherein the network content is processed in accordance with a plurality of processing
actions:

obtaiming of the network content in which at least one of the plarality of
processing actions have not been completed;

processing the network content to generate a local processing result
corresponding to completion of the plurahty of processing actions;

obtaining a network  processing result from the network computing
component, wherein the network processing result corresponds to a representation of
the network content in which the plurality of processing actions have been completed,
and

determining whether to generate a representation of the network content based
on etther the local processing result or the network processing result.

19130} Clause 33, The method of Clause 32, wherein the network computing
component is configured {0 instaniiaie a network based browser process cxeculing at the
network compuling component in response 1o the request for neiwork conlent,

[0131] Clause 34, The method of Clause 32, wherein the ropresentation of the
network content based on the local processing result and the network processing result are
substantially identical,

[0132] Clause 35, The method of Clause 32, wherein determining whether to
generate a representation of the network content based on either the local processing result or
the network processing result includes determining whether to generale a representation of
the network content based on either the local processing result or the network processing
result based on instiuctions received from the network computing component.

[0133] Clause 36. The method of Clause 372, wherein determining whether to
generate a representation of the network content based on cither the local processing result or
the network processing result includes determining whether to generate a representation of
the network content based on either the local processing result or the network processing
result based on a lime of completion of the local processing reselt and the second processing
result

19134] Clause 37, The method of Clause 32, wherein determining whether to
generate a represeniation of the network content based on either the local processing result or

the network processing result includes deternmiining whether 1o generate a representation of



the vetwork content based on either the local processing result or the vetwork processing
result based on historical information related to the processing of the at least one of the
network resource and the one or more embedded resources.

[0135] {lause 38. The method of Clause 32, wherein determining whether to
generate a representation of the network content based on the local processing result, the
method further comprising generating an updated representation of the network based on the
network processing result.

{0136] Clause 39, The method of Clause 32, wherein determining whether to
generate a representation of the notwork content based on either the local processing result or
the network processing result includes delermining whether to generale a representation of
the network content based on either the local processing result or the network processing
result based oo one or more selection factors including at least one of a data format of the
network conlent, a content type of the network conlent, a size of the network content,
processing requirements of the network content, network latency, network bandwidth, client
computing device processing resources, network computing component processing resources,
or a user preference.

10137] Clause 40. The method of Clause 32, wherein obtaining of the network
conient in which at least one of the plurality of processing actions have not been completed
includes obtaining the network content from the network compuiing component.

10138] Clause 41, The method of Clause 32, wherein obtaining of the network
content in which at least one of the plurality of processing actions have not been completed
includes obtaining the network content from a content provider,

[0139] Clause 42. The method of Clause 32, wherein obtaining of the network
content in which at least one of the plurality of processing actions have vot been completed
inchudes obtaining the network content from a cache component associated with the client
computing device,

[6140] Clause 43. A non-transitory  computer-readable  mediumy  having
instructions encoded thereon for managing remote session browsing, whersin the
instructions, when executed by a computing apparatus, cause the computing apparatus to:

provide a request for network content to a network compuling component,
wherein the network content is processed i accordance with a plurality of processing
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process the network coutent to  generate a  local processing  result
corresponding to completion of the plurality of processing actions;

obtain a network processing result from the network computing component,
wherein the network processing result corresponds to a representation of the network
content in which the plurality of processing actions have been completed; and

determine whether to generate a representation of the network content based
on either the local processing result or the network processing result,

[0i41] Clause 44, The non-transitory computer-readable medium of Clause 43,
wherein the network computing component s configured to nstantiate a network based
browser process executing at the uetwork compuling component in response to the request
for natwork content,

19142] Clause 45, The non-travsitory computer-readable wedium of Clause 43,
wherein the computing apparatus determines whether to generale a representation of the at
least one of the network resource and the one or more embedded resources based on either
the local processing result or the sccond processing result based on instructions received from
the network computing component.

i9143] Clause 46. The non-transitory computer-readable medium of Clause 43,
wherein the browser component determines whether to generate a representation of the at
least one of the network resource and the one or more embedded resources based on either
the Jocal processing result or the second processing result based on a time of completion of
the local processing result and the second processing result.

[6144] Clause 47. The non-transilory computer-readable medium of Clause 43,
wherein the browser component determines whether to generate a representation of the at
least one of the network resource and the one or more embedded resources based on either
the local processing result or the second processing result based on historical information
related to the processing of the at least one of the network resource and the one or more
embedded resources.

[0145] Clausc 48, The non-transitory computer-readable medium of Clause 43,
wherein the browser component determines whether (o generate a representalion of the at
least one of the network resource and the one or more embedded resources based on either
the local processing result or the second processing includes a deterination to generate a

representation of the at least one of the network resource and the one or more embedded
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resources based on a combination of the local processing resull or the second processing
resull.

10146} (lause 49, The non-transitory computer-readable medium of Clause 43,
wheretn the computing apparatus generates a representation of the network content based on
the local processing result, the computing apparatus further operable to generate an updated
representation of the network based on the network processing result,

101471 While illustrative embodiments have been disclosed and discussed, one
skilled in the relevant art will appreciate that addilional or alternative embodiments may be
implemented within the spirit and scope of the present invention,  For example, the
technigues described herein may be utilized, without departing {rom the scope of the present
invention, to allow remole processing managemeni in any number of other soflware
apphications and processes, including, but not humited to, jmage or video editing software,
database software, office productivity soliware, 3d design soflware, audio and sound
processing applications, etc. Additionally, although many embodiments have been indicated
as illustrative, one skilled in the relevant art will appreciate that the illusirative embodiments
do not nced to be combined or implemented together. As such, some illustrative
embodiments do not nced to be utilized or implemented in accordance with scope of
variations to the present disclosure,

10148] Conditional language, such as, among others, "can,” "could,” "might,” or

"rmay,"

unless specifically stated otherwise, or otherwise understood within the conlext as
used, is generally intended to convey that certain embodiments include, while other
embodiments do not include, certain features, elements and/or steps. Thus, such conditional
janguage is not generaily intended to imply that features, elements and/or steps are in any
way required for one or more embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or prompting, whether these features,
clements and/or steps are included or are to be performed in any particalar embodiment.
[0149] Any process descriptions, clements, or blocks in the flow diagrams
described hercin and/or depicted in the attached FIGURES should be understood as
potentially representing modules, segments, or portions of code which include one or more
exceutable instructions for implementing specific logical functions or steps in the process.
Alternate implementations are included within the scope of the emwbodiments described
herein in which elements or functions may be deleted, executed out of order from that shown

or discussed, including substantially concurrently or in veverse order, depeunding on the



functionality involved, as would be understood by those skilled in the art. It will further be
appreciated that the data and/or components described above may be stored on a computer-
readable medium and loaded into memory of the computing device using a drive mechanism
associated with a computer readable storing the computer executable components such as a
CD-ROM, DVD-ROM, or network interface further, the component and/or data can be
included in a single device or distributed in any manner. Accordingly, general purpose
computing devices may be configured to implement the processes, algorithms, and
rethodology of the present disclosure with the processing and/or execution of the various
data and/or components described above,

19156] it should be emphasized that many variations and modifications may be
made to the above-deseribed embodiments, the elements of which are to be understicod as
being among other acceptable examples. All such modifications and variations are intended
to be included herein within the scope of this disclosure and protected by the following

claims.



WHAT IS CLAIMED IS:

1. A system for remote session browsing comprising:

one or more computer processors;

at least one computer memory accessible by at least one of the one or more
computer processors;

a network computing component comprising an executable software module
executed by the one or more computer processors to generate a browse session at the
network computing component, wherein the network computing component is
operable to:

determine a remote session browsing configuration for one or more network
resources requested by a browse session request from a client computing device, the
one or more network resources hosted by one or more content providers separate from
the network computing component, wherein the remote session browsing
configuration identifies at least a communication protocol, a first set of processing
actions of a plurality of processing actions to be performed at the network computing
component, and a second set of processing actions of the plurality of processing
actions to be performed at the client computing device;

provide at least one processing result to the client computing device, each of
the at least one processing results generated by performing the first set of processing
actions identified by the determined remote session browsing configuration at the
network computing component, wherein the client computing device is operable to
cause the display of the one or more network resources, including performing the
second set of processing actions of the plurality of processing actions on the
processing result.

2. The system of Claim 1, wherein the network computing component is further
operable to determine a remote session browsing configuration for one or more network
resources based at least in part on a determination of one or more remote session browsing
configurations by the client computing device.

3. The system of Claim 1, wherein the network computing component is further
operable to determine a remote session browsing configuration for one or more network
resources requested by a client computing device based on at least one of a network resource
data format, a network resource content type, a network resource size, network resource

processing requirements, resource latency requirements, historical resource usage data,
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resource usage predictions, a number or type of interactive elements associated with a
network resource, a network resource security risk, an associated user preference, an
associated network address, an associated network domain, historical content provider usage
data, and content provider configuration data.

4. The system of Claim 3, wherein the network computing component is further
operable to:

obtain a first browse session request from the client computing device,
wherein the first browse session request corresponds to one or more network
resources; and

obtain the one or more network resources responsive to the first browse
session request from the client computing device.

Sk The system of Claim 4, wherein the network computing component is further
operable to:

obtain a second browse session request from the client computing device,
wherein the second browse session request corresponds to a second one or more
network resources;

obtain the second one or more network resources from one or more content
providers responsive to the second browse session request from the client computing
device; and

determine a second remote session browsing configuration for the second
browse session request.

6. The system of Claim 1, wherein the one or more network resources comprise a
network resource referencing one or more embedded resources.

s The system of Claim 6, wherein determining one or more remote session
browsing configurations for one or more network resources comprises determining a first
remote session browsing configuration for a first embedded resource, and a second remote
session browsing configuration for a second embedded resource.

8. The system of Claim 6, wherein the network computing component is further
operable to:

obtain the network resource from a content provider of the one or more content

providers;
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process the network resource to obtain one or more embedded resource
identifiers corresponding to the one or more embedded resources associated with the
network resource; and

obtain the one or more embedded resources from the one or more content
providers based on the one or more embedded resource identifiers.
0. A computer-implemented method for remote session browsing comprising:

determining one or more remote session browsing configurations for one or
more network resources requested by a browse session request from a client
computing device, the one or more network resources hosted by one or more content
providers separate from a network computing component at which a browser session
is generated, wherein each of the one or more remote session browsing configurations
identifies at least a communication protocol, a first set of processing actions to be
performed at the network computing component, and a second set of processing
actions to be performed at the client computing device;

processing the network resources to generate at least one processing result
corresponding to each of the determined remote session browsing configurations,
wherein each of the at least one processing result is generated by performing the first
set of processing actions identified by the corresponding determined remote session
browsing configuration at the network computing component; and

providing each of the at least one processing results to the client computing
device, the client computing device configured to cause the display of the one or more
network resources, wherein causing the display of the one or more network resources
includes performing the second set of processing actions of the plurality of processing
actions on the processing result.

10. The computer-implemented method of Claim 9, wherein determining one or

more remote session browsing configurations for one or more network resources comprises

determining one or more remote session browsing configurations for one or more network

resources based at least in part on a determination of one or more remote session browsing

configurations by the client computing device.

11.  The computer-implemented method of Claim 9 further comprising:
obtaining a first browse session request from the client computing device,
wherein the first browse session request corresponds to one or more network

resources; and
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obtaining the one or more network resources responsive to the first browse
session request from the client computing device.
12. The computer-implemented method of Claim 11 further comprising;:
obtaining a second browse session request from the client computing device,
wherein the second browse session request corresponds to a second one or more
network resources;
obtaining the second one or more network resources from one or more content
providers responsive to the second browse session request from the client computing
device; and
determining a second remote session browsing configuration for the second
browse session request.
13.  The computer-implemented method of Claim 9, wherein the one or more
network resources comprise a network resource referencing one or more embedded resources.
14. The computer-implemented method of Claim 13, wherein determining one or
more remote session browsing configurations for one or more network resources comprises
determining a first remote session browsing configuration for a first embedded resource, and
a second remote session browsing configuration for a second embedded resource.
15.  The computer-implemented method of Claim 13, wherein the network
computing component is further operable to:
obtain the network resource from a content provider of the one or more content
providers;
process the network resource to obtain one or more embedded resource
identifiers corresponding to the one or more embedded resources associated with the
network resource; and
obtain the one or more embedded resources from the one or more content

providers based on the one or more embedded resource identifiers.
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