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Figure 1A
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char# verify{}{
int 1len, 1i;
int tmp;
FSfverify part
i=0;
while{{f-=buf) [i] '=0){
top= (f—=buf) [1i]-key;

if (imp=0){
{f—sbuf) [i]="0'—{int)tmp;
}

-+
}

return f—>buf;

Figure 1B

chark verify{}{
int len, i:
int tmp;

len =

frspurious code
strien(f-=buf);

for{i =8; i= lenf2;i++)}{
iF {{f—=but) [i] = {f-=buf) [len-1-i]}
(f—=buf) [i] = T—=buflen-1+1];
I

S/real werit part

i=8;

whilel({f—sbuf) (1] 1=0){
tmp= [(f—>=buf)[il-key;

if (tmp=@}){
{f-»but) [i]="9'—{int] tmp;

Figure 1C
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200

Identify guest code to be obfuscated

202

y

Identify useful gadgets and ascertain return
addresses corresponding to the identified gadgets

v

Chain the identified gadgets to create a ROP code by
modifying return addresses stored in memory
register and corresponding to the identified gadgets
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Construct ROP payload

208

y

Remove guest code and replace with ROP code.
Provide command code configured to reset calling
environment based on the ROP payload
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Repackage and sign
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Store ROP payload in memory device

Figure 2
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300

Invoke designated function associated with
obfuscated code, send request to server

Y

y

Retrieve ROP payload

A 4

Reset memory register with the retrieved ROP
payload to execute ROP code which is to perform the
designated function of the obfuscated code
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Figure 3



