WO 03/ 025695 PCT/ 1 B02/ 05540 METHOD AND SYSTEM FOR CHARACTERI ZATI ON OF
ONLI NE BEHAVI OR 5 CROSS REFERENCE TO RELATED APPLI CATI ONS [ 0001] This
appl i cat iwo i3®236et ated to and clains priority to U S. ProwCIiBoms540
Application Serial No. 60/323,798, filed Septenber 20, 2001 and entitled
"Met hod and System for Characterization of Online Behavior," the

di scl osure thereof being expressly incorporated herein by reference. 10
BACKGROUND OF THE INVENTION 1. Field of the Invention [0002] This

invention relates to a Wt TWIdDAKDINSETMIEOR CPIARSETRRIZANEON! assi fyi ng

conputer network traffic, particul@gponiiiespghviiopf fic. Specifically, the
15 nethod and system of the invention characterize the interaction between

users and web sites to facilitate construction of nore accurate online
behavi or protfil . i . | ion of the Background
20 [ 0003] _Thé |§?§%@@@QE@%@W%§%@@@?§ for conducting
conmmerce w th upmoegedentRfs efflicaioans Yelaod t€ afa ehsapricdy &N Us) Proviawryer ,
the Internet also presents nunerous new challenges to the devel opnent and

. . hal g vel ¢
execution of appPéptiPaserialiNg. P83 rdtidlled arricphd 283U anfeniided gietiad
i npl ement  ef f echjy §ystdRICELPELIARHRUS ORBR BLRANR:” SRR ER: MeRAr bangai n a
better understanding of 25 consuner behavior and preferences while they are
conduct i ng | nt epxessiydnensposaied hqrgnbyjef@ensgyi or profiles are created using
network usagg data collected through various nethods. Once the data is
collected, it is analyzed to determ ne the behavior of a particular user.
In order to create an accur at BACEKEROUGNDOBTHRINYVENTI@Nusef ul to
generalize Internet us i dentifying the types of Wb sites a 30
particul ar type of ug‘eﬁggdc(?ég%&gelgw& the way that type of user accesses a
particular typgooa2] Vb siHie inveR88ibleldtey te¥ an@h&l and sywddsh dobeolalingbh® to a

nmerchant to know that users . .
classifying computer network traffic, particularly Internet traffic. Specifically, the

15 method and system of the invention characterize the interaction between users and
web sites to facilitate construction of more accurate online behavior profiles for

marketing purposes.

2. Discussion of the Background
20  [0003] The Internet has rapidly grown into a center for conducting
commerce with unprecedented efficiency and commercial advantage; however, the
Internet also presents numerous new challenges to the development and execution
of appropriate business models and processes. To design and implement effective
marketing and business plans, companies need to gain a better understanding of
25  consumer behavior and preferences while they are conducting Internet commerce.
[0004] Behavior profiles are created using network usage data collected
through various methods. Once the data is collected, it is analyzed to determine
the behavior of a particular user. In order to create an accurate behavior profile, it
is useful to generalize Internet usage by identifying the types of Web sites a
30 particular type of user accesses and the way that type of user accesses a particular
type of Web site.
[0005] For example, it would be valuable to a merchant to know that users

from a geographical area regularly purchase books from a merchant with a



from a geographical area regularly purchase books froma nerchant with a 1
WO 03/ 025695 PCT/ |1 B02/ 05540 website, for exanple, Amazon.comlM However,

t here i s womgeeseddDr nore generalized data, than that whi @eTiiBo2ewi fic to
a particular nmerchant. It is desirable to have a systemthat can create
what are known as "generalized behavior profiles.” By generalized behavi or
profile is nmeant a collection of data 5 that describes the attributes and
usage patterns of online shoppers, but does not contain personally

identifiabl e i nkRbiRL I8P RhmpPRC M RHohREMINOPPRURverMih&e i§PEGEEd G loreit 1S
valuabl e to know that users 1n a particular geographical area regularly
conduct el ect r osfrerdlizadedata thin deat eskichgs opeiifie teaa akvigulandnsseheppi g issi t es
by follow ng Ii o] ite, 1 0 T i]ld ac te
general i zed behgﬁ%lrgﬂp?ooxﬁ)eeg : §}{sfélnl Zﬁa e&r r%ﬁ%tg \lgggt %gol%%ﬂyp?sgag%g llaZ§°/C|1 ors

and actions thabelagind pupfilen” aBpdedidized bEvieraofleds meknt acalledtidieofigsa r abl e
to know t hat mag_;r/? ager% searched one_onli ne nerc%m site for, books to
pur chase and’t h&it Wesrribeoths aitribpies aRd Usage; prtters, pe shenpessg bpadess ek

actual purchasecofigh blSortR§CidbhErdbR! GRRRhatiiOBE LR SonliRS %ﬁﬂerior More
browsing, this 15 information indicates that the site 1s successful In

attracting pot espdcificalnoiygevsluablatto knewhthes ugars des pestdanlar geograpbicel area
conpetitive to retain these injiti.ally comng to the .site. . Nbdr eneral ly,
Lhi S i nf or mat i of BYRY Y GRS cletRbif cgimielet B acePsstnboon ik calodgnd Hpane
factors such as sttarbyenllenag liaksod 4Wdbi pomal sitey of a website in the

deci sions of simlar consuners. 20 SUMVARY K OF THE .| NVENTI ON [ 0007] In
accor dance WPt h[998] i nventq BHild geousatn ggneralired hehayiph profilise it gelpsiratls to

collecting and ?H@«k%%;ﬁi@zﬂib%hﬁ’s%&%%%ﬁéns“ﬁ&ﬁ"ﬁ?é‘g% rtafaf}}ﬁclﬁgé.gfoﬁk)ka L &y

captured is analyzed and organized wth suf ent 1eve detai'l “(or
granul arity) towoBlddest dasirible taksivhthiabmpeyusesy sehrcbed ansenlineg mefehagt sige for ngl e

01 11O 2, BB b B el B EPL it Bk S bec «
| evel of detail acthdqfirdhatea F@qhesdecifis nadtahant @losedsite was used for browsing, this
15  information indicates that the site is successful in attracting potential shoppers, but
perhaps prices need to be more competitive to retain those initially coming to the
site. More generally, this information may indicate that price is a factor which
overrides factors such as convenience and functionality of a website in the
decisions of similar consumers.
20
SUMMARY OF THE INVENTION

[0007] In accordance with the invention, a method and system are provided
for collecting and characterizing computer network traffic data. All data captured
is analyzed and organized with sufficient level of detail (or granularity) to
25  determine a single request from a server (e.g. a single .gif file on a web site). As
one of ordinary skill in the art will appreciate, there are many methods for
organizing data to achieve this level of detail. Each data request is analyzed to
determine if it comes from a server with which an ongoing end user interaction (or
open site visit) is occurring. If not, generally a new site visit is created. If the data
30 request is part of an open site visit, then the time is compared to the time of the

last interaction with that site. If the interval is sufficiently small, then the data



determine if it comes froma server with which an ongoi ng end user
interaction (or open site visit) is occurring. If not, generally a new
site visiwoiog/oevented. If the data 30 request is part of RNOTAPEN5SIK e
visit, then the tinme is conpared to the tinme of the last interaction with

that site. If the interval is sufficiently small, then the data 2 WO
03/ 025695 PCT/ 1 B02/ 05540 request is generally treated as a continuation of
that open site visit. If the interval is sufficiently large, a new site

visit is creategq SRiER oMY cPas ZIdbnfatAMENG: Mal S8lte Fisgtinetht ih@nal basi c

flow chart of the nmethod to characterize conputer network traffic data.
DETAI LED DESCRI BRuffidicdrly Taige.| aNneg@NiicOnsi{i9008tedi n a step 101, a data table
that contains all known hosts (the part of 10 the URL path nane that
precedes the backslash) that direct a user to a particular |ocation (site)
is established. This is refeBREFISUMMARE OH THENMRABISGTabl e. By way of
exanpl e, l-et us consider the nerchant known as Barnes and Noble. In the

case of Barnes ble, .the fall owi ng host re I rrs Qf the_Barnes
and Nobl e s?t el . bn.F1g8H Iv?ﬁ\/v\?1 \%ﬁﬁgnﬂg nﬁﬁﬁbf’f?ﬁ %%}Ocﬁﬁ%icg’.arac etize
barnesandnoble.c&ﬁﬁha;@wwNMhmﬁﬁm@gsandnoble. com and 207.36.92.145. By
conpiling a table containing all hosts which are nenbers of the Barnes and

Noble site, this allows the capture of unique users, visits, and the
calculation of visit durations for the Barnes and Noble site regardl ess of

what host is entered or hewrIEEBISESCRIITIONSSF IME REVENTRON [0010] To
cal cul ate durations accurately, the logic of the nethod and 20 system nust

al so have a capability for handling conponents (ads, imges, etc.) of a
Wb site comi ngl8008In ser Varasstgmbdls §)datarfable shat cappingelhapwn dpsts (e par ofj t e.
An addi ti ongl t e i i [ g [ t hat
are classif?gd ﬁ§§93¥§§%555C%ﬁ%ﬂﬁ%¥§%§T§?ﬁ%ﬁg?éﬁﬁh%gﬁﬁgﬁﬁ?&%ﬁyﬁ un?ggg).
Further, URL coidcatién {sytppi estahlthedr €lhid masfefried do as thenQitpeNlenbeny. Taplef | By pg,

SPAIAIEC T SR GEN N RY T NRA T e
host ads. ebay. .£QMBfiBurR3 Ad M\IHld, SR BMbwird bstsedte all members of the Barnes and
Noble site: www.bn.com, www.barnesandnoble.com, music.barnesandnoble.com,
15  shop.barnesandnoble.com, and 207.36.92.145. By compiling a table containing
all hosts which are members of the Barnes and Noble site, this allows the capture
of unique users, visits, and the calculation of visit durations for the Barnes and
Noble site regardless of whét host is entered or how the user navigates on the site.
[0010] To calculate durations accurately, the logic of the method and
20  system must also have a capability for handling components (ads, images, etc.) of
a Web site coming from servers (hosts) that are not members of a given site. An
additional data table is compiled in step 103, and contains hosts that are classified
as “forced content” (e.g. ads, or banners, or counters). Further, URL content types
that are classified as images (e.g. .gif, .jpg, etc.) are also compiled into this data
25  table in step 103. This data table is referred to as the Host/URL Types Table.
[0011] For example, the host ads.ebay.com is an advertisement, and may
appear in the datastream, and thereby suggest a visit to the merchant known as
eBay, when a user is actually visiting the merchant using the URL amazon.com.
The method and system must recognize that although that host is not a member of

30 the current site, it is a component of that site visit to the merchant known as




appear in the datastream and thereby suggest a visit to the nmerchant known
as eBay, when a user is actually visiting the nerchant using the URL
amazon. cwmo3/0Tses met hod and system nust recogni ze that alPChaBepossdvat host
is not a nenber of 30 the current site, it is a conponent of that site
visit to the nerchant known as 3 WO 03/025695 PCT/|1B02/ 05540 Amazon, and
may al so appear on many other sites. The logic underlying the nethod and
systemtherefore treats ads, imges, counters, etc., as part of a running

visit, and doesARpbom! dridVmh}) @1s0053pSarChid Siiind | kr asite§d SThei I6RGEIdel PiuptBS S,
etc., to "break" a running visit or spawn the creation of a new site
visit. Lines thmethedand sysere therefarertreghn agdacmesess SRS, it eSSl p rinning | ¢
Wil also be i n%sﬂdgrgi d5es ttalfz)(v tﬁehﬁoslfgfc?l%ssﬁf?e(a%kt ad ifa s,s !c&unteirg,oéltg.l td h_e
met hod and systemcan create concurrently running site-visit s€ssions in
the event a usefbrhald’ amiirning wsiboowsevsthe pecatioldl asiemesitawvisit fLizesebat acan

al so be perceived as ltiple visits wt verl.appj,ng tines i.f . the franmes
are 10 served BYBRFHEPT éPrSnS@F]FFé?’fy r&$$ etrraérlﬁ{: V‘é‘iltagsé’. be pgtdsd %Bar}rﬂfhod
and system enpl g¥ dderdcehd puhpg rules: 1. Anewsite visit will begin if

the line includes a host that is a valid "site nenber" and: _An open site

visit is not al {42} runrihegmebed ahdisysipimeoan joseater RRNURENE, SHHE Sifayt a
content type of Iir(;gg%' th%eev ta géefr had Hgl’cl%plg %f;o‘v)sérsatﬂ)gn. W@b Ql?e%twﬁl§ ﬁja?%% '
e.g., ads, banner I f

classified as "forced conten s,” counters, etc.
the host is a stidreals®bbercoivedns hapiple vidits evith svetlappidg tines éf theefranpes 20

intervening lines a | ess than five.. m.nutes' tinme has passed, it wll
be i ncl uded!¥n F%ec{;g‘érﬁ%@?ffsi’e]\?fl%‘flg Io %‘%%}efﬂt $%& |ine contains a host that is
a site nmenber ofgad] open HidBetbPild ySetempldy the fMHwihBeiles:have been one or
nore intervening lines, it will roll "into ‘the site visit fromSite Aif
the follow ng conditl.ofsney sitqreisit will begin if the line includes a‘host that is a valid “site
member” and:
e An open site visit is not already running for that site;
15 | e The URL does not have a content type of “image” (e.g., .gif, .jpg,
etc.); and
e The host is not classified as “forced content” (e.g., ads, banners,
counters, etc.)
2. If the host is a site member of an “open” site visit and there are no
20 intervening lines and less than five (5) minutes’ time has passed, it will
be included in the open site visit.
3. Ifthe line contains a host that is a site member of an open site visit (Site
"A"), but there have been one or more intervening lines, it will roll into
the site visit from Site A if the following conditions are met:
25 e The intervening lines contain known (or classified) hosts and the
elapsed time is less than/equal to five (5) seconds or
e The intervening lines have null host fields or contain only unknown
hosts and the elapsed time is less than/equal to thirty (30) seconds.
Note that if the intervening lines contain a host that is a member of Site
30 B, an overlapping site visit for Site B would start.
4. If the host field is not populated and the port number indicates a secure

socket layer (SSL) transaction, then the line is rolled into the most-
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25 The intervening lines contain known (or classified) hosts and the

el apsed tinme is less than/equal to five (5) seconds or The intervening

| i nes hawsonalotsehdst fiel ds or contain only unknown host ®Cando(5640el apsed
time is less than/equal to thirty (30) seconds. Note that if the
intervening lines contain a host that is a nenber of Site 30 B, an
overlapping site visit for Site B would start. 4. |If the host field is not
popul ated and the port nunber indicates a secure socket |ayer (SSL)

transaction, then the Ikdt ofen siel ash. il thitecoRPst anytoth@ Hsit BZBBGSwith a
PCT/ 1 B02/ 05540 recent o;i)en site visit. Lines that contain any other port

number with a null hogtlithost fepldpme igngiesked. 5. If the line contains a host
that is not a menber S?Tlf g}%zii’ng%ﬁ'taﬁ%%o&'tﬁéttis R4 m%ﬁ%{r?_?%?y {()iég%}t@%ﬁitfahﬁﬁ as

"forced content” (e.g banners, counters, Ine w
roll into the nost-receht hystds emssfledsas “oxdedicontedt” (bfz.,tade, banners; ¢vainters,
contains a hgst that is nothal.me er.. of an o#)?n site Vitsciit't and the URL
content type’is defined™) thelipggaill rplkmjo thegp S,'r‘?cjelfﬁtzﬁcrgffﬁ. Y will roll
into the nost-recent gSiffeheMindithat cbR@ikdlh hbEthhtaY abt PeBibedBmiopdRbid Visat
which data is collected is referred to as 10 a Collector Line, and

contains all captured endiemVUBL(agsient type ifedefingd e simage (e.g-naih#ng, eeontent
types, etc.) froma si %ﬁl@oflﬁﬁb‘ﬁ%ﬁﬁs‘i—%@eﬂt SEWYsr (e.g., asingle gif file
I'sits Ta

on a Wb site.) The Site € IS an aggregate table that captures
start time, end0oidye, duTht leoel of gredtebtydets] 4t ovhichadata iscbBettiddon adfervédstotast 0 a

particular site. 015] . I n st 107, ch Collector Line fromstep 105 is
anal yzed, arld i péﬁ dLisr AR 28“ tﬁﬁ?apé?reﬂ(fﬁer?ﬂ’és k‘bg?f’ pes d’y%ﬁs’p P

Col I ector Line iggnidepbateRCtypds! etegtfmmal@i_@l@ea{eq@ést_eﬁoéla%enteh@e.gparsinglérrg@r is
analyzed to determne if an %SL transaction is indicated. IT an SSL
transaction is ifleiosatWeb sitqeThgtSitgt\dpits1Pable istpa aggrogatattabde that ¢apdyres stp

R T e
i gnored, and thq00I8) next [Caéd BER eachlColkecios Larafrym attp 105 is analyzed, and it is
15  determined whether or not the host field of the Collector Line is populated. If not,
then at step 113, the port number is analyzed to determine if an SSL transaction is
indicated. If an SSL transaction is indicated, then at step 125, the current site visit
is continued, and times are updated to include the new Collector Line. If an SSL
transaction is not indicated, then, at step 127, the Collector Line is ignored, and the
20 next Collector Line is analyzed.
[0016] If, in step 107, the host field is populated, then the host is checked
against the Site Members Table in step 109 to determine if the host is a member of
an open site visit. If so, a check is performed in step 117 to determine if there
have been any intervening Collector Lines since the last line was added to this site
25  visit. If not, the time interval between the time of the current Collector Line and
the time that the last Collector Line was added to the site visit is analyzed in step
115. If the interval is less than or equal to an arbitrary but suitably large time
interval, then, in step 125, the current site visit is continued, and times are updated
to include the new Collector Line. If the interval is greater than the arbitrary but
30 suitably large time interval, then a new site visit is created in step 129. In a
preferred embodiment, the arbitrary but suitably large time interval is within the

range of approximately zero to fifteen minutes. In a more preferred embodiment,
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[0016] If, in step 107, the host field is popul ated, then the host is
checked against the Site Menbers Table in step 109 to determne if the
host is awomabeidf an open site visit. If so, a check i 2CpaBéxsspd i n
step 117 to determine if there have been any intervening Collector Lines
since the last line was added to this site 25 visit. If not, the tine
interval between the tine of the current Collector Line and the tine that
the last Collector Line was added to the site visit is analyzed in step

115. 1f the int gh/abitlady beShithhNargs tigfUaterdad i@WitBbthe kgl JPUpproMiniAly Y
large time interval, then, in step 125, the current site visit is,
continued, and tZeieete ter minpiesatladhe mest preferrad embediment. tes arbiitapy bytisgdablyf t he

interval is greﬁl&gé}i%@memﬁs%éﬁjo%%@%%%gggﬁ&t?sui tably large time interval,

then a new site v i'S creat n a preferred enbodi nent,
the arbitrary byeoigyi t abl ¥f id iadeernhined in step V3 |thatthase tlerenintdneeningaal ctol

approximately zero to fifteen mnutes. . In a nore preferred enpodi nent, 5
WO 03/ 025695 PCHREGHIE S lst s ‘g?squ@?%ythbwtes\mlgglm tmp Zntgryal bebwesnthe g

is within the raRge,Ofhe RREAXCHMRI ind SAP tHeOtithE Mt 185 Coll ddtdr MEndk
preferred enbodi nent, the arbitrary but suitabl arge time interval is

I
approxi mat el y f jaddedntorthe ei¢e vishdsl lyzed jin step 1dbt ifthﬁﬁié@, injoval tislgss tian or hat
there were interyvenin Llector . i i e S i dto
th s sl te vi o ¢ cdealyd i i bl R Aok E3h sieb 195 1R el
Col I ector Line afevishés édntiuéd)ahnd times h@sipdéied kemichide tienew@sllecaddgsk. tid t he
site visit is analyzed in step 121, If the tine interval is |less than or
equal to an l&rbiths %@_?19 gervaksisierepar phasnthe Ftrrﬁ%% b iebly) Smal e vy dgn12s,
the current sitgqu) $hi, thShGRN dHHEH acBigt the MBSYERE TYREAT e loludidifliide t he
new Col l ector Line. If '10 the time interval is greatér than the arbitrary
but suitably sndhd hestie knowe oy alassifinén [n p weleped 281bodineenhdbe arbitratidaited

agai st L1 St TNBE Sl 06 B8l 50850 106
time interval i Sesntdi M aheoregrgerred edpadimehiyalichpitZey dut uitablendnyall s@eonds.
In a nore preferred enbodjnent, the arbitrary but suitably smal tinme 15
interval is It AptAVEhE VERGehe rangs i APPHIBRFLY 250 10 deny ot offgie At he
nost  preferred gobodi BRfodithdR, ahbi bibdfaty PYht SithiAP! ¥maiMBlilnet ifErvhNtgr val
' approximately five seconds.

[0018] If, in step 123, the host is not known or classified, and the time

interval is less than or equal to an arbitrary but suitably moderate time interval,

20 then in step 125, the current site visit is continued, and times are updated to
include the new Collector Line. If the host is known or classified or if the time
interval is greater than the arbitrary but suitably moderate time interval, then in
step 129, a new site visit is created. In a preferred embodiment, the arbitrary but
suitably moderate time interval is within the range of approximately zero to sixty

'25 seconds. In a more preferred embodiment, the arbitrary but suitably moderate
time interval is within the range of approximately zero to forty-five seconds. In
the most preferred embodiment, the arbitrary but suitably moderate time interval is
approximately thirty seconds.

[0019] In step 109, if the host is not a member of an open site visit, then the

30 host and URL are checked in step 111 against the Host/URL Types Table to

determine if they are classified as forced content, or if the URL is classified as an

image. If so, then in step 125, the current site visit is continued, and times are
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approximately five seconds. [00181 If, in step 123, the host is not known
or classified, and the tinme interval is |less than or equal to an arbitrary
but suit aWwby3nees ate tinme interval, 20 then in step 125pCThBoxass4oent site
visit is continued, and tines are updated to include the new Col | ector

Line. If the host is known or classified or if the tine interval is
greater than the arbitrary but suitably noderate tinme interval, then in
step 129, a new site visit is created. In a preferred enbodi nent, the
arbitrary but sipdh@ebhyinehde tia @v CoBedtdtIehy ab5.1 B net, thd Rost becheaittg @goibist
approximately zero to sixty 25 seconds. In a nore preferred enbodi nent, the
arbitrary but sdht SeyMepbes akable 1 fepiiPeto detenaingif Henhqshds pngabEFof
approximately z forfoy-fi W Y oP P
hbod: mont 1 he APEE PP b e CRAERO Eing b, AREde B! EPREHr Line s

appr oxi mat el y t hinplygedsmotepd27. [I0@k3ost is ashepbek @ anothert dite, thes b new sitotvisit
menber of an open site.visi then the 30 host and URL are checked in step
111 agai nst the 1%@??%&“?@/ s Table to determine if they are classified

as forced conterpo20yr if the dWkioh ofG@ sigsiikit 86l da@rndiRed bB@iBiradtingSRe staien i n
step 125, the current site visit is continued, and tines are 6 WO

03/ 025695 PCT/ | B2 figw4be latgstienddéme.oBesrusaibe datadinaedie eptlyeastiporder ke stapls. | f
not, the host is; [ ' Tahl @ | to
determne if th?rﬁ%?{é‘lﬁ%sﬁ&%ﬁ%%?ao? b ba%n%ﬂ%{re@?%%? l-()l@{? ﬁ(é{ é,nkatﬁ" %ge?&jg ee?:tt or
Li ne is ignored,toanebidesvenforta v@&H page mery ihvolee msltiphae@lyasesdfor differemp pdrsiof | f
the host is mepber of_, anather site, en a new site visit 5 is created
i step 120, 009 EREnSPAINEA Do iedlest ey BRYe ¢ widatisranigd agy. i
subtracting the eptiaime of 10185 hnRMAdL sdcdh® sdqueidink in- haR8 GastsLtinBrdatos
lines are analyzed in order by start tine, the |latest end tinme nay not be
the last tine rec®i grdian Eod tiseaphl €04 4. medldws: thelefeyt apdijimes yrerusedbin theneb
page may | nvol Vel BhE of GEYRSLSitliRfa@hl ferent parts of 10 the page.
Specifically, one reques Ine may have a start tinme of 10:02 a.m and an
end tinme of 10: J8021]m , afibera asetwom thdietire sted fordetarmynehwhien a si¢ aisit endsre of

l]jg :egsi naf[ fr?e 1asnd when't g etnld rir}geroclzlosalif:cs):’t él sc%'s@n, Irhﬂlse’re 1tsh§1 ellr%}t%%t/ bgtngui%atfylzrg%r ©

period of inactivity: The most preferred arbitrary but suitably large period of
inactivity is fifteen minutes. When either of these indicators is present, all open

site visits for the end user are closed.

20



determ nation of the site visit duration. [0021] There are two indicators
used to determ ne when a site visit ends: 15 when the end user closes the
session, wWpBlewesis an arbitrary but suitably |arge peripct/IBé2/G588Ct i Vity.
The nost preferred arbitrary but suitably large period of inactivity is
fifteen m nutes. Wen either of these indicators is present, all open site
visits for the end user are closed. 20 7 WO 03/ 025695 PCT/ 1 B02/ 05540
CLAIMS 1. A nethod of collecting and cl assifying data about conputer
network traffic as user website visit recording sessions, conprising: 5
determ ni ng whether a data request to at | east one website conprises a
user ongoing interaction with a website grAWISt her it is a new site visit
by a user; if it is a newvisit, create a record of a newsite visit; if
it is a user ongoi ng lint eamttihoh ofiduliebtimrcadralasifying @ath bdut dompiiteciesr@tid ned
amount of tine siars}Fe t he Iagt, Vi.Sit, 8reate,a record of the data 10
request as a nevif&fif &8s YE WeDsIiervIgIf repQrding §esstong,fOBIPREINBNt er act i on occurri ng
at less than a predeterm ned amount of time since the last visit, create a
record of the visit as a JglsHRNEgavhegier aratageqysstteat lpastiope wehdte cREEESer | ze

the network traffjge, g%ﬁ)jgsﬂ&rﬁcﬁGn Wﬁoarxgé’osﬁ% gﬁ%ﬁ&%@ﬁ% e itd Q/isﬁthgl atl.Ysglef of

visit to at least on Ite. 2. The net erel n-sal
recordi ng sessions furt heifit s@memi gsit, cesteenisbiord gf a ndwtsade viali) e nade up of
all known hosts that direct.a user t col l ecting

and classifying the corrpufftei’t Ret \}&B?Ikofgpg‘?gfs ?rge%‘](f:tli?glr \é'gf%ir\é‘iecﬁgg‘?dn%rﬁi an a
sessi ons by trackbdi@er8atdd ME6lnt 'FAHUBS tsidcd tBé Nask RN RS &8 £@rd FaBd data
specific websit er;eql?er;’gas a new site visit;
if it is a user ongoing interaction occurring at less than a
predetermined amount of time since the last visit, create a record of the visit as a
continuation of the prior visit; and
characterize the network traffic based on the records created based
15  on the type of visit to at least one website.
2. The method of claim 1, wherein said recording sessions further
comprise:
assembling a data table made up of all known hosts that direct a user
to a specific website;

20 collecting and classifying the computer network traffic
corresponding to said sessions by tracking each user request to all known hosts for
each specific website; and

characterizing the network traffic for each website independent of
which host is used by a user to request data from each website.

25 3. The method of claim 1, further comprising creating records of a
website visit which includes components of a website visit originating from hosts
that are not members of a specified website.

4. The method of claim 3, wherein said components of a website visit

originating from hosts that are not members of a specific website comprise forced

30  content and images, and are recorded as data requests to the specific website.



characterizing the network traffic for each website independent of which
host is used by a user to request data fromeach website. 25 3. The net hod
of cl ai mwWp oBueisher conprising creating records of a web®CraBe2/essd0 whi ch
i ncl udes conponents of a website visit originating fromhosts that are not
menbers of a specified website. 4. The method of claim3, wherein said
conponents of a website visit originating fromhosts that are not nenbers
of a specific website conprise forced 30 content-and inmages, and are
recorded as data requestsThe mbtodPeti élhign WEbFudtiger SoM@Rifid 025RMng and
PCT/ 1 BO2/ 05540 5. The method of claim1, further conprising collecting and
cl assi fyi ng conmfldssiying eqmpwter pesyerkdraffis fog said sessiogp by sonspriephcipnpiagsp
running said s §§1[ﬁ.}g enediv i ltiple
br owsers open. gS% esf(r)rlfet %%g?oy%eﬁﬁa%}q?ﬁ?&y,&%urt e I’é‘%ﬁ?}ﬁe?"é%&% teg'gti ng and
recording 5 the por . nunfhbe metdfodedchrinal, duntleywestprising ddettuagami regordingt her
t he data request are secure socket |ayer trapnsactions._ 7. The nethod of
Cl'ai M1 fur chorie B ANEPR TAE A FSHION ot GRRERIGE WBF BERETBIvRS: ¢ by
subtracting the ¢ adctirel dobRet MyePtr@fRaions for a user fromthe latest end
time. 10 8. The method of claim7, wherein the end of a website visit by a
user is deternmined Hy deflbemethgdwielsim 1ubuthersasaprising determigpg the durgiion
met hod of cl ai m g, . j Vi.Si: L] t i y
det ecti ng when ao%lr e g{tgp%t%ggu@%gg% thgfs ég‘f[?ﬁnlrllsé (gffa élegééér% fo\? Ftug/& ngcng]t[JHr%ggte%S 9
end time.

10 8. The method of claim 7, wherein the end of a website visit by a user
is determined by detecting when a user closes a session.
0. The method of claim 7, wherein the end of a website visit is .
determined by detecting when a predetermined amount of time of inactivity
occurs.
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