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j ] . . j ) N 8301 Receive a smart contract calling transaction, wherein the smart
B RSHRAL S, v, PAERGARASTHFAL GRS EP L— S301 contract calling transaction carries a user element to be
Shag BB G R TAAR P GRS AR A, authenticated, which is from a user client, has been encrypted
and is used for confirming the authenticity of a user identity
§302 Inresponse to the smart contract calling transaction, call an
encryption conversion logic in a smart contract, and in a trusted
computing environment that is carried by a node device, decrypt
said user element, which has been encrypted, and further
perform secondary encryption processing on said user element,
which has been decrypted, wherein a decryption key
corresponding to the secondary encryption processing is
W W N B AR AL maintained by a user element authentication mechanism, such
- - 5 s % AT B sedn 54 that the user element authentication mechanism acquires said
BHRIMEN P R, BT AR AL R P R TR, AT user element that has been subjected to secondary encryption
WG A A DGE R P B BT P B AE: processing, decrypts said user element on the basis of the
decryption key, and performs user element authentication on the
basis of said user element, which has been decrypted
8303 Acquire an authentication result, which is submitted by the user
element authentication mechanism to the smart contract and is
IR P B EIGENHIIT T E PR B2 4 PR GER P 2 E ) for said user element, and store the authentication resultin a
distributed account book of a blockchain, such that an
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U\i’?fﬁ;&‘ AP Sl 8 50 X B A é{#m‘&%ﬁ%%’ A is Wmfilzi}{% P 8303 authentication result user, which is in connected with the
A A8 IAGIE 25 R AL A AT I KSR A8 AT SR AR P R TR GESER, FRT AT blockchain, acquires the authentication result from the
EAAGESE R AT A P E PRI AP F g R, distributed account book of the blockchain, and confirms, on the
basis of the authentication result, the authenticity of the user
"3 identity provided by the user client

(57) Abstract: A blockchain-based user element authentication method and apparatus. The method is applied to a node device in a
blockchain, and comprises: receiving a smart contract calling transaction, wherein the smart contract calling transaction carries a user
element to be authenticated, which has been encrypted and is from a user client; in response to the smart contract calling transaction,
calling an encryption conversion logic in a smart contract, and in a trusted computing environment, decrypting said user element, which
has been encrypted, and performing secondary encryption processing on said user element, such that a user element authentication
mechanism decrypts said user element, and performs user element authentication; and acquiring an authentication result submitted by
the user element authentication mechanism, and storing the authentication result in a blockchain, such that an authentication result user
party, which is connected with the blockchain, acquires the authentication result from the blockchain, and confirms, on the basis of the
authentication result, the authenticity of a user identity provided by the user client.



WO 2022/237558 A1 {/IMIID 00000 A0 00RO A0l

B X LM =495 % % K JE B 409,
Beijing 100085 (CN).

B BEE FrHRFEY, ZEREG—MATREMER
££47) : AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS, IT,
IM, JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC,
LK, LR, LS, LU, LY, MA, MD, ME, MG, MK, MN, MW,
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH,
PL, PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG,
US, UZ, VC, VN, WS, ZA, ZM, ZW.

@) BEE FrHATEY, FERG—FATIRAERHX
{#47) : ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ,
NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), BXiL. (AM,
AZ, BY, KG, KZ, RU, TJ, TM), Ex#l (AL, AT, BE, BG,
CH, CY, CZ, DE, DK, EE, ES, FL, FR, GB, GR, HR, HU,
IE, IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT,
RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI,
CM, GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

KEFRATR:
—  AEEERERIRE (EAE2143)),

G ME: —METXEREGH P EZEZ NI ELRE;, TR TENHTXRETT A% 8
15 RCE RS AWM S B, T a4 S h A A R AR % 7 b OINER B IA
R 23 W N TR B Re & QMM AL 5, IR R e S A N R B s, AT (I ST 5
oS BT 0 2 AR AUE P R 3R R AT AR A R AT koA ab 3, DU BT IR P B 3R ML X T IR
RRNIE ] P 2R AT R, JFEEAT P BEE0ME; SREOIT R A P EEAME ML SR AT AN IE S5 3R, JF
JIT IR DX B B P 77 4 BT IR A IE 25 SR, DUAE 55 BT i DX B o A IAE 45 SR A T U ABT R DX B R R BB
BN R, FFRET P INIESS R A B P 2 P S A 2 B0 s




