1 5 JUN 2004 WO 01/50690 METHOD AND APPARATUS FOR DETERM NI NG PRI IT;r @Q
NETWORK PACKETS PCT/ US00/ 31932 FI ELD OF THE | NVENTI ON The i nvention r% Ay &g
to netm%mgﬂemnt. More particularly, the invention relates to a

progr anmabl e networ k switching engi ne. BACKGROUND OF THE PRVENPHE32
Prioritization of network packets is typically used by network conponents
such as, for exanple, network switches and/or routers to provide nore
efficient use of network bandwi dth. By having a priority associated with

t he packets, network conpqne an_expedi t e packets having a hi gher
priority ahead of packets \%.HE_. LHaaND &?PMVBSEQEMI net wor k
prioritization schemes are eRERERMINING PREORHAAOFher efore inflexible, or

performed by general purpose prbEd¥¥ORK PAGHETSer ef ore processor-intensive
and slow. Hardwired prioritization schenes are inflexible because the

schenme nu be determined and built into the network conponents that are
to use théié@@mﬁm ene- The hardw red sol uti ons can be expensive
and difficult to upgrade because new prioritization schemes require

har dwar e repl a’ﬁhaammtnﬁmdcmﬁseﬂhbt&}orldaﬁha%ﬁmnit.nm%ghyléitﬁéigv\é\mo%h can

make prioritization schene changes prohibitively ekxpensi rogr anmabl e

prioriti Zﬁhi@ﬂoﬁmﬁn{agleyn&%&%&ﬁ{cﬁtug%r Qse processors to execute a
sequence of instructions to prioritize network packets. The general purpose

processor is used for other network-related purposes and the addition of
prioritl zgh ERGROUND OF THE INVENTION

Prionitization of network packets is typically used by network components such
as, for example, network switches and/or routers to provide more efficient use of
network bandwidth. By having a priority associated with the packets, network
components ;an expedite packets having a highe;r priority ahead of packets with lower
poority.

Typical network prioritization schemes are either hardwired, and therefore
inflexible, or performed by general purpose processors, and therefore processor-intensive
and slow. Hardwired prioritization schemes are inflexible because the scheme must be
determined and built into the network components that are to use the prioritization
scheme. The hardwired solutions can be expensive and difficult to upgrade because new
prioritization schemes require hardware replacement and potential upgrade
incompatibilities, which can make prioritizatic;n scheme changes prohibitively
expensive,

Programmable prioritization schemes rely on general purpose processors to
execute a sequence of mstructions to prioritize network packets. The general purpose
processor is used for other network-related purposes and the addition of prioritization

duties can result in unacceptably slow performance from the device (e.g., a network
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duties can result in unacceptably slow performance fromthe device (€5gyy @i
network -1 15 JUN 2004 WO 01/50690 PCT/ US00/ 31932 switch) prioritizing the
packets.“']iglbu%,19 rior art prioritization schenes are inefficient and/or

i nfl exi bl'e: RY THE | NVENTI ON A packet of data is rec®Craioomaset of
candidate priorities and a set of flags are received. A set of one or nore
instructions to operate on the set of candidate priorities and the set of
flags is gx?gﬁted“.A.pﬁLority is_generated for the packet of data based on
execut i on® of - ¥ RECEEFISGPRERE!S. kS pries art peibiitpetionBRidake sSRESERIRTI(ON OF THE
DRAW NG The invention is illustrated by way of exanple, and not by way of
Iinitatioﬁ“VW“ﬂﬂﬁébkigures of the acconpanying drawi ngs in which |ike
reference nunerals refer to simlar elenents. Figure 1 is a block diagram
of one enbodi nent of a network configuration. Figure 2-is a block diagram
of one enbodi nent of a network switch. Figure 3 is a bl ock diagram of one

enbodi mengyUMMARNE a priority processing unit. Figure 4 is
a flow chart Tor one € i net wor k packet prioritization. Figure 5
is aflowchary for an.exenplary PPU programfor determining a priority of
a network pac k}étpagk% 0? G spisse: -OQ/SSB@WMLDS(DOIimm PEFAlagsBre
DESCRI PTI ON . d ) _

received. A set of one or more instructions to operate on the set of candidate priorities

and the set of flags is executed. A priority is generated for the packet of data based on

execution of the set of one or more instructions,

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is illustrated by way of example, and not by way of limitation in

the figures of the accompanying drawings in which like reference numerals refer to

similar elements.

Figure 1 is a block diagram of one embodiment of a network cenfiguration.
Figure 2 is a block diagram of one embodiment of a network switch.

Figure 3 is a block diagram of one embodiment of a lookup engine and a prionty

processing unit.
Figure 4 is a flow chart for one embodiment of network packet prioritization.

Figure 5 is a flow chart for an exemplary PPU program for determining a priority

of a network packet.
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Met hods and apparatuses for prioritizing network packets are described,, |
the follow ng description, for purposes of explanation, nunerous sggcmM@Ul‘
detail s wp&Bffsgforth in order to provide a thorough undgkstapdigg of the
invention. It will be apparent, however, to one skilled in the art that
the invention can be practiced wi thout these specific details. In other
i nstances, structures and devices are shown in block diagram formin order

to avoi d DESeULEDDERERIFMEMN i on. Reference in the specification to "one
enbodi mrent” or "an enbodi nent” means that a particular feature, structure,

or characteri st4 'ﬁﬁga' i Lt h,th enbodi nent, i s,included
in at | east Ion%icgnr?gggiﬁ% t or*‘&tsﬁgpﬁ%%ﬁko%t&qrﬁgagbcﬁsegF%ﬁ%@%Th”thlﬁe pﬁrase
"in. one odi r’rgnt " in yarious glgce in the specification are not
necessarifl%y%wérfﬂ ‘?S‘élf'%t??q’ﬁ‘ﬂﬂ"ﬂ"isﬁ 0 HEr ARMSTRLS SpecHis dsaiks asm et derth

sw tching engine is described. The switching engine generates a priority
to be ass@dragrdd pravide athosmigbtundérstiadiag of the iswidtiohi higvitlitgiapparesgei ves a
packet of data. Based on information in the packet (e.g., source address,
dest i nat i iwwadenesse skitied inthé aftithiat thd BE&IN6A cRObE pradfckdalifiut rkOr mat i on
(e.g., a set of flags, and a priority table), the swtching engine

det er m nege&ifRdeQfk ! Yn H@Er zgkﬁn&épﬁﬁltchu%e&%t@%&:@%r REA Hé’mﬁf&ﬁ hation

is progranmabl e, priority determination I's Tlexible and easiTy tpgraded.

Because iority, determnation s .not .made by a general purpose processor
that per %’r”ﬁsmgﬁldﬁ ?0 avr?g%\()\gﬁpm%h{cdgﬁnnﬁﬂd because the priority machine can

be streanlined and parallelized, overall performance is numintained. Figure
1 is a bl ock diefgreans bt the seecafigsdan tenoesmbedimentoei as erfiodument | meansFor
reasons of sinplicity, the network configuration of Figure | includes only
four conpareprrscuanfshimct, swudus)\ot ciarachoigsy describeyinrosietionfvidaus ces (e. g.,
switches, -3 1 5 JUN 2004 WO 01/ 50690 PCT/ US00/ 31932

embodiment is included in at least one embodiment of the invention. The appearances of

the pbrase “in one embodiment” in various places in the specification are not necessarily
all referring to the same embodiment.

A network packet switching engine is described. The switching engine generates
a priority to be associated with a packet of data. The switching engine receives a packet
of data. Based on information in the packet (e.g., source address, destination address, tag
priority, receive port) and other information (e.g., a set of flags, and a priority table), the
switching engine determines a priority for the packet. Because the priority determination
is programmable, priority determination is flexible and easily upgraded. Because
prionty determination is not made by a general purpose processor that performs other
networking tasks and because the priority machine can be streamlined and parallelized,
overall performance is maintained.

Figure 1 is a block diagram of one embodiment of a network configuration. For
reasons of simplicity, the network configuration of Figure 1 includes only four
components coupled to a switch; however, any number of devices (e.g., switches,
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routers, servers, clients, printers) can be interconnected to form

network. Such network configurations are known in the art. In gene?él-{”mﬂm
swi tch 1%61 nggodevi ce that selects a path, or circuit, for sending a unit

of data tfo I'ts next destination. As used herein, a unit offCJHAVPEeferred
to as a "packet" of data; however, use of the term packet is not intended

to inply use of any particular protocol. In the exanple of Figure 1,

router 1lfbutess,conersdliéds PHntss) chlBe iR GERELAH tﬁaf?marg?%r ?ﬁrrh'iesu‘f devi ce or,

in sone cases, software in a conputer system t e next
net wor kK peidbrd oty 'ogsgﬁ%}%&vﬁg%?éd be forwarded toward its destination.
[ to a

The router is connecte "e4st” fo net wor ks (not shown in Figure 1)
and deci des whjch netwark should receive a packet based on the known
configuration BrETHERICBUISRIAY hacoigrkthat sjgsitcapity, orcicoy for sémidgooatied at
any juncture of networks or gateway (not shown in Figure 1). In sone
conf i gur a®f dasto its nexy tertination. bés ised| heekdnl, Amipef dat0f réferrB@ YR patdreh. 10
operation, router 110 creates or maintains a table of the available routes

and t hei of datn) HotvicO&S uESF ths RSmigat Bet i S HRA AU wi e, dist.ance and
cost algorithns to deternine thﬂé best route forOEHé{18 ivé’r?tfﬁn Raér%“.:ﬂﬁpi cal ly,
a packet gmchfavel through a nunber of network points with, routers

before arriving at its destination. Various uses and configurations of
routers are k in the t. uter system 120 is coupled to switch 100.
Conput er systQ%V@ﬁﬁxﬂgfzQggﬂg’?’ﬁ%éﬁﬁr%%‘céﬁo goitpgutihdngenirles (e. g. ,
deskt op corr&ut ers, |laptop conputers, thin clients, specialized devices)

that can TSEEISAETVEsE PTeliesome ctatsasqitiiretis 2 ovmputar nateanrthat delemites thk30 i S
al so coupled to switch 100. Server 100 provi des data and/or services to

ot her netnsut keterodepoioe®. whidh i packbthhotd¥e forwarded toward its destination. The
router is connected to at least two networks {(not shown in Figure 1) and decides which
network should receive a packet based on the known configuration of the coupled
networks. Typically, a router is located at any juncture of networks or gateway (oot
shown in Figure 1). In some configurations, a router can be included as partofa
network switch.

In operation, router 110 creates or maintains a table of the available routes and
their conditions and uses this information along with distance and cost algorithms to
determine the best route for a given packet. Typically, a packet may travel through a
number of network points with routers before arriving at its destination. Various uses
and configurations of routers are known in the art.

Computer system 120 is coupled to switch 100, Computer system 120 represents
a broad group of computing devices (e.g., desktop computers, laptop computers, thin
clients, specialized devices) that can send and/or receive data packets over a network.
Server 130 is also coupled to switch 100. Server 100 provides data and/or services to

other networked devices.



WO 01/50690 PCT/ USOOr 31932 Printer 140 is coupled to switch 100. Print
140 provides printing services to networked devices and is intende?}!%tm'N 2004
repr esenvoblrsnsgener al category of simlar devices that gafntaoesodpl ed to a
network (e.g., facsimle machines, digital copiers). Additional and/or

di fferent devices can also be included in networks. Figure 2 is a block

di agram of one enbodi ment of a network switch. Switch 100 includes

mul tipl e nedi #ratwd$d isontplal losmstch NBES Prifer (40 p2Oles BARin2RMicdshat are
coupled to input ports to receive packets of data froma network (not

shown i n dehvgstked ddvicd3aeH & Btenbd HRkeBres R BleadeRY cétg%rg%%ﬁ{??dé\% rded to
f'orés pac

menory 210 and to | ookup engine 220. Menory 210 s ets of data for

pr ocessi rdi y,.switch 100. Lookup.epgi ne 220 stores
i nf or mat {E%aﬁ%ﬁagfjg% %‘%’q‘g%\%ﬁg%%%f)&p@&'éégﬁlﬂéc Wﬁ?mf%gfﬁé‘éggwm)cd}ﬂfgw s of
swi tch 100d}o &rocess packets received by the input ports. In one
enbodi medhd/or efcent dryicrrecapaisoficopriyded i nebyorks. candi date priorities, a set
of flags, and/or a priority mapping table to processing units 240 for
processi ng of et baekdock diggrag of chetearbotiiniangofa petivoek HwitdborSvidadi nppdual
packets). In one enbodi nent, |ookup engine 240 provides the candi date
prioriti éscladed matipleimddifgseRAmatoNérs | sW.é.?@OG,Qbeﬁﬂe,&%tm oupiegKet

[

(e.g., source address, destination address, tag priority any), receive
00T o BREE SIS o LOEIRLL R0 REOULI B 0K, ePRYDE 200 1 o
el udes “EHe 8FoRBABYARORLACE 5 T raed 02 sner Qg HiBoRP PREEY. o of ed
in nmenor &310' g?aesggpnb()dikgfg\%dgt; fgf priority drjr og;;sid&g l;Jni t.mi(hs descri bed
i n great efcrgy, ongc lorpiaéasswpand/an arddhigf yesverth 90ocessi ng
units, for exanple, a destination processing unit, can also be included in
processi ng uniltosk@éngind220 stoskbhf@Rkktion related to packet processing that is used by

componpents of switch 100 to process packets received by the input ports. In one

embodiment, lookup engine 220 provides a set of candidate priorities, a set of flags,

and/or a priority mapping table to processing units 240 for processing of data packets

(e.g., determining a priority for individual packets). In one embodiment, lookup engine

240 provides the candidate priorities and set of flags based on information related to the

packet (e.g., source address, destination address, tag prionty(if any), receive port). In

one embodiment, the information provided by lookup engine 240 is programmable such

that the values/meanings associated with the information provided by lookup cngine 240

can be programmed.

Processing units 240 includes one or more processing units for processing data
packets stored in memory 210. One embodiment of a prionity processing unit is

described in greater detail below; however, additional and/or different processing units,

for example, a destination processing unit, can also be included in processing units 240.
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WD 01/50690 PCT/ US00/ 31932 Queue system 230 stores packets to be for“@]g@g@m

by switch 100. In one enbodi nent queue system 230 includes a set of

equal i nWeUHeFI0t o t he nunber of possible priority |evel ecriusessmke nunber
of output ports of switch 100; however, any nunber of queues can be

provi ded by queue system 230. Multiple MACs (e.g., 250, 252, 254) are

coupl ed to quede_ system to receive packets to be forwarded through
correspondi ng gﬁ?%ﬁysg"&??ggsﬁoﬁs@ﬁék%d’d‘%ﬁ%ﬁ‘ﬁ@cq PeswitrbplR0. Naese are al so
coupled to , nenory 210 (connection not shown in Figure 2). In one

enbodi mentMbiBEREGYeHg shistEms? 38 40c pdaswai sdbofipicoes ¢qpabinduatbeeto he peaB&i ng T or
packets of data stored in nenory 210. As processing is conpleted the

packet s aoftpossibletpricritg it 16 B nBB0er KRRt BE6RS SELRACHH! ﬁmgg ¢ Shyred by
gueue system 230 until forwarded to the appropriate networ evi‘ce’ (not

shown i n fRiree; f rts .t ch ., Fi e 3is a
bl ock di a‘gr BB @lod Vel 88 ot id APl 8 Sﬁ“ﬁ“@ﬁéﬂ E(}é\f“é‘ﬁ‘a’é%? (51 439>

pr ocessi kf\. Look ngi ne 220 vides information to priority
processi %232#‘{) arg %qg%gb&ggeaggp%gao KBEYe Pafkers tpésﬁ@v{anfed tmogglte 2. In
one enbodi nent, PPU 390 generates two output signals, |abeled PRIORITY
RESULT arf®ricEpadresentyus portskily apecdbodiment, thet quiputddACE arel didtecoapledas  mor e
bits indicating the result generated by PPU 390. To generate the PRIORI TY

RESULT simgerabry 2 ifebnypscition inbyshowidt in#igiter) (| PM 300 receives a set of
candidate priorities from| ookup engine 220. In one enbodi nent, [|PM 300

passes two cangdigidlegbRidifEdt § r%@csrs&g%@ﬁjtd %rorl'{i)cgg:%egig}s}leﬂél( ‘E‘éﬁ msﬁ’ﬁleg%? In one

different nunber of candidate priorities ta

eT00, et s L 058 LB 7 B B RS PRS00 o
packet Ofscgtat%) %hetﬁ:ngys(t:ernia Egé.i '?‘hé gr'o%és’sec? gfcll(cgg a(rjéa ;Licg%;iqﬂgﬁc s-yitcm 230 until
forwarded to the appropriate network device (not shown in Figure 2) through the output
ports of switch 100,
Figure 3 is a block diagram of one embodiment of a lookup engine and z priority
processing unit. Lookup engine 220 provides information to priority processing unit
(PPU) 390 as dc;cribed above with respect to Figure 2. In one embodiment, PPU 390
generates two output signals, labeled PRIORITY RESULT and FLAG RESULT in
Figure 3. Each output can include one or more bits indicating the result generated by
PPU 390.
To generate the PRIORITY RESULT signal, input priority multiplexer (IPM)
300 receives a set of candidate priorities from lookup engine 220. In ope embodiment,
IPM 300 passes two candidate priorities to priority logic unit (PLU) 310. A different
number of candidate priorities can be passed by IPM 300. In one embodiment, the
candidate prion'fics provided by lookup engine 220 represent the potential priorities that
can be assigned to an associated packet of data. Any criteria (e.g., packet destipation,
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1 5 JUN 2004 WO D1/50690 PCT/ USOof 31932 networ k bandw dth, time of dqjy) can
be used to provide the potential priorities. In one enbodinent, t hd J JUN 2004
criteri awl@eusoatld the priorities to be provided by | ookup peAR@IdE1239 can

be nodified by programm ng | ookup engi ne 220. Programm ng can be

acconpl i shed by any manner known in the art. In one enbodinent, PLU 310

perfornms gLkt ' r.at i n, the candi dat priorities received from
| PM 300. PLU ‘%%g’gls“g‘ﬁgfseﬁt“%&ec iy P B ‘;‘ﬁcaé‘? PWlfﬁé%ﬁ RYteRtiah priRriti¢sPHB)on8 20,
which is a set.of one aor nore general purpose priority registers. In one
enbodi ment@OBHRRL e spisvia wsed tkthe oripouesIg beprestidedrtsy: loclomyeridy 220 dady .

determine a maxinmumpriority fromthe candidate priorities received,

det er mi ne ba crdafiediby proigoaming Ibolam dolgerecrR0d iPdSdremld Oy Hc%%c&rﬁgﬁgh‘ég.%
convert a priority to a priority by performng a |ookup in a I‘IOI‘IFy

tabl e provh@dealjed QRWHInRMOIHE 220. Ot her operations, for exanple,
addition, subtraction, nultiplication, can be perforned by PLU 310. In one

enbodi nent, in | t] I 34Q receives a set of one or nore
flags froml oo%%n%%%?%%ﬁgw2{9égg’ynfée&%‘ﬂ OPFIgHPISHUKip cadiilate 220 are
used to quide the .operation of choosing or calculating a final priority.
In additi H?”%ﬁ?&ﬁ"%ﬁfﬁomﬂg%é@%e‘%f-‘él}tmémdlsﬁbc PRI toypriorith sdgissartanext r a
operation _can be perforned by the queue system As with the potenti al

prioriti eSERBNZG mhidyisa sctof dre cosente genesalppegost peodidyagsiste. B onP! OVi ded by
| ookup engi ne 220. The flags provided by | ookup engine 220 are al so

pr ogr amakbindodimlent, i) eripdiviRE the tHl18€idp TG MY dopt ELHL erfarns
Bool ean operations on the candidate fl ggs rlecei vg% :l)yéﬁgfa “3rLu 350

vor e general s poon) Pn LAl PR e S miotosen oy dos
the foll 0%&%; Hzﬂfdtlcllaqg gﬁoxi'athé[s)’rcgi?\?cd,xc%:\:ivc?t(Na%:\;ior{t}? to a prionity by performing a

lookup in a priority table provide by lookup engine 220. Other operations, for example,

addition, subtraction, multiplication, can be performed by PLU 310.

In one cmbodiment, input flag multiplexer (TFM) 340 receives a set of one or
more flags from lookup engine 220. The flags received from lookup engine 220 are used
to guide the operation of choosing or calculating a final priority. In addition, a flag can
be passed out of the PPU such that some extra operation can be performed by the queue
system. As with the potential priorities, any criteria can be used to select the flags to be
provided by lookup engine 220. The flags provided by lookup engine 220 are also
programmable.

In one embodiment, flag logic unit (FLU) 350 performs Boolean operations on
the candidate flags received from IFM 340. FLU 350 sends the result to flag register

bank (FRB) 360, which is a set of one or more general purpose flag registers. In one

embodiment, FLU 350 provides the following functions: AND, OR, XOR, XNOR,



1 5 JUN 2004 WO 01/50690 PCT/ US00/ 31932 NOR, NAND on either the ar gu?‘;ﬁgﬂ‘ ﬁ[]&
the inverse of the argunent. O her Bool ean operations can be perfor ﬁ?
FLU 350. wnoieseesoenbodi nent, control |ogic 330 executes oneciusis,:?
instructions received from programnenory 370 to control 1PM 300, PLU 310,
PRB 320, | FM 340, FLU 350 and FRB 360. Program nenory can al so be included
in control quic 330. In one enbodi nent, the instructions executed by

control Ié‘&?% PR kg rthorignept oftbs sivage afithe drinageddr OBRBEBdlean0 be
perfornmed in parallel; however, priority results can be used to determ ne

a flag resptitionsantbeqanfooheddy Fef 9307ed in parallel. The instructions
recei ved and executed by control |ogic 330 can be different for different

types of packetsqonERLbLES fil sociated with a packet, or a port
through whi oh o Shckap FRERRL BonBoloBs 13330l Sps Shices i ucifane rceived

instructi(grns to be execuhg&l for d h%arm' ning the priority of the packet. In
one enbodi TEhECEPRBTEIPAALY FrE® Ma0d K 3gerEMABAQILADIED

registers that can be used to store a set of priorities and fl ags,
respect i véPyFRBRS0. FrpgmimycRESULT ascbetihelufddAe dREGHILFia80t akefe f rom
register zero in PRB 320 and register zero in FRB 360, respectively. In

one enbodembodimeRREhSRBtri&ione %ﬁécﬁ@edtg/i conBM RER 130 a%wédrﬁzlﬂgi} gﬂ%@fsg@ atdgf | EM

necessary, for priority processing. mlarly, FRB 360 oup
240 19D i o B0hank oo beRES SERTSNL fek) BOREORRTE 00 B PR
Frgure 4 PESTRFR ek piegRenaiud fened Grmichor k packet
prioritization, A packet of data is received by a network device that
prioritizes pa@k"et“ssg'ﬂﬁt’%(!?cw Fydeikequtedncduerol Bgea 338tanfberd: Fxangioe,
t hough a nedi a access controller or other device. In one enbodinent, a
net wor k sdifiectut fypet of packersi For ekample nflahavssifed wethhgiacBAVHCLSorf AN
through which a packet is received can be used to determine the instructions to be
executed for determining the priority of the packet.
In one embodiment, PRB 320 and FRB 360 include multiple general purpose
rcgistcrﬁ that can be used to store a set of priorities and flags, respectively. The
PRIORITY RESULT and the FLAG RESULT are taken from register zero in PRB 320
and register zeto in FRB 360, respectively. In one embodiment, PRB 320 is coupled to
IFM 300 to provide feedback, if necessary, for priority processing. Similarly, FRB 360
is coupled to IFM 340 to provide feedback, if necessary, for flag processing. In one
embodiment, the FLAG RESULT is used to determine whether the PRIORITY RESULT
is stored in the PRB 320 register specified by the instruction.
Figure 4 is a flow chart for one embodiment of network packet prioritization. A
packet of data is received by a network device that prioritizes packets at 410. The packet
can be received, for example, though a media access controller or other device. In one

embodiment, a network switch performs prioritization; however, other devices can

8-



descri bed. In one enbodi nent, the packet is received by a network switc
and stor®&bomsos®nory. A pointer or other indication to thecsh®oe9032

| ocation of the packet is sent to a prioritization processing unit that
perfornms the prioritization operations. The prioritization processing unit
receives a set of. candjdate prjorities and possibly a set of flags at 420.
I n one em?SEff%%Hf‘?“Wi’é‘%é‘ﬁ dgycribgthdimierecemhrodiment; e paciett tshreceipaistsi bl e set of
flags is provided by a | ookup engine within the network sw tch; however,
the set ofctemilisditcapt storeidtin ewnany/ o psimtr @fothdragiSic AR 1B endNiG4bded by
anot her conponent, either internal or external to the network Sw tch.

Packet pr iladatiby opidipatked if deAdto £ristRNaGa) Aidcalbind iy ) (DS ETRRC ment . the

priority processing unit generates a packet pri y a Ft of one or
nore arithpetic,.: rations on the set of candidate priorities and the set
of flags ?ﬁ}'g%nlogg%glghg&pesult of one or nore Bool ean operations on the
set of candidate flags. In alternate enbodinents, only a priority is
generat ed. O he**PYPESZBODRIRGESING HAIL ExEAIvaS & 6ctind carshidhte prigetsraatie t he
packet priority and/or the flag. The packet, or a pointer to the packet,

al ong wi t Rosskly psttorfifiags anilorinfonagmbgdinens ttieslsdpyf é4hidatd Mdritiés RAOGRSSI NY
unit are stored in a queue at 440. In one enbodinent, each output port has

a set of pesiitsitedflageidgsodoe BAS kRkap eRziREwAHIAHE nBWorfs DRl 'hs%ﬂag,r port

at a particular priority are stored in the correspondi ng queue.
out put copfe GusELaRAS & acket . i.s output at 450. |In one
enbodi nent, packets atre?q{)&ﬁl?l ['g%tgn %§r %§§gg?%t}§3§8850§’ ’%cgﬁ*yra(?f’ F CHERMEPEE ed

with one or r rts. Th i ntroll er
th one glthcr}‘?ntgmg%rpclélcttcrgﬁ t(t)%he nct»%or sd\".ritacl:hffjl ccess controflers

-8 15 JUN 2004 WO 01/50590 PCT/ US00/ 31932 performprioritization as 15 JUN 2004
h

Packet priority and/or a flag are generated at 430. In one embodiment, the
prionty processing unit generates a packet priority as a result of one or more arithmetic
operations on the set of candidate priorities and the set of flags and a flag as a result of
one or more Boolean operations on the set of candidate flags. In alternate embodiments,
only a priority is generated. Other types of opcratx'oﬁs can also be used to generate the
packet priority and/or the flag.

The packet, or a pointer to the packet, along with the priority and/or flag
generated by the priority processing unit are stored in a queue at 440. In one
embodiment, each output port has a set of associated queues and packets to be output by
a particular port at a particular priority are stored in the cormresponding queue. Other
output configurations can also be used.

The packet is output at 450. In one embodiment, packets are output by a media
access controller associated with one or more output ports. The media access controllers
retrieve the packet data from memory and forward the packet data along with the
corresponding priority to the network directed to the next network hop for the packet. If
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retrieve the packet data fromnenory and forward the packet data alon% 1
the corresponding priority to the network directed to the next netmoﬂ ﬁh@ﬂm
for the §6tosogl T -9 15 JUN 2004 WO 01/50690 PCT/ USOQ 31932 t he
prioritization schene described is perfornmed by a general -H5Uf(p8e! % ocessor
the tine required to performthe associated cal cul ati ons woul d be | onger

or the process would be nore conplex, and therefore nore expensive, than

woul d ot hetrespriveitiersts &hemei @SS id &@ﬁk@&\%};@ﬁ&%&m?& ;ﬁﬁ@é&?&%%@g}’m "

program for determning a priority of an one e

the PPU p W lTY; i db ntrol logic 330 to operate on
a packet g%%@féf’?emrglgsfﬁ.ﬁﬁ":l%ﬁﬁgﬁlﬁﬁaglroﬁ‘ﬁ"guﬁ@ﬁbl%ﬁrré’ﬁ  PTPERES PRUIERE can be
stored in a buffer or oLEhe{; menory. Control |ogic 330 determ nes whet her
the franme 9 FUPREY and tBaxgtorg mor,expepsi® than wewd othegwisd bamssto, priority
regi ster zero stores the greater of the IP priority of the MAC priority
associ ated wi t Higuve SpaeKletw eitarG80an exemplarydibgiogeat fortdeerhmifg h priblity and
the MAC priority are received by PLU 310 from | ookup engine 220. If "the

frame is beggedomt piekd MthoGaiboibherk A6 PPOIRLSHAIPIARS SiBLeLRA phr AME Vs
not received via a trusted port at 520, priority register zero stores the

greater o Wil Jorit ociated with the packet
at 530. I%Or% elq‘grl?%?rjeﬁ%Osg‘{cg%{agéa%&%r%'ﬁnéfé?%??‘ﬁﬁeg“ ?8&83"%{?& been recei ved
via a trustEdd.glgrt t 530, %Lorlty_regﬁlﬁjer one stores the greater of the
port pri of PPYYBFRERRC MAEXS) CrRPY $Yredda dbuliceer aibememeypacket at  540. In

one enbodinent, the IP priority and the MAC priority are received by PLU
310 from | ooklkpneidpsie 330 @letennings whyptheetie ftagre iz ¢apged bioF €5 If e fgpmeaiser of
the priority stored in priority register one and the IP priority at 550.

At the endotafggelat 8B pRIozity repistgrzar BbreEibgYratd ofReIP gHIRY bf theHAEed in
priority register zero is the PRRORITY RESULT of Figure 3. Thus, the
priority associated with the packet at 530. In one embodiment, the IP priority and the
MAC priority are received by PLU 310 from lookup engine 220.

If the frame is tagged at 510 and control logic 330 determines that the frame was
not received via a trusted port at 520, priority register zero stores the greater of the IP
priority of the MAC priority associated with the packet at 530. If the frame is tapged at
510 and determined to have been received via a trusted port at 530, priority register one
stores the greater of the port priority of the MAC priority associated with the packet at
540. In one embodiment, the IP priority and the MAC priority are received by PLU 310
from lookup engine 220.

Prionty register zero stores the greater of the priority stored in priority register
one and the IP prionty at 550. At the end of the exemplary program of Figure 5, the
priority stored in priority register zero is the PRIORITY RESULT of Figure 3. Thus, the
exemplary program of Figure 5 provides a priority for a frame based on multiple
candidate priorities as determined by arithmetic operations performed by PLU 310. The
exemplary program of Figure 5 is intended as a single example of the types of priority
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exenpl ary programof Figure 5 provides a priority for a franme based cs),jn
multiple candidate priorities as determned by arithnetic operati or“l| JUN 2004
per f or mewcoy/sB60 310. The exenplary program of Figure 5 psriBi@N9ed as a
singl e exanple of the types of priority _10 15 JUN 2004 WO 01/50690

PCT/ US00/ 31932 processing prograns that can be provided by the architecture
described herein. Those of ordinary skill in the art should realize that a
| ar ge nunpecessingprograsmssha aan be petasdednsthe ARE;EXEE HE&E’iPE@hgrgﬁlerﬂoﬁgof
priorities for network packets. In the foregoing specitication, the

i nventi ong ean ifl a8t H8didWe ko r et speci fic enbodi nents
thereof. It will, however, be ev%&éﬁ%ﬁlﬁ%‘én\\}gﬁ%agprwic HBFgF@gmgnd
changes ¢ ereto witho departing fromthe broader spirit and
scope of %ée&%f:%gg %l%ﬁr.m%gng‘bt&f%f’&%‘f"f’waé #Sdr awi ngs are, accordingly,
to be regarded in an illustrative rather than a restrictive sense. 15 JUN
2004 What is clibrdercgeing speciisationchk invmitiathhasdeendisosbaiowil reftiegice @
priority logic unit to receive a set of candidate priorities froma coupl ed

| ookup  espgrifie enttiodimentothictepf.| hoiill, ko dvet BeReidear @bl BluGi gt i ons on
the set of candidate priorities to generate a priority result for a packet

of data; adfdhagpgdse@h Ge WHdk thedbtd QifHRIPIAS | ookup .engi ne, t
receive a set of flags from the Iookug en%%@,ﬂ&%ﬁbdo%&e%ﬁ‘g?% o?)clogféﬂ?
oper at i onge 4l ehtify. S f 0, generate a fl result for the packet of
data; and a set o ﬁ?%{cl‘: dﬁg‘?%ng%nsq(g?‘é’%afceé‘éﬁ%@gglﬁemﬁ’t"ir%%qf@%ﬂ’Pé’é‘ult from
the pri or.ilt Iogi C unL;]t, the. set of priority registers coupled to provide
f eedback HB>FANT SEtpeithed 2 FSHICIVERFRSE: 2. The network switching engine of
claim1l1, wherein the flag result is included in the .
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packet of data when the packet of data is forwarded to a network de

coupled to the network switching engine. 3. The network switching en 55%?0“4
of claim1, wherein the arithnetic operations perfornmed by the priority
logic unit are selected froma plurality of possible operations including
copy priority, max priority, mn priority, and priority table conversion.

4. The neWhwrkelgwed hi ng engi ne of claim 1, wherein the set of flags
indicate a trusted status of the packet of data, 5. The network sw tching
engine of claim1, wherein at |east one of the set of flags is included in
t he packet. of AatworkGwiFhieg prEingeRPEYNE: C hi ng engine of claim1, wherein the

set _of candi da} 1arx)t Cﬁ?o'ﬁh‘ﬁo re&d rs‘etstﬁ%al?attda ee;\f,?'\ﬁhtlés'ﬁcﬁﬁa (8% é:%rd'l&%u andi dat es.

7. The network sw engi ne aim1 erein the set of flags
conpr i sesengine/ thaority hgeemftt@@rﬁ@andnlrdjmﬁefsope@tlomshm threteiwraRndigiite chi ng engi ne

of claim B)rlY\l'?%to%Fner gpﬁorqpesulgf:oll Qhé tk¥t cﬁ’ﬁ&gl dates and set of flags are

gener at ed” ooKup® en y2| ng at |east a subset of the packet
of dat a - 12 dfidg ldngumt)%o 9cspdl'hefe trethovimokupsanigine e regeiengbatef Bfgs dlomi m 8,

brere "ot BRle PRindland D (T SlerdhBf 0oR G b e g%;%%hg%mg&qmt lags is

based, at on on a sourc ormati o
defstl natlﬁonthlerpﬁcmemﬂdammndt ag pr| or| ty information, receive port
i nformation iden cket
swi t chi ng engi an%eE épr(@lﬂ&‘ rﬁg ISterSV\?'l rg:eweot%% Hr10r|t¥ regtffa?%rgn tl gpulloggfqo er at e by the
priority deogf fGiokity rtegm:srsaonipﬂnﬁpopamde}ﬁafedbntktthe mertf«l'lwglcnmttV\or k swi tching
engi ne of claim 10, wherein the flag result generated by the flag |ogic
unit is a tenporary flag.

2. The network switching engine of claim 1, wherein the flag result is included in the

packet of data when the packet of data is forwarded to a network device coupled to the

network switching engine.

3. The network switching engine of claim 1, wherein the arithmetic operations
performed by the priority logic unit are selected from a plurality of possible operations

including copy priority, max priority, min priority, and priority table conversion.

4, The network switching engine of claim 1, wherein the set of flags indicate a trusted

status of the packet of data.

5. The network switching engine of claim 1, wherein at least one of the set of flags is

included in the packet of data.

6. The network switching engine of claim 1, wherein the set of candidate priorities

comprises at least three priority candidates.

7. The network switching engine of claim 1, wherein the set of flags comprises at least

three flag candidates.

8. The network switching engine of claim 1, wherein the set of priority candidates and
set of flags are generated by the lookup engine by analyzing at least a subset of the packet of

data.

-12-



12. The network switching engine of claim211l, further conprising a priorit
processing unit to select a resultant priority by selectively appl QiSnUJNtﬂﬁé
tenporary flag to the tenporary priority. 13. The network sw tching engine
of claim1l, further conprising a priority processing unit to pronote the
tenporary priority to the resultant priority without regard to the

t enpor ar Y. aa The ngwvorkswitshine ergivaictaiin Sgviamyh aeeabpmhel Wi Ry odfleor i ty

| ogi ¢ uni triohg Ja@&i@éteé%]n@ ﬂ§§tis fse € ANELHRLBPST BE ot SR ofFh 0Mrd iGRMRARE, | 0okup
engine, the priority logit unit to performarithnetic operations on the set

of candi digstamatigy inforiatioastag oriejéy évfenmatien, pr feegiye Bprivivfoumatiop ientfigiarien  of
data; a ftkeagackqumatynit, al so responsive to the | ookup engine, to receive a
set of flag rom the | ookup engi ne, and perform bool ean operations on the
set of flags to generate a flag result for the packet of data; and a set

of flag rggistgrs LV e : 01 f (Welol it, the
set of fllgjg rﬁlﬁing{wg}flgsg‘gl%‘hg gda ?eo&lﬁfa%\r}ild‘zwfr %%B%%g}i}l?gestuhgg}elrgg' tﬁ[otg%] cC unit.
15. The neioworikgiswiit Ghitergpeeargpneritpf cl ai m 14, wherein the flag result is
included in the packet of data when the packet of data is forwarded to a
networ k device coupled to the network switching engine. M The network
sWi t chi ngilengi He mefwahk awimhing engihesfalaimtl Bevisetin B kg gt gandiatsdtbe the t r ust ed
status of,the.packet of datg. -13 1 5 JUN 2004 17. The network swi tchin
engi ne of 4 %%‘%“Tﬁ’f’ e ﬁéé%‘ | east one of the set of flags is incl udgd
in the packet of data. 18. The network sw tching engi ne of claim 14,

wherein t Ee Se{'he():}cet»\(f:o%pgifigcﬁafn% egéihggfl crla{ine"lﬁ 1, further comprising a priority processing
unit to select a resultant priority by selectively applying the temporary flag to the temporary

pricrity.

13. The network switching engine of claim 11, further comprising a priority processing
unit to promote the temporary priority to the resultant priority without regard to the temporary

flag.

14. A network switching engine comprising:

a priority logic unit to receive a set of candidate priorities from a coupled lookup
engine, the priority logic unit to perform arithmetic operations on the set of candidate
priorities to generate a priority result for a packet of data,

a flag logic unit, also responsive to the lookup engine, to receive a set of flags from
the lookup engine, and perform boolean operations on the set of flags to generate a flag result
for the packet of data; and

a set of flag registers to receive the flag result from the flag logic unit, the set of flag

registers coupled to provide feedback to the flag logic unit.

15. The network switching engine of claim 14, wherein the flag result is included in the
packet of data when the packet of data is forwarded to a network device coupled to the

network switching engine.

16. The network switching engine of claim 14, wherein the set of flags indicate a trusted

status of the packet of data.

-13-



conprises at least three priority candidates. 19. The network switchi
engi ne of claim14, wherein the set of flags conprises at |east thrb‘ggw g@"
candi dates. 20. The network switching engine of claim 14, wherein the set
of priority candidates and set of flags are generated by the | ookup engine
by anal yzing at |east a subset of the packet of data. 21. The network

swi t chi nd7engi Tre nefwock airehie engibrertiaim déndieein reagfonpaethepet AbAESST t he

priority .can gs is based, at least in part, on one or nore of
a source i cgfl “?ﬁlg?a&ntd&&g%tl nation identifi er, atag priority of the

packet, or recei ve port information. 22. The network switchi ng engine of

cl ai m 14, Wnerﬁ\ i sm?g;[nr %§¥L far\ﬁrlgt\%gré?ﬁ/thg I@&fof g%nglgatl‘-:%gbr(ﬁ e@n' tis a

terrporarylflag engl ne of claim 22, wherein the
priority doeptibds aglemttaeteqnhobgy catuh@tqzsrl ority logic unit is a tenporary
priority. 24. The network swi tching engine of claim23, further conprising
a priority processing unit to select a resultant priority by selectively
appl yi ng tohe t’errfpﬁﬁarrlysxf/ikca'gagtengihmﬁdife’mper\alreyein the is@of flygs c@BprisEhat lepst wor k
swi t chi ng e?rglf] af claim 23, further conprising a priority processing
unit to Ef ié“te%rrporary priority to the resultant priority w thout
regard to the tenporary flag. 26. The network swi tching engi ne of claim

14, further ri sing a set of r|t terstor riorit
result fromt hgpepr}e%cfrﬁf‘?‘tﬁ%li‘élegg‘ﬂg?gtc a"Fhe s ?"e A OfP”?” rae" 'S Ee?@ IOcoupl eé
to provi det bfeegdbaslgedcpatéd s the iookuipteyiginoby amalymng at lezﬂsaa subsetofthe packet of

data.

21. The network switching engine of claim 20, wherein generation of one or more of the
priority candidates and flags is based, at least in part, on one or more of a source identifier, a

destination identifier, a tag priority of the packet, or receive port information.

22. The network switching engine of claim 14, wherein the flag result generated by the

flag logic unit is a temporary flag.

23, The network switching engine of claim 22, wherein the priority result generated by

the priority logic unit is a temporary priority.

24, The network switching engine of claim 23, further comprising a priority processing
unit to select a resultant priority by selectively applying the temporary flag to the temporary

priority.

- 25, The network switching engine of claim 23, further comprising a priority processing
unit to promote the temporary priority to the resultant priority without regard to the temporary

flag.
26. The network switching engine of claim 14, further comprising a set of priority

registers to receive the priority result from the priority logic unit, the set of priority registers

coupled to provide feedback to the priority logic unit.
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