; ghi jkl e3e///,tt6T px. FI ELD OF THE | NVENTI ON The present inveéntion
rekates to a nethod and systemfor 5 controlling risk, or i t by
nb neans excl usive application is quantitative risk assessr'mlm,m Mlmlmm
mtigation. BACKGROUND OF THE I NVENTION 10 There are essentially

approaches to ris@mmﬂﬁwysis: qualitative and quantitative. Qual'f*t'&i ve risk

anal ysi s iimmwwmm that can be used to deternine the |level of
protection applications, systens, facilities, or other
enterpri se assew®During the sys@éﬁﬁ#ﬁéﬁggﬁéeﬁgﬂﬂﬂﬁ assets, threats, and
vulnerabilities, the teamw ||l be able to establish the probabilities of
threats occurrj s if they do occur, and the val ue of

t he safeguard?#ﬁh%g%ﬁggﬁﬁéﬁgﬁigﬁﬁgsigned to reduce the threats and

vul nerabi | i ti &het prasepdc dmvaiits dne vrella thse t20 aquelthodt and sysiredofogy
attenpts ol y o diid1qlild 29.4K1° HADaRI 1Sl BLETEY Bl MeBll BGEIKS s1RT M.

Quantitative risk ysis attenptS to assign independently objective
nunmeri ¢ val ue@PPd R iGFnIeh svedtifafiviehgigks rsggarpers and to the | evel

of potential kasSeatidmen all el enents (asset value, threat frequency,

saf eguard effectiveness, safeguard costs, uncertainty and probability) are
quantified, the process is considered to be quantitative. 30 The respective
advant ages anBAdKSRORIN &FcIHE INVENTIONO approaches may be summari zed as

fol | ows: al i ive Ri l.\ySi ; .

nopr oach ASUANT REEEPEALIARTRGIETLT . e, approaches, to rigk snalysis:

nat ur enonet ar Fugdiifatdiveg auc suastdsgsdde -soRupyisptdygl rigkopnalysis 2
requiredri sk FRNAJRERML ilRAMHHAGCRAKALE LBedUaB! ubtkir-iihad okl Reiedeyet ed
tot hreat frequencyassi gning nonetary val ye totargeted asset snon-secyrity
and non-provi?E?tﬁGtﬂggi§ rFﬁe?@%hﬁP? LegEAPR re&H?F?@6$th€ﬁ§FFﬁes'
anal ysi s of i no@l vetlers knterpgdisieoaklsexishi | Duying phecegsiterpandcr epotkivng
Quantitatjyve RS lLysi r,oa D A ADVANTACES I r
substanti% Iyggléﬁéggfdngigéﬁggé %§§b¥§§§§§g§?g§t?¥3é éﬁge%§%§b F%gtﬁse
processes andabiei ¢ogesdabdfisdy theuprohabiddtdedorks theeptyw phcurring,

recogni zedval wgedebitMotallodBedNd £ kRkgUBMBERHx! 08hd the value of the
andmi tigati onassoci ated knowl edge baseobl i ges the conducting of arequires

| ar ge anount s S8£EFERFEENER €O §§?ﬁ€ﬁPﬁF§IFﬁ?ﬁ&?ﬁdmﬁPkFégﬁngtBSn be
expressed i ngeheealtlsy afdt valaseabedigieangbagananteppableéi tevel. The

| anguage sonal -l.evel.parti cipants cannot beeasij Qached_t hroug
hepr oo noSheds ARG ReTkBaBeBat ARt mBte Shat. B8 IEP P ar Fo e Eme o1
are neasured Magddusnrpekcelementhr aat sabdensivquirstiBi.ed t hr ough

mat hemati cal neans. However, as perception of threat differs from assessor
to assessor, risk assessnent derived by qualitative neans tends to be

i nconsi st ent , CHBREE EAGRVEg TERE RBEAYELSUALEPPREPe tQNASSign

independently objective numeric values to the components
25 of the risk analysis and to the level of potential loasses.
When all elements (asset value, threat frequency,
safeguard effectiveness, safeguard costs, uncertainty and
probability) are quantified, the process is conaidered to
be quantitative.
30
The respective advantages and disadvantages of these two

approaches may be summarized as follows:

Qualitative Risk Analysis Approach
ADVANTAGES DISADVANTAGES

calculations are simple subjective in nature

monetary value of assets not | depends solely on quality of
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are as foll ows.

a - 3 The characteristics of various existing techni ques

1. 10-Step Qualitative R sk Analysis (QRA)5 The ten steps

of this approach are:i.A Scope Statenment is developed;ii.A cross functiona

Conmpetent Team i s assenbl ed toassessthe risks;iii

.All threats

(characterized in terms of agent,10 notiveand results) axe identified,
Iv. Threats are prlorltlzed (by a strong t

assessed; vi .
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great effort put into asset
value determination and risk

mitigation

works well with a recognized
automated tool and

agsociated knowledge base

obliges the conducting of a
cost/benefit assessment

requires large amounts of
preliminary work

results can be expressed in

management-specific language

generally not presented on a

personal level

participants cannot be
easily coached through the

process

10

Most existing risk assessment

models are qualitative;

risks are measured based on perceived threat and not

quantified through mathematical means.

However, as

perception of threat differs from assessor to assessor,

risk assessment derived by qualitative means tends to be

inconsistent, hence making the results unreliable and

unusable.

st



. AR sk Analysis Matrix is created (according to Integrity, Sensitivity
and Availability); ii. R sk Based Control is selected; and 20 iii.
Preparation of documentation. A notional Risk Analysis Matrix mght be:
DATA Integrity Sensitivity Availability Accidental) Undesirable Acts
Deliberate Acts - 5 event (error & omi ssjon) Unauthorized event (fraud &
m suse) Modification D sclosure Unavailabllity or destruction of of
information of information information or services This approach is
difficult toThee charprataligtds LK s e stdnGitechaicuess areg s
addition, thganawssi s is not asset or systembased. 5 4. Vulnerability
Anal ysi s The approach has five steps: i. Internal experts or a risk

anal ysis team are assenbled; 10 ii. A scope statenent is devel oped; iii.
Definitions ar.e lagsead ol i dativEnRitska mirsa Iysder SIO®RAJi ng of the process is
verified;.ang,\. e JJ [ cul _ 15 Us, a possible assessnent of
ri sk assodi ag‘ él(? vt\-'ALFln sg'!aegqu% r?u%nn(‘t%h’fcsac %’S:%ﬁ%%‘nta-gf}’é:

Cccupat i onUndut hor i zedBnSgeoper iStagementhdsi deyBdopedet i onAccessModi fi cati on
Di scl osur eVP ;qf, HRSeni ar pRagestaeriohaleebabetn20TiEkS i3ELRALRALIGY to
anal yzes the vulnerabilities of a departnent with respect to the people
(treated as &S$ELH iin the assessnent zone. However, the
definitions iii. All threats (characterized in terms of agent,

10 motive and results) are identified;

iv. Threats are prioritized (by a strong team);
v. Impact Priority is assessed;
vi. Total Threat Impact is calculated;
vii. Safeguards are identified;
15 wiii. A Cost-Benefit Analysis is made of the controls

against cost and effectiveness;
ix. Safeguards are ranked in order of priority; and
x. A Risk Analysis Report is prepared, including:

20 Thus, for example, a notional Risk Analysis Report might

include the following:

THREAT THREAT LOSS RISK POSSIBLE SAFEGUARD
PRIORITY | IMPACT FACTOR SAFEGUARDS COoSsT
(TP) (LI) (TP + LI)
Fire 3 5 8 Fire suppression |{$15,000
system
Tornado 2 5 8 Business $75,000

continuity plan

Water 2 3 7 Business $75,000
damage continuity plan
Theft 3 5 5

This technique forms the basis of all existing risk
25 assessment: a risk analysis team is formed, threats and
their effects are discussed during the risk assessment and

countermeasures are used to mitigate risks.



- 6 «nmust be agreed upon before the assessnent can begin. 5. Hazard | npact
Anal ysis This approach is simlar to approach 4, but based on asset 5
categories rather than assets. It mght produce, for exanple, the foll ow ng
out put: Threat TypeProbab- ilityHuman | npactProperty | npactBusi ness

| mpact I nt ernal ResourcesExternal ResourcesTornadol44422123A3B3CAA4B Thi s
approach identifies the threats and neasures the 10 i npact on hunman,
property and business. The existing internal and external controls are

i dentified to2nitBgater: REaldspsivpyvBisk, dnpdysds fRRBAt Analysis 15
According to trhies tapREeO8&RBps0BE: thisl AppEBakhexperts or a risk analysis
team are assenbled; ii._A sgoge stgten?nt I s developed; iii. Definitions
are agreed updn: 20 iv. FR8% LaM'8“HRBér st andi ng of the process is
verified; andit. The riBkskhnBirgdugtisngcoaddct ed based on the inpact on
operations;if;q;threat Rggurﬁangéeggﬁtexanple, the follow ng concl usions
m ght be obtained: Effects on

Qper ati onsPot enti al Tenpor ar yTenpor ar yHar dwar eLoss

of Repai r abl eCauggshBhalr ¥ekul BaseessaDapposseht Meyrbagrgeih,Qat bi I it yLAN
server PMout age

FINANCIAL LOSS VALUATION SCORE
< $2,000 1

$2,000 to $15,000

$15,000 to $40,000
$40,000 to $100,000
$100,000 to $300,000
$300,000 to $1,000,000
$1,000,000 to $3,000,000
$3,000,000 to $10,000,000
> $10,000,000

W i ([N (U [ |[W N

10 This is a slight modification of the first above mentioned
approach, in which a scoring system is used whenever
possible. A re-assessment interval of 1.5 to 2 years is

recommended.

15 3. Information Security Risk Analysis (ISRA)
The three steps of this approach are:
i. A Risk Analysis Matrix is created (according to
Integrity, Sensitivity and Availability):
ii. Risk Based Control is selected; and

20 iii, Preparation of documentation.

A notional Risk Analysis Matrix might be:

DATA
Integrity Sensitivity Availability

Accidental Undesirable




t This approach assesses the operational risk in a specified environment.
5 7. Questionnaire According to this approach, a series of questions are
conpiled to neasure conpliance with an existing enterprise policy,
procedure, standard, or other regulation. 108. Single Tinme Loss Al gorithm
Single Tinme Loss (STL) is determ ned acordging to this approach, Were: STL
= (Total asset value + Contingency inplenentation costs + Data

reconstruct, costs) 15 x Probability of Occurrence + (Cosit o] k
delay). Si nﬂ(i:] e Time Loss is used as an inpact| val ue neasur er?é’%%f: ggngﬁe
Facilitated Ri sk Analysis Process [FRAP) This| approach inclj&iemisgion)
Defining thssi1seepgarel the review, |i. Assenbl|ng represent dynuasndLizddre
FRAP process; iii. Defining threats against data integrity,| 25

confidenti %% arid|availability;|iv. Creatipg a Priority [P4ePrFx (BZR%¥H on
degree of vulnerability and business inpact; [The three delijsemabhges) i ncl ude
I dentification of ri 30 prioritrzation of r]sks,.suggesied controls for
maj or risks. A list (S)ﬁd“*z‘%q'@&ﬁf'?%l d‘fl(?ﬁﬂ'f’ﬁ'dr%an “Sé’aééf*%‘gf’etd’ (e.g. backup,
recovery plan, accessoxaidatguytion dthe appr oacdf dhifowsapkas} ect tracki ng and

cross checking for vegifi GatiQP: VRS Sat fon APRSsLPLE Priority Matrix
m ght be: g

This approach is difficult to use, and requires users to
have a certain expertise. In addition, the analysis is

not asset or system based.

5
4. Vulnerability Analysis
The approach has five steps:
i, Internal experts or a risk analysis team are
assembled;
10 ii. A scope statement is developed;
iii. Definitions are agreed upon;
iv. The team’s understanding of the process is
verified; and
v. The risk is calculated.
15

Thus, a possible assessment of risk associated with each
human factor might be:

Occupation |Unauthorized |Unauthorized |Unauthorized |Destruction

Access Modification |Disclosure

VP of HR

Senior

managers

Senior
gspecialist

20 This methodology analyzes the vulnerabilities of a
department with respect to the people (treated as assets)

who work in the assessment zone. However, the definitions



Ri skRi skTypePriorityControl sNo. 1l nformati on accessed byl NTB3, 5, 6,
11, unaut hori zed personnel 12, 162Uncl ear or
26versi oning of the information3Database corrupted by hardwarel NTDf ai | ure.
or incorrect or badsoftware This approach involves anal yzing one system
on at one tinme. The possible
are neasured 5 against threats and

application,

or segnment of business operat)

effects of systemfailures,

vul nerabiliti

es.

etc.,

non-exi stent | NTB9, 13,

Controls are then identified to nitig .
R sk AssessnemusgnbeNBazgefeHPoprnbPelPseapproachesemerEt CARpReIiNs neasur ed
ALE is neasured based

by Annualized 10 Loss Expectancy of Exposure (ALE).
on Single Loss Expect

ate the threats.

10.

d Annualized Rate of Occurrence (ARO.

SLE
SLE is defined- agaéiﬁg éﬁg éP§E¥SFﬁse for each occurrence of a threat

event; ARO i sSTHebkl apgraacht aki simiahrr abeapprbhchat, obatr based o6n assagual
basis 15 Bl A i s, neasured_b Loss n LE) Statlstlca
informati o ?akﬁﬁuaﬂﬁfeaaggg B gbcur?%nce fgé§§8%§ g%?alned 5? | east on

a yearly basi exa@plel. that Sglipwin® ektRhhagenent Thi s approach incl udes:
i. Separating CUStodlans and Users of Information; ii. Deflnlng t he basic

pre-requisitqg rotes and Tes gg;?effﬂntlun data
cl assifi catlcﬁh%ﬁﬁ$-Zgrphﬂ%n1ﬁﬁﬂﬁncoﬁFP6PftY iness F&%ﬂ?q§4 a
ChvpakBf O

feirrgiadg

integrated fasppon. |linithi S| BRRNRA [1Halc@N  $RE4bAM sERESMARTLT t he
use _ g _[of physji.cal and Togiclal data access cgpirols to_ensure 1he
proper use otzﬁﬁéﬁ%hﬂﬂan P %hlh-f%unauLheﬁLzed_eLﬁgeeLdenLai_nDdLLLcﬁt|on
destruction, |di scl osure, Io:s, or laccess tp automajed assets. Ri sk Anglysis
identifies and 5 asgesses r S as|sQci at ed th co rate Tnjormation

asset s and d | pes—cdst nff % LA % a4 Cachl 3\9/’8 t-o gﬂLhﬂ SHE L\er clzc h| S

LI AA IR =Y &4 =4

approach |ntroduces the concept of custodlan and user 10 of information. It

denonstrates fhaf Lgf;?UQQM?.&&Eﬁ?é% Fﬂk‘ééggsén«g‘)ﬂ&é&&kéé’ gnd
information security control's s e | nplénmented.” Business_continuity is
taken outllas #"RBALI 87 LBEPARat BXrPPBRTY ypREaPUPsiBRSAsseTRBAeAXisthRIpotenti a

i mpact  of Sysiﬁﬂéphﬁln’&ﬁauéﬁﬂeﬂtﬁaﬁglé\bﬂ’éi-?lbeafe_tﬂ&eﬂﬁﬂfiléa eesqh;ti?aeemh al
i mpact, custoper inpact egu) atory/ conpl i ance i npact. ternatively, this
i npact can begﬁ§a§gggacﬁb§?ng%rFﬁ fmation classification and | ongest

tol erabl e outage. 20 Business Inpact Loss is neasured against tine
sensitivity (Lkong I ut age period during peak), intangible |oss
(heal th and sg etgﬁggégt§%§?¥§1 i sfaction, enbarrassnent) and tangi ble | oss
(financi dls. Qecerﬂles|§9|hgls|enp§seebsnene-nndels however, assune

(whet her expljcitly or t:@@éfﬁ&i'é&péﬂ?é &@r@ﬁﬁﬁnﬂwﬁge@@ﬁr@ﬂal team

wi |l be assenbled to assess the risk. However, assessnments are often
actual |y perf3ffe®Pb§eit her by the I T techni cal support teamor the

busi ness 30 oxdmer, hence scﬁpétstqmementuinwﬂéﬁéﬂmpn&ystand|ng of the

threats and ay Llable cgngr&&gao%% rérT%{£§ ibility for conducting the

OI6 ;
risk assessnen becone uncl ear eFes ne’ unreliabl e.

20 The team’s understandlng of the process is
verified; and
v. The risk analysis is conducted based on the
impact on operations if a threat occurs.

25 For example, the following conclusions might be obtained:

Effects on Operations

Potential |Temporary |Temporary |Hardware |Loss of |Repairable
Causes Interrupt- |Inaccess- |Damage Software |Damage
ion ibility
LAN server (P M
outage




35 Further, when the magnitude of the risk assessnent increases, it is
common for assessors to conprom se the assessnent process. This is
particularly so when it the - 10 assessnent is qualitatively based.
Thi s conprom se may be due to human factors and tine constraints. SUVVARY
OF THE I NVENTION 5 The present invention p;ovides, therefore, in a first
broad aspect, a nmethod for assessing risk Within an organization,
conprising: defining one or nore zones, each of said one or nore zones
conprising an environnent; 10 identifying one or nore assets of said

organi zati on, Tadshapbroach assessebeitRg bpeahedohRlariegpeat avepeserokasaid
zones; conducting a resggctive i npact assessnent for each of sald assets,
each assessneﬁFVgSﬁBPFEing assessing 15 the inpact of the | oss of said
respective asset; conducting for each of said zones a respective zone risk
assessnentg cgqprbﬁg%gigﬁﬁggggng the risk |level associated with placing a
respective asset Wwthin sard respective correspondi ng zone; 20 conducting
for each assehcgordipgcticvéhissapprpaRhasscsenias, cfogpestingsassessing the
risk level asggmpated Wbt heddufer eSREELaME2RECH thER%QEHé ehtbbBrise.
respective zone_of said respective asset; and assessing_risk on the basis
of at |east SHPalﬁg'iHﬁ&&ﬁd§§§es§ﬁéﬁﬁ?r§aiﬂrZBHEGFi§ﬁgg§§5§§ﬁents and said
asset risk assessnments. Thus, an asset can be anything of value. The nethod
can therq&pregbe HiﬁdlgoTQ&QdﬂégsailaQ QULRUt a risk 30 assessnent. Wen
the final steps are perfoined by co ufer, the conputer can output this
assessnent . PEinglabTymeh&omet KEAL) ndBudeterninedf grayding be hbie asset
custodi ans, eagPr6QBR! I ¥haged custodian of a 35 respective asset, and
identifying oné or nore asset owners, each congrising an owner of a
respective one or nSFk of (faFalassael value 4,ContingeRAYan is typically
some grrpl oyeetmbnt;émear:at%ahi algstssponsi:bi tetbRstru8tisnl dogBy) ronnent, a
custodi a ight be a Techpica nage Team or a Project Managenent 5
Team an 'gg]di vi dual mnﬁeﬁr‘g?a%%@ht’?e%ﬁsnéc%uﬁﬂ%ﬁ%%i an may be an enpl oyee
who acts as a caret aker+ofCoast aof comee evkeekr desdaml . fil e or database. An
asset owner is typically (though not necessarily) the one who pays for the

asset; it may_in nan¥.cases be the owner of the business.
Single Time Loss is used as an impact value measurement.

20 9. Facilitated Risk Analysis Process (FRAP)

This approach includes:

i. Defining the scope of the review;
ii. Assembling representatives for the FRAP process;
iii. Defining threats against data integrity,

25 confidentiality and availability;
iv. Creating a Priority Matrix based on degree of

vulnerability and business impact;

The three deliverables include identification of risk,
30 prioritization of risks, suggested controls for major
risks. A list of 26 control grouping can be selected
(e.g. backup, recovery plan, access control) and the
approach allows project tracking and cross checking for
verification purposes.
35
A possible Priority Matrix might be:



10 Generally

however,

it

is the person with overal

responsibility for

defining the security policies and the security and system requirenents of
i npl enentation plan on

t he asset,
t he asset.

ffer

and who can approve the security control
It may be an end-user.
mai ntai ning a register of said assets.

t he respectlve owner of each of said ass

15 Preferably t he met hod i ncl udes
ably said register includes
20 Preferably the nethod

i ncl udes nmi
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each of said
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conpri sing &
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cust odi ans,

cust odi ans.
conduct ed by,
each of sa

owner of sai

the | oss of
asset is ap

product of 1
t he maxi num

an asset

aspect, t@e

conpri sing
10
15
20
25

-t g—a— cw ster—of—satd—zonesTPreferabl Y—S d Tcwbtc
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Preferably the nethod includes determ ning a neasured risk
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identified to mitigate the threats.

10.

In this approach,

Loss

Risk Assessment and Management

Expectancy of Exposure (ALE).

‘qegnd

Gt ass

Pesk
H%%l

eSCI’I

e

Aeocarent  ant

Q%dthen

above; and

threat impact is measured by Annualized

ALE is measured based

on Single Loss Expectancy (SLE) and Annualized Rate of

Occurrence (ARO).

SLE is defined as expected monetary

loss for each occurrence of a threat event; ARO is defined

as statistical rate of threat occurrence on a annual basis

BIA is measured based on Single Loss Expectancy (SLE).

Statistical information of Annualized Rate of Occurrence

(ARO) is obtained at least on a yearly basis.

11.
This
i.

ii.

responsibility definition,

inventory control);

iid.

In this approach,

Integrated Risk Management

approach includes:

Separating Custodians and Users of Information;

Defining the basic pre-requisite (e.g.

and

roles and

data classification and

Managing Risk in an integrated fashion.

information security encompasses the use

2)



managi ng said risk. 25 Preferably said managi ng of said risk conprises:
determ ning the distribution of the nunber of assets as a function of
associ at ed nmeasured risk; determ ning a maxi num acceptable risk |level; and
30 applying one or nore controls if any of said assets exceeds said maxi mum
acceptable risk level. Preferably the acceptable risk | evel conprises the

| ower of the highest available neasured Tisk  or 100. 35 In another broad
aspect, the invention provides an apparatus for assessing risk within an

or gani zat i on, of phyzicednandsilegicgdt AatfpRCaeEEnSoRGEoilFp ot eRguass dhe

information i QR S RftLS To §AGhiIBH tSanAuRBSeliz iRy an asset
of said organization, each of said assefs being 5 located in a respective
zone; data st &&deendals Madifd cahiten e GiegtEcst oRe s #it8 C Logrdi Ag5Far Fach
of sai d asset acxaisd RS pAficdmat a0 seaNs Rick ARGASIiRY identliEie’d atd
respective.zone risk asse syrent Eg%t%%FQin%h%%Ed02%@%51n§%idar§% ective 10
zone risk %ss?ffﬁ?ﬁfscgﬁﬁ sin&oaﬁ assess FOSPOLRES Mk OF8GE “Rssoci at ed
with placi ng assetpeamd dedfsswes wosti-e ffaict ives ppptrionehesr tes pendigiggzone;
means for recgi N3 iQksStoring a respective asset risk assessnment for each
asset, said respective asset risk 15 assessnent conprising an assessnent of
the risk level associated with said respective asset independent of the

respective zonhi@f appirdacdspetiriodcassehe FBARSPLOLEN @GSIEYEAANOANS! ABkRY a
respectlveol npact, _assessmnent f(r)l:rt ?ach oft Sgl d %gs%t% eacglt assissrrent 20
conpri si g’ asS&s PTG TRE LRyact Lo FRESEFEL o8 t8aE ) EPESHIS F&5asset, and
f or assessi ngasissle smenithe buainesefl cantlieaitysand infachmasisesseentityai d

zone 1i sk assesgayents 3ad15akd 3880krabkaASSRRSIRALS LAnthRLEhY farm

ri sk assessnent; out put neans for outputting said_ris sessnent.
O course, théa#éalnSPuﬁ:maSrécémuﬁgroﬂei’taé‘laitﬁgféT°F’egrd'ééFF&er2§He ri sk
assessment, tRageRamentQl TRECPHYitRAth1SLApbhEE 8l 8FBeekYesameaburbdk
assessnent _and the maa?% for i receivi n% or stori ng i r,esgectlve i npact
assessment® maPIBe S0 FPe FOXE LaPEPAGFE FREEgeF 1PEREH2 s TP FHATPREGF
data storage oepask, Pggudaltopy/kempliahces imphktbhe plepanedisepg:atdliy and
35 input into;tRe IPRALALYS neHRINWELR agBRhisR " 3hEYrmbBion classification

and longest tolerable outage.

20 Business Impact Loss is measured against time sensitivity
(Longest tolerable outage period during peak), intangible
loss (health and safety, customer satisfaction,

embarrassment) and tangible loss (financial).

25 All existing risk assessment models, however, assume
(whether explicitly or implicitly) that a competent cross-
departmental team will be assembled to assess the risk.
However, assessments are often actually performed by
either by the IT technical support team or the business

30 owner, hence resulting in incomplete understanding of the
threats and available controls. When the responsibility
for conducting the risk assessment become unclear, the

results become unreliable.

35 Further, when the magnitude of the risk assessment
increases, it is common for assessors to compromise the

assessment process. This is particularly so when it the



apparatus may include data processing nmeans for formng the zone and asset
ri sk assessnents and the, again - 14 optionally, the inpact assessnent,
f'or determning or for assisting in the determ nation of these factors. The
factors would then be stored in the respective receiving or storing neans.
5 Preferably the apparatus is operable to gach of said assets an asset

cust odi an, custodian of a respective asée?, and to each of said assets at

| east one asset 10 conprising an owner of a respective one assets.
Preferably t hesappamgntudsi quepétablivedysbapate Whhsedohpobmiaedmaysbes an

asset custodi gieeRehnGRAGRT rakR8ra aHS! P4haNc8hsf-hEARECTI Ve asset and to
associate with each of said assets at | east one asset owner each conprising

an owner of a respective one or nore of said Preferably the register of
assets incl udsgMmaRespecrHEe INVBRTION each of said assets. 15 Preferably
t he apparagusghncludes ata storage for gggrlggegegggéster of _sai.d zones.

Pref erabl y° t h&"ZoR ePgais 5FanéPud8§°3% afor aSSOC|atiﬁﬁ ﬁoférP spective

cust odi an wi t hreadhagbessi dazmathodPfefeaabkegsdaghrbskswitthigsans is

i nformation rSk@EﬁQzaE&SB?réQh¥r§§§H of said respective zone assessnents is
25 conducted by~the respective custoaian of said respective zone, and

preferably each of the AefpeéprgvengssstMaseciShent seadh PE edhdueRedoby t he

respective owRgteOkohbe EempeskiMg anSehvisOnmesterably the apparatus is
operable to treat the | 9gs of _.apn asset as equivalent to_the, Loss of a

t
syst em of* Qi ch sai d aséa?nFéfﬁlﬁ%r??eF?Ef%? BI 3378 apbatats is operabl e

to determ ne argdsnteasiipayd eask H6r seddhaasees, beding heasteédini gk for a
respective asgsgl, SQMRLLSLRAY LRegRiqdysteQf 1) an inpact |evel determined in
sai d i npact assessment ang 2% the = - &E !
conducting a respective impact assessment for
each of said assets, each assessment comprising assessing
15 the impact of the loss of said respective asset;
conducting for each of said zones a respective
zone risk assessment, comprising assessing the risk level
associated with placing a respective asset within said
respective corresponding zone;

20 conducting for each asset a respective asset risk
assessment, comprising assessing the risk level associated
with said respective asset independent of the respective
zone of said respective asset; and

assessing risk on the basis of at least said
25 impact agsessment, said zone risk assessments and said

asset risk assessments.

Thus, an asset can be anything of value. The method can
therefore be used to produce as an output a risk
30 asgsessment. When the final steps are performed by

computer, the computer can output this assessment.

Preferably the method includes identifying one or more
asset custodians, each comprising a custodian of a

35 respective asset, and identifying one or more asset
owners, each comprising an owner of a respective one or

more of said assets.



maxi mum of an asset risk determned in said asset risk assessnent and an
asset risk determned in said zone risk assessnent. 5 The invention al so
provi des conputer readable nmedia with software portions executable on a
conputer for perform ng the above nentioned nethods. BRI EF DESCRI PTI ON OF
THE DRAW NGS 10 In order that the prese_ntl_JL nvention may be nore clearly
ascertained, a preferred enbodi nent wll ‘now be described, by way of
exanple, with reference to the drawings, in which: Figure 1 is a flow chart
illustrating the six 15 main stages of the risk assessnent nmethod accordi ng
to a preferred eadbodaidnt iof tibechl Bpesidvmée NMRPldPde wi€hl€areiSalisghematic
depiction of the rel a}tiii)nghiﬁ%) between different t%/rg)es of zone%. accor%itu_[lg to
t he net hod ofr??%?ﬁ”%l 120t gur 3PP st a SRhehEtt %I’ep?c?lf%%o a4 rb’r of
Nunber of Asslee sa(T@¢hmital aMpoagenenarTéaser el Rroketewangdddhgntagai nst
Measured Ri s el jac j t fi A IS . 1S a
Vi ew sim :glar k?ﬁha?&ofﬂéggﬂgggg,ﬁ%?gﬁd%?%ﬁé I%/%%’V\,i %gé:l%%%%cg;a;%" ety
Li ne"; Fi gur PR seBPLPEDL sVRP | 2P L2 2% it CIFe §3ERIF E RN | 3tk matedy ehe

possi bl e det ehdigl | o1 &f ok N@adaBisé butidNadled | Gtier 4fs A heican B e- def i ned
period; Fi gurg 4C is an alternatiy wﬁ\év to th%of 30a%|€ure 4B,

i ndi cating t hEERYAER PRt RBFTTFRTEOF) t RS A% IR D o Yerthe A28%fet i ned
period provi ded mdwatimisinyi tages ilpe theasewmssr hafl ecHecdvudiakesg. Figure 5 i s
thus a flLaw 3‘9‘9? he fof.t igl f e m accor di ng
to the rrlét%ho 0 é%%i#gul?ée&%?éﬁ Jt:ﬁ_eb% ?ggaé%’?%vﬁpc%%? %ﬁ%ﬁaﬁste s for the
upgr adi ng of zesronsibhbitysfem detringdthe erurdthgPbicies theyure

1; Figure 7 igedutiOy £HAI by Sfeth NPegl £PSndiEs e IOV Of ZhSWHEBL an
asset according to the nethod of figure 1; ure 8 is thus a flow chart

;.5 Fi
of the steps IRRTITR tHYyr 2Tt BY Bkt iRt G RIRP P tHRE net hod
of figure 1; &sgatt £. At Smay fhevar herid-wdedt he steps for the renoval of a
Zone acc%di ng to the method of figure 1; 10 Figure 10 is a flow chart of
the stepS for the addition of new threats and controls according to the
met hod of fi (RrefdaralFlyurke iMethod ingnddmmaigitaining epreagiatenfafer a

maj or versi ongf{feses s Or b RAGrd Lak e JBi ok Pistler fiiinfads @ Figure 12
is a schematic view of a database design for_use in inplenmenting the nethod
of figure 1. 19595 B DR P O T e ERES S VBODI MENTS 20 A ri sk

assessnment nmethod for assessing an organi zation's risks, according to a

pref er redoemiodi fpnty 0f LR RISRSHT AINENS Yhstid dn I LG ABNEPE 11
said zones. Preferably said register includes the

respective custodian of each of said zones.

In one embodiment, each of said assets is information
25 related, such as materials and equipment that are used for

data manipulation or storage.

In this embodiment, each of said asset custodians is an
information custodian, each comprising a custodian of a
30 respective information storage device within said

organization.

Preferably the method includes defining at least four
types of custodians: 1) physical and environment
35 custodians, 2) network custodians, 3) software engineering

custodians, and 4) MIS support custodians.



The rmet hod includes establishing four criteria: 1) 25 Asset/|nfornmation
Classification, 2) Asset Inventory, 3) Roles and Responsibilities, and 4)
Custodi an and User ldentification. The follow ng assunptions are used: 30
Threats are specific and are associated with asset types; Likelihood (of a
threat) can be based on denographical statjstics; and Risk nanagenent is a
mul ti-decision process. 35 According to tHis enbodi nent, an "asset" is
defined as anything that has value to the organization and is - 17

i nformati on rRyefetrbincanh RE maid ixgapeaid Pt e aeRamants dsed for
data mani pul aédrmhéue@twagﬁa Ak dunedifatdOonmid rspidiwe! ude
1) People, 2) Software, 3) Services, 4) Media, 5) Physical, 6)

I nf or mati on éﬁﬂ“ﬁ) Qperating Systenms. Each asset classification is further
categorized into respectlve asset types; the nethod includes registering

all assetg ur}d £eX ek?l “t aa*cﬁ'x %sfsesta &/prees? V% Q% & Waé:,{:geass]e%slt)entesoq £

contractors, interna custom

appl i cati on stsindyeated d&v&ltmétﬁsnﬁqmee owned tofs Ffaih e spEfdtitee- shel f
applications;gglan3) Services: third party facilities; 4) Media: paper
docunents, conputer nedia; 5) Physical: cryptographic facility, nobile

devi ces, network devices, office equipnent, servers, workstations, hardware
nmanagenent e@idierdblypliisd efdthid &uiﬂlluddwlrﬁga&)dﬂn@‘ (ﬁl-mitlim dm?aimess

i nformatjgQn, conf.i ratlan i.n ti finan |nfornat ersaq
|t or mat Fon: SRPY R E AR B i aad B & arRedy 2
Thus, for examdq; nﬁualpﬁnnnntlon cIaSS|f|cat|on refers to the dlfferent

grading of information sensitivity in accordance to the conpany practices
and culture. The 30 nethod includes classifying all information under one

of the infor RASESFAELESHA @REAAE AYSq%determining a measured risk

for each asset, said measured risk for a respective asset
15 comprising the product of 1) an impact level determined in

said impact agsessment and 2) the maximum of an asset risk

determined in said asset risk assessment and an asset risk

determined in said zone risk assessment.

20 In another broad aspect, the present invention provides a
risk management method, comprising:
agssessing risk according to the method described
above; and

managing said risk.

25
Preferably said managing of said risk comprises:
determining the distribution of the number of
assets as a function of associated measured risk;
determining a maximum acceptable risk level; and
30 applying one or more controls if any of said
assets exceeds said maximum acceptable risk level.
Preferably the acceptable rigsk level comprises the lower
of the highest available measured risk or 100%.
35

In another broad aspect, the invention provides an

apparatus for assessing risk within an organization,



Al'l assets are registered with proper ownership. The asset owner is defined
as one who pays for the asset. The 35 Asset register is updated whenever
there is any addition, nodification and deletion to an asset. - 18 The
met hod is preferably conducted by a cross functional team consisting of
executi ve managenent, information secu[iaé team technical nmanagenent team
proj ect managenent team business owners~and auditors. 5 The
responsibilities of executive managenment are: 1) to set nmanagenent intent
and busi ness SOHRECHSWEE with respect to information security, 2) to set

i mpact | oss nonetary seRlt® idpuitOneQRfsi Fort Hapdedias absatsdhFBeamatadn I ed
for 10 risk mtlgatlon,jt%) to review and approve r.isk assesime,nt and

management réport € A e e i aaTESap 9 aeik AFEEh s, 6) to
revi ew and apars@te X Gapid @rg=apidtsiomntaéh tof sadidewseatisr tleing

i npl ement at i r.o S. et ibilities of the Information
Security ?ea%%flr%équ)eﬁ’t § #gevs;géﬁtg'ﬁ%o%g%?xgé on threat frequency, 2) to
devel op a baseline for dafeosteriage floassitbrdag eaids regipseat efgeveetance,
3) to maintaijhhhiBales @R LM IH S0 3RasRs Bhilo redpe@WikieSkAnsessment

and managenent reports, 5) ta 20 review risk reduction neasures, and 6) to
review control inpl emeMEEfiSoriOFr 3§FELYingn LT SEREARELA FEPRECEL VEhEORe
Techni cal MindgkraisebaBrty €orl)eadch loEYisHid ziohe st camids selspeictti®ret he
Asset Reg& ster 2)1_.25§ct taossperfor ri sk_assessnent._on re reas, of

. . zZone esamen omkrl 1ng ssegs %% C%%V%h%
responsibilifi gs, §') § p|pop5's€ effe &FPTE TGNt

0 revi ew an er rr\=:asurré‘§,k and
4) to foll owleyedn aemoaictedplicie placiiog @ cgspestile Aseetespdbdnbi | ities

of the Proj e%%i@%?@i&vge%@ﬁe%boﬁiih% @Qest €r the team assets into the
: ,

Asset Register, 2) performrisk assessnent on respective areas of
responsi bilities, 3) t8&eRBf ERTaNGFLYPBIO&f PECELDE BoURBRPREAYAr 8§525nd

4) to fol | owrligkoa seaishten t3 % orMelaR e AlsdleitQN sRiiAJrRepectiver asRASHIgN ti €S
of the Business Omers are: 1) .to - 19 reqi ter‘,f t&F\% ass&tz into the
Asset Reﬁ?st&?,seff“‘teé‘ EFFBF M9k 28 SESEREMT "6n O na™Vi 308 as¥6r, 3) to
revi ew and prgposd atkideetithe saddntrespeasives asset 4nhdepehdentwodp tive
control inpl %@%@E@:@i% R 8%S sa'idTg%s SRR Qislsieg;es of the Auditors

are: 1) to reviéw risk assessnent and ntnagement reports, 2) to review
exception reports, and™8pnsofpsyregeiyingr pEgatarirgsfg HRSPRFBLVRON

patterns. 10impact assessment for each of said assets, each assessment
20 comprising assessing the impact of the loss of said
respective asset, and for assessing risk on the basis of
at least said impact assessment, said zone risk
assessments and said asset risk assessments to thereby
form a risk assessment; and

25 output means for outputting said risk assessment.

Of course, the means for receiving or storing a respective
zone risk assessment, the means for receiving or storing a
respective asset risk assessment and the means for

30 receiving or storing a respective impact assessment may be
provided as a single integer (such as a data input or data

storage means).

Typically these values will be prepared separately and
35 input into the apparatus. However, optionally, the
apparatus may include data processing means for forming

the zone and asset risk assessments and the, again



Each .of these parties participate in the risk assessnment according to the
organi zation's Information Security Managenent System (I SMS). Each party
thus has its roles and responsibilities properly defined. 15 According to
t he nethod, information custodians and owners, respectively, are
identified. Based on the defined roles and respon5|b|I|t|es cust odi ans
typically include the Technical Nhnagenen? Téam and the Project 20
Managenent Team the owners include the business owners. A custodian is

t hus typi cal | pp&acoaplyyedéhehdmpacts agsegsmansty afer detgmminiogaredior

manual file Oasgagééﬂge n!RBMBERAId80I88 bRUELEYREEaBkoEHSt 0GHANS,
nanmely: 1) 25 physica envi ronnent custodi an, 2) network custodian, 3)

sof t war e engi A@ELPHE Hﬁgﬂédtéﬁn BRd SEPTRASIB 5BSr FeBRELSAVENTPRYXARS! and
environnent cust edodingameahBQse who take 30 care of the physical

wel | - bei ng_ of the environnental zone. These generally refer to office
adm ni strat ors and physical security adm nistrators. Network custodi ans are
those taking eae€ewhbilye tBe epgamatati ¢s npbweblkezonesssdhéseegemehal |y
refer to LAN WA n rato e ur a OLS.

- 20 Softmar% gﬁglge%??ﬁghgég?%d%gngggfg %ﬁgéédmgg d%%éP Qgh Emht%in
sof twar e appl cegtedasnf of rheegPgssiyat refetThasd QenéPaPFyaFerFtbo

sof tware proj ggbhmaragaia aBdedsPhel eehsteafl aader MmedypRaEh custodi ans
are those who nmamintain the o ratlgns for the BroB runnlng of. the

systens. ThesSOHBREFIPAy aPePEPeE Oy 8t ERFRARTAIE: PREOPE, ™84 aBﬁséaie

adm ni strat or asaedsdat a center managers. The owner of the information is an
i ndi vidual that has specified limted authority granted by the owner of the
information to view, change, add, dissem nate or delete 15 such

i nformati on. ?Neéerahéyu&éebyggne§sromﬁenssengténshudeéugtseﬁaﬁsthﬁ9 al so
own assets. |Byadeho? ea88 okhg¥ifBYs8ber.be business owners. The nethod
proceeds as a six stage process where 20 cust odi ans and owners are
segregat €P from t he begi nning. Broadly speaking, the custodians perform
zone assessnepkefapdbliethenappapachier imaiadbsadaessseoragel fdepepdethg
assessnents are_col.l ted gndar s%Lts are generated based on the
assessnments. QSrﬁgfg |n8 to %lgure the six stages may be summari zed as
foll ows. StageSummarylst Zone Reglstratlon (2): all zones

Wi thi nt heor gapi-2@Li-aB1y, WHG! BBhe' £@ 1gee¥'&hu@haeareseseQQEIaggoématlng
identified. 2ndAsset Registration (4): all assets arecategorizedand

i nvent ori<dy. 3PdS9§PEHFFHﬁaEFSA§§é§§n§hFh(B?Chs9§téﬁ%daFenﬁéasuredbased on

total loss of confidentiality,integrityand availability.

Preferably each of said assets is information related.

Preferably each of said respective zone assessments is
25 conducted by the respective custodian of said respective

zone, and preferably each of the respective asset

assegssments may be conducted by the respective owner of

the respective asset.

30 Preferably the apparatus is operable to treat the loss of
an asset as equivalent to the loss of a system of which

said asset is a part.

Preferably the apparatus is operable to determine a
35 measured risk for each asset, said measured risk for a
respective asset comprising the product of 1) an impact

level determined in said impact assessment and 2) the



- 21 . 4thZone Ri sk Assessnent (8a): zones are neasuredagai nst a set of
security best practices. Asset R sk Assessnent (8b): individual asset
ri skl evel is neasured against a set of security bestpractices. The neasured
ri sk of each individual asset is the product of the inpact |evel and
t heasset risk |evel.5thR sk Managenent glg%:_assets t hat are overexposedand
require some formof risk mtigation areidentified. Assessors select
controls for riskmtigation and these sel ected controls are _
t rackedaccor dPAFLPUBL R dPedestraZkPhgdeteyminpt dBcarityPRBPENEAPKL i ons
are tracked. EbBSEsREACEandONE REGLETRALkNetdrmihear ¢hi salillyzoR&sessrr s
shoul d be able to assess the risk based on the existing controls, but
evi dence has 2fA8&A5ESPRat - owing to factors such as job specialization and
responsibilities, and cross departnental relationships assessors are
usual ly facedwith Nt ; a i i oGl d. w.tih
mtiers of whTiR FRCIIAAGH n0R3 PESY:HLa ORARRLNR, FLEARTE GRALE ML
primarily 10 Befswszer poktionessweautpbla apl i comprtdecfsronrepforning
St udi es have ghaoadevanabhatsdehabedbfkerent parties should be involved in
securing any information asset. It is a commobn practice that one party
determ nes the 15 environnent, while the asset owner places their
i nformati on aBREEFi DESCRIPTEON OBNUREt DRAWEN@ESesent net hod enpl oys a Zone
concept t.g, address .thi roblem _A_Zgpe.is fine s..an_enyi ron t built
Lo 20" coritay n A< S5FE" REBSr rRoPFo°FRE erRbe:cAlaPerd e ARaEE Ny ')
t he organi zat heneateinedi steprdfeThednenhodimenbgwidsnéwubeZdagsribheadel v:
1) Physical agd way 62 oRHMHEQNTRIERZP0CeréhcMELYOLKe 285w iRds SOLL AT €
Engi neering Zogevagnd 4? ng Suppor t Zohe. Tﬁese, iteiﬁlﬁw%eéﬁote :
correspond t oWRhER¢uUst odi ans descri bed above. 5 A Physical and environnent
Zone is an environment fhghrésiusedat H1ew otkatt phybhsetayitdiecieseis pl aced
therewﬁt@j . The cu§todian§ g% tthkZone are tgpicgklé oLficg.
admi ni st rat or ¥2F BRFILEAPTsELRr P aaRPRFEPFREOPEERYY ACRRETBPE Bn2 is an
envi ronnent thaefesrededmbodimenti of bbeepzesenthinmentdoh:;to protect the
accessibility of that a§§§£reTpeigu§t§E%ém§t£g &b 5 £00k Sfechypically WAN
adm ni strators and networ securltg.adnlnlstrators. 15 A Sof twar e,
engi neeri ng zsRdatiorAbinyPebnAeRt difereRt yS¥BeE oCferenep ARBCHALIRTaFR
software for the me8aBuEzaki engureigust odi ans of this Zone are typically
sof twar e y oj ect managers and gro;ect team | ead(grs, 20 An S%J(F’Eoré Zone
is an enfiYonnent that §SIBERG tH® rdi FERFRREHE LSRIEHLD Rhstr i
operabi |l ity oRuhbersystassetdh¢NguUstDch anpadftidukar Measured yiidallevel
system adm ni 3485 0L, 3t 2Ra5EuRLET LSk ALOLE 200oH81A5CEH! Bhe "ROAUSES 25
of figure 1;
Figure 4A is a view similar to that of figure 3,
25 additionally showing today‘’s “Safety Line”;
Figure 4B is a view similar to that of figure 44,
indicating the possible deterioration of the distribution
of figure 4A after a pre-defined period;
Figure 4C is an alternative view to that of
30 figure 4B, indicating the possible evolution of the
distribution after a pre-defined period provided that risk
mitigation measures have been taken;
Figure 5 is thus a flow chart of the steps for
the addition of a new system according to the method of
35 figure 1;
Figure 6 is a flow chart of the steps for the

upgrading of an existing system according to the method of



As nost zone protection is designed to be |ayered, the nethod enpl oys zone
i nheritance. Referring to figure 2, this nmeans that controls inplenented in
a perinmeter zone (14) are inherited by a nore inner zone (16) and simlarly
30 also inherited by an innernost trusted zone (18). According to the

met hod, zone inheritance is practised in %Ee Physi cal and environnment Zone
and in the Network Zone. SECOND STAGE: ASSET REG STRATION (4) 35 In the
Asset Registration stage (4), assets are collated for risk assessnment and
managenent . THe9%&ehdd ninics the real -world syst em nodel i ng where services
and system - 23 concepgarare et aodusewdchArthbs ahasetegadfbbeEEEy
enhance the effecti en s and eff|C|enc%F|n asset

mai nt enance. % PRVAHi §sPade = taF 8FdRfly 5eth8°ﬁgf ﬁga ngghﬁ @gtth of

defined to befagmmabﬂnatlon of systens that is required to fulfill a

busi ness livery, whil ygt def C i n

conponentgg(deflned as i ggg? ? ?ggtbgg ?zgﬂggf%ﬁggg 3 BHE Q@Egg Fg%h

nmodel i ng, a11té@sé@grfleBneﬁuéPngxﬁéﬁle Eageda§§§€ﬂspgate tbgi seshod.

Conpl ex rel at begnghighsebat;ween services, system and conponents can thus be

expressively captured. The way .t hese ggflnl ions interact can_be seen from
B

the 15 foll owing sinple é?&ﬁﬁlgslsA? PHeSBaFbE- BhsFRBsECERBHF oL cFhRCce
(i.e. the "seremoea]l bHEYaca@bpRlesShcebrdingbteecther meahddystfeiiyuranl;

applicatipp server (a fyrfher 7 "6yigeg‘ %j'l__)%adcﬁa @tél?aéﬁefswé%,, Eé‘;fgg&her

"system'). The web server~consists o war e  (an "ass
cIaSS|f|catloﬁddphyQPcaﬁ"newyﬁérehéﬂdnadecpntanlepepaprﬁgnSy§Pe#hean
"asset" of clﬁgghgacgglQg§u§gf§mare") web hosting software (an "asset" of

classification "software" i nformation.web pages (an "asset" of

cl assification "i nf or maf t8HTS AhdiB2B FﬁﬂUthﬂﬁF 95 thecrreRat FakeRocument
(an "asset" OEfeb&S&lﬁhgaklﬁﬁr iedi 8repze Abbtord@hgvebytha methneakbmg
service (fg service" consist of afirewall system(a "system') and a
net wor ki ng~ 30 s?sf3n1(a urther "system'). The Networking system may
consi st of a network swrighréah2"assatschématiassviewadf on d@hgbasal"),

netvior K rout el gAs6Lsusd! 30 ShpthARALEhGaLhA peRhYSI 67! ElguERULeT

firmvare (an "assét"” of classification twar e a roufing
configuration (an 35 "asset" of classification "infornatlon"). As a further

exanple, a dEDETAMBBDabESGR!PTEOﬁaOFSEHEiPREFERREDZﬂMBDB!MENWSiSt of
sever al g%g nent t eans Eac

" m).
o Tons (RaRRL 2pERERmaRE Relnod” 302 phuepPing, £ P BRBSEAEOR ]

anot her exanprepka,facbbrdnag sor ai perefartedr embedimeny obnthet poésent
invention, will now be described in detail.

The method includes establishing four criteria: 1)
25 Asset/Information Classification, 2) Asset Inventory, 3)
Roles and Responsibilities, and 4) Custodian and User

Identification.

The following assumptions are used:
30 e Threats are specific and are associated with asset
types;
¢ Likelihood (of a threat) can be based on demographical
statistics; and
¢ Risk management is a multi-decision process.
35
According to this embodiment, an “asset” is defined as

anything that has value to the organization and is



5 an-electrical system(a "systeni) and an air conditioning system(a
further "systent). An electrical systemmay conprise an uninterruptable
power supply (an "asset" of classification "hardware") and el ectrical power
(an "asset" of classification "service"). 10 Wen systens are regi stered,
rel evant zones are also specified. This figilitates subsequent zone
assessnent. For exanple, a web server willF'ultimately be described as in a
Physi cal Zone and a Network _Zone, maintai ned b¥ an 15 operational and

devel opnent t éBFPrmeRéPEr redaseds iRsLufingi BatpR}alearndngaIHEPRERE

count er measur @ha hreNQlsebe roe0idstar Adndpullavibg BRYsteahgand network zones
respectively. 20 According to the nethod, when assets are registered, they

are specified according to their asset type. If the asset type is an

i nformati on clrassbioad: cdassitfizatieadsofoabeetar theludef LheHeapter d2ig to
the infornati Lt vyt ifigatj . A gys I ri t he
sensitivi?@ oggéﬁggﬁfghé%tﬁggkg??Féi%?lyﬁgé?ha§yo%ﬁg%%?gg'mF?hin t he
system and pEofegmesionoande’) cOpeshting G¥stemst haBagheaadati nf or mati on

based. In terpsagkikheaBQopr ¢4l eUstREAMRLEegbraz ¥R 1885 VEEsphELi e
sensitivity marking of the information is confidential, then_the rest of
t

the system i n@PE8BENGYPRE: ChbenBrERare BRI HRE RBIEPRETLBTt Ahte2RPPESI nheri t
t he confi dent uabdeabkiengs 3heTHEBRPtSTHEE:s, SYRIEN LiEAGde ASSESSMENT ( 6)

| npact assessnment is a progess,of neasuri the,total i Ct-in_the event
of a totgﬁﬁsingle assete§og§?Plei %%“Efﬁﬁggﬁﬁaeh? o} ko) E%?a %s%%s. As

defined earli emplayeesding to the nmethod it is assumed that any conponent

failure would | ead to axfobgkcfabbr uffchifedyShEM c4ONGE s&PwaRL O
conducts the inpact assessnment at the 5?$¥sten1level. However, a fallure in

h
the system mafeNglorPefdarttnarent préiterortwars. f AEE-thmeshetfod - during
this stage - hppeschBiengensi deration five criteria: 1) Loss of

Qpportunity, 2) Loss of _10_,Productivjt 3)_Loss_due. t 0. Regul atory
Breaches?j%) Cost of Sy3 eﬁ?Fﬁﬁ%@?heh?¥f%h%agsylﬁ?%+%%f+%%’CJassification
Rating. Further, in the4toMeddaofpappgacdocssesssentompieenpredihl5 al ways

assumes the worst case §fep LP.aThe Soffa P@r£+€%§%%#fﬁﬁﬁﬁii the | oss
of nonetary gain during the period o stemunaval labrlity as well as the
potential fut8P¥iregs nggwork devices, office equipment, servers,

workstations, hardware management equipment, physical
20 audit tools;

6) Information: business information,
configuration information, financial information, personal
information; and

7) Operating Systems: O/S Non-Windows, 0O/S

25 Windows.

Thus, for example, the information classification refers
to the different grading of information sensitivity in
accordance to the company practices and culture. The

30 method includes classifying all information under one of

the information classification categories.

All assets are registered with proper ownership. The
asset owner is defined as one who pays for the asset. The
35 Asset register is updated whenever there is any addition,

modification and deletion to an asset.



The Loss of Productivity is the loss of efficiency of the users and the
cost of recovery within the organi zation during the period of system
unavail ability. 25 The Loss due to Regul atory Breaches is the cost of
contractual or/and | egislation payout due to breaches in service |evel
agreenent or |law. The Cost O SWsten1Invei%nent is the cost of rebuilding
an 30 identical system Information C aSsification Rating refers to the

hi ghest aggregate information classification stored in the system 35 Loss
of Opportunit Fhel geshed mpeoprefierabyy cosvdugted: bYReggikessr FuBesionad and

Cost  of SYSte%bhﬁN%%hﬁﬁﬁklﬁbeoQaEQBEﬁE@@ea&aH%%%héhx .| Bdire@mathBnexanpl e of
such a - 26 nonetary index is as netary val ue xMonetary

i ndexx < $10, 66¥FLHY0EE3T X tc§DACHH0PEPHIEHERE t?a9'$26°966§$40 000 5 x <
$80, 0004$80, O@@nagenefitdte@m)0B0E10Cs800wsers £n832040@66$320, 000 < Xx <
$640, 0007$640, 000 <_ x < $1, 280, 0008%l , 280,000 <_ x < $2,560, 0009x >_

$2, 560, 00010 The nonetary scale will differ fromone organization to 5

anot her. The Rhgheetspomsdbalytirderfveakeeutdivesmagagdmentt hgetotal to

val uati on | 059! wileglilEco0aRentFaGl BGALRCEICEBTRALI ! BEcHULLLBLE O |

two of the previous, star ing froma ure i ne he organi zali on
Each criteri of° $nferBRtéanades aisy t &)t k8 SP§arMPACEORO8B] BERPFREYand

goal s, while khalsymmyt ikoncehrlikm BﬁbgHEQrEEOBEda@ddruﬁcbor$QQLrEHIEor
riteria. The, wei

reflects the relativy Qrtan f the,five ts ar
hoti mot P £ nE AR B EHIRELBRS o) ohonGaT . SPB.ALPERAS AR S OREHEE PEEPE ont
Each systen1|andsmasagdmbasedepnrthesé)ctoteevagwaaddthppto?alrusbact

valuation [ s SORRULECUBLAGLERS 1 8 nubafeéQQ%&;gargggk' g ¥akugs;¥n

criterion melg ="[err[max criter uel x X Criterion
wei ght;, 20 A§§99§t§ndéﬂdtﬁé §9sFeﬁiPWhéPFFrPhelmP%a@Fn#aFaaﬁlBﬁOGFeFﬁe
system The following table defines the criteria that are - 27 5

considered in rating ﬁ enh nEact thaé ass ciated with differe
conponent’s® of TRRe*§FRSRPIRELINLeFNPE F eth ﬂ§ﬂP5188n§F§P€ﬁE¥ EﬁﬁﬂgaFﬁOSe
who i nput theljysbemevipacandeagbbengn threat frequency, 2) to develop
a baseline for information classification as corporate
governance, 3) to maintain threats and controls database,
4) to review risk assessment and management reports, 5) to
20 review risk reduction measures, and 6) to review control

implementation progress.

The responsibilities of the Technical Management Team are:
1) to register the team assets into the Asset Register, 2)
25 to perform risk assessment on respective areas of
responsgibilities, 3) to review and propose effective
countermeasures, and 4) to follow-up on control

implementation progress.

30 The responsibilities of the Project Management Team are:
1) to register the team assets into the Asset Register, 2)
to perform risk assessment on respective areas of
respongibilities, 3) to review and propose effective
countermeasures, and 4) to follow-up on control

35 implementation progress.

The responsibilities of the Business Owners are: 1) to



CRI TERI ONI T SYSTEMSNON- I T SYSTEMSPEOPLELoss of Anount due tolLoss due to
7Loss due toProductivityusers' 7 dayday productivityinability
toproductivityl oss; performwork forloss; Cost of systenv days; Cost of
systenrecovery. Anount i ncurredrecovery.due to idlepeople.Loss oflncone |ose
forlncome | oss for 7 days; Opportunity? gaéﬁ;gotential future business |oss;
Potenti al Cost of damage control.future busSinessl oss for Yyears; Cost of
damagecontrol . Cost of Devel opnment Har dwar e cost ; Hi ri ngSyst encost ; Sof t war e
cost . cost : | nvESGHeHETathtnfesesst iNtH hegAPekaReddgéer, 2) to perform
cost. |nfOfﬁHt&Q@&D%hsb@%ﬁe%%eohp&ﬂﬂuﬂﬁdﬁaﬁpa@%éted3¢UQotQe@ﬂbhuﬁﬁdt0
neetReguIator¥ve ulatogy gU|renents Br eachesAnpunt gu% t% hggal

i nplication. S&e LIRS by R EGBRERET SFy ﬁgaeﬁ s “8n *Phe ¥ C8 or
product of theoatgal ZapilemehtaEQIRTHrSgAElEs.ZONE ASSESSMENT (8a) In the
Zone Assesgnent Stage (8a), the first of the two parts of the Fourth Stage,

an operating environnent is - 28 evaluated based on the nunber of
security cont Thles riegpompditidd tiphe ofbjthet AvBithREsadsesdsAento Fevdenssess

the risk |eveljuhen a0 -ag28k htdPhanadeehti RebBe 8NV ORBERLi8% MENti ONed
above, the four Zone categories 5 are Physi cal, and envi ronnment al ,, Net wor k,

Sof t war e Eng|ﬁé@FPﬁd°&nJeﬁPStSupBBﬂt3 Tﬁ@ FEVAEHd EPRr dEFEIRLAT| FhARE]
aut omat i cal | ydasted bt iche pagtet-asQf the zone category; this greatly
reduces t assessor's overhead in having to individually review the
suitability of each 10 threat in relation to the zone. Each threat is
associ ated w Each bifk helseopastiehr partdciprtends, thasvdsknasBesemensri a of

denogr aphi ¢ shabbsliag tBaEHEeoQBaHH§b@§§§ QCEhEbEhﬁéléﬂdsgéﬁéﬂt ation 15
cul ture. Likelihood 1S assi ercentage probabili Li kel i hood of

Cccur r encePer ¥8RRIGERBE §§S%F@aBF§ reF?EG%BﬁFFKeF9H6$PG§sFSPeBB%ﬂPghIy

Possi bl e80%ekinal rebpohBdkitithethpeaberiyagegshatiecd With a |ist of
security qfasures that can be adopted to nanage risk. These neasures are 20
further ghted in order to differentiate between the strengths of

di fferent secacicbyddogt tol sheGaaéhall yinfhemetiont cuehedsand andontrol is

conput ed accorgi to agfo tro eCon I
Effectlvenessé&hggffng%gbggngpegtrug%|%Eggabg?ga hasga SRtk
Standards40%Pﬁ6@é&GﬂeraﬁGSFéﬂﬁsSG%WQEHHPéAFtFﬁﬁPeﬁEﬁFa@FBﬁSO@UPIEBély 29

The degree of ihcskdassae akednithi ﬁaﬁEgZﬁEﬁtlQeQﬁt&ﬁﬂleﬁé pRofhetbasi s of
t he nunbe of securltx glutlon n@nenented ag gﬁ he t hr eat . Nbre t han
one 1 hr e melyanadenehy” Yo ERAXOYRSES LAFL3H8) RapobialRens Sime?

A custodian is thus typically an employee that acts as a
caretaker of an automated or manual file or database. The
method defines four types of custodians, namely: 1)

25 physical and environment custodian, 2) network custodian,
3) software engineering custodian, and 4) MIS support

custodian.

Physical and environment custodians are those who take
30 care of the physical well-being of the environmental zone.
These generally refer to office administrators and

physical security administrators.

Network custodians are those taking care of the
35 organization network zones. These generally refer to LAN
and WAN administrators and network security

administrators.



5 be :associated to a zone, so the nethod includes assum ng that the weakest
security link is the threat having the highest risk exposure. Thus: 10
where: ZRL = Zone Riak Level, SI = Solution Inplenentation, SW= Solution
Wei ght, and LO = Likelihood of Occurrence 15 According to the asset
sensitivity marking, baseline controls arg refl ected as mandatory, so
assessors are able to differentiate betweéf mandat ory and opti onal

controls, resulting in clearer objective in reducing risks. 20 For the sake
of efficiency, the nmethod includes allow ng assessors to apply a particul ar

zone aSSESS”E%beQa&QeEh%h%%@@&néoﬁﬁsEBaﬁaﬁgs%%%5th@@@twaa'dEO@hE% and
thereby streamining the effort ﬁU|red t he assessor H STAGE:

ASSET RI SK ASSRSSeNT ESH-vACEorEP ¢°FGlPﬁé feth&de PRIFREZASIGR R sk
Assessnent St ageseSkenaraddyetreifereal yatedataspdogacthmanugbes ahdsecurity
controls | Ienen%% he q%| ctlve of the assessnent is to assess the risk
| evel of af&8y 05 aﬂbpen et of the zones. As each asset has an
associated asset type and asset type has its related threats, each asset is

aut omat i cal |y yrighlgy %:Bolrtts ceeeeeaah@dater eabse WBbSmhedvses bhe assessor's
overhead in having TO individually review the suitability of each threat in

- 30 rel ati oRPEFtHEngs Lo th§ RBEPEr E4BRipgr o4t the 8¥§5€WﬁtedTﬂFﬁﬁ

l'i keli hood of gehegal 19Cceereents, shasesh admiheseratersa ahtdbaBEraphic 5
statistic nat.ur.e ,of busi ness .a t|V|t|e and organlzatlon cul ture and

expressed-as BB E5TRACEF S AR H258nE°R) ?E RELBEEHBAt (see above), each

threat in Asset R sk Assessnent has a |ist of security nmeasures that 10 can

be adopted torgENAGRLLI Bif. tﬂQeigfg?ﬁéﬂigﬁ %Eeakuﬁhﬁﬁbl&ﬁ%ﬂhEﬁﬂtsﬁaQS to

differentiate the strengt hs of rent security contro
ef f ecti veness Specafdgnt Lomitedcanphrsdtisgapaeadsby shevewnes pfiséBeon the

nunber of secyhicbymaekishi @8SvieR|, eanahgd, aaaansalbbemthaeatortaaleeeree of
ri sk associ at ed glth each asset E%Emeasur
n

in,a nanner arabl.e to that
fooor i bedhnoetoh 4B o0 308 L | TReBh o aETae " phA TR PR oo Res o MabEl | o
det er mi ned as thakl ewstodiShsxfdy) aARb=M( desets+=InLBueh08%cSHE, 2Bhelger e:

ARL = Asset Rhgb Leus! peShusingkyt bRReLAP! enmentation, SW= Sol ution Wi ght,
and )

The method proceeds as a six stage process where

20 custodians and owners are segregated from the beginning.
Broadly speaking, the custodians perform zone assessments
and the owners perform asset assessments. Independent
assessments are collated and results are generated based

on the assessments.

25
Referring to figure 1, the six stages may be summarized as
follows.
Stage Summary

1lst Zone Registration (2): all zones within the
organization - whether real or virtual - are

categorized and identified.

2nd Asset Registration (4): all assets are categorized

and inventoried.

3rd System Impact Assessment (6): systems are measured
based on total loss of confidentiality, integrity

and availability.




LO = -Li kel i hood of Occurrence 25 According to the asset sensitivity
mar ki ng, baseline controls are reflected as nmandatory, so assessors are
able to differentiate between mandatory and optional controls, resulting in
cl earer objectives in reducing risks. 30 In order to inprove on the
efficiency, the nethod also all ows assessgrs to apply a particul ar asset
assessnent to rel evant asset that posseSs tdéntical controls. - 31 Each
asset i s assessetd—based—or—the—total—i+npact—and—t+he—+i+sk—tevel—using—the
formul a: MeaslAtthl R %kne RigtkalAdsgsament MB4a)(:ARIONEZRIAress ME a8 <RTAGE: Rl SK

MANAGEMENT (1D) To Haleinddief eséf & Nudduet AHUAAGHES ik dd Sk managenent
and many orgapi zati pns depend heavily on Managenent, to prOV|de sone

i ndi cati on of | how r [A¥eShRi e s SAFERRRE %érndll\}ﬁﬁi&baé‘rrérﬁ it know
how to inprove thehrlé%prwmeﬁuﬁ& Sa%am‘:mﬁr&t Fred Sm:wed&;rﬂ\ﬁnwnt )
Systemor ISMS, and|in fact re r ui dance in . makin ecj . si.o D how
to manage risk. Fur BfMote®Sn u%f i s"‘k"qu‘ar? e%cﬁ'{ 3+ ‘ﬁ’c?gs skes a
continual inprovenemdsdetatis echel pridibigtetdbdhandmpsas: tlherel xarsl gitee concept
for risk nmanagenent apgé)&eslslf_e% ﬂgy&ver it should be not ed that the nethod

only enpl oys ge+rtatrh—parts—or—the—Stx—stgira—econcept—and—+s—sofrenwhat—
modi fi ed. By Wstihg [Riisk dnagenen(ihe masedd® ddethens ayauexposies

organi zation | n i denddd i digiile RAELHdA J¥ P IH Mt fs_faeél%ﬂ hate requir
I mredi ate attention;, hence rral nt ai ni ng t he secur| t ct [ veness of the
organi zation pver tjifensist R/ 4999t FHs afe
t abul at ed agaj nst thﬁﬁld\ﬂﬁ&sﬁ athcRi e der el Lo el Nitiaro 10f a&fhse:tx&c(m Wth
any particul ar I\/Easua[cecd 1Rj.g,( Level (MRL) is plotted agai nst Measured R sk

Level ; this ips—shoewr SEhet .u.g'y""y H—H-gure—3—H—wH—be—appreetated t hat
it 30 may be rfettess@nejer tyribaar ki et 20f: \adlluwmlfrm in suitably sizged
bi ns. The neasured @ﬁﬁé}ﬂé{g&ﬁ%@gf@ 't'ratéﬁcef?i bel | shaped curve as itjis

t wo- di nensi onat (i e fpact—rever; AssetF+Zone—Rrsk chcl) 35—Fi gure—4A S
anot her schematic representation of NA versus MRL. Vertical line (20) is

the today's " BgRetry ska@®:, ZONE RREGISTRATION (2)

Theoretically, assessors should be able to assess the risk

he

[ 2N

based on the existing controls, but evidence has shown

5 that - owing to factors such as job specialization and
responsibilities, and cross departmental relationships -
assessors are usually faced with the daunting task of
assesging risk associated with matters of which they have
no prior knowledge or familiarity. This is primarily

10 because risk assessment is a multi-user decision process.

Studies have also demonstrated that different parties
should be involved in securing any information asset. It
is a common practice that one party determines the

15 environment, while the asset owner places their

information asset into the environment.

The present method employs a Zone concept to address this
problem. A Zone is defined as an environment built to
20 contain assets. According to the method, all relevant

Zones within the organization are registered.

The method recognizes four Zones, namely: 1) Physical and



whi ch marks the highest avail abl e Measured Ri sk or 100k whi chever is |ower.
The net hod i ncludes assum ng that assets avail able today are sufficiently
protected. 5 Owi ng to technol ogi cal and other advancenents, sone assets may
become exposed owing to control insufficiency and ineffectiveness.
Referring to figure 4B, assets will tend %8 increase in MRL until the
original distribution (22) shifts right (f?e. towards hi gher val ues of MRL)
to new 10 distribution (24). Hence, assets that are near or at today's
Safety Line (20virepment Goger Be Natwoxkt &eng, pBeé- §efitwegepBrpbaegndnghen

be on the hi ghgie deaﬁ%ﬁh)okIgogﬁ%po§tS§BﬁEy LirRese20ik wild BBUsota&asets
that are near or at today's Li ne because t hey may not be safe

fe

after a definé@rgespsad $Ro&Pe SésFégﬁéﬂéddeﬁﬁFé e9neP8Ve-shoul d be appli ed
accordingly so that the risk exposure is addressed currently and for the
defined pe iog2 0 tha i_nstead.of 20 %ng distribution. beconl ﬁ g

di stributidn E%YEFGFIQEP FBVHPTBER ?nesaﬁ a8 wodirf gﬁeﬂ F ut-on
(28) as shownusedf itgupeoct€ctThbysidrililydtiesappbasi haGEQ)thayednthen from
the original %%tru,]@%aqan@@%)f th% zbngaargh%yseém? gE@peety that all
assets are adequately protected Hence, baséd on standard Six Signma
concept cal cuRSisdgtERtETE 9F EHVPFCFA EREUFLEHt 2dPABLEKTRSABPD mar ks t he
reconmended degree of assurance. Assets that are above the degree of

assurance, are_highlighted for risk 30, mti A ran controls, zone
or/ and ackbt  BalBAoRY: Eonel 4a, FonBuipBLEERE, ERR 45 PdPAabP et PBFE LSt

i npl enent at i oaceebaedttb nhe Aecwadkngotprbhecuethedaccésssbiéibgnofedhahat
the 35 foll ow ar ageter n of
Control s, 2y TAASH riba,casyoussHalde BKEk pLHE oL EVpEERLIFIRRS

33 EffectlveﬁéysnéﬁtEGﬁPFél§nﬁayeéwaﬁ§eSéﬁPﬁgtYoaﬁEhﬁhsFﬁPEPFFgence
advances. 5 Threat Frequency may change owing to changes in political or
social stability in one or nare particul ar areas s _my change
o hg o Tow AiPRICERTR: SEIREERABROGS G LRetRodEvOFoPReRE ERRbat FoliSoey
New Threats map ab&egepowhdgmhmnthenlebfadarE|ﬁarothaemmgenhnatmg;.that
affects the cygrent tign u t I, Zaki 5

cont i nual rlsEEassesggen g?sogotgggté BX g%%o?ﬁ?ﬁég?g&t%ékggggénPtﬁggﬁgd -
at | east on amppageysbavdsprojmainteam lhadefBectiveness of the | SMB. S| XTH
STAGE: PRQIECT TRACKI NG (12) 20 Ri sk assessnent does not stop at selecting
controls for risk mtigation,_ but rather only after controls have been

i mpl ement2R. PBnMES SHPROTSNEPBR i€heBUPBYIFBRmERSI ERaHt 48i BA®HUEPNg t he

ri sk manageneahiptaia thet sgsken. tdSehbusbBouhd bpeaabemltyabftbhepresent

met hod treats lLanned coptrol ni mpl.epent e ntral ¢ I o]

and verified & n?r S a?g rgﬁgFgaagasn?f FE gn?gggc%n Vggg %1§UQ?
st age, i nformadimdnigtreoxs., tﬁetpbﬂsenadespeﬁsrbl:erﬂoanéodetel center
i mpl ement at i OpanbRe TPl ement ation method, the cost and effort of
|nplenentat|on eStimated and act ual |nplenentat|on start and end data) is
capt ur ed.?

hIS

As most zone protection is designed to be layered, the
method employs zone inheritance. Referring to figure 2,
this means that controls implemented in a perimeter zone
(14) are inherited by a more inner zone (16) and similarly
30 also inherited by an innermost trusted zone (18).
According to the method, zone inheritance is practised in

the Physical and environment Zone and in the Network Zone.

SECOND STAGE: ASSET REGISTRATION (4)
35 In the Asset Registration stage (4), assets are collated
for risk assessment and management. The method mimics the

real-world system modeling where services and system



35 EVENT FLOW The nethod of this enbodinent is event driven, and an - 34
effect on the knowl edge base or the asset registry wll result in a change
i'n result conputed according to the nmethod. 5 The nethod will have an

i npact (that is, perforns a role) under the follow ng conditions: 1)

Addi tion of a new System 2) Upgrade of an existing System; 3) Renoval of
a Systemor an Asset; 10 4) Addition of” Z3new Zone; 5) Upgrade of an

exi sting Zone; 6) Renoval of a Zone; 7) Addition to the database of New
Threats and Congeptss arel rB@)dudwdiignitiy.s phakkli tarmsh tdferebyewrdiagicam New

Systens are : f ; ] ;
d RURP S SEL Aldad ot WL RIAEY, L6 Pl Uil and |

envi ronment . _ new Systens are | ncorporate

for risk ass@x¥RRNanTe w0 phases: pre-tender system pl anning and
post-tender system planning. 25 During the pre-tender system planning, the
owner-to-be is unljikely to know what the\}g_}et ail ed assets will be. Hence,

ri sk assessmemt T&% R 13F iR Vete tﬁ?&ﬁsa of*&F V¥t ithnai re.
Based on t he dpfeisiedrimibes,a tdwenkyigltiieth (df eptsteaad thmtdatsome quatead |t

correspondin Ay 3 e Sy iqnf ti ¢l ass.J.s..then .dj splayed, for
t he O\Aner-to?fb&elf)fﬁmgea &%glsyes%ger%écloqﬁ%r%ra |oln4 iaas f'%y)%é:tf?‘tﬁ% ggir%e- %g%der
syst em pl annit®y Benfaoraamtigir tion Gy aompptients peafineddas Insapdsdh to

pl anni ng i nf afdmati AN .a T SAIELM iag, ARl S vk RFGHLN 39 et

conputation w!|l be kept separate from act L§al systens within the

environn%ﬂt.vafﬁﬁ%quﬁénﬂPn'IT based assets) are registered. Complex
relationships between services, system and components can

thus be expressively captured.

The way these definitions interact can be seen from the

15 following simple examples. A Business-to-business (B2B)
service (i.e. the “service”) may consist of a web server
(a “gystem”), an application server (a further “system”)
and a database server (a further “system”). The web
server consists of CPU hardware (an “asset” of

20 classification “physical”, type “hardware”), an operating
system (an “asset” of classification “software”), web
hosting software (an “asgset” of clasgsification
“goftware”), information web pages (an “asset” of
classification “information”) and B2B functional

25 specification document (an “asset” of classification

“media”) .

Alternatively, a networking service (a “service”) may
congist of a firewall system (a “system”) and a networking
30 gsystem (a further “system”). The Networking system may
consist of a network switch (an “asset” of classification
“physical”), network routers (“assets” also of
classification “physical”), router firmware (an “asset” of
classification “software”) and a routing configuration (an

35 “agget” of classification “information”).

As a further example, a departmental sgervice (a “service”)



- 35- the assessnent input again to ensure data validity. This is done to
ensure that new systens can be planned properly and ensuring that the
system security readiness 5 is adequate when | aunched. Figure 5 is thus a
flow chart of the steps - according to the present nethod - for the
addition of a new system 10 2. Upgrade of an Existing system Wen existing
systens are being re-used as part of a et service | aunch, new assets are
usual |y added to an existing system 15 All existing systens being

consi dered bymahecprebentofieséroeiral | depar tridntakdtede fedadvant exi sting
systemis r ep&é}f@&&ﬂh ACCOELL RO ¥ard by ' SRS 86 Pa] AW byl GBS0 that it

does not corrupt the existing systemconfiguration. The replicated system
is linked to {PREBRERJIRIFINAIC TR FtcFEiqn ot it GRanefher

eval uati on hasgx&ifsTe cOAPE £t £ tide s@pricat efl syedeinegeplmpescdds sxist i ng
system i n_t he dat abase, %’f}ere S nf) pl anned ,ﬁ)sset feature c}b{g&. use of the
25 pot ent Pal TOMPt XTI ANSY R Erid y OfP Y miﬂff;arf S SRETTERY dat a
corruption i ssystemi fedfuftiger e &8 tsend’ )f | ol halldctofiddie syteapsy nageor di ng

to the pr esenctsorgxtfgg’ari %ﬁx@@e%@ﬁmféwépsﬁgf& ngafysiseggt”goo@'

Renoval of a em or an set exl sti nc? S asset may be renoved

owi ng to obsdt hetkcaiqn Weardvwanetlean ep-BierleRPferus@R ot her than
the renoved sysd£dpo0rofSshlsd Sfadddehgdioneygr) . the overal | risk
managenent statistics nmay change owing to the renoval. Thus, as each - 36

asset coffributes to the overall risk managenent results, a review of the
ri sk managentflen esys temnchfelrtdiptsttersdd v echlodvant nyndee amulssd. 5 Figure

s oW chard, el he Leps sc ARl G d M SN JIdhend O (e

removal of a €m or an asset. tion of: one one may be
proposed as Eou esammee neay wstyigenrwamtwilly Witksina el defdeaaridred®s asset

until an asseinis MAsdANed ddhd MW MO ridZdh O it A KN Wy Qirent and
as long as the environment does not contain any asset, there aré no risks

d
i nvol ved1515 epeqqyionfe! A AeXgABRRR 0@ owever, if an existing Zone is
upgraded (ow ng possibly to renovation or insufficiency of existing

COmLTOS)  SRETeA e B AL A AP B IRL E d dle! foct . This
countermeasures will not be registered as having physical
and network zones respectively.
20
According to the method, when assets are registered, they

are specified according to their asset type.

If the asset type is an information classgification, it

25 needs to be further defined according to the information
gsensitivity classification. A system inherits the
gsengitivity of the highest sensitivity information stored
within the system, and propagates to the rest of the
assets that are non-information based. In terms of the

30 previous example of a web server, if the sensitivity
marking of the information is confidential, then the rest
of the system including the CPU hardware and web hosting

software will inherit the confidential marking.

35 THIRD STAGE: SYSTEM IMPACT ASSESSMENT (6)
Impact assessment is a process of measuring the total

impact in the event of a total single asset loss,



20 upgraded Zone automatically inherit the controls inplenmented within the
Zone. Figure 8 is thus a flow chart of the steps - according to the present
met hod - for the upgrading of an existing 25 Zone. 6. Renoval of a Zone An
exi sting Zone nmay be renoved owing to. for exanple, a |location shift.
Systens that are within the Zone will be 30 affected, as such systens w ||
no | onger have an environnment to operat®e 4%." Hence, the nethod incl udes

rel ocating such systens to another Zone for subsequent operations. 35 Thus,
figure 9 is ainflepestient of ohkexstbpssesacchs diefinedtérrpiesent net hod -
for the removal.gfq2ngops: the mdthod - 1 A0gh th 9fumla Newa d SRt Sopiish &t rol s
When new threats_and Controls are added to an organi zation s database

(mai nt ai ned fErilpeepriepddelerdi ipl 2nkPtrhofahturetebdtt IR Eeenbodi ment),

only new 5 asgehée| eghstRého8 ULSEANCHS | ¥havi 1hpder ald £ ffentAWE the

inplications on existing, assets will only, be eval uated, according to the
o Dsent ot ot s SR e e, HOTRYAT o { THLDEE S rit | RS FYEh ey B

adm ni strat orreadertthe dftirmprastviced to fad/k. assessors re-evaluate the
assets under new threats and controls each tinme there is an update. It is
more practical for the re-assessnent to take place every version cut, which
i s recomendetibe onpehed tcBa¥irmclehis yatRIe Thet s akite? sconwldgratsian

because they dbybayeibeeianewy yrowklesk adboPeai € N2 )t A sRE Wi ty best
pr actice oftant to assess t he syste - US|

it is ng t he st recent
bvai | abl &0 hrAERQuERtvEEY 1 Poron i i o9 (RegHLA 4950, HEAThe (He @Eps -
accordi ng to déhesydtat chevéds tméritod and B) thef sk dicrn clfagedf idyteiads and
controls. 8. eﬁ%s After a Major Version Freeze An Adnmi ni strator may
initiate a major fsion freeze to 25 the risk assessnent database (such as
on a yearly basis). Al existing assets are reevaluated in the light of the

most current ghrgals, apgd CROtESLSse T gﬁg&éé St JBdaRaEN e sl 18

then recalculated. 30 The present nethod 1s a continual assessnent
met hodol 6y AL ALSURRE COM IS LIRARR ST ne. It is thus critical
to ensure that assessors performrisk assessnment on a regular basis on the

exi sting asse},s. 35 Figure 11 is flow chart of the ste - according to
Che prosent rEthdie® | FhIPETT e S tor T E SR p Rl BF modyly

gain during the period of system unavailability as well as
the potential future loss.

20
The Loss of Productivity is the loss of efficiency of the
users and the cost of recovery within the organization

during the period of system unavailability.

25 The Loss due to Regulatory Breaches is the cost of
contractual or/and legislation payout due to breaches in

service level agreement or law.

The Cost Of System Investment is the cost of rebuilding an
30 identical system.

Information Classification Rating refers to the highest

aggregate information classification stored in the system.

35 Loss of Opportunity, Loss of Productivity, Loss due to
Regulatory Breaches and Coat of System Investment are
calculated as monetary indices. An example of such a



| MPLEMENTATI ON DETAI LS The present nethod is designed to be consistent with
BS7799/1S017799 | SM5. Usi ng BS7799 control reference 5 nunbers, the nethod
splits the controls into two categories, infrastructure and specific.
Infrastructure controls are fundanmental controls required for setting up an
| SMS. The follow ng controls are 10 consi der ed as fundanental. BS7799
Control Reference No. Control Descripti on44 29 1.1 nformation securi ty policy
docunent4.1.1. 2Policy Review and eval uation4. 2. 1. 1Managenent i nformation
security forumAn@thrg| aifhderaisoasséelitpwy:co-ordinationd. 2.1.3A | ocation of
information security respon5| bilities4.2. 1. 4Aut hori zation process for

i nformati on processtng—facititiesd. 21 ODPELIdIIb rformation—sec rlty
advi ce4. 2. | . 6Co-¥aR2ATHIVHEESEN or gani zat i ons4. PMeReEAN¥pAREEHRL | evi ew of
i nformation sedqglgysﬁ_@ @od! dentification or riskjfromthird
party4. 2. 2. 2Secur EQUITEMENIS 11T thirdparty gontracts4d. 3. I Ifhventory
of asset4.3.2. |} 12099 ¥ cin AR A8 nesa 3 2 2Inférmmtion labellilng and

handl i ng4. 4. 1. 1l $uwd veb sewrsqto], 0gv j ob responsi pglities4. 4. 3. 1Reporting

security incidenfsa. 4 Report SEecurity weakngsses4. 4. 3. 4Cearning from
i nci dent s4. 4. 3. ,,\qqg‘ m&%&—am@m cedur es
- 39 887799 Corﬁsra),lodflefser:encesm ©oot rol Descriptbon4. 6. 6. 3l nfornation

handl i ng proce a. Bus %%% cqunjtl nui ty manpgement

process4. 10. 1. | t%?g‘i% foiﬂs}‘ 4 Hp+eabletegis gt: ord—10—1—2Hntel | ect ual

property rights -‘.{32302)0@ cﬁ:educr §564¥0LGDOIO 3Saf eqguardi g of organi zational

records Franmewgr ot i and privpgy of personal
q 3 RIOLRGT, Iy, §Y

i nformati on Contrets%: J.U T—SPrevertton—of—mstuse—pr—nforration ocessi ng

facilities4. 10. 1$36F?eﬁﬁyIQﬁq oh %f< &2 H68ar08hi ¢ cont Pol s4.10. 1. 7Col lecti on of
evi dence4.10. 2. J,pcgmgz SE, o¥d h security poI icy4d. [1993. 1Syst em audi|t

control s Speci fitTontrols—are comrots that—=are—setectabieaspart of the
ri sk assessnent managenent process. Specific controls are then divided into

zone control sTREUnSSSECArP SOALE OhS11 ALLOPEr CHOPGH Odné Sofdh Il Bén ato
<Security ControLﬁeappl

+§g highest monetary index value is assigned to
the total valuation loss of the ISMS scope. Each scale
increment is the multiple of two of the previous, starting

from a figure defined by the organization.

10 Each criterion is weighted according to the organization
objectives and goals, while the summation of the weights
should add up to 100%. This reflects the relative
importance of the five criteria. The weights are defined
by the management based on business focus and management

15 intent.

Each gystem is assessed based on these criteria, and the

total impact valuation is computed using the formula:

10096x2(criterion value; x criterion.weighti)

Total Impact=
Z(max criterion value; x max criterion weighti)

20
Assets under the system inherit the impact wvaluation of

the system.

The following table defines the criteria that are



to a <zone> to protect an <asset type> BS7799 Control Reference No. Control
Descriptiond. 2. 3. 2Security conpliance of oursourced service

ptovi der4. 2. 3. 3Eval uati on of out powered service
provider4.4.1.5ldentification of sensitive position4.4.1.6Verification of
conmputing facilities use4.4.2.2Traini ng-f®r job conpetency4. 4. 2. 3Per sonne
safety training 40 HS7799 Control Reference No. Control
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control is debipesk as a [fHbbh¥nfONt I Gla¥awBRbi €66¢,0 the <agsGind ype>.
System cost; Software cost. cost;
Investment Hardware cost; Training
Software cost; cost.
Information
cost.
Loss due to |Amount compensated due to failure to meet
Regulatory regulatory requirements;
Breaches Amount due to legal implicationm.
Y is determined by management; it depends on the service
or product of the organization
10 FOURTH STAGE: ZONE ASSESSMENT (8a)

In the Zone Assessment Stage (8a),

the first of the two

parts of the Fourth Stage, an operating environment is




42- BS7799 Control
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Each threat is associated with a list of security measures

that can be adopted to manage risk.

20

strengths of different security controls.

These measures are

Generally,

further weighted in order to differentiate between the

the

effectiveness of a control is computed according to this

method as follows:

Control Type

Control Effectiveness

Guidelines, Work Instruction [20%
Policy and Standards 40%
Procedure and Forms 50%
Technical Implementation 60% - 100%




10 threats and security controls. The security know edge base al so contains
the |inkage between asset classification types and threats and the |inkage
Bet ween threats and security controls. 15 The operation information
contains information about the asset registry, its inpact assessnent, the
zone threats and its related inplenented controls. the asset threats and
its related inplenented controls, the ri 4 managenent controls and the

i npl enent ati on schedul e. 20 The database design is shown schematically in
figure 12: the security know edge base is stored in the databases on the
left in this t i B i j s tahps i oht .
25 As the préﬁsﬂe%'ltgér‘%zfﬁgsg *%s%ﬁ%ﬂuﬁ dalsms%rshjgan%ﬁt, |t§'%ef e%%?r\l/lglnegi;s
relies on thé’%é‘fﬁﬁih%ﬁi@]d%)e’%ﬁ% ke Rfatsecudi W rasgitEe®asi s, both new
and nodi fied iy Raien td dNaidal alipd QOLO] S My uda hd THRA Sy ity
30 know edge base, which in turn updates the operation information. The
data in this database is highly sensjtive, sp it is inportant that the
organi zation have full %me;ﬁm{glgi iw@Wig;Lgcf‘gg%o/gontrol and

transm ssion security. AcCCess C ntrolz(gwip)s to ensure user accountability,
and also restricts informati on access, according to a user's access - 45
rights. TPansmi ssion security hel ps to prevent eavesdroppi ng of sensitive

i m;I or mat i on. b%}?@&%%&@i@x& aé@!b@ﬁs,t ﬁs@ﬁﬁﬁ}@d:&ea;nwfe(iﬂcqqae@y%@tsmﬁgg_ent al
nodi fi cation i nformati.on and una rized user fromview ng sensitive
nf or mati o, WA GTHRPE TR & AR T (r i S TH° JTAAA o SRy RSt ng 10
the use of sysiighaatesosk estpdeacte .usdthuss assigned with a workgroup. Wthin
t he wor kgroup, users trust each other and have full control over each
other's information. No information can be shard between workgroups. 15
TRANSM S5P ONWSEEISRI TY S&Eure 285€k8d skajeelsSL) is used to secure

transm ssions in infornat iDBHIRI Al IO NDre browsers and a
central server used to jpplepent .the t hod. 20, GLOSSARY

TERVDESCRI PTI ONI nf r ast STE (SRSt 0 %@t'f(‘?ﬂ% the foundati on

forControl sbuil di ng anduared rntikeliimgpddhe fl Sdsutoresre asset custodi an who has
theresponsibility to set up and nai ntain theenvironnment, or provide the
service forthe asset. Service~ A service is viewed as a busi nessdelivery to
ei t her ahSi nfescesidimge tethe aassto aensiitdvided markisg . oPageddne

systens. SY)St %@htﬁ-oﬁ%@t&%{a 'x%f?i'e‘”c\ﬂ%@ s gqa?ﬁ:a%o&wc%ﬁsga@%@t%%G&@eta&'enfa%ﬁ@“ on
processi ng) or as afunctional responsibilj eop] e) . Pu oget her one
or nore assetts FHAFERTR HATRGSE ?&Hﬁ&d@%’%lpﬁﬂ?r FREOR dontrols),

resulting in clearer objective in reducing risks.

20 For the sake of efficiency, the method includes allowing
assessors to apply a particular zone assessment to the
relevant zone that possess identical controls, thereby
streamlining the effort required by the assessor.

25 FOURTH STAGE: ASSET RISK ASSESSMENT (8b)

According to the method, in the Asset Risk Assessment
Stage (8b) an asset is evaluated based on the number of
security controls implemented. The objective of the
agssessment is to assess the risk level of an asset,

30 independent of the zones. As each asset has an associated
asset type and asset type has its related threats, each
asget is automatically link to its associated threats;
this reduces the assessor’s overhead in having to

individually review the suitability of each threat in



- 46+ TERMDESCRI PTI ONUsual |y perfornms nore than one

task/responsibility. Asset Anything that is essential for theformation and
wor ki ng condition of asystem It has value to an organization. It perforns
a specific task/responsibility. An asset is grouped into seven broadasset
classifications - Information, People, Software, Service, Media, Physical and
Oper ati ng Systens. Zone Omer Oversees t'hé"oda'y-to-day oper ati ons
andnmai nt enance of the zone and isaccountable for the service provided bythe
zone. Has overslldtiemplomstid [da3etf.0ox defini ngt he security policies,
recommendi ng, i npl enenting security controls to ensurethat the zone is

suitably protected fronsecurity threats. My approve the security

control i npl efeht3RIRr Ragh Zdiee M s sart G & Hetkadddiaqst f the
zogeowne_r. I a;r&tealtfwcltcﬁréfmw,_ ?e:ra@svddbldéyeihe /szsﬁruam o/\:wm &a@@gﬂatpmln?al icies
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- 51- CLAIMS: 1. A nethod for assessing risk wthin an organization,
conprising: 5 defining one or nore zones, each of said one or nore zones
¢conprising an environnent; identifying one or nore assets of said

organi zati on, each of said assets being |ocated in a respective one of said
zones; 10 conducting a respective inpact _assessnent for each of said
assets, each assessnent conpri sing asséséﬂng the i npact of the loss of said
respective asset; conducting for each of said zones a respective zone risk
assessnent, &gl iatgrf dss aaderpadhdadesk drevdle 1B tads daipacdd axid tEhe aci ng

a respective @as3et1 WdiNidb 57} EHLMRBGRIILE cor respondi ng zone; conducting
for each asset a respective asset risk assessnent, conprising assessing the

risk level associated with sajd respective asset independent of the
respective 20 zone ¥Measured Rksiect Tedadsivpachng M@ ngRE) sk on t he
basis of at |east said inpact assessnent, said zone risk assessnents and
said asset risk assessnents. 25 2. A nethod as clainmed in claiml1,

i ncl udi ng®i d&HA T i SR Bre RFSKIPYAGERMENT: (t03di ans, each conprising a
custhodi an of m rﬁwctdn&f&&@t ncAIFd xiede Rigpryatthe®N & cOIr 18K gxa&%@%&neemer S,
each conpri sing, an owner of, a r.especiive e aqr,,nore sai d assets. 30 3.
A et hod s G RREY Paga s (SR Asnred B S 9 h MecklismelE" B,

enpl oyee wi t lprcarigle aamey imshipetsicn lof ibesy rfdskd shauist bed menaglesdi.ned i n
claim1, inclg fﬂﬂ%ﬁﬂg oG £ of; EE&?&:QQ:%ﬁﬁﬂtﬁﬁﬁﬁ%&n thedr 2- A

met hod as cléﬁgy%yﬁ n claim4, mhefé?n saiéqu | ster intludes a ré%pective
owner of 1 @acRTERSEHAF sk @t L1 ieImA b §i¢ caF 1YaMiedemeaitaiSyistem R&l udi ng
mai ntai ni ng TsMg,e@nd Gn HactAirégddies gul dahdeetifothaking! A @R iiglosl alsm 6,
wherein said regkfter i ncl udes ,a.respective custodi an _qof each of, igld

zones. 10 8. "R Mh&P F2RA%q FdFNn FETRSF™SRfer Bon PEASR 5F Ss&iidassets is
i nformati on manegectherd: mbdedt poch sas selsaiamedntiingadl dmprovesesitn each of
said assets ig jJifr mation related, and each of said asset
15
The method includes the six sigma concept for risk
management processes. However, it should be noted that
the method only employs certain parts of the six sigma
concept and is somewhat modified. By using this approach,
20 the method can be used to assist the organization in
identifying the potential high risk assets that require
immediate attention, hence maintaining the security

effectiveness of the organization over time.

25 Thus, according to the method, all assets are tabulated
against their Measured Risk Level. The Number of Assets
(N,) with any particular Measured Risk Level (MRL) is
plotted against Measured Risk Level; this is shown
schematically in figure 3. It will be appreciated that it

30 may be necessary to group ranges of wvalues of N in
suitably sized bins. The measured Risk distribution will
be a bell shaped curve as it is two-dimensional (i.e.

Impact Level, Asset/Zone Risk Level).

35 Figure 4A is another schematic representation of N, versus
MRL. Vertical line (20) is the today’s “Safety Line”,



15 custodians is an information custodi an, each conprising a custodian of a
respective information storage device within said organization. 10. A
nethod as clainmed in claim9, including defining at 20 | east four types of
custodi ans: 1) physical and environnent custodi ans, 2) network custodi ans,
3) software engineering custodians, and 4)_ M S support custodians. 11. A
met hod as clainmed in claim2, wherein each of said 25 respective zone
assessnments is conducted by the respective custodian of said respective

zone. 12. A nebhob marks athedhighesti av2ilapbe dMepsared Righior rdddctive

asset assessnpRishivesoNFdULLRL: DY the ﬁ@tﬁ&épf&él&@é@“@@%uﬁinéa%ﬁht
respective asset. 13. A nethod as clainmed in . claiml, includi ng regardi ng

the | oss of a%s%§§%ta‘é§l%ﬁm%aq:%‘?ﬁ‘yt%r? h%uﬁf)’s%"%‘f‘t]aﬁ’s%l’é‘?'é‘?ﬁ%‘? whi ch said
asset is a part. 35 14. A nmethod as cI aimed in clai m 1, |ncI udi ng

determ ni ng asuyred,_risk set. said ne k for

- respecgl vgovéls%%téco %i\ré?i;'] Jf%e pro ucit-'h AGVERCT rrpac%’ I ever ad%?%??n ned
in said i npaana}aslse@mmxmweé)owm nmlwmml amas%iétcww de@rmned in

sai d asset 1 e PESEE VBN s REPeAPEES Easﬁgﬁ,}@rm Pegaddr$alh 200ead 1 sk

assessnent. 15. A nethod as clained in claim wher ei n none of
cust odi ans i stAniBeFRRse 137 IMRE AP abhaFhe L&rJFSIﬁnad’ss‘%b%?ng‘-F*r"ﬂé‘ wid n an

_or?am zat| Ontsﬁﬂf?élﬁi@{gt dat &, ltEMrd%émﬁgﬁff \Vim.bﬁé | 31 M)tettc¥ Nt & gﬁtl on
into a reqister of, assets, c sai d assets he anasse of sai

or gani Zaﬁ'I%OI’l g’e%'éﬁ 1RYELoR d@@sét (s)&?fé??wg i%s?'b%a‘%é FhHt ide zone;
data storage t@daﬁtmmmgeis}almh.meg{mmmw msm:sgerrmémhm drerxcaxh of
sai d assets EERELA | Y& £84) n{%@% f%&é”ﬁ%r?rsiséé)r{f@) % £

respective z e rls assessnent fo zones, said respectlve 20
zone risk assead¥en? %%?Ys@*@ea??%)ssessrrent of the risk level associated
with placing a respective asset V\Athl n said respective correspondl ng zone;

means for rec iving or storin respective assef rjs nent each
asset, saPd rESpRct?IReER 2 s s Hen't® %aé'rrp? kssaf ’d%%eg%ht of
the risk | evebemsmnahad may hncstalmle r seesfe ;4 £ tveex: aess&etf:na:ﬂegsamlmd of the
respective z i v e r Qlgstoring a
respectl ve i n%gc@%ztgéeg%%g%%?% enao?ﬁes #O%%F as%lg{%lfe%aéchaﬂ}ﬁseéssnent 30
conpri si ng as3eee¥ditngle soptkat dthe Heislpsexpasurg dls addressed

currently and for the defined period, so that instead of
20 the distribution becoming new distribution (24) of figure
4B, it becomes, say, a modified distribution (28) as shown
in figure 4C. The modified distribution (28) may differ
from the original distribution (22), but it has the
desired property that all assgsets are adequately protected.
25
Hence, based on standard Six Sigma concept calculations of
a l.5¢0 shift to the right, the threshold marks the
recommended degree of assurance. Assets that are above
the degree of assurance are highlighted for risk
30 mitigation. A range of controls, zone or/and asset based,
for mitigation purposes are made available for

implementation scheduling.

According to the method, it is recognized that the
35 following parameters may change over time: 1)
Effectiveness of Controls, 2) Threat Frequency, 3) New

Controls, and 4) New Threats.



respective asset, and for assessing risk on the basis of at |east said

i npact assessnent, said zone risk assessnents and said asset risk
assessnments to thereby forma risk assessnent; and, 35 out put means for
outputting said risk assessnent. 17. An apparatus as clainmed in claim 16,
wherein said - 54 apparatus is operable to associate with each of said
assets an asset custodi an, each conprisfn§3a‘custodian of a respective
asset, and to associate with each of said assets at |east one asset owner,
each conprising an owner 5 of a respective one or nore of said assets. 18.

An apparatus agrekalfetlesd 6rabBhiBo1¥hRhe Bradkd 6@9%&&85 Rimasset s

includes a respective owner of each of said assets. 1 An apparatus as
claimed in cl &Pkeléig@REerePAVERFESappar at us i ncl udes data storage for
storing a register of said zones. 15 20. An apparatus as clainmed in claim

19, wherein sajd zone register includes data for associating a respective
cust odi an Wi t REE&AR EFSGHPACYoRAY CBIBSRSULRA, 5P USHERIEF P HeROhELF AL m 16,
wherein each ot 26csaildsaabélstiysinnboenati mareepattilcul@r Aneapparat us as
claimed in claim116, wherein said apparatus is operable to treat the | oss

of an asset as equivalent to the loss of a systemof which said asset is 25
a part. 23. ANeWpParhradsamay| ghapdei awéndi ie 18ewWvAdYanaesant apparatus is

operable to detenfibnNegy BRamHERddEi 8K foskedchigasebn,.sai d neasured risk
for a respective asset 30 conprising the product of 1) an inpact |evel

determned in said i npact assessnent and 2) the maxi num of an asset risk
det er m ned i nNewi TThasaes magkchsagesowvihgand theassttroduskicetef nmaed in

said zone ris n 5 ri c L.SLDO:
aaseseing 1ok °CRBSTaRC st n acthotRs PRRREEETIALSERICon IOMIAELIT
- 55 nmanagi ngfsthe ergrnizatignpet hod as clainmed in claim24, wherein said
managi ng of said risk conprises: 5 determning the distribution of the

nunber of assets as a function of_ associated neasured risk; determ ning a
maxi mum dccept@BFe: r FSRELBYRL; FARK APPPFFRGBNES oFORDIEERDNT rIFCOTELRFY of

said to the present method - at least on a yearly basis to

maintain the effectiveness of the ISMS.

SIXTH STAGE: PROJECT TRACKING (12)

20 Risk assessment does not stop at selecting controls for
risk mitigation, but rather only after controls have been
implemented. Hence, each control scheduled for
implementation during the risk management phase is
tracked.

25
It should be noted that the present method treats planned
controls as unimplemented controls. Only completed and

verified controls are regarded as implemented controls.

30 During this stage, information (such as the person
responsible for control implementation, the implementation
method, the cost and effort of implementation, estimated

and actual implementation start and end date) is captured.

35
EVENT FLOW

The method of this embodiment is event driven, and an



assets exceeds said maxi num acceptable risk level. 10 26. A nethod as
claimed in claim 24, wherein said acceptable risk |evel conprises the |ower
of the highest avail able neasured risk or 100. .A,
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When existing systems are being re-used as part of a new
service launch, new assetgs are usually added to an

existing system.

15 All existing systems being considered by the present
method will be affected. The relevant existing system is
replicated accordingly and treated as a planned system so
that it does not corrupt the existing system
configuration. The replicated system is linked to the

20 additional assets for risk assessment. Once the
evaluation has been completed, the replicated system

replaces the existing system in the database.

There is no planned assets feature because of the
25 potential complexity and integrity of the input; thus, the

risk of data corruption is minimized.

Figure 6 is a flow chart of the steps, according to the

present method, for the upgrading of an existing system.
30

3. Removal of a System or an Asset

An existing system or asset may be removed owing to

obsolescence or to wear and tear.

35 No system or asset other than the removed system or asset
is affected. However, the overall risk management

statistics may change owing to the removal. Thus, as each
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a review of the risk management result and further risk

reduction may be required.

5 Figure 7 is a flow chart of the steps - according to the

present method - for the removal of a system or an asset.

4., Addition of a Zone

A new Zone may be proposed as part of the new environment.
10 There is no effect on any asset until an asset is assigned

to the new Zone, as a Zone is an environment and as long

as the environment does not contain any asset, there are

no risks involved.

15 5. Upgrade of an Existing Zone
However, if an existing Zone is upgraded (owing possibly
to renovation or insufficiency of existing controls),
systems that are within the upgraded Zone will be
affected. This is because systems that are within the
20 upgraded Zone automatically inherit the controls

implemented within the Zone.

Figure 8 is thus a flow chart of the steps - according to
the present method - for the upgrading of an existing

25 Zone.

6. Removal of a Zone

An existing Zone may be removed owing to, for example, a

location shift. Systems that are within the Zone will be
30 affected, as such systems will no longer have an

environment to operate in. Hence, the method includes

relocating such systems to another Zone for subsequent

operations.

35 Thus, figure 9 is a flow chart of the steps - according to

the present method - for the removal of a Zone.
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4.2.1.4 Authorization process for information

processing facilities

4.2.1.5 Specialist information security advice

4.2.1.6 Co-operation between organizations

4.2.1.7 Independent review of information security

4.2.2.1 Identification or risk from third party

4.2.2.2 Security requirements in third party
contracts

4,3.1.1 Inventory of asset

4.3.2.1 Clasgsification guidelines

4.3.2.2 Information labelling and handling

4.4.1.1 Including security in job responsibilities

4.4.3.1 Reporting security incidents

4.4.3.2 Reporting security weaknesses

4.4.3.4 Learning from incidents

4.4.3.5 Disciplinary process

4,6.1.3 Incident management procedures
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BS7799 Control Description
Control
Reference No.

4.2.3.2 Security compliance of oursourced service

provider

Evaluation of outpowered service provider

Identification of sensitive position

Verification of computing facilities use

Training for job competency
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Personnel safety training
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4.6.4.3 Fault logging
4.6.5.1 Network controls
4.6.6.1 Management of removable computer media
4.6.6.2 Disposal of media
4,6.6.5 Verification of Media
4.6.7.2 Security of media in transit
4.6.7.3 Electronic Commerce Security
4.6.7.4 Security of electronic mail
4.6.7.5 Security of electronic office systems
4.6.7.7 Other forms of information exchange
4.7.1.1 Accegs control policy
4.7.1.2 Access control based on segregation of
duties
4.7.3.1 Pasasword use
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BS7799 Control Description
Control
Reference No.
4.7.4.1 Policy on use of network services
4.7.4.2 Enforced path
4.7.4.3 User authentication for external
connections

4.7.4.4 Node authentication

4.7.4.5 Remote diagnostic port protection

4.7.4.6 Segregation in networks

4.7.4.7 Network connection control

4.7.4.8 Network routing control

4.7.4.9 Security of network services

4.7.5.1 Automatic terminal identification

4.7.5.2 Terminal log-on procedures

4.7.5.5 Use of system utilities

4,7.6.1 Information access restriction

4.7.7.1 Event logging

4.7.7.2 Monitoring system use

4,7.7.3 Clock symchronization

4.8.1.1 Security requirements analysis and
specification

4.8.3.1 Policy on the use of cryptographic controls

4.8.4.1 Control of operational software

4.8.5.1 Change control procedures

4.8.5.2 Technical review of operating system
changes

4.8.5.3 Restrictions on changes to software
packages

4.8.5.4 Covert channels and Trojan code

4.10.2.2 Technical compliance checking

Each asset control is defined as a <Security Control>

applied to the <asset type>.
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4.6.6.4 Security of system documentation

4.6.7.1 Information and software exchange
agreements

4.6.7.2 Security of media in transit

4.6.7.3 Electronic commerce security

4.6.7.6 Publicly available systems

4.7.2.1 User registration

4.7.2.2 Privilege management

4.7.2.3 User password management




~bFvU4

"@10% & ()--#@10% & ()--#@10% & ()--#@ 10% & () --#@ 10% & () - - #) ?$! UOPQR

z"BvW

"@10% & ()--#@10% & ()--#@10% & ()--#@10% & ()-- #@ 10% & () - - #) ?$! RS WX

yzzABvU4

@L0% & ()--#@10% & ()--#@10% & ()--HAAOW & ()--#@ 10% & () - - #) ?$! z{ z"B

vU4
T@LI0% & ()--

310%& () - @D
“#10% & ()-F
10% b# & () -
“Lf #10% b# &
109% b# & () -

PO

p

@ 1895 296) - - 4@ 10% & () - - ROIEWILDEPCTAGELON & () - - #) 23!,
410# F7!10%: () cdi—?ﬁr]d'.ﬂ?/&' () -
 AQI0% & () --#) 28! {NoA410# | LE#10% & ()-

W HIONW & () =F 0y 1T0% b & (- T0HITOH#NKKS

Revi@y (o gser. acreashFights.

é>

% [phvioird hsk0% b# & () -

10% b# & () - |

Nt O_/\_/

L e W= T N

SW4T010% b# & ) -

Unattended user gqulpment

Automatic terminal identification

User identification and authentication

Password management system

Duress alarm to safeguard users

Terminal time-out

Limitation of connection time

Control of input/output device

Sensitive system isolation

Mobile computing

Teleworking

Periodic review of security requirements

Input data validation

Control of internal processing

Message authentication

Output data validation

Encryption

Digital signatures

Non-repudiation services

Key management

Protection of system test data

Access control to program source library

Outsourced software development

Software maintenance
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Assurance in software development

4.10.2.2

Technical compliance testing

4.10.3.2

Protection of system audit tools

To employ the present method, a computer system with

asgsociated database (which may be distributed) is

employed;

the database has two parts:

security knowledge

{29,

+10|
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9310% & () - } vbasegandoprerption1dnferpation 10" The peguritpokroyledge
9--#10% & ()pHke contains the dataset for the supply of threats and
controls to the registered information assets. The
operation information refers to the registered assets and
5 the related information that concerns the security of the

agssets.

The security knowledge base contains information about the
asset classification types, the zone threats, asset

10 threats and security controls. The security knowledge
base also containas the linkage between asgset
classification types and threats and the linkage between

threats and security controls.

15 The operation information contains information about the
asset registry, its impact assessment, the zone threats
and its related implemented controls, the asset threats
and its related implemented controls, the risk management

controls and the implementation schedule.

20
The database design is shown schematically in figure 12:
the security knowledge base is stored in the databases on
the left in this figure, operation information in the
databases on the right.

25

As the present method employs continual assessment, its
effectiveness reliea on the security knowledge base
update. On a regular basis, both new and modified threats
and the related contreols are updated to the security

30 knowledge base, which in turn updates the operation

information.

The data in this database is highly sensitive, so it is
important that the organization have full ownership as

35 well as access control and transmission security. Access
control helps to ensure user accountability, and also

restricts information access, according to a user’s access
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sensitive information.

Workgroups are created with a set of privileges dictating

10 the use of system resources. Each user is assigned with a
workgroup. Within the workgroup, users trust each other
and have full control over each other’s information. No
information can be shard between workgroups.

15 TRANSMISSION SECURITY
Secure Socket Layer (SSL) is used to secure transmissions
in information exchange between one or more browsers and a

central server used to implement the method.

20 GLOSSARY

TERM DESCRIPTION

Infrastructure |Controls that forms the foundation for
Controls building and maintaining the ISMS.

Zone An asset custodian who has the
responsibility to set up and maintain the
environment, or provide the service for

the aasset.

Service ¢ A gservice is viewed as a business
delivery to either an intermnal or
external customer.

® Provided by one or more systems.

System e A system is viewed as a data processing
machine (information processing) or as a
functional responsibility (people).

® Put together by one or more assets
including hardware, software and

information.
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that the zone ig suitably protected from

security threats.

May approve the security control

& {he SellzidQFofibias ] rdOMhnbniag,

implementing security controls to ensure

implementation plan.

Zone Manager

The person is the superior of the zone

owner.

Is at least of managerial level.
Approves the security policies and
security control plans (including

budget) .

Agset Owner

Has
the
and

Can

implementation plan on the asset.

overall responsibility for defining
security policies and the security
system requirements of the asset.

approve the security control

May be the end-user.
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® Usually has the following: a catalyst
(or tool) to facilitate the
exploitation, a motivation for the
exploitation and an outcome due to the

exploitation.

Likelihood ® The probability of the threat happening,
determined from national/intermational
values/statistics (so may vary from
location to location).

®¢ Determined without any controls
consideration.

® Since likelihood direct affects risk
level, the likelihood for each threat is
eatablished by management before risk

assessment is performed.
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compliance or advantages of this method are as follows:

QUANTITATIVE ADVANTAGE

PRESENT METHOD COMPLIANCE

Results are substantially
based on independently
objective processes and

metrics.

All components are based on

mathematical computation.

Great effort put into
asset value determination

and risk mitigation.

Employs rich knowledge
database for risk mitigation
and includes a mechanism for

valuing asset impact.

Includes a cost/benefit

agssgessment.

Provides a range of measures
for users to select to
mitigate risk.

Results can be expressed
in management-specific

language.

Can produce reports based on
statistical computation of
degree of control

implementation.

QUANTITATIVE DISADVANTAGE

PRESENT METHOD ADVANTAGE

Calculations can be

complex.

Mathematical computations can
be performed behind the

scene, SO users can
concentrate on risk

assessment.

To works well must be used
with a recognized
automated tool and

agsgociated knowledge base.

Comprises an automated tool
with associated knowledge

base.

Requires large amounts of

preparatory work.

Provides a range of solution
for the users to select to

mitigate the risk.

Generally not presented on

a personal level.

Divides the assessment into

custodians and owners; each
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& ()-92! 10%pd A {diPdnts carnot be
easily coached through the
process.

Should allow ready training

of participants in risk

assessment.

Modifications within the scope of the invention may be

readily effected by those skilled in the art.

understood, therefore, that

hereinabove.

It is to be
this invention is not limited

to the particular embodiments described by way of example
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CLAIMS:

1. A method for assessing risk within an organization,
comprising:
5 defining one or more zones, each of said one or
more zones comprising an environment;
identifying one or more assets of said
organization, each of said assets being located in a
respective one of said zones;

10 conducting a respective impact assessment for
each of said assets, each assessment comprising assessing
the impact of the loss of said respective asset;

conducting for each of said zones a respective
zone risk assessment, comprising assessing the risk level

15 associated with placing a respective asset within said
respective corresponding zone;

conducting for each asset a respective asset risk
assessment, comprising assessing the risk level associated
with said respective asset independent of the respective

20 zone of said respective asset; and

assesging risk on the basis of at least said
impact assessment, sald zone risk assessments and said

asset risk assesaments.

25 2. A method as claimed in c¢laim 1, including identifying
one or more asset custodians, each comprising a custodian
of a respective asset, and identifying one or more asset
owners, each comprising an owner of a respective one or
more of said assets.

30
3. A method as claimed in claim 2, wherein each of said
custodians is an employee with care-taking

responsibilities.

35 4. A method as claimed in claim 1, including maintaining

a register of said assets.
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5. A method as claimed in claim 4, wherein said register

includes a respective owner of each of said asaets.

6. A method as claimed in claim 1, including maintaining

5 a register of said zones.

7. A method as claimed in claim 6, wherein said register

includes a respective custodian of each of gsaid zones.

10 8. A method as claimed in claim 1, wherein each of said

assets is information related.

9. A method as claimed in claim 2, wherein each of said
assets is information related, and each of said asset

15 custodians is an information custodian, each comprising a
custodian of a respective information storage device

within said organization.

10. A method as claimed in claim 9, including defining at
20 least four types of custodians: 1) physical and
environment custodians, 2) network custodians, 3) software

engineering custodians, and 4) MIS support custodians.

11. A method as claimed in claim 2, wherein each of said
25 respective zone assessments is conducted by the respective

custodian of said respective zone.

12. A method as claimed in claim 2, wherein each of said
respective asset assessments is conducted by the

30 respective owner of said respective asset.

13. A method as claimed in claim 1, including regarding
the loss of an asset as equivalent to the loss of a system
of which said asset is a part.

35
14. A method as claimed in claim 1, including determining

a measured risk for each asset, said measured risk for a
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e level associated with placing a respective asset within
said respective corresponding zone;
means for receiving or storing a respective asaset
risk assessment for each asset, said respective asset risk
25 assegsment comprising an assessment of the risk level
associated with said respective asset independent of the
respective zone of said respective asset;
means for receiving or storing a respective
impact assessment for each of said assetg, each assessment
30 compriging assessing the impact of the loss of said
respective asset, and for assessing risk on the basis of
at least said impact assessment, said zone risk
assessments and said asset risk assessments to thereby
form a risk assessment; and

35 output means for outputting said risk assessment.

17. An apparatus as claimed in c¢laim 16, wherein said
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5 of a respective one or more of gaid assets.

18. An apparatus as claimed in claim 16, wherein said
register of assets includes a respective owner of each of
said assets.

10
19. An apparatus as claimed in claim 16, wherein said
apparatus includes data storage for storing a register of

said zones.

15 20. An apparatus as claimed in claim 19, wherein said
zone register includes data for associating a respective

custodian with each of said zones.

21, An apparatus as claimed in claim 16, wherein each of

20 said assets is information related.

22. An apparatus as claimed in claim 16, wherein said
apparatus is operable to treat the loss of an asset as
equivalent to the loss of a system of which said asset is

25 a part.

23. An apparatus as claimed in claim 16, wherein said
apparatus is operable to determine a measured risk for
each asset, said measured risk for a respective asset

30 comprising the product of 1) an impact level determined in
said impact assessment and 2) the maximum of an asset risk
determined in said asset risk assessment and an asset risk

determined in said zone risk assessment.

35 24. A risk management method, comprising:
agsgsessing risk according to the method of any one

of claims 1 to 15; and
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managing said risk.

25. A method as claimed in claim 24, wherein said
managing of said risk comprises:
determining the distribution of the number of
assets as a function of associated measured risk;
determining a maximum acceptable risk level; and
applying one or more controls if any of said

assets exceeds said maximum acceptable risk level.

26. A method as claimed in claim 24, wherein said
acceptable risk level comprises the lower of the highest

available measured risk or 100%.



