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Document Verification and Identity Verification Method and Device 

Technical Field 

[01] The present application relates to the field of Internet technologies, and in particular, to a 

document verification and identity verification method and device. 

Background 5 

[02] In the age of Internet, many things have become increasingly convenient. Users just need to 

operate on terminal devices to  handle desired business. However, since some business requires a 

very high level of security, the authenticity, integrity, and compliance of the information and 

supporting documents provided by a user need to be carefully reviewed to block users with 

unlawful intent. Therefore, the business must be handled offline through a particular business 10 

handling system. 

[03] For example, due to rampant forgery and re-make of documents, a user is typically asked to 

present an identity card to staff at a counter, and the staff at the counter uses a professional 

authorization machine to read the chip in the identity card for online check.  

[04] Although solutions according to the current technologies may solve the problems of 15 

document forgery and re-make to a certain extent, the demand for online handling of these 

business still cannot be met. Therefore, there is a need for more reliable solutions.  

Summary 

[05] Embodiments of the present specification provide a document verification and identity 

verification method and device to solve the problem that identity verification solutions according 20 

to the current technologies cannot meet the level of security required by online handling of 

business.  

[06] Embodiments of the present specification provide a document verification method, 

comprising: 

[07] obtaining a document image of a to-be-verified document; 25 

[08] verifying an anti-counterfeiting identifier in the document image and/or a source of the 

document image to obtain a first verification result; and 

[09]  determining a verification result for the to-be-verified document based on the first 

verification result. 

[10] Optionally, the verifying an anti-counterfeiting identifier in the document image to obtain a 30 

first verification result comprises: 

[11] determining an anti-counterfeiting identifier in a document corresponding to a type of the 
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[12] verifying the anti-counterfeiting identifier in the document image based on the determined 

anti-counterfeiting identifier to obtain the first verification result, the first verification result 35 
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being used to represent a probability at which the corresponding anti-counterfeiting identifier 

exists in the document image.  

[13] Optionally, the anti-counterfeiting identifier comprises at least one of watermark text, micro-

text, shading lines, gravure printing, color cast, anti-counterfeiting secret marks, and fonts. 

[14] Optionally, the verifying a source of the document image to obtain a first verification result 5 

comprises: 

[15] analyzing image data of the document image to determine the first verification result, the 

first verification result being used to represent a probability at which the document image is from 

a physical document. 

[16] Optionally, the analyzing image data of the document image comprises: 10 

[17] performing image recognition processing on image data of an individual image frame in the 
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[18] alternatively, 

[19] performing differencing processing on image data of at least two types of images in the 
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established classification model, the classification model being used to output the first 

verification result based on the input image difference.  

[20] Optionally, the verifying a source of the document image and an anti-counterfeiting 

identifier in the document image to obtain a first verification result comprises: 

[21] determining an anti-counterfeiting identifier in a document corresponding to a type of the 20 
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[22] verifying the anti-counterfeiting identifier in the document image based on the determined 

anti-counterfeiting identifier, and determining a probability at which the document image passes 

verification according to a result of ���	���
�
���
��
 

[23] analyzing image data of the document image to determine a probability at which the 25 
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[24] determining the first verification result based on the probability at which the document 

image passes verification and the probability at which the document image is from a physical 

document. 

[25] Embodiments of the present specification further provide an identity verification method, 30 

comprising: 

[26] obtaining an image of an identity document of a to-be-verified object
 

[27] obtaining, based on the above document verification method, a first verification result for 

the identity document corresponding to the image of the identity document
	 ���
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authenticity of identity information in the image of the identity document to obtain a second 35 
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[28] determining an identity verification result for the to-be-verified object based on the first 

verification result and the second verification result. 

[29] Optionally, the obtaining an image of an identity document of a to-be-verified object 

comprises: 5 

[30] collecting the image of the identity document of the to-be-verified object on site.  

[31] Optionally, the obtaining an image of an identity document of a to-be-verified object 

comprises: 

[32] obtaining the image of the identity document of the to-be-verified object that has been 

collected in advance.  10 

[33] Optionally, the verifying the authenticity of identity information in the image of the identity 

document to obtain a second verification result comprises: 

[34] performing online check on the identity information in the image of the identity document, 

and determining the authenticity of the identity information according to a result of the online 

check. 15 

[35] Optionally, the performing online check on the identity information in the image of the 

identity document comprises: 

[36] performing the online check on text information and a document facial image in the identity 

information, respectively. 

[37] Optionally, before the performing the online check on the document facial image in the 20 

identity information, the method further comprises: 

[38] collecting a facial image of a document-����
��	������	��	�
��
	 

[39] wherein the performing the online check on the document facial image in the identity 

information comprises: 

[40] performing cross-verification on the document facial image, the facial image of the 25 

document-holding person and a facial image obtained from the online check. 

[41] Optionally, before the determining the authenticity of the identity information, the method 

further comprises: 

[42] performing liveness detection based on the facial image of the document-holding person to 
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 30 

[43] wherein the determining the authenticity of the identity information comprises: 

[44] determining the authenticity of the identity information based on the result of the online 

check and the liveness detection result.  

[45] Optionally, the determining an identity verification result for the to-be-verified object based 

on the first verification result and the second verification result comprises: 35 
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[46] if the second verification result is failure, determining that the identity verification result is 

failure
 

[47] alternatively, 

[48] if the second verification result is successful, determining whether the identity verification 

result is successful based on the first verification result. 5 

[49] Optionally, the determining an identity verification result for the to-be-verified object based 

on the first verification result and the second verification result comprises: 

[50] if the second verification result is successful, determining a probability at which the identity 

verification result is successful based on the first verification result. 

[51] Embodiments of the present specification further provide an identity verification device, 10 

comprising: 

[52] an obtaining unit configured to obtain a document image of a to-be-verified document
 

[53] a first verifying unit configured to verify an anti-counterfeiting identifier in the document 

image and/or a source of the do������	
����	��	����
�	�	�
���	���
�
���
��	������
	��� 

[54] a determining unit configured to determine a verification result for the to-be-verified 15 

document based on the first verification result. 

[55] Optionally, the first verifying unit is configured to determine an anti-counterfeiting identifier 

in a document corresponding to a ����	��	���	��������	
����
	��� 

[56] verify the anti-counterfeiting identifier in the document image based on the determined anti-

counterfeiting identifier to obtain the first verification result, the first verification result being 20 

used to represent a probability at which the corresponding anti-counterfeiting identifier exists in 

the document image.  

[57] Optionally, the anti-counterfeiting identifier comprises at least one of watermark text, micro-

text, shading lines, gravure printing, color cast, anti-counterfeiting secret marks, and fonts. 

[58] Optionally, the first verifying unit is configured to analyze image data of the document 25 

image to determine the first verification result, the first verification result being used to represent 

a probability at which the document image is from a physical document. 

[59] Optionally, the first verifying unit is configured to perform image recognition processing on 
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processing on image data of at least two types of images in the document image to obtain image 30 

�
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����	��	�	���-established classification model, 

the classification model being used to output the first verification result based on the input image 

difference.  

[60] Optionally, the first verifying unit is configured to determine an anti-counterfeiting identifier 

in a document corresponding to a ����	 ��	 ���	 ��������	 
����
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identifier in the document image based on the determined anti-counterfeiting identifier, and 

determine a probability at which the document image passes verification according to a result of 

���	���
�
���
��
	�������	
����	����	��	��e document image to determine a probability at which 

���	��������	
����	
�	����	�	����
���	��������
	���	������
��	���	�
���	���
�
���
��	������	�����	

on the probability at which the document image passes verification and the probability at which 5 

the document image is from a physical document. 

[61] Embodiments of the present specification further provide an identity verification device, 

comprising: the above first verifying unit and 

[62] an obtaining unit configured to obtain an image of an identity document of a to-be-verified 

object
 10 

[63] a second verifying unit configured to verify the authenticity of identity information in the 

image of the identity document ��	����
�	�	������	���
�
���
��	������
	��� 

[64] a determining unit configured to determine an identity verification result for the to-be-

verified object based on the first verification result obtained by the first verifying unit and the 

second verification result. 15 

[65] Optionally, the obtaining unit is configured to collect the image of the identity document of 

the to-be-verified object on site.  

[66] Optionally, the obtaining unit is configured to obtain the image of the identity document of 

the to-be-verified object that has been collected in advance.  

[67] Optionally, the second verifying unit is configured to perform online check on the identity 20 

information in the image of the identity document, and determine the authenticity of the identity 

information according to a result of the online check. 

[68] Optionally, the second verifying unit is configured to perform the online check on text 

information and a document facial image in the identity information, respectively. 

[69] ���
�������	���	
����
��	���
�
���
��	���
��	�������	�����
���	�	�������
��	��
�
 25 

[70] the collecting unit is configured to collect a facial image of a document-holding person on 

�
��
	���	 

[71] the second verifying unit is configured to perform cross-verification on the document facial 

image, the facial image of the document-holding person and a facial image obtained from the 

online check. 30 

[72] Optionally, the second verifying unit is further configured to perform liveness detection 

based on the facial image of the document-����
��	������	��	����
�	�	 �
������	������
��	������
	

and determine the authenticity of the identity information based on the result of the online check 

and the liveness detection result.  

[73] Optionally, the determining unit is configured to, if the second verification result is failure, 35 
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determine that the identity verification result is failure
	 ��������
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result is successful, determine whether the identity verification result is successful based on the 

first verification result. 

[74] Optionally, the determining unit is configured to, if the second verification result is 

successful, determine a probability at which the identity verification result is successful based on 5 

the first verification result. 

[75] Embodiments of the present specification further provide an identity verification device, 

comprising:  

[76] �	���������
	��� 

[77] a memory configured to store computer executable instructions, wherein, when executed, the 10 

executable instructions cause the processor to execute the following operations comprising: 

[78] obtaining a document image of a to-be-verified document
 

[79] verifying a source of the document image and/or an anti-counterfeiting identifier in the 
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[80] determining a verification result for the to-be-verified document based on the first 15 

verification result. 

[81] Embodiments of the present specification further provide an identity verification device, 

comprising:  

[82] �	���������
	��� 

[83] a memory configured to store computer executable instructions, wherein, when executed, the 20 

executable instructions cause the processor to execute the following operations comprising: 

[84] obtaining an image of an identity document of a to-be-verified object
 

[85] verifying a source of the image of the identity document and/or an anti-counterfeiting 

identifier in the image of the identity document ��	����
�	�	�
���	���
�
���
��	������
	 

[86] verifying authenticity of identity information in the image of the identity document to obtain 25 

�	������	���
�
���
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[87] determining an identity verification result for the to-be-verified object based on the first 

verification result and the second verification result. 

[88] At least one of the embodiments of the present specification can achieve the following 

beneficial effects. 30 

[89] Compared with solutions in the current technologies that use professional authorization 

machines to achieve identity verification, the embodiments of the present specification verify the 

authenticity of images of the identity documents and the authenticity of identity information in 

the images of the identity documents, and therefore, can effectively solve the problems of 

document content forgery, document re-make, and the like without using a professional 35 
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authorization machine, thereby providing an identity verification capability that meets a required 

security level for online handling of business.  

Brief Description of the Drawings 

[90] The accompanying drawings described herein are used to provide further understanding of 

the present application and constitute a part of the present application. The exemplary 5 

embodiments of the present application and the description thereof are used to describe the 

present application and do not constitute improper limitations to the present application. In the 

accompanying drawings: 

[91] FIG. 1 is a schematic diagram of an application scenario of some embodiments of the 

present specification
	 10 

[92] FIG. 2 is a schematic flow chart of an identity verification method according to Embodiment 

1 of the present specification
	 

[93] FIG. 3 is a schematic flow chart of an identity verification method according to Embodiment 

2 of the present specification
		 

[94] FIG. 4 is a schematic structural diagram of an identity verification device according to 15 

Embodiment 3 of the present specification
 

[95] FIG. 5 is a schematic structural diagram of an identity verification device according to 

Embodiment 4 of the present specification
 

[96] FIG. 6 is a schematic structural diagram of an electronic device according to Embodiment 5 

of the present specification. 20 

Detailed Description  

[97] To make the objectives, technical solutions and advantages of the present application clearer, 

the technical solutions of the present application will be clearly and completely described below 

with reference to embodiments of the present application and corresponding accompanying 

drawings. The described embodiments are merely some, but not all, embodiments of the present 25 

application. All other embodiments obtained, based on some embodiments of the present 

application, by one of ordinary skill in the art without creative effort shall fall within the 

protection scope of the present application.  

[98] Referring to FIG. 1, an exemplary application scenario of some embodiments of the present 

specification is illustrated. In this scenario, when a user is handling some business, relevant 30 

information may be filled in through an application (APP) in a terminal device 13. When a preset 

condition is met, an identity document image is collected and uploaded to a device 12 and/or a 

device 11 of a business authorization system. The device 12 and/or the device 11 perform 

verification on the identity document image and respond to the business handled by the user 

based on a verification result. The relevant business here may be various business that are 35 
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handled online, such as remote account opening. Correspondingly, the identity document image 

may be an image of the user’s identity card.  

[99] Another exemplary application scenario of some embodiments of the present specification 

may be as follows: 

[100] a user presents an identity document image to a client of an authorization system via a 5 

����
���	 ���
��
	 ��������
�����	 ���	 ����	 ��������	 ��	 
����
��	 ��������	 ��	 ���	 client of the 

authorization system and the client collects an image of the identity document (also referred to as 

an identity document image). Then, the client uploads the identity document image to a server of 

the authorization system, the server verifies the identity document image and returns a 

verification result to the client, and the client determines whether to authorize the user based on 10 

the verification result.  

[101] Here, this process may take place in a process of a user passing through security check, 

logging into a platform that requires authorization, and the like. In addition, whether the user 

handling the business is required to be the same as the user corresponding to the identity 

document depends on provisions of the party offering the business.  15 

[102] In addition to the two application scenarios illustrated above, application scenarios of 

some embodiments of the present specification may also be various other scenarios, upon which 

no limitation will be particularly placed herein. Any scenario in which the solutions according to 

the present specification can be applied may be used. Technical solutions according to various 

embodiments of the present application will be described in detail below with reference to the 20 

accompanying drawings. 

[103] Embodiment 1 

[104] FIG. 2 is a schematic flow chart of an identity verification method according to 

Embodiment 1 of the present specification. Referring to FIG. 2, the method may, for example, 

comprise the following steps: Steps 220-280. 25 

[105] Step 220. Obtain an image of an identity document of a to-be-verified object. 

[106] Here, the identity document image may be an image obtained by taking a photo of an 

identity document. The identity document may be a document capable of proving the identity of 

the to-be-verified object , such as an identity card, a temporary identity card, an education 

certificate, a driver license, and the like. The identity document comprises identity information of 30 

the to-be-verified object, such as a name, an identity card number, a student number, and the like.  

[107] It should be noted that some implementation manners of the step 220 may be: collecting 

an image of the identity document of the to-be-verified object on site. The “site” is the place 

where the identity is to be verified. For example, the site may be the place where the identity is 

verified for business to be handled, such as the site where an image of the identity card of the to-35 
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be-verified object is collected for opening an account, or may be a site not for handling business, 

such as the site where an image of a relevant document of the to-be-verified object is collected 

for passing through security check. 

[108] With reference to FIG. 1, it is not difficult to understand that the manner of “collecting an 

image of the identity document on site may be implemented by the following manner.  5 

[109] For example, a user actively opens a photo-taking interface on a terminal device
	

alternatively, in response to an operation of the user, the authorization system calls a camera 

application of the terminal device to open the photo-taking interface
	and then the terminal device 

takes a photo of the identity document of the to-be-verified object to obtain an image of the 

identity document.  10 

[110] Another implementation manner of the step 220 may be: obtaining an image of the 

identity document of a to-be-verified object that has been collected in advance. The term “in 

advance” is used to differentiate from the term “on site” in the above-described implementation 

manner of the step 220. This implementation manner may include, for example, storing identity 

document images that have been collected previously at a preset location, and when identity 15 

verification is required, obtaining a corresponding identity document image based on a storage 

address.  

[111] Step 240. Verify the source of the identity document image and/or an anti-counterfeiting 

identifier in the identity document image to obtain a first verification result. 

[112] The source of the identity document image in this step may be a variety of sources. For 20 

example, the image may be obtained by taking a photo of a physical identity document, an 

identity document photo that is photoshopped or not photoshopped, a photocopy of the identity 

document, a screen print of a digital copy of the identity document, an image with a pre-

determined photographing scene, and the like. The anti-counterfeiting identifier may be an 

identifier that can be attached, printed or thermally transferred to a surface, a package, or an 25 

attachment (e.g., a product label, a business card, and anti-counterfeiting card) of an object and 

plays an anti-counterfeiting role. For example, an anti-counterfeiting identifier on an identity card 

includes the national emblem, a card name, an image of the Great Wall, the agency that issues the 

card, a validity term, a color pattern, and the like.  

[113] It should be noted that, since different business requires different levels of security, 30 

different legal sources and integrity of anti-counterfeiting identifiers may be selectively set. For 

business with relatively high requirements for the level of security, for example, remote account 

opening, the following conditions may be required: the source of an identity document image is a 

physical identity document with a complete anti-counterfeiting identifier, or the probability of 

meeting this condition reaches some threshold. For business with relatively low requirements for 35 
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the level of security, the condition to be satisfied may be less strict.  

[114] The implementation of the step 240 will be described through examples below by taking 

“remote account opening” as an example. First, the implementation manner of verifying the 

source of the identity document image in the step 240 will be described through examples. The 

step 240 may comprise: verifying whether the identity document image is from a physical 5 

document and verifying whether the identity document image and the image collected on site are 

from the same photographing environment. Then, five implementation manners are listed herein 

based on the implementation manner of verifying the source of the identity document image, on 

the basis of which one of ordinary skill in the art may expand to other implementation manners, 

and all the implementation manners fall within the protection scope of the present application. 10 

[115] First implementation manner: 

[116] This implementation manner may be applicable to scenarios with relatively high 

requirements for the level of security, for example, requiring that an identity document image has 

a complete anti-counterfeiting identifier, or the probability of meeting this condition reaches a 

certain threshold. For example, this implementation manner may be as follows: 15 

[117] determining an anti-counterfeiting identifier in an identity document corresponding to the 

����	��	���	
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��	��	���
-counterfeiting identifier in the identity 

document image based on the determined anti-counterfeiting identifier, and determining a first 

verification result based on a result of the verification, the first verification result being used to 

represent a probability at which the identity document image passes verification, wherein the 20 

anti-counterfeiting identifier comprises at least one of watermark text, micro-text, shading lines, 

gravure printing, color cast, anti-counterfeiting secret marks, or fonts. 

[118] It should be noted that different types of identity documents correspond to different anti-

counterfeiting identifiers. For example, ID cards, passports, and driver licenses all have their 

respective corresponding anti-counterfeiting identifiers. Correspondingly, the type of a collected 25 

identity document image may be determined based on the type of the document selected by the 

user when handling the business, or image recognition processing may be performed on the 

collected identity document image to determine the type of the identity document image. 

[119] Alternatively, a classification model may be trained. An anti-counterfeiting identifier in 

an identity document image may be used as an input to the classification model, or an identity 30 

document image may be used as an input to the classification model. The classification model 

may output a probability at which the identity document image passes the anti-counterfeiting 

identifier verification. The manner of scanning an identity document image to obtain an anti-

counterfeiting identifier may include, for example, identifying watermark text through light 

transmission inspection, and the like.  35 



 

11 

[120] The second implementation manner may be as follows.  

[121] This implementation manner may have a prerequisite that the source of an identity 

document image is a physical identity document or the probability of meeting this condition 

reaches a certain threshold. For example, the following two solutions may be used for this 

implementation manner. 5 

[122] First solution (at least one identity document image): 

[123] First, performing first verification on the identity document image to determine a 
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�
��	��	��
��	���	
����
��	��������	
����	
�	����	������	��
��
	�����	�������
��	������	

verification on the identity document image to determine a probability at which the identity 
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document image is from a physical document based on the probability at which the identity 

document image is from screen print and the probability at which the identity document image is 

from a copy. Here, the order of performing the first verification and the second verification is not 

limited herein, which may be in parallel or in series.  

[124] In the first solution, the first verification may be performed, for example, in the following 15 

manner.  

[125] Based on a pre-determined particular feature, performing feature detection on a document 

region of the identity document image, and comparing the difference in the document regions of 

a normal identity document image and an identity document image obtained from screen print 

based on a screen Moire pattern classification model, wherein the feature may be, for example, 20 

screen Moire pattern, document watermark, glare from printing, or the like. In addition, based on 

a pre-determined particular feature, performing feature detection on a border of the identity 

document image, and comparing the difference of the borders of a normal identity document 

image and an identity document image from screen print based on a screen border classification 

model. For example, the identity document image from screen print may have a black border. 25 

Here, the particular feature may be, for example, screen Moire pattern, document watermark, 

glare from printing, or the like. The document region is the region of the identity document 

corresponding to the identity document image.  

[126] In the first solution, the second verification may be performed, for example, in the 

following manner.  30 

[127] Based on a pixel-level feature corresponding to a black and white copy and/or a color 

copy, performing feature detection on image data of the identity document image. In an 

exemplary implementation manner, a pixel-level feature corresponding to the identity document 

image is detected based on a black and white copy classification DNN model, and a probability 

at which the identity document image is a black and white copy is determined. Alternatively, a 35 
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pixel-level feature corresponding to the identity document image is detected based on a color 

copy classification DNN model, and a probability at which the identity document image is a 

color copy is determined. 

[128] After the first verification and the second verification are performed, a probability at 

which the source of the identity document image is an authentic physical identity document is 5 

further determined based on at least one of results output by the screen Moire pattern 

classification model, the screen border classification model, the black and white copy 

classification DNN model, and the color copy classification DNN model. 

[129] Second solution: 

[130] Analyzing image data of the identity document image to determine a first verification 10 

result, the first verification result being used to represent a probability at which the identity 

document image is from a physical document. An example may include the following:  

[131] performing image recognition processing on image data of an individual image in the 

identity document image, verifying whether a pixel-level particular feature exists in the identity 

document image, and then, determining a first verification result based on whether the particular 15 

feature exists in the identity document image. Alternatively, the image data may be used as an 

input to a classification model, and a first verification result output by the classification model is 

obtained. The particular feature may be, for example, screen Moire pattern, document watermark, 

glare from printing, or the like. 

[132] Alternatively,  20 

[133] with at least two types of identity document images, performing differencing processing 

on image data of at least two types of images in the identity document image to obtain image 

�
��������
	���	��
��	���	
����	�
��������	��	��	
����	 ��	�	���-established classification model, 

the classification model being used to output the first verification result based on the input image 

difference. The at least two types of images may include different types of images collected in 25 

different photographing conditions, for example, a type of images collected in a natural light 

condition and a type of images collected with a flashlight, or types of images collected with 

different exposures. For example, objects of the differencing processing may be images collected 

in natural light conditions and images collected with a flashlight.  

[134] The third implementation manner may be as follows.  30 

[135] This implementation manner has a prerequisite that the source of an identity document 

image is an authentic physical identity document and there is a complete anti-counterfeiting 

identifier, or the probability of meeting this condition reaches a certain threshold.  

[136] The implementation process thereof is similar to that of the first implementation manner 

and the second implementation manner. Therefore, similar parts thereof are not elaborated 35 
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hereinafter. In addition, the third implementation manner further comprises: determining a first 

verification result based on the probability at which the identity document image passes 

verification and the probability at which the document image is from a physical document, 

namely determining credibility of the identity document of the to-be-verified object 

corresponding to the identity document image.  5 

[137] The fourth implementation manner may be as follows.  

[138] This implementation manner may be applied to scenarios with relatively high 

requirements for the level of security, for example, requiring that the identity document image 

and a first background image are from the same photographing scene, or the probability of 

meeting this condition reaches some threshold. In some embodiments, the requirements for the 10 

level of security are related to the identity document images to be taken. For example, higher 

requirements require more identity document images to be taken, and require more identity 

document images from the same photographing scene as that of the first background image. An 

example may be as follows:  

[139] before executing the step 220, collecting one or more background images (hereinafter 15 

referred to as the first background image) in advance, and then comparing the identity document 

image with the first background image to determine an overlapping degree between the two. 

[140] It is not difficult to understand that, if the overlapping degree between the two is greater 

than a certain threshold, it is determined that the two are taken under the same photographing 

scene. Moreover, the manner of comparison may be a comparison between an identity document 20 

image and an individual background image or may be a comparison between one background 

image formed by combining the background images and an identity document image.  

[141] Here, the solution of determining whether the two images are under the same 

photographing scene may comprise: comparing a background region in the identity document 

image with the first background image to obtain an overlapping degree between the identity 25 

document image and t��	�
���	����������	 
����
	������
�
��	 ���	 �
���	���
�
���
��	������	�����	

on the overlapping degree, the first verification result being used to represent a probability at 

which the identity document image and the first background image are from the same 

photographing scene. The background region in the identity document image is a region outside 

the region of the identity document in the identity document image.  30 

[142] To further improve the verification effect and efficiency of the fourth implementation 

manner, based on first position information of a gyroscope when collecting the identity document 

image and second position information of the gyroscope when collecting the first background 

image, the angles of the two may be adjusted to compare the first background image and the 

background region of the identity document image under the same position information of the 35 
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gyroscope to obtain an overlapping degree and determine a probability at which the two images 

are taken under the same photographing scene based on the overlapping degree. 

[143] An example is as follows: before activating to collect an image of the identity document, 

taking a first background image, such as an image of a table and its surroundings, when the 

gyroscope is under the second position informati��
	�����	����	���	���������	
�	�����	���	�
���	5 

���
�
��	 
�������
���	 ���
��	 ��	 
����	 ��	 ���	 
����
��	 ��������
	 �������������	 �������
��	 ���	

document region from the background region in the identity document image, and comparing the 

background region with the first background image based on the position information of the 

gyroscope to obtain an overlapping degree. The document region is the region of the identity 

document in the identity document image.  10 

[144] The fifth implementation manner may be as follows.  

[145] This implementation manner may be applied to scenarios with relatively high 

requirements for the level of security, for example, requiring that the material of a document is 

the material of an authentic document, or the probability of meeting this condition reaches some 

threshold. An example may be as follows:  15 

[146] determining the material of a document based on image difference obtained from image 

data of at least two types of images, then comparing the material of the document and the 

material of a corresponding type of authentic documents, and determining a probability at which 

the document is an authentic document based on a result of the comparison as a first verification 

result.  20 

[147] It is not difficult to understand that different types of documents may be made of different 

materials, while different materials of documents may lead to relatively great difference under 

different photographing conditions. Therefore, image difference between two types of images 

may be input into a trained classification model to obtain a first verification result output by the 

classification model.  25 

[148] It is not difficult to understand that the above several feasible implementation manners 

may be selected or set in a cross manner reasonably based on the business to be handled and a 

correspondingly required level of security thereof, which will not be elaborated here. 

[149] Step 260. Verify the authenticity of identity information in the identity document image to 

obtain a second verification result. 30 

[150] It should be noted that some implementation manners of the step 260 may be: 

[151] performing online check on identity information in the identity document image, and 

determining the authenticity of the identity information according to a result of the online check. 

[152] Here, an exemplary manner of the online check may be performed as follows. Based on 

an existing internal network and interconnection network platform of the People’s Bank of China, 35 
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the citizen identity information system for online checks forwards check requests sent from users 

of the People’s Bank of China through respective front-end systems of account systems, credit 

systems, and anti-money laundering systems to the information sharing system of the Ministry of 

����
�	 �����
��
	 ����
���	 ���	 ��������	 �����	 ��������	 sent from users of commercial banks 

through respective front-end systems of comprehensive business systems
	 ���	 ����
���	 ���	5 

forwards check results from the information sharing system of the Ministry of Public Security. 

[153] In addition, objects of online checks may comprise text information and document facial 

images in identity information. The text information may include information such as a document 

ID, a user’s name, and the like, which is obtained through Optical Character Recognition (OCR), 

and the document facial images may be recognized head images. 10 

[154] Step 280. Determine an identity verification result for the to-be-verified object based on 

the first verification result and the second verification result. 

[155] It should be noted that, based on the first verification result and the second verification 

result obtained in the step 240 and the step 260, some implementation manners of this step may 

be: 15 

[156] if the second verification result is failure, determining that the identity verification result 

is failure
 

[157] alternatively, 

[158] if the second verification result is successful, determining whether the identity 

verification result is successful based on the first verification result. For example, when the 20 

probability of passing verification that corresponds to the first verification result is lower than a 

preset threshold, determining that the identity verification result is failure
	����	���	������
�
�� 

of passing verification that corresponds to the first verification result is higher than a preset 

threshold, determining that the identity verification result is successful. 

[159] Some other implementation manners of this step may be: 25 

[160] if the second verification result is successful, determining a probability at which the 

identity verification result is successful/failure based on the first verification result. 

[161] With regard to the two types of implementation manners of the step 280, the entire flow is 

not a process of sequential execution since each of the above steps may have issues of an image 

photographing angle, photographing quality, and the like. Therefore, this embodiment provides a 30 

decision engine to evaluate the result of the entire verification according to certain rules. For 

example,  

[162] since factors that influence the first verification result may comprise one or more among 

the following: a probability at which the identity document image passes the anti-counterfeiting 

identifier verification, a probability at which the identity document image is from a physical 35 
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document, and a probability at which the identity document image and the onsite image are from 

the same scenario, when determining a probability corresponding to the first verification result, 

weights may be set for the influencing factors that have effect on determining the first 

verification result based on conditions such as demand and experience, and the probability 

corresponding to the first verification result is determined based on the probabilities and their 5 

corresponding weights. For example, the influencing factors that have effect on determining the 

first verification result include the probability at which the identity document image passes the 

anti-counterfeiting identifier verification, the probability at which the identity document image is 

from a physical document, and the probability at which the identity document image and the 

onsite image are from the same scenario, which are 60%, 70%, and 80%, and their corresponding 10 

weights are set to be 30%, 30%, and 40%, respectively. Then the probability corresponding to the 

first verification result is finally calculated to be 71%. 

[163] In addition, to improve the speed and efficiency of checking document authenticity, the 

above verification of the source of the identity document image, verification of the anti-

counterfeiting identifier in the identity document image, and verification of the authenticity of 15 

identity information in the identity document image may be implemented in parallel. 

[164] It is not difficult to understand that some embodiments of the present invention may be 

selectively executed. For example, the step 220 to the step 240 may be executed, so as to 

complete the process of document verification, for example, 

[165] obtaining a document image of a to-be-verified document
 20 

[166] verifying a source of the document image and/or an anti-counterfeiting identifier in the 

��������	
����	��	����
�	�	�
���	���
�
���
��	������
	 

[167] and determining a verification result for the to-be-verified document based on the first 

���
�
���
��	������
 

[168] alternatively, 25 

[169] obtaining at least one document image of a to-be-verified document
 

[170] verifying the document image to determine a probability at which the document image is 

����	������	��
��
	��� 

[171] obtaining a verification result for the to-be-verified document based on the probability at 

which the document imag�	
�	����	������	��
��
 30 

[172] alternatively, 

[173] verifying the document image to determine a probability at which the document image is 

����	�	����
	��� 

[174] obtaining a verification result for the to-be-verified document based on the probability at 

which the document im���	
�	����	�	����
 35 
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[175] alternatively, 

[176] verifying the document image to determine a probability at which the document image is 

����	������	��
��	���	�	������
�
��	��	��
��	���	��������	
����	
�	����	�	����
	��� 

[177] obtaining a verification result for the to-be-verified document based on the probability at 

which the document image is from screen print and the probability at which the document image 5 


�	����	�	����
 

[178] alternatively, 

[179] obtaining a document image of a to-be-verified document
	��� 

[180] verifying whether the document image and a first background image collected on site in 

advance are from the same photographing scene, to obtain a verification result for the to-be-10 

verified document. 

[181] Since the process of document verification is similar to relevant description in the above 

step 220 and step 240, it will not be repeated herein. In addition, the above document verification 

examples are in parallel and may be combined in a cross manner based on actual needs. For 

example, the example of the “anti-counterfeiting identifier” and the example of verifying 15 

“whether the document image and a first background image collected on site in advance are from 

the same photographing scene” may be combined.  

[182] Therefore, the embodiments of the present invention perform verification on the source, 

anti-counterfeiting identifier and identity information of the identity document image, and can 

effectively solve the problems of document content forgery, document re-make, and the like 20 

without using a professional authorization machine, thereby providing an identity verification 

capability that meets a required security level for online handling of business.  

[183] Embodiment 2 

[184] FIG. 3 is a schematic flow chart of the identity verification method according to 

Embodiment 2 of the present specification. Referring to FIG. 3, on the basis of Embodiment 1, 25 

the present embodiment may, for example, further comprise the following steps: Steps 320-380. 

[185] Step 320. Collect a facial image of a document-holding person on site. 

[186] It should be noted that some implementation manners of the step 320 may be:  

[187] while or after using a rear camera for the “on-site collection of an image of an identity 

document,” using a front camera to collect “a facial image of a document-holding person.” 30 

[188] Some other implementation manners may be:  

[189] when a probability at which the first verification result passes verification reaches a preset 

threshold, calling a camera to collect “a facial image of a document-holding person.” 

[190] Still, some other implementation manners may be:  

[191] after performing online check on text information in the identity document image and 35 
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obtaining a check result that the text information is authentic, calling a camera to collect “a facial 

image of a document-holding person.” 

[192] Step 340. Perform liveness detection based on the facial image of the document-holding 

person to obtain a liveness detection result. 

[193] It should be noted that liveness detection is performed based on an individual image or 5 

multiple images collected in the step 320, so as to determine whether the individual image or 

multiple images are captured from the live document-holding person. The liveness detection may 

include, for example, blink detection, detection of mouth opening and closing, parallax analysis, 

and the like. Since liveness detection is mature, it will not be elaborated here. 

[194] Step 360. Perform cross-verification on the document facial image, the facial image of the 10 

document-holding person and a facial image obtained from the online check to obtain a result of 

online check on the document facial image. 

[195] Some implementation manners of the step 360 may be:  

[196] comparing the document facial image in the identity document image with the facial 
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document facial image with the facial image collected on site to obtain a fourth verification 

������
	 ���	 ������
�
��	 �	 ������	 ��	 ���
��	 �����	 �����	 ��	 ���	 ��
��	 ���
�
���
��	 ������	 ���	 ���	

fourth verification result.  

[197] Step 380. Determine the authenticity of the identity information based on the result of the 

online check on the document facial image and the liveness detection result, in combination with 20 

the result of online check on the text information, to obtain a second verification result.  

[198] It is not difficult to understand that the check result of the entire online check is evaluated 

according to certain rules, based on a decision engine in the embodiments, and according to the 

results of the online check on the text information and the document facial image, and the 

liveness detection result. The rules here may be, for example, setting weights for the check 25 

results and the result of liveness detection, and the like.  

[199] In addition, in the present embodiment, while the front camera is used to collect a facial 

image in the step 320, the rear camera continues to collect one or more background images 

(referred to as second background images). Correspondingly, to further improve the accuracy of 

verifying whether the identity document image and the background image are from the same 30 

photographing scene, the identity document image, the first background image, and a second 

background image may be compared based on position information of the gyroscope when 

collecting the identity document image, the first background image, and the second background 

image, to determine the first verification result, wherein the first verification result is used to 

represent a probability at which the identity document image, the first background image, and the 35 
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second background image are from the same photographing scene. 

[200] It should be noted that, on the basis of Embodiment 1, the embodiments of the present 

specification introduce the facial image of the document-holding person collected on site and 
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document facial image, the facial image of the document-holding person and the facial image 5 

obtained from the online check, and then determine the authenticity of the identity information 

based on the results of the liveness detection and the online check, which can obviate the 

problem of fake identity caused by inconsistency between the identity of the document-holding 

person and the identity proved by the identity document, thereby further increasing the identity 

verification capability.  10 

[201] It should be noted that entities to execute various steps of the methods provided in 

Embodiments 1 and 2 may be the same device, or the methods may be implemented by different 

devices as the execution bodies. For example, the execution body of the step 220 and the step 

240 may be Device 1, and the execution body of the step 260 may be D��
��	  
	 in another 

example, the execution body of the step 220 may be Device 1, and the execution body of the step 15 

240 and the step 260 may be Device 2, etc. 

[202] In addition, for conciseness, the above implementation manners of the methods are all 

described as a combination of a series of actions. However, one of ordinary skill in the art should 

be aware that implementation manners of the present invention are not limited to the described 

orders of the actions. According to the implementation manners of the present invention, some 20 

steps may be executed in other orders or simultaneously. Further, one of ordinary skill in the art 

should also be aware that the implementation manners described in the specification are some 

implementation manners, and the actions involved may not be necessarily required by other 

implementation manners of the present invention.  

[203] Embodiment 3 25 

[204] FIG. 4 is a schematic structural diagram of an identity verification device according to 

Embodiment 3 of the present specification. The device comprises an obtaining unit 41, a first 

verifying unit 42, a second verifying unit 43, and a determining unit 44, wherein 

[205] the obtaining unit 41 is configured to obtain an image of an identity document of a to-be-

verified object
  30 

[206] the first verifying unit 42 is configured to verify a source of the identity document image 

and/or an anti-counterfeiting identifier in the identity document image to obtain a first 

���
�
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[207] the second verifying unit 43 is configured to verify the authenticity of identity 
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[208] the determining unit 44 is configured to determine an identity verification result for the 

to-be-verified object based on the first verification result and the second verification result. 

[209] The working principles of various functional modules in this embodiment will be 

described below in an exemplary manner.  

[210] The implementation manner of the obtaining unit 41 may be:  5 

[211] collecting an image of an identity document of a to-be-verified object on site,  

[212] alternatively,  

[213] obtaining an image of an identity document of a to-be-verified object that has been 

collected in advance. 

[214] The implementation manner of the first verifying unit 42 may be: 10 

[215] determining an anti-counterfeiting identifier in an identity document corresponding to a 

����	 ��	 ���	 
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��	 the anti-counterfeiting identifier in the 

identity document image based on the determined anti-counterfeiting identifier, and obtaining a 

first verification result based on a result of the verification, the first verification result being used 
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[216] here, the anti-counterfeiting identifier comprises at least one of watermark text, micro-

text, shading lines, gravure printing, color cast, anti-counterfeiting secret marks, and fonts. 

[217] The implementation manner of the first verifying unit 42 may further include: performing 

first verification on the identity document image to determine a probability at which the identity 

��������	
����	
�	����	������	��
��
  20 

[218] performing second verification on the identity document image to determine a probability 

��	��
��	���	
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[219] and determining a probability at which the identity document image is from a physical 

document based on the probability at which the identity document image is from screen print and 

the probability at which the identity document image is from a copy. 25 

[220] Here, the first verification comprises:  

[221] based on a pre-determined particular feature, performing feature detection on a document 

���
��	���!��	�	�����	��	���	
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��	��������	
����
  

[222] wherein the document region is the region of the identity document corresponding to the 

identity document image.  30 

[223] The second verification comprises:  

[224] based on a pixel-level feature corresponding to a black and white copy and/or a color 

copy, performing feature detection on image data of the identity document image.  

[225] Image data of the identity document image is analyzed to determine a first verification 

result, the first verification result being used to represent a probability at which the identity 35 
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document image is from a physical document. 

[226] Image recognition processing is performed on the image data of an individual image 

frame 
�	 ���	 
����
��	��������	 
����
	��������
�����	differencing processing may be performed 

on image data of at least two types of images of the identity document to obta
�	
����	�
��������
	

and the image difference is used as an input to a pre-established classification model, wherein the 5 

at least two types of images of the identity document may include different types of images 

collected under different photographing conditions, for example, a type of images collected in a 

natural light condition and a type of images collected with a flashlight, or types of images 

collected with different exposures. 

[227] An anti-counterfeiting identifier in an identity document corresponding to the type of the 10 
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	the anti-counterfeiting identifier in the identity document 

image is verified based on the determined anti-counterfeiting identifier, and a probability at 

which the identity document image passes verification is determined according to a result of the 

verification of the anti-counterfeiting identifier
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analyzed, and a probability at which the identity document image is from a physical document is 15 

determined
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identity document image passes verification and the probability at which the identity document 

image is from a physical document. 

[228] The verifying whether the identity document image and a first background image 

collected on site in advance are from the same photographing scene to obtain a first verification 20 

result may, for example, comprise:  

[229] comparing a background region in the identity document image with the first background 

image collected on site in advance to obtain an overlapping degree between the identity 
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[230] determining the first verification result based on the overlapping degree, the first 25 

verification result being used to represent a probability at which the identity document image and 

the first background image are from the same photographing scene,  

[231] wherein the background region is the region beyond the region of the identity document 

in the identity document image. 

[232] Here, the comparing a background region with the first background image collected on 30 

site in advance comprises:  

[233] comparing the background region with the first background image based on first position 

information of a gyroscope when collecting the identity document image and second position 

information of the gyroscope when collecting the first background image. 

[234] In another example, when a facial image of a document-holding person is collected on 35 
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site, a second background image is c��������
 

[235] wherein the verifying whether the identity document image and a first background image 

collected on site in advance are from the same photographing scene to obtain a first verification 

result comprises: 

[236] comparing the identity document image, the first background image, and the second 5 

background image based on position information of the gyroscope when collecting the identity 

document image, the first background image, and the second background image, to determine the 

first verification result,  

[237] wherein the first verification result is used to represent a probability at which the identity 

document image, the first background image, and the second background image are from the 10 

same photographing scene. 

[238] The implementation manner of functions of the second verifying unit 43 may be: 

[239] performing online check on identity information in the identity document image, and 

determining the authenticity of the identity information according to a result of the online check, 

wherein online check may be performed on text information and a document facial image in the 15 

identity information, respectively. 

[240] The implementation manner of functions of the determining unit 44 may be:  

[241] if the second verification result is failure, determining that the identity verification result 

is failure
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alternatively, if the second verification result is successful, determining whether the identity 

verification result is successful based on the first verification result. 

[242] Therefore, the embodiments of the present invention perform verification on the source, 

anti-counterfeiting identifier and identity information of the identity document image, and can 

effectively solve the problems of document content forgery, document re-make, and the like 25 

without using a professional authorization machine, thereby providing an identity verification 

capability that meets a required security level for online handling of business.  

[243] Embodiment 4 

[244] FIG. 5 is a schematic structural diagram of an identity verification device according to 

Embodiment 4 of the present specification. Referring to FIG. 5, the device comprises an 30 

obtaining unit 51, a collecting unit 52, a first verifying unit 53, a second verifying unit 54, and a 

determining unit 55,  

[245] wherein the obtaining unit 51 and the first verifying unit 53 are correspondingly similar to 

the obtaining unit 41 and the first verifying unit 42 in Embodiment 3, respectively, the 

description of which, therefore, will not be repeated herein. 35 
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[246] In addition to Embodiment 3, in the present embodiment,  

[247] the collecting unit 52 is configured to collect a facial image of a document-holding person 

��	�
��
	 

[248] and the second verifying unit 54 is configured to perform cross-verification on the 

document facial image in the identity information, the facial image of the document-holding 5 

person and the facial image obtained from the online check. 

[249] The second verifying unit 54 is further configured to perform liveness detection based on 

the facial image of the document-holding person ��	 ����
�	 �	 �
������	 ������
��	 ������
	 ���	

determine the authenticity of the identity information based on the result of the online check and 

the liveness detection result.  10 

[250] Therefore, on the basis of Embodiment 3, the embodiments of the present specification 

introduce the facial image of the document-holding person collected on site and perform liveness 
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image, the facial image of the document-holding person and the facial image obtained from the 

online check, and then determine the authenticity of the identity information based on the results 15 

of the liveness detection and the online check, which can obviate the problem of inconsistency 

between the identity of the document-holding person and the identity proved by the identity 

document, thereby further increasing the identity verification capability.  

[251] Since the above device implementation manners are substantially similar to the method 

implementation manners, the description of the above device implementation manners is 20 

relatively concise, and the relevant parts of the method implementation manners may be 

referenced.  

[252] It should be noted that, with regard to the components of the device of the present 

invention, the components may be divided logically according to functions to be achieved 

thereby. However, the present invention is not limited thereto, and the components may be 25 

divided in different ways or combined as needed.  

[253] Embodiment 5 

[254] FIG. 6 is a schematic structural diagram of an electronic device according to Embodiment 

5 of the present specification. Referring to FIG. 6, the electronic device comprises a processor, an 

internal bus, a network interface, an internal memory, and a non-volatile memory, and may also 30 

comprise hardware required by other business. The processor reads corresponding computer 

programs from the non-volatile memory into the internal memory, and then executes the 

computer programs to form an identity verification device on the logical level. In addition to the 

software implementation manner, the present specification does not exclude other 

implementation manners, such as logic devices or a manner in which software and hardware are 35 
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combined, etc. In other words, the execution body of the following processing flow is not limited 

to various logic units and may also be hardware or logic devices.   

[255] The network interface, the processor and the memory may be connected to each other via 

a bus system. The bus may be an Industry Standard Architecture (ISA) bus, a Peripheral 

Component Interconnect (PCI) bus, or an Extended Industry Standard Architecture (EISA) bus. 5 

The bus may be divided into an address bus, a data bus, a control bus, and the like. For 

convenience of description, a two-way arrow is used in FIG. 6 to represent the bus, which does 

not indicate that there is only one bus or one type of buses. 

[256] The memory is used for storing programs. For example, the programs may comprise 

program code, and the program code comprises computer operation instructions. The memory 10 

may comprise a read-only memory and a Random-Access Memory (RAM), and provide 

instructions and data to the processor. The memory may comprise high-speed RAM or may 

further comprise a non-volatile memory, such as at least one magnetic disk memory.  

[257] The processor is configured to execute the programs stored in the memory and execute, 

for example,  15 

[258] obtaining at least one document image of a to-be-verified document
 

[259] verifying the document image to determine a probability at which the document image is 
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[260] obtaining a verification result for the to-be-verified document based on the probability at 
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[261] alternatively, 

[262] obtaining at least one document image of a to-be-verified document
 

[263] verifying the document image to determine a probability at which the document image is 

����	�	����
	��� 

[264] obtaining a verification result for the to-be-verified document based on the probability at 25 

which the ��������	
����	
�	����	�	����
 

[265] alternatively, 

[266] obtaining at least one document image of a to-be-verified document
 

[267] verifying the at least one document image to determine a probability at which the 

document image is from screen print and a probability at which the document image is from a 30 

����
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[268] obtaining a verification result for the to-be-verified document based on the probability at 

which the document image is from screen print and the probability at which the document image 
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[269] alternatively, 35 
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[270] obtaining a document image of a to-be-verified document
	��� 

[271] verifying whether the document image and a first background image collected on site in 

advance are from the same photographing scene, to obtain a verification result for the to-be-

verified document
 

[272] alternatively, 5 

[273] obtaining a document image of a to-be-verified document
	 

[274] verifying a source of the document image and/or an anti-counterfeiting identifier in the 
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[275] determining a verification result for the to-be-verified document based on the first 
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�
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��	������
 10 

[276] alternatively, 

[277] on the basis of the above several evidence verification solutions, verifying the 

authenticity of identity information in the identity document image to obtain a second 
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�
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��	������
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[278] determining an identity verification result for the to-be-verified object corresponding to 15 

the to-be-verified document based on the verification result for the to-be-verified document and 

the second verification result. 

[279] The method implemented by the identity verification device disclosed by the 

embodiments as shown in FIGS. 2-5 of the present specification or a Master node may be applied 

to a process or may be implemented by the processor. The processor may be an integrated circuit 20 

chip with signal processing capabilities. In an implementation process, the steps of the above 

method may be carried out by an integrated logic circuit of the hardware or instructions in the 

form of software in the processor. The above processor may be a general processor, including a 

Central Processing Unit (CPU), a Network Processor (NP), a Digital Signal Processor (DSP), an 

Application Specific Integrated Circuit (ASIC), a Field-Programmable Gate Array (FPGA), or 25 

other programmable logic devices, discrete gates or transistor logic devices, and discrete 

hardware components, which can implement or execute the methods, steps, and logic block 

diagrams disclosed in the embodiments of the present specification. The general processor may 

be a micro-processor or the processor may also be any conventional processor. Steps of the 

method disclosed with reference to the embodiments of the present specification may be directly 30 

executed and completed by a hardware decoding processor or executed and completed by a 

combination of hardware and software modules in a decoding processor. The software modules 

may be disposed in a mature storage medium in the art, such as a random memory, a flash 

memory, a read-only memory, a programmable read-only memory, or an electrically erasable 

programmable memory, a register and the like. The storage medium is disposed in the memory, 35 
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and the processor reads information in the memory and completes the steps of the above methods 

in combination with the hardware thereof.  

[280] The identity verification device may further implement the method as shown in FIG. 2 or 

FIG. 3, and implement the method executed by the Master node. 

[281] Embodiment 6 5 

[282] On the basis of the same invention, embodiments of the present specification further 

provide a computer readable storage medium, the computer readable storage medium storing one 

or more programs, and when executed by an electronic device comprising a plurality of APPs, 

the one or more programs cause the electronic device to implement the identity verification 

methods according to Embodiments 1 and 2. 10 

[283] Particular embodiments of the present specification are described above. Other 

embodiments fall within the scope of the appended claims. In some situations, actions or steps 

stated in the claims may be executed in an order different from those in the embodiments and 

may still achieve the desired results. In addition, the process depicted in the accompanying 

drawings may not necessarily require the illustrated particular order or continuous order to 15 

achieve the desired results. In some implementation manners, multi-task processing and parallel 

processing may be feasible or may be beneficial.  

[284] One of ordinary skill in the art should understand that the embodiments of the present 

invention may be provided as a method, a system, or a computer program product. Therefore, the 

present invention may be implemented as a complete hardware embodiment, a complete software 20 

embodiment, or an embodiment combining software and hardware. Moreover, the present 

invention may be in the form of a computer program product implemented on one or more 

computer usable storage media (including, but not limited to, a magnetic disk memory, CD-

ROM, an optical memory, etc.) comprising computer usable program codes. 

[285] The present invention is described with reference to flowcharts and/or block diagrams of 25 

the method, device (system), and computer program product according to the embodiments of the 

present invention. It should be understood that a computer program instruction may be used to 

implement each process and/or block in the flowcharts and/or block diagrams and a combination 

of processes and/or blocks in the flowcharts and/or block diagrams. These computer program 

instructions may be provided for a general-purpose computer, a special-purpose computer, an 30 

embedded processor, or a processor of other programmable data processing devices to generate a 

machine, causing the instructions executed by a computer or a processor of other programmable 

data processing devices to generate an apparatus for implementing a function specified in one or 

more processes in the flowcharts and/or in one or more blocks in the block diagrams. 

[286] These computer program instructions may also be stored in a computer readable memory 35 
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that can instruct a computer or other programmable data processing devices to work in a 

particular manner, causing the instructions stored in the computer readable memory to generate a 

manufactured article that includes an instruction apparatus. The instruction apparatus implements 

a function specified in one or more processes in the flowcharts and/or in one or more blocks in 

the block diagrams. 5 

[287] These computer program instructions may also be loaded onto a computer or other 

programmable data processing devices, causing a series of operational steps to be performed on 

the computer or other programmable devices, thereby generating computer-implemented 

processing. Therefore, the instructions executed on the computer or other programmable devices 

provide steps for implementing a function described in one or more processes in the flowcharts 10 

and/or in one or more blocks in the block diagrams. 

[288] In a typical configuration, the computation device includes one or more processors 

(CPUs), input/output interfaces, network interfaces, and a memory.  

[289] The memory may include computer readable media, such as a volatile memory, a 

Random Access Memory (RAM), and/or a non-volatile memory, e.g., a Read-Only Memory 15 

(ROM) or a flash RAM. The memory is an example of a computer readable medium. 

[290] Computer readable media include permanent, volatile, mobile, and immobile media, 

which can implement information storage through any method or technology. The information 

may be computer readable instructions, data structures, program modules, or other data. 

Examples of storage media of computers include, but are not limited to, Phase-change Random 20 

Access Memories (PRAMs), Static Random Access Memories (SRAMs), Dynamic Random 

Access Memories (DRAMs), other types of Random Access Memories (RAMs), Read-Only 

Memories (ROMs), Electrically Erasable Programmable Read-Only Memories (EEPROMs), 

flash memories or other memory technologies, Compact Disk Read-Only Memories (CD-

ROMs), Digital Versatile Discs (DVDs) or other optical memories, magnetic cassettes, magnetic 25 

cassette and disk memories or other magnetic memory devices, or any other non-transmission 

media, which can be used for storing information accessible to a computation device. According 

to the description in the specification, the computer readable media do not include transitory 

media, such as modulated data signals and carriers. 

[291] It should be further noted that the terms of “including,” “comprising,” or any other 30 

variants of the terms are intended to encompass a non-exclusive inclusion, causing a process, 

method, commodity, or device comprising a series of elements to not only comprise these 

elements, but also comprise other elements that are not clearly listed, or further comprise 

elements that are inherent to the process, method, commodity, or device. When there is no further 

restriction, elements described by the statement “comprising one…” does not exclude that a 35 
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process, method, commodity, or device comprising the above elements further comprises 

additional identical elements. 

[292] One of ordinary skill in the art should understand that the embodiments of the present 

application may be provided as a method, a system, or a computer program product. Therefore, 

the present application may be implemented as a complete hardware embodiment, a complete 5 

software embodiment, or an embodiment combining software and hardware. Moreover, the 

present application may be in the form of a computer program product implemented on one or 

more computer usable storage media (including, but not limited to, a magnetic disk memory, CD-

ROM, an optical memory, etc.) comprising computer usable program codes. 

[293] The above-described is embodiments of the present application, which are not used to 10 

limit the present application. To one of ordinary skill in the art, the present application may have 

various modifications and variations. Any modification, equivalent substitution, or improvement 

made within the spirit and principle of the present application shall be encompassed by the 

claims of the present application. 
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CLAIMS 

1. A computer-implemented document verification method, comprising:  

obtaining an image of a to-be-verified document; 

providing the image as input to a trained classification model; 

obtaining an output of the trained classification model, wherein the output represents a 

probability at which the image passes an anti-counterfeiting identifier verification; 

verifying whether an anti-counterfeiting identifier exists in the image based on the 

output of the trained classification model; and 

performing first verification on the image to determine a probability at which the image 

is from a screen print;  

performing second verification on the image to determine a probability at which the 

image is from a photocopy; 

determining a probability at which the image is from a physical document based on 

the probability at which the image is from a screen print and the probability at which the 

image is from a photocopy; 

verifying a source of the image based on the probability at which the image is from a 

physical document; and 

obtaining a verification result for the to-be-verified document based on the verifying of 

the anti-counterfeiting identifier and the verifying of the source of the image. 

2. The method according to claim 1, wherein verifying whether an anti-counterfeiting 

identifier exists in the image comprises: 

determining a type of anti-counterfeiting identifier corresponding to a type of the to-be-

verified document; and 

determining a probability at which an anti-counterfeiting identifier corresponding to the 

determined type of anti-counterfeiting identifier exists in the image.  

3. The method according to claim 2, wherein the type of anti-counterfeiting identifier 

comprises at least one of watermark text, micro-text, shading lines, gravure printing, color 

cast, anti-counterfeiting secret marks, or fonts. 

4. The method according to claim 1, wherein the verifying a source of the image 

comprises: 

analyzing image data of the image to determine the probability at which the image is 

from a physical document. 

5. The method according to claim 4, wherein the analyzing image data of the image 

comprises: 
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performing image recognition processing on image data of an individual image frame in 

the image; 

or, 

performing differencing processing on image data of at least two types of images in the 

image to obtain image difference; and using the image difference as an input to a pre-

established classification model, the classification model being used to output a verification 

result of the source of the image based on the input image difference.  

6. The method according to claim 1, wherein the verifying whether an anti-

counterfeiting identifier exists in the image comprises: 

determining a type of anti-counterfeiting identifier corresponding to a type of the to-be-

verified document;  

determining a probability at which an anti-counterfeiting identifier corresponding to the 

determined type of anti-counterfeiting identifier exists in the image; and 

wherein obtaining a verification result for the to-be-verified document based on the 

verifying of the anti-counterfeiting identifier and the verifying of the source of the image 

comprises: 

determining the verification result based on an anti-counterfeiting identifier 

corresponding to the determined type of anti-counterfeiting identifier exists in the image and 

the probability at which the image is from a physical document. 

7. The method according to any one of claims 1-6, wherein: 

the to-be-verified document is an identity document of a to-be-verified object; and the 

method further comprises: 

verifying authenticity of identity information in the image of the identify document to 

obtain an authenticity verification result; and 

determining an identity verification result for the to-be-verified object based on the 

verification result for the identity document and the authenticity verification result. 

8. The method according to claim 7, wherein: 

the image of the identity document of the to-be-verified object is collected on site.  

9. The method according to claim 7, wherein: 

the image of the identity document of the to-be-verified object is collected in advance.  

10. The method according to claim 7, wherein the verifying the authenticity of identity 

information in the image of the identify document to obtain an authenticity verification result 

comprises: 



31 

 

performing online check on the identity information in the image of the identify 

document, and determining the authenticity of the identity information according to a result 

of the online check. 

11. The method according to claim 10, wherein the performing online check on the 

identity information in the image of the identify document comprises: 

performing the online check on text information and a facial image in the identity 

information. 

12. The method according to claim 11, wherein, before the performing the online check 

on the facial image in the identity information, the method further comprises: 

collecting a facial image of a document-holding person on site; 

wherein the performing the online check on the facial image in the identity information 

comprises: 

performing cross-verification on the facial image, the facial image of the document-

holding person and a facial image obtained from the online check. 

13. The method according to claim 12, wherein, before the determining the authenticity 

of the identity information, the method further comprises: 

performing liveness detection based on the facial image of the document-holding person 

to obtain a liveness detection result; 

wherein the determining the authenticity of the identity information comprises: 

determining the authenticity of the identity information based on the result of the online 

check and the liveness detection result.  

14. The method according to any one of claims 7-13, wherein the determining an 

identity verification result for the to-be-verified object based on verification result for the 

identity document and the authenticity verification result comprises: 

if the authenticity verification result is failure, determining that the identity verification 

result is failure; 

or, 

if the authenticity verification result is successful, determining whether the identity 

verification result is successful based on the verification result for the identity document. 

15. The method according to any one of claims 7-13, wherein the determining an 

identity verification result for the to-be-verified object based on the verification result for the 

identity document and the authenticity verification result comprises: 
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if the authenticity verification result is successful, determining a probability at which the 

identity verification result is successful based on the verification result for the identity 

document. 

16. An identity verification device, comprising:  

a processor; and 

a memory configured to store computer executable instructions, wherein, when 

executed, the executable instructions cause the processor to execute the following operations 

comprising: 

obtaining an image of a to-be-verified document; 

providing the image as input to a trained classification model; 

obtaining an output of the trained classification model, wherein the output represents 

a probability at which the image passes an anti-counterfeiting identifier verification; 

verifying whether an anti-counterfeiting identifier exists in the image based on the 

output of the trained classification model;  

performing first verification on the image to determine a probability at which the 

image is from a screen print;  

performing second verification on the image to determine a probability at which the 

image is from a photocopy;  

determining a probability at which the image is from a physical document based on 

the probability at which the image is from a screen print and the probability at which the 

image is from a photocopy; 

verifying a source of the image based on the probability at which the image is from a 

physical document; and 

obtaining a verification result for the to-be-verified document based on the verifying 

of the anti-counterfeiting identifier and the verifying of the source of the image.  

17. An identity verification device, comprising:  

a processor; and 

a memory configured to store computer executable instructions, wherein, when 

executed, the executable instructions cause the processor to execute the following operations 

comprising: 

obtaining an image of an identity document of a to-be-verified object; 

verifying a source of the image of the identify document and/or an anti-counterfeiting 

identifier in the image of the identify document to obtain a first verification result, by:  
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receiving a background image; and 

verifying the image of the to-be-verified document based on the background image to 

determine whether the image of the to-be-verified document and the background image are 

from a same photographing scene, by:  

comparing a background region in the image of the to-be-verified document with the 

background image to determine an overlapping degree between the image of the to-be-

verified document and the background image, the background region in the image of the to-

be-verified document being a region outside a region of the to-be-verified document in the 

image; and 

determining whether the image of the to-be-verified document and the background 

image are from the same photographing scene based on the overlapping degree 

wherein comparing a background region in the image of the to-be-verified document 

with the background image to determine an overlapping degree between the image of the to-

be-verified document and the background image comprises: 

comparing the background region in the image of the to-be-verified document with the 

background image based on first position information of a gyroscope of a device when the 

device collects the image of the to-be-verified document and second position information of 

the gyroscope of the device when the device collects the background image. 

 

 

 




