:vwe3eR6TW/1 SECURE PORTABLE EMAI L CLI ENT SYSTEM Field of the Invention
[0001] The present invention generally relates to electronic

comuni cations, and nore particularly to a secure portable email client
system enabling an emai|l user to securgly mani pulate emails both online and
offline with a portable device. Background of the Invention [0002] Flash
menory/ non-vol atil e storage devices such as USB storage devices, SD card,
CF, and MMC have becBk€ EORBABBEEMAML QGEIENTHEEEEMhi cs users because
t hey offer conveni ence for being small in size and being conpatible with
different hosts such as PCs and PDAs. The flash nenory/non-vol atil e storage
devi ces enabl e a user to transfleddditRe BivRAgonli f ferent conputers that are
not ot herwi se connected. Because these devices utilize a non-volatile
solid-state nenory as the storage nedium they do not require noving parts
or a medReMi cal drlihgeprasenhamieghion gencadbyersdatesytodklecironiesemmunigationsprand

rapi dly readin n iting tot nenos v,;. [.000 Emai,l s have heco a part
o our” 1B RRTs by Soed BotfiGe FRRL Hiat R i SRR 4E SRplRENE (b o
a per sonRtureBatipilatcRailk Bath dnding andegLRIwWIR aortebledbviesi ¢ network such as
a local area network or the Internet. This creates problens. For exanple, a
user has to use his owmmn PCto view his saved emails if he travels to a

| ocati on where there is no aﬁﬁ&&ﬁnﬁﬁh@%ﬂ%ﬁﬂ@&h(nfn addition, if a user uses
anot her person's PC to access 0Or°view his enalfs, the emails may be

downl oaded to the PC s nmenory, resulting in conprom sed privacy and

securi t yjood2yr t her Mulkgh methokRbn-90Rtile NHRGE ABics Slithass WRBrasiasd d&HEdsook are
installed in PCs that are so often configured to retrieve enail froma
preset a¥eecaidt CFTansMMC have beqoseanerssad epqre populemneeleritfonias ainers heesssmt , t he
emai | pr tLLn t_he r nfiqgured so tha e pro m i eves
ormi | O Bl eAgiC MR ool SEIPH G BEERRe pHEbuISIE i aRREL Fy
account . suBea®P0s gud iPIPAS. NEh FlasH MBISE/hoMgslatGRstOAgE HERHcE0BabIF dgsen s
difficult. [0004] US 2003/0174167 discloses a system for accessing and
trans portmﬁ%/r Spiacamang dffesaheemepyersdha ane peigtheryase eammectedt Beeause Higse

devi ce. LEi L ¥ i i | e, menory
dovi o tR10Es JREGL o il gl St Bl ARGonY B4 O SRR Fdud. BB BTM5: O

sim | ar mpquite mevthgaparesn®d 4 mrichgrieahdrbe mbdianishe i Rctsipdday, steanltiag iows a
user to view, send and save enmails via the portable nenory device connected
to a PC}n¢Wémﬂa§E?%g@Em§§§?€ﬁ$5H@F@§§%§y1he i ssues of conveni ence, but has
its dra s. For . , i o ist=Tol t o t her
per son ﬁ?gﬁkaccesg?ﬁéﬁ?ﬁt%ggéggeg#%?{s onlﬁﬁg ggkggﬁfégﬁgﬁg 3M§§§F%§£if t he
anot her gesmsa@hrdgeirenifiwbise affa peasddal ngmpiter P(Ssthatr id cohnddiel toser elsctemed |

account. [0005] Therefore, there is. an inperat.ive need.to have a portable
e | s yASTURHSE S0 IPeR) Gt BE VB PRURTSEER | (5 Paln IR droraBlta, |'s
Thi's i nvenbkl pik (53¢ Rislofm BOSviBRAMs BYedbRGIOE hB%adels REHMRARA WRAE thepdTRI |

client system Qher advantages of this invention will be apparent with

r ef er endié np gceehgtodenetivodd lnaslditiopt if ervserSsasranofhayfpetson’s| By toaccess dr 806] The
present J.nyention proyides,a .secur ortable email client .system for

Enai | ngvasatre SR8 08 REAPRiIai B he PE SR FhE M SRR | n one
enbodi MBgHvasy atd@chii§s Fithbmy@8idudient dotdl SIBEMNE REK halli@oSITBOI CK®Qmn

system conpri ses atgortable devi ce capabl e of connecting to and being
renoved instaihgdain RGetteatrae speben gonfigared tatrefricye emaid ipma pesseirascowits dbbe emi |
client pro preLnstal. int [ I evice. Th [ nt i nvention
Fur ¢ ner Brau Aol Rl Mok JRERE R AL AEGP R R ERERL R ey

( SAK) f aecqufipgrengor st the Peogtarmi rbirieads @naibfdmatht ius@’ s aayil ptuacinsedd of N one
embodi ment of the present invention, the secure portable email client
programthadGs ewrgdts emallcansprat. oRecorfigaing Hisepfoagrgp esetlingseepn he din¢inused
area Of(&ﬂﬁnﬂﬂ%%ﬁ@hﬁﬁgﬁyice and another is hard-coded in the program

t her eby en tHe programstarts, the programw || conpare the pre-stored
SAK i n t[phendunused @S 08/Q1741 62 disaldsesod egistEAKIdr amestiag padgtrampetiidrat t he

secure rtable email. cl.ient program.s, anti-piracy. 007] Accordingly,
e ob] GTSHPBI TR RENSRUEITE, 0 SRLFBR (PE HE770h 41 e a NS DeaTGabel y
mani pul a&i@d@s@wﬁaﬁegﬁgﬁmg AYorfaB RISy Hevice ARk Y4 BPhbiade ey dohfitibf RECKI Ng

or editing) in a portable device.




[ 0008] The objectives and advantages of the invention wll beconme apparent
fromthe follow ng detailed description of preferred enbodi nents thereof in
connection with the acconpanyi ng draw ngs. 3 Brief Description of the
Drawi ngs [0009] Preferred enbodi nents 2glccor ding to the present invention

wi |l now be described with reference t© the Figures, in which |ike
reference nunmerals denote |ike elements. [0010] FIG1 is an illustrative

di agr amasPowiigng USihpord og eisnitas novs ead ke eemali frogiing pe thay sheedis¢laseglcwysietrance

with present invention e S _an_auth org, user to secu

et ool SRS AU Boi s R S it PR B B e G SRR ¥ ) i
2 is an Q.| vied digdlbsed selbafr A s Whd Bsiieslof Rbihica b Nhadts dawbavker Face

bet ween a host PC and a portable device. [0012] FIG 3 depicts utilization

of a norex¢wpke theedipdenseysystar dges ngt preyerf dnathsr pmomfr@rrag@em%thecﬁﬁse one is

a used %%Igd?]t aor}ldthgg)?ﬁ@ﬁ e @tmt 8&9@%@'% angl%%f LCIF b&ig s %ra'b foy ha%'ﬁ [ €S

certaln at ur es e secu por e enal C| I en em In OI’ dance

Wit h t heapsweseof thenery ¢mdll adcdGdtd] FIG 5 i s a flow chart show ng
utilization of software authentication key protect jntellectual property

of the J98te por tlsredorsnere lé|ainémpe&tlagpa¢ﬁ tO[mga]pOﬁ@@e@m%l st har t
show ng 4 H@i‘ﬂ V. of one
enbodi ma(r%l{l o %ea%%g@e%cm vgnatnlq%gf fol[rg%lég?g{él ghﬁf‘;nﬁzéhtg)ﬁ]fé %%/}v?egﬁgrs }t%&? enmai |
dat abaséycdisgiogsg aaaclry pmblefemzh] ciiena sgiktempr@ther advaatges dbathieinmentivrone
enbodi m&*lsi1 of the rese i nventi [0017 FIG7b is a flow chart of enail
dat abas & Udsspaash ‘ﬁlﬂbff %\98’9“6? they ﬁ‘lk?édi&ﬁcd Iti8Apr essi on in accordance with
one enbodi nent of the present invention. [0018] FIG8a is a flow chart of
emai | database encryption by way of downl oadand-encrypt in accordance with
one enbodi nent of the presentSummany phHthe Ip®&itéin FI G 8b is a flow chart of
emai | dat abase encryption by way of click-andencrypt in accordance with one
enbodi ment of the present invention.

[0006] The present invention provides a secure portable email client system for
enabling an email user to manipulate emails both online and offline. In one embodiment
of the present invention, the secure portable email client system comprises a portable
device capable of connecting to and being removed from an external host via an interface,
and a secure portable email client program preinstalled in the portable device. The present
invention further provides that the program includes a Software Authentication Key (SAK)
for program run time verification and anti-piracy protection. In one embodiment of the
present invention, the secure portable email client program has at least two copies of the
SAK, one is pre-stored in an unused area of the portable device and another is hard-coded
in the program; thereby when the program starts, the program will compare the pre-stored
SAK in the unused area with the hard-coded SAK from the program so that the secure
portable email client program is anti-piracy.

[0007] Accordingly, one objective of the present invention is to enable a user to
securely manipulate emails both online (sending or receiving) and offline (checking or
editing) in a portable device.

[0008] The objectives and advantages of the invention will become apparent from
the following detailed description of preferred embodiments thereof in connection with the

accompanying drawings.




[0020] FIG 9 shows the configuration of the aforenentioned features in the
secure portable email client systemillustrating the relations anong the
features. Detail ed Description of the Invention [0021] The present

i nvention may be understood nore readi#é by reference to the follow ng
detail ed description of certain enbodirents of the invention. 4 [0022]
Throughout this application, where publications are referenced, the

di scl osures of these publ i Baief DescriptionhefithpPrawingspor at ed by reference, in
their entireties, into this application in order to nore fully describe the

state of_art to jch this invention pertains. [0023]. The. present invention
provi des[°®9 ecur \éwBﬁSgErﬁgl enbodiments| aegprding &g zi?'ﬁ %Wﬁ?nt]p‘%?ﬂq?g‘swa DAWRPS user
Wi th botRsapieRitRNeRéRd B akd Hifites, THSWRBRUIR REERR! QuRdBis! deébbicehike Syst em

conprises a portable device 205 and a secure portable email client program
resi di nglémenthe portabl e device discussed in detail hereinafter. As shown

in FIG e sec ortable email. cliepnt system enabl es enwi l,. user to
Socar o NN or o8 PR St SriE dhatah Shor bR E00e ol el abr e
devi ce \gly&tgmt i@ cesrhhcePWHlg pRREAtSnEAfBR Cheled £h ARHomRAtentdHl Wer BN%chREAL | ON.

[ 0024] G 2 depicts a typical comunication interface between a host PC
200 and m¥Ep@aterasildogeonls apd viflivp avithaynaateble dé@igece 205 conprises a menory

control | 02, a - PC e 201, -V ilelfl. 204,
and an 1008 ace- 205 bl LI FHE Hibebiy nuRRg Y Riblss Sl THERRYe
non- vol deth@nfd lashPOea®aporMe ddviee.host PC interface 201 between the host

PC and the portabl e device m ght be USB, CF, SD, etc. The host PCis
denot ed ¥R any exiler hdepigtsdtilipgion ofe prvelplile meperydhaijsdiddsd mEptvext er nal

host in e i,cal devices that have
functi ogsg&g ﬁoﬁg%n?b&%ﬁggbgpﬁésﬁ%hﬁ?% erstrélg%éato FIG 3, there is
provi dedoomsy e det &HIlGs4 Brdefiit sunireatines ¢artah fdatirtd afsthe saEy or2Bk. enddikclient

non-vol atil e/ fl ash mam)r%et' s logically divided into two storage | ocations:
one is CHFFRJDEROTIANCE VahdhP Besri AREUHPe system area 300 and anot her the
unused 301. | : 3 |l e
ormi | ol oal pr ogr ag 305 o e R B B o A as
FAT, FATS8atectNmeBectadlpropriysdithd scaielpertbidle eopil clipatgtregramr del ete fil es at

t he used _storage | g"aélon Th usgr [ afl so abl e t}) f'ﬁ,r mat . this ed nmenory
area. THR'Led st JHSgR 1 dEQY PAhEeWIGR _W}%IHF@%"’E‘ cWeﬁéo%g_mgﬂ%I“}_BA
access. a'cBorﬁQﬁUervﬁﬁ{onééiﬁbdﬂ%&%%f%eﬁ%e&%in‘v&tﬂfr@d to store security

information 303 such as user profiles and password, SMIP/ POP3 Iol%i n nane
and pasdoiell, cryptlegtaishai ffok elart ef emaihdatebase campoassiao byssan of dicksindr ea

w t hout specific con('{rand % WL /ﬁ?rasgég gr mat tthi S grea. The unused

st or age FOPATT Sh2 {5 Bpeet ioeeswﬁg TSPt Ay BESHAS0Hs to this area. Note
that thqosepure pAEIGAIY B LM@Y Chat bR&thaiPiAREcSMBrdssiof BF WA9bfidowaiad- ar ea
300 of the portable device 205 so as to _enable a user to | aunch/execute the
pr ogr amdnd-canpsessios s peqerdagae with ope Rewogiareat of the ppserfriBYando® is able 5 to
access/rgt i eve s ! i r i 3;direc 1 rea 301
by usi ng[&besLdor s%gcezi:’ %% }és écg{’r‘%ac%s _o??g%gdag%a% %.ch:{étéo(%lgﬂ@;maé?'é?g? a’gleo?l ain

f eat ur esandfentiiPt Berusan@ wislbbee @nbddiment offite Preaat Rivedibh. i n accordance with
enbodi nent of the present invention, [0027] 1. Vendor specific command
access 40019} 0028] FiFeShirua 88w thagplrmmal Jatabasa eneryptien Bypyayyfelick-agdor e

secur | %gk%ﬁ{n%%&ﬂgn&%ﬁ frte CIH iﬁgﬁtbgfiﬂgig%ljg%n(t: Hﬁfgﬁticﬁ{ ofile and password,

SMIP/ P nane and password, crypto y, etc. The secure
port abl qoeoni | cl KG9 phicvgy thenc32gursticnbdfehe aforarentndd feasyrecinf the seammerands

w th predefjned physical nenory address at unuse rea to perform
read/ wr iﬂoéga@re&g@%d%‘@?“astyﬁtﬁm lﬁ%ﬁé@gg@ﬁ’iefa}lop?l?rﬁip%g?g?ﬁw@s'encr ypt ed before
stored into unused area so as to enhance the security |evel of the secure

portable email client system
Detailed Description of the Invention

[0021] The present invention may be understood more readily by reference to the

following detailed description of certain embodiments of the invention.




[0029] 2. Software Authentication Key (SAK) 402 [0030] The software

aut hentication key (SAK) is used to protect the intellectual property of
the secure portable enmail client program 302. The SAK has duo functions.
One is to make sure that a user is only able to execute/launch the secure
portable email client program 302 fronfan authenticated portable device
that has preinstalled the program 320 by the manufacturer. Another is to
make surl@022hat durfhrguglmat pthagraplieation; i weerpr pddisstionharpoefeatriceddéhvd ce i s
al ways cgpnnect ed ac ter because.the program302 w.l |, continuously
check t h(gscgﬁgri’srogt &ﬁ‘?sﬁé’ uﬁﬁ%ﬁ’éﬂs 8% eru§y0 Tcopﬂ‘?gat?f?bﬁ f e(f%eﬁf by ati‘eélbgﬁltr%?ﬁe/ st op

i f the userthisaipbEcdtionih Beer fo ifdvee RAK BREEABY sG> of 4t @NWhieRBas id®AfiorPf t he
present invention, the secure portable email client programutilizes only
one SAK HSHEINGi t h two copies: one is preinstalled into the unused nenory
area of porta i ' ther.is hards;c {:nt.o rogram
itsel f. [ké;h\?\/! FI G g[L hgh%\%és/eng rP’Ie:()}l\t}v!)ll(l: ﬁgo?{?&’eosfa %.I ‘M5 04 a?)})engrggﬁitckgﬁgx&%&o&ﬁfot ect

i ntel | eqirovidepwpaiil usef withebosie eoiveniaict abll e@ify.| Tkl seblireop@bRNemalhen t he
program 302 starts 500, it retrieves the SAK 510 fromthe_unused area 301,
and’ t herfligBhiyateascqmpres i POReblsaleyics 348 ané agcuir PRITADIE KB BigRERIOEES! t 0
check Wheliile ihifie bBiubIE YEdcSschisicah idbhrethindineat Shou R YEHIGAK e
valid, it cofitinues to execute nmain prograns | ncluding processes 570. After
t he pr ogeeurefponhbleesnailldicnh ey gem easisles an keinailiusér wosteulely manipnthtdEMailBack to
step 52Q, if the retrieved the SAK is invalid, the programw,/|

aut omat i O P@hr@eﬁl@@?ﬁmﬁeﬂs pRhatihe partale dpace,with Ay emeibprogeanis gonperied
conput ery, 340 hodi AR af {ion of the portable device with the conputer is
det ect ec}? fhﬁeopr ogr an?v[glﬁﬁ stop 560 6 to an end 580. If the connection of
t he port[ed24e devi d8Gv} ddpidthe typoegh vommuniatied sxtdréde betveepadgstaht 200 hnd

retrieve, the SAK fr.o e. unused area. 3Ql _and conpare the retrje SAK

W th ¢ nathAPHR EHOT Y AC SRBIRGERSE 208 COBRRSTG: ieriad saetolle SPhet sak i s
val i d, tenpt hte@iQRWAM Wohlvol@ildNashshe&Ron304286h SRS R 20 BREweheRs - | f
the SAK is invalid, then the programw || "go fo step 560 and the subsequent

steps. [M@BA)y @ntroler20Rcwd she @onvolatile4lash neoRE] 20 Phehen PCiinteciged 2@ccess

to email,_ dat abas ecial | ogi n nessage b i p up -hef.or ser is
bl ot o 5bRBIRS Bouber RRELE pon@e UelREERHE TS,y 8Py AR ERATRC o n
the userdea6@eIsr &BNEYtOnaMBIN F6t0he PortableARJice Avh&BRIMAe iRtdThdP Host BRIded he
secure portable email client program 302 starts 600, the user will be asked
whet her anfi@ewsonad campuier of dnyelecdeal devired thatgmye fynctiosesimtleviorthe BCno, t he
user w | aske rofile.620 by keying.i new user
name 62880 o o SrEiFE friGen 6l BgobidRe e tert Wi lle BB 1r

conf i r matolile/68sh mémeryp2efr ahe WohlvoldideRash@thery ishegicalss dbrdial iaxetwat ched.
I f the passwords, are matched, the user will he asked whether he wi shes to
conf i r mStesags lesationy: epsvis Galisd the ysqd aeastandard filery stsasarge AOQ and anokhsr thiat ched,
Lhe useryiihdd aRE FI0USAL Gtkd ek B00 B RS WL thAGRUR, Boab1BRfsil! ekt P
624, if the user does not wsh to create a new user profile the program

wi | | compeograma302eand d&aBOfilek fwithhetandast filsl fohest sich as BATe FAT32yWNUES8setpr af i | e,

the programw ]| encrypt the user nane and password 625 . The encrypted user
name and'Spa$ $W6rie SRy, Pae %t%_#’é‘ijﬁ]@?@tr@f’ usetbsiores gatitho e useels lal.% ®Then
- the progpamnitlthis38ed MelddPy TRID "ﬁfé{l?ﬁ%ﬂ sftdeelbcith BRAY ﬁalp&fdtré’sglsﬁclf:é?' !

client program Back to step 610, there is an existrng user pro e at
unused rEABrandabBa, atdess.prlomgeentrast,| ther eused\aeed 301 sis arsed tenstorepsaedriiser

d 11 th d _Then.th il ]
o T equaRRRNEt S Fiethr uitiop e ol Do SR o QP 3 i (G Ficbe
encrypt gdsfidkd, IHPtdUAMIA W btk CRNREBF Barfhibp abRs 80 Ghi¥Piredl vHERL SddEiand

password with the stored ones to check whether there is a match 616. |f
t her e i sonunanst oh wide/arsse/fommeatcthisr gyeeedllus enusednsioragd lpeatimohes sweckia he

d L K ' ' d
passvor gt Bachrn s il S b e Byl Bodle R REEP AR o o

bet ween 32eiserRsidy® e tséth efeaBOTE oA HE PRrEHIO HElivé RS tsBeassioosbiOnager the
programw |l go to the main screen 617 of the secure portable email client

pr ogr amlaygchexeqyie thespgrampingost pységme Ontthe Rther hendy ithsgpragram B2 saibke t 0 an
end 630. 7 [0034] 4. Proprietary database with conpression and encryption
enhancenent 404 [0035] The secure portable email client program 302 of the
present invention provides a proprietary database systemto define how
emai | body, email attachnent, and email records are stored. It is noted
that one of the disadvantages of using portable device is the limted
capacity. Hence, conpression nmethodol ogy is deployed to reduce the size of
emai | database system Exenplary applications of the conpression to the

o, o o o, o o o 1 o~ o 1 7~ =1 N o




8 fields remain unconpressed. If the conpression ratio is acceptable, then
the programw || replace the conpressed enail and its attachnment into the
dat abase 717 before the conpression process comes to an end 720. [0038 FIG
7b is a flow chart showi ng the email database conpression by way of

downl oad- and- conpressi on in accor dance®wi t h anot her enbodi ment of the
present invention. After the portable secure enmail client programstarts
750, if ta acegssaotmicve isscurdy enfoematiéin 308 kikreptly droanthei dnusédbacta t3l0d¢ hysesing
settings 752. Then the programw || check whether the auto-conpression
funct i on PEOTGHCH §.°°'infnagﬂ% aut o- conpression function is not on, the program
wi Il dirgedel Y St orgd s & BnabPbP cdritfin 48k @08 8L the3BeurkpottiBle email client

aut o- conpression function is on, the programw || further check whether the
emai | natregren 30anac¢ardarica Witdrenshadomensof thesesent inSdntionf t he enmi | does not

mat ch t iteria, th rogramdirectly stores.it into the database 758.
1 f the gﬁ?ﬁ% mat ches tﬁ\égrgﬁ?f%eﬂfgfcm ac?@?sér@\’m || conpress the enail
fields Qogmg on t hEhdis@lisséd FIRhEMRRRP Aol 301NN ehmoyﬁddow adrel sdcutieck

whet her the conpression ratio is acceptable 756. If the conpression ratio
i s not detsmeten suchrasengnuirgtaingdD, vsermaolilerrad possyrosd, SMAP/POP3 wsarinathen save

it as u [ dinto t abase, 758, |f t rati.o. s. accept e, the
o ooy am A TSEFEAC o ldtrbdife 88 320 Thd Reurt ot GHaltleht BREFRR 302% )
referringld o Jst Geddor spédife céhmapdO@itR prddefih&sis sichemermeiyl addr&k dundsé@n it
continues to check whether this email contains any attachnment 759. If the

emai | ddea teoperiasmy rgpdiwatie/crese aperaton. Theseqyribyindermgtion ie aecrymed before he
email c It 1 t r.ogr i i r.eat hrment
For der TRyt RorMindl 488 A0 o b RIBRS MY ve] RE B FEAR L ABLAE
functi orcliest 9ste61. | f the auto-conpression function is not on, the program

will directly store the gttac nt .into the database 766. If the
aut ocongP¥8Li on i s2-on, st‘%%” ?gg‘nﬁ&mlmorllﬁ%ﬁwﬂé‘@@ whet her the attachnent

mat ches hiyg Cri t erp Jfigvark fauﬂl'éﬁti@atﬁtoﬁ%?g%% QQ%s%go HR»?&'? A BrdldchBl | 2
the programdirectly stores 1t Into the”database .~ I't the attachnent
mat ches prbgertyr of thei eacurehwriablegemaatl vlidrt progrpmeM2. t Tike SAKahdmdint fubcedrds based

on user preferences 763. Then the programw || check whether t ratio is
SCcopt atPiE i e 1 Dk GRS & CTOY SR8 PRt E S0 05 EHEHATPTe el ¢ he
conpr esSilight piBgranfB0 frbRtnSAuRntitatedpSHaNEIAMARAIRS ?@@nstdlfedttﬂ@gfogﬁdnp I'S
acceptable, the programw || store the conpressed attachnent into the

dat abase3206by thheapnisgtuen. wAlnbtheheés ko wiat sare thag dering éherpragramtraoiment s

766. |If theret re ﬁq%e at.tachqents t he grogram t9 wi |l route bacgoio step
759, and"PHEn G0 PPHPRILGRVISE IS $HEYS Epwstgdde 2 somputepocatse By,

di scusseglijiaken@auduslyt RBEK itife SAKNThGmatHeagMiRAt arch BV IO O PrMrh &R1d 770.
[0040 FIG 8a is a flow chart showi ng the email database encc;%r;r)ltl on by way

of cli clkliseautivseivtopif the user daifdiarrdes W the perfable dvige nimeneosmbatkmpnteaiehe
| nventi o APinIBN. 12 b8 8ol S RACHES BOLLADLS LBl (AL Al iy gt am ey
use a passKey and/or “a ‘Cryptographi c Key for e enal atabase encryption.
The passk@)copies: bieisfeéihstaka intcihddinngsd Meinb area bf theysedblealevicegivhilé 0 t he
system by an user; being stored inside the Vendor Specification_ area;

havi ng @\npgklebﬁélae%sgfdeéﬁgﬁo theyprograny tseht Nows. KiGhe shaves sBowsbart phefilization t i ne

to ti : i i f aul: h

oncr ypr 1 SAR T oy InidfL AIRREARALE tht UORE APERE AU M rfiral®, o
used i n When thetprograpr 302esatd $00p itatkeieved the SAdh S &h fionothe anusedeiréa 301, and

confidengial; requiring.the user to key in on the s when the program
starts; BFRICHBPHES &erféawt%g@fwieﬁ APy Ve %e&c&zm%?é&mewswh@ré B¢
advant agegie9tq YaIKNS Jalf 408Y'S irthd REidawW vAld, il EpkiRbds dYexbQuik BfidiSer s

who are a 1e to éﬂoose et her to key |n[§it?$erent crypt ographi c e;l/s for
every pippegranfs ideludingoproeessexcd VYt ddteoithe progranofmisheabll yhaip@cedses, pawikey as
t he cryptographic ) w t herg | royi.ded .a ief.descrjption of .the

1 owenarPiiad BRst SB BRK e ehaR0 R i SHEE a5h SAK T RS shpingfiadunt <
requi r echyidingiRaR$ tdeRBt BRBohndRioROFERNE pyiRiLRsl déife withaRe LHBPREPSHAMIERSCKS
whet her the user wants to use the passkey to encrypt the email 81I. If the
user warrosngcsionoé theporishiesdeaice withethp compuier i detectast, theawregramewidbgek8¢0 f r om
t he unused area 8l 5. Then the program encrypts the enmail fields based on
the user's preferences 816. After that, the programw || encrypt the
attachnment fields based on the user's preferences 817. After all the
encryption, the programw || place the encrypted email and its attachnent
in the database 818, and then cone to an end 820. Now returning to step 81
|, if the user does not want to use the passkey, the user need to enter a
new cryptographic key 812. Then the user will be instructed to reenter the

o o o ~ A I~ —— N g,



[0042] Still referring to FIG 8b, after the programfinishes the enail
fields, then it continues to check whether this email contains any
attachnment 858. If the email does not contain any attachnent, the program
will end 870. If the email contains any attachnent, the programw || first
create an attachment folder 859. Then® he programw || check whether the
auto-encryption function is on 860. If the auto-encryption function is not
on, the tpraagndlB80 [f thdicoreictiyn sf dreepdrtableatelve witntheicotmputelnés diatcadih slee 864.

I f the autoconpression js on, the programw ||l then check whet he e

at t achmenoZaR Wibetrays the Saks framelbe uniivedarea 3L apdhrsmrare) sreﬁwe%éégh the
criteria,; I itA 1 i A f e
ot ach e A S R e S B P vk R b2l g2
Then t hehppogrammwiil igb tenstery f30 ambthetsubehnamn steps.elfdhd Saddisanvalidethes ¢he s

preferences 863, and st t encrypted attachnent into the database 864.
The prOQTF%FP%WW%88}9P$§§1aﬁgﬁletﬁ¥§§%1%8?tét%~re attachments 865. If there are
nore attgghijent s, 3 he preenamRMidohebragse back to step 860, and then go

t hrough all” the subsequent steps of the program as di scussed above. |f

t here i 40088] nor e afa prevent iiegal dvsegsito gmaihdaiabise enspesind logiromeghgdbox will

Send/ Recei ve Emai | 405 044] The secuyr ort emai | cli.enty program 302
oot S aBp b T e B abRog e ta e aRuRge Hore B gy B e e o
emai | prabeap the 848 Ac@ss MBI RBRdolodAP, etc. The programis able to get

aut hentication froman email server so as to send/receive email to/fromthe

emai | sdP@&l. The 4o slyerit i K@ ivdenfthe serare poriebld esnaihelient peogsami 302account
aut henti cat i i.nfornmati h SMIP/ POP3 user. na swor, is
atoreq. i 800, AR GRS BETS TR dilGine RF pRffl BRI 1o
used ar emsweis ndl el wxgr 6fill bbaskedtol créte awely et pyilé 620 berkeyinkdh maiehon i n

t he unused area 301 enhances the security of the enmails. L0045] 6. Disk
Space | et aswe @des follawingowith)a npw RAssweid G4 @as repeaiel|the presword fogr am
302 conpy i i.ndi Cat hspl ' p f the
por t abl Souagradbr $72, TREGFod G Gleck RRUEE Y phesfoRAUL MU AR IS s

i s abl e pgassvedrils eteemhichied)tthd ugee willebeoashed albethes pacdshekhe confirm beoehieta t o
show nenory space igz"rea time" |s to |et %he user kn?g their avajl abl e
menory dIe8kUsSpaEdls 624-nHthe Rassiowss arg ngigmatched thecwssp YAl berequested fkeys
before t; bSinfdabl - Lichgn: W t he
user baslgg ﬂgﬁ%yta ?lrr% dcilrzl t%drc?zgggg*) tgrhgﬂéf ﬁ%%ﬂgg% I'S flf'j}l1 f&)&[@%%égi%]%@*%ackup
Syst em 4@@file0id Progrhm wdt vome porahainded malfl the lusentvishes o area@02 néwruskher

contains a.packup feature to mapnage the backup emajl .fol der (PC hased
backup) TGS GrealapBh L ehey B R CREpERT B0 PErSHOR 641 (0F eRONPIA Bhbkup
system ignfl &@ p%ﬁs%i:dr@ &A1 bR st dr QB € 8ShO In@ed nfRAEdrY RFdaC¥n1! MHRh GRS ;tn’_bgraﬁﬂ hance

emai | dat abase "backup security. [0049] 8. Auto Detect Emmil Setting 408
[ 0050] Twidl gseuhe npon serbére6 Ehaf thesktwa popaldg eaail 30iznpprogiags s Back watter e of

aut odet e@@ etgﬁ%rl .setting in one felnb(gdi rrth of the egr sent inve titon. The
aut o- det®ct "EHEP™S SRFFFHEE PEARGPECA FBWE E Y Shraaits Bosofar fCAFYS check
avai | ablige afgaéd e§c$%p’t@ﬂ us&t hahg and PR&SIOrd $91 BYorH 388 hindd B¥hbAaNarkd 30e
correct setting. us, the user does not need to change email server

set t i ng Bwn|thhpseasvill he reqested ép key wdiy eeer namp §12 ped proygrahdld that will beh to

Lhe cor sl eaet 419 TR R AR UM HRLBL ofBIRY ol eA Sl hAN 581 blago d 0001

9. Multi enall "accodn and'To rs he“secure p e enuil

client priogtencied ohel tohdeclc alpthestsreds hanittl 616f Ifatht®Vis Ag neateisBstween Ccreat e
mul tiple email accounts and folders in one enbodi ment of .the present
i nvent i dhe enyirptgd perngmernd Rasswerdavigh therstoredh aneso the Wil he sesssted Qich as

conpany : %}]&9] . r ichzC :

progr amk%%él,s u%é e useéh‘&}ﬂé?ég@r@%@%ﬂ?%l%#%@% S\t/éi)/S gg%n lgégﬁtdé?ékféﬁgi{ells under
a si ngl ea marh bettaeniie encstpeed uden nacleliahd passwoltewith élie steredlomes, alid @rogam
organi ze emai |l fol ders bas d7 on. his refeli) nces g0053 10. Address

Book/ CorVi&cg° ®18e F@ﬁsiﬂreeﬁh@ <Qldbf secpbi Roriabls il slicat P afr dyfen thedisr

provi desfsHas Bls/HeP 1k G gfo%%ﬁ Wi B6AE bo APERQEB0L Nf Or mati on such as nare,
hand phone nunber, address, etc. In addition, the encryption processes as

di scussed in feature 404 nay be applied to the address book/contact to
enhance security |evel.




12 [0055] Now there is provided one configuration of the aforenentioned
features in accordance with one enbodi nent of the present invention. It is
to be appreciated that the provided configuration is for the purpose of
illustration only. FIG 9 shows the configuration of the aforenmentioned
features in the secure portable email client systemillustrating the

rel ati ons anong the features. The features are nunbered from1 -10
correspqootang to the i tRopridiryclasdast wlibvempreosdo aimt éncdyisionrebancginegt each
arrow are sunmari zed herein. The process 90|l refers to retrieve the SAK
from t hé¥dnused menory area. This process is called by other processes from

tinme to kg to vegi.f e | i t henti c
port abl éb%"gg i ce. %Hee %erc g%:é%&%g%%@&e@éa% Jggéla%e%«%?g rtﬁéjggésiglﬁ? ftnﬁgn%dﬁt em
Bot h t heprevidesd pripeictrayrdatabate pastekety drfiae hewr énpaibtlodyr, ematlreétacimusedantenor y
area. The process 903 decrypts e userpane.and passkey .retrieyed f.romthe
nused (ERUFSaRa TG ol st 5t PanoL PR Bt SEIsPEP I Bodtiar « ne
data retjg ﬁﬁ?’lﬁﬁ'itécf &Bhéi@g 19&Hca rés3ich! rﬁ&ﬁédcﬁ@g}nﬁ depl EERIRERthdgiosPr essed

automatically. The process 905 refers to that " the data retrieved fromthe

dat abasemail datataee systimg Eseoplagt epblicaticiscfithe ecnprgssiomta thalempail dptabags ocess

or ogr amsy o L T S 198774 S850R Bl RETE hefinePlt o FECLUBFGafoH '
setting.q]dBRhAAGE DS I9A8naEhIdoenaS, HéhparBRtal SRIMA! asBiictid GlddrRRm! Be.

dat abase. The process 909 is sending tae emauf&to server while the process
910 i s rMewovemdhesedurity pbithe pmad alalebase Tyséemriscabanced byi wsing enyyptien

updat ed enmi to the dat abase... The.process 912 i.s th is
abved orthpdedy” B SpAtn SRPiG bR SEMCTER Gy Oh 3n 1 o PR AR L o sk
space Ushg@en iaMIGURAAIERG Bb Ib&MibBE e 3611y herbhiRfter. OTRS sn@¥piidraglgetithmwhen
t he di sk space usage had g;)ne over limt. The process 914 refers to that

recor ds B#ebe &laﬂ Bnegption rfandardd ddapecsd Fusrymisadipndasdottredt Wik keeRe. The
0053 A8 LI B 8L 0 L G 080

request. ess Wr rmat 1 on
from t o sipérddraseurihen allsemnicOeasl sysdadbdcaiiie the comenopremsathsystemeeayipiyon has
been described, with reference to particular enbodi nents, it wi]l be

under st GOEPEEsIOnaRd cBERYBHOHRRY St Hiedime pher pmemgR 1HbrANG AL Of FRSCIVAY &RRS on

scope | . | b 1t i gy‘gﬁ' 3 &SeNt 1] tion
w | | be?gﬁgbﬁ)%gregﬁl ?@“t”ﬁgﬁsgg{“h%ﬁpﬁgd or |%§E§&seﬁli I% Fso%ﬁr%g ar tf?%&v\ﬁ\/;ﬁ]?ch t he
present dvevthetlhlemepert ai ns. Such alternate enbodi nents are considered to be
enconpassed within_ the spirit and scope,of t.he present invention. .

Acoor i HBFP1 "t he. SEbmeoR Wl BawaRE it oR Spepass and Baay BA sl
appendedaqﬁé%”%c?@%a%ﬁn%‘éﬁ@&ﬁﬁ&ﬂ va¥ed BE cERLIRARItEGh/ EGRIHAP LB s sendd’ LAl VB

What is ¢C secure portable email client systemfor enabling
an enui lemskaddressnfilei a6, filetypandrdsetbotlhe pndgram raoddes fwa eptionsdapriesiing: a

portabl e devi ce..capabl e of connect,ing 1 bei enoved from an external
host vi d‘t’i‘ﬁe Fﬂ?ﬂ%ﬁ%@%ﬁe AR ESREY P}éo‘%bltntogg}ln% aéﬁ'&?%@‘l ient program
preinst ghosrgl i n t QP {sabhiew RNt GRowinB@he Bivadl latab e Wommessicalbyeweayref |
client programenables the email user to securely receiving, reviewng, and
st or i ng digkiang-compression in accordance with one embodiment of the present invention. After

the secure portable email client program 301 starts 700, if a user chooses to compress an

email 710, the program will compress the email fields based on the user’s preferences 711.

Then the program will check whether the compression ratio is acceptable 712. If the

compression ratio is not acceptable, the program will undo the compression 713 so that the

email fields remain uncompressed. If the compression ratio is acceptable, the program will

continue to compress the attachment fields based on the user’s preferences 714. Then the

program will check whether the compression ratio is acceptable 715. If the compression

ratio is not acceptable, the program will undo the compression 716 so that the attachment




2. The secure portable email client systemof claim1, wherein the portable
devi ce may be any renovabl e di sk which contains flash nenory / non-volatile
storage such as USB storage device, SD card, CF, and MMC. 3. The secure
portable email client systemof claim]l, wherein the portable device has
one used nenory | ocation area and one &inused menory | ocation area; wherein
the one used nenory | ocation area is accessible and can be fornmatted by the
emai | ud@dds remaireunvoipeesoete Ifnhssednpressionyratio ¢Gaidcoptablecthen theymbdganceski bl e
and cannot, be formatted (%y the emai| user; and wherein the unused gﬁeermry

area i s '6ARGE 4 cemppgssediemapil, apdiats atfachment iptgnthsndptabase e Refers

port abl o yml|, wherein the secure portable email
%Og‘g?ésgloﬁ rﬁ’%ﬁ%ﬁ* &%ﬁésqg?jt?%n& 20 p

client pr am | es a Software Authentication Key (SAK) for programrun
ti me ver[pd3stat i on Fad7taistd Apwrchay showingché email datibadeaosipnessive hyeway ef

portable, email, cljent programhas at |east t copies,.of th AK, one is
Dt e- ot orleariadsind SRS dPR Amo DRSS I WOt eboHidenn B e Preson

har d- codggkrtiont hefié @8 iMablchQLalYenthle Bliéﬂi%)rggx‘aﬁ{ AHS T80 F.a dEBEIPH am

wi Il conpare the pre-stored SAK in the unused area with the hard-coded SAK
from t heegaivagr Eﬁfflg pﬂ;i_)ﬁranu mall deastithe upgrseabige 7?5araiThealthe ptogparmg';*lblmlhe@c
anti-piracy,. ) e secuyre porta emai | client syst claimil,
ther of n Hs du S sePPlRan e PRt PRASS oot after i dlogd Abfm 1 or
encr ypt i digtHeGbgramanil ERdtP HSEBE dmal RS theOdARYETSS. Efftid auttat &idf om

i1l egal access. 6. The secure portable email client systemof claiml,

\(/j\/n er gi n foneionds wnethsarregismewdhiirthes cheokt whstheyrtheremad | oeielesghe ediseipderr y
t t bt ti ' | ' h
e | baty CuRb O TS AR AR, ol ARG 5P R I R O PR b HhorpE,

menory deits the database 758 .eNhiae ematt Midtthed ahabideHa,SBE Pradrym will cbhfpraechy e
portable email client systemof claim®6, wherein the canpression

met hodol ey ks Rased or fhegeennarcéaspisee 433 oAbenhe aenamm xull sherkcwhgthadis on. 8.
The Sec%ﬁqﬁé’sfsiq%b} BioSTRlccp SbbIEM S 9 A1 A Glalioh Farid UERS &&E{%b@[‘?ﬁé’ ption
g udes cl -an - t.

met hodol o I'nc I C -encrypt an ownl oad- and-encry
program will undo the compression 757, and then save it as uncompressed into the

database 758. If the ratio is acceptable, the program will store the compressed email into
the database 758.

[0039] Still referring to FIG 7b, after the program finishes the email fields, then it
continues to check whether this email contains any attachment 759. If the email does not
contain any attachment, the program will end 770. If the email contains any attachment,
the program will first create an attachment folder 760. Then the program will check
whether the auto compression function is on 761. If the auto-compression function is not
on, the program will directly store the attachment into the database 766. If the auto-
compression is on, the program will then check whether the attachment matches the
criteria 762. If the attachment does not match the criteria, the program directly stores it
into the database 766. If the attachment matches the criteria, the program will compress
the attachment fields based on user preferences 763. Then the program will check whether
the ratio is acceptable 764. If the ratio is not acceptable, the program will undo the
compression 765, and then save it into the database 766. If the ratio is acceptable, the
program will store the compressed attachment into the database 766. The program will

check whether there are more attachments 766. If there are more attachments, the program




9. The secure portable email client systemof claim1, wherein the secure
portable email client programincludes an algorithmfor auto detection of
preset email server setting. 10. The secure portable email client system of
claim1l1, wherein the secure portable email client programincludes disk
space indicator so as to allow the emdl | user to properly backup his
files/emails. 11. The secure portable email client systemof claiml,

wher ei n willeoste batletosep 239, ané theenl gocthiozgh afinlgsuibsequent stefasofale prlogom ashm f or

enabling . the enpil user to conpress and encrypt emgjls fore emails are
st ored iqﬁscpﬁsédgg?f’fﬁ’J?ﬁ*fﬁlsﬁloé%ﬁﬁ@a%eﬂl%]l‘eep@ﬁﬁmgﬁi?@n br ogr am f or

enabl in emai | i “@ﬁ? S ' | d said
progr amq?%?} udi ng }g@g% %S\?\‘}agg@A%@#? ica fﬂgnen:%ée}{/ﬁ?t%%%e %1?1 S%gggg?a%@?%fn tinme
veri fi cafickandsedcrapt in-apéordance pritt et érobmdiment oftler piesent hyeseaur As gommabl e

emai | cl.ient program has at ast twa. ' f the SAK, ' - st d
T ainede BreOReaRe morb enatloich g HPY & PEe% GABAT 1 he
progr amg{RekebYicMG for the &l RERBLATESPphSh. IR d;gdg@l%ifﬁ&é’\"tﬂé faapare the

pre-stored SAK'in the unused area with the hard-co SAK from t he program
so t hat in¢ledisgr bemgpoainbieddmmldgictd atsypemgram bserapging pioreskcipside she The

secure Jr}dglb Sec?f%%%ilon g:rleia;elpa{[virpgré) }rl Sne g(];pygc{lgti cah %)%i’st gt%% tcll?nre a%%@%rn'lédnﬁ‘&i an
from time to time by the user; and being secondarily used as default key for the encryption
’process. The cryptographic key has the features including: being used in encryption
process to protect the contents of an email confidential; requiring the user to key in on the
spot when the program starts; and being stored together with the encrypted contents. One
of advantages of using two keys is the provision of flexibility to the users who are able to
choose whether to key in different cryptographic keys for every piece of data to be
encrypted or to automatically use the passkey as the cryptographic key. Now there is
provided a brief description of the flowchart as shown in FIG 8a. After the program starts
800, the user is required to select an email to be encrypted 810. Then the program checks
whether the user wants to use the passkey to encrypt the email 811. If the user wants to
use the passkey, the program will retrieve the passkey from the unused area 815. Then the
program encrypts the email fields based on the user’s preferences 816. After that, the
program will encrypt the attachment fields based on the user’s preferences 817. After all
the encryption, the program will place the encrypted email and its attachment in the
database 818,and then come to an end 820. Now returning to step 811, if the user does not
want to use the passkey, the user need to enter a new cryptographic key 812. Then the user
will be instructed to reenter the new cryptographic key for a second time 813. The
program will check whether these two cryptographic keys are match 814. If the keys do
not match, the program will instruct the user to repeat steps 812, 813, 814. If the keys
match, the program will continue to step 816 until the end 820.
[0041] FIG 8b is a flow chart showing the email database encryption by way of
download-and-encrypt in accordance with another embodiment of the present invention.
After the portable secure email client program starts 850, if a new email is received 851,

the program will load the user settings 852. Then the program will check whether the




al gorithmfor encrypting Login nane and password so as to prevent enail

dat abase fromillegal access. 14. The secure portable email client program
of claim12, further conprising a proprietary database systemwth
encryption and conpr essi on net hodol ogy to define how email body, enai
attachnment and emai|l record are storedOin the portable menory device, so as
to enhance emai| database security. 15. The secure portable email client

syst em afutcsémiryptioh, fundtones ont858. EHIp Ragseny prdhlfotelondy nothel, daegogram
click-and- %fnpre33|on and downl oad- and- conpressi on. 16. The secure portable
emai | cIWiires{lx stars dre email mta the datehass A5Thdf baerippencsyptionipdiongs pn.
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1, said od co
continues to check whether this email contains any attachment 858. If the email does not

contain any attachment, the program will end 870. If the email contains any attachment,
the program will first create an attachment folder 859. Then the program will check
whether the auto-encryption function is on 860. If the auto-encryption function is not on,
the program will directly store the attachment into the database 864. If the auto-
compression is on, the program will then check whether the attachment matches the
criteria 861. If the attachment does not match the criteria, the program directly stores it
into the database 864. If the attachment matches the criteria, the program will retrieve the
Passkey 862. Then the program will encrypt the attachment field based on the user’s
preferences 863, and store the encrypted attachment into the database 864. The program
will check whether there are more attachments 865. If there are more attachments, the
program will route back to step 860, and then go through all the subsequent steps of the
program as discussed above. If there is no more attachment, the program will end 870.
[0043] s. Send/Receive Email 405

[0044] The secure portable email client program 302 comprises algorithms for
sending and receiving emails by different types of email protocols such as SMTP/POP3,
IMAP, etc. The program is able to get authentication from an email server so as to
send/receive email to/from the email server. The present invention further provides that
the email account authentication information (such as SMTP/POP3 user name and
password) is stored in the unused area 301 of the portable device, rather than in the used
area 300. Storing of the email account authentication information in the unused area 301
enhances the security of the emails.

[0045] 6. Disk Space Indicator 406




16 storing security information by utilizing an unused nenory area of the
portabl e device; accessing to unused nenory area such as read/wite/erase
at physical nenory address by vendor specific commands; and depl oyi ng of
encryption met hodol ogy to enhance enmi | database security.

CA9. A A& Al . ARY. A& AE. A& AE. A& A& AY. AL AE. A&. A&( 3&=gi &&00z22: : : DEQ OYYccgk
{vqgl gb] X] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca]ca]c
a] ca] ca][oedet a] ca] cecsdcor] paitatdp canhajk kliéntvgpropranx (302 xo0mybiysey z{ AisR spaddt~&/ } xs

T caT ob] AAYEAPE ] bl EatEaREE WRVSABIREHRE R Sk b PP FEUP OIS EREE M h] ob] o
a ca] Ca]Jpﬁ-@s]eﬁf?ian&]tﬁﬁ] Tl ﬁle%ﬁﬁ]aﬁﬁltﬁféfﬁ@&rﬁ%]lﬁﬁi}ze Aleabaale %@@] ¢ad paleal cal c
a] ca&=. JAE9Z" 10%&' () --'k@®Z"109R22& ()--9Z" 10%&

10%& () -behdv@ show mep©ry $ped é (¢ I)eaMima %580 (ot t@%ﬂh@w thbﬁ allallable memory
n O 1 - - n O - - O
1092°10 {i%sk( gpace9 sZo &10 / e(u)ser 1%i %L% to rg%c 10 his ﬁic?s/emeul5 before the memory is full. In

addition, the program is able to alert the user based on certain criteria before the memory is

full.
[0047] 7. Backup System 407
[0048] The secure portable email client program 302 further contains a backup

feature to manage the backup email folder (PC based backup) and to alert a user to backup
prior to user definition. A backup system is also provided for compression and encryption
in order to enhance email database backup security.

[0049] 8. Auto Detect Email Setting 408

[0050] The secure portable email client program 302 provides a feature of auto-
detect email setting in one embodiment of the present invention. The auto-detect email
setting feature allows the program to automatically check availablé email server settings
(specified by user) and switch to the correct setting. Thus, the user does not need to
change email server setting so long as the setting is correct, and the program will switch to
the correct setting such as dial-up or under different LAN setting.

[0051] 9. Multiple email accounts and folders 409

[0052] The secure portable email client program 302 further comprises a feature of
allowing a user to create multiple email accounts and folders in one embodiment of the
present invention. The user is able to create more than one email account (such as
company email, yahoo, hotmail accounts) under a single email client program. Thus, the
user is able to send/receive/download/store email under a single email client system. In
addition, the user is also able to organize email folders based on his preferences.

[0053] 10.  Address Book/Contact 410

[0054] The secure portable email client program 302 provides a user to create/edit
contact person information such as name, hand phone number, address, etc. In addition,
the encryption processes as discussed in feature 404 may be applied to the address

book/contact to enhance security level.
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configuration of the aforementioned features in the secure portable email client system
illustrating the relations among the features. The features are numbered from 1 —10
corresponding to the items discussed above. The functions underlying each arrow are
summarized herein. The process 901 refers to retrieve the SAK from the unused memory
area. This process is called by other processes from time to time to verify that the system
is being executed from the authentic portable device. The process 902 takes place when
user log in the system. Both the stored username and passkey are retrieved from the
unused memory area. The process 903 decrypts the username and passkey retrieved from
the unused memory area before verification. The process 904 refers to that the data
retrieved from the database is either being compressed or decompressed automatically.
The process 905 refers to that the data retrieved from the database is either being encrypted
or decrypted automatically. The process 906 refers to the software authentication process
of all features during program run time. The process 907 keeps trying on difference server
setting. The process 908 retrieves different server setting from the database. The process
909 is sending the email to server while the process 910 is receiving email from the server.
The process 911 is to save or updated emails to the database. The process 912 is that when
a record is saved or deleted to or from database, the system will first check the disk space
usage, and updated it when necessary. The process 913 happens when the disk space
usage had gone over limit. The process 914 refers to that records are retrieved from the
database for backup to other disk drive. The process 915 will read/write Account
information from/to database when user request. Finally, the process 916 will read/write
Contact information from/to database when user request.

[0056] While the present invention has been described with reference to particular
embodiments, it will be understood that the embodiments are illustrative and that the
invention scope is not so limited. Alternative embodiments of the present invention will
become apparent to those having ordinary skill in the art to which the present invention
pertains. Such alternate embodiments are considered to be encompassed within the spirit
and scope of the present invention. Accordingly, the scope of the present invention is

described by the appended claims and is supported by the foregoing description.
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CLAIMS
What is claimed is:

1. A secure portable email client system for enabling an email user to manipulate
emails both online and offline, comprising:

a portable device capable of connecting to and being removed from an external host
via an interface; and

a secure portable email client program preinstalled in the portable device; thereby
the secure portable email client program enables the email user to securely receiving,

reviewing, and storing emails.

2. The secure portable email client system of claim 1, wherein the portable device
may be any removable disk which contains flash memory / non-volatile storage such as

USB storage device, SD card, CF, and MMC.

3. The secure portable email client system of claim 1, wherein the portable device has
one used memory location area and one unused memory location area; wherein the one
used memory location area is accessible and can be formatted by the email user; wherein
the one unused memory location area is not accessible and cannot be formatted by the
email user; and wherein the unused memory area is only accessible with vendor specific

command.

4. The secure portable email client system of claim 1, wherein the secure portable
email client program includes a Software Authentication Key (SAK) for program run time
verification and anti-piracy protection; and wherein the secure portable email client
program has at least two copies of the SAK, one is pre-stored in an unused area of the
portable device and another is hard-coded in the program; thereby when the program starts,
the program will compare the pre-stored SAK in the unused area with the hard-coded SAK

from the program so that the secure portable email client program is anti-piracy.
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email client program includes an algorithm for encrypting Login name and password so as

to prevent email database from illegal access.

6. The secure portable email client system of claim 1, wherein the secure portable
email client program includes a proprietary database system with encryption and
compression methodology to define how email body, email attachment and email record

are stored in the portable memory device, so as to enhance email database security.

7. The secure portable email client system of claim 6, wherein the compression

methodology includes click-and-compression and download-and-compression.

8. The secure portable email client system of claim 6, wherein the encryption

methodology includes click-and-encrypt and download-and-encrypt.

9. The secure portable email client system of claim 1, wherein the secure portable
email client program includes an algorithm for auto detection of preset email server

setting.

10.  The secure portable email client system of claim 1, wherein the secure portable
email client program includes disk space indicator so as to allow the email user to properly

backup his files/emails.

11.  The secure portable email client system of claim 1, wherein the secure portable
email client program includes an algorithm for enabling the email user to compress and

encrypt emails before emails are stored in the memory.

12. A secure portable email client program for enabling an email user to manipulate
emails both online and offline, said program including a Software Authentication Key
(SAK) for program run time verification and anti-piracy protection; and wherein the secure
portable email client program has at least two copies of the SAK, one is pre-stored in an

unused area of the portable device and another is hard-coded in the program; thereby when
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anti-piracy.

13.  The secure portable email client program of claim 12, further comprising an
algorithm for encrypting Login name and password so as to prevent email database from

illegal access.

14.  The secure portable email client program of claim 12, further comprising a
proprietary database system with encryption and compression methodology to define how
email body, email attachment and email record are stored in the portable memory device,

so as to enhance email database security.

15.  The secure portable email client system of claim 14, wherein the compression

methodology includes click-and-compression and download-and-compression.

16.  The secure portable email client system of claim 14, wherein the encryption

methodology includes click-and-encrypt and download-and-encrypt.

17.  The secure portable email client program of claim 12, further comprising an

algorithm for auto detection of email server setting.

18.  The secure portable email client program of claim 12, further comprising a disk

space indicator so as to allow the email user to properly backup his files/emails.

19.  The secure portable email client program of claim 12, further comprising an
algorithm for enabling the email user to compress and encrypt emails before emails are

stored in the memory.

20. A method for securely manipulating an email by an email user through the secure

portable email client system of claim 1, said method comprising the steps of:
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accessing to unused memory area such as read/write/erase at physical memory
address by vendor specific commands; and

deploying of encryption methodology to enhance email database security.




