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DESCRI PTI ON DATA RECORD REPRODUCI NG PLAYER, SAVE DATA PROCESSI NG METHODS
AND PROGRAM PROVI DI NG MEDI A Technical Field The present invention rel ates
to a data record reproduci ng player and save data processi ng nethods as
wel | as program providing nedia, and nore particularly, to data record
reproduci ng players and save data processing nethods to prevent save data
from being used and or tanpered with by illegal third parties in process
to have the save data of progranms stored in a recording device and
reproduced with the use of a data record reproducing player (data

processi ng systen) capabl e of reprgﬂﬁgkgﬂwﬁggicontent of game prograns,

etf., t hereby securing save data. the present invention
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ganes, ﬁ%@? 0?é%%ﬁ' | e by means of recording nedia such as DVDs,
CDs, %gg g%ﬁ? %?% nternet, or wired and/or wireless satellite

connunlcatlons means by a reproduci ng player owned by a user, and of

storing save data such as gane data in execution in an exclusive recording

devi ce gUgh, ﬁggﬁgy card, hard disk, or CD-R etc., or reproducing
stored save ta enough security and various use restrictions

appended taHd presem®i3¥enkion relates to a data record reproducing

player and save data processing methods as well as program-
providing media, and more particularly, to data record reproducing
players and save data processing methods to prevent save data from
being used and or tampered with by illegal third parties in
process to have the save data of programs stored in a recording
device and reproduced with the use of a data record reproducing
player (data processing system) capable of reproducing the content
of game programs, etc., thereby securing save data.

Furthermore, the present invention relates to a data record
reproducing player and save data processing methods capable of
reproducing a variety of content of voices, images, games,
programs, etc. available by means of recording media such as DVDs,
CDs, etc., or over CATV, the Internet, or wired and/or wireless
satellite communications means by a reproducing player owhed by a
user, and of storing save data such as game data in execution in
an exclusive recording device such as a memory card, hard disk, or
CD-R, etc., or reproducing stored save data with enough security

and various use restrictions appended to it.
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*@0002* Background Art OF late, a variety of software data such as gane
programnms, Vvoice data, image data, and docunent creation prograns, etc.
(referred to as "content” hereinafter), are distributed through networks
such as the Internet, or by neans of recording nedia such as DvDs, CD.
These distribution contents can be stored in recording devices, such as
menory cards, hard disks, etc. incorporated into recording/reproducing
equi pnent such as PCs (personal conputers) and game machi nes, etc. owned
by users, and can be used after being reproduced fromstorage nedia. The
mai n conposition el enents of a menory card device used in conventiona

i nf or B3I %n%ﬁ such as conventional video gane machi nes and PCs
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d'Splayrggbfdlng devices, such as memory cards, hard disks, etc.
incorporated into recording/reproducing equipment such as PCs
(personal computers) and game machines, etc. owned by users, and
can be used after being reproduced from storage media.

The main composition elements of a memory card device used in
conventional information equipment such as conventional video game
machines and PCs include control means for controlling operations,
connectors to be connected to the slots provided on the main unit
of information equipment connected to control means, and
nonvolatile memories and others for retaining data, connected to
control means. A nonvolatile memory provided in the memory card
is composed of an EEPROM, Flash memory, etc.

A variety of content of data retained in such a memory card,
or other various programs are retrieved ffom a nonvolatile memory
as commanded by a user at least either directly from game machines
or PCs, etc. used as reproducing equipment, or through input means
connected thereto, according to user’s commands, and are
reproduced with information equipment, or through a display unit

or speaker, etc. connected thereto.




or speaker, etc. connected thereto. 2 Wth regard to nost of software
contents such as game programs/ nusic data, and image data, distribution
rights are possessed of generally by creators and/or vendors. Accordingly,
in distributing such contents sonme kind of security neasures are
general |y taken: given restrictions on usage, so that only legal users are
all owed to use software, thereby preventing against illegal copying, etc.
One of the ways to put use restrictions on users, is to have distribution
contents processed with encryption. This nmeans that in distributing a
variety of contents ted. voice data dat.a, and ane.
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One of the ways to put use restrictions on users, is to have
distribution contents processed with encryption. This means that
in distributing a variety of contents of encrypted voice data,
image data, and game programs, etc. over the Internet by way of
example, decrypting means or decryption keys to decrypt encrypted
contentsvdistributed, are granted to those who are confirmed as
legal users.

Encrypted data can be translated into decrypted data (ordinary
messages) usable for ordinary use by means of decrypting processes
according to a given procedure. This conventional method of data
encryption and decryption has been well known since long; use of
encryption keys for an information encrypting process, and
decryption keys for a decryption process

Among various kinds of data encryption/decryption methods with
use of encryption keys and decryption keys there is a so-called
shared-key encryption method as an example. In the shared key

encryption method the same keys are used in common both for data

encryption processing and data decryption processing, which are



encryption processing and data decryption processing, which are 3 granted
to |l egal users as shared keys in conmmon for encryption and decryption
processes, preventing those having no shared keys from accessing data. The
DES (Data Encryption Standard) is representative of this nethod. Encryption
keys and decryption keys used in the encryption and decryption processes
are made available with application of unidirectional functions such as a
Hash function based on a password for exanple. The unidirectional function
is afunction to make it extrenely difficult to obtain the input backwar d
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password for example. The unidirectional function is a function
to make it extremely difficult to obtain the input backward from
the output. For example, a unidirectional function is applied to
a password determined by a uéer as an input based on the output,
of which encryption keys and decryption keys are created. It is
practically impossible to search for the password or original data
backward with the encryption keys and decryption keys thus
obtained. In this way it is made possible to have encrypted
contents decrypted by legal users only with the use of such an
encryption method.

There is a so-called public key encryption method, in which
different algorithms are applied to processes made with an
encryption key in encrypting, or to processes made with a
decryption key in decrypting. The public key encryption method
employs a public key unidentified users are allowed to access; a
document to be encrypted for a particular individual is encrypted

with a public key issued by that particular individual. The

document encrypted with the public key can be decrypted with none



docunent encrypted with the public key can be decrypted with none 4 other
than the secret key corresponding to the public key used in the encryption
processes. The secret key being owned by the only individual who issued

t he public key, -docunents encrypted with the public key can be decrypted
by none other than a person having the secret key. The RSA

(Ri vest --Sham r - Adl eman) encryption is representative of the public key
encryption method. Furthernore, generally there exist a plurality of
accessible recording devices in a reproducing player, e.g., DVDs, CDs,
menory cards, and hard disks, etc. |In case
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such as a floppy nenory card, and hard
recording devices in a reproducing player, e.g., DVDs, CDs, memory
cards, and hard disks, etc. In case a user selects and executes a
game program, for example, from among the plurality of devices, it
is necessary for the user to confirm the content of coﬁtent data
inside each recording device by accessing each device one after
another to determine a device storing the content to reproduce
before executing the program so that it takes some time until the
programs is set in motion. A simple explanation is given on the
structure of a data processing system utilizing content, referring
to Fig. 1.

Fig. 1 shows a typical example of structure where a program,
voice data, or image data, etc. (content) obtained from data
providing means such as a DVD, CD 30, over the Internet 40 is
reproduced with reproducing means 10 such as a PC (personal
computer), or game machine, and where the data obtained from the
DVD, CD 30, or over the Internet 40, etc. can be retained in

retaining means 20 such as a floppy disk, memory card, and hard

disk.



disk. 5 The content of a program voice data, and inmage data, etc. are
encrypted and offered to users having reproduci ng neans 10. Legal users
obtain encrypted data as well as key data or encryption and decryption
keys. The reproduci ng means 10 having a CPUlL2 executes a reproduction
process on input data at a reproduction processing unit 14. The
reproduction processing unit 14 executes a decryption process on encrypted
data to reproduce the programor content of the voice data or inmage data
supplied. A legal user perfornms a save process on the content of a program
and data s

upplied to a retaining nmeans .20 for_ reuse, .The. reprodugi ans
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13 encrypts the content using a content encryption key, which are retained
in thquéﬁﬁgFﬁﬂﬂik%ggbf the retaining neans 20 of an FD (fl oppy disk),
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unit 14. The reproduction processing unit 14 executes a
decryption process on encrypted data to reproduce the program or
content of the voice data or image data supplied.

A legal user performs a save process on the content of a
program and data supplied to a retaining means 20 for reuse. The
reproducing means 10 has a save processing unit 13 in it to
execute a save process to save a content. The save processing
unit 13 applies an encryption process to the data retained in the
retaining means 20 in order to prevent against illegal use of the
data, and executes a saving process.

A content encryption key is used in encrypting the content.
The save processing unit 13 encrypts the content using a content
encryption key, which are retained in the memory unit 21 of the
retaining means 20 of an FD (floppy disk), memory card, or hard
disk.

When a user retrieves a stored content from the retaining
means 20, the encrypted data is retrieved from the retaining means
20 to be decrypted in the reproduction processing unit 14 of the

reproducing means 10 with a key for decrypting the content, or a



reproducing neans 10 with a key for decrypting the content, or a 6
decryption key. Then, the resultant data decrypted fromthe encrypted data
is reproduced. In such a case that a content being executed in the
reproducing neans 10 is a game program etc., when the gane programis
once interrupted and resuned in a given period of time, the going state of
the gane at the time of interruption is saved or stored in a recording
device, which is retrieved at the tinme of resuming it. This so-called save
data recordi ng/ reproduci ng process has been practiced hitherto. The save
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or stored in a recording device, which is retrieved at the time of

resuming it. This so-called save data recording/reproducing

proéess has been practiced hitherto.

The save data storage structure of recording/reproducing

equipment such as existing game machines and personal computers

are built, for example, into a reproducing player, or employs a

structure where save data 1s stored in an externally installable

recording medium such as a memory card, floppy disk, game

cartridge, or hard disk. However, no special security structure

is formed for the security of save data, and so data is saved with

use of common specifications in case of game application programs

for example.

Accordingly, it happens that save data saved with a
reproducing player A is used for a different game program, OIr.

doctored, or overwritten, with almost no consideration given to

the security of save data.

Description of the Invention

A data record reproducing player in this invention offers a



7 structure enabling save data to be secured. For instance, the save data
of a certain gane programis stored in a recording device, at |east either
encrypted based on the information particular to the gane program or, it
is stored in a recording device based on the information particular to the
reproducing player. Due to these nethods, use of save data can be limted
to a particular device or program WMking use of the nmethods hitherto
described, the present invention offers data record reproducing players
and save data processing nethods capable of ensuring the security of save
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hitherto described, the present invention offers data record
reproducing players and save data processing methods capable of
ensuring the security of save data.

As the first aim of the bresent invention, a data record
reproducing player capable of reproducing a program content
comprises a recording device to record save data regarding the
program content, an encryption processing unit to execute an
encrypting process on save data stored in the recording device and
a decrypting process on save data retrieved from the recording
device for reproduction, an input means to enter use restriction
information on save data, and a control unit to determine an
encryption process method or a decryption process method with
regard to save data. The control unit has a structure which;
determines an encryption processing method for save data to be
stored in the recording device according to use restriction
information input from the input means, and which also, determines
a decryption processing method for save data to be reproduced from

the recording device, according to use restriction information on



8 the save data set up in a data nanagenent file stored in a nmenory wunit
or- recording device the control unit can access. And the encryption
processing unit executes an encryption process or a decryption process on
save data using different encryption keys in accordance with an encryption
processi ng nmethod or a decryption processing nmethod determ ned by the
control unit. Furthernore, in a data record reproducing player enploying
the present invention, use restriction information on the save data is a
programrestriction permtting the use of save data on the prem se of the
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present invention, use restriction information on the save data is
a program restriction permitting the use of save data on the
premise of the identity (the sameness) of a content program, and
the data management file is structured as a table storing program
restriction information oriented to the identifier of a content
program. The encryption processing unit, when use restriction
information input from the input means or use restriction
information on the setup of the data management file is input or
set up with program restriction, executes an encryption process or
a decryption process on save data with the use of the content
program’s individual encryption key, or a program’s individual
save data encryption key created based on at least either the
content program’s individual encryption key or individual
information, and when use restriction information input from the
input means, or use restriction information on the setup of the
data management file is input or set up without a program
restriction, executes an encryption process or a decryption

process on save data with the use of a system-shared encryption



9 key stored in the data record reproduci ng player, or a shared save data

encryption key created based on the systemshared encryption Kkey.

Furthernore, in a data record reproduci ng player enploying the present

i nvention, the content program s individual encryption Kkeys are the

content key Kc,,,, stored in the header unit of the content data including

the content program and the systemshared encryption keys are system

signature keys K, stored conmmonly in a plurality of different data record

reproducing players. Furthernore, in a data record reproducing player

enpl oying the present invention, use restrictioninformtiaon an t he save
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encryption keys are system signature keys K,, stored commonly in a
plurality of different data record reproducing players.

Furthermore, in a data record reproducing player employing the
present invention, use restriction information on the save data is
a reproducing player restriction permitting the use of save data
on the premise of the identity (the sameness) of a data record
reproducing player, and the data management file is structured as
a table storing reproducing player restriction information
oriented to the identifier of a content program. The encryption
processing unit, when use restriction information input from the
input means, or use restriction information on the setting of the
data management file is input or set up with a reproducing player
restriction, executes an encryption process or a decryption
process on save data with the use of the data recording/
reproducing player’s individual encryption key, or the data record
reproducing player’s individual save data encryption key created
based on at least either the data record reproducing player’s

individual encryption key or individual information, and when use

10



10 restriction information input fromthe input nmeans, or use restriction
information on the setting of the data management file is input or set up
wi thout a programrestriction, executes an encryption process or a
decryption process on save data with the use of a systemshared encryption
key stored in the data record reproducing player, or a shared save data
encryption key created based on the system shared encryption key.
Furthernore, in a data record reproduci ng player enploying the present
invention, the data record reproducing player's individual encryption key
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Furthermore, in a data record reproducing player employing the
present invention, the data record reproducing player’s individual
encryption key is a signature key K,, stored in the data record
reproducing player, and the system-shared encryption key is the
system signature key K, stored commonly in a plurality of data
record reproducing players.

Furthermore, in a data record reproducing player employing the
present invention, use restriction information on the save data is
a user restriction permitting the use of save data on the premise
of the identity (the sameness) of a user, and the data management
file is structured as a table storing user restriction information
oriented to the identifier of a conteht program. The encryption
processing unit, when use restriction information input from the
input means, or use restriction information on the setting of the
data management file is input or set up with a user restriction,
executes an encryption process or decryption process on save data
with the use of a password input from the input mean, or a user’s

individual save data encryption key created based on the password,

11



11 and when use restriction information input fromthe input nmeans, or use
restriction information on the setting of the data managenent file is

i nput or set up wthout user restriction, executes an encryption process
or a decryption process on save data with the use of a system shared
encryption key stored in the data record reproducing player, or a shared
save data encryption key created based on the system shared encryption
key. Furthernore, in a data record reproducing player enploying the

present invention; the systemshared encryption key is a system signature

key K,Y, stored commonly in a plurality of record _reprqducin | ayers.
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inventiﬁgy USE L &P Sdd Bh I HOT IR QR-SMared encryption key.
| Furthermore, in a data record reproducing player employing the
present invention; the system-shared encryption key is a system
signature key K., stored commonly in a plurality of record
reproducing players.

Furthermore, the second indirect aim of the present invention
consists in the save data processing method in a data record
reproducing player capable of reproducing a program content, which
comprises an encryption processing mode decision step to determine
an encryption processing mode to store save data in a recording
device, according to use restriction information input from input
means, and an encryption key selection step to select an
encryption key used in an encryption process according to an
encryption process mode determined at the encryption process mode
decision step. The encryption process of save data is performed
with the use of the encryption key selected at the encryption key
selection step.

Furthermore, in one mode of save data processing method

employing the present invention, use restriction information on
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12 the save data is a programrestriction permtting the use of save data
on the premi se of the identity (the saneness) of a content program and
so, in case there is a restriction on a programin the encryption key

sel ection step, the content programis individual encryption key, or a
program s individual save data encryption key created based on at |east
either a content program s individual encryption key or individual
information, is selected as an encryption key suitable for an encryption
process, and in case there is no restriction on a programin the

ey e Mo o Y ot T S e
save dé’tré’gﬁﬁgggsaﬁcﬁlggo’néirh&f‘,seystzl_rgrieestlrsrgti o%t&]r’]]%gcﬁn%n[ iogln%o?r%%erajggvltg dat a
the. pr e & bE AR £ (e hmEin s S P e St ng

pl ayer,, and..s [ - | I L Jigked QMG N
pl ayer J‘lnﬁﬂl ﬁ&saéve%ng%@t%?gi}séeﬁngjﬁm%f%lﬁﬂaﬁg socrjiz;?i;‘{lecorld sﬁaﬁ%{ oduci ng

pl ayer (f}é{ | 't‘éﬂo%U%!efwe\%équbés% Un &t Nesd diaaducidmddmyer ' s

i ndi vi di ave data encryption key created based on at |east either t he
encr ypt[:JLQJQJ]:l%%Y’ O Afardmtil hemastidihialy o & ridata qrgorih foruaadusi,nd s

pl ayer, is selected as an encryption key suitable for an encryption

process;Atedth®l as an encryption key suitable for an encryption process,
and in case there is no restriction on a program in the encryption
key selection step, a system-shared encryption key stored in the
data recording/reproducing, or a shared save data encryption key
created based on the system-shared encryption key, is selected as
an encryption key suitable for an encryption process.

Furthermore, in one mode of save data processing method
employing the present invention, in the save data‘processing
method, use restriction information on the save data is a
reproducing player restriction permitting the use of save data on
the premise of the identity (the sameness) of a data record
reproducing player, and so, in case there is a restriction on a
record reproducing player in the save data processing method, the
data record reproducing player’s individual encryption key or a
record reproducing player’s individual save data encryption key
created based on at least either the encryption key‘or information

particular to a data record reproducing player, is selected as an

encryption key suitable for an encryption process at the
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13 encryption key selection step, and in case there is no restriction on a
record reproduci ng player at the encryption key selection step, a

system shared encryption key stored in the data record reproducing player
or a shared save data encryption key created based on the system shared
encryption key is selected as an encryption key suitable for an encryption
process. Furthernore, in one node of save data processing nethod enploying
the present invention, use restriction information on the save data is a
user restriction to enable a user to use save data on the prem se of the

identit t he saneness) .of a user, and 0, in case there is a user, ..

oot 11 ANOWPHIE (6o 22 1RO D SSHr RRhrin 1o ST i VIcH ES SRS 1
encryption key created based on . the pas rd i s selected as t.he.encryption
ey SUITRE & G5 % TSHESBE I S Aot - aitF 197l Y3y S5 Tt | oti on
on a record repraduci | ayer . (a.,user ,yestriction) syst.em shar.e

encr ypt ec(ﬁ? ’k(% Sgltso <Y %Q%I{)eh edlﬁr(é’ prtelcog“r c]( S epsrtoodr uecolP nlgﬁ pfl%aey ed'rsa,tao rreaC% rscﬁar ed

save data it Si&td.e&rleag}aeé:s G es%a%scfdsa%ga%ﬁeag%g%c%@g@ Ve LAQPRY for

the system € encryptio or “an encryption

pr ocess,, e dhinel | SRl AP HOS A SRENLe ) NNENId UL GRNY Sty 11 2

save data processing “nmet I'n a data record reproduci ng player capabl e of

reprodugjdig, iQ{)rpg{e%f“s‘iﬂ@a%ﬂlte A oy B En ebr%%?gg.pti on process node

deci sion stép t etermne a decryption process of save data to
reproduce QMR MR, diing RV inkRle AT R0 J1R IS Hdtddd

information set by a dat'a managenent
employing the present invention, use restriction information on
the save data is a user restriction to enable a user to use save
data on the premise of the identity (the sameness) of a user, and
so, in case there is a user restriction, the user’s input password
or the user’s individual save data'encryption key created based on
the password is selected as the encryption key suitable for a
process encryption, and in case there is no restriction on a
record reproducing player (a user restriction), a system-shared
encryption key stored in the data record reproducing player, or a
shared save data encryption key created based on an encryption key
in common for the system is selected as the encryption key to be
used for an encryption process.

The third indirect aim of the present invention consists in a
save data processing method in a data fecord reproducing player
capable of reproducing a program content, which comprises, a
decryption process mode decision step to determine a decryption
process mode of save data to reproduce from a recording device,

according to use restriction information set by a data management
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14 file stored in a retaining means or recording device, and a decryption
key selection step to select a decryption key, according to the decryption
process node deternmned at the decryption process node decision step. The
decryption process of save data is perfornmed with the use of the
decryption key selected at the decryption key selection step. Furthernore,
in one node of save data processing method enploying the present

i nvention, use restriction information on the save data is a restriction
on programs, pernitting the use of save data on the prem se of the

identity (the saneness) of a content program and, so, .in. case there is a
restri %ljeﬁl.%?lfﬁ%gﬂlén% rofaimENYJRe T | Oh ke§OLS Rt FeRt €T e Ehd cont ent
programi s individual encryption key or a program,s indjvidu save data
decrypt@%ﬁFXE%ﬂ%ﬁe%%%ds%%%%ﬁﬁ%m ste e%%ts%f?ﬁgraaﬂe%ﬂ¥? hﬁ?oﬁéXéy or

information parti cul t i ent N i
ey suitEEPESTRd 'h‘éggg%? Befoie bt o RS et S8 EEh R aE et Tl ciTon
on progranms at.the decrypti Kk . sel i t
ggc;ygt?%ﬁi%%?l%?Qpﬁﬂi?%gt%@gﬁaﬁéngg%gf%tggb?o J%f%ﬁﬁy §§S?§ r(§g§ﬁ%fga

ve data decr i on_ke |
o sel ctitn athyhe b pird Rl MEREuRR Lo RSt R BRp Bl ety

Furthera r@hei§e89§%999§ Q%¥?§¥fegﬁiﬁ?p§98 ssing nethod enploying the

present Trnvention,-use res ctiron information on the save data is a

restrict) onqon falfof£e ol d Iﬁ@fﬁ&g;@/ias phoyelsta PEoSLLEIRG hoensge of save

data on the premse of t ent
employing the present invention, use restriction information on

the save data is a restriction on programs, permitting the use of
save data on the premise of the identity (the sameness) of a
content program and so, in case there is a’restriction on programs
at the decryption key selection step, the content program’s
individual encryption key or a program’s individual save data
decryption key created based on at least either an encryption key
or information particular to a content program, is selected as a
decryption key suitable for a decryption process, and in case
" there is no restriction on programs at the decryption key

selection step, a system-shared encryption key stored in the data
record reproducing player or a shared save data decryption key
created based on the system-shared encryption key is selected as
the decryption key suitable for a decryption process.

Furthermore, in one mode of save data processing method
employing the present invention, use restriction information on
the save data is a restriction on data record reproducing players,

permitting the use of save data on the premise of the identity
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15 (the sameness) of a reproducing player, and so, in case there is a
restriction on a record reproduci ng player at the decryption key selection
step, the data record reproducing player's individual encryption key or a
record reproducing player's individual save data decryption key created
based on at |east either an encryption Kkey or information particular to a
data record reproducing player, is selected as the decryption key suitable
for a decryption process at the decryption key selection step, and in case
there is no restriction on reproducing players at the decryption key

il A A R
s%égggi@sﬁql tathjggbr‘gbt I g’?ﬁ‘igor%cttﬁ%%pr et %dlrag?e_]f %%n‘%?%é@gémﬁ Kl a
B B P N D A S
tthe S Oh BEY bt 1or S1en e PR S e A T

a user- '%@aut%é)m%r& Q%?a‘egse' Sek%a@éa’i&yaét SAYEs dal frn decdry Pk OfykeYon

create ase e pas ected as the decryption key sultable

for a YA | Q0 PEOCESSH Sk 4 P CAS Ot o LIS d Sy &0 F @St dp £ o Sx
t he sygﬁgafgaéfedﬂéncryption key stor%d in the data reé%rd re&?%éﬁ%?%g'

plaver o doshared spvndaider Aoeropikon keyeaspaladk baseseoption

system shared encryption key 71's selected as the decryption key suitable

for a decfydid Ot the decryption key selection step, and in case there is
no restriction on reproducing players at the decryption key
selection step, a system-shared encryption key stored in the data
record reproducing player or a shared save data decryption key
created based on the system-shared encryption key is selected as
the decryption key suitable for a decryption process.

Furthermore, in one mode of save data processing method
employing the present invention, use restriction information on
the save data is restriction on users allowed the use of save data
on the premise of the identity (the sameness) of a user, and so,
at the decryption selection step, in case there is a restriction
on users, a user-input password, or a user’s individual save data
decryption key created based on the password is selected as the
decryption key suitable for a decryption process, and in case
there is no restriction on users, the system-shared encryption key
stored in the data record reproducing player or a shared save data

decryption key created based on the system-shared encryption key

is selected as the decryption key suitable for a decryption
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16 process. Furthernore, the fourth indirect aimof the present invention
consists in programoffering nedia offering a conputer programto execute
a save data process in a data record reproduci ng player capable of
reproduci ng a program content on a computer system wherein; the conputer
programis characterized in conprising; an encryption processing node
determ ning step to determne an encryption processing node to store save
data in a recording device, according to use restriction information input
frominput nmeans, an encryption key selection step to select an encryption
key to be used in an encryption process according to the encryption
proces&tR§EPFde determined at the encryption processing node deternining
step, and p to exe

iseof "t he TERETRBIIR k& o dPRet R REvRe T @Het vt (O Ry Sebiteariism idp,
Pr ogr A PRFRS g MR GR T G R L B er e in ¢ S Y
b Sce iRt 3 Ut SRS I B, AL S SR na g
char ack SRS ) SUBLRLIGG & RN SRS S 1 AR el ot
o1 MR S EARUADRg o M lanrld o ey sal Up
devi ce.er {dRA YR o JeRds i3] SRIdOM i it iRl RGp & SRdvatlion kay

encryption processing mode to store save data in a recording

device, according to use restriction information input from input

means, an encryption key selection step to select an encryption

key to be used in an encryption process according to the

encryption processing mode determined at the encryption processing

mode determining step, and a step to execute an encryption process

on save data with the use of the encryption key selected at the

encryptioh key selection step.

Furthermore, the fifth indirect aim of the present inventioﬁ
consists in program-offering media offering a computer program to
execute a save data process in a data record reproducing player
capable of reproducing a program content on a computer system,
wherein, the computer progrém is characterized in comprising; a
decryption processing mode determining step to determine a
decryption processing mode to reproduce save data from a recording
device, according to the set use restriction information set up by

the data management file stored in a retaining means or recording

device, a decryption key selection step to select a decryption key
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17 used in a decryption process according to the decryption processing
node determ ned at the decryption processing node determ ning step, and a
step to execute a decryption process on save data with the use of the
decryption key selected at the decryption key selection step.
Programoffering nmedia relating to the present invention are nedia to
of fer conputer prograns in formats a conputer can read to a
general - pur pose conputer system capable of executing various program codes
for exanple. The nedia include nenory nedia such as CDs, FDs, and M3s, or
a conveyi ng nedi um such_as a networkEi sq%ting%notres rictign on nodes. A
struct 1889 of D 1S F oM LYY I YT EE T ATRP T HRsHY pribet SeenVBRE L @nput er
program and program offering-nedia js_,assuned in, such r ering
e |G % oo, OF Ve cf ons oy et mh T e oGPy B ed Son o
conput et _system_ | n_other rds n I.stlc.o I i val | abl e
on B COPRREI VAT ety Tharal ey B CORROTES roarim R RERRS S
system t hrou t he, ..pr fferi j r i i bt ai ni ng
Funct! oS errbarsrh R RS ETHY FEE e LR ary, SRR B e
present , | i j ect eatures, and advantages of the present
et TS el PPl SR S

i nventi on detal | ed expl anation based on the

enbodi nent i&%%ﬁﬁ%ﬁﬁ‘?@mw 9B 0ind h& pfr?éeﬁeééw@nﬂ\%htp@ﬁd%@ed

| ater. As the data record reproduci ng player an
media to offer computer programs in formats a computer can read to

a general-purpose computer system capable of executing various
program codes for example. The media include memory media such as
CDs, FDs, and MOs, or a conveying medium such as a network,
setting no restriction on modes.

A structural or functional synergistic relationship between a
computer program and program offering-media is assumed in such
program-offering media in order to have given functions of a
computer program realized on a computer system. In other words, a
synergistic operation is made available on a computer system by
installing a computer program into a computer system through the
program-offering media, thereby succeeding in obtaining functional
effects similar to those in the other direct aims of the present
invention.

Other objects, features, and advantages of the present
invention will be seen from the detailed explanation based on the
embodiments and the attached drawings of the present invention
described later.

As described hitherto, the data record reproducing player and
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18 save data processing nethods of the present invention are designed such
that save data can be stored into a recording device, encrypted with the
use of an encryption key particular to a certain program e.g., a content
key, or a save data encryption key created based on the content key, and
furthernore that save data is stored into a recording device, encrypted by
creating a save data encryption key with the use of a record reproducing
pl ayer's individual key, e.g., a record reproducing player signature key,
so that save data can be used only when the identity of a program or

record reproduci ng player is secured, reventi ng agai nst. the use, and
t anper iSRY eofiasté‘vé?%ﬂ’&teé Sev9 me§§§| s O epé’rrtelsgél.% Vﬁﬁ%ﬁ?& Ere desidnsd to

br esent U ERFTo RN Lo e RoSdraTe fotet o & SRVE 00 SR he. use of
i vi GRSEYEES HPon AU bR a8 Tak T ARTE TPielor ey Reed e 4 08 STh ¢t
L R Ryt ST T, RN, D U5 LA KRR AR, 0
S SO RSO, FSWLBOUT e BT b poshd DB ORI, |
a highdg %EHS %&d%@&“ﬂﬂfb J&gégbﬂg¥ﬂaﬁdgvfyéfﬁéﬂéy§ﬂgéWWﬁg§z%%ting a
save data encryption key with the use of a record reproducing
player’s individual key, e.g., a record reproducing player
signature key, so that save data can be used only when the
identity of a program or record reproducing player is secured,
preventing against the use and tampering of save data by illegal
third parties.
Furthermore, according to the data record reproducing player
and save data processing methods of the present invention, it is
made possible to store save data with the use of a user’s
individual save data encryption key created based on the user’s
individual information such as an input password. Also, it is
possible to store save data in a recording device, with use
restriction appended to the save data, employing various use
restrictions such as the identity of a program, record reproducing
player and user in adequate combination, thereby enabling the

storage and reproduction processing of save data with a high level

of security.

Brief Description of the Drawings
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Fig. 1 is a diagramshow ng the structure of a conventional data
processing system Fig. 2 is a diagramshowi ng the structure of a data
processing device the present invention is applied to. Fig. 3 is a diagram
showi ng the structure of a data processing device the present invention is
applied to. Fig. 4 is a diagramshow ng the data format of contents data

on nedi a and comruni cation route. Fig. 5 is a diagram show ng usage policy
contained in the header in contents data. Fig. 6 is a diagram show ng

bl ock information contained in the header in contents data. Fig. 7 is a

di agram showi ng the nethod for creatln ital: ature usi.n S.
Fig. 8 is &idi-adrdf shoWiasy Fnehnt Sé%é’ﬁq |aglct°é’lve ]&{%ﬁure
using triple DES. Fig. 9is a dlagrantdescrlblng the states of triple DES.
Fig. 1@@@9zPPﬂQﬁﬁ%%ﬁ%ﬂﬁMﬁqﬁFthe met hod for creatlng a digital S|gnature

partially using tr| 11 is shomn t

flowin thdi%r 5at31 ﬁ%r&%%{lﬁt ntgt%re “ﬁ dlre_tft?ga acpg: i%adram sén

t he progcessin flom1|n t he, verlflcatlo ital signature. Fig. 13 |s
a di ag gqlt eI S Ry e dt é)ncleea%t(‘jecgrrut ual aut hentication

prOCESSIngﬁ%%.n% HEFE?%HEFraﬁ:éﬁa@f% the structure of a data processing

device the present invention is applied to.

Fig. 4 is a diagram showing the data format of contents data
on media and communication route.

Fig. 5 is a diagram showing usage policy contained in the
header in contents data.

Fig. 6 is a diagram showing block information contained in the
header in contents data.

Fig. 7 is a diagram showing the method for creating a digital
signature using DES.

Fig. 8 is a diagram showing the method for creating a digital
signature using triple DES.

Fig. 9 is a diagram describing the states of triple DES.

Fig. 10 is a diagram showing the method for creating a digital
signature partially using triple DES.

Fig. 11 is a diagram showing the processing flow in the
creation of a digital signature.

Fig. 12 is a diagram showing the processing flow in the
verification of a digital signature.

Fig. 13 is a diagram describing the processing sequence of

mutual authentication processing using the symmetric key
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encryption technology. Fig. 14 is a diagramdescribing a public key
certificate. Fig. 15 is a diagramdescribing the processing sequence of
nmut ual authentication using the asymretric key encryption technology. Fig.
16 is a diagram show ng the processing flow of an encryption processing
using the elliptic curve cryptogram Fig. 17 is a diagram show ng the
processing flow of a decryption processing using the elliptic curve
cryptogram Fig. 18 is a diagramshowing a data retaining state on the
record reproduction player. Fig. 19 is a diagram show ng a data retaining
state on the  recordin deV|ce Fig. 20 is a diagram show ng the nutua
authenﬁpééﬂpéﬁoonSG |ﬁ§Yrom/betmeen the record reproduction player and

re di d Fi h

gﬁiﬁrﬁr' Efﬁyﬁé}fﬁéca%% - Sdegaat: sa%%ﬁ%iw?“a“%bﬁhi eV SRR poen the
ocks o ecor i_n

flow in  dewd oia. 15 o arren %escré%ﬁn? AR s @%GQIC%E%?EL hod

o TSI LR SUSBARe d Ofe by e 0110

technology.

Fig. 16 is a diagram showing the processing flow of an
encryption processing using the elliptic curve cryptogram.

Fig. 17 is a diagram showing the processing flow of a
decryption processing using the elliptic curve cryptogram.

Fig. 18 is a diagram showing a data retaining state on the
record reproduction player.

kFig. 19 is a diagram showing a data retaining state on the
recording device.

Fig. 20 is a diagram showing the mutual authentication
processing flow between the record reproduction player and
recording device.

Fig. 21 is a diagram showing the relationship between the

" master keys of record reproduction players and the corresponding
key blocks of recording devices.

Fig. 22 is a diagram showing the processing flow in
downloading contents.

Fig. 23 is a diagram describing the method for creating the
check Value A: ICV,.

Fig. 24 is a diagram describing the method for creating the

check value B: ICV,.
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Fig. 25 is a diagramdescribing the method for creating the

val ue and record reproduction player's individual chegk valug?tg:gChggkis
a diagram showing the format (use limtation information = 0) of contents
data retained in the recording device. Fig. 27 is a diagram show ng the
format (use limtation information = 1) of contents data retained in the
recording device. Fig. 28 is a diagramshow ng the processing flowin the
reproduction processing of contents. Fig. 29 is a diagramdescribing the
met hod for executing conmmands in the recording device. Fig. 30 is a

di agram descri bing the nmethod for execytin co '

Zéoragg.pr@?ﬁss?ﬁgﬁﬁga¥ﬁéaﬂééﬁr@Pﬁ§r18é9ﬁcghergE%§%sFéQa% gggggﬁfQE%
scribing the metho or executing commands in_t t . i

or ocesoRgli PERE VELHRIPHG  abT-e ST 0gs o8 K dedr i geasr brng the

structure of the format type O of the contents data format. Fig. 33 is a

ngggﬁﬁﬁgfgbﬂﬁﬁpfg ;hg.structgre of the format type 1 of the contents data
TR confisee el FoRARTERSFLNRE SIS Sl e s (P,
of the ifncl)fror?il&atito)élpe= %)Ofoé r‘c%n%%r}ltteytdsat%atr%tfaqrﬂ@ irf4he recording device.
Fig. 27 i1s a diagram showing the format (use limitation
information = 1) of contents data retained in the recording device.
Fig. 28 is a diagram showing the processing flow in the
reproduction processing of contents.
Fig. 29 1s a diagram describing the method for executing
commands in the recording device.
Fig. 30 is a diagram describing the method for executing

commands in the contents storage processing in the recording

device.
Fig. 31 is a diagram describing the method for executing

commands in the contents reproduction processing in the recording

device.

Fig. 32 is a diagram describing the structure of the format
type 0 of the contents data format.

Fig. 33 1s a diagram describing the structure of the format

type 1 of the contents data format.

Fig. 34 is a diagram describing the structure of the format

type 2 of the contents data format.
Fig. 35 is a diagram describing the structure of the format

type 3 of the contents data format.
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Fig. 36 is a diagram describing the processing nethod for «creating the
contents check value ICVi in the format type 0. Fig. 37 is a diagram
describing the processing nethod for <creating the contents check val ue
ICVi inthe format type 1. Fig. 38 is a diagram describing the processing
met hod for creating the total check value and record reproduction player's
i ndi vidual check value in the format types 2 and 3. Fig. 39 is a diagram
showi ng the processing flow of the contents downl oadi ng processing in the
format types O and 1. Fig. 40 is a diagram show ng the processing flow of

the contents downl padi ng. processing in,the format types 2. Fig. l1is a
i g oo sholify TRl LR TR a et DLRG R EREeS BooA B2theY FoBoesai ng

inthe f it 3. _Fi 42 | di howi t ' fl f
the  coRtERELa SpRBReRrBAEBr GBSk FOL AR FHGLf bfrbtet SREBE EVOS B3 1o a
di agram show ng %?e.groc ssin féOMlP{ tge tﬁgntgnts e rodu ti(%nfor
processi ng ¥%gthe f OF nt %?%5 . ??%. 9ﬁ 754 d?a%?%%?s %WTﬁgh? e

processipgafLRW £l oDy cSRELCBS LEPLOGUCHEPN BEOCESSAGLLD Lol ot t type

2. Fig. i agr am showi ng rocessin W o ents

reproduct i ofy pr 0gESELNg &l Pen [ RLIBLILYRE o Flflocdbe 8o andbAgA A { 1)

describing t creation and” verificati ues on the

Qg.rstcrfﬂ.cﬁag?ﬂ%&g‘?%% . f%ﬁé‘% ﬁ%h%‘gﬂ GOMLENLARAVEEEELE  rebt8audtids Brdiapram (2)

individual check value in the format types 2 and 3.

Fig. 39 is a diagram showing the processing flow of the
contents downloading processing in the format types 0 and 1.

Fig. 40 is a diagram showing the processing flow of the
contents downloading processing in the format types 2.

Fig. 41 is a diagram showing the processing flow of the
contents downloading processing in the format types 3.

Fig. 42 is a diagram showing the processing flow of the
contents reproduction processing in the format type O.

Fig. 43 is a diagram showing the processing flow of the
contents reproduction processing in the format type 1.

Fig. 44 is a diagram showing the processing flow of the
contents reproduction processing in the format type 2.

Fig. 45 is a diagram showing the processing flow of the
contents reproduction processing in the format type 3.

Fig. 46 is a diagram (1) describing the creation and
verification method of check values on the part of a contents
creator and contents verifier.

Fig. 47 is a diagram (2) describing the creation and
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verification nmethod of check values on the part of a contents creator and
contents verifier. Fig. 48 is a diagram (3) describing the creation and
verification nmethod of check values on the part of a contents creator and
contents verifier. Fig. 49 is a diagramdescribing the nmethod to create a
variety of keys individually using the master key. Fig. 50 is a diagram
(Exanmpl e 1) showi ng a processing exanple on the part of a contents

provi der and a user regarding the nmethod for creating various keys _
individually using the master key. Fig. 51 is a diagram (Exanple 2) show ng

d d
Fegar di T LHS SRR o (TE Tt VE TS Wby ed AN Ui T U EE he
nasteré%a%tgg %éﬁ%é%égeggag%descrlblng the structure for executing

use lim |on 005|ng a fnaster key Flg 53 is a dlagranl(Exaane 3)

show ng a es he ontents .provider and a user
regar di ng ﬁ]g;c ﬁ]r}%’ %? cgfteggi &133 vdaelr)s;%c’)%lsb neci t% Shdivi% zﬁr}f ing the I
mast er k&Y; ik I agr ace anpl e
on the parltfloc%‘ag:aloggrﬁeztnrt?osdjpdra%v eér an a user regéj%tﬁgoq{ C’sdﬂ%qlfg(f or

creat i NG aAd O Ush Ke¥sh it & ifllal # e usi ng the nmaster key. Flg 55 is a
di agram (Exanpl e 5) showing a processing exanple on the part of a contents

provider and @ USer d egafiGidithnt f&f‘es{@tﬂﬁ% fie MlRMING Y AIRUS l%193(7%r1ety
i ndividually using the master key. Fig. 56 is a diagram show ng t
procesy Mk dyPWrd witd8 134 using the master key.

Fig. 50 is a diagram (Example 1) showing a processing example
on the part of a contents provider and a user regarding the method
for creating various keys individually using the master key.

Fig. 51 is a diagram (Example 2) showing a processing example
on the part of a contents provider and a user regarding the method
for creating various keys individually using the master key.

Fig. 52 is a diagram describing the structure for executing
use limitation by choosing a master key.

Fig. 53 is a diagram (Example 3) showing a processing example
on the part of a contents provider and a user regarding the method
for creating various keys individually using the master key.

Fig. 54 is a diagram (Example 4) showing a processing example
on the part\of a contents provider and a user regarding the method
for creating various keys individually using the master key.

Fig. 55 is a diagram (Example 5) showing a processing example
on the part of a contents provider and a user regarding the method
for creating various keys individually using the master key.

Fig. 56 is a diagram showing the processing flow to store
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encryption keys the triple DES is applied to, using the single DES
algorithm Fig. 57 is a diagram show ng contents reproduction processing
flow (Exanple 1) on a basis of priority order. Fig. 58 is a diagram show ng
contents reproduction processing flow (Exanple 2) on a basis of priority
order. Fig. 59 is a diagram show ng contents reproduction processing flow
(Exanple 3) on a basis of priority order. Fig. 60 is a diagram descri bing
the structure for executing decryption (deconpression) of conpressed data
in the contents reproduction processing. Fig. 61 is a di agram showi ng the

contents structure exanpl e F' . .62
r epr odEALHP tHaEe e np d&% I (ﬁﬁﬂ%ﬁ%ﬁ?éﬂ EE%¥§2¥%%tJ§%%leFPES

63 is a dragrantshounng the contents structure exanple (2) Fi
. g. 64 is a
di agr aA1SISGWi T t he reproduction processing flow in the contents structure

example (2 65 |
E:gat:rzn'::lsés??@ct %ra i§ égsglplgrﬂdl %g%%s"‘t% perg{r%glugsg%?};oﬁiﬁ%ﬁtgﬂ l'ow in the
ctruct &J@%X%I@%@ a)npogg 2 @asfé % @rl&f\:f'&%{&m showi ng the contents

Fig. 58 is a diagram showing contents reproduction processing
flow (Example 2) on a basis of priority order.

Fig. 59 is a diagram showing contents reproduction processing

'flow\(Example 3) on a basis of priority order.

Fig. 60 is a diagram describing the structure for executing
decryption (decompression) of compressed data in the contents
reproduction processing.

Fig. 61 is a diagram showing the contents structure example
(1) . |

Fig. 62 is a diagram showing the reproduction processing flow
in the contents structure example (1).

Fig. 63 is a diagram showing the contents structure example
(2).

Fig. 64 is a diagram showing the reproduction processing flow
in the contents structure example (2).

Fig. 65 is a diagram showing the contéents structure example
(3) .

Fig. 66 is a diagram showing the reproduction processing flow
in the contents structure example (3).

Fig. 67 is a diagram showing the contents structure example
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Fig. 68 is a diagramshow ng the reproduction processing flow in the
contents structure exanple (4). Fig. 69 is a diagram describing the
creation and storage processing of save data. Fig. 70 is a di agram show ng
the processing flow regarding the storage processing exanple (Exanple 1)
of save data. Fig. 71 is a diagramshow ng the data nmanagenent file
structure (Exanple 1) used in the storage and reproduction processing of
save data. Fig. 72 is a diagram showi ng the processing flow regarding the
reproduction processing exanple (Exanple 1) of save data. Fig. 73 is a

0 20 SO 0 L1, 0SBt LA SO AL S OL e B ceEngl o,
processl i ALONERRLS) 10 LE, hoBrgfued g rocessing examle (Bxam) o 2
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o or 05RO Lemcetsgnechpogve ot Fo 1T 1S s dlastan shou g the

Che"eE oo ol I8, 4 gt am ey i foatosagy i Al LeRd 06
di agr am sy g tdiee PE 0SSk NMp 14 OVEL SHRT LI 1P LPes2Be data.

Fig. 71 is a diagram showing the data management file
structure (Example 1) used in the storage and reproduction
processing of save data.

Fig. 72 is a diagram showing the processing flow regarding the
reproduction processing example (Example 1) of save data.

Fig. 73 is a diagram showing the processing flow regarding the
storage procéssing example (Example 2) of save data.

Fig. 74 is a diagram showing the processing flow regarding the
reproduction processing example (Example 2) of save data.

Fig. 75 is a diagram showing the processing flow regarding the
storage processing example (Example 3) of save data.

Fig. 76 is a diagram showing the data management file
structure (example 2) used in the storage and reproduction of save
data.

Fig. 77 is a diagram showing the processing flow regarding the
reproduction processing example (Example 3) of save data.

Fig. 78 is a diagram showing the processing flow regarding the
storage processing example (Example 4) of save data.

Fig. 79 is a diagram showing the processing flow regarding the
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reproduction processing exanple (Exanple 4) of save data. Fig. 80 is a

di agram showi ng the processing flow regarding the storage processing
exanpl e (Exanple 5) of save data. Fig. 81 is a diagram show ng the data
managenment file structure (Exanple 3) used in the storage and reproduction
of save data. Fig. 82 is a diagram show ng the processing flow regarding
the reproduction processing exanple (Exanple 5) of save data. Fig. 83 is a
di agram showi ng the processing flow regarding the storage processing
exanpl e (Exanple 6) of save data. Fig. 84 is a diagramshow ng the data

managenment _file structure (Exanple 4) used_jn the storage.and . re duction
of save dAatd: BlglsSss ?%aﬁgawﬁgBSﬁngB&PﬂgtbﬁesﬁFBEéggigglPl8&FP§E§F§ing
the re roductiog processi ng exanpl e (Exanple 6) of save data. Fig. 86 is a
di agr aft488BLehEhg the contents illegitimate user revocation structure.

Fig. 87 i di hqw th i fl 1 t
content s | Fi8gi PEmaPeousbroraboshprong g reacres S Eafuntenbhrnathe
ing fl Ex le_2 f. the. ten i hti gat tion.
Fi o, o9%FLeaPPaGrAn HodB: FBFngoPRE Cctriry EPEBA Bhture (Exampie 1)
Fig. 90 i di hqwi h i in.th it ;-
n%?hod O;Sfﬁg.gggL?glé gﬁ%gggbzghg%gﬁss%h@gp§B8$%EQnE ¢1oaHl aREULFREe
data check processing in the security chip (Example 2).

Best Mode for Carrying Out the Invention
Explanation is given on the modes of carrying out the present

invention in the following order:

(l)'Structure of data pocesing system

(2) Content data format |

(3) outline of encryption processdx applicable to a data
processing device of the present invention

(4) Structure of storage data of a recording/reproducing
player

(5) Structure of storage data of a recording device

(6) Mutual authentication processing between a recording/
reproducing player and recording device

(6-1) Outline of mutual authentication processing

(6-2) Switching of key blocks in mutual authentication

(7) Downloading Processing from Record Reproducing
player to Recording Device

(8) Reproducing process on recording device storage

information in a record reproducing player
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Fig. 91 is a diagranms describing the security chip structure (Exanple 2).
Fig. 92 is a diagramshowi ng the processing flowin the data wite
processing in the security chip (Exanple 2). Fig. 93 is a diagram showi ng
the processing flowin the wite data check processing in the security
chip (Exanple 2). Best Mdde for Carrying Qut the Invention Explanation is
given on the nodes of carrying out the present invention in the follow ng
order: (1) Structure of data pocesing system (2) Content data format (3)
Qutline of encryption processdx applicable to a data processing device of
the pre tructu e of stor

recor di ﬁ%/ r%%ﬁ?\(;‘%g(t&}lﬂ%gé g‘%’é& ?5?5‘3 1?&5‘35‘? o?u&%l?aiéjgcéa%]a?% of a recording
devi ce 6 a the ication proc i ng, bet ecor di ng/
r epr odutt % hﬁh@@iﬁ {Qﬁ%ﬁ%ﬁnﬁe fc qﬁn “ﬁ [ e o?n%utual
ZEE E:m: g:t%% &{ OC&?%L\%%)%%?SJ‘R (S)Ctiasg:wﬁlg'o ro g%g:%gj epro CI ng pl ayer
o Fonor i oyl () GERCAULEI T B ogSiy SRTEADD fite St or o
after ”Pffﬁjcﬁ%gﬁe&ﬁi&E%'EEbv creation processing mode at a
content provider
(12) Structure of encryption processing key creation based
on master keys
(13) Controlling of the intensity of encryption in
encryption processing
(14) Program start-up processing based on start-up
priority in usage policy in content data
(15) Content structure and reproduction (decompression)
processing
(16) Creation of save data and storing it in a recording
device, and reproduéing process
(i7) Structure of revocation of illegal equipment

(18) Structure and manufacturing method of security chips

(1) Structure of Data Processing Device
Fig. 2 is the block diagram of an overall structure relating to an
embodiment of a data processing system of the present invention.
A data processing system of the present invention comprises a
reproducing player 300 and a recording device 400 as main

structural elements.
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(10) Downl oadi ng Processing to Recording Device and Reproducing Processing
of Downl oaded Content Oriented to Plurality of Content Data Formats and
Each Format (11) Check values (1CV) creation processing node at a content
provider (12) Structure of encryption processing key creation based on
master keys (13) Controlling of the intensity of encryption in encryption
processing (14) Program start-up processing based on start-up priority in
usage policy in content data (15) Content structure and reproduction
(deconpression) processing (16) Creation of save data and storing it in a

<'1'>%f' “Ega?%%%?gé EapratPaand: B IHR nall A6t (PCRg HeCiod SFTEELAR Ly chips
ructure i i i i i
overal pg@f&@u@tc.«tﬁgﬁ’rﬁga?a 'c%@%é&oﬁé%& B f&%ﬁﬁ'ﬁ?%&?g?? 3 oo
e St Sar A, oL SoPF B SRR e HIES Lol veat 100
ot SR SnlB ), SGR ST 0, R 04 e of
of including communication control with a recording device‘400 in an
encryption process in the record reproducing player 300, record
reproducing player’s encryption processing unit 302 controlling
the whole processing, recording device 400 connected to the record
reproducing player, recording device controller 303 performing
writing-in by executing an authentication process, read unit 304 .
reading out at least data from media 500 such as DVDs, etc., and
communication unit 305 conducting transmission and reception of
data with the outSide.

The record reproducing player 300 executes the downloading of
chtent data to a recording dévice 400 and the reproducing of
content data from the recording device 400 under the control of
the control unit 301. The recording device 400 incorporates an
external memory 402 composed of recording media preferably
detachable to the record reproducing player 300, for example,
nonvolatile memories such as a memory card, an EEPROM, a flash
memory, hard disk, and RAM with battery.

'Comprising a read unit 304 as an interface capable of
retrieving content data stored in recording media such as a DVD,
CD, FD, or HDD shown left, and a communication unit 305 as an

interface capable of capturing content data distributed from a

30



an exanple. As shown in Fig. 2, the record reproducing player 300

conprises a control unit 301 executing supervising control including
comuni cation control with a recording device 400 in an encryption process
in the record reproducing player 300, record reproducing player's
encryption processing unit 302 controlling the whole processing, recording
devi ce 400 connected to the record reproducing player, recording device
controller 303 performng witing-in by executing an authentication
process, read unit 304 reading out at |east data fromnmedia 500 such as

?ZE’Z’pE r:ﬂt“ﬁfrkd ‘;@%TST Fend e, CTie TERH T RR SIS e 460
execut es the downl oadi ng of nt ent,_ da i i
e e B S
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cont entUELE T S | B e HY o b R o U A R ey net L he. r egor d
reproduging, pl Ayel 305 u SRPIHY 6Se £LPNLBNE s34 ond heoramisi@etion unit 305,
or in reproducing content data from the recording device 400. The.
encryption processing unit 302 consists of a control unit 306
controlling the whole of the encryption processing unit 302, an
internal memory 307 designed to retain information such as keys
used in encryption process and not to permit data inside being
retrieved easily from the outside, and an encryption/decryption
unit 308 to perform an encryption process, decryption process,
creation and check of data for éuthentication, and generation of
random numbers.
The control unit 301 transmits an initialization command to
the recording device 400 via a recording device controller 303
when the recording device 400 is installed onto the record
reproducing player 300, or conducts a variety of intermediate
processes such as mutual authentication, check value checking,
encryption, and decryption, etc. carried out between the
encryption/ decryption unit 308 of the record reproducing player’s

encryption processing unit 302 and the encryption/ decryption unit

406 of the recording device’s encryption processing unit 401.
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Havi ng an encryption processing unit 302, the record reproducing player
300 executes authentication process, encryption process, decryption
process, and furthernore data check process in downloading into the
recordi ng device 400 content data input from the outside through the read
unit 304 and communication unit 305, or in reproducing content data from
the recordi ng device 400. The encryption processing unit 302 consists of a
control unit 306 controlling the whole of the encryption processing unit
302, an internal menory 307 designed to retain informati on such as keys

used in encryption process and not. to permt, data inside .bein retrieved
easi | y HFa®dma éjtﬁﬁ%iﬂféﬁcea?ﬁfsdﬁ“éﬂcrkiﬁpt(f%ﬁ%%/p‘ﬁ ﬁtadﬂ] tln?,gl?tteor perform
an encryption process, decryption process., creation and check of data for
aut hentia@RIEPRSnd generation of random nunbers. The control unit 301
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proces§§i\gglméﬁ%fgﬁgﬁigg¥gg@.detail in |ater paragraphs.
The encryption processing unit 306 is a control unit to
execute the control of an authentication process and the whole
processes regarding’encryption processes in the record reproducing
player 300 such an encryption/ decryption process and to execute
the control of the whole processes regarding encryption processes,
for example, the setup of an authentication complete flag at the
time of completion of an authentication process carried out
between the record reproducing playef 300 and recording device 400,
various processes conducted in the encryption/decryption unit 308
of the record reproducing player’s encryption processing unit 302,
for example, execution commands for a check value generation
process with respect to content data to download and reproduce,
and execution commands, etc. to have various keys created.
The internal memory 307 stores keys or identification data and
others necessary to various processes such as an mutual
authentication process, check value collating process, encryption

and decryption processes conducted in the record reproducing

player 300.
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Conpri sed of an encryption processing control unit 306, internal nmenory
307, and encryption/decryption unit 308, the encryption processing unit
302 is a processing unit to execute authentication, encryption, decryption
pl us check processes and so on, as nentioned before. The encryption
processing unit 306 is a control unit to execute the control of an

aut hentication process and the whole processes regarding encryption
processes in the record reproducing player 300 such an encryption/
decryption process and to execute the control of the whole processes
regardi ng encryption processes, for exanple, the setup,k of, an

aut hent i catlinoslopehsestiad Icag tant Katar i1Heuds f&&ﬁbﬁz’ﬁ SHtgflC%n to a

aut hentication process carried out between the record regpro i yer
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encr yptirem FheceLSargtig deigse 40 rbc,ryé)%co&}ijéiﬁq%%%gg L?lolrt a
check val ue generatio rocess. with respect.tq,c a . qdownl oad
and r eprFdRI&Ss, éh‘i‘d:kbrx}g@ﬁtursfn ocfom?é/nc?[sa?cagta&d togcme%r\yeeg\jéaor%s rLeys creat ed.

The | Nt ernal, Ienor 307 71 0188 S 1o PNt Tfatd i bl itk o !

ypr oce’sspes Such as an nmut ua a enticati on process,

check val ue coll ating, process I Vot | d r 1O PrREESS_RSCk of
conductee'rti:lﬁquilr?éq rperco(g;%egs%’epcfeocdr@%g&pﬁ%%&eﬁé%oogﬁggﬁd downl oadi ng cont ent

data input f i a. . : ; ) h
cgn?eln'? J;J}’aetrércf g%ér]?g‘@aegie% Afhnd Ui 6PN e e Ceiflde oF dA Ocmid ng the

creation of random numbers.

Retaining important information such as encryption keys, the
internal memory 307 of the record reproducing player’s encryption
processing unit 302 has to be so structured that information
stored in it is very hard to be retrieved from the outside. So
the encryption processing unit 302 is produced of semiconductor
chips having a construction hard to be accessed from the outside
and a multi-layer structure, with the memory inside sandwiched by
dummy layers such as aluminum layers, or located at the lowest
part. As well, it is structured as a tamper-resistant memory
having characteristics such as a narrow range of operating voltage
as well as a narrow frequency width, thereby making it hard for
data to be retrieved illegally from the outside. This structure
will be explained in detail later.

In addition to those encryption processing'functions, the
record reproducing player 300 is provided with a central
calculation processing unit (main CPU: Central Processing Unit)

106, Random Access Memory (RAM) 107, Read Only Memory (ROM) 108,
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fromthe recording device 400, the encryption/ decryption unit 308
performs, with the use of key data and others stored in the internal
menory 307, processes such as authentication process, encryption process,
decryption process, and creation and check of given check val ues and
digital signatures, check of data, and creation of random nunbers.

Retai ning inportant information such as encryption keys, the internal
menory 307 of the record reproducing player's encryption processing unit
302 has to be so structured that information stored in it is very hard to
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execute the reproduction of data decrypted with the record
reproducing player’s encryption processing unit 302. For instance,
the central calculation processing unit (main CPU: Central
Processing Unit) 106 performs controls with regard to the
reproduction and execution of contents, such as outputting
decrypted content data retrieved from a recording device under the
control of the control unit 301 to an AV processing unit 109.
The RAM 107 is used as the main memory for various processes
in the CPUl06 as well as the working area for processes performed
by the main CPUl06. The ROM 108 stores basic programs and others
to start up an 0S and others driven from the main CPU106.
Concretely, comprising a data compression/ decompression
processing mechanism of, for example, an MPEG2 decoder, ATRAC
decoder, MP3 decoder, and others, the AV processing unit 109
éxecutes a process to output data to data output equipment such as
a display or speaker (not shown in figure) incorporated into or

connected to a record reproducing player per se.

The input interface 110 outputs to the main CPU106 input data
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The central calculation processing unit (main CPU Central Processing
Unit) 106, Random Access Menmory (RAM 107, and Read Only Menory (ROV) 108
constitute a structural unit functioning as the control systemof the
record reproducing player 300 itself, which mainly functions as a
reproduction processing unit to execute the reproduction of data decrypted
with the record reproducing player's encryption processing unit 302. For
instance, the central calculation processing unit (main CPU Central
Processing Enlt) 106 perfornms controls with regard to the reproduction and
execution of contents, such as outputtin decrypt ed ntent data retrieved
from aeptesedi Ry davieusurdertt ReanSo/LL |a&fatﬁ8n36ﬁ§38F'u%F¥%§6fdfoa§§ AV
processing unit 109. The RAM 107 is_use he in vari ous
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processi ng
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processes
cartridges.

The main CPU106 also conducts the controlling in retaining in
the recording device 400 save data such as setup data with respect
to games and others during execution. As to the retained data
transferred to the control unit 301 during this processing the
control unit 301 lets the encryption processing unit 302 execute,‘
as required, an encryption process on save data, and lets the
recording device 400 store the encrypted data. These encryption
processes will be described in detail later.

A recording device 400 is produced of a recording medium such
as a memory card preferably detachable to a record reproducing
player 300 as mentioned before. The recording device comprises an
encryption processing unit 401 and external memory 402.

The recording device’s encryption processing unit 401 is a
processing unit to execute such processes as mutual authentication,
encryption, decryption as well as data check processing between

the record reproducing player 300 and recording device 400 during

downloading content data from the record reproducing player 300,
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according to instructions given by a user through the controller based on
e.g., a gane program being executed. The parallel (PIO 1/0 interface 111
and serial 1/0 (SIOQ interface 112 are used as connection interfaces wth
nmenory units and portable el ectronic equipment such as menmory cards, gane
cartridges. The main CPU106 al so conducts the controlling in retaining in
the recordi ng device 400 save data such as setup data with respect to
ganmes and others during execution. As to the retained data transferred to
the control unit 301 during this processing the control unit 301 lets the

encryption processing unit 30 xegute, . .as ir.ed, . i
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bet weef ~2hé recor reproduci ng player 300 and recordi ng device 400 during
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proddcCing contént data fromthe recording device 400 to the record

reprodycing player 20Qn Hind Ry @FesSiglg Wi EEENM,i $ehard disk, and RAM
with battery, and others stores encrypted contents and others.

The Fig. 3 shows the outline of a data structure input from
media 500 being content-providing means by which a data processing
system employing the present invention receives data, and
communication means 600 as well as the configuration as its center
regarding encryption processes in the record reproduction player
300 and recording device 400 receiving contents from those
content-providing means 500, 600.

The media 500 include optical disk media, magnetic disk media,
magnetic tape media, and semiconductors, etc. The communication
means 600 are means capable of performing data communication, such
as the Internet communication, cable communication, satellite
communication.

A record reproducing player 300 in Fig. 3 checks data entered
by means of the media 500 and communication means 600: content-
providing means, or contents conforming to a given format, which
is then saved in a recording device 400.

Content data shown in the area of the media 500 and
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control unit, internal nenory, and encryption/decryption unit as does the
encryption processing unit of the record reproducing player 300. Their
details are shown in Fig. 3. As nentioned previously, the external nenory
402, conposed of the nonvolatile nenory of a flash nenory of e.g., an
EEPROM a hard disk, and RAM w th battery, and others stores encrypted
contents and others. The Fig. 3 shows the outline of a data structure input
from nedia 500 being content-providing means by which a data processing
system enpl oyi ng the present invention receives data, and comunication
means 600 as well as the caonfiguration_as its center, [ rdin% encryption
pr oces SEBMPIAICRE 1PBCBRANFe5P8d Bt FF - pPay EPMPEAG SEnd Fe%%i&?ﬁd devi ce 400
receiving contents fromthose content-providing nmeans 500, 600. The nedia
500 i néFGHEtYpElcaP14Psk nedia, magnetic disk media, magnetic tape nedia,
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conmuni,cat i on, satell;t o] ication. A record reproducing player 300 in
Fig. 3% ﬁ85%3185t8%e598$38% gg%%Eans of the nedia 500 and conmuni cation
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format, whic I’S rec i ng devi'ce 400. Content data shown

o oL ERpepl g 8 500 80 20.Com sl RnREi Ebeche
data, size of a content portion, format version, content type
indicating whether a content is a program or data, and furthermore,
use restriction information defining whether the use of a content
is permitted to the sole equipment with which downloading is made,
or any other equipment.

* Block information: block information composed of the number
of blocks, size of blocks, encryption flags indicating the
existence of encryption.

* Key data: key data composed of encryption keys to encrypt
the block information, or a content key to encrypt content blocks,
etc.

* Content blocks: content blocks composed of program data,
music, and image data, etc.: actual subjects of reproduction.

Detailed explanation will be given on content data later in
this document, referring to Fig. 4 and other figures.

Encrypted with a content key (called “content key (Kcon)”
hereinafter), content data is offered to a record reproducing

player 300 from the media 500, communication means 600. A content

can be stored into the external memory of the recording device 400
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* |dentification information: identification information as an identifi
of content data * Usage policy: Usage policy including structural e
information of content data, e.g., the size of a header constituting
content data, size of a content portion, format version, content type
indicating whether a content is a programor data, and furthernore use
restriction information defining whether the use of a content s bernitted
to the sole equipnment with which downloading is made, or any other
equi prent. * Block information: block information conposed of the nunber
of bl ocks, size of blocks, encryption_fla% i ndi ing the existence of
?Rcrﬁfbwﬁmga?SK@f Géﬁa?eﬁéyddéﬁgrééﬁﬁ6§€d iﬁy@ﬁcﬁéérion keys to encrypt
e block information, or_ a content key to engrypt con : *
ngtent bl 66ksineEaneRy EPSC¥§C86Hﬂ8§eéegﬁcﬁrg&&?ﬁﬁggﬁégnaﬁggﬁgk%gﬁggﬁéége
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other fiqures. .Encrypted with a,content. |l ed " ! ' "
her ei ndfitoryia tigm SAPtAIRES &SofFacs ﬁékgxﬁgﬁgfﬁlg§b§§lu%?%§e%gréggﬁggéo

the excarhal REisr GF ORY POdsRag havice 400 37 by eand of the record
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(called “storage key (Kstr)” hereinafter) stored in the internal
memory 405 inside the recording device. In downloading content
data from the record reproducing player 300 into the recording
device 400, or in reproducing content data stored inside the
recording device 400 with the record reproducing player 300, a
given procedure is required, such as a mutual authentication
process between devices, encryption and decryption process of
content data. These processes will be explained in detail later
in this document.

As shown in Fig. 3, a recording device 400 comprises an
encryption processing unit 401 and external memory 402, and the
encryption processing unit 401, control unit 403, communication
unit 404, internal memory 405, encryption/ decryption unit 406,
and external memory control unit 407.

Taking charge of overall encryption processing, the recording
device 400 comprises the recording device’s encryption processing
unit 401 to control the external memory 402, to interpret commands

from the record reproducing player 300 to execute such processes,

and the external memory 402 to retain a content.
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menory 402 a content contained in content data, and block information
contai ned as header infornmation of the content data, and a variety of key
information, e.g., a content key Kcon; all encrypted, with the use of a
recording device's individual key (called "storage key (Kstr)"
hereinafter) stored in the internal nenory 405 inside the recording
device. In downl oading content data fromthe record reproducing player 300
into the recording device 400, or in reproducing content data stored
inside the recording device 400 with the record reproducing player 300, a
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r 6Cor evi ' i i i

Cont Oy 1403 5 CORt5 e 20k £l 88 oRgoLdRBRIeVi co' s
encryption/decryption unit 406 to perform an encryption process,
decryption process, creation and check of data for authentication,
and generation of random numbers, etc., and the external memory
control unit 407 to read and write data stored in the external
memory 402.

The control unit 403 is a control unit to execute the control
relating to the overall encryption processes such as
authentication process, and encryption/decryption process carried
out in the recording device 400. For example, it sets up an
authentication complete flag when an authentication process is
completed between the record reproducing player 300 and recording
device 400, and controls the whole of encryption processes,
various processes carried out in the encryption/decryption unit
406 of the encryption processing unit 401 such as downloading, or
executes commands for a check value creation process with respect
to reproducing content data, and executes commands for creation of
each of various key data and others.

Composed of a memory having a plurality of blocks, the
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encryption processing unit 401, conmunication unit 404 to transmt/receive
data to/froma record reproducing player 300, internal menory 405 to
retain information on key data for encryption processing, etc., and is
designed so that it is hard for data to be retrieved fromthe outside, and
an encryption/decryption unit 406 to performan encryption process,
decryption process, creation and check of data for authentication, and
generation of random nunbers, etc., and the external nenory control unit
407tt20gead and MWItF data stored in the external nenory 402. The control
uni )3 is a_control unit to execute the cantrol _.rel.ati the overall
encrypﬂp@ﬁfﬁﬁéc@@@@§Y36@ﬁ'a§° E@tﬁ@ﬁfF&%Fﬁoﬁnppﬁggéé,lgngg st B
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plural pai 0% Wiéﬁe%h%ati%té-rqﬁlt 'nfénfcﬁ:ty gy ddyf the record reproducing
player’s encryption processing unit 302 described before, the
internal memory 405 of the recording device’s encryption
processing unit 401 retains so important information such as
encryption keys that it must be constructed such that it is very
hard to retrieve such information from the outside illegally. So
the encryption processing unit 401 of the recording device 400 is
produced of semiconductor chips having a construction hard to be
accessed from the outside, and has a multi-layer structure, with a
memory inside sandwiched by dummy layers such as aluminum layers,
or located at the lowest part. As well, it is structured as a
tamper-resistant memory having characteristics such as a narrow
range of operating voltage as well as a narrow frequency width,
thereby making it hard for data to be retrieved illegally from the
outside. The record reproducing player’s encryption processing
unit 302 can be software so designed that secret information such
as keys can not be leaked out easily.

The encryption/decryption unit 406 executes processes such as

data checking, encryption, decryption, creation and checking of
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and ot her data needed in various processes such as a nutual authentication
process, check value check process, and encryption/decryption process,
carried out -in the recording device 400. As with the internal nenory 307
of the record reproducing player's encryption processing unit 302
described before, the internal nenory 405 of the recording device's
encryption processing unit 401 retains so inportant information such as
encryption keys that it nust be constructed such that it is very hard to
retrieve such information fromthe outside illegally. So the encryption
processing unit 401 of the recordjng device 400 is_.pL :
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nunber s ' e others stored in the interna

Ted3kA9ngCY0LR 208,

Connected to the recording device controller 303 of the record
reproducing player 300, the communication unit 404 conducts the
downloading and reproducing of content data, or communication of
transfer data between the record reproducing player 300 and
recording device 400 in mutual authentication under the control of

the control unit 301 of the record reproducing player 300 or the

control unit 403 of the recording device 400.

(2) Content Data Formats

Next, explanation is given on a data format of data stored in
the media 500 in a system employing the present invention, or
distributed over data communication means 600, referring to Figs.

4 to 6.

The structure shown in Fig. 4 is the format of the whole of
content data, and that in Fig. 5 the details of the “usage policy”
constituting a portion of the header unit of content data, and
that in Fig. 6 the details of “block information” constituting a

portion of the header unit of content data.
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menory 405 when downl oadi ng content data fromthe record reproducing
player 300, reproducing content data stored in the external nenory 402 of
the recording device 400, and during mutual authentication between the
record reproducing player 300 and recording device 400. Connected to the
recording device controller 303 of the record reproducing player 300, the
comuni cation unit 404 conducts the downl oading and reproducing of cbntent
data, or communication of transfer data between the record reproducing

pl ayer 300 and recording device 400 in nutual aut henti cati on under the

control of the control t 301 of th
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later chapter “(10) Downloading and Reproducing Processes Suitable
for Plurality of Content Data Formats and Each Format”.

In the data format shown in Fig. 4, the gray portions contain
encrypted data, the double-line frames check data against
tampering, the remaining white portions data of unencrypted
ordinary sentences. The encryption key of each encrypted portion
is located at the left margin. There exist encrypted data and un-
encrypted data mixed at each block (content block data) of content
portions in the example shown in Fig. 4. These modes differ
according to content data, and all the content block data
contained in the data can be encrypted as well.

As shown in Fig 4, the data format is divided into a header
part and content part, the header part consisting of a content ID
(Content ID), usage policy, check value A (Integrity Check Value A
("ICVa” hereinafter), block information key (Block Information
Table Key (“Kbit” hereinafter), content key Kcon, block
information (Block Information Table (“BIT” hereinafter), check

value B (ICVb), and total check value (ICVt), and the content part

of a plurality of content blocks (e.g., an encrypted content and
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data formats, for exanple, a format suitable for
ats, - _ gane prograns, and a
format suitable for real-tinme processing such as nusic data, etc. The

nodes of these formats will be described in detail ina later

r _ _ chapt er
(10) Downl oadi ng and Reproduci ng Processes Suitable for Pluralits of
Content Data Formats and Each Format". In the data format shown in Fig. 4,

the gray portions contain encrypted data, the double-line frames check
data against tanpering, the remaining white portions data of unencrypted
Frleaay fePLenfe?. The encryption key of each encrypted portion is
ocated a e left margin. There exist encrypted data and un- encrypted
dat a nﬂ&@@céypéaéhC%FBﬁg {content block data) of content portions ?g t he
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5, the
type (Format Type) indicating the type of the format, content type
(Content Type) indicating whether a content saved in the content
portion is a program or data, operation priority order information
(Operation Priority) defining the operation priority order when a
content type is a program, use restriction information
(Localization Field) indicating whether a content downloaded in
accordance with this format can be used with the only equipment
that downloaded the content, or with any other similar equipment,
copy restriction information (Copy Permission) indicating whether
the content downloaded in accordance with this format can be
copied from the equipment that downloaded the content to any other
similar equipment, move restriction information (Move Permission)
indicating whether the content downloaded in accordance with this
format can be moved from the equipment that downloaded the content
to any other similar equipment, encryption algorithm (Encryption
Algorithm) indicating an algorithm used for encrypting a conﬁent
block inside the content portion, encryption mode (Encryption

Mode) indicating the usage method of the algorithm used for
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usage policy is conposed of header size indicating the size of the header
portion (Header Length), content size (Content Length) indicating the size
of the content portion, format version (Format Version) indicating the
version information on the format, format type (Format Type) indicating
the type of the format, content type (Content Type) indicating whether a
content saved in the content portion is a programor data, operation
priority order information (Operation Priority) defining the operation
priority order when a content type is a program use restriction
information (Localization Field) indicatjng, whether a t ed
in ac@@¢ﬁﬁmbbnﬂﬁFhetﬁ?gt?%Fnﬁ?sig %ecﬂgtﬁgﬁﬁ?%rp %nbn%ﬁgegﬁé%%g%€£ﬂ at
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(I'nteg *Chetl indicating a nethod for creating check values
Structure of Revocation of Illegal Equipment”, it is possible to

employ a structure to eliminate the use of a content with illegal
equipment by means of collation at the beginning of use by
recording the identifiers of illegal record reproducing players as
data.

The check values A (ICVa) is the check value for checking a
content ID and the tampering of the usage policy. It is a check
value for part of data, functioning as a partial check value, and
‘not the whole of content data. The data block information key Kbit
is used to encrypt block information, and the content key Kcon a
content block. The block information key Kbit and content key
Kcon are encrypted with a distribution key (Distribution key
“Kdis” hereinafter, to be described later) on the media 500 and
communication means 600.

The details of the block information are shown in Fig. 6. All
the block information in Fig. 6 is data encrypted with a block
information key Kbit as can be understood‘from Fig. 4. As shown

in Fig. 6, the block information consists of the number of content
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The data itens recorded in the above usage policy are just exanples, and
so a variety of other usage policy information can be recorded acco}ding
to the node of the corresponding content data. For exanple, as explained
in detail in the chapter " (17) Structure of Revocation of Illegal

Equi pment”, it is possible to enploy a structure to elimnate the use of a
content with illegal equipnent by means of collation at the beginning of
use by recording the identifiers of illegal record reproduci ng players as
data. The check values A (I1Cva) is the check value for checking a content
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blockslﬁnaec?ﬁgaﬁypﬁgcgg g? égﬁt%nf %Iockhin?orﬁaFioné Thg content bl ock

infornq&kgg)[s conposed of the block size (Block Length),

The content check value is a check value to check the
tampering of each content block. A concrete example of the
creation method of content check values will be explained in the
chapter “(10) Downloading Processing to Recording Device and
Reproducing Processing of Downloaded Content Oriented to Plurality
of Content Data Formats and Each Format”. The block information
key Kbit encrypting the block information is further encrypted
with a distribution key Kdis.

Explanation on the data formét in Fig. 4 continues. The check
value B (ICVb) is a check value to check the tampering of a block
information key Kbit, content key Kcon and block information. It
is a check value for a part of data, and not for the whole of the
content data, and so functions as a part check value. The total
check value ICVt is a check value to check ICVa, ICVb, check value
of ICVi (if set) of each content block, part check values for them,
or to check the tampering of all the data being subject to

checking.

In Fig. 6 block size, encryption flags, check object flags can
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encryption flag (Encryption Flag) indicating whether or not it is
encrypted, and check object flag (I CV Flag) indicating whether it 1is
necessary to cal cul ate a check val ue, and content check value (lcvi). The
content check value is a check value to check the tanpering of each
content block. A concrete exanple of the creation nethod of content check
values will be explained in the chapter ""(10) Downl oading Processing to
Recording Device and Reproducing Processing of Downl oaded Content Oriented
to Plurality of Content Data Formats and Each Format". The bl ock

information key Kbit encrypt t bl ock f
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a thgvgggtSghtgﬁkabQQEkbeFurther detalled explanation will be given on
an example of the content data format in the chapter “(10)
Downloading Processing to Recording Device and Reproducing

Processing of Downloaded Content Oriented to Plurality of Content

Data Formats and Each Format”.

(3) Outline of Encryption Process Applicable to Data
Processing Device of Present Invention

Explanation is given on the modes of various encryption
processes applied to a data processing system employing the
present invention. This item “(3) outline of encryption processing
applicable to a data processing system” explains the outline of
modes of the encryption processes based on which various processes
in the data processing system of the present invention are
explained in the chapters, for example a) an authentication
process between a record reproduction player and recording device,
b) a downloading process with respect to a recording device of a
content, and c) a reproducing process of a content stored in a

recording device. A concrete process performed between a record
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encrypted; or block information BIT can be conpressed. Al so a content key
Kcon can be included into content blocks, not into the header part in
order to make a content key Kcon different for every content bl ock.
Further detailed explanation will be given on an exanple of the content
data format in the chapter "(10) Downl oadi ng Processing to Recording
Devi ce and Reproducing Processing of Downl oaded Content Oriented to
Plurality of Content Data Formats and Each Format". (3) Qutline of
Encryption Process Applicable to Data Processing Device of Present

I nvention Explanation is given on the npdes of var

| I’ tion
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processes based on which various processes in the data processing system
of t hePEPEEERt: i nvention are explained in the chapters, for exanple a) an

authentlcatlon ocess be en.a_recor u n .pl I 1 aRd recording
devi ce, do&ﬁﬁééﬂlnéu%g%@5§§%ﬁlpﬁ %ggpec %t§%;%Tg@€? ?hg evice of a
content, and c) ar du0|ng process of a content stored in a recording
deV|ceenRr8@W&PQt Cess performed between a record 46 reproducing pl ayer

(5 e TRl . e R At R e e
by nea%%ta aga%%%&?%aﬁ%%rlng with use of the shared key encryption
method. The tamper check data is data, attached to data by which
to check tampering, for checking tampering and authenticating a
creator.

The following data is created as tamper checking data: Each of
the check values A, B, and total check value in the double-lined
frame in the data structure explained in Fig. 4, and the content
check values, etc. stored in each block of the block information
shown in Fig. 6.

An example of using the DES in the shared key encryption
method is explained here as an example of a processing method of
creation of digital signature data. In addition to the DES, it is
also possible to utilize Fast Encipherment Algorithm (FEAL) (NTT),
and Advanced Encryption Standard (AES) (a next standard encryption
in USA) etc. as a process in a similar shared key encryption
method.

Explanation is given on a general method to create digital

signatures using DES, referring to Fig. 7. First, prior to the

creation of digital signatures, a message, a subject of a digital
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encryption method First, explanation is given on the process [
check data against tanpering wth use o? t he shared Eey encrggtfgﬁatlng
nmet hod. The tanper check data is data, attached to data by which to check
tanpering, for checking tanpering and authenticating a creator. The
following data is created as tanper checking data: Each of the check
values A, B, and total check value in the double-lined franme in the data
structure explained in Fig. 4, and the content check values, etc. stored
in each block of the block information 'shown in Fig. 6. An éxanple of

using the DES in the shared key enc ti ret hod, i | :
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Subsequently, calculate El and M2 based on the XOR lggic, and the
output of which I2 is put into the DES encryption unit to be
encrypted with the key K1 (output: E2). Apply an encryption
process to the rest of all the divided messages, repeating this
procedure. The “EN” output last is a digital signature. This
value is generally called “Message Authentication Code: MAC”,
which is used in checking the tampering of fhe messages. The
method for chaining encrypted messages in‘this way is called
Cipher Block Chaining (CBC).

The MAC value output in the creation example in Fig 7, can be
used as each of the check value A, B, and total check value in the
double-lined frames in the data structure shown in Fig, 4, and the
content check values ICVl1 to ICVN stored in each block inside the
block information shown in Fig. 6. When checking this MAC value,
a checker creates an MAC value with a similar method as used for
the creation. If the same value is obtained, the checking is
judged as successful.

In the example shown in Fig. 7, the initial value IV is added

to the first 8-byte message 1 based on the XOR logic, however, it
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Next, put Il into a DES encryption unit, and encrypt i i "K'
hereinafter), (of which output is defined as "'EIY?. Shbgganeﬁtrsy K
calculate El and M2 based on the XOR logic, and the output of which 12 is
put into the DES encryption unit to be encrypted with the key K (output:
E2) . Apply an encryption process to the rest of all the divided nessageé
repeating this procedure. The "EN' output last is a digital signature

This value is generally called "Message Authentication Code: NMAC whi ch
is used in checking the tanpering of the nessages The met hod for’chaining

encrypted nessages in this way is call her o
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processinq_structurq %ﬁea@EMAgnyqﬁ%e } gramin Fig. 8 shows the
replacing sin

The Fig. 9 shows an example of the detailed structure of the

structure unit of each triple DES (Triple DES) shown in Fig. 8.
There are two different modes of structure as triple DES (Triple
DES); shown in Fig. 9. Fig 9(a) shows an example using two
encryption keys wherein the following processes are performed in
order: an encryption process with the use of Key 1, a decryption
process with the use of Key 2, and further, an encryption process
with the use of Key 1. Two (2) keys are used in the order of KI1,
K2, and Kl1. Fig. 9(b) shows an example using three (3) keys,
wherein encryption processing is conducted three times; encryption
processing with K1, encryption processing with K2, and encryption
processing with K3 in this order. Three different keys K1, K2 and
K3 are used in this order. 'By using the structure where a
plurality of processes are carried out in succession in this way,
the intensity of security is increased compared to the single DES
method. However, this triple DES has a weak point of taking three
times the processing time the single DES consumes.

The Fig. 10 shows an example of an ameliorated MAC value

49



creation nmethod with enhanced security. Shown in Fig. 8 i

where an MAC val ue is created using aytriple DES, ?eplac?ngna g?ﬁgFLeDES
in Fig. 7. The Fig. 9 shows an exanple of the detailed structure of the
structure unit of each triple DES (Triple DES) shown in Fig. 8  There are
two different nodes of structure as triple DES (Triple DES); shown in Fig
9. Fig 9(a) shows an exanple using two encryption keys mheréin t he .
fol l ow ng processes are perfornmed in order: an encryption process with the
use of Key 1, a decryption process with the use of Key 2, and further, an
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subj ect of “sign to each nessage m dway, and the

possible to reduce the processing time required to create the MAC
value of a message to almost as short as required of an MAC value
creation process by means of the single DES, and to obtain
security more greater than by an MAC value with the single DES.
The structure of the triple DES for the last message can be the
one of the in Fig. 9(b).

(3-2) Digital Signatures by Means of Public Key Encryption
Method |

The above is a method for creating digital signature data
employing the shared key encryption method as an encryption method.
Now, explanation is given on another method for creating digital
signatures using a public key encryption method as an encryption
method, referring to Fig. 11. Shown in Fig. 11 is a process flow
of creating digital signature data using (Elliptic Curve Digital
Signature Algorithm (EC-DSA), IEEE P1363/D3). Explanation is
given on an example using an elliptic curve cryptography (Elliptic
curve Cryptography: “ECC” hereinafter) as a public key encryption.

Just for additional information, it is possible to use other
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triple DES (Triple DES) structure shown in the Fig. 9(a) is applied only
to the encryption process for the |last message. By enploying the structure
shown in Fig. 10, it is made possible to reduce the processing tine
required to create the MAC value of a nessage to al npbst as short as
required of an MAC value creation process by neans of the single DES, and
to obtain security nore greater than by an MAC value with the single DES.
The structure of the triple DES for the |ast nessage can be the one of the
in Fig. 9(b). (3-2) Digital Signatures by Means of Public Key Encryption
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, or the data processing systemof the present invention.
elliptic curve (elliptic curve: y?= X + ax + b), G the base point
on an elliptic curve, r the order of G, and Ks a secret key
(0<Ks<r). Calculate the Hash value of the message M at the step
S2, and define f=Hash(M).

Explanation is given on a method to obtain a Hash value using
a Hash function. The Hash function is a function output as a Hash
value by compressing a message as an input into a piece of data of
a given bit length. The Hash function is characterized in that it
is hard to predict an input from a Hash value (output), and to
seek out different pieces of input data having the same Hash value
because many bits of a Hash vary as one bit of data put into the
Hash function changes. There is a case where MD4, MD5, or SHA-1,
etc. is used as>the Hash function while there is another case
where DES-CBC similar to those explained in Fig.7 and others. In
this case MAC (check value: an equivalent to ICV) being the last
output value is the Hash value.
Subsequently, create a random number u (Ocucr) at the step S3,

and calculate the coordinates V (Xv, Yv), the product of the base

point times u at the step S4. An addition and a square on the
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Each step in Fig. 11 is explained. At the step Sl let it be assunmed that p
is a characteristic, a, b, coefficients of an elliptic curve (elliptic
curve: yl = X3 + ax + b) , Gthe base point on an elliptic curve, r the
order of G and Ks a secret key (O<Ks<r). Calculate the Hash val ue of the
message Mat the step S2, and define f=Hash(M. Explanation is given on a
net hod to obtain a Hash value using a Hash function. The Hash function is
a function output as a Hash value by conpressing a nessage as an i nput
into a piece of data of a given bit Iength. The Hash function is
characterized in that it is hard to dict an input froma Hash val ue
(out pue}linhéict euseekasat i RefeRP Sgigggsof i nput data having the same
Hash val ue because nany bits of a Hash vary as one bit of data put into
the Hash function changes. There is a case where MM, M5, or SHA-1, etc.

is used as the Hash functi l.e there is, angther case where DES-CBC
simlar to tl?o’s(é(aexﬁq i'r%d(g{]%mgbd."})‘_a ’otﬁce?r_yq]n this case MAC (check
val ue: an equjval ent t . heing the last output value is the Hash

val ue. Subseéﬂfeerﬁ Ie‘{/]#Q c&éJacgeQJédendom nunber u (O<u<r) at the step S3, and
cal cul ate the qpfgdin_ es V (Xv, Yv), the product of the base point tines
u at the steB“%m. R ition and a square on the 51 elliptic curve are

defined as fql |oys: P=(Xa, .Ya), Q=(Xb, Yb),R=(Xc, Yc)=P+Q When PtQ
(addition), ﬂﬁ%ﬁ@ﬁéxﬁxgpiﬁYa

A=(Yb-Ya)/ (Xb-Xa)
When P=Q (square),
Xc=1%-2Xa

Yc=A x (Xa-Xc)-Ya .

A=(3(Xa)?+a)/2Ya) e (1)

calculate the product of the point G times u using the above
exéressions. (Slow in speed, but the most understandable
calculation may be performed as follows: Calculate G, 2xG, 4xG-**,
expand u with the binary system, and add the corresponding 2'xG (a
value of G times 2 to the ith power) where 1 is valid. (i is the
bit position when‘counted from LSB of u.)

Calculate c=Xvmod r at the step S5, and judge if this value
becomes 0 at the step S6, and if it is not 0, calculate
d=[ (f+cks)/u] mod r at the step S7, and judge if d is 0 at the
step S8, and if d is not 0, output c and d as digital signature
data at the step S9. Hypothesizing that r is the 1ength of 160
bits, the digital signature data is 320 bits long.

If ¢ is 0 at the step S6, return to the step 33 to re-create a
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digital Next, explanation is given on a method for checking digita
signatufes using a public key encryption method, referring to Fig.
12. Let us assume at the step S11 that M is a messade, P a
characteristic, a and b coefficients on an elliptic curve
(elliptic curve: y’=x’tax+b), G the pase point on the elliptic
curve, r the order of G, and G and Ks x G the public key (0O<Ks<rx) .
Check at the step S12 whether the digital signature data ¢ and d
satisfy O<c<r and o<d<r. If satisfied, calculate the Hash value
of the message M at the step S13, and assume that f=Hash (M) . Next,
calculate h=1/d mod r at the step S14, and hl=fh mod r, h2=ch mod
r at the step S15.

calculate the point P=(Xp, Yp)=hl x G+h2'Ks X G at the step

516 using hl and h2 already calculated. Since a checker of
digital signatures knows the public key G and Ks x G, the
multiplication of a scalar of the point on the elliptic curve can
be done as at the step s4 in Fig. 11. Then, judge at the step S17
whether the point P is the infinite apoapsis (the infinite
furthest point). If it is not the infinite apoapsis, proceed to
the step S18. (In practice, this judgement of the infinite
apoapsis can be made at the step 816. The additioh of P=(X,Y),

0= (X,-Y) makes it impossible to calculate A, thereby making it
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signatures using a public key encryption nethod, referring to Fig. 12. Let
us assune at the step Sl1 that Mis a nessage, p a characteristic, a and b
coefficients on an elliptic curve (elliptic curve: y2=x3+ax+b), G the base
point on the elliptic curve, r the order of G and G and Ks x G the public
key (O<Ks<r). Check at the step S12 whether the digital signature data c
and d satisfy O< c<r and O< d<r. If satisfied, calculate the Hash val ue
of the nmessage Mat the step S13, and assune that f=Hash(M . Next,
calculate h=1/d nod r at the step S14, and hl=fh nod r, h2=ch nod r at the

t 515. Cal | h

Eﬁiﬁg ?tiﬁﬁdtﬁ;tgkiggag g%g%?ﬁféagfﬁﬁﬁégpﬁlghe(E%ﬁ§ aé%ﬁg)%mf S|gnat§}23
poi nt shetEEee|ﬁF§ 1S, PtetEancRhe ASnA T b FAE' LPB1CY s 6RuE0SE] 10
fnen. fudge at Lhe, s1ep %7 %@gt Plud LR dledcd 9 E#neer ’ﬁf&é@da&?aﬂ%s

(the i Fe intinite apoapsi s, proceed

can boShateoae  HackEeR BT,k Iy, H28TpsLa DRt e iibiputapagess
| Tposst bl erboch8! ukatey s LLRSLERK FRKIGGLY 23 Ledtnthal PMO hachhes

infinite apoapsrs nod r at "the step S18 and conpare the

resuItP t@aﬁ?@rgﬁ hgki ggQ%tﬂﬁgwnd@hﬁtCthE'Hﬁghfallglbﬁﬁﬁaréahues agree
each o ocee to t step S19, whereby judging that the digital

fhgng;BEgakédaB§h%HE'Bwnekfthﬁ diegirbal xsiygeat¥eepbadiugged aneapubenti c,

key.

When the digital signature data c or d does not satisfy O<c<r,
O¢d¢r at the step S12, it proceeds to the step S20. As well, if
the point P is the infinite apoapsis at the step S17, it proceeds
to the step $20. Furthermore, if the value of Xp mod r does not
agree with the digital signature data c at the step S18, it
proceeds to the step S20.

If the digital signature is judged as unauthentic at the step
S$20, it can be known that the data has been tampered with, or that
the digital signature was created by not a person supposed to own
a secret key corresponding to the public key.

(3-4) Mutual authentication by means of shared key encryption

method

Next, explanation is given on a mutual authentication method
using the shared key encryption system, referring to Fig. 13. The
DES is use@ as the shared key encryption system in Fig. 13,
however, any system can be used as long as it is similar to the

shared key encryption system mentioned previously. In Fig. 13,
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not tanpered, making it known that the digital signature is created by the
owner of a secret key corresponding to the public key. Wen the digital
signature data c¢c or d does not satisfy O<c<r, O<d<r at the step S12, it
proceeds to the step S20. As well, if the point Pis the infinite apoapsis
at the step S17, it proceeds to the step S20. Furthernore, if the val ue of
Xp nod r does not agree with the digital signature data c at the step S18
it proceeds to the step S20. If the digital signature is judged as ’
unaut hentic at the step S20, it can be known that the data has been
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corresponds to M1, Rb to M2, and ID (b) to M3, and so the outputs
El, EZ, aﬁd E3 with the initial value: IV=0 become encrypted
messages.

The B decrypts the received data with the key Kab. The
decryption method of the received data is, the encrypted message
El is decrypted with the key Kab to obtain the random number Ra.
Then, the encrypted message E2 1is decrypted with the key Kab. The
results obtained and El are operated on the XOR logic to obtain Rb.
Finally the encrypted message E3 is decrypted with the key Kab,
the result of which and E2 are operated on the XOR logic to obtain
ID (b). Of Ra, Rb and ID(b) thus obtained, Rb and ID are checked
to see if they agrees with what B transmitted. If this checking
is approved, B authenticates A as legal.

Then, B creates a session key (Session Key (“Kses”
hereinafter)) to be used (with use of a random number as a
creation method) after authentication. Rb, Ra, and Kses are
encrypted in this order with the key Kab in the CBC mode of the
DES, which is returned to A.

Upon receiving the encrypted data received, A decrypts it with
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structure of the CBC node of the DES shown in Fig. 7, Ra corresponds to
M, Ro to M2, and ID (b) to M3, and so the outputs El, E2, and E3 with the
initial value: 1V=0 becone encrypted nessages. The B decrypts the received
data with the key Kab. The decryption nethod of the received data is, the
encrypted nessage El is decrypted with the key Kab to obtain the random
nunber Ra. Then, the encrypted nessage E2 is decrypted with the key Kab.
The resulits obtained and El are operated on the XOR logic to obtain Rb.
Finally the encrypted nessage E3 is decrypted with the key Kab, the result

of which and E2 are qperated on.th t
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authentlc |on 'S approved, A authenticates as authentic. After
key for secret communication after authentication.

Should illegalities or disagreement be found when checking the
received data, mutual authentication is judged as a failure,
resulting in interruption of the processing.

(3-5) Public Key Certificate

Explanation is given on the public key certificate, referring
to Fig. 14. The public key certificate is a certificate issued by
the certificate authorities (CA: Certificate Authority) with
respect to the public key encryption method. It includes
information such as the ID of the certificate authority, valid
date, and furthermore, an authorizing signature is attached to it
by the certificate authorities.

The public key certificate shown in Fig. 14, includes a
version number of a certificate, serial number of a certificate
assigned to a certificate user by the certificate authorities,
algorithm and parameters used in a digital signature, name of
certificate authorities, valid date of a certificate, name of a
certificate user (a user's ID) as well as a certificate user’s

public key and digital signature.
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mut ual aut hentication, the session key Kses is used as the shared key for
secret communi cation after authentication. Should illegalities or

di sagreenent be found when checking the received data, nutual
authentication is judged as a failure, resulting in interruption of the
processing. (3-5) Public Key Certificate Explanation is given on the public
key certificate, referring to Fig. 14. The public key certificate is a
certificate issued by the certificate authorities (CA: Certificate
Authority) with respect to the public key encryption nethod. It includes
information such as the ID of the certifjcate au%por%t¥av%a&%ﬁa date, and
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of a seéﬁéﬂcﬁéyeadEFﬁQPEth)H&Eﬁ a u%g% %?8%?% by agppying Hash functions
to the whole of a version nunber of a certificate, serial nunber of a

certifié&ﬁé-assigned by the certificate authorities to a certificate user,
algorithm .. = g5 is a diagram showing the processing flow regarding the

reproduction processing example (Example 5) of save data.

Fig. 83 is a diagram showing the processing flow regarding the
storage processing example (Example 6) of save data.

Fig. 84 is a diagram showing the data management file

structure (Example 4) used in the storage and reproduction of save

data.

Fig. 85 is a diagram showing the processing flow regarding the
reproduction processing example (Example 6) of save data.

Fig. 86 is a diagram describing the contents illegitimate user

revocation structure.

Fig. 87 is a diagram showing the processing flow (Example 1)

of the contents illegitimate user revocation.
Fig. 88 is a diagram showing the processing flow (Example 2)
of the contents illegitimate user revocation.

Fig. 89 is a‘diagram describing the security chip structure

(Example 1).

Fig. 90 is a diagram showing the processing flow in the

manufacturing method of the security chips.
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and paraneters using a digital signature, nane of the certificate
authorities, valid period of a certificate, certificate user's nane and
public key. The processing flow explained in Fig. 11 is applied to the
creation of this digital signature by way of exanple. The certificate
authorities issues a public key certificate shown in Fig. 14, renews an
expired public key certificate, and creates, nanages and distributes the
list of illegal users to be wused in revoking users who conduct
illegalities. (This is called "Revocation".) Also, the certificate
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authorities, valid period of a certificate, certificate user’s
name and public key. The processing flow explained in Fig. 11 is
applied to the creation of this digital signéture by way of
example. |

The certificate authorities issues a public key certificate
shown in Fig. 14, renews an expired public key certificate, and
creates, manages and distributes the list of illegal users to be
used in revoking users who conduct illegalities. (This is called
“Revocation”.) Also, the certificate authorities creates public
keys and secret keys, as required.

Meanwhile, in using‘a public key certificate, a user
checks the digital signature of a public key certificate
using the public key of the certificate authorities the user
holds, and after successfully checking the digital signature the
user takes out the public key from the public key certificate and
uses the public key. Accordingly it is necessary that all the
users who use the public key certificates own the shared public

key of the certificate authorities. The details on how to check a

digital signature is omitted here since it was explained in Fig.
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public key encryption system referring to Fig. 15. The ECCis wused as a
public key encryption systemin Fig. 15, however, any system can be used
as long as it is a simlar public key encryption systemas nentioned
before. The size of a key may not be of the 160-bit length. In Fig. 15, B
first creates a 64-bit random nunber of Rb, which is transmtted to A
Receiving it, A creates a random nunber Ra of 64 bits and a random nunber
Ak smaller than the characteristic p. Then, obtain the point Av=Ak x g,

t he product of the base point nultiplied by Ak to create a digital
signature A.Sig for Ra, Rb, and Av (X coordinates and Y coordinates),
which islPeturned to B, together with A's public key certificate. Because

Ra and Rb are 64 bits respectively, .and the X coagrdinates .
coordi nates df~AY YHFYS; @“%b?BE&FF$éP?,%X MgeSS: & gp%&gfuﬁggiﬁngngFégn
for a total of 448 bits. As the nethod of creating a digital signature is
explaineéyﬁﬁeﬁig. 11, its details are omtted here. Also, as the public

k tificat [ lained in Fig.,14, | det ai | 1t ;
pan recei vi RFPACSISRR & gty el O i vt At e ALR Ay, AEEHOR e

[ t A sig., B t i f f RReTeTlc o |
ha or oatish oS TR SR LT BT S Oa e Back G A CheRy A o

ertiii cRP i s mrR SRR AR oy Pe e Eop Snat e

_ _ es out bl ¢ key.” Since explanation is

det ai 1 o B S5 B SR M R R e e A e e ey

wi th system can be used as long as it is a similar public key
encryption system as mentioned before. The size of a key may not
be of the 160-bit length. In Fig. 15, B first creates a 64-bit
random number of Rb, which is transmitted to A. Receiving it, A
creates a random number Ra of 64 bits and a random number Ak
smaller than the characteristic p. Then, obtain the point Av=Ak X
g, the product of the base point multiplied by Ak to create a
digital signature A.Sig for Ra, Rb, and Av (X coordinates and Y
coordinates), which is returned to B, together with A’s public key
certificate. Because Ra and Rb are 64 bits respectively, and the
¥ coordinates and Y coordinates of Av 160 bits respectively, a
digital signature is created for a totalvof 448 bits. As the
method of creating a digital signature is explained in Fig. 11,
its details are omitted here. Also, as the public key certificate
is explained in Fig. 14, its details are omitted here.

Upon receiving A’s public key certificate, Ra, Rb, Av, and

digital signature A.sig., B checks to see if Rb sent from A

coincides with what B has created. As a result, if both agree
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A's public key taken out. Since explanation is given on the method for
checking a digital signature in Fig. 12, its details are omtted here.
After the digital signature is successfully checked, B aut henticates A as
being legitimte. Next, B creates a random number Bk smaller than the
characteristic p. Then, B obtains the point Bv=Bk x G the product of the
base point Gnultiplied by Bk, and creates a digital signature B.Sig for
Rb, Ra, and By (X coordinates and Y coordinates), which are returned to A
along with B's public key <certificate. Upon receiving B' s public key ’

certificate, Rb, Ra, Av, i gi i i :
o A AT s
gﬁ(rjti g@;%’%iﬁ%tiﬁ'é%?éduﬁ\it?\ug c p]ﬁ%Yi%Pk% eoﬁ_‘:er_f’%eﬁce‘—fr1 T ca}i’cgr au]_%/%so_rzilrtlcljl es,
c_hecke‘ba]&g? r@]u%' %ﬁ%té)‘?]?t?%eneggiés&ggﬁe?je)%“l%élﬁgt%h%lal:ihei:%q%u?% Er@ gd: ;i t al
have sduesbiad Th OoF Hom bac ek, o BT e re e ek Y B AT TS e B 1o a
Cal cul SPEE SR B ol Cep e B o B e R s B e e A
cal cul g £ i1 Doy D IhCaheNCTS A4, Mg aladhey X eopritindionial | hese
) _ ey In later conmunication (in case the

SharEdmgggognfé¥p£h89kiﬁg a digital signature in Fig. 12, its details

are omitted here. After the digital signature is successfully

checked, B authenticates A as being legitimate.

Next, B creates a random number Bk smaller than the
characteristic p. Then, B obtains the point Bv=Bk x G, the
product of the base point G multiplied by Bk, and creates a
digital signature B.Sig for Rb, Ra, and Bv (X coordinates and Y
coordinates), which are returned to A, along with B’s pﬁblic key
certificate.

Upon receiving B’s public key certificate, Rb, Ra, Av, and
digital signature B.Sig., A check to see if Ra sent from B agrees
with what A has created. As a result, if the agreement 1is
confirmed, a digital signature inside B’s public key certificate
is checked with the public key of the certificate authorities, and
B’s public key is taken out. Then, the digital signature B.Sig is
checked using B's‘public key taken out. After the checking of the
digital signature is made successfully, A judges B as being
authentic.

When both have succeeded in authentication, B calculates Bk x
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made to be a shared key encryption of 64-bit key length.) of course, the
session key can be produced fromthe Y coordinates, and other bits may be
used than the lower 64 bits. Not only is transmtting data encrypted wth
the session key but a digital signature nay be appended to it during
secret communi cation after rmutual authentication. Should illegalities or
di sagreenment be found in checking digital signatures and receiving data,
processing is interrupted with mutual authentication regarded as a
failure. (3 7) Encryption Process Using Elliptic Curve Encryption Next,

R s R,
gﬂ;xg %%¥Ti2tBftg?$v%e0%@i?gyggigﬁﬁlc Eﬁes%% %rpE;g%l%fif%ng |?§tF§Zte ]
ng?g:ﬁﬂ%ﬂzzef/nua?o gi&f'&}r?} kST ;Pt T u?t&ue%ﬁf aﬁad\; caalrléﬁrta}%% Toudi®
step S b#%% g%afggr%rgg naE?%eBEbthg?geﬁofﬁté g%Q“uéé&'égd ab¥els@bnt he

Ic curve is not explalned here

since iﬁ%y""f‘ﬁ f' Sraéo%ﬂ ?Js_l':??}(f?@oor F&:Qseléh?oé‘hél:gdt i@@yréﬁéwﬁ’é‘ioﬁol@y

di vi di e produ |nates of Vnultiplied

assume, (the.re t o324 t d
IR T M A S S SR R %%@3’4%‘)??%??%“3%”&;{‘ the

i;ggasgéurgg ﬁéuggséioﬁtﬁgy LeRebRdgEbdasedOrrbil €REEY BEokanghtesf the
gé I's sha
and other bits may be used than the lower 64 bits. Not only is
transmitting data encrypted with the session key but a digital
signature may be appended to it during secret communication after
mutual authentication.

Should illegalities or disagreement be found in checking
digital signatures and receiving data, processing is interrupted
with mutual authentication'regarded as a failure.

(3-7) Encryption Process Using Elliptic Curve Encryption

Next, explanation is given on encryption using elliptic curve
encryption, referring to Fig. 16. Let us assume at the step S21
that Mx and My are messages, P a characteristic, a and b the
coefficients of an elliptic curve (elliptic curve: y’=X’+ax+b), G
the base point bn the elliptic curve, r the order of G, G and Ks X
G the public key (O<Ks<r). Create a random number u to satisfy
Ocu<r at the step S22, and calculate coordinates V, the product of
the public key Ks x G multiplied by u at the step S23.

The scalar product on the elliptic curve is not explainéd here

since it was done at the step S4 in Fig. 11. Obtain the remainder
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than the nunber of bits of p, use a random nunber for My, and destroy My
at the decryption unit. Calculate u x G at the step S26, and obtain the
encrypted nessages u x G (XO YO at the step S27. (3-8) Decryption
process using elliptic curve encryption Next, explanation is given on
decryption using elliptic curve encryption, referring to Fig. 17. Let us
assume at the step S31 that u x Gand (XO YO are encrypted data, P a
characteristic, a and b the coefficients of an elliptic curve (elliptic
curve: y 2 =X +ax+b), G the base point on the elliptic curve, r the order

of G and K t k 0

prodct }@gg@zyfyiq;fﬁﬁnipiéeéeﬁraéyck)oro o504 Fﬂ%%%?ﬁ?ﬂ%[“é?ﬁ?&gﬁﬁ‘ed B,
e step ract f

at the SHép 229 a8Aweat Eul éﬁé“ﬁ%ﬁia‘?%?iiﬁasﬁéﬁgﬁ% 188, e haRhd” ong”

and et rpRYBIE nEfobetgtndr RTvEL EEakd by y otaﬁs?éﬁwﬁga%néﬁzﬁéé

st 1) S BN RSBl I B REehe R o2, MSnpeadomniutly gefuas o x G

it is po r encryptlon and decryption

respectivel XBHS SA ep ypf oga%g gkpgvx_fne hefe exePd e Of s PibA 1 Lekey

encrypt|5ﬁ 3|I exp anation 1s o tted here (The details are

A R e
destroy My at the decryption unit. Calculate u x G at the step
$26, and obtain the encrypted messages u x G, (X0, YO) at the step
s27.

(3-8) Decryption process using elliptic curve encryption

Next, explanation is given on decryption using elliptic curve
encryption, referring to Fig. 17. Let us assume at the step S31
that u x G and (XO, YO) are encrypted data, P a characteristic, a
and b the coefficients of an elliptic curve (elliptic curve:
y?’=X’+ax+b), G the base point on, the elliptic curve, r the order of
G, and Ks a secret key (O<Ks<r). Multiply the encrypted data, the
product of u x G by the secret key Ks to obtain coordinates V(Xv,
Yv) at the step S32. Extract X coordinates of (X0, YO) out of the
encrypted data at the step S33, and calculate X1=X0/Xv mod p.
Extract Y coordinates, and calculate Y1=YO/Yv mod p at the step
934. Define X1 as Mx at the step 835, and retrieve the message
with Y1 as My. If My is not assumed as a messagde, destroy Y1.

Thus, by defining a secret key as Ks, and a public G as Ks x G,

it is possible to make a different key for encryption and

decryption respectively.
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Such random creati on nethods are well known as: an intrinsic random nunber
creation nethod wherein random nunbers are created froman A/ D out put
obtai ned by anplifying thernmal noises, and pseudorandom nunber creation
met hod wherein random nunbers are <created by conmbining a plurality of
linear circuits such as M series, etc. Also, a creation nethod using a
shared key such as DES, is also known. Here, explanation is given on a
pseudorandom nunber creation nmethod with use of DES. (ANSI X9.17 base) Let
us assune that the val ue of 64 bits obtained fromdata such as tine
(higher bits are O |n t he, ca | ower ths t han

4 %its% 1.5, D, key
i nf or mat i RSDSBRUCFERPTEPRpl&- Rrasaﬂao 8T sBRAMPH G 0L r BUPTBF BFYr andom
gt NN 35?5’??5?%2?1@?3% S R
ST | S t h t hat T | e- DES
AR e o e s

ncryp ion y |nfornat|on, the value of the second

ar gument a he va%ﬁagﬁ §Qﬁ£¥Ptggeg%£H FkBE@s cal cul ati on® XOR of 64

bits, and I na create s to be renemed as a seed. In

creating r§9§g$%595$§r§s é§5ﬁ08ﬁsh8ﬂ Egecfégfgsﬁhﬁaém(ﬁuﬁ%erénd (2-3)

shal |l be rep terwa Expl anati on has been given on a variety of

procesgj,ng ggﬂﬁém'EreSQQanﬁEtHBdg‘EPeeWGEYpkh@ﬂnpégceﬁﬁe§n€9@hb§éb|e to
the data processing system enploying the present invention. Next, detailed

random number creation method wherein random numbers are created
from an A/D output obtained by amplifying thermal noises, and
pseudorandom number creation method wherein random numbers are
created by combining a plurality of linear circuits such as M-
series, etc. Also, a creation method using a shared key such as
DES, is also known. Here, explanation is given on a pseudorandom
number creation method with use of DES. (ANSI X9.17 base)

Let us assume that the value of 64 bits obtained from data
such as time (higher bits are 0 in the case of lower bits than 64
bits), is D, key information used for triple-DES Kr, and the seed
for creation of random numbers S. At this time the random number

R is calculated as follows:

I=Triple-DES (Kr, D) <«**r**r*(2-1)

R=Triple-DES (Kr, S/I) cescre: (2-=2)

S-Triple-DES (Kr, R"I) reere (2-3)

Let us assume here that in Triple-DES ( ) the first argument

is encryption key information, the value of the second argument a
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explanation is given on concrete processes nade in the data processing
system of the present invention. (4) Storage Data Structure of Record
Reproducing Player The figure 18 describes a content of data retained in
the internal menory 307 incorporated into the record reproducing player's
encryption processing unit 302 of the record reproducing player 300 shown
in Fig. 3. The follow ng keys and data are stored in the internal nmenory
307 as shown in Fig. 18: Make: Master key to recording device

aut hentication keys to create an aut henti cation key (Authentication and

Key Exchange Key ("Kak here

:ﬁéhepit%?g¥%% Z%?BEEE%§p§+FB ap %téﬂgﬁcﬁﬁggég%gg ?26?%%3?%&;;3%5&# 300
ing device

ovi cenn@t Hen TERPon Feyat viRhPeredairelOkES FoREMER ML SR eye to

create d'Str'bUt'On Egﬁégﬂtﬁumg?ﬁévgbssué éébﬂé V@ﬁéeeﬁﬁfeﬁéﬁéhbongt

?E;;rlb&fté% RE?% Krev A crea I on to create a check value
e, Kot Cheel va yo B spcall guykeiptasercaic o check vel e 1GW

(i =1-N) of B I |on f6 create a check val ue | CVi

. Lgn a 88% b GY oﬁogabaﬁhéﬁ ¥al geoeeeati hgnmkayst dn

create a t%?%ﬁagﬁg EN? K£ : Systenls?gnatﬁre key tg append a

SIgnat%ngBﬁckgghcgggﬁnencryptlon processes applicable to the data
processing system employing the present invention. Next, detailed

explanation is given on concrete processes made in the data

processing system of the present invention.

(4) Storage Data Structure of Record Reproducing Player

The figure 18 describes a content of data retained in the
internal memory 307 incorporated into the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 shown in Fig. 3.

The following keys and data are stored in the internal memory
307 as shown in Fig. 18:

Mkake: Master key to recording device authentication keys to
create an authentication key (Authentication and Key Exchange Key
(“Kake” hereinafter) necessary to the mutual authentication
process performed between the record reproducing player 300 and
recording device 400 (Cf. Fig. 3).

IVake: Tnitial value for recording device authentication keys.

MKdis: Master key to distribution keys to create distribution

keys Kdis.
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for a distribution system Kdev: Record reproduci ng player signature key,
particular to and different for each record reproducing player, used when
a record reproducing player appends a signature or ICV. IVrem Initial

val ue used in encryption processing in nutual authentication processing,
etc. Shared by recording devices. These keys and data are stored in the
internal nmenory 307 incorporated into the record reproducing player's
encryption processing unit 302. (5) Data Structure Stored in Recording
Device The figure 19 shows a data retaining status in a recording device.

(N bl Ocks WY o iskEncRy LRt s 1P O oHeRe LA dh Y% keys and
par 1 cul ArKAQY . (EERIgl T vk COLC R RIS A HET Bt O e VB Teva
o o o S SP Yy  Ukeq EHORY b AL e St EOPra 00T il o
Bncrypt i oM AGYE bfCRbrin CaiTa W1 TR SF e LA R T (PR T o Cone on key,
et ai e e% Cach bToRR 1ho Sx¢Breoy tent pEGER, These Kinds of data are
Kicvt: Total check value creation key to create a total check
value ICVt.
Ksys: System signature key to append a signature or ICV common
for a distribution system.
Kdev: Record reproducing player signature key, particular to
and different for each record reproducing player, used when a
record reproducing player appends a signature or ICV.
TVmem: Initial value used in encryption processing in mutual
authentication processing, etc. Shared by recording devices.
These keys and data are stored in the internal memory 307

incorporated into the record reproducing player’s encryption

processing unit 302.

(5) Data Structure Stored in Recording Device

The figure 19 shows a data retaining status in a recording
device. The internal memory 405 in Fig. 19 is divided into a
plurality of blocks (N blocks in this instance), each of which
stores the following keys and data:

IDmem: Recording device content ID: identification information

particular to a recording device.
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menory 402 retains a plurality (Mpcs. in this instance) of content data,
such as data explained in Fig. 4 in the status described in Fig. 26 or
Fig. 27. The differences in structure between Fig. 26 and Fig. 27 are-
explained in a later chapter. (6) Miutual Authentication Processing between
Record Reproducing Player and Recordi ng Device (6-1) Qutline of nutua

aut hentication process The figure 20 is a flowhart show ng the

aut henti cati on procedure between the record reproducing player 300 and
recording device 400. A user inserts the recording device 400 into a

record repr i.n I t the step 541. However, it is not
necessary to?%g%éogﬁgh%%ﬁéggggpﬁgkﬁ@bi5@'@§ tdgpdtioa deynalsiedg in mutual
non- cont aglHed! kcat. Upon t he recording .device 400 installed onto the
record reprodggﬁﬁgﬁgba&thB%OEego & PR @A D Is Pt 399 -neans (not 65
shown in figutgkmnghdethe r.d pr.oduci ng player 300 shown in Fig. 3,
i nforms the control u§?65§oYE?&§f th %5&%?89n3g38§i8§e@09n t8ej gacalybédon

Next, atptbeeskep hg <C I i of .the_ record reproducing
pl ayer 360 t?ansn??éagﬁ ?ﬁi@ngg%agpghegg%ﬁgﬁ&ontBrPﬁgsFéBHVdFﬁ5~device 400

t hrough the KetetdafdevheeypONbROkLEN o£3 n el yi it, the recording
devi ce 400 receives the g%nnand a? ?hegggﬁ%ﬁgldéﬁ%toﬁogQstFﬂﬁaQECEFM'

devi ce' sbéackyphformaptienegsiyNgetpit 401 via the conmmunication unit 404,
and clears an authentication conplete flag if it is set. It nmeans the
systemis sKr:ta Randoaushenéi categt s6At Loy
S: seed
These kinds of data are retained in each block. The external
memory 402 retains a plurality (M pcs. in this instance) of
content data, such as data explained in Fig. 4 in the status

described in Fig. 26 or Fig. 27. The differences in structure

between Fig. 26 and Fig. 27 are explained in a later chapter.

(6) Mutual Authentication Processing between Record
Reproducing Player and Recording Device

(6-1) Outline of mutual authentication process

The figure 20 is a flowchart showing the autﬁentication
procedure between the record reproducing player 300 and recording
device 400. A user inserts the recording device 400 into a record
reproducing player 300 at the step S41. However, it is not
necessary to do so if a recording device is one capable of making
non-contact communication.

Upon the recording device 400 installed onto the record

reproducing player 300, a record device’s detection means (not
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Next, at the step S43 the control unit 301 of the record reproducin
playerl300 transmts the initialization command to the record reprogucin
player's encryption processing unit 302, together with the nunber of an )
insertion slot the recording device is inserted into. The transm ssion of
the recording device's insertion slot nunber makes it possible to have
authentication processing, and data transm ssion/reception made with a
plurality of recording devices 400 sinultaneously if a plurality of
recordi ng devices are connected to the record reproduci ng player 300. Upon

receiving the initialization command, the record. r I R S

encrypﬂ#omm. prodegsing dmsidRLhs ﬁwqﬁggﬁpfoc{%cplrno(ﬁ%l%%é%p{%ydglr 300 zllnears

an aut hentication conplete flag . corre nqin t9, & I NeePied CRI

i nser tiign. s1,otinfigws the C%ré‘%r,ojaturtlhtesﬁoglht }béch unl% %6 o% ﬁe record

< Coti s oA Uit hBREto e CEEare CENSRE. A (RS Ean BT Coe gantrel unit.
t h&leriteadd A5 , at thé step S44 the control wunit

301 of the record reproducing p er_30 i ; i &Y QEdmmidxidD
the reeored meRdEeRI éhjc?X%i i %@pﬁ%%%‘%éfﬁ% %Eﬁﬁﬁ%ilg%@whle&& ecor di nger

devi ce 400 uses. The details o I belc
the stlep B1% FeOEHRT FeUHTE %%ﬁh§?9¢ﬁ§%rg@%?ﬁéé?ﬂﬁf%ﬂﬁﬁfib pléstfaggb A

reads out the recordi.ng _devi.ce t i i
! or al, 1o GRNEH {8 nd QEmed e detdihededi
key bl3¢% |fVHqHBQQE%ﬁéiﬂg'ﬁbdnry 05 o fﬁ% recordi ng device 400.€g?azﬁg

step SégméggdchtEQé 88££rol unit 403 of the record device’s encryption
processing unit 401 via the communication unit 404, and ciears an
authentication complete flag if it is set. It means the system is
set to an unauthenticated state.

Next, at the step 543 the control unit 301 of the record
reproducing player 300 transmits the initialization command to the
record reproducing player’s encryption processing unit 302,
together with the number of an insertion slot the recording device
is inserted into. The transmission of the recording device’s
insertion slot number makes it possible to have authentication
processing, and data transmission/reception made with a plurality
of recording devices 400 simultaneously if a plurality of
recording devices are connected to the record reproducing player
300.

Upon receiving the initialization command, the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300 clears an authentication complete flag
corresponding to the recording device’s insertion slot number, if

set, at the control unit 306 of the record reprqducing player’s
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301 of the record reproducing player 300 transmts the recording device
content ID IDmemto the record reproducing player's encryption processing
unit 302 to have the authentication key Kake created on a basis of the
recordi ng device content ID IDrem The authentication key Kake is created
by the follow ng expression by way of exanple: Kake=DES(Make, | DreMA

| Vake) ...... (3) Stored in the internal nmenory 307 of the record
reproduci ng player 300 as described previously, Make is the naster key to
the recording device authentication keys to create an authentication key

Kake necessary to nutual authenti cati.qn i f t
record 1 EPFOUBEILAR BF§§8FS§6€ BRa% a08rdl b Bectoethao Yo bRt 1 ge L5 Eo o
| Dremis the rdlgg |%e content ID particular 67 to a recordlng
devi ce 466auFb glfé ﬁe |ﬁ Eiral value for the recording device

aut henticatign Eey eDgge% §4h thgecgggééé REEEE§O%fI% a fdpetiyon to

encrypt the 8 € SecC argunent the first

argunentrﬁﬁlgﬁuﬁqﬁgﬁgﬁaggr %?b a3 yﬁg%e%ﬁgﬁ%E%%&o%i%cH ndigakegnlehe XOR of

a 64-bit enpl oyi t Structures shown in Figs. 7

and 8 by 2%%6§33§X%%Bh%e'%h%ﬁgggg%ﬁohs Le Rl Rgntingat isen %%yt%%k%ecdﬂﬂrﬂg

is obtain firning the s recordi'ng device content

| Drem t@%vﬁ%& ey Lsd$. tﬁ%e”@%&%ﬁl@eﬁftthﬁfﬂ%%k %%hﬂ%&%‘%&%‘@%s%@ﬁ%ed
Mkake, the initial value I'V as |Vake. Next, creation processing is

carried qutechor Autugb sﬁébhgmB'ﬁﬁé'@Bn@BQlauﬁQESBOm keytKseseabriihe step

S47. The nutua
reproducing player 300 reads out the recording device content ID
IDmem stored in the designhated key block in the internal memory
405 of the recording device 400. At the step S46 the control unit
301 of the record reproducing player 300 transmits the recording
device content ID IDmem to the record reproducing player’s
encryption processing unit 302 to have the authentication key Kake
created on a basis of the recording device content ID IDmem. The

authentication key Kake is created by the following expression by

way of example:
Kake=DES (Mkake, IDmem”IVake) ... (3)

Stored in the internal memory 307 of the record reproducing
player 300 as described previously, MKake is the master key to the
recording device authentication keys to create an authentication
key Kake necessary to mutual authentication processing performed
between the record reproducing player 300 and recording device 400

(Cf. Fig. 3). 1IDmem is the recording device content ID particular
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aut hentication is conducted between the encryption/decr [ [

the record reproducing player's encryption pygcessing U%P:'Ogognéﬁd 308 of
encryption/ decryption unit 406 of the recording device's encryption
ggicg?slﬂg unit 401 with the intermediary perfornmed by the control unit
3010 e record reproducing player 300. The mutual authentication process
c e carried out in accordance with the processes explained in Fig. 13

y way of exanple. In the structure shown in Fig. 13, A and B cor respond
to the record reproducing player 300 and recording devi ce 400 P

respectively. First, the record re rodu0|n | aye i i
unit 362 @freherden@r@eVb%¢oﬁﬁgrndgﬁﬁﬁyér y r?%%ﬁgﬁh¥§%|on1Aﬁﬁggssébng

which is transmtted to the record
in evi c j i
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which is obtained by defining the Message M as recording device
content ID: IDmem, the key Key 1 as the master key to device
authentication keys: Mkake, and the initial wvalue IV as IVake.

Next, creation processing is carried out for mutual
authentication and a session key Kses}at the step S47. The mutual
authentication is conducted between the encryption/decryption unit
308 of the record reproducing player’s encryption processing unit
302 and encryption/ decryption unit 406 of the recording device’s
encryption processing unit 401 with the intermediary performed by
the control unit 301 of the record reproducing player 300.

The mutual authentication process can be carried out in
accordance with the processes explained in Fig. 13 by way of
example. In the structure shown in Fig. 13, A and B correspond to
the record reproducing player 300 and recording device 400
respectively. First, the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300 creates a

random number Rb, which is transmitted to the recording device’s

encryption processing unit 401 of the recording device 400,
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order in the CBC node of the DES with use of the authenticati

whi ch are retyrned to the record reproducing player's encryp??onkey Rake,
processing unit 302 of the record reproducing player 300. For exanple
according to the CBC node processing structure - of the DES shown in Fié. 7
Ra corresponding to M, Rb to M2, and |Ddev to M3, and the outputs El E2.
and E3 with the initial value: IV=IVemare encrypted nessages. Upon 1 1
recei ving the encrypted nmessages El, E2, and E3, the record reproducing

pl ayer's encryption processing unit 302 of the record reproducing player

Eggzgt:%’%% (%%3% %E%E@gt Cfi Lgfgé? aféjé%"g‘?‘%%?& Frafey een il
\r/]vrl]inggrhlﬁgé‘t’ V_Ir[ﬁ']éﬂneat c C@g&ﬁﬁiﬁ"fﬁ%%&%%@%&iﬁﬁcﬁﬁ%ﬁ ?i%nrateﬁgl ?a(r)lzlom
;gkheri??%@f%ﬂzn?é?ﬁﬁﬁﬂé,i}ﬁgl+%§§i$90%5§%Fgﬁggﬁdyﬁfgg?éﬂcg?c%ﬁg?ggr%n t he
S LSRRI (st s o
cont enf SPEPRERGNS KFoYRE P CRRC 1ha!Pacer I enrodug ha ot ayers | "

i denti fiﬁ%‘%k%? ﬁé‘ﬁ8£g‘;{:k°9h{egr%%§& S?Qfa%aﬁéinghﬁlﬁi?e@ng cheegpdion

&Eprodhg ayer  content ev are checked to See if they agree with
at tB§0E88?5H9r8859d§6299 pl ayer 300 transmtted. |If the checking turns

out to be satisfactory, the record reproducing player's encryption

process'ngUﬂBhtréQgiQEnﬁhﬁhéeﬁgﬁdom number Rb and record reproducing
player content ID IDdev, the recording device’s encryption
processing unit 401 of the recording device 400 creates a 64-bit
random number Ra anew, and encrypts the data, namely Ra, Rb, and
record reproducing player identification information IDdev in this
order in the CBC mode of the DES with use of the authentication
key Kake, which are returned to the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300. For example, according to the CBC mode processing structure
of the DES shown in Fig. 7, Ra corresponding to M1, Rb to M2, and
IDdev to M3, and the outputs El, E2Z, and E3 with the initial
value: IV=IVmem are encrypted messages.

Upon receiving the encrypted messages El, E2, and E3, the
record reproducing player’s encryption processing unit 302 of the
record reprodﬁcing player 300 decrypts the data received with the
authentication key Kake. With regard to the method to decrypt the
data received, first the encrypted message El is decrypted with

the authentication key Kake, the result of which and IVmem are
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reproduci ng player 300 authenticates the recording device 400 as

one. Next, the record reproducing player's encryp?ion processi ng aun:fgggz
oi the"recorq reproduci ng player 300 creates a session Kkey (Session Ley
("Kses" hereinafter)) to be used after authentication. (Random nunbers are
used to create it.) Then, the Rb, Ra, and Kses are encrypted in this order
in the CBC node of the DES with the key Kake and initial value IVmem
which are returned to the recording device's encryption processing unit
401 of the recording device 400. Upon receiving it (the encrypted data),

t he recordi ng device' i i i .
38“5;?;“‘?2?&%"@?: Méir@iﬁ%oﬁxp?@%&@&%cﬁﬁ#ﬁhi%fa%éeﬁf MBS ng ¢ he
L e T
SR UL A S S R A AL g S, and
t he recordi ng devi i .
i L e
| egal ‘e 59 teaéi»tha?sv9;1%1?ﬂ,t*ﬁ%&??%%%‘ﬁf%%&%%ﬁ%i‘?fjt”"ﬁieﬂgﬂeé’i‘?%ﬁ”k?y’@eKZ‘Zsa
aut herth Ko & S B e P O oL R
pfgyer content ID IDdev. Of the Ra, Rb, and record reproducing
player identification information ID IDdev obtained, the Rb and
record reproducing player content ID IDdev are checked to see if
they agree with what the record reproducing player 300 transmitted.
If the checking turns out to be satisfactory, the record
reproducing player’s encryption processing unit 302 of the record
reproducing: player 300 authenticates the recording device 400 as a
legal one.
Next, the record reproducing player’s encryption processing
unit 302 of the record reproducing player 300 creates a session
key (Session Ley (“Kses” hereinafter)) to be used after
authentication. (Random numbers are used to create it.) Then, the
Rb, Ra, and Kses are encrypted in this order in the CBC mode of
the DES with the key Kake and initial value IVmem, which are
returned to the recording device’s encryption processing unit 401
of the recording device 400.
Upon receiving it (the encrypted data), the recording device’s

encryption processing unit 401 of the recording device 400

decrypts the data received with the key Kake. In decrypting the
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ived, the processing is interrupted with the mutual

;thgﬁtﬁcgffgn j udged ag a failu?e. | f the nutual authentication turns out
to be successful, the processing proceeds fromthe step S48 to the §tep
S49 to retain the session key Kses in the record reproducing player's
encryption processing unit 302 of the record reproducing playﬁr ?O?h
setting an authentication conplete flag to indicate the finish o e 4
nmut ual aut hentication. Should the mutual authentication fail, it proceeds
to the step S50 and destroys the session key Kses created in the process
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O Lo nenks, Nal, | LG8 k3ds LRE00L, Ok kb 0% Rl Aree chotRed spcrpst idn
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aut hentication conplete flag correspon to the i'ns I
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| ayer's encryption processing unit 302 o he récor “rep p _
500 cl eaesctiptachhppbiesting aaupl ¢be HragneorbespQRd"det9cLhgool NSertion

sl ot nunber of the recordi ng device.
authenticates the record reproducing player 300 as a legal one.
After they are authenticated each other, the session key Kses is
used as the shared key in secret communication after the
authentication.

Should any illegalities or disagreement be found in checking
the data received, the processing is interrupted with the mutual
authentication judged as a failure.

If the mutual authentication turns out to be successful, the
processing proceeds from the step S48 to the step S49 to retain
the session key Kses in the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300, setting
an authentication complete flag to indicate the finish of the
mutual authentication. Should the mutual authentication fail, it
proceeds to the step S50 and destroys the session key Kses created
in the process of the authentication processing, clearing the
authentication complete flag as well. If it is already cleared,

the clearing process is not needed.

If the recording device 400 is removed out of the recording
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The nutual authentication process has been exenplifi i
accordance with the procedure shown in Fig. 13?phomesgrsoiza{s Izot limted
to the above authentication exanple, and this process can be performed in
accordance with the mutual authentication procedure explained in Fig. 15 b
way of exanple. Also, in the procedure shown in Fig. 13, a nutual - d
authentication process can be nade by designating the A1in Fig. 13 as a
Egcord reproducing player 300, B as a recording device 400, and the ID the
: recording device 400 first sends to the A: record reproducing player

300 as the recording devic i i
recor di dgvdeei éasevy FPBU§lgFﬁgEhgp%8égéggn§2§egg%egg%%FSEHP%I?ﬁgBQEinSide

aut henti cati on process procedure carri in .t i i
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i nvention consjsts in that_a pl i - : Bl oc i
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key dat &,
corresponding to the insertion slot number of the recording device.
Upon receiving this command, the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 clears the authentication complete flag corresponding to the
insertion slot number of the recording device.

The mutual authentication process has been exemplified so far
in accordance with the procedure shown in Fig. 13, however, it is
not limited to the above authentication example, and this process
can be performed in accordance with the mutual authentication
procedure explained in Fig. 15 by way of example. Also, in the
procedure shown in Fig. 13, a mutual authentication process can be
made by designating the A in Fig. 13 as a record reproducing
player 300, B as a recording device 400, and the ID the B:
recording device 400 first sends tovthe A: record reproducing
player 300 as the recording device content ID in the key block
inside the recording device. Various other processes can be
applied to the authentication process procedure carried out in the

present invention, and so the above authentication process is not,
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information, etc. The mutual authentication process (explained in Fig. 20)
performed between the record reproduci ng player 300 and recording device
400, is executed with regard to one key block out of the plurality of key
bl ocks in the recording device 400 in Fig. 19. In the structure where

mut ual aut hentication processing is conducted between a recording nmedi um
and reproducing player, it is general hitherto that a key used in nutual
authentication i.e. an authentication key is used on a shared basis.
Accordingly in such a case that an authentication key is nodified by a
destination (a country) products are shipped to, or by a product, it is
necessargr, tthdhasele &&§. dat a needed in aut hentication processing nodified

devi co. Thie-iecie balaind et KEgy dar o Rocbb i o MRERETedt iR’
Qocs not  mene HoE hEMReLe e A hetbokry t b %iﬂ't%%ﬁ%?@%%?%ﬂl5%?%€§‘2§?%gl§?§¥ved
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pl ayers of an ol d versi t a gg@g@sgoogaﬁmstﬁatoh rbeopdesent
|nventﬁ6ﬁme§s°nkg9ebp85 O£Y% g %Egggﬁé de i piurality of different key sets

e B ST ShoT A 0y st procomaor
designating one key block (Cf. Step S44 in the process flow in Fig.
20). As explained previously in Fig. 19, a plurality of key
blocks are formed in the internal memory 405 incorporated into the
encryption processing unit 401 of the recording device 400, each
storing a variety of data including different key data, and ID
information, etc. The mutual authentication process (explained in
Fig. 20) performed between the record reproducing player 300 and
recording device 400, is executed with regard to one key block out
of the plurality of key blocks in the recording device 400 in Fig.
19.

In the structure where mutual authentication processing is
conducted between a recording medium and reproducing player, it is
general hitherto that a key used in mutual authentication i.e. an
authentication key is used on a shared basis. Accordingly in such
a case that an authentication key is modified by a destination (a
country)products are Shipped to, or by a product, it is necessary

to have a key data needed in authentication processing modified at

the both sides of the record reproducing player and recording
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to authentication processing, nanely designated key bl ocks b
destination (a country) products are shipged to, o¥ by the %}od56?§1 ?ype
version, or application. This setting information is stored in the hennry’
unit of a record reproducing player, for exanple, in the internal menory
307 in Fig. 3, or inside other nenory elenments a record reproducing player
300 may have, with the result that the key block designation is carried
out in authentication processing, according to the setting information
the control unit 301 in Fig. 3 accesses. The naster key Make to the

recording device authentication keys inside the internal
r ecor daapteoduhi§ meRAFelthato the %eﬁhgﬁzP RETSES 3 ekgﬁﬁﬁgﬁggggfggéoﬁgyghe
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val ue, storage k random I3 i egsk 2
hat
at | edsqPR yte%éa? &2 157" 12% eariltlf atl%%jl'lg@s gér{%%ﬁggargi ffer%%@%:ya\?ghior
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bl ock ﬁ%& éefggugégnPﬁeatpéia@18§£ﬁ§§”bé@&@éﬁ fEérﬁdéﬁf@gng devlzestog aey
new version and the record reproducing players of an old %ersion.
With the data processing system of the present invention, as
key blocks are stored as a plurality of different key sets
peforehand in the recording device 400 as shown in Fig. 19.
Record reproducing players are set up with key blocks applicable
to authentication processing, namely designated key blocks by,
e.g., a destination (a country) products are shipped to, or by the
products, type, version, or application. This setting information
is stored in the memory unit of a record reproducing player, for
example, in the internal memory 307 in Fig. 3, or inside other
memory elements a record reproducing player 300 may have, with the
result that the key block designation is carried out in
authentication processing, according to the setting information
the control unit 301 in Fig. 3 accesses.
The master key Mkake to the recording device authentication
keys inside the internal memory 307 of the record reproducing
player 300 is a master key to the authentication keys set up

according to the setting of each of the designated key blocks, and
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can performan authentication process using the master key
RLZKSrth?he regording device authentication keys stored in the_lnterB?I y
nenory. Likewise it is possible to set up a different key block: key oc
No. 2 as the key block another record reproducing player B made tod en
different specifications can authenticate. Wen a content is store Ln e
external mermory 402 of the recording device 400, it is encrypted gﬁt .?
storage key Kstr stored in each key block, which is explained in detai
| ater. More concretely the content key to encrypt content bl ocks is

i e . ke hown in Fig. 19, a storage key is
E?SLZPLEggwgtgha gg?]f g %%t & )ﬁlaftgﬁ" 5’@n %s&(ﬂPa Rt,dcé‘red’i ﬁtj#}ﬁ s %tlggl)lrjg?ﬁgt he
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di fferent
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I NHeS o] g-devi.ce. confor o each
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i nstanceplbbeskayedaka rlﬁUEH@”Eh‘E@Eh i ARfo3L0L3ge I%G%P%,a}qgwg@l\égcan be

structured differently. There are speci |c exanpl es o ocks

ddefr boyakhty Qbydiibekent key datasig giding device, for
gggﬁgfg gséfén?ng;dlffgren¥ key bl ock nunb ersotolgpfﬁ V&t g982§ng

authentication key, initial value, storage key, random number
generation key, and seed, in a way that at least the key data for
authenfication is stored as different data for each block.

Thus, the key data structure of the key blocks of the
recording device 400 differs from block to block. Therefore it is
the key block No. 1 for example that a certain record reproducing
player 300 can perform an authentication pProcess using the master
key Mkake to the recording device authentication keys stored in
the internal memory. Likewisevit is possible to set up a
different key block: key block No. 2 as the key block another
record reproducing player B made to different specifications can
authenticate.

When a content is stored in the external memory 402 of the
recording device 400, it is encrypted with a storage key Kstr
stored in each key block, which is explained in detail later.
More concretely the content key to encrypt content blocks is
encrypted with the storage key.

As shown in Fig. 19, a storage key is structured as a

different key for each block. Accordingly it precludes the
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(desktop, or portable, etc.) of record reproducing players 300, or to
different ways of application. Inthis way it is possible to form
different key blocks for different regions, for exanple, with No. 1 to the
key bl ocks regarding record reproducing players sold on the Japanese
markets, and No. 2 to the products sold on the USA markets. By enpl oying
this kind of structure it can be made inpossible that a content designed
for a particular region and stored in a certain recording device with a
particular storage key is used in a different region. For exanple, even if

ecor Qs LG CoO B 1R A el o Tt TN B hee han

opr oGRS Gy T Eh s gAY g the SO ot TR ey
R e A e e e A
For (et por@1s BES | Sttt BRE Ry B Rkooh: g Ay Bl R Ut or” e
Shown Frcerg *aetouleind $RTREE FRTRY BB O SRRy Comon wi th any

&ffﬁrﬁﬁéggéggﬁéi?%VP%%g86n§9?%i§ rebnstanceetfiggnt ent can be distributed

node record reproduci ng players 300, ways of
applicatio a 15 £8x O i HakE OBomebE. 1DYyist Dsi 6g thatl typae
Hacnall SR Pl e ph B o

pl ayers e to the recording device authentication keys
for instance, the key data for authentication and storage key data
only can be structured differently.

There are specific examples of forming key blocks composed of

a piurality of different key data in a recording device, for
example, assigning different key block numbers to different types
(desktop, or portable, etc.) of record réproducing players 300, or
to different ways of application. In this way it is possible to
form different key blocks for different regions, for example, with
No. 1 to the key blocks regarding record reproducing players sold
on the Japanese markets, and No. 2 to the products sold on the USA
markets. By employing this kind of structure it can be made
impossible that a content designed for a particular region and
stored in a certain recording device with a particular storage key
is used in a different region. For example, even if a content is
transferred from Japan to USA, or vice versa by means of recording
devices such as memory cards, it can not be used in an

undesignated region because of a different key set up in a record

reproducing player, thereby preventing the cpntent stored in
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capabl e of being authenticated with the key block No. N. Accordingly an
encrypted content stored in a nenory card using the storage key stored in
the key block No. N can be used by all the players. For exanple, data on
the nenory card can be decrypted for reproduction processing by encrypting
nmusi c data, etc. on a nenory card with the storage key of a key bl ock
usabl e in commn, which (the memory card) is set to a portable audio
reproducing player with a shared master key MKake to recording device

aut hentication keys stored init. Shown in Fig. 21 are exanples of using a

di i i a.pl.urality. af ke | ocks,,.of a.data processin
i R IR B Geln B
record r . ar. :
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reproducie(r%iﬁriL ng%ir 9@grh tahg)%%rgqﬁélﬁ%é:t %}Eorﬁ%\ﬁ ﬁ‘&%ﬁ{gtﬁad eé‘rng]lc(éjf:[do . é:a;rglon
aut henti gat i r icag between the key blocks 2 and 4 of the recording
devi ce. %ﬁrgggrSO%%§%?§ ucing player 2103 is a record reproducing player

for the EU makkeksmokavi og H@%s%aghgrgﬁgybgpc%nagt au h%@&i%§5b%nN?akg

processi ng between the key bl ocks n the reécérdi ng-device.

the recobdtr egr educikeg Blaves 2103 KOHneXREPLiS e AUl NGRIISRT 498 0% +
est abl i shed bet ween agrecording devicé A and thg key%bhggétl or ? oPethe

recor di ngedevidtag2404i candoenghyhedn ¢9Qtent, Peagessedodineld Use 0%k ed
storage key stored in each of key
block usable in common with any record reproducing player 300.

For instance, a content can be distributed with no regards to
the models of record reproducing players 300, ways of application,
and countries of destination, etc. by storing in all the players
the master key MKake to the recording device authentication keys
capable of being authenticated with the key block No. N.
Accordingly an encrypted content stored in a memory card using the
storage key stored in the key block No. N can be used by all the
players. For example, data on the memory card can be decrypted
for reproduction processing by encrypting music data, etc. on a
memory card with the storage key of a kéy block usable in common,
which (the memory card) is set to a portable audio reproducing
player with a shared master key MKake to recording device
authentication keys stored in it.

Shown in Fig. 21 are examples of using a recording device
having a plurality of key blocks, of a data processing system of
the present invention. A record reproducing player 2101 is a

record reproducing player for the Japanese markets, having the
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bl ocks is stored in the external menory. As to the recor [
pl ayer 2102, authentication is establighed bet ween a ?egorgsgéoggg:gg B
and the key block 2 or 4 of the recording device 2105, and encrypted
content processed with use of a storage key stored in each of key blocks
is stored in the external menory. As to a record reproducing player 2103
authentication is established between a recordi ng device C and the key 1
block 3 or 4 of a recording device 2106, and encrypted content processed
2&E2rngfenggnf staLagetEey stored in each of key blocks is stored in the
. on . . _ LY
y e recordlngpggvlce A'2104'é§ubQ§%%EBth%”ke he
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processing between the key blocks 3 and 4. of the recording device.

Take the record reproducing player 2101 for example.

Authentication is established petween a recording device A and the
key block 1 or 4 of the recording device 2104, and encrypted
content processed with use of a storage key stored in each of key
blocks is stored in the external memory. .As to the record
reproducing player 2102, authentication is established between a
recording device B and the key block 2 or 4 of the recording
device 2105, and encrypted content processed with use of a storage
key stored in each of key blocké is stored in the external memory.
As to a record reproducing player 2103, authentication is
established between a reéording device C and the key block 3 or 4
of a recording device 2106, and encrypted content processed with
use of a storage key stored in each of key blocks is stored in the
external memory. When the recording device A:2104 is installed on
the record reproducing player 2102, or the record reproducing

player 2103, the encrypted content processed with the storage key

of the key block 1 can not be used since authentication is not
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various nodes of use. It also is possible to forma plurality of key

bl ocks, e.g., 1 to Kthat can be assigned in one record reproducing

player, and to forma plurality of key blocks p to g that can be assi gnhed
in another record reproducing player. O, it also can be possible to form
a plurality of key bl ocks usable in common. (7) Downl oadi ng Processing from
Record Reproducing player to Recording Device Next, explanation is given
on downl oading a content froma record reproducing player 300 to the
external menory of a recording device 400 relating to the data processing

system of the present invention. 79 The fiqure 22 is I t d
descr idstrap tirhest dradaigen fGie Wﬁ%dﬁﬁﬂﬁom e axferrgn%]t Ee’ ?grf:orredcor

reproduci ng player 300 into the recordin evi 400 1t Js umed in
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al ready established between the recard .reproduci I r n
r ecor cHFEF YREAE CATEN I PEH 1D "§5€n tHe® B ?]%J%#Qg]%% a%)glt}ge?q%ﬁ%q?%%%]ﬁ d

reproduci ng . player 300 retrjeves, data fro i WEEMOL8e CONt eNt
with 4seanba 1y RS ﬁﬁt}ﬁp‘%]c%%?l arﬁlcleénw ﬂ?gig%%% %% mat, or receives

data from a_comrunicafi on ans W } i ¥n210305
in accoPERIE e SREN %Fb?%e%f$%$ﬂnﬁfg%he%? P%ﬁ%P%oﬁ?$g€@ﬁﬁ?$§g%ﬁ§g? t he

record repr.oducin | ayey 300 transmts the header (Header) portion inside
the deABAtgg ngey PIOEET.

As described above, with the data processing system of the
present invention, key blocks composed of a plurality of different
key sets are formed in recording devices, Meanwhile, since a
record reproducing player is so structured as to store a master
key capable of granting authentication to a particular key block,
it is possible to put a use restriction on a content oriented to
various modes of use.

It also is possible to form a plurality of key blocks, e.g., 1
to K that can be assigned in one record reproducing player, and to
form a plurality of key blocks p to q that cah be assigned in
another record reproducing player. Or, it also can be possible to

form a plurality of key blocks usable in common.

(7) Downloading Processing from Record Reproducing

player to Recording Device
Next, explanation is given on downloading a content from a record
reproducing player 300 to the external memory of a recording

device 400 relating to the data processing system of the present

invention.
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record reproducing player's encryption processing unit 302 of the record
repr oduci ng player 300. Next, upon receiving the header at the step S51 the
control unit 306 of the record reproducing player's encryption processing
unit 302 lets the encryption/ decryption unit 308 of the record '
reproduci ng player's encryption processing unit 302 calculate a check
value A at the step S52. As shown in Fig. 23, the check value Ais
calculated in accordance with the ICV cal culation method explained in Fig.
7, with the check value A creation key Kicva retained in the nenory inside

S TS IR PR, AR BB 6T, el
hisbewtr ST NN kh‘?cﬁ%r%rgfe'g?htggahng hig i aohotnthe

check va 2F&ari 8n |nte

300, F ﬁgﬁF ?{%§93%ﬁ§§3§‘a’588rﬁggﬁh”ﬂ%ﬁ%%ia%% T T T neader
(Peader) 31 2o[OAPAERdy A00hal! aROHD:POESE BACH LB oLty RLOGEES 41 LIS

step S53 alned vaFues A
heck h t
Soffcy.“a%#?ﬁﬂﬁﬁghéﬁe E‘e— bel 2?22?Fé‘ﬂréérgﬁ.ﬁs%%@kéﬂ%%ﬁ 3R o na

menory 39@c§£diﬁ8 agggég qg@rodu0|ng player encryption processing unit
302 as the key, and the content ID (Content ID) and usage policy as

messages, ifat h@héhgﬁgpvgsyetﬁe eshepbat gfi tobbovwsporhBerb&yraaleytabiiging

nmet hod expl ained in Fig.
player 300 retrieves data from a medium 500 storing a content with
use of a read unit 304 in accordance with a given format, or
receives data from a communication means 600 with use of a
communication unit 305 in accordance with a given format. Then,
the control unit 301 of the record reproducing player 300
transmits the header (Header) portion inside the data to the
record reproducing player’s encryption processing unit 302 of the
record reproducing player 300,

Next, upon receiving the header at the step S51 the control
unit 306 of the record reproducing player’s encryption processing
unit 302 lets the encryption/ decryption unit 308 of the record
reproducing player’s encryption processing unit 302 calculate a
check value A at the step S52. As shown in Fig. 23, the check
value A is calculated in accordance with the ICV calculation
method explained in Fig. 7, with the check value A creation key
Kicva retained in the memory inside the record reproducing

player’s encryption processing unit 302 as the key, and with a

content ID (Content ID) and usage policy (Usage Policy) as
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7, coincides with the check value: I1CVa stored inside the header (header),
it is judged that the content I D and usage policy are not tanpered wth.

At the next step S53 the control unit 306 of the record reproducing

pl ayer's encryption processing unit 302 |lets the encryption/decryption
unit 308 of the record reproducing player's encryption processing unit 302
create a distribution key Kdis. The follow ng expression may be used as a
nmethod to create the distribution key Kdis by way of exanple.

Kdi s=DES(MKdi s, Content ID JA Vdis) ...... (4) 81 The MKdis is the nmaster
key to distributi keys too create the _distribution key Kdis, and is

st or ed TR THEET nt g[nrhr‘r’all%r?etri‘@r]yv Yeh&an Reorly T prdd ddind pitdypdr wsotiead Va
expl ai ngd_before. The ntent 1D is the content |ID of the header rtion
of "t he FORCEHT GRS YRLDS \HESR SR FE7 b VAT T (L Ehel 8 SOTS LRAS oHF Key.
In the v | S ( is a function to,encrypt the val ue of
t he se%%&%?%ﬁn%ﬁﬁ%%?ﬁ%%??s?ﬂ%rlé%?r%ﬂ# ﬁ%plé%dléﬁjc??/p??%ﬁerke@, and the
cal cul at.j onindi - - bit, [ t the st Sb4 .t he control
ini ¢ 308 R et et el 68, Dl e e TR AR T 302

lets t%ea@%ﬂ&éwmw@%g@ 40l £y 308 08 h%@%f&é’fg éfé’r@&hi%mf‘e?cgfp't%z L'SZ

encryption processing unit perfor m an encr I ONn process,

of the g sigibutdane keyokdi s, eated, Al cddigs %@&@33%%;9@]%‘3;' ock

information key Kbit and content key Kcon stored in t der portion of

the data regeiaatk{dpratdes A a o0 § hroudhd Neheck values A: Icva is a
check value used to check the tampering of the content ID and
usage policy. With the check value A creation key Kicva kept in
the internal memory 307 of the record reproducing player’s
encryption processing unit 302 as the key, and the content ID
(Content ID) and usage policy as messages, if the check value A
calculated following the ICV calculation method explained in Figqg.
7, coincides with the check value: ICVa stored inside the header
(header), it is judged that the content ID and usage policy are
not tampered with.

At the next step S53 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 create a distribution key Kdis.
The following exXpression may be used as a method to create the

distribution key Kdis by way of example.

Kdis=DES (MKdis, Content IDI*Vdis) .. (4)
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gggd 2§a2ﬁ03243 OL'the comuni cation neans 600 via the communi cati on unit
Kcoh hs sho |? dlg. 4, these block infornmation key Kbit and content key
Koon are © crygwp in advance with use of the distribution key Kdis on
med as Ds, CDs, and communication routes such as the Internet.
urthermore, at the step S55 the control unit 306 of the record
reproducing player's encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player's
encryption processing unit 302 decrypt block information (BIT) with the

bl ock information key Kbit decrypted at.the. : [ '
4, the bIothEnMKQhﬁtﬂénthl??S¥EregsyyBPeglEF%Eggééﬁggkﬁ??h%?ﬁgmgﬁggitge

i nformati on key Kbit _on i.da such.as d i i
» . 1 2 i ) i r
Fout 5. SGEREAGHEREN! HEGr RBE S FaTndenSre. Tk The ot an BB the contr ol uni

306 of the record reproducing pl r' r QN PRIFRGRSSI ¢
d|V|desre@ﬁédbFS@%OQHF&PﬁhPQS%e%eéﬁﬁbF%,%2%%¥gﬁfgk£§JKcoﬁ?|gﬁgug?ggﬁﬁﬁ P

information (BIT) into_8-bj i | Wh
i ’ Ch g oRemleedt deasgd tire
A core Lot o efulfion PR TOR RS s gend ) ot
‘ | Q t rec 12 1 B ) !
I : QAR RE MRCY G (IRPTAGMG it tilaY &€y, edar yhei ehov
processi Néill?nltthe’sd’?ﬁ dts the - ené)rypti on/ decrlypti on urﬁytS 308 g? ![ﬁeor :cord

reproduci ng pl ayer' tyi i -
AYE he FHG YPYH! Gy B GGARA ith WY terdi/al tthd atedsig e e
val ue BY 7 AsTshown in Fig. 24, with the checkrsglue B creation kek

Ki i i i .
pl ;;gr' rsseefacfa?tnpaipdﬁflcgﬁ& %rpcolc‘@tstg[i{ %eu ﬁrﬂ%{%ﬁlozaig%uﬁneﬁ ﬁy raar;: ﬂ?ﬂmc}im o
the calculation”indicates the XOR of a 64-bit unit.

At the step S54 the control unit 306 of the record reproducing
player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 perform an encryption process,
with the use of the distribution key Kdis created at the step S53,
on a block information key Kbit and content key Kcon stored in the
header portion of the data received from the media 500 through the
read means 304, or the communication means 600 via the
communication unit 305. As shown in Fig. 4, these block
information key Kbit and content key Kcon are ehcrypted in advance
with use of the distribution key Kdis on media such as DVDs, CDs,
and communication routes such as the Internet.

Furthermore, at the step $55 the control unit 306 of the
record reproducing player’s encryption processing unit 302 lets
the encryption/decryption unit 308 of the record reproducing

player’s encryption processing unit 302 decrypt block information

(BIT) with the block information key Kbit decrypted at the step
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YﬁLUEEg CL?ﬁ;FFytPﬁexgﬁégﬁluelpreéipusly cal cul ated and encrypts it with
. . val ue is conpared with the |1CVb insi
header, and if they agree each othe i L% e
r, _ ( r, it proceeds to the step S57
expl ai ned before in Fig. 4, the check val : i : et
_ . 4, _ ue B. 1Cvb is a che

gggcglggﬁ }ﬁpESL;P?ng(EP$)bIo§§ Lnfornation key Kbit, cohteﬁ? xg;uﬁcgg

. . . . th the check value B creati Kk i 1
retained in the internal nmenory 307 of th ) o Kyeay

( _ _ e record reproduci '

encryption processing unit 302 as the key, the blockpinforng?ighaig; ibit

content key Kcon, 83 and bl i i o . _
ni t o, 8% ShAcarhobpendt 84 haded 1 THERCRTSTPET'Dhe. ol ve Sotal ned ae

ogic, the value obtained as a

result pf which is encrypted with, the . .
e et Bt e At L FErTRaLg BEF 1L I decda sathead. !

ue: I CVvb retained in the

header, it is judged that the Dl ! i p
_ : r i oh-ke
Kcon, aPdl bl @Rk @%ﬁoﬁﬁ%f|%ﬁm%?%lgﬁg%oéaﬁg%?g% ﬁ??%.X%fb?%élg?ﬁgﬂgg}kfﬁe

nit 302" T cRar TRERR yBE | O cECRyptT on i S 355, o1 " he Tecord Fepr oduct n
LT S RSB SR ELEEEPTRO Y, g shocpamim o Sahden ™
(o1Te e 10 LayeChal Gy S91.0f ceanecasy xeonioans bopaer
check Val%e 3 %QSid?B&Q? @ﬁ@ge@—bit uniti1 aig oﬁnagizgeaigegkeszgg A and
information , P
pbased on the XOR logic. (Any calculation of addition, subtraction,
etc. is good.) Next, the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculates the check value B (ICVb).
As shown in Fig. 24, with the check value B creation key Kicvb
retained in the internal memory 307 of the record reproducing
player’s encryption processing unit 302 as the key, the check
value B creates the XOR value previously calculated and encrypts
it with the DES. Finally the check valué B is compared with the
ICVb inside the header, and if they agree each other, it proceeds
to the step S57.
As explained before in Fig. 4, the check value B: ICVb is a
check value to check the tampering of the block information key
Kbit, content key Kcon, and block information (BIT). With the
check value B creation key Kicvb rétained in the internal memory

307 of the record reproducing player’s encryption processing unit

302 as the key, the block information key Kbit, content key Kcon,
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checked, and all the content check values retained as nessages, the
internmedi ate checj value is calculated following the ICV calculation

nmet hod explained in Fig. 7. It can be possible to use the initial value
V=0, or the total check value creation initial value IVt once retained in
the internal nmenory 307 of the record reproducing player's encryption
processing unit 302. The internediate check value created is retained in
the record reproducing player's encryption processing unit 302 of the
record reproducing player 300 if required. This internedi ate check val ue

is created with the check value 84 A check, val Y alhditdhe wensent
check vaddieo bockesstaarat iome(Bhek 3y Vb%?(g lsu%(j?e%?g'?% checki ng to each

of these values can be perforned b ol | ati t L Ot gL edh a4 ea §hgck
val ue. are ¢pesabheddoa’eda?? ying %%% fﬂ l?hvgﬁ igﬁ}uﬁoﬁgver, because a

check process on untanpering nature as. d hRs COgMPR£0& the whetk
systen1Eﬂﬂuhtcﬂécwhb¢%cb§se?gr é??n@ﬁ?ghegg ?ﬁ% gxclugive data bel ongi ng

to each record reproducin l.ayer. 300, onl . af {&f Ppeimochsamdeladed can be
made sepataeebBy, ]gqurtﬂr%l‘g?‘{}:]%fv%li%ggren ync%eck val ues, nanely the total

check value | Cvt and _record.repyodygi pkayer' subgduvicdual thhebkoesl ue
| Cvdev Hpéuseparat EPy2EPEd: &t ?bgnyg%ﬁgrfnterned?gtg check val ue based on

the intermedi ate check L. ue. gheckowal ugsdawblibclie iefplraptiédn| arer
The contR&PTHAFLOB0 egfﬁgﬁg’r88§ggﬁ$eprgduginé pl ayer's encryption

processin% uni t 30 Ie%i the encryption/decryption unit 308 of the record
r epr oduBPRg tEMREEFCs WeErypti on processing unit

At the step S57 the control unit 306 of the record reproducing

player’s encryption processing unit 302 lets the

3 ! [
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculates an intermediate check

value As shown in Fig. 25, with the total check value creation

key Kicvt retrained in the internal memory 307 of the record
reproducing player’s encryption processing unit 302 as the key,
and with the check value A and check value B inside the header
checked, and all the content check values retained as messades,
the intermediate chec] value is calculated following the ICV
calculation method explained in Fig. 7. It can be possible to use
the initial value IVv=0, or the total check value creation initial
value IVt once retained in the internal memory 307 of the record

reproducing player’s encryption processing unit 302. The

intermediate check value created is retained in the record

reproducing player’s encryption processing unit 302 of the record

reproducing player 300 if required.

This intermediate check value is created with the check value
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302 cal cul ates the total check value ICvt. As shown in Fig. 25, the total
check value ICVvt is created by encrypting the internediate check val ue
with the DES with the systemsignature key Ksys retained in the menory 307
i nside the record reproducing player's encryption processing unit 302 as
the key. Finally the, total check value ICvt created and the ICvt saved
inside the header at the step S51 are conpared, and if they coincide each
other, it proceeds to the step S58. The system signature key Ksys is a
signature key common to a plurality of record reproducing players, nanely

t he whol e of a system assenbl i ch canduct S 4 BEOr &L g Slyes ng
process, atheclicerdaia i e@éicﬁfljgi h Cooﬁq%e.n (“s%%p alned before in Fig. 4,

the total check value ICVt is a check orShegknhthe twapervaues all
t he chpek mhémk%ngiQ%.da¢¥léﬁb1%ﬁ%,t%ﬁ%¥%%%§&évalues of each content bl ock

Therefore, when the total check, val c EcbYafBABBe €k tABuabovier
processss bagpeeforneh ?%ecﬁﬂﬁﬁng%lﬁgg {%g% Stored inside the header

(Header), all the check val ues,o @Y/ CVby , angweRER, Costanse bl obkcKre
judgedthtsnm@d@aﬂﬁeﬁéarﬁﬁ?ﬂ.Oﬂﬁxﬁ?éa%RYﬁé stgp S58 the control unit 301 of

the record reproducing player retr jgygsifoabembnbock thaf whadei on
insideprphesal@EkuPHPHgﬁg%Pénn?ég$? g%d checks if the content block is

subj ect to checking. . Wen_t ntenty;Bkeckuishsubj et eaclosédri AgLat he
cont ensYEherk 28| gePEC Fgge%% ?ﬁe l%lock6 information inside the header.

Wien a content block is §%%b%%tr%gr%@@%Kh@gplb@ercapmegpdgdpﬁger being

belonging to eac

i i k
downloaded can be made separately, a plurality of different chec

values, namely the total check value ICVtL and record reproducing
14

' arately created from
player’s individual check value ICVdev are sep y

i i lue.
the intermediate check value based on the intermediate check va

These check values will be explained later.

The control unit 306 of the record reproducing player’s

encryption processing unit 302 lets the encryption/decryption unit

i i it
308 of the record reproducing player’s encryption processing uni

. . q. 25
302 calculates the total check value ICVt. As shown in Fig. 25,

the total check value ICcVt is created by encrypting the

intermediate check value with the DES with the system signature

key Ksys retained in the memory 307 inside the record reproducing

i ' ' key. Finally the
player’s encryption processing unit 302 as the y

i i h
total check value IcVt created and the IcVt saved inside the

header at the step 551 are compared, and if they coincide each

other, it proceeds to the step S58. The system signature key Ksys
4

is a signature key common to a plurality of record reproducing

players, namely the whole of a system assembly which conducts a
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content block is read in fromthe nedium 500 by neans of the read unit 304
of the record reproducing player 300, or received by the communication
unit 600 with the use of the communication unit 305 of the record
reproduplng player 300 to be transmitted to the record reproduci ng player's
encryption processing unit 302 of the record reproducing player 300. Upon
receiving it, the control unit 306 of the record reproducing player’s
encryption processing unit 302 lets the encryption/ decryption unit 308 of
the record reproducing player's encryption processing unit 302 cal cul ates
the internediate check value of the conte

e soreaniia indiebil albint o ¥ Mol G S

Lg:ggt ogft@%ﬁg@aﬁ}#‘éﬁ@ﬁg%u@l fﬁnlnttk% thﬁja C%l%ﬁﬁaalﬁjeee(;&pc;&ailegd@

stijg;re;ict‘?}bericr‘é"’lcﬁjﬁ tg%)&h e(i tl’b%nﬁ’nbﬁ)eﬂlnrllq %@Pff) E}ﬁéé ‘%é%%]? g&igriie%%%dhlcl%g
BOIBC\E? (S}k?’ec%r%i c?l'é S NEL HLd ?gzeéc% Sed eSO YPL i ONMERGTHRErION

uni t produtct ng yer's encrypiion processing unit

302 cal P%at e%%fg@gaew OeE K YRLde: ngl?ec?orﬁ‘} e agbhesk vigh UsbdSe SFSRELDY

encrypti terred ate va ue wth the DES, wth a content check

val ue oreatlon ke, iy ConaMedud tyd herci et stoala napiae 30e ofedder T ecor

r epr oduc F9ho° ayer’s encry ion processing unit 302 as the key. Then, at

gggrSte%@é& 4ADe coptrale Unidy 3051 95sthe teray drewpy oshei agcpl ayeEest
yption process ng
block are judged as not tampered with.

Next, at the step S58 the control unit 301 of the record
reproducing player 300 retrieves content‘block information inside
the block information (BIT) and checks if the content block is
subject to checking. When the éontent block is subject to
checking, the content check value is stored in the block
information inside the header.

When a content block is subject to checking, the corresponding
content block is read in from the medium 500 by means of the read
unit 304 of the record reproducing player 300, or received by the
communication unit 600 with the use of the communication unit 305
of the record reproducing player 300 to be transmitted to the
record reproducing player’s encryption processing unit 302 of the
record reproducing player 300. Upon receiving it, the control
unit 306 of the record reproducing player’s encryption processing
unit 302 lets the encryption/ decryption unit 308 of the record

reproducing player’s encryption processing unit 302 calculates the

intermediate check value of the content.
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unit 302 conpares the content check value and the ICV inside the content
bl ock received fromthe control unit 301 of the record reproducing player
300, the result of which is delivered to the control unit 301 of the
record reproducing player 300. Upon receiving it, the control unit 301 of
the record reproducing player 300, if authentication is successful,
retrieves the next content block for checking, and lets the record
reproducing player's encryption processing unit 302 of the record
reproducing player 300 check it. Simlar check processes are repeated

til Il th
Shde of t Ee%ﬁéaé%te%@ﬁ'a\%%f% ThEcP T ER coheaith dY, Biskd s B R RR 56
content check creation initial I
the recdr GARERSURICNY (4% @dsvl%‘lnt%?\sp\%%f“%eriioéf‘ééﬁ hg%“%ﬁ T %o o

t he content che ues check d4 aLe &9 ne r
reprogu& e}ﬂ i}‘@ry §c€ﬁbrq?ﬁr| dpl,a(;:cécshseI oGS O%HeP rtelﬁl,%e lrtgc%cfor%hlch is
reproduc 0 Fur t r
I8, B, U e s s o

watche_s e check| rcddqr f QJH%Htllmd%PkschQf Lhedd Gomndudtddiecion,
[

or der mmon e sane content block is checked more than
t wo tlne authentlcatlon is judged as a failure. And, if all the contents
are autheﬁilcated it proceeds to the step S59. Next, at the step S59 the

record [ ePT Al Nl RS STy RO s iy ARl e s

record encryption processing unit 302 lets the encryption/decryption unit
308 of the record reproducing player’s encryption processing unit
302 calculate a content check value. The content check value is
created by encrypting a content intermediate wvalue with the DES,
with a content check value creation key Kicvc saved in the
internal memory 307 of the record reproducing player’s encryption
processing unit 302 as the key. Then, at the step S51 the control
unit 306 of the record reproducing player’s encryption processing
unit 302 compares the content check value and the ICV inside the
content block received from the control unit 301 of the record
reproducing player 300, the result of which is delivered to the
control unit 301 of the record reproducing player 300. Upon
receiving it, the control unit 301 of the record reproducing
player 300, if authentication is successful, retrieves the next
content block for checking, and lets the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 check it. Similar check processes are repeated until

all the content blocks are checked. If adjusted to the creation
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reproducing player's encryption processing unit 302 encrypt the block
information key Kbit and content key Kcon decrypted at t%g step S54 with
the session key Kses shared in mutual authentication. The control unit 301
of the record reproducing player 300 retrieves the block information key
Kbit and content key Kcon encrypted with the session key Kses fromthe
record reproducing player's encryption processing unit 302 of the record
reproducing player 300, which are transmtted to the recording device 400
;P;ogghBBge ggcgédlng device controller 303 of the record reproducing
yer 300. xt, at the step,S60, _upon.receiVi t I 4N i
Eféygbsgggnéfﬁéh@ehﬁagéy'K@Hﬁnt@&ggngyfﬁd fFo ?Fﬁe%ggcggdglgggfgdgg{gghlOn
r : e recordin evice 400 lets e n ti icOn uni t
R 5 anens e o oeebed o Sati o WSALELERR SREIESE U
i ved Wit _ session ke e r [ enticati
223egemeﬁ@fgb@97ipﬁm I Fﬁ€°F§%5Fﬁ%ﬁ Uﬁéﬁ%@gﬂggfﬁgfc% Egkpgﬁggage keylﬁgir
in e.intern nmory.405 of ,t r i iL.C8. c [
i R e (s A e
eproduci ng player .3Q0 ret.ri eyes i ; i Jeay i i :
ggc} ggtﬁfg&?ﬁl@@n rfé_‘taé’r?cerd;pltnej%v% ﬁ%&ﬁ%? st rfzggal%er?ggt lg;l'?i Ff rgrz@rﬁcﬁe reé)(;lr di ng
( r.ou .he ypcqdi e & GIPrRIUEr 3 t3om record
reProd§Hﬁﬁfﬁﬁ%N£9#§8b.(ﬁﬁen,t?ﬁ%se%ieys are repfgzgg\ﬁﬁﬂlthe bl ock
Lgyo[(g&téllr N S8 AP L and LURE M ety Ensfarte e iyptivn distcasnirion

unit 302 of the record reproducing player 300 watches the checking
order of content blocks for checking, and if the order is in the
wrong, or if the same content block is checked more than two times,
authentication is judged as a failure. And, if.all the contents
are authenticated, it proceeds to the step S559.

Next, at the step S59 the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 lets the encryption/decryption unit 308 of the record
reproducing player’s encryption processing unit 302 encrypt the
block information key Kbit and content key Kcon decrypted at the
step S54 with the/session key Kses shared in mutual authentication.
The control unit 301 of the record reproducing player 300
retrieves the block information key Kbit and content key Kcon
encrypted with the session key Kses from the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300, which are transmitted to the recording device 400
through the recording device controller 303 of the record

reproducing player 300.
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At the step S61 the control unit 301 of the record reproducing player 300
retrieves use restriction information fromthe usage policy of the header
portion of the data to judge whether the content downl oaded can be used
only by the record reproducing player 300 that downl oaded it, or by any
simlar record reproducing player 300 (In this case, the use restriction
information is set to 0.). As a result, if the use restriction information
is 1, it proceeds to the step S62. At the step S62 the control unit 301 of
the record reproducing player 300 lets the record reproduci ng player's

encryption 89 processing unit_ 302 of the record reprqducing 3
cal cul ate Nardr éortd s e RIRE g W e S ik Qodlc%%]g%r\f/%a ue.tl,és}pshovm

in Fig. 25 th d duci s hdi vi daal
0 B2 A0S LSRR eI, P! v ok v cuerlca e oreates
i ntermedi ate check val ue | d ai.t 5 . .

LT A ek Sl | 6 SR alo e SR hy MED dhe Teoord

the record reproducin | ayer's. en pt ko pr it,13Q2.o The
cal cul SR PR Sepr BT R bt Gyde® ot  Foe b SEER A AT Povaey
overwites the total c¢h t i e ; ey S5t €M
signalLﬁQF?%RF%@@ép$%g%§§§%¥2%¥f%i%ﬁg;%?éﬁﬁgépgétgg?%gaiﬁiﬁhv%@sha?%d

signature of | QY §oglhe (i SLgi Dyth oSy Sierhedfcatibhprang féosneegotd

reprodu%?%% play%r %o record reproduci ng player the record reproducing

player . signature key KdevnksqéyIe&0s dihgpPy odigl NgrpLayer ksy skgoat siaeed
in the internal memory 405 of the recording device'’s encryption
processing unit 401. Finally the control unit 301 of the record
reproducing player 300 retrieves the block information key Kbit
and content key Kcon re-encrypted with the storage key Kstr from
the recording device 400 through the rebording device controller
303 of the record reproducing player 300. Then, these keys are
replaéed with the block information key Kbit and content key Kcon
encrypted with the distribution key Kdis.

At the step S61 the control unit 301 of the record reproducing
player 300 retrieves use restriction information from the usage
policy of the header portion of the data to judge whether the
content downloaded can be used only by the record reproducing
player 300 that downloaded it, or by any similar record
reproducing player 300 (In this case, the use restriction
information is set to 0.). As a result, if the use restrictioni
information is 1, it proceeds to the step S62.

At the step S62 the control unit 301 of the record reproducing

player 300 lets the record reproducing player’s encryption
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record reproduci ng player uses to append a signature or |CV

the data signed by the system signature key Kgys i's successtfIyngﬁgikggat
by a system (record reproduci ng player) having the sanme system signature
key, or that the total check values |ICVt agree each other, enabling shared
use. However, when a signature is made using the record reproducing
signature key Kdev, the record reproducing player signature key should be
the key particular to the record reproducing player. Therefore, the data
signed with the record reproduci ng player signature key Kdev o} data saved

in the recording device after a si i
e i s ol Adiifar o Mione ot o e
st al e e i slgxesf'rseea}cﬂievdf%%ﬁri% SRS PERLETET
Grmp! oyi iy B bedite (ARET FEPRTI LS PESh N | e RE e
o e VT A TR, AT g et e i
ecor repro i i
rerory AR e L%t(ﬁ%ﬁ%é‘%m%%é%é@%]o%% R oS hve The state of a
i aur o ShR e PTG s e R e e O ovi o i 11 use.
reStr|C£ﬁ€Qr£Q Q£g£6£§n3571ofjbﬁeOﬂéaoﬁﬁfféﬁ@@&@c@@@mﬁﬁayéhEs encryption
processing unit 302. The calculated record reproducing player’s
individual check value ICVdev overwrites the total check value
ICVt.

As explained before, the system signature key Ksys is a system
signature key used to append a shared signature or ICV to the
distribution system. And, differing from record reproducing
player to record reproducing player the record reproducing player
signature key Kdev is a record reproducing player’s signature a
record reproducing player uses to append a signature or ICV. It
means that the data signed by the system signature key Ksys is
successfully checked by a system (record reproducing player)
having the same system signature key, or that the total check
values ICVt agree each other, enabling shared use. However, when
a signature is made using the record reproducing signature key
Kdev, the record reproducing player signature key should be the
key particular to the record reproducing player. Therefore, the

data signed with the record reproducing player signature key Kdev

or data saved in the recording device after a signature is made,
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figures 26 and 4 lies in that the content block information key Kbit and
content key Kcon are encrypted by the distribution key Kdis or the storage
key Kstr. And, the difference between the figures 27 and 26 consists in
that the internmedi ate check value is encrypted with the system signature
key Ksys in Fig. 26 while with the record reproducing player signature key
Kdev particular to a record reproducing player in Fig. 27. If it fails in
checking the check value A at the step S52, and if it fails in checking
the check vale B at the step S56, and if it fails in checking the total

check value ICVt at th t 57, 91 dif it fails i i ; :
c?nt eggfﬂ{bd?g’%/tél%i?ﬁrf e Bt gir}l? Ihcehés%kep‘%gé% Iﬁf%ﬁgége%sl\t@at%eto
step . and i i spl ays .a gi trictyd ;

nior gg;m;)%cgdatr%pﬁreo e A Ba ™ e P B A e
step . epr oduci ng Process, .0 Waleh | &y : A f ]

in Recor"ﬂ“i%é drioddd g(go =] e?'(P epltal}é;ft ?gaﬁ?ﬁ[ ?%%v@%%ﬁa@ ce]{)?gég%lc%rmn g&% ?g%:iecgg,

by a reciot{rgjrﬁ):ﬁe/&%‘g&%‘n Pl 8y 8l 300, dpp%%%ﬁé. Prymdyons stored in the

ext er nal e recording devic e figure 28 is a

flowchart taq, eexlpelgcg%g A glfse%sesit%eorgf EVE Andy %@escgi%%rgxfteiglﬁcor d

r epr oduci ng ayer retri‘eves m a recordi ng device S

sororen Hf s e L O gl g s et i phesee
to freely set up a content usable in common by systems, or a
content usable only by appointed record reproducing players.

At the step $63 the control unit 301 of the record reproducing
player 300 stores a content in the external memory 402 of the
recording device 400.

The figure 26 shows the state of a content in a recording
device with use restriction information=0. The figure 27 shows
the state of the content in a recording device with use
restriction information = 1. The only difference between the
figures 26 and 4 lies in that the content block information key
Kbit and content key Kcon are encrypted by the distribution key
Kdis or the storage key Kstr. And, the difference between the
figures 27 and 26 consists in that the intermediate check value is
encrypted with the system signature key Ksys in Fig. 26 while with
the record reproducing player signature key Kdev particular to a
record reproducing player in Fig. 27.

If it fails in checking the check value A at the step S52, and
if it fails in checking the check vale B at the step S56, and if

it fails in checking the total check value ICVt at the step sS57,
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At the step S71 the control unit 301 of the record reproducing player 300
retrieves a content fromthe external nenory 402 of the recording device
400 with the use of the recording device controller 303. Then the control
unit 301 of the record reproducing player 300 transmts the header portion
in the data to the record reproducing player's encryption processing unit
302 of the record reproducing player 300. Simlar processes are perforned
at the step S72 to those explained in "(7) Downl oading Processing from
Record Reproducing Pl ayer to Recording Device". 92 The control unit 306 of

the record reproducing player's encryption rocessing.unit 300 lets the
encr ypenehAidedity peilds dai F%ml@fg {he Croé%@lngi Fg‘ﬁFZ‘dJ%ilﬁl& Slfg)?&ghs |
encryption processing unit 302 cal cul ate he val.ue A..,As l.qi ned
bef or e SoRtENG. 223 thehstegns @rvéﬁug?ngfd% %Eh%éﬁeégﬁg: o F%@Péa cul ati on
method simlar to.the one explained in Fig. 7, with the check value A
creat i 6v SPUEY SkiPc W V&0 FEF 4 MR *i nt ernal nmemory 307 of the record

cont ont 1| DLEOBRFGrE B B SRIS BOLE] 3¢ Rellagts. SETefoAl A5 etore, -

e
as nessages. explai ned re,

t he check value A:1CVa j.s a.check v check the tanpering of the
cont ent%ol ﬁ%ﬁ%ﬁ?a&?{p&ﬁlgﬁlgw t‘:élgle tasjﬁ'e%%crﬁa%{ value A creation key Kicva
stored in the internal nenory 307 inside the record reproducing player's
encryption processing unit 302 as the key, and with the content ID

Fol Toni ng (1id Py Rl Fe R, S R e (e epoelee A caleulated

Information in Record Reproducing Player

Explanation is given on a reproducing process, by a record
reproducing player 300, of content information stored in the
external memory 402 of the recording device 400.

The figure 28 is a flowchart to explain a procedure to
retrieve and use a content a record reproducing player 300
retrieves from a recording device 400. It is assumed in Fig. 28
that mutual authentication is already established between the
record reproducing player 300 and recording device 400,

At the step S71 the control unit 301 of the record reproducing
player 300 retrieves a content from the external memory 402 of the
recording device 400 with the use of the recording device
controller 303. Then the control unit 301 of the record
reproducing player 300 transmits the header portion in the data to
the record reproducing player’s encryption processing unit 302 of
the record reproducing player 300, Similar processes are

performed at the step S72 to those explained in “(7) Downloading

Processing from Record Reproducing Player to Recording Device”.
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coincides with the check value: ICva stored inside the hea
iD and usage policy stored in the recording device 400 arede;hdégg agozgfnt
anpered with. Next, at the step S73 the control unit 301 of the record
reproduci ng player 300 takes the block informati on key Kbit and content
key Kcon out of the header portion retrieved, which is transmtted to the
recording device 400 through the recording device controller 303 of the
kgpord reproduci ng player 300. Upon receiving the block infornmation key
it and content key Kcon from 93 the record reproduci ng player 300, the

recordi ng device 400 lets the _encryption/decr i ] i
ggggr&f?ﬁ ?ﬁittgiz?g?ici9§tiﬁ?t%?OEéggFagrﬁRF?gﬁéﬁggeggé ?%?ﬁegégigﬁségn

\ ' : ey Kstr particular. I PR [ [
the " Iprecassingnsny PR R R T AR et e e
UEI 1, Eglch %the data) -is regncrﬁgbﬁgight§r5gg Siﬁ@SﬁhQﬁ key Kses
fegiggﬁiﬁﬁg LFQP adgggﬁgu LeVeh, STRBHEYPRECP BRProl “linft 301 of the record

ayer retrei h i i }

conten?akéylkéénaréﬁﬁEFyﬁﬁihgvgitHﬁ?ﬁ% %gg?%ﬁfﬁéggiéggnF?%%F?%%’?Egzrding

device 400 via_the_ recordin i ont.r : - imi
repr odGBERY BP&YEr 2 éﬁo?aﬁg%g?ggﬁ gﬁgﬁs?gpquzE?%gﬁégﬁﬁFgFmEE??agSimégafhe

L senRRee L R O V228, oteiear sonrear

the re%%&dKE%%%O%%%&%% E%@%ﬁ%'%n%%%bﬁ@th@&o&@OGQSSbﬁgﬁhesiZCOL%FelVed to
reproducing player’s encryption processing unit 302 as the key,
and with a content ID (Content ID) and usage policy as messages.

As explained before, the check value A:ICVa is a check value
to check the tampering of the content ID and usage policy. With
the check value A creation key Kicva stored in the internal memory
307 inside the record reproducing player’s encryption processing

‘unit 302 as the key, and with the content ID (Content ID) and
usage policy as messages, if the check value A calculated
following the ICV calculation method explained in Fig. 7,
coincides with the check value: ICVa stored inside the header, the
content ID and usage policy stored in the recording device 400 are
judged as not tampered with.

Next, at the step S73 the control unit 301 of the record
reproducing player 30d takes the block information key Kbit and
content key Kcon out of the header portion retrieved, which is
transmitted to the recording device 400 through the recording
device controller 303 of the record reproducing player 300. Upon

receiving the block information key Kbit and content key Kcon from
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unit 302 of the record reproducing player 300. Upon receiving the bl ock
information key Kbit and content key Kcon reencrypted with ?he sessi on key
Kses, the record reproducing player's encryption processing unit 302 of
the record reproducing player 300 lets the encryption/decryption unit 308
of the record reproducing player's encryption processing unit 302 decrypt
the block information key Kbit and content key Kcon encrypted with the
session key Kses, with the use of the session key Kses shared in nutual
aut hentication. Then, the block information received at 94 the step S71 is
decrypted with the decrypted bl ock infornation ke .Kbh&. The 188 ol
;ZBrogu@ey n@ﬁ@e?e%%%ﬁﬁvlﬁmwf{ﬁ%c%%%i ng*nt €€ DO 9T Te-T ecorg:[ S
roduci ng pl ayer repl aces the decrypred bl oc ' r | onr key Kbi t
&glnt en’th&te%rn%mt ; Fl%EKFvﬁd%‘F%}SE(Rthﬁ o‘r‘%?i%@é B‘Fﬁ %tﬁeg%%églﬁ(gcg&?in?or%a{i on key
, content key Kcon, and bl pck, .infornmatjo I Lye S
S71, m%ﬁya%ifﬁg%g?%?ﬂsmg le%tr%%%r%e?]é’éé%dﬂ%?n%e% gg%é"gag%c‘&gﬁi%ﬁ@
processi ng uni 0 the.record re dugj Yy ) cont uni t
301 ofs¥%€ag$eE%YdK?EﬁrBﬁﬁE%ﬁ%f%¥ag%rQégoyggggdgégrgéggggtﬁ%bﬁgcfgpggg

or ocesFRETIAT (M9097 b1 4D RoF cbOf i FapE SULGI g KTy S 00 A orocees. at

repro i ng ayer A process at the

step S75 is simlar.to,the t 6 i i Ri :
oL ShiphieBiBhL i hoeblc BIEeR! hhe ey, BeCrezabaypedal pithecht
Device’ . The bk$§k¥%§gOEHEEESninkﬁMtHQRtauEHQhEﬂEaK@MnKCQﬂuﬂﬂndjbiOCk

i nf or nREFORCTB
control unit 301 of the record reproducing player 300 retrieves
the block information key Kbit and content key Kcon reencrypted
with the session key Kses from the recording device 400 via the
recording’device controller 303 of the record reproducing player
300.

Next, at the step S74 the control unit 301 of the record
reproducing player 300 transmits the block information key Kbit
and contént key Kcon re-encrypted with the session key Kses
received to the record reproducing player’s encryption processing
unit 302 of the record reproducing player 300.

Upon receiving the block information key Kbit and content key
Kcon reencrypted with the session key Kses, the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 lets the encryption/decryption unit 308 of the record
reproducing player’s encryption processing unit 302 decrypt the
block information key Kbit and content key Kcon encrypted with the

session key Kses, with the use of the session key Kses shared in

mutual authentication. Then, the block information received at
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control unit 306 of the record reproducin | ayer's [ [
unit 302 retrieved fromthe recorging dev?cg 4%0 areeng{zféggninggogegfing
units, all of which are operated based on the XOR logic. Next, the control
unit 306 of the record reproducing player's encryption processing unit 302
lets the encryption/decryption unit 308 of the record reproducing player S
encryption processing unit 302 cal culate the check value B (1Cvb). As
shown in Fig. 24 explained before, with the the check value B creation key
Kicvb stored in the internal menory 307 inside the 95 record repr oduci ng

pl ayer's encryption processing unit 302 as the K I
cr eat exhebys tepe Syt iirfy dAGYRERS pEShH \F%Cifé’potf cf(é;{ Hﬁ at e(?“cgﬂo?-g @S
Finally the check value B and |CVb inside the header are conpared, and if
they &ride, it proceeds to the step S76 As expl ai ned before, the check

yalue B: ICVW is a check \Y; ue che k th
i nf or mat i FhekeipdBiq T gkéﬂa . %ncefwﬂ R%odgfneagtgilglngbllgvpﬁlﬁh 302

check valtgfﬁ B creatl on f&/ Ki vave%dd‘ B £g§rﬂ?é p’té’chIHc]& he

recor P 'on” proc S|ng uni t 302 as the key, if

t he check val ue cre ed by e t S
d
a resuti Q)‘Tmz%jtr%f?%]hegyt occkné:é |onlll£ ﬂI%{Jlt é%?n?%#ﬁ%%&?%ﬂm agz

bl ock
thgcxc‘]l:@nfl’ggﬁ tlkéggéBlsJ%\{?ﬂﬁ?%Jéo@C]%%yzk ook, %@t@ﬂtol@@ﬂfﬂém, t fvedn bBsekl on

alue: ICVvb stored inside the header

of the, JAL3,LE1 0k yPf LM Lheat ocRt ks dovi paudDBn ahe bbesknéafonmation

the record reproducing player’s encryption processing unit 302 of
the record reproducing player 300. The control unit 301 of the
record reproducing player 300 once retrieves the decrypted block
information BIT from the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300.

A process at the step 375 is similar to the one at the step
s56 explained in the ™ (7) Downloading Processing from Record
Reproducing Player to Recording Device”. The block information
key Kbit, content key Kcon, and block information (BIT) the
control unit 306 of the record reproducing player’s encryption
processing unit 302 retrieved from the recording device 400 are
divided into 8-bit units, all of which are operated based on the
XOR logic. Next, the control unit 306 of the record reproducing
player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate the check value B (ICVD).
As shown in Fig. 24 explained before, with the the check value B

creation key Kicvb stored in the internal memory 307 inside the
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content key Kcon, and block information (BIT) of the data stored in the
recordi ng device 400 are judged as not tanpered with. At the step S76 the
control unit 306 of the record reproducing player's encryption processing
unit 302 lets the' encryption/decryption unit 308 of the record
reproduci ng player's encryption processing unit 302 cal cul ate an

i nternmedi ate check value. As explained before in Fig. 25, the internediate
check value is calculated followi ng the I CV cal cul ati on nmet hod expl ai ned
in Fig. 7 and others, with the total check value creation key 96 Kicvt
saved in the internal nenory 307 jnside thg.record re roducing3@%ag§r£ﬁe
encrypt i BRCPFSCERRTPYUEHRY BPYSE' § heRKEYPTIaN PRPERSTHRI chdtk Vaf U Al
check val ue B inside the checked header, and all the content Vv es
r et ai ned<@%: neRSagReCk FEWE WPt hS t HESF et BY 9%?3%@€fngh@lfgtgﬁggﬁ%%ké%glue
creation jnitial lue: 1M, c be used Il i i retajped in
t he i nt e¥#afe n‘éﬁ&@g/ﬁ%afl%lﬁl?ﬁ%gp%%g?ﬁerep&glaan@iB}ngth\é%]a%dg x%;lﬁ%r yEf)taleHod]n

pr ocessi unit 302., .The internedia v e; ¢C e ul di be
retainedPeﬂbth%s+ %o?%eS%%?%%ﬁc?ﬁ% %&%@%ﬁgé’ %ﬁ%rigtf§%§p€%€%§§ing unit 302

of the record reproducin 300, if necessary. Next, at the step S77
t he cont?%?cﬁﬁ?? %19%% gtgég%?é repr oduci ng pl ayer 300 takes out use

restriction Agf%%§gélﬁg?fﬁgﬁ5réhetHéaﬁﬁeEQ|§§Yu opt atRed 18 4henberdesiue

portion of the etrreved fromthe external nmenory 402 of t he
recordin od§M%8E égg’taﬁﬁgriﬂgggﬁ vhet Bes ckhen egrhept oflowel oreed, i Sontent

permtte e use
key Kcon, and block information. With the check value B creation
key Kicvb saved in the internal memory 307 of the record
'reproducing player’s encryption processing unit 302 as the key, if
the check value B created by encrypting with the DES the value
obtained as a result of dividing the block information key Kbit,
conteﬁt key Kcoﬁ, and block information (BIT) into 8-bit units,
and by operating them based on the XOR logic, agrees with the
check value: ICVb stored inside the header of the data retrieved
from the recording device 400, the block information key Kbit,
content key Kcon, and block information (BIT) of the data stored
in the recording device 400 are judged as not tampered with.

At the step S76 the control unit 306 of the record reproducing
player’s encryption processing unit 302 lets the®
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate an intermediate check
value. As explained before in Fig. 25, the intermediate check

value is calculated following the ICV calculation method explained

in Fig. 7 and others, with the total check value creation key
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only by the very record reproducing player 300 (use restriction

information is 1), or by any of other record reproducing players 300 (use
restriction information is 0) . Wen the result of the judgenent is use
restriction information=l, in other words, the wuse restriction is so set
as to permt the content to be used only by the very record reproducing

pl ayer 300 that downl oaded them it proceeds to the step S80. However, if
the use restriction information is O, permtting other simlar record
reproducing players 300 to use the content, it proceeds to the S78. The 97

process at the step S77 can be perforned b h . i i
Eot?L cKé@RtvﬁrﬂédISVTtéﬁléBF&FBBﬁ W§mB§Vféphegn§38%%§B%?SSHB§§S?O§inﬁlar
o] e one explained at the step S58 in the (7) i P i
Lro?1Rﬁé@PGSQESEBS?EﬂﬁgeﬁIéygpcggpgé88r8?8&6g5é9§5gqug%g?ﬂgf &g%gf%?ﬁg
ontrol unit t he record epr.odugi I S, i i
ni't 3027Pct WP Bee BRGH: VAN elrySALON OMLEo35 15 e T Besrd Tear oduci ng

pl ayer'’ encrypti.on. prQcessi i lyeul
"on | abealfia, Red Bforte: BoRtsn e iin. R R e e

o1 eat ed by enctyplio e 01 GTedLate celiee cval umatid rallhe BESacionl h the

Sys retained i the internal nenory 307 of the

:\Iecvz f j?éﬁf}%‘) Ao AR e P st R AR 1 S ek va e
eated 3t .18 $EER S/ B8P G¥e IRYAR HProducing player’s
encryption processing unit 302. The intermediate check value
created should be retained in the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300, i1f necessary.

Next, at the step S77 the control unit 301 of a record
reproducing player 300 takes out use restriction information from
the usage policy contained in the header portion of the data
retrieved from the external memory 402 of the recording device 400,
and judges whether the content downloaded is permitted to be used
only by the very record reproducing player 300 (use restriction
information is 1), or by any of other record reproducing players
300 (use restriction information is 0). When the result of the
judgement is use restriction information=1, in other words, the
use restriction is so set as to permit the content to be used only
by the very record reproducing player 300 that downloaded them, it
proceeds to the step S80. However, if the use restriction
information is 0, permitting other similar record reproducing

players 300 to use the content, it proceeds to the S78. The
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header saved at the step S71, and if they agree, it pr

S82. As expl ained before, the total‘checi vglue1ICthigC:egﬁeLE Lgfuztfg
check the tanpering of the ICva, ICvb, and check value of each of content
block. So if the total check value created in the "above process agrees
with the check value: I1CVvt stored in the header, all of the ICva, |ICVvb

and check value of each of content blocks are judged as not tanpéred mjth
in respect to the data stored in the recording device 400. 98 In the ’
j udgenent at the step S77, if a content downl oaded is found to be set only

to the very record reproducjng player 30 th downl o0 areNeyc

i nf or mptriosresiss adettheo SEER t577pr<1%6’eé’§s B&F %é“e§ & \é%(? aei[%q e%srgfneg SSOythge
control unit 306 of the record reproducing player's encryption processing
unit 3@®34.ets the encryption/decryption unit 308 of the record reproducing

player's encryption processin it 302 .cal.cul ate I |P\de

ggrt;ﬁul aLP{ (k‘}ottﬁ‘lel rcé’;?gr]/% Vﬁéﬁﬁo%&g&nf%%ﬁl@%m%s%esxﬁt%?ﬁﬁeg befa\(;craédl‘% n Fi gv
, e check val ue ev particul ar t rs i I i

creat ey eHdHyRE P ttﬁbe icﬁ}eer g]iagjtneeéghée%%}{e\e/a uéeb vﬁﬁ ltqﬂ;m&;%(,pwa{ﬁrt Ihz

record r evﬁ_glo%}ug,i m}g %@%eggﬁiﬁﬁé?@&{ %aeé%?%} @@ﬁfr&m%%r%llﬁa &r tthe Resnrdling

;:p;gg&ﬁ | . . internal nenory of the record
P B Dt e o Ty, QTHERS %F}tdso%hellor CRSSINGUR 130302 fagHeheckeyd Conpari son

Ir Zp?ggufégxgo&llgyﬁagr plac;::’ks V:;;:ypti:rfvpfjéetsisC:;Jrllsrurtlft t?t1092 rleec‘é)s: d1:he
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate the total check value
ICVt. As explained before in Fig. 25, the total check value ICVt
is created by encrypting the intermediate check value with the DES,
with the system signature key Ksys retained in the internal memory
307 of the record reproducing player’s encryption précessing unit
302 as the key.

Next, comparison is made at the step S79 between the total
check value ICVt created at the step 378 and ICVt inside the
header saved at the step S71, and if they agree, it proceeds to
the step S82.

As explained before, the total check value ICVt is a check
value to check the tampering of the ICVa, ICVb, and check value of
each of content block. So if the total check value created in the
above process agrees with the check value: ICVt stored in the
header, all of the ICVa, ICVb, and check value of each of content

blocks are judged as not tampered with, in respect to the data

stored in the recording device 400.
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calculated at the step S80 and the | Cvdev inside the header v

step S71 at the step S81, if they agree, it proceeds to the Sgtgg Sg;.the
Thus, the data signed by the system signature key Ksys is .successfully
checked by a system (record reproducing player) having the sane system
signature key, or that the total check values ICVt agree each other
enabl i ng shared use. However, when the signature is nade using the }ecord
reproduci ng signature key Kdev, the record reproducing player signature
key should be the 99 key particular to the record reproduci ng pl ayer.

Therefore, the data signed with the rec reproduci.n I |
. . VG Slanati e
key Kdev oin ddte BHaansH tHe e ot dﬂfvi% aéf?oenrt%tgi gnatluo'r%e is ltrgade,
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( e
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_ uce at data installjng.the, ' it hs  t a; regprded on
L;eopég‘ifﬁi}ﬁowré%%‘?%ed %Ucl?%erYgVé S%HP%]IE% olIr1 e %1&;' S&E)ols'si it;)llg)e, with
on provi de to t up a content usable in comon by systens
or a cd@ﬁ%ﬁﬁe%%a%?et%%l@ﬁe%yséﬁe appoi nted record reproduci ng plazery A

the step S82 the contro nit 3 C !
retrieves the TRt b%%@k{?%f%(ghn’g ?io%{ngi %ggtﬁgwﬁggﬁtﬁﬂ?ﬁﬁﬁ%ﬁ@g?gr

once retrieved at_the 4 i LSi+Chgsk 0 if th
bl ock |E{%%%fe%te?%r%%§i§%t§%%¢e¥g$%gl%ﬁfF %ggafgﬁﬁjgggeo; enc?yg??gﬁ?tthe

cor respondi ng. £ORY §0L-yPLOSK it esbbeyedcheometbedextpEoacimyopyager” of
encryption processing unit 302 calculate the check value ICVdev
particular to the record reproducing player. As explained before
in Fig. 25, the check value ICVdev particular to the record
reproducing player is created by encrypting the intermediate check
value with the DES, with the record reproducing player signature
key Kdev particular to the record reproducing player saved in the
internal memory 307 of the record reproducing player’s encryption
processing unit 302 as the key. Comparison is made between the
check value ICVdev particular to the record reproducing player
calculated at the step S80 and the ICVdev inside the header saved
at the step 871 at the step 581, if they agree, it proceeds to the
step S82.

Thus, the data signed by the system signature key Ksys is
successfully checked by a system (record reproducing player)
having the same system signature key, or that the total check
values ICVt agree each other, enabling shared use. However, when
the signature is made using the record reproducing signature key

Kdev, the record reproducing player signature key should be the
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device 400 through the recording device controller 303 of the record
reproducing player 300 and transmtted to the record reproducing player's
encryption processing unit 302 of the record reproducing player 300. Upon
receiving it, the control unit 306 of the record reproducing player's
encryption processing unit 302 lets the encryption/ decryption unit 308 of
the record reproducing player's encryption processing unit 302 decrypt the
content, and if the content block is a subject of checking, the content
check value is checked at the step S83. 100 A process at the step S83 is

simlar to the ¢ t th S i i " i

ProcessiAy fagﬁaﬁfegmtoésééﬁﬁaep% SF R OE S nroR ey P AgrORg, ne

control uni ) d duci . . i

cont ent dar:acﬁlgpﬁﬁow%?ah%f%épaéﬁf FaBE PRI Rer b TRy R0 SABRRIRYES KeiKdey
ether or . not the tent bl ock .. i I ;

S et o oP% HateoReaRt. ahehey APaRTdlpof (EYTEE b byl AR oRA chi TS RaRE0! 2ge

Zggi regf: 8%@ g&?,ﬁ E)ieg %ﬁptgrﬁ‘t%u%l%gz %%:g: a2kt +R21 Ak &N a1 8e0Tevdken b@?kﬁ%ﬂg ap! ayer

romthe external nenory 402 of the

recor di Egﬁd%‘léig%%d“?%g%‘&utc&g\gg Bibgelt dckd be heeetd hamedusing phajeres

encrypti cessing unit the record reproduci ng player 300. Upon

receivi 5; nt r.ol i : . s
) rri8g $8NHeRlrodlice 398 tolyalthe e a st ananmedttien giepliayewith
encrypti T pr&?egélng uni t % 2 lets encrypgfon/decryp??on uni t 3%@ of the

[oc0r RA AU 6 ke 5 RCGHRY) ORIRE0GSEHE o B noralaglres ¢
Therefore, it is possible, with use restriction provided, to set
up a content usable in common by systems, or a content usable only
by the appointed record reproducing player.

At the step $82 the control unit 301 of the record reproducing
player 300 retrieves the content block information inside the
block information BIT once retrieved at the step S74, which is
chécked to see if the content block is subject to encryption.
Should it be a subject of encryption, the corresponding content
block is retrieved from the external memory 402 of the recording
device 400 through the recording device controller 303 of the
record reproducing player 300 and transmitted to the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300. Upon receiving it, the control unit 306
of the record reproducing player’s encryption processing unit 302
lets the encryption/ decryption unit 308 of the record reproducing
player’s encryption processing unit 302 decrypt the content, and

if the content block is a subject of checking, the content check

value is checked at the step S83.
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The content internediate check value is created by decrypting the content
bl ock entered in the CBC node of the DES with the content key Kcon
decrypted at the step S74, the result of which is divided into 8-hyte
units, all of which are operated based on the XOR logic. Next, the control
unit 306 of the record reproducing player's encryption processing unit 302
|l ets the encryption/decryption unit 308 of the record reproduci ng player's
encryption processing unit 302 calculate a content check value. The
content check value is 101 created by encrypting the content internediate

value with the DES, wth the content check, val ue i i saved
in the i @iegesrl TERBWP 1 retd ™t apl?o%%cﬁ]ega% %%ér(?%hégnﬁi%ti on

processing unit 302 as the ke hen,. the confro iy 3960f q record
r epr od®2$ neripl aleed sienehS pt i ‘?H &%ﬁ&é’ﬁoﬁl@%:ﬁﬁo%ﬁln&maﬁg?% e content

check value with the ICV jnsjide the content , bl received : e
contrdRemh@@UQbﬂgd?l%%%rrE%d?ﬂc?5%+%%u§?%béepra&g§5é% §¥ﬁtﬁ%h§?g%h3ffi t he

It of which is handed, to t i £,,30 d
e oclbe? nEeBPRY cFBBOSSCHH PHader PRy FECEPRe R ohee Tl O RITER e

record, reproduci ng, player, 3 ' 119 SHgC 8l whéekes oeut a
next %%ﬁgﬁﬂ?tb?%ckngbg%e£% g%k%%? %ﬁgofﬂggk? e(ﬁgggrgsrggégduging

player's_epcryption pr ing yni of, £t BReFREAGALEERr BHUCEOgragkayer
300 chBgk Fﬁ? gfﬂgF%? %?gégsggng ng?gégated unt il gll the content bl ocks

are cheeked. oFVeReW-bheLAg ERkLkabavakue 14/ tidntamniismicichektoadie

creatid I's saved in the
to be a subject of checking, the control unit 301 of the record

reproducing player 300 receives the content block from the
external memory 402 of the recording device 400 and transmits it
to the record reproducing player’s encryption processing unit 302
of the record reproducing player 300. Upon receiving it, the
control unit 306 of the record reproducing player’s encryption
processing unit 302 lets encryption/decryption unit 308 of the
record reproducing player’s encryption processing unit 302
calculate a content intermediate value.

The content intermediate check value is created by decrypting
the content block entered in the CBC mode of the DES with the
content key Kcon decrypted at the step s74, the result of which is
divided into 8-byte units, all of which are operated based on the
XOR logic.

Next, the control unit 306 of the record reproducing player’s
encryption processing unit 302 lets the encryption/decryption unit
308 of the record reproducing player’s encryption processing unit

302 calculate a content check value. The content check value 1is
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internal nmenory 307 of the record reproducing player's encryption

processing unit 302, which can be used as well. Al the content check

val ues checked are retained in the record reproducing player's encryption

processing unit 302 of the record reproducing player 300. Furthernore, the

record reproducing player's encryption processing unit 302 of the record

reproducing player 300 watches the checking order of the content blocks

for checking, and if the order should be in the wong, or if the sane

gggten% _Plock iﬁ checkedlnnre than twice, this authentication is judged as
a failure. e contral, uni.it 301 qof the re . | ;

r ecei veSHHRE Soar SR 5 e ntetcr?[{(’:%el(rﬁ;%%%%éqg‘%lpé@we g

c
of e conten value (|1 they are

not objects for checking, .all. the co ri.s r 5 j
suctcesisf‘"iﬂt.%) ,??nd:qnf% de A ivr?gmv\?arsg}geuactzlgdglsf uiS %lz(i(\gc'rs%aa}uétwtgh%g 1:Sle%cr ypt ed
content fromthe recaor r i n r.. eNgL; i i i
3,02 of t tlﬁ’éterré}??r E‘%yodijogfr?gdp%aeyg?eoé%gr%]reon, tlﬁ{ébt %}%ﬁ%@%ﬁﬁd’t&ﬁaﬁ&k&} or
ecryption is t.aken r ed th e p Ci lra 'S
encr y pt RS TS aﬁ TS A M S S e i T
processing i.s,r t Ung i AN O LDk tagh Note
that if di soarzdr er: erraﬂ oclg-{# SFJJI%}%%gaecki%hoggocess ﬁﬁ?ﬁg{%nﬁnt check
val ues gt fhe & eagies%%nﬁ]élﬁ rQGANE JERIO GO G hed| BRET rSs e Ik | @ntent
processing unit 302 of the record reproducing player 300 interrupts the
processigig, &l fthali yareiton agd didikidl w@sie J@ o ecandredoms wemrogid g
the rest of the content. As

player 300 at the step S71, the result of which is handed over to

‘the control unit 301 of the record reproducing player 300. Upon
receiving it, the control unit 301 of the record reproducing
player 300, if the checking was successful, takes out a next
content block to be checked, and lets the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 check it. Similar processing is repeated until all the
content blocks are checked. Even with the initial value IV=0, the
content check value creation initial value IVc is saved in the
internal memory 307 of the record reproducing player’s encryption
processing unit 302, which can be used as well. All the content
check values checked are retained in the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300. Furthermore, the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 watches the checking order of the content blocks for checking,
and if the order should be in the wrong, or if the same content

block is checked more than twice, this authentication is judged as
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wel |, the record reproducing player's encryption processing un

Lre record reproduci ng player 300 watches the dechpting grdertfofogogzent
ocks to be decrypted, and should the order be followed wongly or should

the sane content block be decrypted nore than twice, the decrypting is

judged as a failure. In such cases that the checking of the check value A

fails at the step S72, or that the checking of the check value A fails at

the step S75, or that the checking of the total check value ICvt fails at

the step S79, or that the checking of the record 103 reproducing player's

i ndi vidual check value ICvdev fails at the step S81, or that the checkin

of the adistidntrecheck val ue of each content block at the step S83, it °

proceeds to the step S84, and a iven error.indicati i
expl ai ned mh@m@r%éﬁﬂ&om]oétﬁgﬁ:é"‘eaﬁc?%%greéxcog&nq%m(% Spln§{ on3lttg§0 because

inmportant data or a content is hidden b ' [
can be newsi®es tha %@%&I‘slesctfhef%‘?‘g]ﬁé <¥%fto?”s%°3£%ef§§§ésﬁ%]f b ?ﬁ‘gdiﬁ’?@ﬁi' "

bl ock infornmation BIT,,k and the ont.ent ke £HE
stored Wieh are & IMESHR '%"@‘?cﬁ 1R ’du%J‘fSl gﬁgéla%(gn%i%(ﬁr i tpt?és e

R

cbp?ed on ot her recording nedia. Mre

concretely, since the data | n t 1 dj i
T cacrout ot i et ot e B R e e, it

ichpgfagéggﬁyiggdSEéXQésiHS data 951 g6t i WbBobgereproadudinfepayer

300. Then, the next content block for decryption is taken out to
be decrypted by the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300. This
processing is repéated until all the content blocks are decrypted,

Note that if disagreement occurs in the checking process of
the content check values at the step 583, the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 interrupts the processing at that moment regarding it
as a failure and stops decrypting the rest of the content. As
well, the record reproducing player’s encryption processing unit
302 of the record reproducing player 300 watches the decrypting
order for content blocks to be decrypted, and should the order be
followed wrongly or should the same content block be decrypted
more than twice, the decrypting is judged as a failure.

In such cases that the checking.of the check value A fails at
the step S72, or that the checking of the check value A fails at
the step 875, or that the checking of the total check value ICVt

fails at the step 879, or that the checking of the record
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(9) Key Exchange Process after Miutual Authentication one of th
_ e features of

the data processing systemof the present invention consists in that a
recording device is nade available for use only after nutual
authentication processing is performed between the record reproducing
pl ayer 300 and the recording device 400, thereby putting use restrictions
on use nodes. In order to prevent against such a case, for exanple, that
recording devices such as nenory cards having a content illegally 104
?Eglkgated ?rg)lnstalled onto record reproduci ng players for reproduction

ncrypted) content can be transterred, between rec epko i ’
playg[rgpcgdnélﬂgcﬁﬂéyﬁﬁ ée%P@évﬁaﬁagncgﬁgk XSmﬁﬁtngdfﬁaggg&%hggt?ggi?gn
is obtained as a result of nutual . authenticatli r [ t wee
{ﬁgo;gztéﬁrﬁégc!ﬁ?_ﬁhé§eFL§OG eaid"Pel r&%ﬁg%éégggg §§%§§I&g%?§ep%t%aﬁgve

ve restriction_processing de..p il [ RACeSH
systenﬁéﬂt€ﬁ§.5ﬁ8§§nﬁtiﬁanFESR SE?V fﬁe%%ggggggeggi%R%hg%%%cgggfi%%Hng
processing unit 40 t he recordﬁng devi ce 400 are conducted based on a

1 of
pr eset 94¥RARRALOLy LA FRedifs "PR&T a recording device has a conmand

processing_ structure .in.whi co d t C
(aken oul znaﬁnespgseneso B B P, e e ves
( n e _conmne SSy c fr tihi %ilReer & athevi
e Shof AT P58 oS A a e N, T S T e “dommunt oAt on

uni t 4%?10 iyrfﬁ:li%%i LA traﬂlcp%ir\i?lgr RAS R et but because the block

information keys Kbits to decrypt block information BIT, and the

content keys Kcon to decrypt content are stored with a recording
device’s individual storage key Kstr, it is impossible to decrypt
the content correctly even if data on a certain recording medium
is simply copied on other recording media. Moré concretely, since
the data is encrypted with a different storage key Kstr in‘each
recording device at the step S74 in Fig. 28 by way of example, it
is impossible to decrypt the data correctly with use of a

different recording device.

(9) Key Exchange Process after Mutual Authentication
One of the features of the data processing system of the present
invention consists in that a recording device is made availlable
for use only after mutual authentication processing is performed
between the record reproducing player 300 and the recording device
400, thereby putting use restrictions on use modes.

In order to prevent against such a case, for example, that

recording devices such as memory cards having a content illegally
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recordi ng device 400 fromthe recording device controller 303 wunder the
control of the control unit 301 of the record reproducing player 300

bet ween the record reproducing. player 300 having the record reproducing
pl ayer's encryption processing unit 302 and recordi ng device 400 having
the recording device's encryption processing unit 401. The recording

devi ce 400 has a command nunber managing unit 2901 in the control unit 403
i nside the encryption processing unit 105 401. Having the conmmand regi ster
2902, the command nunber managi ng unit 2901 stores a command system

corresponding to the command nunbers output fromthe r eppeduci ng
pIayerdapmicasedsh@ﬂniéﬁtﬁﬁéeﬂiSHFOSFSEOFE ﬁFB?OgBFlﬁﬁ §§§§ggﬁn§%d system

the execution commands are oriented to the cg d $r@dl Betweln a
or der . répeoduntand, nGhser CREFAGTRE uﬁpptfgglCﬁg?%%eggggg%%oﬁnande number s

output fromthe record reproduci pl_ayer oy - 49Wt ceorhespondi ng
connandsCDKdWWEM§W%#%%ﬁhpﬁéé@§t5%02 f %%Qg%g ug%gﬁgéln t he conmand

sequence stored in the conmand regist.er 4 QW 0f LRI RES miggandi ng
t he auttoadtitdeni dhags @é@ﬁnﬁdcﬁ"&d%’éhclég Og’%%%é%der?%eg to the preceding
command nunbers 0 to k. Furthernore, ecr ypt | MR RIRARg L BRE 300
encr y ptavdheprtdcadsioty REGraTd ™ ”g)c‘ff‘]:ewﬁacegl % ﬁf%edogﬁ ented to ?{r?g cormand
nunbers p to s after the co nd row regardi ng the authentication

pr ocesginey BESRIEHEY éﬁﬁfc rH@‘urtherm)re, decryption, key exchange, and
encryption _ processing command seaNGe & tixtih fgidauisiggomuand nunbers

uo

possible, in the data processing system of the present invention
all the processes in the encryption processing unit 401 of the
recording device 400 are conducted based on a preset command
system. It means that a recording device has a command processing
structure in which commands based on the command numbers are taken
out in order from the register for execution. The figure 29 gives
explanation on the command processing structure of this recording
- device.

- As shown in Fig. 29, command numbers (No.) are output to the
communication unit 404 (including a receive register) of the
recording device 400 from the recording device controller 303
under the control of the control unit 301 of the record
reproducing player 300 between the record reproducing player 300
having the record reproducing player’s encryption processing unit
302 and recording device 400 having the recording device’s
encryption processing unit 401.

The recording device 400 has a command number managing unit

2901 in the control unit 403 inside the encryption processing unit
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Y. As explained in the authentication process flowin Fig. 20, when a
recordi ng device 400 is installed onto a record reproducing player 300,
the control unit 301 of the record reproducing player 300 transmits the
initialization command to the recording device 400 through the recording
device controller 303. The recording device 400 receives the comand at
the control unit 403 of the recording device' s encryption processing unit
401 through the 106 comruni cation unit 404, and clears an authentication
flag 2903. In other words the recordi ng device 400 is set to an

200 fromibe. FEOIE i CRITATE Piah ‘eg@?b“q% Ve Gt e“’rﬂe'er”?toge!;ﬁe
be set to an unauthfnt%ggéed state mhe pove % o turned on. e,
contr ol ‘Eﬁ%?? Bl ot c%‘f%tr‘?sep?fo%% e p?%?/ T %%Br??%%%‘?ﬁ?% 'E%e

proceasi G i un.%1 I R fﬁfﬁgﬂﬁeﬁﬁ%?%é’%"lg%%%@%‘?ﬁieﬁg Fagl 2
nurber . s, 0S5 0 L6 1ROPLI o OBV G| SSERLARN, 5L Obn DT

makes it pOSSI ntication processing,

transni sgi a]{{f&?pééﬁ?aﬂtﬁ% hafe BFHEREES Ve Of e 8COn D0y deViSESs 4@Otte3é

si mul t aneo urality of recording devices 400 are connec

the recq éleprqqtéc'd&unaﬁk?ﬁfﬁfmb%@malﬂ%%ﬂrf G\ %dlh%va‘%}{ésa@ozratdo‘i{?nand

command, the record reproducing player”s encryptlon processing unit 302 of
the recofghbers output from the record reproducing player 300, and takes

out corresponding commands from the command register 2092 for
execution.

In the command sequence stored in the command register 2902 a
row of commands regarding the authentication processiﬁg sequence
are oriented to the preceding command numbers 0 to k. Furthermore,
decryption, key exchange, and encryption processing command
sequence 1 are oriented to the command numbers p to s after the
command row regarding the authentication processing sequence, and
yet‘furthermore, decryption, key exchange, and encryption
processing command sequence 2 to the following command numbers u o
Y.

As explained in the authentication process flow in Fig. 20,
when a recording device 400 is installed onto a record reproducing
player 300, the control unit 301 of the record reproducing player
300 transmits the initialization command to the recording device
400 through the recording device controller 303. The recording
device 400 receives the command at the control unit 403 of the

recording device’s encryption processing unit 401 through the
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reproducing player 300 clears an authentication flag 2 i

the insertion number of the recording device at thg cggfrofoLL?fpgpd;Rg te
record reproducing player's encryption processing unit 302. It neans that
the recording device is set to the unauthenticated state. Wth the
initialization processing conpleted, the control unit 301 of the record
reproducing player 300 outputs the conmmand nunbers in the rising order
starting with the command nunber 0 107 via the recordi ng device control | er
303. The command nunber nanaging unit 2901 of the recording device 400

wat ches for commend nunbers input fromthe record renroducd RYE
ggm g?ggﬁgﬁnn@l%mﬁﬁsé%’e?%lﬁl%ﬁn% i etg}ed'gtrl,ce%r’]lc?qtja :Le%gJ ?ut £ 300
ng commands fromthe co nd. regist.e onduct vari ous
ﬁg?ciefiﬁ?@i mn t;ﬁ@%&%;@?&ﬂd chzﬁq g;ﬂeﬁvplrcoecezgjsqS lghoguﬁg%%%ganﬂpmnd numbers be
e prescribed order, it 1S jydged eh- Ol i
commarithartihset ¥ iR R ultt o PR b?me?ig% gP%?&?% F?htﬁggﬁ:ethg?gthge

cxecull on BYaLl AL, SOMBNKL, QUIBSL 15-58) 1 foadSushoUn)or F, Zho he

o Teai st or - 5902 he”~comand sequence stored in the
first r%ﬂj‘[g(ijﬁ'ég pqeo%ne%%.s{:oé hat, the sauthenii catd ebhdkOLrested Ssefé ontnesl

o i'hg” Sequence of decryption, key exchange, and
encryption processes.are stored in the follow ng processes. Explanation is

. d .
g|VﬁnEﬁW%frﬁ§uﬁ$%%ﬁ exahpl e of the processing sequence of decryption, key
exchange, B?é‘)gt,ent?ﬁé/péérgl&&f 0xe58€%01 of the record reproducing player

300 transmits the initialization command to the record reproducing
player’s encryption processing unit 302, together with a recording
device insertion slot number. The transmission of the recording
device insertion slot number makes it possible to have
authentication processing, and data transmission/reception with a
plurality of recording devices 400. simultaneously if a plurality
of recording devices 400 are connected to the record reproducing
player 300.

Upon receiving the initialization command, the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300 clears an authentication flag 2904
corresponding to the insertion number of the recording device at
the control unit of the record reproducing player’s encryption
processing unit 302. It means that the recording device is set to
the unauthenticated state.

With the initialization processing completed, the control unit
301 of the record reproducing player 300 outputs the command

numbers in the rising order, starting with the command number O
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referring to the Figs. 30 and 31. The figure 30 shows a part of the
structure of the processes performed in downloading a content to a
recording device 400 from a record reproducing player 300 explained before
in Fig. 22. They are processed concretely between the steps S59 to S60 in
Fig. 22. In Fig. 30 the step S3001 is a process where a recording device
receives data (ex. block information key Kbit, content key Kcon) encrypted
with the session key Kses froma record 108 reproduci ng pl ayer.
Subsequently the command row p to s shown in Fig. 29 begins. The conmand

010k e Somireradaing e Vigen o ERNa. done | Fags SRPary HRapefomends

aut hentication flags 2903 and .2904 shown in, Fi.g. 1SS QAT ange
becaus e Mafé Idadmard ¢t @L?r%erofrré:ﬁ‘zfgirr?éjolfrﬂltngzéiﬁ’%cecg%tos%tzcﬂceossmmnd I

only in the rising order, .startin ith 0 . T | S ; t
SKE: 8[1 ;a |ﬁluﬂ‘ﬁ>@trrsgdin§: tt(ﬁ[% .recﬁgﬁéml{%prﬁogrun%%gzkﬁ% y %I%td’ c%rﬁl%?ﬁﬁggy °
encrypted w e .Sessi ey e r i jfce received
fromthé'-hraé'g&oéfm%r%% @dﬁfculﬂ’é"% %}gﬁ ClI'hlge strteégrS%gB icHsar%ésjtedeuptCV\here datea
(ex. bl ock inforntlon. ey Ko UHEMorih KGa):s e yisex 4 tdbridieoc
|

sessi on 9 RN PLI SHVIEVED Tromthe Tegister to be decrypted with the

session key., Kses. The ste 33004 i St r 4,0r ti
) R h 6 R SdEd 0
processi %, O% tH 33X %r age (k)aesy st% on déal{t)ca (ecir? bl ock s|y'llr2f gr Egtlidon key

Kbit, command numbers be not input in the prescribed order, it is judged

as an error, resetting the command number reception value to the
initial state, which means that the execution available command
number is set to 0.

As shown in Fig. 29, the command numbers are designated to the
command sequence stored in the command register 2902 so that the
authentication process is performed first, and the processing
sequence of decryption, key exchange, and encryption processes . are

stored in the following processes.

Explanation is given on a practical example of the processing
sequence of decryption, key exchange, and encryption processes,
referring to the Figs. 30 and 31.

The figure 30 shows a part of the structure of the processes
performed in downloading a content to a recording device 400 from
a record reproducing player 300 explained before in Fig. 22. They
are processed concretely between the steps S59 to 860 in Fig. 22.

In Fig. 30 the step S3001 is a process where a recording
device receives data (ex. block information key Kbit, content key

Kcon) encrypted with the session key Kses from a record
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content key Kcon) decrypted with the session key Kses. The above processing
steps S3002 to S3004 are the processes included in the conmand nunbers p
to s in the command register explained before in Fig. 29. These processes
are perfornmed by the recording device' s encryption processing unit 401 in
order follow ng the command nunbers p to s the command nunber managi ng
unit 2901 of the recording device 400 receives fromthe record reproducing
pl ayer 300. 109 The next step S3005 is a step to store data (ex. bl ock
information key Kbit, content key Kcon) encrypted with the storage key

Kstr in the external nmenory of the recording device. At _this itis
al so pogsiddus irmtb ke ec MR SEERLBEIY ep%&?@Fn§06°wrgtEPe§e§% %Faan

encrypted with the storage key Kstr fromthe _recordi i.ce' Gryption
pr ocedtiqg AMIReTITIS - wAReh CSARABE. TooPedd &t & LT RRLEIPHEg ALy 402

of the recording device 400. The above steps §§QQ§ Xt on
sequeridee t3p Preneherh Yy Wﬁ?%l%mﬁ%ﬁ&%& ﬁ%??llgnégp? nter rh%%ia&(;ns. For
exanple, if there is a da read co f : £ SReH Ndand
pIayerauﬁkﬁﬁ%&C%W&PQTq&?%w&f?Q%eﬁ%%¢$£g@g%négg%%ggééfggﬁgnple ed at the
step S3003, the conmand er, ' j )1 AQ8S: N AGGHRand he
execut4 oM ofheWR Jrrgt?}%v?%g!)bggla%g%lt e a;ygé{c]:e%gpm%and dffors froma

of 't navedharE e 5 o b T reb Bl o P o o the ||| sgal
retrieyal, of key.fatg, 2pd; AgCOPEENS .

The step $3002 is a process to store in the register data (ex.
block information key Kbit, content key Kcon) encrypted with the
session key Kses the recording device received from the record
reproducing player. |

The step $3003 is a step where data (ex. block information
key Kbit, contenf key Kcon) encrypted with the session key Kses 1is
retrieved from the register to be decrypted with the session key
Kses.

The step S3004 is a step to perform encryption processing,
with the storage key Kstr, on data (ex. block information key Kbit,
content key Kcon) decrypted with the session key Kses.

The above processing steps S3002 to 33004 are the processes
included in the command numbers p to s in the command register
explained before in Fig. 29. These processes are performgd by the
recording device’s encryption processing unit 401 in order
following the command humbers p to s the command number managing

unit 2901 of the recording device 400 receives from the record

reproducing player 300.
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making it inmpossible for a record reproducin | ayer 300, for

retrieve decrypted data fron1mﬁthout? whi ch gas ogcur ih egchaﬁgﬁgglﬁéygo
in a recording device 400. The figure 31 is part of the structure of the
processes performed in a record reproducing player 300 in reproducing a
content retrieved fromthe recording device 400 explained before in Fig
28. This is the process executed concretely at the step S73 in Fig. 28..
110 In Fig. 31, the step S3101 is a step to performretrieving data (ex.
bl ock information key Kbit, content key Kcon) encrypted wth the storage

key Kstr fromthe external nenory 402 of the .recordi Vi
( , . Th
step S3102 {Thea nexdp STEBEHOT 1% Re 5&R Hers ¢ C‘%etr}jg (Cl?b 'o%iial nf or ma'?i on

LR e e
stor ﬁgga‘ﬁeﬁfsﬁ .Oiﬁ s leazﬁ%@?fﬁ ﬁ‘é?@f’:e‘&?? ot %?Cﬁ%ﬂ}g:g%ér%%ﬁédgﬁ ?Sti%o,
step SIFEH o &1 19 skl YS iS rdrord Fomrant ity e e e
o ch | SR dT O e A e R T s st ep 1o
encrypt data (8t BLoEk.r 4 MACRRSL SN koo bbidingam et akey Woosh dasrypt ec

stored later in the external memory 402 of the recording device
400.

The above steps S3002 to S3004 an execution sequence to be
executed continuously, not permitting interruptions. For example,
if there is a data read command from the record reproducing player
300 at the time when the decryption process is completed at the
step $3003, the command number managing unit 2901 does not accept
the execution of the retrieving because the read command differs
from a command number in the rising order set up for the command
numbers p to s of the command register 2902. Therefore, it
prevents against the illegal retrieval of key data and a content,
making it impossible for a record reproducing player 300, for
example, to retrieve decrypted data from without, which may occur
in exchanging keys in a recording device 400.

The figure 31 is part of the structure of the processes
performed in a record reproducing player 300 in reproducing a
content retrieved from the recording device 400 explained before

in Fig. 28. This is the process executed concretely at the step

873 in Fig. 28.
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key Kstr, with the session key Kses. The above processing steps 53102 to
S3104 are processes contained in the command nunbers u to y in the command
register explained in the preceding Fig. 29. These processes are perforned
in order by the recording device's encryption/decryption unit 406

according to the command nunbers u to y received at the command managi ng
unit 2901 of the recording device fromthe record reproducing player 300.
i1l The next step S3105 is a process to transmt data (ex. block
information key Kbit, content key Kcon) encrypted with the session key

Kses fromthe recording device tqg. the. recor d
steps S3104nt §193184a eaﬁt§%b§@t|3n1§bﬁh %P§%&&g§gh %%qEViB@e above

continuously, not permitting interruptigons. For t

?ﬁt adr ekad ac oifen & Lo i e ?‘@éd'rod‘ H‘@S’ ﬁ%’n oﬂtaey e?ogdé)tn t h%g{cfﬁlyrrré:%en
e ecryptlon process is eted at .t he YEERL nunbe

managi m Whithe §FP e kot (g%cre o iy eeféicuetrﬁgan grgeQrﬁ]é} retr| evi ng becauge

the read command tfer roma conmand nunber in the risin
g order set up
for théQﬁ9ﬁ¢ 4%Y to y of the command register 2902. Therefore, it

prevents agai nst th I r eva| Vs (oTelpty n t
i Npossi bI e {55 Er"sSJclodrzgg}fragepr gstcfréé] 5Iocfayrléér3 l?fggé}ﬁaf ?r%lexarrlgqiata}t g@rﬂet ?I Ieve

decr ypt cggta rg{[gotqumﬁye o E:h(fgar)’t Lnseylszc%cr@mmé@mum the

recordi ocesses shown in Figs. 30 and 31, an exanple
s glveq:orage key Kstr retrieved from the memory of the recording device.

At this step it is also possible that the record reproducing
player 300 retrieves data encrypted with the storage key Kstr from
the external memory 402 of the recording device 400, which can be
stored later in the register of the recording device 400.

The step S$3103 is a step to retrieve data (ex. block
information key Kbit, content key Kcon) encrypted with the storage
key Kstr from the register, which is decrypted with the storage
key Kstr.

The step S3104 is a step to encrypt data (ex. block
information key Kbit, content key Kcon) decrypted with the storage
key Kstr, with the session key Kses.

The above processing steps 53102 to S3104 are processes
contained in the command numbers u to y in the command register
explained in the preceding Fig. 29. These processes are performed
in order by the recording device’s encryption/decryption unit 406
according to the command numbers u to y received at the command

managing unit 2901 of the recording device from the record

reproducing player 300.
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in which subjects of decryption and encryption by nean

are block information key Kbit, content Kgy Kcony Fngvgi k?%e géﬁﬂ:ﬂge
sequence stored in the command regi ster 2902 shown in Figi 29, can incl ude
encryption and decryption processing entailing the key exchanée of content
thenmsel ves so that objects for decryption and encryption by means of key
exchange are not limted to the above exanpl e. Explanation has been given
on the key exchange processing 112 after nutual authentication in the data
processi ng system of the present invention. Thus, the key exchange

processing in the data rocessi ng system qf the prese inv i b
. . Sah be
carri ed oltheomext #aeRn Gerits GERRFSE mid 153 smlrgizcnrgferagcgérgd' ?{alproduci ng

pl ayer and recordi ng devi ce havi a structur V, i i
. : . HELHSS
it(r)lsgre?%fpla@ﬁfgﬁlrge};?’ l@‘@%ﬁfefx&%htgeé‘r%r]?ec% Y fer%%)%f%%%u g_irgge,,@dé]t er eby

ee of security of. conte ;
Down| deel it e of TRD iR I HP B RE S G i%%?%a%g?%e %?ﬁ%ﬁ@é\%@r&%m ent
Dat a Forn%;§ and Each Fornmat. In the above node of carrying out the present
ngﬁgﬁzbﬁ{h expganagbgn is given on the case where a data format in, for

, e ia or I {05y NBAD S, 00« shomd o ' z
4 Ng S B

only data ¥off RO EhowrtE H % j{g. ﬁgﬁb%mver, da?rg format's I?n é:d{rrlg%?(ge 5%0 od?e

over comuni cation ne 0 i it ed:
2o SIRILSE LERBANGPE 1€ ARipl Lol neriep ey e

;?C;ﬁn%ﬁ gﬁ%%%g{%g%?%ét%ig%%gsggﬁﬁ%n@af?ompfﬂgrﬁé@or@tﬁepfﬁ@haﬂngiphaYer
300 at the time when the decryption process is completed at the
step $3103, the command number managing unit 2901 does not accept
the execution of the retrieving because the read command differs
from a command number in the rising order set up for the command
numbers u to y of the command register 2902. Therefore, it
‘prevents against the illegal retrieval of key data and content,
making it impossible for the record reproducing player 300, for
example, to retrieve decrypted data from without, which may occur
in exchanging keys in a recording device 400.

In the processes shown in Figs. 30 and 31, an example is given
in which subjects of decryption and encryption by means of key
exchange are block information key Kbit, content key Kcon.
However, the command sequence stored in the command register 2902
shown in Fig. 29, can include encryption and decryption processing
entailing the key exchange of content themselves so that objects
for decryption and encryption by means of key exchange are not
limited to the above example.

Explanation has been given on the key exchange processing
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a recording device and a reproducing process suitable to a plurality of
different data formats and each of them Four different data fornmats are
shown in Figs. 32 to 35. Shown on the left side of each figure are data
formats on the nedia 500 or conmmunication neans 600 show in Fig. 3, on the
right side of each figure data formats stored in the external nenory 402
of the recording device 400. First, explanation is given on the outline
113 of the data formats shown in Figs. 32 to 35, then on the content of
each of data in each format, and differences in data in each format. Shown

e abovet Bk bkt - R BB A RTER o' TS OF b7 rators i et ST ehaT 2 orgeq
dosi 1 oPFSRAE PRERSE BBk T o e N AN B QU ey o2
Lnenc) yAREE TR DAk st 10 by of nir g MEQRRgh B DEREL TR oe. Ding Bhesyptnon Bty
he i SE1EGLFEHCRaDL KA L MHBaPACHSSh it GrOTS SReryare PR Ehe |
ohan SCBu FRoTAEd cavhiR TRl FRet e TErBEK BralSrraieoRsfno Ry ele,

| S encryBtadoibled SLEL!LRUKEONXENankE! BroBelbengReian BN barengeypt ed

with a storage key Kstr store Int internal nefory inside the recording
devi ce %@g?eﬁ%ofﬁgufﬂngtthESHOQQQPQedEY'§§eufb§§eofe&oﬁtéﬁ@ngﬁa ReQ data.
ed fo

conduct OW ng

(10) Downloading and Reproducing Processes Oriented to
Plurality of Content Data Formats and Each Format.

In the above mode of carrying out the present invention,
explanation is given on the case where a data format in, for
example, the media 500 or communication means 600 shown in Fig. 3
is the only data format shown in Fig. 4. However, data formats in
media 500 or over communication means 600 are not limited to the
above format shown Fig. 4, but it is desirable to employ a data
format suitable for the content, say, of music, image data, game
programs, etc. Explanation is given on a downloading process onto
a recording device and a reproducing process suitable to a
plurality of different data formats and each of them.

Four different data formats are shown in Figs. 32 to 35. Shown
on the left side of each figure are data formats on the media 500
or communication means 600 show in Fig. 3, on the right side of
each figure data formats stored in the external memory 402 of the

recording device 400. First, explanation is given on the outline
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the processes expl ained before in the "(9) Key Exchan

Mut ual Aut hentication”. Shown in Fig. 3% ?s ayfornat ?spgri?ezz igfgsailar
to the format type O, the format type 1 also divides the whole of data
into N pieces of data blocks, namely block 1 to block N. However it
differs fromthe type O in that the size of each block of the N ’pieces are
made to be the same. The processing npde of encrypting 114 blocks with a
content key Kcon is simlar to the one of the afore- nentioned format type
0. The same structure as enployed in the format type O is also used for

the format type 1, in which a content key Kcon_an i L
Kbit apé EherﬁptedeKmﬁtSasbpyprFBuFﬁHﬁ'ké& %Hig%égtghgcﬁgh?%%rgﬁgk%ﬁFEeghe
storage key Kstr stored in the internal Y insi%e.%h% E%éQ%di devi ce
when sbéredChnOihéaﬁécéﬂdﬁﬁﬁhd€9F@€F'Dﬁppgggﬁg FEORSChe f oF mat tf%%hb t he
format type 1 enploys a fixed block structure so that the structural aata
of dat &ok@agt-h, etc. of each block can be sinplified, resulting in

reduction of the menory size of .block r i
E, %/pgnOénl nSblt%';lstlFlu@P@r f lgxafpPe P eFioéfJ. Q%’%, raggjé“%r&bfg@’rkép?gﬁgii% gg[%fe ofél@ rsrgt
crypte art an n unencry : ipar, i
Regul afiight e Isg’r‘?(“‘ftnh léh&'%set APV %ﬁ%ﬁfg&%ﬁsﬂlﬁg %an{%ﬁggggggr y to
gonfl rrg the |en th_oof. Seaﬁh t%!coccelg_, az%‘i’i Bl OGK, o tSTHHEC tIHE d Db CoREcting
psgggggfﬁ?ﬁﬁﬁi g hlnd; Ing i icient decrypting and encrypting
A0 N the f OBl PAdS JIYARNG ARl Bk i almalanely block

encr ypt ncryp
1 to block N, each block being encrypted freely. It means that

data can be produced of encrypted blocks, and unencrypted blocks
or ordinary message blocks in mix. The encryption of the blocks
is performed with the content key Kcon, which is encrypted with
the distribution key Kdis on the media, and which is encrypted
with the storage key Kstr stored in the internal memory of the
recording device when stored in the recording device. The block
information key Kbit, too, is encrypted with a distribution key
Kdis on the media, and is encrypted with a storage key Kstr stored
in the internal memory inside the recording device when stored in
the recording device. These key exchanges are conducted following
the processes explained before in the “(9) Key Exchange Process
after Mutual Authentication”.

Shown in Fig. 33 is a format type 1. As is similar to the
format type 0, the format type 1 also divides the whole of data
into N pieces of data blocks, namely block 1 to block N. However,
it differs from the type 0 in that the size of each block of the N

pieces are made to be the same. The processing mode of encrypting
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(ordinary nessage) part, are so structured that each part can i

as a subject of checking. So, in the case of a bl ock pconta?nigg'pgszlnEd
required to be checked, that block is defined as a content check val ue
ICVi. Shown in Fig. 34 is a format type 2. The format type 2 is
characterized in that a block is divided into N pieces of data blocks of
the sane size, namely block 1 to block N, each block 115 encrypted with its
i ndi vidual bl ock key Kblc. The encryption of each block key Kblc is
performed with the content key Kcon. The content key Kcon is encrypted

with the distribution key Kdis on_ the nedi.a, i
Stored Erocks M Raconfemtr Ko S8 ieoor g ad COWIGT Savard Aithe |

recording device. _The block informtion ke ' t j e ¢
st b Rest RS WS e SREL ARG Shrackhseags FDIREER by ERe,
_ menory of, t recor dj deyi c i : i
gﬁ\élr ;gi efmri ol |trYFﬁ]é’t 155 5 f Oaufscﬁdrr%h a)rt %ee ?O\%ﬁ%enc %&%tl'; ;1&'&%11{%9%{ 4
_ ed in at, as r .t f. (AYA ; j iMted |
pi eces &forg@nd tiedc ECBY atr’r?g b&a%‘é‘ sl%;@nnagﬁe%y%qeﬁflaoc locil%ﬂoesbeldoacﬁlg N e%&l :

bl ock encr,pted wi.th its indj.vidyal . ke &
encrypti% ‘(ﬁ‘t%%%&%g&%logl itskpédgr?]%ha{\fﬁ %/ dﬁ?r@tdr?;\ﬁef [)ﬁoi%dr’]@kekyeyKdi s

on the nedia wtho t.ug@ e and Wi -
. te%{%i%l Moy, AN ttha K@ adihdkeajeKiste on
t he rec&?sgi%gsvgd)el?ﬁdéel.n A{Egolﬁ} Sht Key Kcon' exists neither on thdé nedi a nor

on the deviceso, e Al onle QS IBIAPIdPICKD! DiifTeationy fret which farmat

type 0, the format type 1 employs a fixed block structure so that
the structural data of data length, etc. of each block can be
simplified, resulting in reduction of the memory size of block
information, compared to the format type 0.

In the structure example in Fig. 33, each block consists of a
set of an encrypted part and an unencrypted part (ordinary
message) . Regulating the length and structure of a block makes it
unnecessary to confirm the length of each block and block
structure in conducting decryption processing, enabling efficient
decrypting énd encrypting processing. With he format 1, parts
forming each block, namely an encrypted part and unencrypted
(ordinary message) part, are sSo structured that each part can be
defined és a subject of checking. So, ih the case of a block
containing part required to be checked, that block is defined as a
content check value ICVi.

Shown in Fig. 34 is a formét type 2. The format type 2 is
characferized in that a block is divided into N pieces of data

blocks of the same size, namely block 1 to block N, each block
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key Kdis on the nedia, and wth a storage key Kstr s [ [

menory of the recording device when savgd inya recorg?LSd hgv}22 nterna
Expl anation is given on the content of data of the above fornat'types 0°to
3. As explained before, data is largely classified into a header portion
and content portion. The head portion includes a content identifier, usage
policy, check value A 116 check value B, total check value, block 1 °
i nformation key, content key, and block information. The uéage policy
stores a data |length of content, header Ilength, format type (formats O to

3 to be explained), content t | ndi i i -

ﬁg?g;aiﬁgﬁﬁé%?@%,wbﬂg its| 2‘%%%}%&?1)24(%%%' }g‘gy:‘,\?t%gte(r) fc}r%aet ;eﬁlnggﬁgtvﬁ%?hm; ebr :
can be u . i vidual 1 i i
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reproducing a content frominto the r r g N :
a Cont GAETOBEr RPESKETR | FAgeP RGP HFNG” HEe: B Odbas. TR et 1 ur ther por e,

content_ encryption algorijt ariet Lok i :
" ogar obhg B6HLant SRar bPotaSst RGroPHT 6 T on. TR Check val e A 1OV 15,

a check value for, content ,lD. a . i i
e A oS At Gl ST SR A e PR

ajrﬁya%geegfgxgtigkggﬁatkgkokg9tkBEt,a990§5i§XBhéE9§debehmtﬁ,aiS encrypt ed
distribution key Kdis on the media, and with a storage key Kstr
stored in the internal memory of the recording device when saved
in the recording device.

Shown in Fig. 35 is a format type 3. The format type 3 is
characterized in that, as for the format type 2, a block is
divided into N pieces of data blocks of the same size, namely
block 1 to block N, each block encrypted with its individual block
key Kblc, and that the encryption of each block key Kblc 1s done
with the distribution key Kdis on the media without using a
content key, and with a storage key Kstr on the recording device.
A content key Kcon exists neither on the media nor on the device.
The block information key Kbit is encrypted with a distribution
key Kdis on the media, and with a storage key Kstr stored in the
internal memory of the recording device when saved in a recording
device.

Explanation is given on the content of data of the above
format types 0 to 3. As explained before, data is largely

classified into a header portion and content portion. The head

portion includes a content identifier, usage policy, check value A,
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di stribution key Kdis on the nedia, and wth a storage key Kstr stored in
the internal nenory of a recording device when stored in a recording
device. The content key Kcon is a key used in encrypting content, and in
conjunction with the format types 0 and 1, is encrypted with the
distribution key Kdis on the nmedia as in the case of the block information
key Kbit, and with a storage key Kstr stored in the 117 internal nenory of
a recording device when stored in the recording device. As regards the
format type 2, the content key Kcon is also used in encrypting a bl ock key

Kbl c formed in each block of content. to the_format 1y 3, t
keys KbnecmovabUeeRist@taheCBEGEkVPﬁFﬁrﬁ%%?8h %Efar?ggﬁSBdgngi8§ﬁgéﬁe

information on each block, and includes block size and a flag in
conj unkeiyonanit hloekcipperBALLPRe infornation is stored, which indicates

whet her or not each block is a subject ( o.¢h i , | hegdBkock is a
subj ect of TohetRpfg, PaléRECREOEFPE? |a(g%g%Ehv8?u§8§Fagﬁe bFock i) of a

block is defined in the tabl e and stored,(i e ayf orBRtieamr) typéhe
bl ock ilehethat LORMRE EH@FyB?@Hmﬁgﬁh atﬁlgclktB %%f%?#ggﬁgﬁ chryption key

Kbit. Wien a bl ock is encrypted, the valug ok rambbeclgatagmely. ,a
contenﬂnéﬁééﬁlﬁglU@eFé9F,l%slgregfgdegsﬁg&ﬁélSé%bb?éined by encrypt{ng t he

val ue obtained as a _result of ratj N& MRle@ he@f oan nerdianaontressage
(decr yposd Ligasdge) HR%.- By%ela??ﬁﬁtosgﬁgger@ on the XOR logic, with the

cont e Q\Q%H,Jg&%ié%ﬁgu%{l al5};3r6\1i'@hc‘éc ce3ttaried rerdrie rieprerdualine miay 307
only as explained in the paragraph regarding downloading/
reproducing a cbntent from/into the recording device, furthermore,
copying a content, permission flag regarding move process, and yet
furthermore, content encryption algorithm, mode, variety of use

restriction information regarding content, and processing

information.

The check value A: ICVa is a check value for content ID and
usage policy, and is created by means of the method explained

before in Fig. 23.

The block information key Kbit is a key to encrypt block
information, and as explained before, is encrypted with a
distribution key Kdis on the media, and with a storage key Kstr
stored in the internal memory of a recording device when stored in
a recording device.

The content key Kcon is a key used in encrypting content, and
in conjunction with the format types O and 1, is encrypted with
the distribution key Kdis on the media as in the case of the block

information key Kbit, and with a storage key Kstr stored in the
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300. When a block is not encrypted, the check value of a block, or content
check value ICVi is created as a value obtained by inputting the whole of
bl ock data (ordinary message) in 8-byte wunits into a tanmpering check value
creation function shown in Fig. 36 (DES-CBC MAC, content check val ue
creation key Kicvc as the key). Shown in Fig. 36 is a structure exanple to
create the check value ICVi of a content block. Each of the nessage M
forms each 118 8-byte unit of decrypted data or ordinary data. As to the
format type 1, when at |east one out of parts inside a bl ock i s subject

data of a check val ue |CVi d.t

Cono bvesiafieFauch o S T RS dhll I e

zs a vaM@%lcﬁbtgﬁﬁeaegﬁréﬁc595f¥hbmﬁ} %yge %tgh c eggn ?gg g?%ét?%ﬁaigs
icvc a val ue obtaine erating t of n&&plqpky HeSISRYE
(decryptael(:'FC‘rné’ssﬁii;el)r1 t?é’él & i%ﬁ%g%gpvﬁ%tlh Units T the Opart

j is not encrypte h I

s oreasibay vAPUES Bﬁs.e%ga%%\“j”%yﬁpu?% %aﬂfcﬁs‘tmﬁo eroﬁaatagt (S rarnars:
message) of @ bhacek,of; ?ﬂé@%ﬁt%@ By dinid v i P BRI Rk

val ue creatl content check val ue creation key

Kicve ag ﬁﬁ%ﬁ%%ﬂ& dk pibe lgltgﬁerm{ea fhesdh Rl fort Rel th

only pafi ubject o Inside a block i subject to

g?ggf{eggﬁnn&wlyo& ALt RO ebrt olgoesm,e%ltae oheicdka e umdEHEVigr
not each block is a subject (ICV) to checking. If a block is a
subject of checking, a check value ICVi (check value of the block
i) of a block is defined in the table and stored (in the block
information). The block information is encrypted with a block
information encryption key Kbit.

When a block is encrypted, the check value of a block, namely

a content check wvalue ICVi, is created as a value obtained by
encrypting the value obtained as a result of operating the whole
of an ordinary message (decrypted message) in 8-byte units based
on the XOR logic, with the content check value creation key Kicvc
stored in the internal memory 307 of the record reproducing player
300. When a block is not encrypted, the check value of a block,
ér content check value ICVi is created as a value obtained by
inputting the whole of block data (ordinary message) in 8-byte
units into a tampering check value creation function shown in Fig.
36 (DES-CBC-MAC, content‘check value creation key Kicvc as the

key). Shown in Fig. 36 is a structure example to create the check

value ICVi of a content block. Each of the message M forms each
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}Petﬁbove nmethod is defined as the check value ICVi of the block as it is.
If there exist a plurality of parts with [ICV flag = subject of 1CV]
inside a block i, indicating that they are required to be checked, the
check value ICVi is created as a value obtained by inputting a plhralit
of part check values P-1CVij as data connected in the order of part d
nunbers in 8-byte units into a tanpering check I i i
( DES- CBC g9 val ue creation function
( : -MAC, content 119 check value creation key Kicvc as the key) shown
LREELQ-Vgrhelhﬁcleggre 37 shows a structure exanple to create the content
Vi of content blocks. As tq the for
check Babeel awltﬁfofademrd@l@eidsdr%@ 92 DR e Ak valve B 1OV is a
check value for a of the block_ in i '
i or i1 s & e Sermted By the WHETHAU GRS RBS (N FLa. 3 By e of
exanpl e. The total check value |CVt is %;Qﬂﬁ_ Vizhpe f ?- Y oay. of
check \valRleck JORPIGRECIEAA L?efC\é & angﬁcheé}lé''vzﬁrlpalrjmeeailX}C\?lt %clieﬁ?;?n d
in each bl ock whose cont bi ’ : - €
encr yptiatprisiac & 8% %}ﬁecg% e Scuoq'{(tee% Aeghesking. toaind 4 &efgaged by
prodﬁged o each hect m afhre ey Ksys an | nternedi ate check val ue
: ue . . )
e o s TR S 08, SREE) 8 etk o crapieplamer
ICVt is created. b ' i S val ue
POV 1 S SRERE B0 I SGIADU] N, Wil 1 Syiet £ 81 R tE@ &va Keyuan
whol e cohte t tk f l reated Dy connecting content data, nanely the
obta;{]negabf;Jl eﬂgﬂzéﬁ%&'&% kgyc&fltérli‘@ MOk dal®e creation key
Kicvc a value obtained by operating the whole of an ordinary
'message (decrypted message) pased on the XOR logic with 8-byte
units. If the part j is not encrypted, the check value P-ICVij of
the part j in the block i is created as a value obtained by
inputting the whole of data (ordinary message) of a block of the
part in 8-byte units into a tampering check value creation
function (DES-CBC-MAC, content check value creation key Kicvc as
the key) shown in Fig. 36.
Furthermore, when there exists the only part with [ICV flag =
subject of ICV] inside a block i subject to checking, namely a
part required to be checked, the check value P-ICVij created in
the above method is defined as the check value ICVi of the block
as it is. If there exist a plurality of parts with [ICV flag =
subject of ICV] inside a block i, indicating that they are
required to be checked, the check value ICVi is created as a value
obtained by inputting a plurality of part check values P-ICVij as

data connected in the order of part numbers in 8-byte units into a

tampering check value creation function (DES-CBC-MAC, content
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the | ast block, to the above check value A: |1 CVva and check value B: |Cvb.
Shown in Fig. 38 is an exanple of a structure to create the total check
value ICVt in the format types 2 and 3. Wen the localization flag

descri bed above is set to 1, that is, a content is permtted to be used
individually with a record reproducing player, the individual check val ue
| Cvdev is a check value replaceable with the total check value ICvt. Wth
the 120 format types 0 and 1, the individual check value |ICvdev is created
as a check value for the check value A: 1Cva, check value B: 1Cvb, and the
whol e check val ues ICVi contained in each bl ck WLt h n bj to
checki cdgecknvatuet fEeat 4anekpV aKhelCi S FFY ? ?h?wg E%S%fgt ?g g?@%%ed
by encrypting with a record reproducin p r d

i nt er médgare éﬁe§R0V§lﬁeSEFBGE£§8 ?Fﬁﬂglgat 8ﬁ83kg bgeggﬁg §38¥ﬁe check
value A: 1CVa, etc. as exg g ﬂg kn Fig. 38. Next, explanation is given on
a procéééueﬁnlggéhogfc?ﬁﬁ B pe pres 0 to 3, to dowl oad a content from

a record reprodugé Fﬂg ﬁe£¥§§%r% rgcoggénghggkigglégolcamdo@ a

repr oduci n§SpF8c Feproducing player 300 of the content
downl oaded_ from %ha recordlng device 400, referring to the flowharts in
Fi gs. Bgockyiggno § planatlon is given on the downl oadi nhg process on

content in_the e e ngatgeFiFgr 391 dhetheobéss&s
shown in F?é §5 ¥BY?E¥Q ?h Eﬁgglégt%IEgganggf “a rgcordlng devi ce 400

onto a r%%%&%t&%%r%e§%kn%oﬁkﬁﬁ%rk%@%,a%nd block information, and 1is
created by the method explained in Fig. 24 by way of example.

The total check value ICVt is a check value for all the above
check value A: ICVa, check value B: ICVb, and check value ICVi
contained in each block whose content are subjects of checking,
and is created by encrypting with a system signature key Ksys an
intermediate check value produced of each check value of the check
value A: ICVa, etc. as explained before in Fig. 25

As to the format types 2 and 3, the total check value ICVt is
created by encrypting with a system signature key Ksys an
intermediate check value created by connecting content data,
namely the whole content data from the block key of the block 1 to
the last block, to the above check value A: ICVa and check value
B: ICVb. Shown in Fig. 38 is an example of a structure to create
the total check value ICVt in the format types 2 and 3.

When tﬁe localization flag described above is set to 1, that
is, a content is permitted to pe used individually with a record
reproducing player, the individual check value ICVdev is a check

value replaceable with the total check value ICVt. With the
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shown in Fig. 3 by way of exanple. The step S101 is an auth i i

aL?Cﬁsslng step between a record reproducigg pl ayer and recgpé:ﬁgtthice

’ fc is executed following the authentication processing fIOM/eprained’
e ﬁre in Fig. 20. Wth the authentication process conpleted and an

ggt entication flag set up at the step S101, the record reproducing player
O retrieves via the read unit 304 data at the 121 step S102, conformn

to a given format froma nmedi um 500 storing content data for’exanple o?

receives data conformng to a given format froma conmuni cation neané 600

using the communication unit_ 305, .the the ¢ I ik B3QA
r epr odiccimag: plvies 0 309 traddif tL e decﬁleﬁg{]b{ag#e? dz;,der) l?{]sc%ﬂ(%t:eﬁgord

data to the record reprodycin | ayer'.s. encr j i i
i n it f
o B T
i 1 J ; | i i
. i MA s thefacnyRidenitec yption
unit 308 dgihe H@q]&&}be‘g%p‘faﬁd{ﬁﬁ ng” pi a%/oes*zdsl encrypti on processli ng u%?t 302

cal cul ates a check value A o) i i 3 h i
) . - , li
cal cul G@eeTHol $8 $ot t1H2 ch#@%ﬁﬁ& ?%E‘%tcﬁ‘dd atesx%ﬁ‘glﬁ‘é? o l“é?;f”f i th

a check val ue creation ke i et ﬁgjgi‘w i 1 & 1 r eermdyc 30F
_ |
t he r%ob?hg're%'odh%]n% P %@%eré(skg%ﬁ%éyp%kign proc%a}tlsfail ng unit r302 aslyc'; he °

key, and with conteng | n AREy j nessdgesd
at t héPs¥pr Sib%fn?m%r%h]g%iq@@a%ﬁeéAi%% a Cﬁ%ﬁé&%ﬁ?ﬁt?ﬁ’?ﬁc@: st or ed ifli\?ﬁ'[e’

head ALkl géEQVaf@g LE-they gQEesnetk PaDegeEds tOVa, etc. as
explained in Fig. 38.

Next, explanation is given on a process, in each of the format
types 0 to 3, to download a content from a record reproducing
player 300 to a recording device 400, and a reproducing process in
the record reproducing player 300 of the content downloaded from
the recording device 400, referring to the flowcharts in Figs. 39
to 44.

First, explanation is given on the downlcoading process on
content in the format types 0 and 1, referring to Fig. 39.

The processes shown in Fig. 39 starts with the installation of
a recording device 400 onto a record reproducing player 300 as
shown in Fig. 3 by way of example. The step S101 is an
authentication processing step petween a record reproducing player
and recording device, which is executed following the

' authentication processing flow explained before in Fig. 20;

With the authentication process completed and an

authentication flag set up at the step S101, the record

reproducing player 300 retrieves via the read unit 304 data at the
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the step 8105. As expl ai ned before, th i
) , e check value A:1Cva is
Lglﬁgezkcﬁggt}ggpiéln%_of a content ID and usage policy. Wth ?hghegﬁegﬁlue
- _ y Kicva retained in the internal nenor 307
Lgﬁ?;gtrﬁgf?ggﬁlggtp:Eger'3 encryption processing unit 3%2 as tﬁL Lgs and
_ and usage policy as nessages, if th h
calculated followng the ICv 122 cal cul ati d re O e e oen wih
| . thod for exanple i
a check value: ICva stored inside the h ader o oot
_ _ eader, the content |1D and
52:;cgogrgf {ﬁggfgcg?dnot tangered with. Next, at the step SlOSnthgsggﬁtrol
_ reproduci ng player's. e [ LOCESEI '
lets t@eepeate%ptC@hf@é@%?%tF%nauﬁ?Yg%0§05 thggéégér@Q?gggoggg:ﬁgog?gge?pg

encryption processing unit 302 retrieve.or c j j ' [
The d|sontbutidatﬁe§0Kdﬁ§a$El%reSFeHeﬁFiﬁe?héggégcg?gb?ﬁghﬁgg?gg Eiﬁéﬁﬁﬂii'

to the distribution keys for exanple, a LM ' i
S53 i nfekgat2freRppaFABHUBEFS é?nhﬁﬁ??sa?apHgggﬁgggégggoﬁﬁggégﬁfgg? ﬁﬁ??

306 of the record _reproducin |.a 'S c€ i i i

éggryggggﬁpifggég@eeyﬁpp850388p9§o§8%fgfhEEEZ2%F8992%?%38%?23“8?532?95 o
Cnaun : : N . .

cr eat edOPhETBREER EeghﬁbhFaéﬁg gggﬁéﬁb ﬁg§a%ggﬁl§g§3?325a$r§ﬁ?atﬁg|§§§ium

500 through the read unit 4 _aon stor I h abe
| ’ r. ' .
From t RECRBAMIRPEARI61 e RIS 600 o BrSagh g Soommin oacion unit 305, o

record reproducing player 300.

At the next step S103 the control unit 306 of the encryption
processing unit 302 lets the encryption/
decryption unit 308 of the record reproducing player’s encryption
processing unit 302 calculates a check value A.

As shown in Fig. 23, the check value A is calculated following the
ICV calculation method explained in Fig. 7, with a check value A
creation key Kicva retained in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key, and with content ID (Content ID) and usage policy as messages.
Next, at the step 5104 the check value A and a check value: ICVa
stored in the head are compared, and if they agree, it proceeds to
the step S105.

As explained before, the check value A:ICVa is a check value
to check the tampering of a content ID and usage policy. With the
check value A creation key Kicva retained in the internal memory
307 of the record reproducing player’s encryption processing unit
302 as the key and content ID (Content ID) and usage policy as

messages, 1f the check value A calculated following the ICV
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Furthernore, at the step S107 the control unit 306 of the record
reproducing player's encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player's
encryption processing unit 302 decrypt the block information with the
decrypted bl ock information key Kbit. Furthernore, at the step 108 the
control unit 306 of the record reproducing player's encryption processing
unit 302 creates 123 a check value B (1Cvb') fromthe block information key
Kbit, content key Kcon, and block information (BIT) . As shown in Fig

24, the check value B is created enc tin th t
the XOR qab@iiaiien grgLhefpte P ]hee 30‘3/]8 q’ﬁ]f% fat ¥ %%Se%/ﬂ%bl t cont ent

key Kcon, and bl ock_ informati n BI.T with t
Ki cvb retz0rRd insidr The & ( %/ c t7erg; %gtgsr%p?égg ?%é on key

pl ayer's encryption processin unlt 302 as the key Then, at the step S109
t he ched@@%@%ea% %‘?fg 3 e+ i1 de the header are conpared, and i1l‘o t hey

agree, it proceeds tq the_ st
1 s a{‘l%}hfe'cka‘?/aqbee %135 S0 i i PR DT the, shsskqual ue
ey Kbit, %%%(ﬁg(g%n% e@ gfms gﬁ&ﬂ%@fﬁ %@égeémg 4Bl T) 302 Wéhs t hige check

value BT YTVb° ret ai e Internal nenory 307 of the

record reproducin t o] S i f
[ he ehecBR T B Y B B L 08 B e o o P o

P%fg;x;?e%%r§€§%?ﬁ?gg%&§§%§€§t%ﬁ??:?UZKPeErleG@néﬁn&rggﬁeKﬁoﬁlsﬁﬁﬂbhtbok
key Kdis. The distribution key Kdis is created with the use of
the master key MKdis to the distribution keys for example, a
similar method used at the step S53 in Fig. 22 explained before.

Next, at the step S106 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 decrypt with a distribution key
Kdis created the block key Kbit and content key Kcon received from
the medium 500 through the read unit 304 or stored in the header
of the data received from the communication means 600 through the
communication unit 305.

Furthermore, at the step S107 the control unit 306 of‘the
record reproducing player’s encryption processing unit 302 lets
the encryption/decryption unit 308 of the record reproducing
player’e encryption processing unit 302 decrypt the block
information with the decrypted block information key Kbit.

Furthermore, at the step 108 the control unit 306 of the

record reproducing player’s encryption processing unit 302 creates
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agrees with the check value: I1CVB stored in the header, it is jud
_ _ _ , ed th
the block information key Kbit, content key Kcon, and bl ock in{‘orgationat
(BIT) are not tanpered with. At the step 5110 the control unit 306 of the
record reproducing player's encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate an internediate check 124 val ue.
As shown in Fig. 25, with the total check value creation key Kicvt saved
in the internal nenory 307 of the record reproduci ng player's encryption
processing unit 302 as t he key the, c eck heck val ue
Ehlegileégecltw Hezbies B fﬁfﬁv%l ﬁ”@“c ? ?/]éljuré 1 ne?(éa%l | alt eady
as nessages, the internmedi Vv | c ol th
g&mwwmz%ﬁw%mw%W% f&“ﬁwﬁﬂmmi
val ue is retaine if need be r d I
g?c[Kp¥4?nuﬁzg??%%ihﬁahﬁ?t 362 %?e?ﬁ%dn%% ég?épro u@?ﬁg %ﬁ%gg§@3%%@rh;xt
e step the control unjt 30 ecer r u S
encrpr?%%ep?BcE§§|%@Ruﬁ?¥ 02 VetS Ehggméﬁg?épg?oﬁ?deggﬁgglgﬁﬁﬁﬁﬁ%@ggg of

the record re roduc e en
the tokay Khbbk 9%? e Py ﬁcéngh%§%p%%9ékp£9?@§ﬁh92°$21%fﬁﬁﬁeﬁﬁtﬁzFﬁﬁe

L8 B, B B et s bt Mty Beor
record305eg%ogﬂglch8£8y§ép§oaﬁﬁiﬁetb@HyEEOgeéﬁbBQpﬁmbh ﬁ@%caSsugg Lagt
302 as the key. Then, at the step S109 the check value B and the
ICVb inside the header are compared, and if they agree, it
proceeds to the step S110.
As explained before, the check value B: ICVb is a check value
to check the tampering of the block information key Kbit, content
key Kcon, and block information (BIT). With the check value B
creation key Kicvb retained in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key, if the check value B created by encrypting with the DES the
value of the XOR by dividing the block information key Kbit,
content key Kcon, and block information (BIT) into 8-byte units
agrees with the check value: ICVB stored in the header, it is
judged that the block information key Kbit, content key Kcon, and
block infofmation (BIT) are not tampered with.
At the step S110 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s

encryption processing unit 302 calculate an intermediate check
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Next, at the step 5112 the total check value ICVt' created and the ICVt in
the header are conpared, and if they agree, it proceeds to the step S113.
As explained in Fig. 4, the total check value ICV is a check value to
check the tanpering of all of the ICva, ICvb, and the check value of each
content block. So if the total check value created in the above processing
agrees with the check value: ICvt 125 stored inside the header (Header), it
is judged that all the values of the ICva, | CVvb, and check val ue of each
content block are not tanpered with. Next, at the step S113 the control

unit 301 of the record reproducing player 30Q retriewves tihe cqnt Pl ock
i nfoor nediwe. iPesisdowrhdIBde iaviortiet) e(%‘%a,l e ol HEetor b2
content block is subject to be checkﬁd. Shoulg ?hgfcggée L.plgck be found
to be kegubiert savehebkiHge RERFERhtIEARLK VAl Ui § stored in the bl ock

information inside the header. |If the content.block.iszfoeu breq,
subj ectepvo@ecthgcRbdyer a8 ?ﬁ%r¥?5b°%13ﬁ°?ﬁas%§%t§§ tu%é? gglﬁg? t%g record

reproducing player 300 lets the read uni fat o] repLQ4CI ng
playeraHQOElFQthévﬁh?ﬁE 86??%5%0% ?naﬂsgﬁtggﬁu§|%CEﬁ?§§§1§ﬁ2 ﬁgdiunfSOO,
or lets the_conmunication unit 305 : r r dugkBEedp! ager 300
receivén@héléoFP%SSBHg?ﬂ X%h?%ﬁtrgﬁééﬁggfoﬁ??hglgggﬁguﬁﬁgat?og neans 600,

which is then trapsm.tted tq. d;or [ pbayewisgenaeypcivon
pr ocesBPR§ERPt gg? GPEFﬁgegééggdgggg%r33u§?%gqg?§$gr 300. bpgn recei vi ng

't thgaiga g%kognk%tggg g&plained in Fig. 7 and others. The

intermediate check value is retained, if need be, in the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300.

Next, at the step S111 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate the total check value
ICcvVt’ as shown in Fig. 25. The total check value ICVt’ is created
by encrypting the intermediate value with the DES, with the system
signature key Ksys saved in the internal menmory 307 of the record
reproducing player’s encryption processing unit 302 as the key.
Next, at the step S112 the total check value ICVt' created and the

TCcVt in the header are compared, and if they agree, it proceeds to

the step S113.

As explained in Fig. 4, the total check value ICV is a check
value to check the tampering of all of the ICVa, ICVb, and the
check value of each content block. So if the total check value

created in the above processing agrees with the check value: ICVt
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the record reproduci ng player's encr i i i
( ( _ yption processing unit 302
encryption/decryption unit 308 of the record reproduging player'lgts the
enC{yptlon processing unit 302 cal culate the content check value ICVi'. As
fxp ai ned before, when a block is encrypted, a content check value ICW'
K:yckgg;e?nbghglggé ﬂggryp}lggsthe i nput content block with the content
e o , and then 126 by encryptin ith
check value creation key Kicvc stored in i /P oy ot the
: the internal menory 307 of
record reproduci ng player 300, the content internediate valﬁe createéhgy

operating the result obtained in the preceding. d i 1 i

|8-Qbfy:t$_tmd singide the|kradss Hﬁa%%)ryp%‘édfsg%%gi%gn%ﬂh%@c ejE:Et%/@aFufa(m "
h' is created as a val uge obtained q% | npuptinget phole-oft wedek

l(qo(rg Ig?%%%cggwwihm%aaf%t%eﬁ%% o ‘éllﬁ ‘5%#16% ¢t eaton I?ﬁnc%i on shown in

Fig. - - , _content check value «creation key Kicvc a

in 8 byte wottsanpexed Withkhe step 5115 the control un?t 306 ofsthgergggZd

reproduci ng player's encrypti processi i.$..30 0,
Chock val UBekhd #EVERPor BEDt EL BoHRerEoB 2k ThbEvoh T o the om0l

units 301 of the record r oduci n a '
resultr@PrQﬁﬂéhngspHéﬁﬁ@dggéere Elgﬁggc%ﬁ%rgpgagﬁgtB§8§§g$ﬁfﬁﬁﬁ§gég?g

re duci ! ( . :
uccessnander RELcBAorbi nEna0tShy (BREY " aB0r 6 Febroduci ng bl ayer. 300
| 1 reproduci ng player 300
retrieves th Xt . cont .hlack .t
g|gggpkslgn§p%agc9 kol Be BBecheakedshantd! e tdretermcdptock

r epr odGEPRE™ c5n
be found to be a subject of checking, a content check value is
stored in the block information inside the header.

If the content block is found to be a subject to be checked,
at the step S114 the control unit 301 of the record reproducing
player 300 lets the read unit 304 of the record reproducing player
300 retrieve the corresponding content block from the medium 500,
or lets the communication unit 305 of the record reproducing
player 300 receive the corresponding content block from the
communication means 600, which is then transmitted to the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300. Upon receiving it, the control unit 306 of
the record reproducing player’s encryption processing unit 302
lets the encryption/decryption unit 308 of the record reproducing
player’s encryption processing unit 302 calculate the content
check value ICVi’. |

As explained before, when a block is encrypted, a content
check value ICVi’ is created by first decrypting the input content

block with the content Key Kcon in the CBC mode of DES, and then
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processing unit 302 of the record reproducin | ayer 300 i i m
checki ng processes are repeated untiF al | thg gongent blggﬁgka:g.chgtgggar
(Step S116). Shoul-d the check values not agree at any of the steps S104
S109, S112, and S115, the downl oadi ng processes end judged as failed ’
Next, at the step S117 the record reproducing player's 127 encryption-
processing unit 302 of the record reproducing player 300 lets the
encryption/decryption unit 308 of the record reproducing player's
encryption processing unit 302 encrypt the block information key Kbit and

cot ant b dald o B A 5 B g e
\r/ iegr ?ﬁgc-’irorepgo?ﬁ@ﬁ?&eﬂgﬁﬁrqﬁ%ﬁ%ﬁﬁ%%@eﬂ‘%ﬁ bﬁi{acot rdia{]tgq%g:vﬁece 400
300. NSt 1S T76, TG TS 1 I T eie s o et on oy bl &

and content key_Kcon transmtite r .&COor, [=YaXs ci |
1 00
the recottitiy o¥ PPea4%goF§t§St QE %%?% ngﬁ/ ggrf%?ﬁ%%%uﬁﬁﬁc%bgﬁgPe?he,

recordi ng, device' i ' i

ecelved T el & L%&%@i%éﬁa%%aé?hﬁyw%‘?@ﬁﬁ ot catron. nd
ata (ordinary message) into a tampering check value creation
function shown in Fig. 36 (DES-CBC-MAC, content check value
creation key Kicvc as the key) in 8 byte units.

Next, at the step S115 the control unit 306 of the record
reproducing player’s encryption processing unit 302 compares the
content check value and ICV inside the content block received from
the control units 301 of the record reproducing player 300 at the
step 8102, the result of which'is handed over to the control unit
301 of the record reproducing player 300. Upon receiving it, and
if the qhecking has been successful, the‘control unit 30i of the
record reproducing player 300 retrieves the next content block to
be checked, and lets the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300 check it.
Similar checking processes are repeated until all the content
blocks are checked (Step S116).

should the check values not agree at any of the steps S104,
$109, S112, and S115, the downloading processes end judged as
failed.

Next, at the step S117 the record reproducing player’s
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the data with the recording device's individual storage key Kstr saved in
the internal menory 405 of the recording device's encryption processing
unit 401. The control unit 301 of the record reproducing player 300
retrieves the block information key Kbit and content key Kcon re-encrypted
with the storage key Kstr fromthe recording device 400 via the recording
device controller 303 of the record reproducing player 300. That is to
say, the 128 distribution key Kdis, with which the block infornation key
Kbit and content key Kcon were encrypted, is replaced with the storage

key Kstr. (key exchange) Next, at the 119 th I
recor d enepyRIgR: rsgrcgﬁ%n%dm%t%%\fz 5 @ ]F%cé?f(f{ gf?%%gl% miﬁ%‘ﬁg rg&e

t he usage policy of the header portion, of the d ' whet her or
not a o’gWelfﬁt%ioWﬁE OIS RGO BT bl % h%n%/ter%sge%%r ét%%?%ﬁ%ci ng pl ayer

300 only that downl oaded fhem This.jud i ndi -
of t ho FEREAISHRGP Tj%%i{%s%nﬁmf%éﬁ%’%t ERO L pRL 6 30 nop ot g ibe
can pe use the v i
down! 0P 172 chefioharey nrhe dndcoRRCeREPROLaR o8, Mo fpraR neotet et
ictjon rnatj on) = ¢ d d
record ?t%?o%ﬁé?hﬁl%?a§%?58%66£§§ gg?lggéﬁogvgfgﬁeggrggﬁ??gogsfﬂe ?ﬁdgéggﬁt

Che ot cpoeazot ot CFRd: ot SR B T Bt B0 0 The Tecora e 1°
reprOduﬁiggepl§M§rr§991é€é§ the pe6eKkdifeprrddcbngkelaKBitsand content
key Kcon encryptéd with the session key Kses from the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300, which is transmitted to the recording
device 400 via the recording device controller 303 of the record
reproducing player 300.

Next, at the step 118, upon receiving the block information
key Kbit and content key Kcon transmitted from the record
reproducing player 300, éhe recording device 400 lets the
encryption/decryption unit 406 of the recording device’s
encryption processing unit 401 decrypt the data received with the
session key Kses shared in mutual authentication, and reencrypt
the data with the recording device’s individual storage key Kstr
saved in the internal memory 405 of the recording device’s
encryption processing unit 401. The control unit 301 of the
record reproducing player 300 retrieves the block information key
Kbit and content key Kcon re-encrypted with the storage key Kstr

from the recording device 400 via the recording device controller

303 of the record reproducing player 300. That is to say, the

-
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encryption processing unit 302 of the record reproduci ng player 300

cal cul ate the check value particular to the record reproducing player. As
shown in Fig. 25, the check value particular to the record reproducing

pl ayer is created by encrypting with the DES the internediate check val ue
created at the step S110, with the record reproducing player signature key
Kdev particular to the record reproducing player saved in the internal
menory 307 of the 129 record reproducing player's encryption processing
unit 302 as the key. The record reproducing player's individual check

value [|Cvdev cal cul ated overwites the total. check value t -
expl ai diesit bpwk Eon t key s§éiam €1 bhatiyt eh kbye %§%c?sl%¥%§lg?%ln%%/srfa ator & key

to append a shared signature or I1CV to _distribut] Y L
r ecor dan@peoauenhgkpy afePl sV gR&t GRer KRG RuevS rﬁ???%??n§£?§$t%§2h£§£%%?d

reproducin | ayer, is a record reproducing player signature key a record
reprod&@YngSEFayéFeMs%§Ch§Bg§£pend a signature or ICV. That is, data signed

with the system signhature k Ksys can u i o] e it is
successf ul Ngxehetke hﬁﬁ?ﬁeﬁ ﬁi%tﬁﬁ?(F%%B?§lr§§?5d38?n3¥8F25e5§8§ﬁ3ving t he

sanme system signature key anely.the_t I u aghee
FbmeveF?PﬁﬁchéngiBRQYGFeBPQ ﬁﬁhgl V?ﬁ ﬁ%g rggggggtgg%rggaggﬁétplayefom

signature key Kdev, ,data_signe ] .recakd PHAEHGI BEdPhaYee
si gnat P& Ré%ng89?18¥ 8£tEggtgsggg?nbg?ﬁéggeggrgﬁﬁgageV|ce af?ergtﬁe

arti cHPSFIES PhenoFolord s aarod oo Re e syer a6 not et on, the Tecord

reprOd%%Ediucing player 300 only that downloaded them. This judgment
indicates that, in the case of the localization flag (use
restriction information) = 1, the content downloaded can be used
by the very record reproducing player 300 only that downloaded
them, and that in the case of the localization flag (use
restriction information) = 0, the content downloaded can be used
by other record reproducing players 300 as well. Should the
result of the judgement be the localization flag (use restriction
information) = 1, it proceeds to the step S120.

At the step S120 the control unit 301 of the record
reproducing player 300 lets the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 calculate the check value particular to the record reproducing
player. As shown in Fig. 25, the check value particular to the
record reproducing player is created by encrypting with the DES
the intermediate check value created at the step S110, with the
record reproducing player signature key Kdev particular to the

record reproducing player saved in the internal memory 307 of the
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pl ayer signature key being the key particular to that record r i
player, making it a failure, when trying to reproduce that theeg;ggug;ng
installing the mediumwi th the data recorded on. it onto other record
reproducing players. Therefore, the present invention nekes it possible
with use restriction provided, either to set up content usable in connDH
with systems, or to set up content usable only with designated
(particular) record 130 reproducing players. Next, at the step S121 the
control unit 301 of the record reproducing player 300 |ets the record

reproduci ng player's encryption processi unlt 302 8¢
of st or &geo It HrOIREL NP IAYA TS &I e D HEE e qch{{é‘ql%@ezf%%eon

types 0 to 3, each of which is set t
the headew - DAbs ;c§cf>amepaes&.r-apa3 é%ﬁﬁ%&%@%@% o ghkEk VRS of age

formats on the rig d
Fig. 39 [ det Cé{]t%astlcﬁ‘fd) 0 r"‘irjrslce 3 h{}fch}%?taa%lzné}%ocr izla{g@|]{1d\g,vt f}gfwgfl EI g.
32 or 33. V\hen thﬁ f.or rr(ﬁtr.ﬁe? St}ho“{asysrecor g‘r}{a{@}fé Ng q{gygﬁllsgmgj fAfstdne

step S121, eproduci ng player -300 lets

t he external nmenor 402 of the rec S
step SlZSzlgnlanté”Teor% i Yy T Kt I%}%%@g&%ﬁréggﬂr pir%{:&cg%ﬁnﬁold?%ifm

t he downl oadi n

ggplngtnat%% iy ;f*éln D e R B e Y e
Jf%%erlnéif%f'é%hﬁokgEékdzgéproduc1ng player, is a record
reproducing player signature key a record reproducing player uses
to append a signature or ICV. That is, data signed with the
system signature key Ksys can be used in common because it is
successfully checked with a system (record reproducing player)
having the same system signature key, namely the total check
values ICVt agree. However, when a signature is made with the
record reproducing player signature key Kdev, data signed with the
record reproducing player signature key Kdev, or data stored in
the recording device after the signature is made, can not be
reproduced because the check values ICVdev particular to the
record reproducing player do not match, the record reproducing
player signature key being therkey particular to that record
reproducing player, making it a failure, when trying to reproduce
that the data by installing the medium with the data recorded on
it onto other record reproducing players. Therefore, the present
invention makes it possible, with use restriction provided, either
to set up content usable in common with systems, or to set up

content usable only with designated (particular) record
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Expl anation is mainly given focusing on differences in downl [
fromthe above format types 0 and 1. Explanation on the stepgaghgg tgrgiggs
}s onmtted here as downl oading processes are the sane as those used in the
format type 0 and 1. Wth the content check value ICVi not defined on the
ormat type 2, as explained before, the block infornation does not have a
131 content check value ICVi in itself. As shown in Fi. 38, the
internediate check value in the format type 2 is created b§ encrypting
with the system signature key Ksys an internedi ate check val ue created
based on the check value A check value B, and data connecting the whole
of comegmoddutind PIANGS | ead data in the first block (block key of Bl ock

1) to the last block. Accordjngly, in t oWl r '

ype 2o e SRS L AU S srSSRd oi
te value is perfar at_t t i '

val ue ZePRIBHNAIRISYET clo%sgﬁtt%eda ea(nj‘rarec?rl v%éﬁ%%%?coﬁ?gﬁr

data is encrypted, no decrypti C ' [ [
( , \ t
e oSBT RIETHTE TYhe B e e e e red on the.

decryption of bl ock_dat g q‘%&' td af i
, ¥harntan wheahread] fexmas d
P;Ogﬁ]ﬁzﬁé %EWPE heAfSore%éjt rzatf;lpesb% g(r%% 1. Explanation on the steps S(i)g(la BR
£TE a3 PLOGESSES.nBLE 1hesSaMEp asntiwseussgd polide {Of maigype

0 and §ypes
5) in the header. Data is formed according to the above setting
and the storage formats on the right side explained in Fig. 32 to
35. The flow shown in Fig. 39 is for either of 0 or 1 so that
data in formed as in either of Fig. 32 or 33.

When the formation of storage data formatting is finished at
the step S121, the control unit 301 of the record reproducing
player 300 lets the external memory 402 of the recording device
400 store content at the step 5122.

The foregoing explanation is given on the processing mode of
the downloading of content data in the format type 0 and 1.

Next, explanation is given on the downloading process of
content data in the format type 2, referring to Fig. 40.
Explanation is mainly given focusing on differences in downloading
process from the above format types 0 and 1. 7

Explanatibn on the steps S101 to s109 is omitted here as
downloading processes are the same as those used in the format
type 0 and 1.

With the content check value ICVi not defined on the format

type 2, as explained before, the block information does not have a
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The above is the node of downl oad process of content data in the format
type 2. As expl ai ned above, the downl oad processing does not require the
decrypting of block data and collating of content val ues as done in
processing with the format types 0 and 1, so that faster processing is
possible, making it suitable for real-tine data processing of nusic data,
etc. Next, explanation is given on the downl oading process of 132 content
data in the format type 3, referring to Fig. 41. Explanation is mainly

gi ven focusing on differences in a downl oading process fromthe

aforenentioned format types 0, 1 and 2. _Explanation.on f.he ste S101 to
S105 icordrentt exhamdt evalsie ddnht o‘éﬂijntgseér%'ce e %QPN@ tl(r?]le Egdng%ésl%?lﬁa

ose used
o' 8 keame o e (9 e RS ool AIET (e °
B L R L e
oo S ErBa Tt ShLa LTI S SRR ) B hrgecep e
com ngAEk I CRRERELT o Q1O L et AR e ar 1o o et The recard
encr ypERenT HEEE oL Sh it ¢ hoRCR T R PERe i o pradutt ng S
Accordingly, in the download processing of the format type 2,
content data is retrieved at the step S151, and the creation of
the intermediate value is performed at the step S152 based on the
check value A, check value B, and content data retrieved. Even if

the content data is encrypted, no decrypting process is carried

out.

Faster processing is possible with the format type 2 since no
process is performed on the decryption of block data and collation
of content check values as done in processing with the format
types 0 and 1.

Explanation on the steps S111 on 1is omitted here as processes
are the same as those used in the format type O and 1.

The above is the mode of download process of content data in
the format type 2. As explained above, the download processing
does not require the decrypting of block data gnd collating of
content values as done in processing with the format types 0 and 1,
so that faster processing is possible, making it suitable for
real-time data processing of music data, etc.

Next, explanation is given on the downloading process of
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pl ayer's encryption processing unit 302 perform decr i i i
the distribution key Kdis created at thepstep S105 ggttﬂg bFLgEESSIng e
information key Kbit stored in the header portion of the data received
fromeither the medi um 500 through the read unit 304 or the conmunication
means 600 t hrough the conmmunication unit 305. No decrypting processing is
performed on the content key Kcon because no content keys Kcon exist in
data with the format 133 type 3. At the next step S107 block information is
decrypted with use of a block information key Kbit decrypted at the step

S161, and further at the step S162 the_control .t 306, qf
reproducphgebta?éFalenEF9pﬁPgﬁa%rEXE?s?hgrﬁﬁgFrggé Egegfgé gT?cL:gErgalue

B (1CVb') fromthe block.informati Kpi Lnf gr gat i
The. cheBkPYARAELBR 15 CREAPLH B) VoBnePSRPIAg 't Ao Fhe LS The vl ue of XOR

conposed of _the, block informati Kk i g i i
Wt h t heobRACATLD! GO RPaLePbn they Sk E ool En RN e phBL BP0, LB B

of the _record reproduci ng player's encr i i i
5 _ _ yption processing unit 302 as the
key. At“the step S109 conparison is made between the check value B and the

| CVb inside_the he , and, i.f ¢ ol oggeds i t t S151
Wth the foFﬁBﬁapﬁgggé Pﬁegg egE@§§|§26% gﬁdgﬁggbgﬁuggﬁFggdagerg 2Eeck5 .

o v R TEH R bETERRERE 2L iReDRE Lot syose mcetn S 16, B oo
I CVb st gred [ nsidgnthe fieader tyibe los iudaed2. '

Basically the format type 3 has a lot in common with the
format type 2 in processing. However, the format type 3 differs
from the format typel2 in that it has no contents keys, and that a
block key Kblc is stored in a recording device, encrypted with a
storage key Kstr.

Explanation is given mainly on differences in the download
processing of the format type 3 from the format type 2. With the
format type 3, block information keys are decrypted at the step
3161 coming next to the step S105. The control unit 306 of the
record reproducing player’s encryption processing unit 302 lets
the encryption/decryption unit 308 of the record reproducing
player’s encryption processing unit 302 perform decrypting
processing with the distribution key Kdis created at the step S105
on the block information key Kbit stored in the header portion of
the data received from either the medium 500 through the read unit
304 or the communication means 600 through thé communication unit
305. - No decrypting processing is performed on the content key

Kcon because no content keys Kcon exist in data with the format
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that the block information key Kbit and bl ock information are not tanpered
with. Explanation on the steps S151 to S112 is omtted here because it is
the sane as on the processes of the format. type 2. At the step S163 the

bl ock key Kblc contained in the content data retrieved at the step S151 is
decrypted with the distribution key Kdis created at the step S105. 134
Next, at the step S164 the record reproducing player's encryption
processing unit 302 of the record reproducing player 300 lets the
encryption/decryption unit 308 of the record reproducing player's
encryption processing unit 302 encrypt the block information key Kbit
decrypiwgese a. t he step S161 and bl ock key Kblc decrypted at the step S163

with the session key Kses shared .in. mutual . tai i CERe waa nele
unit 301 oAt ttiee n@&%rﬂtegﬁ%@'ﬂc?}}&% ﬁﬁ%rﬁﬁ% 11 e fyp

retrieves the bl ock

information key Kbit and, bl ock . Kb ted yhihstbe se63j oandey
Kses fobna bh@ckeb%?ﬂrm%5+%ﬂuE?ﬁgﬁ%fgy%gcggéﬁ%gy%?ion p?oggssing unit 302
of the record reproducing y 3 h Chharesppapgnthbedetorthe

recor dfngtiaeyi 8k 40 ?E?Buﬁﬁgﬁhgﬁ?egg?5¥§% ggvice controller 303 of the

record reproduci ng playep 3 : onabrbRessti8p 9465 Bbe ceeetdsng device
400, haepﬁaduﬁéeai928Y¥ﬁesbgg8 9EE?SPn&fionskengbit and bl ock key Kbl c

ety pEPBARABELYB: ot LoEE 4B L e LR B e e & ~encrypt 1 on
procesgag%kugh o%%%tqgﬁr%B&qutaTﬁgcéhééﬁ WhilhetBeis created by
| encrypting with the DES the value of XOR composed of the block
information key Kbit and block information (BIT), with the check
value B creation key Kicvb saved in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key. At the step 3109 comparison is made between the check value
B and the ICVb inside the header, and if they agree, it proceeds
to the step S151.
With the format type 3 the check value B and ICVb function as
a check value to check the tampering of the block information key
Kbit and block information. If the check value B created agrees
" with the check value: ICVb stored inside the header, it is judged
that the block information key Kbit and block information are not
tampered with.
Explanation on the steps 5151 to S112 is omitted here because
it is the same as on the processes of the format type 2.
At the step S$163 the block key Kblc contained in the content

data retrieved at the step 5151 is decrypted with the distribution

key Kdis created at the step S105.
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session key Kses shared in nutual authentication, and reencrypt it with
the recordi ng device's individual storage key Kstr saved in the interna
menory 405 of the recording device's encryption processing unit 401. Then,
the control unit 301 of the record reproducing player 300 retrieves the

bl ock informati on key Kbit and bl ock key Kblc reencrypted with the storage
key Kstr fromthe recording device 400 via the recording device controller
303 of 135 the record reproduci ng player 300. That is to say, the bl ock

i nformation key Kbit and bl ock key Kblc once encrypted with the

distribution key Kdis are replaced wth the blao inf QR ckey Kbit and
bl ock key Ksztneaénﬁh?pﬁéG9M39ﬁ4t#gesFSFgﬁg %3§§R8@F3%E§%Ia%§tion on the
steps S119 to S122 is onmitted here ca it RS 1heer
f or egoi egcryptEOY Presessing gt 3 %Ef;)ﬁsz:ﬁléet ir(?nc%rtéf;erb en gi vgr?nspz) ar on
t he node the downl oadi ng ro,ces/s s of .cont ‘?ﬁqti%d@@ a5 regandddig f or mat

the

type 3. 39ithde tshehed GRS R/ Sisdedd 16 ormat” type 3 does neither

the decryption of block data nor the c SN endo chirgkypralites as
i s the cenrodudinhe Forstats t%ﬁﬁft%oa%te’groa%ér%%eﬁi ng is possible, making

it a suitable format for real-1i.ne iy esslesh doramioaat a
and ot h&rloCkn EOI/AIOR HELY Bitige %?ag%%ag% content to be protected

with the block key blc , is localliz g Pherch emel Sdsseonirkdy Kses
avai | ablkeY doifar %cﬁﬁt‘?c?ea? o@n%t&?eﬁe 2.  Next, explanation is given on

ﬁggg?g”fi@&% gfrﬁég%{]\g?{jépafﬁ?&tf’éaﬁf&lf ofpat cdypesl Out vt 30byofniled t he
record reproducing player 300 retrieves the block information key
Kbit and block key Kblc encrypted with the session key Kses from
the record reproducing player’s encryption processing unit 302 of
the record reproducing player 300, which are transmitted to the
recording device 400 through the recordind device controller 303
of the record reproducing player 300.

Next, at the step 5165 the recording device 400, having
received the block information key Kbit and block key Kblc
transmitted from the record reproducing player 300, lets the
encryption/decryption unit 406 of the recording device’s
encryption processing unit 401 decrypt data received with the
session key Kses shared in mutual authentication, and reencrypt it
with the recording device’s individual storage key Kstr saved in
the internal memory 405 of the recording device’s encryption
processing unit 401. Then, the control unit 301 of the record
reproducing player 300 retrieves the block information key Kbit
and block key Kblc reencrypted with the storage key Kstr from the

recording device 400 via the recording device controller 303 of
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300 reproduces data retrieved fromthe recording device 400, referring to
Figs. 42 to 45. First, explanation is given on reproducing brocesses on
content with regard to the format type O, referring to Fig. 42. The ste
S201 is an authentication processing step between a record rep%oducin P
player and recording device, which is conducted follow ng the )
authentication processing flow explained previously 136 in Fig. 20. Wth
the authentication processing finished at the step S201 and aut hent i cati on
flag set up the record reproducing player 300 retrieves the header of data

conforming to a given format fromthe  recording,deyjic 00
202, whittle Eeppmdngﬁpﬁpéﬁcﬂ@gtﬁéayﬁécép&'reégag8&§ngopggéértgge%g§§%:?gn
processing unit 302 of the reco&ﬁ_r roducing player Hhiext,i @ thie
Ztngrpyggiaontfnbe:n@cmtomlk%ni@l%@néf f?é%?é{@é’r gb eSFSTus S B ayer's ¢

n processing unit 302 |lets the encr Welgl t i1 f
t he record trapuddee) rgfg?YpI% 'afeerifc?ﬁ}ﬁqeéﬁ “%r%gté%%?r?g%g{gﬁ%%%%%fg{%fa

e e T

A TCre on key Kicva stored in the

internal menor 3Q7 of the.rec r ' lonSi tena] ;
ﬁ;gg:;:lsng_rﬁji lan@%?oé]s %:tkkeeys?é’eg)n%%%ol%jtﬁ r%lgﬁaﬁééelfgzlge polyﬁ:ﬂy@;bsecause

;’?' ?ﬁeﬁlagfi‘l%ﬂflkﬁ Z%Png%hga Logpcﬁgegﬁfwd Oc{/bgniﬁ ore ﬁi%?t%ﬁgﬁgf, and
eEEXplanﬂioo%e%déss tboeérb%is\;é%‘p 20 r on the mode the downloading
processes of content data as regard the format type 3. Since the
downloading process of the format type 3 does neither the
dedryption of block data nor the collating of content check values
as is the case‘with the format type 2, faster processing is
possible, making it a suitable format for real-time data
processing needed for music data and others. Also, since the
range of encrypted content to be protected with the block key blc
is localized, a higher level of security is available, compared to
the format type 2.
Next, explanation is given on reproducing processing in each
of the format types 0 to 3, by which the record reproducing player
' 300 reproduces data retrieved from the recording device 400,
referring to Figs. 42 to 45.
First, explanation is given on reproducing processes on
content with regard to the format type 0, referring to Fig. 42.
The step S201 is an authentication processing step between a

record reproducing player and recording device, which is conducted

following the authentication processing flow explained previously
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IQﬁtChgcr value A: ICVa is a check value to check the tanpering of the
con gReCkDV:PSegs?gsapoilcya I f pge check value A calculated agrees with
: stored inside the header, it is judged th
Kgg%en;tlPhgngtg;aggogolhcy stored in the header are ngt ?anpergé &P?h
, _ e control unit 301 of the record re i -
ELgxe;ﬂi?Sp[gérngﬁstLhe bl ock information key Kbit 137 and cgaﬁgﬁflﬂgy
Wi e recording device's individual st
fromthe header reed out, which are tr i ot e v ¢
ut, _ ansmitted to the recordin i
?ggotg;?ygh the recording device controller 303. Having receiveg ?ﬁglgﬁock
r iRy ked0 Kbit and content key Kcon transmitted fromthe record

reproducing player 300, the recording devi

gpggggts: g?lﬁﬁt{%a@ﬁ?hﬁﬂ@%% plﬁfgesr elcﬂoégﬁlﬁglosc]tﬁ iaeE ﬁencsr%/ep% iSoznOl

proces [ ( ecrypt the  data_ recel ' ' Dce'

nggyg?ﬁihﬁii?izgﬁﬁﬁﬁﬁpn %?gs%%%du?ﬁt?%efé% erﬁ%%ﬁaiﬁgﬁﬁﬁﬁg%g% tﬂﬁwmce >
( S encryption j ni £6HE i

ho " seetrbmvReyhedEeSIEE i | AT Lo T o e A e ng has

been al ready, expl ai ned | n.detajy .i e a h
after REERH 1%@tﬂ%ﬁf$%a%$%na£ag$etﬁgéét%gﬁég%gigﬂégioﬁfigfﬁﬁﬁ??dggiPg?efﬁz

Cont enEeRent KERE D Ry P A e BB P eeE  Mom the r scor d ng
dovi c6_400"y| 8.t et eoqt Upngy deviee. control ler 303 of oo
Next, at the step 203 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculate a check value A. As
explained before in Fig. 23, the check value A is calculated with
the check value A creation key Kicva stored in the internal memory .
307 of the record reproducing player’s encryption processing unit
362 as the key, and Content ID and usage policy as messagdes. Then,
at the step $204 comparison is made between the check value A
calculated and the check value: ICVA stored inside the header, and
if they agree, it proceeds to the step 5205.
The check value A: ICVa is a check value to check the
tampering of the contend ID and usage policy. If the check value
A calculated agrees with the check value: ICVa stored inside the
header, it 1is judged that the content ID and usage policy stored
in the header are not tampered with.
Next, at the step S205 the control unit 301 of the record

reproducing player 300 retrieves the block information key Kbit

137



the record reproduci ng player 300. Next, at the step 207 the control unit
301 of the record reproducing player 300 transmts received to the record
reproduci ng player's encryption processing unit 302 of the record
reproduci ng player 300. Then, upon receiving the block information key
Kbit and content key Kcon reencrypted with the session key Kses the record
repr oduci ng player's encryption 138 processing unit 302 of the record
reproduci ng player 300 lets the encryption/ decryption unit 308 of the
record reproducing player's encryption processing unit 302 decrypt the

bl ock information key Kbit and content key K ggﬁﬁy tgd,Wdhs the session
key Kses cosittentudeeyofKadie R W%%‘esﬁ%}eo I'n gr?ut ual

authentication. Furthernore at the step,S2Q08 bl ack 4y oryreitdtonare
retri evetl viatualhe wagsHey iKStdecrit ev\nql#(%%e decrypt ed bl ock

informati on key Kbit. The record reproduci AV SEh StedCr @t ding
pr ocesstarpmitiied 302 Gie tHREIELHY %; lr%ééu{‘:%gﬁlﬁ)l a1§(5er 300 repl aces and

retains the decrypted block information key Kbit, content key Kcon, and
bl ock deniceratowbi®t e $#3the bl ock i nformation key Kbit, content key

Kcon, and bl ock information BI.T. contaj L s bhexbeagiei £ rend contemrt ke
step S202.Hayised ¥eee tVRt r ed%}? O€h§$g?%elreco€% r epr oduci ng pl ayer 300

once retrieves the decrypted blo i-af pepRbEQRiBY Tplagext BEOy ethed
reprodﬁ@@hgtbﬁﬁﬁ%%tgeénﬁf9ﬁtFgﬁ g%?%%%ssigg unit 302 of the record

repr oduci ng pl ayer 300. ,Fur . cBbriBeishepeb20ptibe voatr 406unift 306
of therefe€diadr Sybﬁﬁcﬁﬁg %Pgég?hg Sncfggtion processing unit 302 creates

the recording device’s encryption processing unit 401 decrypt the
data received with the recording device’s individual storage key
Kstr saved in the internal memory 405 of the recording device’s
encryption processiﬁg unit 401, and reencrypt them with the
session key Kses shared in mutual authentication. This processing
has been already explained in detail in the chapter Y (9) Key
Exchange Process after Mutual Authentication”.

At the step S206 the control unit 301 of the record
reproducing player 300 receives the block information key Kbit and
content key Kcon reencrypted with the session key Kses from the
recording device 400 via the recording device controller 303 of
the record reproducing player 300.

Next, at the step 207 the control unit 301 of the record
reproducing player 300 transmits received to the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300. Then, upon receiving the block
information key Kbit and content key Kcon reencrypted with the

session key Kses the record reproducing player’s encryption
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a check value b (ICvb') fromthe block information key Kbit

Kcon, and block information (BIT) . As shown in Fig. y24, the gﬁggﬁnbarﬁg B
is created by encrypting with the DES the XOR value conposed of the bl ock
information key Kbit, content key Kcon, and block information (BIT), wth
the check value B creation key Kicvb saved in the internal nenory 367 of
the record reproducing player's encryption processing unit 302 as the key
139 Then, at the step S210 the check value B and the |ICVvb inside the '
header are conpared, if the agree, it proceeds to the step S211. The check

value B: 1Cvb is a check I i th whi i
'?Ih gc Iéhle ﬁm““fﬁ"”‘“?: wm&d@\{f Cbufgrﬁvfné%tr%%,rc c‘%ﬁ%?rcoh ‘%ﬁcg”b@f gogkéfér;?ﬁdggi%ls t‘ﬁ:}e
val ue B created agrees wit th h : | s

the headwrsryntien/ ARFEVRHERD Yhe b:%]%%ko nckb‘a?eﬁa(?ﬁy%}ndjﬁ%%}{ %l téfrg%ﬁ%jleén{@k?

Kcon, and bl ock information insidggggqid Sayued gfbéimaﬂfg%méﬂigIIQQy'cg

fggrggﬁcﬁmﬂ?Y%m;%?zﬁﬁﬁn?quWe 1 ?(#j%oﬁ%@r?ol unit 306 of the rec‘%rd
( ncryption pro i i ;
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encryption processing unit_ 302 c Lok ey reghh Heek
shown i iv¥kly use © h%“? n?%?%%‘?a]?gg%%%%; \%&g?tgé %:al cu?gé'?]ég fol?lcl)tgm?dr:]&gleﬁﬁs
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check val ue Iin the i nternal nenor
: . _ _ _ y 307 of the
record reg;gﬁgcgggppégggrig JEPEGYPLE ON1 PR OERE SHBEr Pt éd3PRoak LhEokeytiand

with the?
key Kbit. The record reproducing player’s encryption processing
unit 302 of the record reproducing player 300 replaces and retains
the decrypted block information key Kbit, content key KRcon, and
block information BIT with the block information key Kbit, content
key Kcon, and block information BiT contained in the header read
out at the step $202. Also, the control unit 301 of the record
reproducing player 300 once retrieves the decrypted block
information BIT from the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300.

Furthermore, at the step 5209 the control unit 306 of the

record reproducing player’s encryption processing unit 302 creates
a check value b (ICVb’) from the block infofmation key Kbit,
content key Kcon, and block information (BIT). As shown in Fig.
24, the check value B is created by encrypting with the DES the
XOR value composed of the block information key Kbit, content key
Kcon, and block information (BIT), with the check value B creation

key Kicvb saved in the internal memory 307 of the record

reproducing player’s encryption processing unit 302 as the key.
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val ue A i nsi

check Vélﬁggcrnv?LgebF |Es!de the header checked, and all the content

val ue created is sav dOp Information as the messages. The internedn

processing unit 302 ef |n the record reproducing player s encrypti n

ot ot 'The sten 8202 the control ot 301 o The record requi red

pl ayer 300 extragts thetngecfgg{?:c??ga ?g%oOf Ehe ST reprgduc$n§

is i . roati on i

typg Xenfggu;rﬁ reprgqUCt'on processing of content data with ?ﬁplﬁnatlon
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t hg fs'? zaﬂngrg})?l/aptf (j;%%lr?segeg rSI(ﬂrﬂlith E%@Fifg'ieecﬁg'vcagﬁgel anatj e tdwa pmciess esheat
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encrypted, the check val ue . e XCR logic. If the part j is not
the block information key Kbit, content key Kcon, and block
information inside the data saved in the recording device 400 are
not tampered with.

At the $211 the control unit 306 of the record reproducing
player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record‘reproducing player’s
encryption processing unit 302 calculate an intermediate check
value. As shown in Fig. 25, the intermediate check value
calculated following the ICV calculation method explained in Fig.
7 and others, with the total check value creation key Kicvt saved
in the internal memory 307 of the record reproducing player’s
encryption processing unit 302 as the key, and with the check
value A, check value B inside the header checked, and all the
content check values in the block information as the messages.
The intermediate value created is saved in the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 if required.

Next, at the step 212 the control unit 301 of the record

reproducing player 300 extracts the use restriction information
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P-ICVij is created as a val ue obtained by inputting the wh

(ordinary message) in 8-byte units into ¥he Panper?ng checﬁ|5a?32a creation
function (DES-CBC-MAC, content check value creation key Kicvc as the key)
shown in Fig. 36. Furthernore, when there exists the only part in one block
i indicating that it is a subject of checking [ICV flag = subject of

| CV], the check value P-1CVij created by the above nethod is 145 defined as
the check value ICVi of the block as it is. \Wen there exist a plurality
of parts in one block i indicating that they are subjects of checking [ICV

flag = subject of 1CV], a check value I.CVi_.is.cr e [
( | , o a, , Il l:ue obt d
by i nputfiriomy thiee uaadIce PoF iat £ond@imed ity Wite h&ft%%trogfﬁg%p?%rt%l ity g:‘ e

o ytoietlaiie. et P BTG e e

exeet | nehie ordl o iflort? AR T o R

S S Rl U S
T F AP s b 2y o1

the Sa”én?§: , ype 0. Next, explanation i i

oot jon gacersng o coatieny o 1 fanTo) o ssperatriieissng

afor erren;%rilggrengaglocgrg%s t?’Pet‘?’th af'éj, 1a conterf.)t to be re;);ooc;:uec?escli ngaxi. rl?emljtlst]eed
with the only record reproducing player 300, it proceeds to the
step S213. On the other hand, if use restriction information is O,
that is, it is set such that the content may be used with any
other similar record reproducing players 300, it proceeds to the
step S215. The processing at the step S212 can be done by the
record reproducing player’s encryption processing unit 302.

At the step $213 the control unit 301 of the record
reproducing player 300 lets the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 calculate the check value ICVdev’ particular to the record
reproducing player. As shown in Fig. 25, the record reproducing
player’s individual check value ICVdev’ is created by encrypting
with the DES the intermediate check value retained at the step
$211, with the record reproducing player signature key Kdev saved
in the internal memory 307 of the record reproducing player’s
encryption processing unit 302 as the key.

Next, at the step 5214 comparison is made between the record

reproducing player’s individual check value ICVdev’ calculated at
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Expl anati on on the steps S201 to S210 is omtted here it

sane as on reproduction processing with the above forngfcagigeslg ;adtge
The steps S211 to S216 as done with the fornmat types O and 1 are not
carried out with regard to the format type 2. Al so, since 'the format type
2 has no content values, the checking of content values conducted at thg
step S222 with the format type O and 1 is 146 not executed. In the data
reproduction processing of the format type 2 it proceeds to the step S217
after the check value B is checked at the step S210, and block data is

retrieved by the control_unit 301 of, th I
Furt her tbeestep R4 3sedf I§¥@fvdé€FQSFiﬁgegﬁ%%égﬁ{Eg&?g%ggﬁgﬁgg%éﬁgSg%@Ehe

bl ock key Kblc contained in the .block dat i [

uni T 3062061 ERe eSS et iuc o Besratadh e B PEY Roi e stored
_ he recording d vice 4 I S . encr.ynt-e esfaun
in Fig. 34, M&ﬁﬂlwlhsﬁ&ecra}pggﬁ WK ts%]ég 5c§r}1]t%grﬁo %é:)%q%lgﬁtt Igg%:er ;/6%? (ratél e:'ff t he

precedi ng step S207. Next,, at t - sty i i
per f or MEGPER WQﬁ?QMQﬁﬂgﬁﬁﬂ%a%ﬂ%ﬁ?éﬁg§%§%&%% théﬁﬁf%g%:Egepﬁﬁfgﬂgggfypted

at the ste 241, Further.nor at {he 243 ; . .
processiSiy Y@sccl&ﬁt{dgftc (}Ip(?r’]l coﬁ‘tnelra]% (proog;% g:ﬁ%esdat ﬁﬁﬁq{#}pewp}irﬁle?;%%mtshgn

P02 SR SRR AR Y o Allel ety ke amprakad veie 1

processHQgﬁggrgkn%%%%n in Fig. 25, the total check wvalue IbV&?pag %ELZ%Zd
by encrypting the intermediate check value with the DES, with the
system signature key Ksys saved in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key. Then, at the step 216 comparison is made between the total
check value ICVt’ created and IcVt inside the header, and if they
agree, it proceeds to the step S217.

The total check value ICVt and record reproducing player’s
individual check value ICVdev are check values to check the
tampering of the ICVa, ICVb, and all the check values of each
content block. Therefore, if the check value created in the above
processing agrees with the check value: ICVt or ICVdev stored in
the header, it is judged that ICVa, ICVb, and all the check values
of each content block stored in the recording device 400 are not
pampered with.

Next, at the step 5217 the control unit 301 of the record
reproducing player 300 retrieves block data from the recording
device 400. Furthermore, at the step §218 it is judged whether or

not the block data is encrypted. If encrypted, the block data is
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Wth the checking process of check values such as th

omtted fromthe processes of the format type 2, it ecggtgg tﬁgefg ggl;es
structure suitable for performng high-speed decryption processing, and is
a suitable format for processing nusic data and others requiring real -time
processing. Next, explanation is given on the reproduction processing of
content data with the format type 3, referring to Fig. 45, 147 focusing on
differences in reproduction processing fromthe fornat t&pes 0, 1 and 2
Basically the format type 3 has a lot in common with the fornai type 2 in

processing, but it has no content keys as explai i i g
di f f er s deconptied flor Fhe CPFOTS TePTORE P %g%k”%ﬁf?%‘lgﬁg pérltotocreggsi Ag

encrypted with the storage key Kstr.in the.r ' i
ype B eid et frediudhcers, HeRe HrsCUL e aY AT CFE ERg BTEeoRge

S253 and S254 does not contain content k I f ferd ¥

cor r espdidingg SReERsiedy dtt tpﬁfé’cseteé%s tgzgz)lhse{ <§’tcg§J2 2vglgrg]{lﬁjgﬁtﬂ(;bren%e tsytpeé)s

0. 1. and 2. At the step S251 the control unit 301 of the record

reprodué%ﬁ?mﬂayer 300 retrieves the block information key Kbit encrypted

Wi tg t he r\(lawci\}or i n%t?qgl ce't_tspi ?d)-[o"it?h‘éalco?{tc.’trﬂ,g%ﬂ(i%’ Bt o £ faranddw deader

ggsicguzbntro l’l 30r Mt te 0 e recording device 400 via the record
er %éﬁ%‘-ﬂ%{ﬁ]{ fgford eG4 < NARAIICT #1e RieiesnBMLodRecks vda ng the

bl ock i MRt ot ansmitted fromthe

subject of checking based on the content block information inside
the block information (BIT). Should the content block be a
subject of checking, a content check value is stored in the block
information in the header. If the content block is a subject of
checking, the content check value ICVi’ of the corresponding
content block is calculated at the step $221. Should the content

" block not be a subject of checking, it proceeds to the step 5223,
skipping the steps 221 and 222.

When a block is encrypted as explained before in Fig. 36, a
content check value ICVi’ is created by decrypting an input
content block in the CBC mode of the DES, and by encrypting a
content intermediate value obtained by operating the results
obtained in the previous process based on the XOR logic all in 8-
byte units, with the content check value creation key Kicvc stored
in the internal memory 307 of the record reproducing player 300.
When a block is not encrypted, a content check value ICVi’ is
created as a value created by inputting the whole data (ordinary
message) in 8-byte units into a tampering check value creation

function (with DES-CBC-MAC, content check value creation key Kicve
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record reproducing player 300, the recording devi

encryption/decryption unit 406 of the recorging ngiggpslgair;BSion
processing unit 401 decrypt the data received with the recording device's
i ndi vidual storage key Kstr saved in the internal menory 405 of the
recording device's encryption processing unit 401, which is re-encrypted
with the session key Kses shared in nutual authentication. This processin
has been 148 already described in detail in the chapter "(9) Key exchange )
process after nutual authentication". At the step S252 the control unitg301
of the record reproducing player 300 receives the block infornation key
Kbit redednpeypredtiet Ke¥he session key Kses fromthe recording device 400

via the recordi ng device ntroll er 30 .4.h i

300, Next. &€ Che step 8353 the cORtror URIE 307 5 TS record reproduci ng
pl ayer iQO %ransnlts t he bl ock i nf H%%FE%%CEEE‘%Bihni&eG@QCh%mk@ﬂ wth the
sessi on IR&¥ REEd nPe PERAVEF o P& YPecor d reprodﬂcing pl ayer's encryption

processing uni.t 302 of the.record. 4 ' : o
- £ @R QLG RY 1RMAYRIVi30Q r ddpial reee
t he bl o&RTPRTISE 5%WF§F RS oS Eherypted with the session key Ks;gtn?he

record reproducing player’ s &ACTHREAILN R j [ |
QGRS H idor3Qdrofre
repr odu&%&eﬁ&af@re%\%ga%iges tcﬁg es%ttl@:bﬁ yegitqi on/ decr%éiigrgourni t 30r8 c(k)cfavﬁgr |

okt BTGl NP e sgg s B menpiote
SESSiOndﬁ?@ﬂqu;ﬁgggéﬁjJbenEd“ﬂhe control unit 301 of éﬁ;lﬁgﬁzrguth the
reproducing player 300. Upon receiving it, if the checking is
successful, the control unit 301 of the record reproducing player
300 stores the content ordinary data for execution (reproducing)
on the RAM of the record reproducing player system at the step
g223. Furthermore, the control unit 301 of the record reproducing
player 300 retrieves the next content block, a next subject of
checking, and lets the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300 check it.
similar checking processing and RAM storage processing are
repeated until all the content blocks are checked. (Step 5224)
Should the agreement of the check values be not obtained at
any of the steps s204, S210, sS214, 8216, and S222, the
reproduction processing terminates judged as an error.
If the judgement determines that all the blocks are read out
at the step S224, it proceeds to the step $225, and content
(program, data) starts being executed or reproduced.

The above is the mode of reproduction processing of content

data with the format type O.
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authentication. Furthernore, at the step S208 the bl i i
retrieved at the step S202 is decrypteg with the 3eg$§p;220LF§LLon
information key Kbit. The record reproducing player's encryption
processing unit 302 of the record reproducing player 300 repl aces the
gecrypyed bl ock information key Kbit and block information BIT wth the
hIogk information key Kbit and bl ock information BIT 149 contained in the
38? e; retrieved at the step S202, which are retained. The control unit
of the record reproducing player 300 once retrieves the decrypted

bl ock information BIT fromthe d i - :

FLgcgszngggﬁxfh3©2pbfnﬁﬁé0nr%%o%gggép?%g %3255%€§§§%9§§%_5%%??%%?%%?2f at
e control unit 306 . o e

D St 20t e SomL 2] Mol £ 3080 %y {500, hAPLQ0PERgeheverin,

bl ock information key Kbit and _bl ock. inf [ i i
t he checepvaﬂuétBonspreﬁsatséagb§r8ﬂcF?%Ei %%t tcﬁeogg%“ﬁési SVl ue e 24

consisting of the bl ock information key Kbit and bl ock i i
( , _ nf or mat
with thée%@ﬁééﬁgv§Puglg'cﬁ§atlon key Kicvb retained in the interhgr Eélbry

307 of the record reproduci 'S <E0Gr i [ i
00035 i
the key. hb%??gépaFﬁgnSPBptgglgkgéﬁgggfsgg ?géngggege?azeﬁagfﬁglgﬁeggzvgfue

B and I CVh inside the he (-} ivf. At AQ<e i paCed sy oaoicls setse
o ! r
S211. FOPEfkEFROAET Fﬁa?%% ﬁgrggttkfpg%%F %gcgﬁgerﬁfgék keys arg P

encrypted with astorage key gwhen stored into the recordi ng devi ce,

Wl

As to the format type 1 decryption of encryption parts is
carried out at the step 5231, resulting in creation of parts ICV.
Furthermore, a block ICVi’ is created at S232. As explained
before, with the format type 1, if at least more than one part out
of the parts inside the block is a subject data of the check value
ICVi, the content check value 1cvVi is defined as regards that
block. When the part j is encrypted, the check value P-ICVij of
the part j in the block i is created as a value obtained as a
result of encrypting the value obtained by operating in 8-byte
units the whole of an ordinary message (decrypted message) based
on the XOR logic. If the part j is not encrypted, the check wvalue
P-ICVij is created as a value obtained by inputting the whole data
(ordinary message) in 8-byte units into the tampering check value
creation function (DES-CBC-MAC, content check value creation key

Kicve as the key) shown in Fig. 36.

Furthermore, when there exists the only part in one block 1

indicating that it is a subject of checking [ICV flag = subject of

ICV], the check value P-ICVij created by the above method is
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it is necessary to conduct decryptin rocessi ng w

encrypting processing with the sessignpkey in tge ﬁgcgrgizéogggscekz%b and
and furthernore decrypting processing with the session key in the record
reproduci ng player 300. A series of these processes are shown at the steps
S255 and S256. At the step 255 the control unit 301 of the record P
reproducing player 300 retrieves the block key Kblc encrypted wth
recording 150 device's individual storage key Kstr read out at the ste
S217, which is transmitted to the recording device 400 through the P

recording device controller 303 of e record i

Rfacel vi digff ks bt Rk e RBK cvﬂ%ehs%é\?]t eﬁffﬁéﬁ‘nléﬁg&?g%%lrgg %g?%ﬁfﬁgere

gogye¥ 300, the recording devige 400 Ietsbiggk fnfﬁdpégeﬂﬁgegﬁy@t{@@yugfé
of ehist ezdp HRFRYL HeVi b RATERCTY X on°processing unit 201 decrypt the

bl ock key Kblc wth the  rec i.ng, devi ce' s Ladi ykd
key | , i - st
saved |ﬁubh%0t$n@%r%%?chhﬁ%r§£§%59%?gtheg?gééggiﬁg gg%?&eggégﬁ%$§%?¥%ir

processing unit 401 ich_ is_reen i £ h- .
sk hintreseons thral B OEUEL G e ehs guekaoptoes, ater;

detail in the chapter " Key C 05es
( : t t - i
aut hent FeBRPERINI A h?hggg%e %SE§§ pﬁgggéﬁ??oﬁguﬁﬁ?f3g?eg? ?ﬁgufzcgréCVl,

B0 0 EhRLSHeRRTpReBRELS phasabieel ke, (ke coapentnuptndimetiohe
recordig eg%¥ggef88gE38hl?bEggéB@thb§ Eeeekdt chggigvalhzecigggggg igg
Kicve as the key) shown in 8-byte units in Fig. 36. This is
exactly the same as explained before in Fig. 37.
Tt means that with the format type 1 the comparison processing
of content check values created in the above procedure is
performed at the step S222. Explanation on processes of the steps

223 and following is omitted here because they are the same as

those for the format type O.

Next, explanation is given on the reproduction processing of
content data with the format type 2, referring to Fig. 44,
focusing on differences in rebroduction,processing from the
aforementioned format types 0 and 1.

Explanation on the steps 9201 to S210 is omitted here because
it is the same as on reproduction processing with the above format
types 0 and 1.

The steps S211 to S216 as done with the format types 0 and 1,
are not carried out with regard to the format type 2. Also, since
the format type 2 has no content values, the checking of content

values conducted at the step 5222 with the format type 0 and 1l is
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reproduci ng player 300. Next, at the step S2 i i i
performed on the bl ock key Kblc wth thg SegzigﬁchstkggspL§c$ﬁzlng e
encryption processing unit 306 of the record reproduci ng player 300. Next
at the step S242 the block data is decrypted with the block key Kblc ’
decrypted at the step S257. Furthernore, the content (program data) is
gigcgtedhor reproduced at the step S243. 151 The processes fromthe step
2 thg gtgpsggg485ﬁ2tagflrefﬁgtgﬁ Egainst alg the blocks. If it is judged
_ _ ocks are read out, reproduction processin
term nates. The above is reproduction processin i 1 ’
f or mat nbygpex8cultedseens simlar to thepfornat tgpgnzcﬁztfﬂgtmihg tgﬁeck

process of the total check value is onmtte i i
exchange piocébs ﬂ@ﬁabP@@%°9€§§l@BnPFPE&PEghﬁg%%tEggngggggfﬁgﬁgg?ugsﬁsg of
alhlgher security |evel, conga%edfto %@F f QB SRR B ilsl bheheek atal ue
ga$y5ifﬂ@?ﬁf@?%ﬁ%bféftﬁ?ﬁ?ﬂé; ta@'téﬁ?tgﬁ% f%V|aérs I n the above node of
ion,. i '
S&ep\/éz‘!o s%aj_%gﬁ d{e)asf?;al' %t ARSI trhatcdhteqahesiit 301

procesd Ietrleves
downl oadi ng content, or r%ﬁ{%ﬂ_ i execut ec a the stage pf
Yo : Y& 'Q%Jﬂfxéﬁﬁln@urﬁﬂwrmék |, anat ithe issepi
on the (ﬁ699%ﬂﬂﬁ%ﬁ{ 6}océ£§%s and check processesgof each checglxzrue

(0 R PR AP 0 190 Al sl
contained in the block data by the encryption processing unit 306
of the record reproducing player 300. The block key Kblc stored
in the recording device 400 is encrypted by the content key Kcon
as shown in Fig. 34, and is decrypted with the content key Kcon
decrypted at the preceding step 5207.

Next, at the step S242 decrypting processing is performed on
the block data with the use of the block key Kblc decrypted at the
step S241. Furthermore, at the step 5243 execution or
reproduction processing is conducted on content (program, data) .
The processing of the steps 9217 to S243 is repeated until all the
blocks are checked. If it is judged at the step s244 that all the
blocks are retrieved, reproduction processing terminates.

With the checking process of check values such as the total
check values omitted from the processes of the format type 2, it
can be the to be a structure suitable for performing high-speed
decryption processing, and is a suitable format for processing
music data and others requiring real-time processing.

Next, explanation is given on the reproduction processing of

content data with the format type 3, referring to Fig. 45,
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processi ng system of the present invention are as follows: Ch
I CVa: A check value to check the tanpering of identificationefﬁfgﬁhgfiéh
in content data and usage policy. Check value B, ICvb: A check value to
check the tanpering of block information keys Kbit, content keys Kcon and
block information. 152 Content check value ICVi: A check value to check
the tanpering of each content bl ock of content. Total check value ICvt: A
check value to check the tanpering of the check values I Cva, check val ues
Lfggérégliagﬁ pgecr VﬁluEs Ff each content bl ock. Record rebroducing
vidual check val ue | Cvdev: . \Wen N ' [
to 1, tHarussngcont dafTeEANEES HEeHePHSWFEESPIt ?‘9’8'&%?%1%%@3%?3@% %gifhgm%%t
pl ayer, this value is replaced with the total check value ICvt and created
as a chéykesv8lué 88dcReck said check value A: 1CVa, check value B: ICWwb

and furthernore all the check val ues | CVi contained . ; [
subj ect ed t BagdApeAY éh@cﬁpﬁ&?tvgﬁﬁerég Ag oIi g:%gtgbgﬁﬁgfglggg%gg geggge

that it is content itself, and.not the che val u f
. , . c
t hat t hdorpew tyRe ?cv&eprQFésisﬁ&gud%’& i &[%o%léﬁb?‘é’c?S%gfe%?hggé’%gtfn%ag lh°81t<

those check val ues are us for th a e
i nvent i 6F#Pledrecthd ok ?grueiﬁ,ag gcéﬁfgéﬁge§%?898?§Y§%ﬁgggf5% Ee?rgﬁgnt

cont ent check .
res pggt it\%@%ggp\éaiﬂgzjcg(g{keegfst té(*ﬂﬁrg ar2n oVl us dis iRptadbased stivrage

key Kstr in the recording device.

The format type 3 is structured such that the processing at
the steps S251, S252, 3253 and S254 does not contain content keys,
differing from the corresponding processing at the steps S201 to
210 with the format types 0. 1. and 2.

At the step $251 the control unit 301 of the record
reproducing player 300 retrieves the block information key Kbit
encrypted with the reéording device’s individual storage key Kstr
from the header read out, which is transmitted to the recording
device 400 via the record device controller 303 of the record
reproducing player 300.

Receiving the block information key Kbit transmitted from the
record reproducing player 300, the recording device 400 lets the
encryptibn/decryption unit 406 of the recording device’s
encryption processing unit 401 decrypt the data received with the
recording device’s individual storage key Kstr saved in the
internal memory 405 of the recording device’s encryption
processing unit 401, which is re-encrypted with the session key

Kses shared in mutual authentication. This processing has been
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checking by a content provider offering content data, or content

supervi sor as shown in Figs. 32 to 35, and Fig. 6 for exanple, which (ICV
value), stored in data together with content, is offered to users of
record reproduci ng players 300. Users of record reproducing players, or
content users are to create an ICV for checking based on respective

subj ect data of checking in 153 downl oadi ng content data into a recording
device or reproducing it, and to have it conpared with the ICV stored in
the record reproducing player. Wen the content indicates that it can be

used individually by a particular record reproduciQ I r record

r epr oduéilsgapragiercs iPRdi ¢Rdd&FadhedR 5§Fu8 F@%&%v gggagﬁgaFﬁgﬂgggge st or ed
in a recording device, replaceg wi th t@e total check value ICvt. The

pr ocessPAECEFSc PEAETnFUEHELKk AEPGES 18 eRB di ned in the foregoing

Fovover . Bt E0eCPEAPI DACr Soe SRS LRBdAE TR0t Ut Fod "o Fhe above

nmode s not ITimted to the above

met hod, but there are _a varji.et f .omdes, avyailabl; LeRt i RaGess-ng
and che6@pﬁP98€§§9n§iaXegaPp§tée%gﬁ%%%e%PglF%ﬁfﬁgjﬁg%ﬁgfggsﬁbgﬁgkd check

process%g&g;%&g&%§é§%‘%%% s%%@ib%bk%,iﬂgé%aE@dﬂﬂﬁﬂéiﬂéddﬁayﬂétdévice 400

relatio cont'ent” providers or supervisors and content users.

Shown in Figs. 46 ! R f%fﬁﬁcfo 19PN JhaHY eeREHId ¢ epfodicdald ng
check ngﬁeg%FC6e6§3§ﬁg¥€§§%rfﬁgn c egk processing by a checker. The
figure %ﬁgﬁ%fi§gdycture where the creation processing of

Next, at the step S253 the control unit 301 of the record
reproducing player 300 transmits the block information key Kbit
re-encrypted with the session key Kses received to the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300. Upon receiving the block information key
Kbit re-encrypted with the session key Kses, the record
reproducing player’s encryption processing unit 302 of the record
reproducing player 300 lets the encryption/ decr&ption unit 308 of
the record reproducing player’s encryption processing unit 302
decrypt the block information key Kbit encrypted with the session
key Kses, with the session key Kses shared in mutual
authentication.

Furthermore, at the step S208 the block information retrieved
at the step S202 is decrypted with the decrypted block information
key Kbit. The record reproducing player’s encryption processing
unit 302 of the record reproducing player 300 replaces the
decrypted block information key Kbit and block information BIT

with the block information key Kbit and block information BIT
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| CV by neans of DEC- CBC explained in the foregoing enbodinent, is carried
out by, for exanple, an I CV creator being a content provider or supervisor
and where an ICV created is offered, together with a content, to a user of
a record reproducing player, nanely a checker. In this case the key needed
for the user of a record reproducing player, namely the checker in check
processing 154 is each check value creation key stored in the internal
menory 307 shown in Fig. 18 for exanple. The checker (the user of the
record reproducing player) being a content user is to create a check val ue

by applying DEC-CBC to the data of a s ct_.for_ .che h

the cheskbrdngs é@eé}h%ﬁlﬁ@é&?rstr@rtéf&%"ﬁcf e % Gel ?%0%%;&% avtf}/né?cﬁs?t ﬁ];

check value created) is conpared E %h% check v 58&89 9

gffgg?rfégﬂéﬂﬁ%hnﬁhﬁlS9€E¥° dPHthSb cq3e Qgcﬁegﬁggk ue crggtpé Ee i's
ured as e key share ecret #Ad Cher Th

thg;slf"@ﬁ ioNCe f%&r’&ﬁﬁ% éf? tc%%g%i r]i)e]inf\f\gﬁ/) a coq{ ent” provi ere or ©
sor creates an negn f

encr y pliG RSy sqeaﬁooﬁaﬁw R it

user, nanely. a chec tg tured such that the content user or
checker® TR © WQ:R}%fdf (ﬂg | CV creator, by use of which check

processi ng er f I t-d i
: Cﬁqg:&}‘%(_ﬁmq o %&ﬂhet % Or&&_}e]zgsd tHeS Mt AECaESA Y34 Jmkaesecr et

the publi Creat content user (the user of the

record re rngg A |y nesi t3 i
éiﬁ?’ n ROSS@SSEt g nasi t3 teat
easi er ageneﬁggx#ngﬁiggt Is a SU|tabIe node for gich a e =2

a check value B (ICVb’) from the block information key Kbit and
block information BIT. As shown in Fig. 24, the check value B is
created by encrypting with DES the XOR value consisting of the
block information key Kbit and block information BIT, with the
check value B creation key Kicvb retained in the internal memory
307 of the record reproducing player’s encryption processing unit
302 as the key. Next, at the step S210 comparison is made between
the check value B and ICVb inside the header, and if they agree,
it proceeds to the step S211.

Furthermore, with the format type 3, because block keys are
encrypted with a storage key when stored into the recording device,
it is necessary to conduct decrypting processing with the storage
key, and encrypting processing with the session key in the
recording device 400, and furthermore decrypting processing with
the session key in the record reproducing player 300. A series of
these processes are shown at the steps 5255 and S256.

At the step 255 the control unit 301 of the record reproducing

player 300 retrieves the block key Kblc encrypted with recording
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ﬁﬁzgrtPﬁg Egetcrfatlon and managenent of an ICV is conducted by one entit

diagran1mher2 ro I%L a high-level security management. The figure 48 is a Y

di agram wh ICVaB creator being a content provider or supervisor

oo M ey y neans of a digital signature of a public key encryption

e eher 155 _thcreated is provided to a content user, nanely a checker

[ oget her W content. Furthernore, a public key used by the checker1

checkl g |ah$tored in the public key certificate (Cf. Fig. 14 for "
npl e), ich (the public key) is, along with the content data, offered

to a user of a record reproducin
_ a recor g player, nane checkel
exi st geplds’ad |11}d1ﬁ1ct¢@£t$)¢%réﬂe ey d%s,t%a%%a%:?/%a oir%'e i's i%tér%\e/%}zithh'grgat e

(public key certificate) certifyin i i

; ) Lal ( t he,. aut i i

| Ssuedabyc hes Keyesuek ved ) enteroEa B PR A0 D O e Ker 01 an
conduct sco heinghdekiag ée‘pfn?%%li% Su3\8F KEY, FUPSLY, soptoseniay. pinser

of the key supervising center. As a result, if the authggt}c?teu?glc ey

confiraed, the user is to take out the public key of the ICV creator

retained in the public key certifi ; i i
per f or ned RﬁCﬁth@gu§§eoP¥?ﬁg EE%|ﬁ§5§e§1%59m%%gggrgg?%ftg? ?ﬁnggVIEZk;ﬁ

SFL}ar;;;rgghggggtgéggsgg?8§%L¥§ﬁg?gﬁgkgﬂﬂ§ggggic%aﬂeOW@ete there exist a
EStablgigggpg%ogbge%%Q% Eowhhﬁqtcg@%ugksth@eric:iglngnﬂggaig?gce systemis
‘encryption processing unit 401 decrypt the block key Kblc with the
recording device’s individual storage key Kstr saved in the
internal memory 405 of the recording device’s encryption
processing unit 401, which is reencrypted with the session key
Kses shared in mutual authentication. This process is exactly the
same as described in detail in the chapter “(9) Key exchange
process after mutual authentication”.

At the step S256 the control unit 301 of the record
reproducing player 300 receives the block key Kblc re-encrypted
with the session key kses from the recording device 400 through
the through the recording device controller 303 of the record
reproducing player 300.

Next, at the step S257 decryption processing is performed on
the block key Kblc with the session key Kses by the encryption
processing unit 306 of the record reproducing player 300.

Next, at the step g242 the block data is decrypted with the
block key Kblc decrypted at the step g257. Furthermore, the

content (program, data) is executed or reproduced at the step S5243.
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managenment. (12) Structure of Encryption Processing Key Creation Based
Mast er key Next, explanation is given on the creation structure with

regard to various encryption processing keys based on the master 156 key,
one of representative characteristics of the data processing system of the
present invention. As explained previously referring to Fig. 18, various
master keys are stored in the internal nenory of the record reproducing

pl ayer 300 of the data processing systemof the present invention, each of
which is used to create, e.g., authentication keys Kake (Cf. Nuneral 3),

or distribution keys Kdis (Numeral

4). U il i i
oper atThon s s s sfé‘cql@tth%o?ﬁﬁ}hi?c]a—z i ptﬁﬁn:%ﬁﬁggﬁ%%%fegm%\éﬂﬁc

creation, and checking, between two .entitijes, that | etoween & sgontiant
provi cegaigmt abhtidif Esnr]ﬁéﬂﬁeéﬁ a é%%%éﬁ}§%¥% Ggghg playeﬁ 300 and

di dia 400 of t dat i
| mvont o, DLk LT B AT O, B CORaY AT HaTy O o T e o me

i nfor ma s retained in each

entity on a shared basis. However, f ) ONSHH &nt Ofi eeti® a
plural i ty, THOraRe¥emt %, L o Conr it éﬁ%&é%ﬁiﬁég&% pIuraIit? of content

users, or one record reproduci I r rrilte o rdiing g aghd t is
desi gn%‘éir%%ﬂéhti’?]%tésegr £35S %%r%@llla%ﬁ tsc%Jc heg?jiey i nfigjr\é)mati on is provided

to all the entities,_nanel I It Yo Ple COBL 6L t HEQ) SbuBrthe stored
into FRPEKPEOTEIDrAf ng e ?g?Pogﬁg%%e Tontent provider supervises

inclusion of a key exchange process for block keys contributes to

the processing structure of a higher security level, compared to

the format type 2.

(11) Check Value (ICV) Creation Processing Mode at

Content Providers

In the above mode of carrying out the present invention, it is
described that the check processing of various check values ICV is
executed at the stage of downloading content or reproduction
processing. Now, explanation is given on the modes of creation
processes and check processes of each check value (ICV).

Recapping each check value explained in the example of
embodying the invention, the check values ICV used in the data
processing system of the present invention are as follows:

Check value A, ICVa: A check value to check the tampering of
identification information in content data and usage policy.

Check value B, ICVb: A check value to check the tampering of

block information keys Kbit, content keys Kcon and block

information.
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secret information (ex. keys) of each of many a content user indivi

usi ng such !nfornation adequately for each ?ndividual. Inethelgggglg?ally1
one-to-mul tiple relationship like the above, in which secret information
(ex. keys) is shared by all, however, 157 there is a denerit that the

| eakage of information at one part affects all the parties using that same
secret information (ex. keys) . As well, when one supervisor, e.g., a
content provider, supervises secret information (ex. keys) of each of many
a content user individually, using such information adequately for each

individual, it is necessary to identi all. the user
Ihstto;lent%@ntﬁﬂ%e%h%@k|ﬁﬁ5?%n}¢%h (%yCh?%§ Ya%a?tlcu?ﬂgc%gt?ﬁr€gﬁ§§r§ng
identification data, ent reat burdens in the mai ntenance and
super vi 8f opa @k epRtENEL DL hgf naber™ gf users increases. Wth the data

processi ng systen1of the pres , h

EP?Lgsuf:caﬁ? ?%f%??%kl%ﬂfﬁﬁtﬁggRln%ﬁgﬁ??gsvﬁgggsg%ggﬂégFttﬁgg§a§%g?%§?ﬁgog
ere _mast er ey h

a Vari cog bRe PRAFI B0MPCRESTar cEREE 2A P e e mastor Reye “Expl anat! on

is give hi_s %CB L& following. Wth the data
ol processi ng system of
t he pre@gnFaF VERPE mz different keys are required |nd|v?duglly to

UL §§§59p£§§§88§815 CB18yeLyB! iQA1 90duayt bRaticetlas bevueen a

L a g content or a record reproducing

P yer’When the localization flag is set to 1, that is, content can be
used individually by record reproducing player, this value is
replaced with the total check value ICVt and created as a check
value to check said check value A: ICVa, check value B: ICVb, and
furthermore all the check values ICVi contained in each block
being subjected to content checking.

With regard to formats, there can be a case that it is content
itself, and not the check value of each content block that the
ICcVt and ICVdev are included into subjects of checking.

Each of those check values are used for the data processing
system of the present invention. For the check value A, check
value B, total check value, and content check value out of them,
an ICV value is created based on respective data subjected to
checking by a content provider offering content data, or content
supervisor as shown in Figs. 32 to 35, and Fig. 6 for example,
which (ICV value), stored in data together with content, is
offered to users of record reproducing players 300. Users of

record reproducing players, oOr content users are to create an ICV

for checking based on respective subject data of checking in
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t hese keys are created fromindividual information i i fi

(ID) particular to devices and nedi um by nmeans of aauc?ng?VihggrtLL;ers
creation nmethod prescribed inside a record reproducing player 300. Due to
this structure, should the individual keys created be specified danages
to the whole of a 158 system can be avoided if the master keys a}e
preventing frombeing I|eaked. This also obviates the need for the
supervision of lists oriented to the structure of creation of keys by the
‘master keys. A practical structure exanple is explained beIOM/using

diagrams. The figure 49 is a diagramto describe a_ st
Var o1 siouh ey nar 6oBteaodaiRt RICRo SUSE B AVRB S0Y ey L a oPECaTg e Lt

reproduci ng player 300 possess i S ase M h
al r eadpnex floaihade, itosraReres &Hﬁgfz&ef9§&?5%0§%re&%r %%3 me fgagogxgggles

conmuni cati on nmeans 600 sh :
cont entrep&PdrEdRg WH@&ﬁrfso ePuFE 9838? BFeéﬁggggE%l;FP?ESE¥8%3§G§E&QI2

In such a case that nt is retrrieved
ltayee
300 fr ovdechd neEdiial g’&m‘?’urﬂaf a%earlr%ygcogég%?;r%gg dovvnl oa ed 'gnt 0 ;

recordi ng devi ce 400 b gxanpl e f
HIRGESRA I rd
r epr odd &R D IQ%R%OQ¥ﬁ¥ﬁ ﬁ%ﬁ%ﬁﬁ1%heCﬁg'%%lﬁnnlon keyqﬁﬁﬁyﬁﬁﬁfigf?ﬁg t he

cont ent key as ex i ned Figs, Ad

I%fj & g theossitdle to
glrot ?I n VE Use q% 5% elcﬁ % 155 egsrredl 2 50O, ‘Communi cat onm;r)reans 600
t or o % ord roduci ng player 300 to obtain it in advance and
store i y ‘of the record reproducing player 300,

The processing of creating check values is explained in the
foregoing embodiment as a creation processing structure composed
of mainly DES-CBC. However, the ICV creation processing mode 1is
not limited to the above method, but there are a variety of modes
available for creation processing and check processing. A variety
of the following ICV creation and check processing structures are
available, in particular in regard to relationships between
content providers or supervisors and content users.

Shown in Figs. 46 to 48 are diagrams to explain the processing
of creating check values 'ICV by a creator, and check processing by
a checker.

The figure 46 is a structure where the creation processing of
ICV by means of DEC-CBC explained in the foregoing embodiment, is
carried out by, for example, an ICV creator being a content
provider or supervisor, and where an ICV created is offered,
together with a content, to a user of a record reproducing player,
namely a checker. 1In this case the key needed for the user of a

record reproducing player, namely the checker in check processing
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however, the distribution structure dealing with a plurality of Kk

is charged with a possibility of infornatign bei ng pleaked,yconseqﬁgngfsrs
affecting the whole systemas explained before. As shown in the |ower part
of Fig. 49, the data processing 159 system of the present invention enploys
a structure where distribution keys Kdis are created with a master key
MKdis to the distribution keys stored in the nenory of the record
reproducing player 300, and by nmeans of a process based on a content |D
that is, Kdis = DES (MKdis, content ID) . According to the present

structure it is neither nec to h i ndi vi : : .

iKgi s diist it @@tetcﬂsL U@éhleﬁl kEersdon 57 6 Q;r%gfo\%#?%at :ncs:?tr?rrln%;italrﬂ“%ﬂ“’éjéﬁ 50 o
necessary to have themstored ip. each of recgrd i | a\

300 evemomernt fdde &8 fora SHANPHS t y@th CQSﬁI‘%ﬁt ?gggv}l §?28?‘é5%1%2r§%§¥§2?

distribution structure between content provjder. J I
t hr oug SPEFR BHY, H%a%ﬁfrwf i99Iﬁ%ﬁ%:%%ﬁkjébgggﬁg¥#g%%%g repﬁiducing

pl ayers 300 t ent : - . e ,
3100, 2, I SR8 N1 S G L0 gl il g

| evel icatl on keys Kake is expl ai ned

ot B M e AL AL BRI PR RSUIR S ot e mastcs Lo b

conduct d Tepro ayer 300 "and recording nedium 400

in the downl oadi ng pro [ f &P &esar 4; i j 622013
5 t{yﬂee IEPrOdidy pla dnt o
the reddtditif y4g§§fnqg}lgs. n@z '~ 36 %0 41, or in heggi ng %tﬁjemrecord

repr Odu“(,:iitr}g ﬁ'lleayc regﬂpove{lqpé Oéjﬂ“lﬁeed (in the record reproducing player).
In this case each check value creation key is structured as the
key shared secretly by the ICV creator and checker. \
The figure 47 is a diagram where an ICV creator being a
content provider or supervisor creates an ICV by means of a
digital signature of a public key encryption system, which is,
together with content, offered to a content user, namely a checker.
It is structured such that the content user or checker keeps the
public key of the ICV creator, by use of which check processing is
performed. In this case it is not necessary to make secret the
public key of the ICV creator the content user (the user of the
record reproducing player), namely a checker possesses, resulting
in easier management. This system is a suitable mode for such a
case that the creation and management of an ICV is conducted by
one entity under the control of a high~level secufity management.
The figure 48 is a diagram where an ICV creator being a
content provider or supervisor creates an ICV by means of a
digitai signature of a public key encryption system. The ICV

created is provided to a content user, namely a checker, together
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content stored in the recordi ng nedium 400 explained in Figs, 28, 42 to
45. As explained in Fig. 20, an authentication key Kake is needed for the
record reproducing player 300 in this authentication processing. It can be
possi ble for the record reproducing player 160 300 to obtain an
authentication key directly fromthe recording nedium400 for exanple and
to store it into the nenory of the record reproducing player 300. However,
as is the case with the aforenentioned distribution keys, such a

di stribution structure dealing with a plurality users may be pregnant with

a possibility of |eakage of informatian, affecting.t Ofea sgystem
As shomhth ncomeenbwerf Wahie 135o4s .3 ﬂlb%%a}‘tﬁ{ élspercgcp sgclh%cgkgeysteemlof t he

present invention enploys structure where aut j [ ke Kakg &g
createdhatkhnghésnﬁb@éﬁgké9 RR%kEU?%lCtk%yaﬁ?ﬁ€§?§%%?%ogeﬁéyg§%nd a
recordi ng device identifjcation,|D Donem d i pnt ¥nef ahbe,
recordexeppbahciWblﬁhathe3EB?Tth§?y}s}sbyg%ggﬁsw%?haeg$g§ggg based on a

recording device identification |D _n . Kake,5,DES (Msake, al BABAkKerlN
t he domﬁ%@ﬁ@ﬁnéop?08§§§iﬂﬁ fr GRFPA FS@%&QMFép§o§68¥E§’ playe? 300 ont o the

recordi ng medium 400 in Figs. 22, 39.t ‘ N havey thenr eeeador
reprodePﬁgtBP§9eFX36% ?e83858§ét¥ ggn?é%%tog%oﬁgdain thg recor di ng medi um

af or et £0n0ave SPF, BACCoroReys SRy SoTant st on keye 'can be.empl oyed
for record reprodugicng ! aveh s ¢yt Us@ukey sykeee megdedpenvilséngr eation
center.

A content user being a checker of an ICV is to possess the
public key of the key supervising center, and conducts the
checking of the public key certificate using the public key of the
key supervising center. As a result, if the authenticity is
confirmed, the user is to take out the public key of the ICV
creator retained in the public key certificate. Then, the
checking of the ICV is performed with the use of the public key of
the creator of the ICV taken out.

This method is an effective mode for such a case where there
exist a plurality of ICV creators, and where the management

maintenance system is established by the center which conducts the

management.

(12) Structure of Encryption Processing Key Creation Based

Master key

Next, explanation is given on the creation structure with

regard to various encryption processing keys based on the master
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process of record reproduci ng players' individual check values 1Cvdev if a
content can be used individually by particular record reproducing players.
It is structured, in the above practical exanple, such that a record
reproduci ng signature key Kdev is stored in the internal nenory. However,
it is practical as well 161 to enploy a structure where the nmaster key
MKdev to record reproducing player signature keys is stored in the nenory,
not storing a record reproduci ng player signature key Kdev in the

internal nmenory. The record reproduci ng player signature key Kdev may be

called for, as required as shown in the_ lower.parteo i oy s of
KoV bR GhEes e Daessn bR LT PR tRC e ESL0E obne, data figroGus SBag

identifier: |Ddev and naster,ke% dev to record reproduci ng player
si gnat siystémysf ThesPseseRtutBVAB5TE" benefit of nmking it unnecessary to

provide a record reproducin ayer .si ure .Kdgy {arpbayemsster
individualA?.eXhhé}nﬁPtﬂr?ﬁgoﬁgkﬁ 5?8§£ggﬁﬁg£§y§?gn1ofytherpresent

invention enploying a,structur enbREQUMBEI @ReSueRoad kepsodecésgary
for aka§cé§@ré¥ﬁF?ﬁ FESEEStlpgegﬁggygF@onyinfornation processi ng between

two entities, for exanpl a i.der ~and.atkRCerd theepiredentndnyeagden or
bet weenlayescdfd Pép?ggugﬁﬁa §F§§8§§§ﬁ§ ?gcording device is created in

order with the use, of the er gy apd .qcaukﬁeniacbhabnthey§cﬁpéeof
possi beacHaReg¥S G Lo deess) clfeeés fray S P ted shoul d key i nformation

e | e PRGSE By e R ol cosme 6 e ey 115

Up until now, in conducting operations such as secret
communication, mutual authentication, MAC creation, and checking,
between two entities, that is, between a content provider and
content user, or between a record reproducing player 300 and
recording media 400 of the data processing system of the present
invention, secret information, e.g., key information is retained
in each entity on a shared basis. However, for the relationship
of one to a plurality, for example, one content provider to a
plurality of content users, or one record reproducing player to
multiple recording media, it is designed such that secret
information such as key information is provided to all the
entities, namely a plurality of content users, or is stored into
multiple recording media. Or, one content provider supervises
secret information (ex. keys) of each of many a content user
individually, using such information adequately for each
individual.

In the case of one-to-multiple relationship like the above, 1n

which secret information (ex. keys) is shared by all, however,
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Expl anation is given on a pl i i
=X ~plurality of processing exanples i
Ofeeﬁgfse?}oﬁtructurez using a flowhart. The f?gurengo givggtgnrgigecf te
ol abe o?pa conféﬁfeizln? oI content and others using a master key atnPh:

_ nuf acturer or supervisor, and of i
processing of encrypted data 162 using a mast er key in geﬁggPFgogevice

e.g., a record reproducing pla i
yer 300 in the above i
e ractic
tep S501 at the place of a content manufacturer or psuperv?LofxﬁgpLeétZBe

to giving an identifier (content ID) to a content. The step S502 is a step

to create keys to encrypt content s
o _ . and oth sed,
ongineget d o e decftﬁrxtlétntth?énl}:fhz?ct%ﬁagﬁag@r < ugéllr% sortqg)r%ré?:he coﬁa:rﬁylsD.

Assuming this step as a pr di - i
A £ des St A By S T Gy 1B Abous Ko e = DES (G
= is,

content ID) The next step S503 is a
t st.ep_to_encrypt R detro
he camdysit. whishvwglley Wheg, gne SUBCLt iS%lft’i gﬁ@ﬁ-é% ﬁ%{% st,:;e.n tEE)cr? ?St ed Lgn? fent

com ng through these steps_is distri

and . % ST pay e by aughe 4 dre s dhan t

ar acm‘gﬁiﬁér}iﬁié ?Eﬁlﬂr nangl?%%t)trjr ers Meanwhi | e,lst)mrlrfcﬁz ??ﬁc?z
retri eveer olRdbY iR 1 ¥ontEhtd da %hrg@g?ggﬁtgggfé?%QMaeﬂDy Bocoment 1D1s
communi cati on neans, etc, e mecla o

Lls a . .
SRR by SR TSR St e o
prepare a list oriented to secret information (ex. keys)

particular to the identification data, entailing great burdens in

the maintenance and supervision of the list as the number of users
increases.

With the data processing system of the present invention,
these conventional problems on shared secret information between
entities have been solved by employing a structure where master
keys are possessed of (by the entities), and where a variety of
individual keys are created from the master keys. Explanation is
given on this structure following.

With the data processing system of the present invention, when
different keys are required individually to conduct various
processes such encryption and authentication between a recording
device and medium storing content or a record reproducing player,
these keys are created from individual information such as
identifiers (ID) particular to devices and medium by means of an
individual key creation method prescribed inside a record
reproducing player 300. Due to this structure, should the

individual keys created be specified, damages to the whole of a
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?ge;th?ff&]éf@gﬁggﬂ% \ﬁ‘%z‘{%gé%%%er SYPSTYb89EssSs A Heer & chappeEe arith the
actual examples already explained, content is entered from the
recording media 500 and communicatidn means 600 shown in Fig. 49.
A content is encrypted with a content key Kcon, which is in turn
encrypted by a distribution key Kdis.

In such a case that content is retrieved by a record

reproducing player 300 from the media 500, communication means 600

to be downloaded onto a recording device 400 by way of example, it
is necessary for the record reproducing player 300 to obtain the
distribution key Kdis encrypting the content key as explained in
Figs. 22, 39 to 4l. Tt also can be possible to obtain this key
Kids directly from the media 500, communication means 600 or for
the record reproducing player 300 to obtain it in advance and
store it in the memory of the record reproducing.player 300,
however, the distribution structure dealing with a plurality of
key users is charged with a possibility of information being
leaked, consequently affecting the whole system as explained

before.

As shown in the lower part of Fig. 49, the data processing
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means, etc., nor is it necessary to have them stored in each of
record reproducing players 300 even when there exist a plurality
of content providers in the content distribution structure between
content providers supplying contents through media 500, or over
communication means 600 and record reproducing players 300 or
content users, thereby resulting in maintaining a high level of
security.

Creation of authentication keys Kake is explained following.
Mutual authentication processing (Cf. Fig. 20)is needed to be
conducted between a record reproducing player 300 and recording
medium 400 in the downloading processing from fhe record
reproducing player 300 onto the recording medium 400 in Figs. 22,
39 to 41, or in having the record reproducing player 300 reproduce
content stored in the recording medium 400 explained in Figs, 28,
42 to 45.

As explained in Fig. 20, an authentication key Kake is needed
for the record reproducing player 300 in this authentication

processing. It can be possible for the record reproducing player
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create a key to , 1 ontent provider use the M1 to
AS shown in the lower part of Fig. 49, the data processing

system of the present invention employs structure where
authentication keys Kake are created with the master key MKake to
the authentication keys and a recording device identification ID:
IDmem stored in the memory of the record reproducing player 300,
that is, by means of a process based on a recording device
identification ID, namely, Kake = DES (MKake, IDmem).

In the downloading processing from the record reproducing
player 300 onto the recording medium 400 in Figs. 22, 39 to 41, or
in having the record reproducing player 300 reproduce a content
stored in the recording medium 400 explained in Figs, 28, 42 to 45,
a similar structure applied to the aforementioned distribution
keys and authentication keys can be employed for record
reproducing player signature keys Kdev needed in the creation
process of record reproducing players’ individual check values
IcVdev if a content can be used individually by particular record
reproducing players. It is structured, in the above practical

example, such that a record reproducing signature key Kdev is

stored in the internal memory. However, it is practical as well
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MK2 or MK3. Thus, selecgtjve u f i
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reproducing player identifier: IDdev and master key MKdev to

record repfoducing player signature keys. This structure has a

penefit of making it unnecessary to provide a record reproducing

player signature key Kdev to players individually.
Thus, with the data processing system of the present invention

enploying a structure where information such as keys necessary for

a procedure with respect to encryption information processing
between two entities, for example, a provider and a record
reproducing player, oI between a record reproducing player and
recording device 1is created in order with the use of the master
key and each ID, soO that the scope of possible damages by
individual keys may be limited should key information be leaked

from each entity, obviating the need to supervise the key list by

the individual entity as mentioned before.

Explanation is given on a plurality of processing examples

with respect to the present structure, using a flowchart. The

figure 50 gives an example of encryption processing of content and

others using a master key at the place of a content manufacturer

or supervisor, and of decryption processing of encrypted data
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content. The figure 52 shows an exanple where ,

deglces are distinguished for each gguntry, hOQQSep?S;erv§$¥Zt§fofuzgg
nodes can be possible with master keys changed according to nodels and
versions of user nodels for exanple as nentioned before. 167 Next
paocess!ng exanple is shown in Fig. 53 where nedia's individual 8
identifiers, namely nedia IDs and mater keys are used in conbi nation. Th
nmedi a here include nedia containing content such as DvDs and CDs The ©
media | D can be individualized for each nedium by the titles of-an?es

or by the production lots. Like this i
( the , a variety of met
in assisghign@g hBster keadiid o d&ERYE S éjreé’l(cr?ediea D) aarree%%?g%@% gy:?

the step S521 on the part of a nedia _man i
_ ] | uf act urer or superv
S522 playestH tin dieated g &Fadh i ypi* ot ent st or eg onI ZO;rédFB; step

based on the nedi a manufacturer's or s i '
_ _ per vi KB i
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of exanple, the distribution key Kdis _is yTerd
- ! ] + T b i
i o gES(MaN sh R D0 SHET o S o S et or

t_he whol e of the content_ stor.ed in i ]
di st ricontemt keyhekditEP S &%Lﬁt%&nﬁt%etgge\gft;é;r&nﬁ?tg irgjrrlyr% cont ent

with encryption processes applied h i
the parenbihtsehd deeiEEe SHERt el a ) Sabaret obr bl n o ayer 300, & modi

IDis read out froma i
content manuggctG?gkug} supervisor and the content ID. Assuming

this step as a process to create distribution keys Kdis for
example, the distribution keys are created by the above Kdis = DES
(MKdis, content ID). The next step S503 is a step to encrypt part
or the whole of the content with a key, (e.g., a distribution key
Kdis) .
Encrypted content coming through these steps is distributed
through the media such as DVDs and communication means, by content
manufacturers

Meanwhile, on the side of a user device such as a record
reproducing player 300, a content ID is retrieved out of the
content data received over the media, or communication means, etc.
at the step $504. Next, at the step $505 a key to be applied in
decrypting the encrypted content is created based on the content
ID retrieved and the master key belonging to the player. This
creation process is, 1if intended to obtain a distribution key Kdis,
turns to be, for example, a distribution key Kdis = DES (MKids,

content ID). The content is decrypted with this key at the step

s506, and at the step 5507 a decrypted content is used, meaning
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With this system, should the distribution key be leaked to the

third parties, a content could be decrypted by a third party, but

other contents having different ID’s can be prevented from being

décrypted, so that it is prevented that the influence to the whole

system by the leakage of one content key can be effectively

minimized. It also results in making it unnecessary to maintain a

. 1ist oriented to a key for every content at the end of a user’s

device or a record reproducing player.

Next, explanation is given on an example, referring to Fig. 51,

in which a content manufacturer or supervisor possesses plural

master keys to conduct processing a content to be distributed.

The step S511 at the side of the content manufacturer or

supervisor is a step to append an identifier (content ID) to the

content. The step S512 a step to select one master key our of a

plurality of master keys (e.dg., a plurality of master keys to

distribution keys creation) owned by the content manufacturer or

supervisor. With this selection processing to be explained

further in Fig. 52, applicable master keys are set up in advance
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( ges, thus reducing the 0SS i
fgggygtlon to be.decrypted; Shown in Fig. 54 is an progessingpexahgiglhgigg
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restoration of the stored data,i a d
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the record reproducin | ayer he
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part or the whole of the content with a key (e.qg., distribution
Key Kdisi). At the step $515 the content‘manufacturer distributes
encrypted content, with the content ID, master key identification
information used, and encrypted content as a distribution unit,
through media such as DVDs, communication means, and others.
Meanwhile, on the side of a user device such as a record
reproducing player 300, it is judged at the step 3516 whether or
not the player itself possesses a master key oriented to the
master key identification information in the content data
distributed via media such as DVDs or communication means. If it
has no master key corresponding to the master key identification
information in the content data, the distributed content can not
pe used by the user device, with the processing terminated.
If the record reproducing player 300 possesses the master key
oriented to the master key identification information in
distributed content data, a content ID is retrieved out of the

content data received through media or communication means at the

step S517. Next, a key suitable for decrypting the encrypted

165



this key at the step S536. In this exanple, as shown in the | ower part of
Fig. 54 both the user of the record reproduci ng player and system
supervi sor possess a master key (e.g., content key creation master key
MKcon), and create distribution keys one by one needed for the encrypting
170 and decrypting of the content based on their respective master keys
and the ID (the record reproducing player's ID). Wth this system should
the content key be |eaked to the third parties the content may be
decrypted by the third parties. However, it has a strength that the

i nfl uence upon the whole system cause IDea

d by the ' meent key
can be dintienitzed drecdese begsce PR &%’@rfﬁ’mnfto; aﬁ%t%%greqiegg%?l rerroduci ng

player with a different record reprqduci | ayer C €iBheyenteds
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Sl'ave oA o ATk e 6 AL i T HoU PR T, o e Mo mary card and host
device U, 23 2 TECOLS LGNNI 00 Blalored sueTent ks an e st
roory GHCEVRTSN CURVEED 19 WANK, TROUEIar 11 51 S0 15 passible To

enpl oy structure where_the t] J .is created based on the
mast er ReHLPFUGELhert i CAT %ﬁg{‘)%]%@ eisg ?%;égg%{s@a

As shown in the lower part of Fig. 51, the content
manufactﬁrer or supervisor owns a plurality of master keys, for
example, a set of master keys composed of a plurality of
distribution key creation master keys MKdis 1 to n. On the other
hand the user device is provided with one master key, for example,
one distribution key creation master key KKdisi, and the user
device is able to decrypt and use the content, only when the
content is encrypted with the MKdisi by the content manufacturer
or supervisor.

An example is given in Fig. 52 where different master keys are
applied by the country as a practical example of the mode
exemplifying the flowchart in Fig. 51. Possessing the master keys
MK1 to N, the content provider use the MKl to create a key to
execute an encryption process on the content distributed to user
devices in Japan. For example, the encryption key Kl is created
from the content ID and MKi, and then the content is encrypted
with the K1. Likewise, the MK2 is'used to create a key to encrypt

content to be distributed for user devices in USA, and MK3 1in
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shown in Fig. 55. A slave device being, e.g., a recording device, creates
an authentication key Kake used in nutual authentication processing based
on the master key stored in the internal nenory of a recording device or

sl ave device and sl ave device ID at the step 171 S541 as the initial
processing before starting authentication processing. This is created by a
Kake = DES (MKake, slave device ID) for exanple. Then, the created
authentication key is stored into the nenory at the step S542. Meanwhile a
host devi ce such as a record reproducing player, retrieves a slave device
ID fromthe recording device installed, nanely the slave device through
comurEwiaRP®n neans at the step S543. At the next step S544 am

aut henti cati on key used in tual,_ aut hentji,cat.i L OGESSEEE dsSviseal ed
based on tTHee reashew e¥ Mt 19eVFRE” E}Qn%ﬁéfégﬁaﬁyaﬁfhentication key

creation master key. In this_creati r . R0shEn ShoUbds bgnd game
aut hermoEat FORCkeyE kakEe BRE (FRRK augpggeggggétg ?%%h. Authzntica??on

processing is executed.with th se hept keaturp keyush, t Brdst ep
S545. m%@héﬁ%ﬁnt?nb?hﬁo%ﬁaé? %%g?Hbfa§§g£H§5ﬁg%n this§exanple both the

sl ave device and st deyi sessing the master key, nanely :
aut hentPeatfBheke egrggéigﬁ %gg é?'key Mcake, create authentication keys

needed for ual _aut hept| QN PLeResskNProoneebypepeobasednonyphéon
respectivewﬂgétﬁpc eéssg%gggﬁggeadevice ID? Wth this system when shoul d

the authentlcatfon kex becbeaged:steiautblr dopasey daviienti sathoheatissot
of a master key selected out of the master keys MKl to n,
corresponding to user devices capable of using content. For
instance, to make content usable only with the user devices for
the Japanese market, content is encrypted with the key Kl created
using the master key MK1. This encrypted content can be decrypted
only with the master key MKl stored in the user devices for the
Japanese market, or it is possible to have the decryption key
created. However, it is impossible to decrypt the encrypted
content with the use of the master keys MK2 or MK3 stored in the
user devices for USA or EU because the key K1 can not be created
from the MK2 or MK3.

Thus, selective use of a plurality of master keys by a content
provider enables various modes of use restriction to be set to
content. The figure 52 shows an example where the master keys of
user devices are distinguished for each country, however, a
variety of use modes can be possible with master keys changed

according to models and versions of user models for example as

mentioned before.

167



;gﬁrscgfglcgfaegcggse the authentication key is effective for that

P el ankaga. of tx;cE only, thus mnimzing the influence possibly caused
D st o ot b fLhe ey. Thus, it is structured in the data processing
system ot proged rn invention such that information such as keys needed
for 1rz.the SUChuae Legardlng encryption informati on processi ng between
pl ayer, or bet ween asreggrgepegrggﬂzsﬂt p{ovider o oot ng. aovt ot g
created in order based on the naster kgyg Z%Sr 222h {Efokglggrggx:fe’skguld

the key information be | eaked fr i
_ om the res jot |
damages caexed layptb@els@&Mg@xaé‘Plien&isvisﬁTﬁ eﬁe;\gﬁﬁg;%gghﬁi%ﬁﬁl gldesi(EL ?ﬁgr Cen;)y

Encryption Processing In the abo [
Ene : . ) e practj.cal I i i
o wobm ontow aropr B06CRRG 11 BFE J00 SR Feaerdons doui e 400 has been

expl ained with use of the ex | e V. j i apda
( Ve n | i '
of theswimgie DES AUGHT e Hehed ?gf gra‘ril %J?%%?fmg?&&?gpggf;i}eer "
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Securitydfor € f%?ga%%glng wi th the circumstances regarding
media.

Identifiers (media ID) are assigned to media at the step S521
on the part of a media manufacturer oOr supervisor. The step 5522

is a step to create a key to encrypt content stored on a medium

based on the media manufacturer’s or supervisor’s master key and
media ID. Assuming that this is a process to create a
distribution key Kdis by way of example, the distribution key Kdis
is created by the aforementioned Kdis = DES (MKdis, media ID).

The step S523 is a step to encrypt part or the whole of the
content stored in a medium with a key (e.g., a distribution key
Kdis). Media manufacturers offer media storing content with
encryption processes applied to them through those steps.

Whereas, on the part of user devices such as a record

reproducing player 300, a media ID is read out from a medium

provided at the step $524. Next, at the step S525 a key suitable
for the decryption of the encrypted content is created based on
the media ID retrieved and player’s own master key. Assuming that

this creation process is to obtain a distribution key Kdis, it

should be the distribution key Kdis = DES (MKdis, media ID). The
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particul ar needs. The triple DES nethod with the structure as expl ai i
Fig. 8 to 10 can be enployed by way of exanple. It is possible Poalgﬁglgg
structure where the triple DES system can be conducted at 173 both the
record reproducing player's encryption processing unit 302 of the record
reproducing player 300 and encryption processing unit 401 of the recording
device 400 shown in Fig. 3 for exanple, so that processing oriented to the
encryption processing by neans of the tripe DES nethod is carried out as
explained in Fig. 8 to 10. However, there is such a case that a content

provider can design a content key Kcon in_a 64-bit k
S|ngIecoﬁEEnhELhodeQFYRt%@iWinyt%h§ bRYt Ak ngcgéépnggééa;%SQEEQnge%?e
may require, or that a content keg Kcon may, be _nm 5 a 285 bi ¢ 5
192-b|degeypéedu@@UF@nBylﬁeﬁﬁ@dof bA f?fpétDﬁg ﬁggﬁogumféh OprloP?tgranen
on security. Therefore, it is n preferable to enploy structure in the
recordlﬁepxgquéﬁﬁgablEb8r5§e€négégtion processing unit 302 of the record

reproduci ng player 300 and.the en i o i J1Qi
Fecor di ng GevFoamROBn FAE Fowes: PRRFedT Boart Rar SF oary CharPrrpre Bes

met hod or single DES thod. |n ; ds ity | i i
gg;uc;ﬁpﬁ WﬁdgﬁemaP838F uF55r8éu8§hgggﬁ§§3F'ghgngf;Sﬁﬁgﬁégggggggﬁﬁgbﬁﬁit
Of L8 T BEOr .1 ePr 0dug)ng Alarebn39d,and cbine chefaidieng kégvimdis)

3P5Lygﬁﬁﬁﬁeﬁr EdssPnd unft the recording device 400 that can dea

s% %%a%fd&g%ribﬂgh%nDﬁéy%rn%%ﬁ%b@t@E§h@e%@@@yption and decryption
of content are created one by one based on the respective master
key and each ID (media ID).

With.this system, should a media key be leaked to third
parties the content inside a medium may be decrypted by the third
parties. However, it has a strength that the influence upon the
whole system caused by the leakage of one media key can be
minimized because a content stored in another medium with a
different media ID can be prevent from being decrypted. It also
gives a merit that it 1s not necessary to hold a list oriented to
keys for every medium on both sides of the user device and record
reproducing player. Also, the content size encryptable with one
media key limited to the capacity storable inside the medium,
there is small possibility of information amounting to a quantity
good enough to attack encrypted messages, thus reducing the
possibility of encryption to be decrypted.

Shown in Fig. 54 is an processing example using record
reproducing player’s individual identifiers, namely record

reproducing player’s IDs and master keys in combination.
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However, to enploy a structure in both i
) _ _ the record reproducin '
fﬂgrygzgfgiﬁgoggiftng unit 302 of the record reproduging plgyeflg%grazd
_ e's encryption processing unit 401 of i
device 400 that can deal with eith i DEs oe fero e B
00 t er of the 174 single DES i

method, it is necessary to provide a Ut cui Pogi & For oas

, ry t separate circuit and |lo
Pf}hfd.DEgr.exanple, it is necessary to put a set of connandglgff?LeeaCh
theptsi I IEE% the comand register shown in Fig. 29 to have a process of

pl e performed in the recording device 400, which contributes to

making the structure of the processin it i i
conpl i cat edtheNewepa SBW @bnPi §&e&t Sok PEQLnggs%%E?%?F?ﬁghggf§q§FL?§§§?%Q

unit of the present invention that nakes it i Loy
| ogi ¢ i1 tahes tregee dradiorg adeyice &6y e ST ﬁ%ﬁ?s‘ﬁ”. ﬁaéfdtjni t fﬁw%feda% >

recordi ng device 400 with the si,ngle S i | i
| the si, , | -
capabl enasft qreredr mtRFache it rh e”%l:esrrt%glc r“;‘/%@% d%r%cribsorqghﬁlgﬂiﬁaﬁg@
Sﬂcrypted data (keys, conteq%%ﬂie;@D) 'gﬂE égghg&iﬁgﬁ%djﬁiwﬁgfpmhyﬁxued i
e extmrawdr bréX a2 ©falthe "% ecordi ng device. I'n the egznple of the "

data format type O shown in Fi 32 r i i
_ ] . EXAIPL L, 2 | dorexa@ctIt
down| od §ighigd detlentR it s® 13 gon%%cestfsce)c%or dr epré(;dalljc(iﬂ?]g plﬁ;y}gﬁ@%%m;nﬁ%r a

recordi ng devi ce 400 aut h i L.on: pr i Keoh
- be
Cfop SIBTMAIEL % SUREENT Tof vl bad e h T he format type 0

explained in, Fig. 39. withh 2 spsshpn ke Kase @il @53 iha sdmp dicep.
encrypt with a key (e.g., & distribution key Kdis) part or the
whole of the content to be stored. Encrypted content is stored
into a recording device such as a hard disk at the step S533.

Whereas, on the side of a system supervisor controlling record

reproducing players, when the restoration of the stored data is
called for from the user of the record reproducing player, the
record reproducing player’s ID is retrieved from the record
reproducing player at the step $534. Then, at the step 535 a key
applied to the decryption of the encrypted content is created
based on the retrieved record reproducing player’s ID and its own
master key. Assuming that this creation process is to obtain a
content key Kcon, it should be_the content key Kcon = DES (MKcon,
record reproducing player’s ID). The content is decrypted with
this key at the step S536.

In this example, as shown in the lower part of Fig. 54 both

the user of the record reproducing player and system supervisor

possess a master key (e.g., content key creation master key MKcon),

and create distribution keys one by one needed for the encrypting
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Furthernore, at the step S117 the encrypting processing of the content key
Kcon is executed wth the session key Kses at the record reproducing

pl ayer's encryption processing unit 302 of the record reproducing player
300, which (encrypted key Kcon) is 175 transferred to the recording device
400 t hrough comuni cation neans, and then at the step S118, upon receiving
this encrypted key the encryption processing unit 403 of the recording
device 400 perforns decrypting processing on the content key Kcon with the
use of the session key Kses. Furthernore, encrypting processing is

executed on the content key Kcon with the storage key Kstr... |
(encr ypined desyr vieddmo iof fitgnSaYTedF {5 a5k Ornegg‘r%olr r%epsrp()ecﬁjtcllvr?\é\mﬁl ayer’ s

encryption processing unit 302 of the regcord repr o pl ayer 300, which
forms eda @rfbribed I&%t@esfﬁqrdrﬁeﬁp]ﬁ‘oéf%qgeéﬁc@/?%uiésr}{br)a'nsm' tted to the

recordi ng device 400, which | et ext ernal ¢ e, t dat a
recei ved. Wi thdhdifc SyRGeSH méﬁsotu;j}e t%ogltpeglctor glgné:yedgl\%?ac}%og tS)ncﬂrh;gepti on
processing unit 401 of the recqrding.devic Bl YRt Tdie,
steps $HEEhRPBERS (T hceorhtbecqute Bt cbee'ssdec%rﬁ%ée)eéc;i?r}/g%{'seg%e}%tq% vely ei t her by

the single DES or,_tripe S OYusorf HEeMhdrOVi der
can be Pg)é’é%"er%'gdrtdl aoPSErcro ﬁﬁm%r%a@?%@evmﬁ J‘?"E)%‘eﬂjc'tri prl?% DES or single DES

the content Key Kcon.is used, i i 9. dist ady ovwhasd rehesionii pédig
the st rieiiie %sreé{I 2 %%%%%%%@pégc@s% ci:és_)r@tconduct%d according to the

b ocesep ol O ST R s vy on
with a different record reproducing player ID can be prevented
from being'decrypted. It also gives a merit that it is not
necessary to hold a list oriented to keys for every content on
both sides of a system supervisor and device user.

The figure 55 shows structure where an authentication key used
in mutual authentication processing between a slave device such as
a recording device, e.g., a memory card and host device such as a
record reproducing player is created based on the master keys. In
the authentication processing explained before (Cf. Fig. 20), it
is structured so that an authentication key is stored in the
internal memory of a slave device in advance, however, it also is
possible to employ structure where the authentication key is
created based on the master key in authentication processing as
shown in Fig. 55.

A slave device being, e.g., a recording device, creates an
authentication key Kake used in mutual authentication processing
based on the master key stored in the internal memory of a

recording device or slave device and slave device ID at the step
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ngo{ﬁlggdg$ViCEIs enpryption processing unit 401 of the recording device
is an exanplg g;ofﬁzséﬂg syfpen1of the present invention. —Shown in Fig. 56
ryption processing on the 2
the storage key Kstr to be exec i content key Kcon using
! uted in 176 downl oadi ng conten
cont ent key Koon bei ng of the triple DES Fecorc . devi e 400, w1t
. e triple DES method. The siml ’ :
can be applied to other ke sim'ar processing
: ) ! ys, content, and other data alt
key Kkon is used in this processing exanple as a represen?g??Ceé zgntent

expl ained previously in Figs. 8 to 1 eys [ ) [ [
the sigsgile aBEShenHinid el rprm%%inﬁg%%‘ﬁﬁ%e is%raterhtg%q‘{ Lﬁ%ﬁé@%&ﬁﬁdb' h; 'nS

two or three keys in processin These
. ) : three t [
Kcon Yrdtemsihg.an@hikcen 9¥¢ag?ﬁegﬂb8nK§QFs_puggi3P§a§§¥25?ﬁgggg%ggsgugz

it may not be used in .sonme cases. | anati i i PRARBS S
in Fi gID)56F01Thaxantmsls . S§@fni'stélemﬁ’tr§51>%%§3t %tgn%?lggt%ia%?égpg%g’stsl?ﬁsmgt ep >

between a record reproducin i
. g player. 300 and recordi ng device 40 i
nutud1ntnnﬁhﬂnmemﬁﬁbnE%k5%§%§$ﬁﬁy§¥§%'is execut ed acgording to ?heThlS

processing expl ained hefore in. Fig . i HE6S
during t hiNeaniheke | 2 5N %?%Jcce%s?%ggt? ﬁﬁ%ﬁ%gﬁﬁ%nti c%?:it?] %ﬁﬁﬁggi ng

finished at the step S30 | L atj ! i
L : p € '
o oo ebe v s B s e, g hEC L FPSuPERE eetoBal ngpaed boeionathet, of

check value, and
namely thedsfggg LEY; 8L theodLBPcS#dnication means at the step
g543. At the next step g544 am authentication key used in mutual

authentication processing is created based on the retrieved slave

device ID and its own authentication key creation master key. 1In

this creation processing it should be authentication key Kake =
DES (MKake, slave device 1ID). Authentication processing is

executed with the use of the authentication key at the step S545.

As shown in the lower part of Fig. 55, in this example both

the slave device and master device possessing the master key,
namely authentication key creation master key Mkake, create
authentication keys needed for mutual authentication processing
one by one based on the respective master keys and slave device ID.
With this system, when should the authentication key be leaked
to a third party authentication can not be established with other
slave devices because the authentication key is effective for that

particular slave device only, thus ninimizing the influence

possibly caused by the leakage of the key.
Thus, it is structured in the data processing system of the

present invention such that information such as keys needed for
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If it is judged that no data tanpering exists as a result of the collation
processi ng on those check values (ICV), it proceeds to the step S303,
where the control unit 306 of the record reproducing player's encryption
processing unit 302 in the record 177 reproduci ng player 300 lets the
encryption/decryption unit 308 record reproducing player's encryption
processing unit 302 decrypt with a distribution key Kdis retrieved
previously or created the content key Kcon stored in the header of data
received fromthe comrunication neans 600 through the nmedi um 500 or

Ccati it 305. Co . ; )

;gmst C?re%,?é‘@?#é“ o @%ﬁﬁé‘irﬁi‘éﬁ%ﬁ%ﬁﬁo*@ QERSBRECRES ot dfalii Meeiben
e control unjt, 306 t j ' i

process FHP Ui SH2 Tt et R eel TR OGHELDO PLOYERCD ShETYELLE]

reproducin aver' i i i

cont ot EEr RS Ea o1 FVEE) oL Wb Qe g Docubu 5 S BAELNG ol AR Tuk,

c X . ; .
aﬁﬂ%ﬁ: ieE%%%%irbg éé&fcg,fgfs c‘:'?%Qg?ﬁhg?sﬁééPnngé(d'%ﬁ%ﬁ@%&gtéf' H@%‘g%%d

he~ con uni e record reproducing player

retrieve %éﬁﬁls’ggt Shd NELUNG | N SPM e ey Kby Y IS ity s

sessi on . rom the record reproducing player's encryption

Processi euPé§p§9@19é Lhei £ £E9T €hE ePEOPNCHROARNAYEE ca3Q8ed By Chhét Deakage
retrieved data) Is transmtted to the recording device 400 via the

recor di ngrdeNi €61 Q01 I REVE mBP3pOf 11het @50t HereBpr 6B8UCADINY! BYErn868. for

the supervision of the key list for each individual entity

mentioned above.

' (13) Controlling of Intensity of Encryption in

Encryption Processing

In the above practical example, encryption processing between
a record reproducing player 300 and recording device 400 has been
explained with use of the example given in encryption processing
by means of the single DES structure explained referring to Fig. 7,
for easier understanding. However, an. encryption processing
method applied to the data processing system of the present
invention is not limited whatsoever to the single DES system, and
so any encryption method can be employed as long as it is suitable
for dealing with the circumstances regarding security for
particular needs.

The triple DES method with the structure as explained in Fig.
8 to 10 can be employed by way of example. It is possible to

employ structure where the triple DES system can be conducted at
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Next, at the step S305, upon receiving the content key Kcon 1 transmtted
fromthe record reproducing player 300, the recording device 400 lets the
encryption/decryption unit 406 of the recording device's encryption
processing unit 401 decrypt the 178 content key Kcon 1 received with the
session key Kses shared in nutual authentication. Furthernore, at the step
S306 the decrypted content key Kcon 1 is reencrypted with the recording
device's individual storage key Kstr retained in the internal menmory 405
of the recording device's encryption processing unit 401, which is

b et e i L
cncrypSPinidotypertrih o't O RS d VLRl e e 7O
R el e i i i
?RLtcggfen aLh@%ﬁ&@&?&nﬁéﬁféﬁﬁgﬁﬁgfglgg%?%ﬁﬁﬁﬁgﬁgggﬁE%ggkﬁﬁgjla?gp?ﬁ%$%%ing
repr od@éi ﬁéepl%é)}g%O@E%eﬁ%%%ﬁ g% gﬁ?g&gg%ﬁ%ﬁ %I?%( Z%éifﬂ%ﬁ:ir{ g%o@r{:lme toecord
reprodqﬁlng pl ayer 300, which (the retrieved data) is transmtted to the

recordi'ng device 400 via the recording device controller 303 of the record
reprodu0|n%owe@%§n 3¥@re is such a case that a content provider can

design a content key Kcon in a 64-bit key structure of the single
DES method with priority put on the processing speed as content
may require, or that a content key Kcon may be made in a 128-bit
or 192-bit key structure by means of the tripe DES method with
priority given on security; Therefore, it is not preferable to
employ structure in the record reproducing player’s encryption
processing unit 302. of the record reproducing player 300 and the
encryption processing unit 401 of the recording device 400 that is
orientedito either of only the triple DES method or single DES
method. In other words it is desirable to employ structure in the
record reproducing player’s encryption processing unit 302 of the
record reproducing player 300 and the recording device’s
encryption processing unit 401 of the recording device 400 that
can deal with either of the single DES or triple DES method.
However, to employ a structure in both the record reproducing
player’s encryption processing unit 302 of the record reproducing
player 300 and the recording device’s encryption processing unit

401 of the recording device 400 that can deal with either of the
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Next, at the step S308, upon receiving the content key Kcon 2 transm
fromthe record reproducing player 300, the recordingy devi ce 4ooa|ZP2t§ﬁg
encryption/decryption unit 406 of the recording device's encryption
processing unit 401 decrypt the 179 content key Kcon 2 with the session key
Kses shared in nmutual authentication. Furthernore, at the step S309 the
decrypted content key Kcon 2 is re-encrypted with the recordi ng device's
individual storage key Kstr retained in the internal nmenory 405 of the
recordi ng device's encryption processing unit 401, which is transmtted to

the record reproduci ng player_300 throygh.,the_ co Lcat] i

BFxt, gtSlM@lgt%%5399 EREPEBNPFDI MG ?ggoé£ofstﬁ%c?e%%?g tgg%ggg%%égé'
ayer's encryption processing unit_302 |ets en t] nti

unit 308SePard er%éﬁ?ﬂlFeﬁ?ﬁdgﬁghﬁ B?ﬁy%?cé %%Eﬁ?%tigﬁ%gf%§££3|ﬁéyﬁ%F$£302

encrypt the only content ke con 3 _out .of th o] Kk Ke 1
and ( KcoReg§sSaREYypPeBvht @ %ﬂg g?eﬁogﬁﬁﬁ?gug%nghghEESQESigﬁskggeﬂsggggﬁgrga

in mutual authentication,, The contral it 3 f_t i
pl ayer 30PMMARE; FEYLSLERe SRR ?ﬂc%ﬁgfngatkg g%ﬁ?e%tngggﬁggﬁfgggﬁggsg?gg

with the_sessiqgn key Kses, from .[Lec : i I : i
ot ocessi HES REE 3555tt RnEnpeharhPAhOsgEY EEPLRTLCLRAC BERECEpuERS] XBL! On

Fecor i ngeBRUBLE BoREPATTEF o35 SPo RECEeaa IS FanroRuci g Bl Syer 30

H a
recor di n§ e record” reproducing player 300.
device 400 complicated.

Now, a new configuration is proposed for the data processing
unit of the present invention that makes it possible to configure
the logic in the recordiﬁg device’s encryption processing unit 401
of a recording device 400 with the single DES, which is also
oriented to be capable of performing the triple DES decryption
process, and to have encrypted data (keys, contents, etc.) with
the triple DES method stored in the external memory 402 of the
recording device.

In the example of the data format type 0 shown in Fig. 32 for
example, in executing the downloading of content data from a
record reproducing player 300 onto a recording device 400,
~authentication processing shall be performed at the step 5101 in
the flowchart for downloading with the format type 0 explained in
Fig. 39, with a session key Kses created at the same step.
Furthermore, at the step S117 the encrypting processing of the
content key Kcon is executed with the session key Kses at the
record reproducing player’s encryption processing unit 302 of the

record reproducing player 300, which (encrypted key Kcon) is
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Next, at the step S311, upon receiving the content key Kcon 3 transm
fromthe record reproducing player 300, the recordingy devi ce 4ooa|ZP2t§ﬁg
encryption/decryption unit 406 of the recording device's encryption
processing unit 401 decrypt the 180 content key Kcon 3 with the session key
Kses shared in nutual authentication. Furthernore, at the step S312 the
decrypted content key Kcon 3 is reencrypted with the recording device's

i ndi vidual storage key Kstr retained in the internal nenory 405 of the
recordi ng device's encryption processing unit 401, which is transmtted to
the record reproduci ng player 300 throu

gh the .comunicat]i unj.t. 404.
the nextrastsferS3IB the e dHPIERIDRRT T p‘iba%/etﬁqrsou c?oﬁl‘f)%q{hol;ggp%looégssi ﬁ;
unit 302 of the record reproduci ng pblayer 300 f [ vl i &
:g(r:gxrag_sn@qéﬂ ra!ml;qob(r)ﬁ]:iad‘s.t@ St‘be]%BS?ll i%orhrreec?erlanls nc'r?cthelgsr to t H&ei
i ng device .. Finally the ste 31 r i i W%
the exteyf fdie rdHorPUen s‘frdil(éeﬁsffengr e@%ﬁle@o%gﬁefa %%le%%rgrncgfry g?emat i oln@d@

finished. This fornmat data includes th
(Kcon Qem%t%CWRWQ$é’%Q%‘?%Sg]enie§n %s)l?% e%%? %&ﬂgﬁ%%%%h ?%k;%ggi ng

processing, it is nade possibl o] fe ,:Jﬁgb t I, i
recor di¥Rf dlvi e AR5 3L nf]ﬁeey lgg eééhcr%;u%{tzlc?arvla%?%'t h%ten tri Ellglgggs rrets%crli.wThge

Pl DAL B R TR TR RS LAL poove skemones L

to havewﬁfgﬁ é§g§§5§gd key Kcon) is tragsferred to thg record e
reproducing player’s encryption processing unit 302 of the record
reproducing player 300, which forms a data format (stes S121). The
formatted data is transmitted to the recording device 400, which
lets the external memory 402 store the data received.

If the encryption process at the recording device’s encryption
processing unit 401 of the recording device 400 conducted between
the steps S117 and S118 in the above process can be done
selectively either by the single DES or tripe DES, content data
offered by a content provider can be used regardless of conforming
to which of triple DES or single DES the content Key Kcon is used.

Shown in Fig. 56 is a flowchart describing the structure where
an encryption process 1is conducted according to the triple DES
using both of the record reproducing player’s encryption
processing unit 302 of the record reproducing player 300 and the
recording device’s encryption processing unit 401 of the recording
device 400 in a data processing system of the present invention.

Shown in Fig. 56 is an example of the encryption processing on the

content key Kcon using the storage key Kstr to be executed in
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with the triple DES stored in the nmenor [
_ _ y by repeating the sane
FLgcgaE}ggi gﬁrglghgge 8r03§55|ng steps S305 and S30g pl ural tigggemfzh
ged. en a content key Kcon is of th i
met hod, the steps S305 and S306 are 181 fi o ha s
_ _ irst performed, then th
%gigEdvé?htPﬁigenE{%dbgf ggg?gctlng_the formatti ng processing ate¥hga2t2§
. iguration, conmands to execute th i
at the step S305 and S306 are stored i y © bxplained
_ _ to the command re t [
before in Fig. 29, and, de i 't I hey P
_ . , , pendi ng upon the node of a cont [
of the triple DES nethod or sin i i Canabe
_ _ _ gl e DES net hod, : I
O L DS e hod o o ihg. 255, Foid sLlirbgyRigeestbgroandbe

possi bl e to conduct processing of both the trjp [E e #rdny R
. - . . 1 r | .
DES metited tiet h@tsl:prldﬁ@l%@leﬁéctehéloot'riwﬁlti‘ %@1&? 6‘Jr oé%ély %éa@;ﬁet hgld in the ©

processing logic of the recording,deyice o] ; e
. . i . C i
it carchee tnigder PES methws .usafe gbpﬁ¥9riﬁg?ggstEgghgggeﬁao?ﬁg%%?gnt égﬁg,

and judgnent can be made referri t Qi kaaesis
Based odmhest dravsp domtentry @ @&9%51 qﬁsﬁgea(%ﬁ%%rp%%goﬁﬁg KD?t Zr As ??nnge

understood fromthe content data st i i
from. rdcture explaidigche previ ously in Fig.
to 6, wsashritterit %%MQ¥Qﬁﬁf§ﬁQ%t%ﬁ?@ﬁlOrlty order information isyihgluhgd ¢

into the usage policy, stored hy
0 - & Peaderg ofp cant adydlatee tapril giserd wi
the data proceRiTg ﬁreﬁﬁlool“'&l%e pr e%t | nventi'on. When thdeDre exi st \;\nth

luralit f i .
plurallty, of, 2reessl bl comtend oad 2 vieens dedi mze recordil rigi tevi T et 90,

triple DES method, using two or three keys in processing. These

three content keys are defined as Kcon 1, Kcon 2, and (Kcon 3).
The Kcon 3 is put into parentheses because it may not be used in
. some cases.
Explanation is given on the processing in Fig. 56. The step
§301 is a mutual authentication processing step between a record
reproducing player 300 and recording device 400. This mutual
authentication processing step is executed according to the
processing explained before in Fig. 20. Session keys Kses are
created during this authentication processing.
With the authentication processing finished at the step S302,

collating processing is performed on each of check values, check

value A, check value B, content check value, total check value,

and each ICV at the step S301.

If it is judged that no data tampering exists as a result of

the collation processing on those check values (ICV), it proceeds

to the step S303, where the control unit 306 of the record

reproducing player’s encryption processing unit 302 in the record
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vari ety of recording nedia such as DVDs, CDs, h i
_ _ , , hard disks, and
cartridges, the record reproducing player 300 conprised in thegaggta
g:ggfsg;ngoﬁ¥2;$n1of tgg present invention, determnes the 182 startup
according to the startup priority ord i nf i
After an authentication process is don i d ccording. | devic
( ( e wth each of recordin i
fgch Ss a DVD device, CD drive device, and hard disk drive dgvi22V|fﬁZ1
mjfﬁr hrep_roducmg pl ayer 300 executes the program of the content data
the highest priority order according to the priority order

information in content data. . Explanation i i "
Processepgo@aséﬁgonlaggar@Q@plppgogﬁ?yepﬁrKéggéxggfggyb?go%gﬁgggﬁgggt:[t-Pﬁ

describing the practical exanple of the I ;
DI esenEerayant FBRORRERER: Bl 2URp! SnaPr OIS bBEac T st ided on the. case wher e

the record reproducing.pl
the oniytheeoRdPAGLHBHLEE. FaB0R MBuboor L Se oo ra B 2 5 record

reproduci ng pl ayer 300 eneral.|ly.i L uped h vie ot i
. B i t‘
r ecor dcAgtenévikey, Kéfobvﬁ,%oéﬁ,d 6#“ ﬁ%?dgﬁiag% g%dd? Er%t ﬁ?rﬁ r@ﬁ:)Lr e,ﬂl i‘*?ar :td[el{EB yt 8f :
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Next, at the step 304 the control unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
enéryption/decryption unit 308 record reproducing player’s
encryption processing unit 302 encrypt the only content key Kcon 1
out of the content key Kcon 1, Kcon 2, and (Kcon 3) decrypted at
the step 5303, using the session key Kses shared in mutual
authentication.

The control unit 301 of the record reproducing player 300
retrieves the data including the content key Kcon 1 encrypted with
the session key Kses from the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300, which (£he retrieved data) is transmitted to the recording
device 400 via the recording device controller 303 of the record
reproducing player 300.

Next, at the step 5305, upon receiving the content key Kcon 1
transmitted from the record reproducing player 300, the recording
device 400 lets the encryption/decryption unit 406 of the

recording device’s encryption processing unit 401 decrypt the
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A record reproduci ng player 300 is capable of accessing a plurality of
recording nedia, into each of which is stored content data. Content data
supplied by third party content providers such 183 as CD manufacturers, is
stored in the media in the data configuration shown in Fig. 4. And, when
content data is downl oaded through such nedia or comrunication nmeans, it
is stored in various recording nedia such as a nenory card in the content
data configuration in Figs. 26 and 27. Mre concretely, content data is
stored onto nedia and recording devices in different formats in accordance

with the format type of content data as. shown.in Figs, R 2324 lim any
case aop@enenkelyFecand sesedypd pritdy ity 5@&5&%“n#%8ﬁ§?%§n%i§ contai ned in

the usage policy in the header of content _data, aBahigoRhkS given on
t he canftentl amammwﬂlgﬁﬁéégbinEHBFhSrmP€80ragr%§?o§E§ ng pl ayer capabl e of

accessing the plurality of _content, data 1 Hd awdwrdingrhe
fi gur el v echeqivterds 9y K98 bt rp%'éonc%&sét%& g%aﬁrrrglece (1) when there

exist a plurality of start st andi ng- tseq ihersd emtssdlal s a step
to exetamiced Heiftiddon %f%@&%ﬂhedﬂorﬁé'taf%%% di ngl devi ce the record

reproduci ng pl ayer 300 can access. d BGE 655 ¢ €s Treg o tng
devi caserrey r‘%/f ChsEe 1%%\/‘?%%{;‘%%6%%{%% and hard disks, still

nore, ganme cartridges, etc. t t heorgduc 1106 ekayer e300 0111
and SI49212. whigh té?]&%lrﬁ%ht%‘?(gc%e)(gsﬁ%n?(g&gg%duct ed acgaI?ﬁnst each recording

devi e under, the contrsl, of 15 GeTETBhatni ¢ 301 shown 1n Fig. 2

Next, at the step 307 the contrpl unit 306 of the record
reproducing player’s encryption processing unit 302 lets the
encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 encrypt the only content key Kcon 2
out of the content key Kcon 1, Kcon 2, and (Kcon 3) decrypted at

the step $303, using the session key Kses shared in mutual

authentication.

The control unit 301 of the record reproducing player 300
retrieves the data including the content key Kcon 2 encrypted with
the session key Kses from the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300, which (the retrieved data) is transmitted to the recording
device 400 via the recording device controller 303 of the record
reproducing player 300.

Next, at the step $308, upon receiving the content key Kcon 2
transmitted from the record reproducing player 300, the recording
device 400 lets the encryption/decryption unit 406 of the

recording device’s encryption processing unit 401 decrypt the
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;gllggnggeth§62500$dure expl ained previously in Fig. 20 for exanple. Next
o e Step S0z startup standing by program are 164 det ected from content
( _ _ _ i ng device that pa

gg;?gzzlaﬁgggni More concretely this is executed as process?nzsfg extract
content ahose {Ee are a program contained in the usage policy of content
stariu sténd' E step S613 the startup priority order is judged on the
raCt_p S! i ng-by progranms extracted at the step S612. This 1is

p ically a process to select the highest priority order conpared with

the priority information contained in | JTeade
_ nt ai t he I it
the pl waltdnt dewtrarupR i e 53PS Totit é?\%pggasté;cpséeﬁﬁd]edng?\t he s'[ egf

S612. The sel ected programis driven

Le cted P 3L 1 $" t

oriorit Lt et o 3l henexstier FRbiyptled the sane
autdreteridatisen . t &g theLm §teart53p S an& g- by prograrrs,yplpriority

order is set to default between recordi Q@H' EXEEH av Toa
. 1 - — I ! - {
progr acatioertd ke Kewice i th ?rhcér?'ﬁ% %s"’ﬁ' pri%ﬁét?. Theil:‘lclg]gire 58‘t§int/es a

processing node, nanmely a processin I when G
pIural|iwdbvléﬁ%%t%bogg%%dﬁﬁﬁ-%ﬁérc%%?%%??g eggﬂ?dent?%?i?gmi?zsgefoiooz

plurality of recordin devj ce r ; : » .
contentt%?oﬁ?ﬁﬁ?dﬂﬁgeg?ybﬁeageg%%??gF%€§ ?ﬁag%gg?hgﬁa?;gg?g?g;ﬂgzs?gzgnd

o FearABh R aL L g “PBEDFECLprodlieiRbepIagaz bROatsropitoherform

communication unit 404.

Next, at the step 310 the control unit 306 of the record

reproducing player’s encryption processing unit 302 lets the

encryption/decryption unit 308 of the record reproducing player’s

encryption processing unit 302 encrypt the only content key Kcon 3

out of the content key Kcon 1, Kcon 2, and (Kcon 3) decrypted at

the step S$303, using the session key Kses shared in mutual

authentication.

The control unit 301 of the record reproducing player 300
retrieves the data including the content key Kcon 3 encrypted with
the session key Kses from the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300, which (the retrieved data) is transmitted to the recording
device 400 via the recording device controller 303 of the record
reproducing player‘300.

Next, at the step S311, upon receiving the content key Kcon 3
transmitted from the record reproducing player 300, the recording
device 400 lets the encryption/decryption unit 406 of the

recording device’s encryption processing unit 401 decrypt the
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(Cf. Fig. 20) on a recording device (i) installed on
reproducing player 300. The identifigrl lton areoaggeaggdr?ﬁorgrder to a
g{g;aggéi 52 thcez) ?ftLecording devi ces. 185 The authentication at the

ged a e step S622. If it is su i
the step S623 and retrieves a startup standing-byCSEEZI;L{flznfiﬁgeeds He
recording mediuminstalled onto the recording device (i). If unsuccessful
it proceeds to the step S627 and judgnent is nmade anew on the existence of
a recording device having retrievable content. If there is no retrievable

content, the processing termnates. 1f there I St r€G i i
W th scnsemenikey KopRodeBaS T G 1ehSeSEds "SEey KNTT PEREe the T aasrdi ng

device identifier i, repeating the _authenticati [
and omutTehasdeesing B CBPER SB35 s HepPSCRsS 18 Fart PBVE Erriup

st andi ng- by prograns from content data, st.qred i i i
. Thi songegntadiaxldap éoﬂcﬁjd%etfdlcgsypgcepq ﬁ:l%hsﬁﬂo&eéﬁiﬁq%?rﬁrﬁ@%:)gg 'Ely)pe

irerQr i et gﬁ]oerga)giepé%e{]idys?cgrgcefee&%ii&é’d Q.ﬂcr% the Ganan didmory) Uprest i s

ermne 1T 1t 1s of the programtype at

th i . :
pr ieofitquSe %q%é)’rrcfig{j%l eexgcgegrsg%%%ﬁtt% g;%%r@éjssiq{lf Wit 40 hitghestis

. acted prograns at the step S625
and th Mheugh tth " ’
e sel ected pré)%éﬁemrégorea(e}_p ]%h\?éieﬁ(%'%ﬁém S6E6. + htthe judged

;?géeﬁwjﬁtéi program type is extracted at the step S624, it
communication %@@74 Wd

At the next step $313 the record reproducing player’s
encryption processing unit 302 of the record reproducing player
300 formé the various data formats explained in Figs. 32 to 35,
which are transmitted to the recording device 400.

Finally the step S314 the recording device 400 lets the
external memory 402 store the received data with format formation
finished. This format data includes the content key Kcon 1, Kcon
2, and (Kcon 3) encrypted with the storage key Kstr.

By carrying out the foregoing processing, it is made possible
to store a content key to be stored in the recording device 400 as
the key encrypted with the triple DES method. The processing at
the steps S310 to 8312 is omitted if contents keys are the two

keys of the Kcon 1 and Kcon 2.

Thus, the recording device 400 is able to have keys processed
with the triple DES stored in the memory by repeating the same
mode of.processing, namely the processing steps 8305 and S306
plural times with the subject only changed. When a content key

Kcon is of the single DES method, the steps S305 and S306 are
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udorent |3 ade on phe et Ihere LS 8,repording devl o Wi such o
: . . ound, e processing termnates. |f i
GES?LS'?geﬁ?Y;Pe’ it proceeds to the step S628 and 186 renemstPﬁ;ergio?din
s621 and fol | ier i, repeating the authentication process of the steps J
oxampl 6 (3) 3nnng.hThe figure 59 is the processing flow of a processing
The step S651 ignatsfég ?EIZ;eg FluraLLty of startup standing by contents
. . ute aut hentication processi '
recordi ng device the record re i P ! hg on a
I _ _ ( produci ng player 300 ca
Qut B\e/ntll cation processing is performed o agc sgi ! %P access. redi
s DVBRidew ges.foDedyi Féen &RE Yh &3 esks&or ry élar gge‘ifbrngnggg ia such
cartridges, etc. Authentication processing i,s ’ e
r2ec]9r dorgluteniinge tlpved 6o R tdvR rﬂﬂoﬁss[ﬂ’qucaotnttﬁﬁ]%%ﬁe?ﬁ?}%al lr?]!iithemhs
, followi ng the procedure expl aine ' - shown in Fig.
Next , la icpEratyaft, [evi QUsly fHe Risbcedb fray exar e.
cont en]?mdda{f i ored in ?hci} ﬁ;nﬁ?n%qog:;fon Z%éé{%er ogr a(;jl% S © detlerg{ ed f romet he
aut herg i exat$i0 5 e S R B sattﬁ%eec%tl c‘gcfi on. CT(fn S is %%ct ier:]gleely conduc;“elcly

as a process to _extract conte t i it
» L) r [
usage betpreyiniFihe ?C)'ht%rh d ﬁé%&ﬁgx?,dgﬁnt%@s%@gg?ﬁ? nameI lgenfghe

ot her information of i
SeRS” i ot ol o g B by gue mmitens a9 B 61 oL

; X u=ol splray neans. Thou t he di spl i
shown in Fig. 2 g i spl ay neans is not
procegsiné égnlgesééyg&uéﬁg sychni-bat rdaéa est phe mscA¥sity arises.

Consequently it is possible to conduct processing of both the
triple DES method and single DES method without including the
triple DES processing method in the processing logic of the
recording device 400. As to an encryption method, it can be

recorded in the usage policy inside the header of content data,

and judgment can be made referring to it.

(14) Program Start-Up Processing Based on Start-Up Priority
order in Usage Policy in Content Data
As can be understood from the content data structure explained
previously in Fig. 4 to 6, a content type and startup priority
order information is included into the usage policy stored in the
header of content data to be used with the data processing system
of the present invention. When there exist a plurality of
accessible contentvdata recorded in a recording device 400, or a
variety of recording media such as DVDs, CDs, hard disks, and game
cartridges, the record reproducing player 300 comprised in the

data processing system of the present invention, determines the
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out put data (not shown in Fig.) is output on the display nmean. Information
to be offered to users, including the programnanme of each content data

is stored in the identification information of 187 the content data ’
Programinformation such as the name of a program of each of conteht dat a
al ready authenticated is output at the output means through the control
unit 301 under the control of the main CPU 06 shown in Fig. 2. At the next
step S654 the main CPULO6 receives program selection information selected
by a user by means of an input interface, controller, nouth, or keyboard,

etc., shown in Fig. 2 through the input interfac
. o i r 5
pr ogr ans &t A %%c%@%ﬁ?&Ft%F??%ﬁ%%ﬁeE?i%%gi%%ué é?aQﬁéég%E% %%%%?CtEd
Thus, with thetdata processi ng system of the present invention,
i nf or meiREPCWHC PR program startup priority is stored in the usage policy

in the header inside the content data n ; }
starts up APEeHram LT HGR PR hri)]éoc% ?ol??':(g&g% gvé#ﬁgégglﬁgdr)?%@%?zgfg%oo

information is disp]ayed o h di.spl '
PXSLPS_@g@fgeahieagho%§iat§zﬁtﬁaVﬁ%%8 O A
_ ing,in _saying ti : ;

si nce adréYﬁr?Eﬁlg?angéﬁggn§°%§05%§%§g#g%?gdﬁggg%F§3g??ﬁ?égFFbgrthélSO,

aut hentication processi ' op: &kl car di devi -
. $tyo
o1 ogr arFEUF At Ba. BHS 2SR SHar FE St anch hg-by B ogram — comblexi ty 15

:LiHLE?%%EP%Q%§§2r8;&%@88?g§?§§§2g?ggfgggﬁérha@ioﬁomhieaatbnm dita.
Explanation is given on the “Program Start-Up Processing Based on
Start-Up Priority in Usage Policy in Content Data”.

In describing the practical example of the data processing
system of the present invention hitherto, explanation has been
focused on the case where the record reproducing player 300
reproduces or executes content data from the only recording device
400. However, as shown in Fig. 2, a record reproducing player 300
.generally is structured such that in addition to a recording
device, a DVD, CD, or hard disk, and furthermore, a variety of
other recording media such as a memory card, game cartridge can be
connected through a read unit 304, or PIOlll and SI0112
respectively. To simplify the diagram the only read unit 304 is
described in Fig. 2, but different recording media such as a DVD,
c¢D, floppy disk, or hard disk can be installed in the record
reproducing player 300 in parallel.

A record reproducing player 300 is capable of accessing a

plurality of recording media, into each of which is stored content

data. Content data supplied by third party content providers such
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(15) Content Structure and Reproduction (Deconpression) Processing 188 Wth
the data processing systemof the present invention, as explained
hitherto, a record reproducing player 300 downl oads content from nedi um
500 or conmmuni cation means 600, or perforns reproduction processing with a
recordi ng device 400. The above explanation has been given focusing on the
downl oadi ng of content, or on the processing of encrypted data in
reproducti on processing. The control unit 301 of the record reproducing
player 300 in Fig. 3 controls the overall operations, ranging fromthe

downl oadi ng and reproduci ng processes, of,_cont d ogydgvices such as
DVDs 586, CRkanamiaf 2atWHar freahs %@@r%ﬁdl?eE%?d?%éiﬁegﬁggéé that offer content

data, to authentication processing, engcrypti %m&ék¥xdgggng3 A
reprodocthQUE@h%@ﬁtS%%W%ih%dFég'a4re ! 3hﬂ%hc processing includes

voi ce data, inmage data, etc., decrypted I ItnURdehs, t he eenktokedf
t he madowCboRdf mﬁhrﬁuﬁhgsuﬁhfWS@%%hgrcggﬁﬁgPiéﬁ??Bn301, Bhd is out put at

an AV output unit suitable for.audjo, data yagardata. the, cbaveuner, a
cont entnj gazhaprs 63F8r36ﬁ9r@§§é8 Sgghwgé,adggﬁgp i on processing is done on

the audio data by the MP3, decader ,of €AV Ooub pat ceRbteBODW tonfegt2. |f
contenﬂaﬁétﬁop§lgPﬁﬁgé°Ha98 ?6§%fe§§eghgy2@PEGQ, deconpr essi on processi ng

Gat a COAE) A SFREEONPERE ASAomay o 5¢ s ieg: Te compr fssed (coded) . so

that af%%h% %l?np%%%%§%a5%ea%ﬁkhe@h%of%r@@&tQ@beb@ﬁom©ntent data as
shown in Figs. 32 to 35. In any case a content type ahd startup
priority order information is contained in the usage policy in the
header of content data.

Explanation is given on the content startup processing of a
record reproducing player capable of accessing the plurality of
content data, following the flowchart.

The figure 57 is the processing flow of a processing example
(1) wheh there exist a plurality of startup standing-by contents.
The step S611 is a step to execute authentication processing on a
recording device the record reproducing player 300 can access.
Included into accessible recording devices are memory cards, DVD
devices, CD drives, and hard disks, still more, game cartridges,
etc. to be connected through, for example, PIO111 and SIO112.
Authentication processing is conducted against each recording
device under the control of the control unit 301 shown in Fig. 2,
following the procedure explained previously in Fig, 20 for

example.

Next, at the step 5612 startup standing-by program are
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bei ng output. However, th i i
. ver, ere are various kinds of conpression i

gp?e}gg gecgnpre53|on processing programs, so that ippconpressggog:le?g
deconpresgioncgpggggsp;ggtgfr’ it can not be reproduced unless a suitable

_ _ ing programis available. S [
d . Such bein
digglgggddﬁhgtp;?ce55|ng system of the present invention the s?rhgfufgsﬁé
e mose prograﬁ:?ﬁtoc?ﬂgrnged daza and its deconpression (expansion)
_ ( a content, or that stores linka
informati on between conpressed data and deconpression (expans?gn)

processing prograns as header information of i
is a coedsedi fgmneaitetendta %W?%Ija?e@‘e éﬁgﬁ% sﬂ?%a)fa%et i-r%gezlogﬂ]g °0

present structure, transferred fromthe overal i QGESS
. oo _ p! [
shown jacdi@ing.dévieeothpt r@ﬁ%%c?%‘g‘%?%/‘é?gﬁ%%' i g}&gfﬂﬁ?%al% ety o:‘ "

content from devices 500 such as DV i i
; . ( a
r ecor di §gedevited ﬂ@OPEQ@ﬁséénﬂEF%r?gﬁs?égbg?gﬁ?ﬁgnﬂgﬁ%gn%yﬁghggznak?ggé g;

contents include a variety of_ eith
oY ossegnem. unoaipreedeln chRf HeSdnaPe Ay sOT b n el O g |
, , g i mage

data, and program data. Wen o] i i
rocessi ngNext, o8t a,conient, [eceived; hsiepcoypbedisdgadypdi on
p ngNext, cehdbbeedt®Pt R }ﬁe t%oés u%dgrlthe gontrol of ?heggontrol

unit 301 and by ne i :

il 301 and by s o onc VBB bt b scapdcader s

the foregoing ch ! een all explained in
isgpra%ticggagr%'p@%%%%%t%g dahadS the highest priority order

compared with the priority information contained in the usage

policy in the header of the plurality of startup standing-by

content data selected at the step S612.
The selected program is driven up at the next step s6l4. If

the same priority order is set to plural startup standing-by

programs, priority order is set to default between recording

devices, executing a content program stored in a device with the

highest priority.

The figure 58 gives a processing mode, namely a processing

example (2) when there exist a plurality of startup standing-by

content, where identifiers are set to a plurality of recording

devices, and where authentication processing and content program

detection are performed in order on recording devices, each with

an identifier appended to.
The step S621 is a step to perform authentication processing

(cf. Fig. 20) on a recording device (i) installed onto the record

reproducing player 300. The identifiers 1 to n are appended in

order to a plurality (n pieces) of recording devices.
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transferred to a AV processing unit 109 under the control i
CPUL106, and after being stored in the menory 3090 of the Agflggeprggggsin
unit 109, its content structure is analyzed at a content anal yzing unit )
?ng. If a data deconpression programis stored in content for exanple

e programis stored in a program nenory unit 3093. If data such as ahdio
data and inmage data is contained, it is retained in a data menory unit
3092. A deconpression processing unit 3094 conducts the deconpression
processi ng of conpressed data retained in the data nenory unit 3902 with

the use of a deconpression processin i i
_ 3 ) progr c M2
pr ogr am neffiey ayben tRCRALOp Fﬁe%§§C%$ﬁPé%§%gl%gagg%%gdbﬁgpﬁﬁngQgggEEE%E?
3001 and nonitor 3002. Next,, explanatjon i Y SOIE, (X B e v
st ruct drfe idnd s prscessivg o Y a5 \r/l'eodsct}%r oug {she contr ol tﬁf‘et 301 of

the AV processing unit 109. Audio data ..s emld4H
ni t ) : I ; |l e
of contsdraytughd ersting &’%&F&gé%aétécfd Ormogerlrlaeme[)%but d[ r{egeg[}égéﬁ[}t @%szcraﬁlgaﬁir)e i's

applicable not only to audjo data, .but i as;

g?gg; Sftﬁg@c&ess&%@ed 5 H%Wt%%&&%glgo‘t Tfofr)llé/ o MP3 %{J]i' Sltﬁ(l)\qioﬂtohcgfec\,isar%oouéhe
A i Qur } l& of

st ruct WP SHsh a}‘?fymlﬂ‘bqgmebﬁ |ls§ana%exarrp e c%? %%h%ﬁ?%}g@nﬁgiﬁg rmgiotr:]t et

data 6102 Cﬁoé%rﬁez e‘gll%é’l“%\{%@ AN, A M3 Sleconpaessed { exparsiienno

pr ocesst g’ ne content. The i i
_ _ . y are stored into a medi um 500
or a recordin ﬂgve%g%éi;’g\,sa@h@r&&@@é@mg esrifisitebut af dhere exists a

communi T8t T B Feahs sumng that the content be encrypted
recording device with a content, it proceeds to the step S628 and
renews the recording device identifier i, repeating the
authentication processing steps S621 and on.

The processing at step S623 is a process to retrieve startup
standing-by programs from content data stored in the recording
device (i). This is practically conducted as a process to extract
content whose type is program, contained in the usage policy of
the content data.

Judgment is made on the content extracted to determine if it
is of the program type at the step 8624, and if programs are
extracted, one with the highest priority order is selected out of
the extracted programs at the step 5625, and the selected program
is executed at the step S5626.

When it is judged that no content of the program type is
extracted at the step S624, it proceeds to the step $627 and
judgment is made on whether there is a recording device with such
a program. If nothing is found, the processing terminates. If

there is a recording device, it proceeds to the step 5628 and
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as expl ained previously, the record reproducin | ayer

encryption processing unit 303 perforn?decrypt?og pyocegggngeagl ggethe

content, which is transferred to the AV processing unit 109 The cont ent

anal yzing unit 3091 of the AV processing unit 109 anal yzes the content

Lgffl¥sgn??ﬂerggrlev$s the audio data deconpression program (MP3 decoder)
nt en consisting of an audi o data dec i

(MP3 decoder) part and a conpressed audi o data part. $H2rgf§5?2nf{ggram

retained in the programnenory unit 3093, and the conpressed audio data in

the data nenory unit 3092. The content, an i i
_ at : _ . _ ] . alyzing unit. 3 an receive
i nf or nedriews siheh rmecahi neh e BiCe R &Tdnt r rJe’cel%Peeaaéalr{lcF%%loerC]t ent structure

information in addition to the caontent, or n ; [

cont et aaf dam AGEIDAT AN D P-4 Sk R BTy s,

length, and structure contained in the copf ent ¢ égggfﬁgqgggﬁ§1

:)(;ni ﬁgc&@ﬁiﬁﬁgﬁ%ﬁ n@“%rﬁﬁocﬁﬁl%gnfuct% ﬁ&rrropressi on procesesi ng
- d audio a retai ' {505 G

?EC?Lg[??;g?zﬁﬁéﬁigﬁ;%Xl%%t%éoégg%%+%%S$€ns%$%%@gn} ﬁ%% decd%é%?m$%§g?ﬁed

uni . i i
t he dﬁ@¢OSG%EaSQ%%oh%r%s§5ﬁpaEOt%%gg@tetg&tg%%€$8%ﬁ§§hnﬁr&@éés£@@ n The.

Speaker e fi
o O 2 oL, 1 ghLHARLLAT s Bigesh sy S bkt ot
3090 of the AV PIOSe3sbAgsDhy 109 e£?Brﬁééngheacggzgiéggﬁgééguégﬁ gegﬁry
nane obutheRfsfa ??ntﬂﬁoggﬁgené 1% Pusic data, is retrieved from 2 ©
media such as DVD devices, CD drives, and hard disks, memory cards,
and, game cartridges, etc. Authentication processing is conducted
against each recording device under the control of the control
unit 301 shown in Fig. 2, following the procedure explained
previously in Fig. 20 for example.

Next, at the step S652 a startup standing-by program is
detected from the content data stored in the memory inside the
recording device sucéessfully authenticated, which passed
authentication. This is practically conducted as a process to
extract content whose type is program, contained in the usage
policy of the content data.

Next, at the step 5653 the name and other information of a
startup standing-by program extracted at the step S652 is
indicated on the display means. Though the display means is not
shown in Fig. 2, it is structured such that data output as AV
output data (not shown in Fig.) 1s output on the display mean.

Information to be offered to users, including the program name of

each content data, is stored in the identification information of

187



information received separately fromthe content, or fromthe data in the
content, which is displayed on the nonitor 3020. User 192 selected data is
received at the step S672 fromvarious input neans such as swtches and
key boards through the input interface 110, then, reproduction processing
commands based on the user- input data is output at the AV processing unit
109 under the control of the CPULO6. Then, the extraction and expansion
processes are conducted at the AV processing unit at the step S673. The

Fig. 63 is an exanple of structure where either of conpressed audio data
or deconpressi on processing program.i

S ont ai ned i epk. gStill
nor e, Q@ﬂiQﬁmtbmtommmwhonPrpﬁﬁﬁ@aPPﬁ@rmﬁgﬁopsSESﬁtSgngggiﬁggﬁesgoﬁtent as

header information of each content .is contajned L dits Shoawp it ;at
63, wheircaremnteeteach ® fprasyvtan oS 2 cagTﬁeearﬁy aﬁlc}!eﬂrhrﬁ%icca}ﬁ on information

is contained in it, which indicates that i ; ENtudde @ tHOWH@Mm®sL of
headerﬁhﬁ(nunnutanﬁKﬂ.QQRPQQQch%rﬂPq)%ﬁﬁzunfgn%f f%e MP3- deconpr essed

programtype. On the other hand,. if audio data 6204 is contained as a
cont entthe heaicoriERHE06 | I rat? ot Bf The header 6203 incl udes the

information that the content i 3- CONPr as$e6l dad Geivds iSremsanbl e to
append t hi At h@éﬁié%e¥%f%i?‘?%t$%%ft%ﬁp% Iﬁ%ﬁe@t ransferred to the AV

processing unit 109 by sel ecti ly jofprpatheanseetean f omput
repr oduseleation okt H ﬂﬁi%pc%%?g?%gﬁ ?ﬂ %h% uség% policy (Cf. Fig. 5) in

the content data structure sh@ iN EiOxedpByranyeol. exanpie. inPragti éal |y

it is pbeEeBfecto %%Bgﬁﬁfiﬁﬁ'i éﬁ%#ficatiog val ues of .
through the input interface 110, and a user-selected program 18
executed according to the selection input at the step S655.

Thus, with the data processing system of the present invention,

information on the program startup priority is stored in the usage

policy in the header inside the content data, and a record
reproducing player 300 starts up a program according to this
priority order, or startup program information is displayed on the
display means based on the selection made by the user, which
obviates the need for the user to detect a program, resulting in
saving of time to start up and of the user’s labor. Also, since a
startup standing-by program starts up only after all
authentication processing is made on all recording devices, or
since a program is indicated as a startup standing-by progralm,
complexity is eliminated in conducting processing such as the

confirmation of authenticity after a program is selected.

(15) Content Structure and Reproduction (Decompression)

Processing
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t he usage policy data needed at the encr i i i

_ ( _ yption processing unit 302

;;pﬁC?Lr;egg?gu?tl?ﬂ proE§53|ng at the AV processing uni? 193 109 toagagﬂe

_ n e "'Usage Policy" shown in Fi 5 dt
head information the only information | ndi coi 6o those | demtifroat
that indicates these identifi i

val ues are needed at the AV processing unit 109. Upon receiving eagﬁatlon

content shown in Fig. 63, the content analyzing unit 3091 of the AV

EgﬁfeSfln? unit 109 lets the program nenory unit 3093 retain the program
ent if the content is a programfollow ng the header information, and

| ets the daga menory unit 3092 retain the da i f : i
data. ThenWithetbenBr&asPEAFAEEORTr 8¥SFER 8?0%§§g§ESEE%F;Egggﬁtgg?ﬁsggegs

the data fromthe data mepory unit. whi Iy [
W h { REPARSRHOBS &REFEPal RodCFH-ChESBEag S Tohry un ¢ 3055, Wen a

simlar programis already ored in L ogr I i
prograﬂpﬁﬁéﬁégérﬁ@o@@é&“@aﬁ%beoroﬁ?@?% 3c?hé%%ig%%g%ggmgﬁgagtFﬁg&%fgﬁhgf an

exanpl e of reprqduction pr.ocessihg of Vi i
) ) : ; ; t emhes
i g, 65 ePROAUA o8 5 CS6PS e HATa e e o o e ‘Tetor y 3080 of t he

AV processing . unit 10 for rn@ %m.- i

. Pre : el JiHOTIRtHRN FeN st itre ofarmdf

Sng;;;:a![eslptlﬁfélrag&r?ﬁ%’ta? zberﬁ?s!gc%g’t a,O S lréj'?ri eved from i nflor mat i on r:;g?ved
y from the headel 'J(;ff]'et‘iiﬁe SONAN in Wegrandiiomatmdeas i .

fggteiect:g ‘(ﬁﬂ? t hj ir&csegﬁsayegd nitor 3020. User-selected data is
e S8R 1SRG f ' of the record reproducing player 300 in
Fig. 3 controls the overall operations, ranging from the
downloading and reproducing processes of content data from devices
such as DVDs 500, communication means 600 and recording devices
that offer content data, to authentication processing, encrypting
and decrypting. |
A reproducible content obtained as a result of such processing
includes voice data, image data, etc., decrypted data is put under
the control of the main CPU shown in Fig. 2 from the control unit
301, and is output at an AV output unit suitable for audio data,
or image data. If, however, a content is audio data compressed by
MP3, decryption processing is done on the audio data by the MP3
decoder of the AV output unit shown in Fig 2. If content data is
image data compressed by MPEGZ, decompression processing is done
by the MPEG2 decoder of the AV processing unit. As described,
data contained in content data may, or may not be compressed
(coded), so that a suitable process is applied to a content before
being output.

However, there are various kinds of compression processing and
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various input neans such as switches and key boards thro [ |

|Rterface 110. 194 A data reproduction prog?an1(ex. NPS)U?Q ﬁgfrigcggtat

the step 8677, which neets the user selection. As to subjects of this

programretrieval, it is preferable to put limts on the maximum retrieval

iggpﬁn?SBSCoLgnaﬁg{gggplng pIayegOSOO can access, which may include each

. . , i on means 0, and recording devices 400, e

kc Fig. 60 for exanple. The only data portion of agcontent is héndég'tgh?ﬁg
processing unit 109, while a programcontent may be stored onto

anot her recording nmediuminside a record reprqdyci
_ i ng i _ . I 30.qaty @y be
suppl i etkdompmess sciamt: @O R SEAT R P RARTERTH i %JG{P&%% anciiaCDs.l g

Accordingly the retrieval scope is linmted tq
. . SC
r epr odudt ey gl dyera 300V FIQBEL et £21 é’boratocpuec?!'lp e?ngﬁo%ﬁ%r?lseﬁ‘souand as

aresult of retrieval, the reproduction pr.ocessi
> ! v ' : ! hasesh th
(l;fse[ hlermlcpmjai?]f)eg Ciefl_choef%ﬂfvﬁﬁrlo%t l?ﬂaceﬁf pﬁ‘%ecééus%l%h%s%m 09 ugader t helcgc].ont (raol
_ . T cessi ng .uni.t t j
deconpr essiFHfFpPe e -%aeﬁee’ct"é%}bl;\{hae f]f?%% st epSSsSl67 . %ﬁ%ﬁtrldmg:emd

practical, too, as anot her. ex I tEd r
5675, | antPEen SHOW EHeL Ol S A BT DR G S o B o e & S S h eved at the.

Compr ooeRPRGH B dAt R A GETB e O L v am ¢

Contalnggoé?agnfn€8n£ﬁgtdaé%ié&nggﬁg; SPnEEQE stores lgnE;ggrfg%ogiggigge
between compressed data and decompression (expansion) processing
programs as header information of content data.

The figure 60 is a concise diagram of elements and related
elements relating to the present structure, transferred from the
overall picture of data processing shown in Fig. 2. A record
reproducing player 300 is offered a variety of content from
devices 500 such as DVDs, CDs, or communication means 600, or
recording devices 400 such as memory cards storing content. These
kinds of contents include a variety of either encrypted or
unencrypted, or compressed or uncompressed such as audio data,
still images, moving image data, and program data.

When a content received is encrypted, decryption processing is
conducted with the methods under the control of the control unit
301 and by means of encryption processing by the record
reproducing player’s encryption processing unit 302, which have
been all explained in the foregoing chapters. Decrypted data is

transferred to a AV processing unit 109 under the control of the

main CPU106, and after being stored in the memory 3090 of the AV
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reproduction priority order informati i i i
( I tion is contained in the
?Zagggut?fornat!on_6301 of the content. This is an 195 exanplgog}egt szi
coﬁtent ;on priority order information as header information to tﬁg "
Based on Start-Up Prioriiy Grder in Usage Policy in Content Datar. th
determ nes a reproduction ord as AT AL TRt el sk S
er based on the reproduction priori 1

??tugg ggonﬁ the contents the AV processing unit 109 has rgcefcgéy $Lger

g shows a flow indicating an exanple of the reproduction -

processing of data having the content st i I
lnfOrnﬁkbééssmndaUBitolaérréﬁﬁo@gﬁgﬁ?ts§%gﬁ%gﬁgﬁl?ﬁeghg%3?5d3§ggébfO:hgaks

processing unit 109 is set to a retrj i oP8d:
retrievahtbhst anslyetingpundict B0Phe uéte%?é%£%2é?$%.é€§%§$§$ the:ﬁgﬁggi

inside the AV processing unit 109. A
_ he AV ) the_n : [
hi gh ptbeeidt ynocdatens géﬁe@ﬁé& PomPfePFE r%giggpF?g?%gSQ?ﬁghggg?ggﬁ

anal yzing unit 3091 of the AV processi j
_ _ _ n 1 '
pr oc es siemg riys ugditd 36Ped oﬁftaégéeﬁggﬁeagdgggigtQgﬁgagg?e%ﬁgggggﬁﬁggfs shown

in Fig. 67 is an exanple where one Gy Al
A _ _ xan co nt i3S t2 30®Phi nAt i on
eader domfterimedon tand FrEdFARHACa aB%EZ‘t, TS header i nf or mat i on 648; and

conpressed data 6404. Reproducti o'l i i
. RBigyr ! Y et i G
to t he desgr SE3PTOMYP Ss%ﬁﬁéﬂgghteﬁﬁi%gW%?gﬁiggnple. Tﬁ?ﬁiiﬁfﬁpggded

shows a flow indicatin
processing ol C 5¥E§2%H“H§%éﬁréﬁganed in the data memory unit
3902 with the use of a decompression processing program such as

MP3 retained in the program memory unit. Finally the decompressed

data is output at a speaker 3001 and monitor 3002.

Next, explanation is given on some examples of structure and
processing of data received through the éontrol unit 301 of the AV
processing unit 109. Audio data is exemplified here as a example
of content, and MP3 as a compressed program, but the present
structure is applicable not only to audio data but to image data
as well as a compression/decompression program not only to MP3 but
to other various programs processed with MPEG2 and 4.

The figure 61 is an example of content structure. Shown in Fig.
61 is an example of a structure merging music data 6102 compressed
with MP3 and a MP3 decompressed (expansion) processing program
6101 into one content. They are stored into a medium 500 or a

recording device 400 as one content, or distributed over

communication means 600. Assuming that the content be encrypted

as explained previously, the record reproducing player 300 lets

the encryption processing unit 303 perform decryption processing
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reproduction processing of data having the content structure i i
_ _ ein Fig. 67.
Data, nanely data information on data to be reproduced, 196 stored ?n t he

menory 3090 of the AV processing unit 109 is set to a retrieval |

_ _ _ i st at
the step S691. The retrieval list is set up with the use of a partial area
of the nmenory inside the AV processing unit 109. At the next step S692
data having a high priority order is selected fromthe retrieval |ist at

the content analyzing unit 3091 of the AV i i
_ : processing unit 109. A data
reproduction program (ex. MP3) is retrieved at the step S693, which neets

| ; : ; I
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q ! . StE] ;
econpre Séogr{lr{rp%sg%{%fnupgﬁogﬁ%‘ég(m%é% B) GonduCct & athd heorstap: S695, with

t he use as a result of retrieving sel ected data.

Should a pro ram not be, dat _ i o
£ £ 3 el @5 Bod&iphds Hfor G5 FdEMAMY(MES Ystoddr )t h
step S6 ?S$% %ﬁ%meed%lto the step SGé%%ﬁgﬁé agrﬁg é%ythg(Jgta hgiiﬁgttﬁe

| denti cal_pr ogram & whl chy 1 apa adusd i &ba Pt PO Rg dgrarequs metaiined in

del et ed %% a contained in the retriev i
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if arepro
data memory unit 3092. The content analyzing unit 3901 can
receive information such as the name of the content received and
content structure information in addition to the content, or can
perform an analysis on the content based on the data indicating
the name, identification data, length, and structure contained in
the content. Next, the compression/decompression processing unit
3094 conducts decompression processing on the MP3-compressed audio
data retained in the data memory unit 3092 according to the audio
data decompression program (MP3 decoder) retained in the program
memory unit 3093. Then, the AV processing unit 109 outputs the
audio data decompressed at the speaker 3001.

The figure 62 shows the flow of an example of reproduction
processing of data having the content structure in Fig. 61. At
the step S671 the data name stored in the memory 3090 of the AV
processing unit 109, for example, information such as the name of
a music if the content is music data, is retrieved from

information received separately from the content, or from the data

in the content, which is displayed on the monitor 3020. User-
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retrieval process is conducted on that data anew. Furthernore, it is
judged if the retrieval list is vacant at the step 697, and i% 197 no, it
returns to the step S692, where data of the next high priority order is
~extracted, and programretrieval processing is carried out. Thus
according to the present structure, when a content processéd mﬁth
conpression is structured along with a deconpression (expansion) program
or that a content is produced of conpressed data only, or that a content
is the only program processed with deconpression, each content contains

header information indicating what kind_of it i
it shoubdlbetpfioda&sedS Z6CER ?daa%rngSggﬁgcgﬁp?e?ggg ggkagpgcgggﬁgé Bgré)

conducts deconpressi on reproducti,o r ; .
O eages: ohrheshoehaEhShock e V. BB oRO elSepE! entkenace

deconpressi on_processi ng program based. d [ [
conpreséé@:déh&?rb§§QH°gHCFﬁ nr8§8FFSgﬁggwﬁpgﬁagggoggfggg?%HQPSBPSSEEE?gn

processing is perforned, which Vi Rt ti
retri evaPPPltofess A§ 8Ptp8$c8§pF§SSﬁgaﬁgpggggggﬁgykggt§®§y%ﬁ§§?§FQ?egﬂﬁting

in reduction Qf _users' [B rdens, and {f.etkiechepione d hABi
. " . - d )
Still nﬁP@Froﬁfoﬁhziﬁegﬁéerg s??ucfutgg %%F%hgg%?gdgggigﬁpB??é??tyag?der

ot o PGPSR Plinteld o P Eac@epting smidar o RS

reproduction, | ri“itgh.e A0qye B acikAle S RcteNR aﬂliirieigl’eﬂr‘)tﬂlﬁ(?:[)l@g ginven on
compressed audio data or decompression processing program is
contained in one content. Still more, content information
indicating what is contained in the content as header information
of each content is contained in it.

As shown in Fig. 63, when a content is a program 6202, content

identification information is contained in it, which indicates
that the contént is a program as header information 6201 and that
the program is of the MP3-decompressed program type. On the other
hand, if audio data 6204 is contained as a content, the content
information of the header 6203 includes the information that the
content is MP3-compressed data. It is possible to append this
header information to a content transferred to the AV processing
‘unit 109 by selecting the only information needed for reproduction
from the data contained in the usage policy (Cf. Fig. 5) in the |
content data structure shown in Fig. 4 by way of example.
Practically it is possible to append the identification values of
the usage policy data needed at the encryption processing unit 302

at the time of reproduction processing at the AV processing unit
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structure cgn?eﬁ? Egvﬁﬁglgcgble to a content containing conpressed inmage
g a deconpression processin rogram  f
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gizﬁpfgataexgﬁgtlon in a record reproducing player 300 of a ngtgﬂtsuggra
, g program is interrupted and resunmed later, it is poésible

with the data processing s m i
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th \ vent | W
e stij® tof edch raterecipiedl dafgelh ntkf ap[‘ise%%? c11?énl£;EL Vi%{ab gﬂdﬁf‘ﬁ%{ (i ’g\%e

and resune it later when the i
o _gane is, resumed e i . )
The saued ded eextetradhiay %@&@lc%%?%r%ﬁ‘tjc%rhv%h i%%%’? Ir%%%%{éyﬁﬁrgreﬁoﬂaﬁgi ﬁg e

pl ayers such as gane nmachi nes, and, perso
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gane cartridge, or hard disk built into o
; [ r connected ext
_ recordprepe@dungn@nbta§%?-for exanpl e. However, they a?eeagﬁlkyoaﬁdgd W th

security measures for save data i f
_ or . t i
conmon sp@@@ﬁlE%F?bﬁéngo?aEQaﬁ%ngﬁﬁﬁa§§Q#hgﬁcF?gﬁgg?gL222 agﬁzﬁazegaggth

may occurs that say ret ained i - _
T e ok o LS 1S, PR BIRY, bEgBeBpshyvotecaos Lepaduet o afer

consi derations i
memory ung% 3053 retain the program content if the content is a

program following the header information, and lets the data memory
unit 3092 retain the data content if the content is data. Then
the compression/decompression processing unit 3094 retrieves the
data from the data memory unit, which is output, being
decompressed with the MP3 program retained in the program memory
unit 3093. When a similar program is already stored in the
program memory unit 3093, this program storage process can be
omitted.

The figure 63 shows the flow of an example of reproduction
processing of data having the content structure in Fig. 64. At
the step $675 the data name stored in the memory 3090 of the AV
processing unit 109, for example, information such as the name of
a music if the content is music data, is retrieved from
information received separately from the header inside the content,
or from the data in the content, which is displayed on the monitor
3020. User-selected data is received at the step 35676 from

various input means such as switches and key boards through the

input interface 110.
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the security of save data up to n i
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( ) Py SNt B ¢ & Sorof e ek imoum
nmedi a mMPQﬁﬁml%ﬁﬁ%%?Xé; (if l%wp%%er connuﬁ??%tion nmeans 600 to a record

reproduci ng player 300. The g & i ; '
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expl ai ey | Down! oadi ng Processing from Record
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processing unit 109, while a progdgram content may be stored onto
another recording medium inside a record reproducing player 300,
or may be supplied from a content provider through media such as"
DVDs and CDs. Accordingly the retrieval scope is limited to a
scope the record reproducing player 300 can accesé. When a
reproduction program is found as a result of retrieval, the
reproduction processing command based on the user-input data is
output at the AV processing unit 109 under the control of the CPU
106. The AV processing unit 109 conducts the extracting and
decompressing of the user-selected data at the step S679. It can
be practical, too, as another example, to retrieve a prodgram
pefore the step S675, and to show the only data from which a
program 1is retrieved at the step S675.

The Fig. 65 is an example of structure where both the
compressed audio data 6303 and decompression processing program
6302 are contained in one content. Still more, content

reproduction priority order information is contained in the

content as header information 6301 of the content. This is an
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content progr i i i i

save dat : ZEB C”‘d;] tdnlgom?eddyhf “Vari ous Tecording | devi es. 400A,

e or omect i oxternally o fhe fecora “reprodue g plar: 3 somert

dota 13 storec o any” of Ui corel ng e CEE 4008 an0p an S00c

recording device 400.’As explaipéd before, the ?ecgrdlpéora hcing p

et S L L e e it RS
a sign [ [
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reproduction processing of data having the content structure in
Fig. 65. Data, or data information on data to be reproduced,
stored in the memory 3090 of the AV processing unit 109 is set to
a retrieval list at the step S681. The retrieval list is set up
with the use of a partial area of the memory inside the AV
processing unit 109. At the next step S682 data having a high
priority order is selected from the retrieval list at the content
analyzing unit 3091 of the AV processing unit 109, and
reproduction processing is conducted on the selected data at the
step S683.
Next, shown in Fig. 67 is an exémple where one content
contains a combination of header information and program data 6402,
or header information 6403 and compressed data 6404. Reproduction
priority order information is appended to the header 6403 only of
data content in this example.
The figure 68 shows a flow indicating an example of the

reproduction processing of data having the content structure in

Fig. 67. Data, namely data information on data to be reproduced,
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t hr ougPHoEE St dd % 1862 mﬁgn%aﬁ egégqub?e progrgn?is alcgn?entgigttggta

process of executjon  thro 3, eadHnide 304 1SushH ias tO\AD eCladrAd
. : . . c] . . a h
retri ewdd arddmt i9YG i"oh %eﬁ‘f%ro%r n’BC.jEI on ItitJhnErl'%;augh trﬁle relcf)lrlﬁﬂr?g dg{/i ce mor

control |l er. 303 when ,a e a%ﬂéaév | St ; ;
. ) SHBdSirdy aoitermostored in th
recoerﬁf%ﬂﬁﬁQﬁagﬂﬁfr%ﬁ%%\t e record reproducing player 300 is exeguting

a content progr.amw . t i.dentdsf i | 1 . X

r

R | e‘%rtoadu%%‘;n%% aylgcﬁﬂ(grﬁﬂ”&%%ﬂhagf td:f | erp3al riendset storesti 4t e AW o
$693, which meets selected data. As to subjects of this program

retrieval, similarly to the processing in the flow in Fig. 64 it
is preferable to put 1imits on the maximum retrieval scope a

record reproducing player 300 can access, which may include each

medium 500, communication means 600, and recording devices 400,
etc. shown in Fig. 60 by way of example.

When a program to reproduce is detected (“Yes” at the step
5694) as a result of retrieving, decompression/ reproduction
processing is conducted at the step S695, with the use of a
program obtained as a result of retrieving selected data.

should a program not be detected as a result of retrieving
(“Yes” at the step 5694), it proceeds to the step $696, and part
of the data having the identical program, for which reproduction
processing is required, is deleted from other data contained in
the retrieval list set up at the step $691. This is done because
it is apparent that no program will be detected if a reproduction

retrieval process is conducted on that data anew. Furthermore, it

is judged if the retrieval list is vacant at the step 697, and 1if
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?ﬁgeZZ{glsegsfggggngagegia, tge %ﬂentification i nformation 202 contained in
\ e used. e next step S702 is a st
process, dependi ng upon whether use r icti i o range
U \ estriction is put on a
programuse restriction is a use restricti BRI
program use restriction is iction to set restriction on save
_ e save data can be used individ
particul ar program Accordingly, when i ot o Ty Y s e
. di ngly, n it can be used individual
5ﬁ2ﬁ'ﬁglsr Prpgran1oply, it is defined as "program use restrict?onioraﬁd
estriction is put on a programto use save data, it is defined as

"no programuse restriction". This settin b
: ’ e e
or a Gt et mEnufrectiy dihe MR et6%%, Wie LA ang%..; %enﬁgﬁl lgfgteg'rga

in the content program Use restriction set i i
. o at Up i
dovi Capr B0y GO | P E DD 4 R U PEP T DA el 6 of 't he

data managenent file is shown i i
_ she in Fig. 71. The data nanagene [ [
createchmsiedtebf e containing the itenms of a data nunbe?, cg;tghle e

identifier, record reproducin i Lfi
ifier, , ( player id afkle
restricti othuFheacemt@iid TQehit§ (P S?gétéigéééﬁ§??icat#gﬁg%§?g§%$ a

content programbeing a sub i
ol ayerprodesset e thacomeraeRen i ar St eog aHat e hotn ki g, 69, of a
, €.0., : , of a

record reproduci ng player_storin a .
ioe v eserbupraRst anoserpensvae BRefell e aath T e T e

ostri of SRMPEeRaPSoReERCOILY o7 Fa Cort Gongading. o o TpensRen
processed with decompression, each content contains header
information indicating what kind of compressed data it is, or how
it should be processed, sO that a processing unit (ex. AV
processing unit) conducts decompression reproduction processing
using a decompression processing program appended to compressed
data, or retrieve a decompression processing program based on the
header information of the compressed data, based on the result of
which decompression reproduction processing 1is performed, which
obviates the need for the selection and retrieval processing of
decompression programs of data by users, resulting in reduction of
users’s burdens and in efficient reproduction of data. Still more,
if the header is structured with reproduction priority order
information contained in 1it, it is feasible to set reproduction
priority automatically, making it unnecessary for users to set up
priority on reproduction.

In the above practical example, explanation has been given on

a compressed audio data content and MP3 as being a decompression

processing program for audio compressed data, however, the present
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program The setting of a programuse restriction nmay be done as 203
desired by a user using content prograns, or a content manufacturer my
set it, of which information can be stored in the content program

Expl anati on on the flow continues, returning to the figure 70. Wen the
programuse restriction is set to "Yes" the step S702, it proceeds to the
step S703, where content's individual key is created, for exanple, by
retrieving a content key Kcon expl ai ned before, which nay be defined as a
save data encryption key Ksav. O, a save data encryption key Ksav is
created based on the content's indjvidual key. On the other. hand, when the
Dr ogr am SIERUGTHEES | @Al AL F2 RetaRR1oqRLe 5t0 HeC R b S0P B bceeds to
the step S707, where a system shared ke tored in_the roduci ng
pl ayer 3o@mpresged Haglt %i%f?’n%t"t‘lr%Ork%%//mf(s}é%"%?%r%dd?%&?@gélgsn (glgnal

menory 307 of the record reproducin | ayer, 300, | i dy; whi gh may
be defirR%P%%S%H%%V%r%%Eﬁneﬁg¥yﬁﬁm%ﬁgﬁg?gKg% ?‘C??éimégééﬁgégaél%%c§yption
key Ksav is created based on the systemsignature key. O, another
encrypt i dht&eySdi fferent from other keys can be used as a save data

encryption key Ksav. Next, at the step S704 an encryption process is
performed on the save data with the save data encryption key Ksav sel ected

o oot oy T S R, PheSiOd i, SEGEHA e peckesstamys
DES algorithﬂég?géjogﬁg RELPEGuct Pon CBPIPESs ing
In such a case that execution in a record reproducing player
300 of a content, for example, a game program, 1s interrupted and
resumed later, it is possible with the data processing system of
the present invention to save or store the state of an interrupted
game into a recording device and to retrieve and resume it later
when the game is resumed after a given period of time.
The save data retaining structure of conventional record
reproducing players such as game machines and personal computers
are capable of storing save data onto memory media such as a
memory card, floppy disk, game cartridge, or hard disk built into
or conhected externally to a record reproducing player for example.
However, they are not provided with security measures for save
data. Game appiication progréms are saved with common
specifications for example.
Under the circumstances, such a case may occurs that save data
retained in a certain record reproducing player is used with other

game programs or rewritten, with almost no considerations paid to

the security of save data up to now.
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;hseigygiggtgee{ggezfe?hmﬁtP eng;yption at the step S704 is 204 stored into
. e step 05. If there are a luralit i
derlces that can store the save data as shown in FigP 69, a ﬁsgj {gc?gdlng
Eﬁr?ﬁt any of the recording devices 400A - C as a save data storage pl ace
F th:rn}[)re, at the step S706 programuse restriction information set up -
at the ssfgpSégge |fe¥W|tpen ;ntg_the data managenent file expl ained before
_ , erring to Fig. 71, that is to say, "Yes" or "No"

witten as regards the programuse restriction. The storage processing B?

t he save data term nates here. "Yes" or. "Progr s "t i
sel ect ed at ThhedstappE?d2SSTRE s¥9EeHals 558c§£§géﬂﬁf%h@§ﬁg?§%$?§ﬁbaftﬁ t he

save data encryption key_Ksav created_based_.o HS i A
. . A e t ept i
key at ChefsgépatSIPOB,ené‘éllrlﬁHt the SEEPY P é(dg’v% ?ﬁ‘rvlaa g%(r%ta eﬁtB S?olgl? ghrﬁ\tﬁggﬁlng

no content's individual key infornmatio i e :sa
. p i a i
t he onl FogorEamPlsr o§hEmSH: @lﬁ&tﬁhg%sgngag%ﬁggﬁgr%gyl%iﬁﬁggggiﬁgﬁébhgmeig;

since the save data encryption ke sav re.d
2 . g . . t . e
record resOFGIEINGeYIE ar 'eglcrlyﬁ)g’l%ll E&%’qu % o?#af?irg%,tl%glv?s?g)tﬂaéa Ss?gtrkggt h;arch a

det achabl e recordin devi ce such a
( _ ] enpLy ; cakfogal batbepr eduoedi
di f f er edRr ti&EIAF RGO e ngc?geégt%g? ?? istgsgd with ;bg :

correspondi ng content .proqr Yﬂ%ﬁ " NG AR PRrtaaAm
restri ctO@¥LCqss %ré’&tgedpg}a %%e ste|ol S700r2,, therygévﬂre data pr ocgg;reedcovath

g;g[gﬁiion mj1£g§ﬂggﬂiﬂX5:pabﬁeeQ%rXBE%%”m%QhoK%aVibaiedpossﬁbée to have
the use of save data limited to partiqular equipment and programs,
thereby insuring the security of the save data. Explanation is
given hereunder on the “Creation of Save Data and Storing It in
Recording Device, and Reproduction Processing” with respect to the
data processing system of the present invention.

The figure 69 is a block diagram describing a save data

storage process in the data processing system of the present
invention. A content is offered from media 500 such as a DVD, CD,
or over communication means 600 to a record reproducing player 300.
The content offered is encrypted with a content key Kcon, a key
particular to the content as explained before. The record
reproducing player 300 obtains a content key following the
processes explained in the chapter “(7) Downloading Processing
from Record Reproducing player to Recording Device” (Cf. Fig. 22),
and decrypts the encrypted content, which is stored in a recording
device 400. Here, explanation is given on a series of processes
where; the record reproducing player 300 decrypts and reproduces a

content program retrieved from media or over communication means;
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the step S707 can be reproduced even wit'h a program having a 205 different
content identifier, or a different record reproducing player. The figure
72 is a flowhart showing the process of reproducing save data stored by
means of the save data storage processing in Fig. 70. The step S711 is a
process where a record reproducing player 300 retrieves a content
identifier, e.g., a gane ID. This is the simlar process to the save data
storage process at the step S701 explained before in Fig. 70, where data
contained in the identification information inside the cprtent ?a;a hs
retrieved. Next, at t step S$712 the data managenent file expl aine _
usi ng F?é? ?f?eiéaiétngﬁé& pr&ﬁlétpéﬁgrﬁpﬁﬁ @&V ©& FewACHSCrERewAinign Fi g.
69. The jretriev ont identifier and use program restriction,
infornaPFgécggtﬁggﬁéoﬁﬁgépoﬁﬁﬁnépy%aﬁgc ?Faét@G%QFY CR&dst 887 isk anghe
rogra estricti . 1.0 the data nmanagenent file is set to
Mo PIRE g okt b, BB D 16004 0% RE Ao TR AR R T un iy pe” e seep=dra
a content . .s~kndivid y, f e, jthe, cantent key Kcon expl aine
before,P%g§9gpgﬁé9eg§%¥§%ftﬁeeégﬁéggPlgngaplﬁﬁﬁgﬂ P§t8e¥|58805§1 Jsave

based on T BeCcas entiac EBPrPAnSPYRAST Rolr BRkE bAG=aTYor T Bhor PER 8071 o

Pﬁsed on the ?ontent S {. ] X isprocs;sgng a o gecry o key
et eRP U st Y ceC R PR R RET A0, SaBEBLMRE LR PR LR
card, hard disk, which is installed into a process recording

device 400.

As explained before, the record reproducing player 300
comprises a record reproducing player identifier IDdev, system-
shared system signature key Ksys, record reproducing player
signature key Kdev being a signature key particular to each record
reproducing player, and still more a master key to create a
variety of individual keys. As explained in detail in the chapter
“(12) Structure of encryption processing key creation base the
master key”, the master key is a key toycreate a distribution key
Kdis, authentication key Kake, or other keys. A master key is
defined here as MKx representing all the master keys the record
reproducing player 300 possesses, not limiting their types. Shown
in the lower part of Fig. 69 is an encryption key Ksav for save
data. The save data encryption key Ksave is an encryption key
used in encryption processing when storing save data in various
recording devices 400A ~ C, and decryption processing when
reproducing data from a variety of recording devices 400A ~ C.

Explanation is given on examples of storage and reproduction
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is applied to the data encrypted based on a certain '

i ndividual key so that it is can be decrypted with acgggsggt?oﬁ06key
created based on the sane content's individual key. On the other hand, when
the data management file is set to "No" in respect to the progran1usé
restriction at the step S712, a systemshared key, e.g., a system
signature key Ksys, stored in the record reproducing pléyer 300 is
retrieved fromthe internal nenory 307 of the record reproducing player
300 at the step S717, which (the system signature key Ksys) may be defined

as a save data decryption key Ksay, or save a 4lec t4 i
: sav is
cr eat e 1RRRSE B0 (e SR PG gl %“r%é‘%/at n%fiérﬂglgt%(gnfaﬂ]lv%@?/%{' anot her

encryption key different from ot her. keys.sav, j i
of the recdire rieFwRicihg HI1a O%ba%%nf%g ggosfe %ﬁviggﬂggﬁﬁ&%pﬁ&

key Ksav. Next, at the step S decryption Ssi i .
save dathe weFPTherds e%¥c$ﬂe1%§%e~ algi%gc?gggggnéL2§H%§%€0§Sg§%ﬁ?z%@%%the

created at the step S714 or =017 fﬂ}j Agdacrnyptad idsS
’ S 7 AV & ads
reprodu%%ﬁ of %&%ﬁ%@eﬁh%§e?heg ecor F%producfﬁg pf;yer gg%iat the step

10 PESnPRERGUCY! PR PLOSSPS! AgpPbasayRy (Bt ayLE, nauAT AN sbetdi s device

descri bed" ogram use restriction applied" is set up in the

dat a mapage nt file 48.sa i : )
F&Fe.  q8rSaye datR geepyehhOBekgdyi 6fCctrat edcobdse t
content -8 ¥ 8F9|aua§ %ey, and mﬁen "P?ogran1ﬁse yrestriction not gpgriegg

i's set ; a agaxd I B i f
oy Vvaﬁv%ﬁggnégggrgnguggrgﬁglgalK@ylhstypéeatedxbasadlmy mosysedntyhar ed

putting no limits on the type.

‘The step S701 is a process where the record reproducing player
300 retrieves a content identifier, e.g., a game ID. This is data
contained in identification information in the content data shown
in Figs. 4, 26, 27, 32 to 35 explained before and where the main
CPU106 receives the storage processing demand of the save data Via
the input interface 110 shown in Fig. 2, and commands the control
unit 301 to read the content identifier.

The control unit 301 retrieves identification information
contained in the header inside the content data through the read
unit 304 when an executable program is a content in the process of
execution through a read unit 304 such as a DVD or CD-ROM, or
retrieves identification information through the recording device
controller 303 when an executable program is a content stored in
the recording device 400. When the record reproducing player 300
is executing a content program with the content identifier already
stored in the RAM of the record reproducing player or other

accessible recording media, the identification information
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restriction applied”, it is inpossible to obtai i

, tain a decryption k
ggﬁ;yp:hzfggydghgbrpleththe content identifier of a co%?ent ineyuggYigothe

ane, i ng e security of save data to be increased

;hgures 73 and 74 are a save data storage processing flowchart (ﬁi;he73)
datasgxgrygtﬁogeﬁggducél03 processing flowhart (Fig. 74) to create-a save

. an ecryption key using a content id ifi
Expl anati on on the steps S721 to S722 i i i tred  here

_ _ ep:s : in Fig. 73, is omtted h

processing there is simlar to that at the steps S701 to 5702 ?LeFchagge

As regards th i i ;

e ek e SR B LS ™ S O
i e e T AN IR e
lp([)) )s s :c gﬁtrlmoei gﬂnﬁiﬁel'a‘? R b‘éSTs 2?%? Eﬂ’a‘f SRty g@?g norzg?/ t I{’lﬁ%‘%ﬁﬁ 'sta RtrleIDiEégp(ﬂl\c/fgxn, aBnc (;J nstee nt
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menory of the record yeprogduci | n ;
the cofe®éhe ﬁ%Y%g ??,E?$Eaggg %gﬁgbggg%aégﬁc%? @fg@uigﬂgglgﬁigsgrggrghatron1

encryption, key Ksav an &her i i . .
separ aPaFGL predr A&f&é’ﬂ{dﬂﬂ k@Ven di f fesrebe afsed hisxd kejduahled
308. y Fﬁi?ﬂe the gnferna menory 307 of the record reproducing player

for a particular program only, it is defined as “program use
restriction”, and when no restriction is put on a program to use
save data, it is defined as “no program usSe restriction”. This
setting may be done by a user freely, or a content manufacturer
may set it, of which information can be stored in the content

- program. Use restriction set up is stored in a recording device
400A ~ C shown in Fig. 69 as the data management.

An example of the data management file is shown in Fig. 71.

The data management file is created as a table containing the
items of a data number, content identifier, record reproducing
player identifier, and program use restriction. The content
identifier is the identification data of a content program being a
subject to store save data. The record reproducing player
identifier is the identifier, e.g., [IDdev] shown in Fig. 69, of a
record reproducing player storing the save data. As explained
above, the use restriction is set to “Yes” when save data to save
is usable individually for that particular program only, and to
“No” when no restriction is put on the use of the corresponding

program. The setting of a program use restriction may be done as
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On the other hand, when the "Programuse restriction" is set 208 to "No" at
the step S722, a systemshared key, e.g., a system signature key Ksys
stored in the record reproducing player 300 is retrieved fromthe internal
menory 307 of the record reproducing player 300 at the step 727, which may
be defined as the save data encryption key Ksav, or the save data '
encryption key Ksav is created based on the system signature key. O, it

al so can be practical to use as a save data encryption key Ksav anot her
encryption key different of other keys saved separately inside the

internal nenory 307 of the record reproducing player, Jhe processes at
the steapsiBeéd4band oseravsisonicrat Pﬁ8§§a%§f ?%easgggges704 and on in

the processing flowin the previaous. ,Fig.. 70, .t hat. _expl-aRalr@a iih the
oni t t echaherfectBmerhaayoset tie Pifgﬁﬁ’rhé 2% ogm%(r%&zoglstsciang o ow descri bi ng

the reproduction and execution of save data stored in a recording device
i n t he comrendad ostiré@fage processing flowin Fig. 73, where the steps S731

to S733 are the sanme as t carnresp i RS tdutrnifP tof Thenfliyuree Kt.ep
S734 only EXPFOEFL1OR Otrhgef‘%et g{p}oﬁf%%gel@gloen%{’ent i "dent ig?i er, nanely a

content ID, is retrieved fraom t gnt : as' whi ¢ hhvfddre wantserdp 19)02,s it
def i nedihe the LRRYRHR élsedercﬁ'%?cé{ﬁi%ﬂr}q(neslaémaev, or the save data decryption

key Ksav is created based e Gt ENdord fantx Processidigaaligoy iihm
orient étFOCtQ?C%%et%rﬂ}%/pﬂ%Q&e@&cr eat |%n Opr ocnessi ng is applied to this

Aol | STt cith SR d DAy thIa P Oy apatiam e iprithm 1o
before, which may be defined as a save data encryption key Ksav.
Or, a save data encryption key Ksav is created based on the
content’s individual key.
on the other hand, when the program use restriction is set to
“No” at the step $702, it proceeds to the step S707, where a
system-shared key stored in the record reproducing player 300,
e.g., a system signature key Kses stored in the internal memory
307 of the record reproducing player 300, is retrieved, which may
pe defined as a save data encryption key Ksav. Or, a save data
n key Ksav is created based on the system signature key.

encryptio

Or, another encryption key different from other keys can be used
as a save data encryption key Ksav.

Next, at the step S704 an encryption process is performed on
the save data with the save data encryption key Ksav selected or
created at the step S703 or 3707. This encryption processing is
conducted by the encryption processing unit 302 in Fig. 2,
following the DES algorithm mentioned before, for example.

The save data processed with encryption at the step S704 is
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content identifier so that it can be decr i i
_ ypted with a decryption
g;gated based on the same pontent identifier. Explanation gg t he gggpzey
5, S736, and S737 is omtted since it is the sane as on the

corresponding steps in Fig. 72 Accordin
( _ ig. 72. g to the save data stor
rep;oducylon_proce55|ng_ln Figs. 73 and 74, when the programusgge and
g:ir;bf}gﬁnkgi Z?é up MAEhd sprﬁctﬁre where a save data encryption key and
created with the use of a content ID, the save d
_ X at
not be wused, except when the corresponding content programis natchedaagan

in with save data storage and reproductjo ro S| i
_ at \ ( Wi the t fathe
previ oustyredninbaed EORPEALNG ﬂﬁHFG?dﬁélgkgyfggﬁe?zgg' éﬂ%ﬁ??ﬁ§§325§ Uat a

to be kept with a high Ievel of security., The fi
save daphustdiigeopr 6€695HHRY éﬁHﬁFﬁﬁi§¥a$5fa2n§g§552t§§t§Q?S;§833§?Fgﬁ

processing flow (Fig. 77) based.,gon _whic crypti t
for savehdanainaFéder €8ted WPEH ésr580F8EF§grgﬁchggtgﬁg§g§§gmgﬁg?3F§3§%S

key. The step S741 in Fi 75 is,a_st i_m g

_ ) p.si_m.l ar i
70, so dAR exf anar O A i

0 set up _use r.estricti ]>YoXe]s I
o the Fa06r BTPEBFBINEE SR Ty b led P Ratr o on ™ TP Te et o TYoe" when

save data created an st%e% i_n I i trded
_ , . Heth " earned s i foar
with théSominy HHeR 1058 (RSul éareap a?égfé and it ?‘g sé{l@tlgﬂ%? V\henbfstave dat a

ma i .
Toh oo A ST LB TR e e
written as regards the program use restriction.

The storage processing of the save data terminates here. “Yes”
or “Program use restricted” is selected at the step s702. The
save data processed with encryption with the save data encryption
key Ksav created based on the content’s individual key at the step
§703, can not be decrypted with a content program having no
content’s individual key information, making the 'save data usable
for the only content program having the same content key
information. However, since the save data encryption key Ksav
here is not created based on a record reproducing player’s
individual information, save data stored in a detachable recording
device such as a memory card can be reproduced by a different
record reproducing player, provided that it‘is used with a
corresponding content program.

When “No”, namely “Program use not restricted”, is selected at
the step S702, the save data processed with encryption with the

save data encryption key Ksav pased on the system-shared key at

the step S707vcan be reproduced even with a program having a

205



it proceeds to the step S743, and when "No", to the step S747. 210 An
exanpl e of the data managenent file is showm in Fig. 76. The data
managenent file is created as a table containing the itens of a data
nunber, content identifier, record reproducing player identifier, and
record reproducing player restriction. The content identifier is the
identification data of a content program being a subject to store save
data. The record reproducing player identifier is the identifier, e.qg.,

[1 Ddev] shown in Fig. 69, of a record reproducing player storing the save

data. Use restriction is set to "Yes" when .54 1 ﬁyggmbi be
used ol §fendrtt cdrsterparidenitaiigecd™ ?e%%%%%a‘}éﬁtga% a%/%t% f(;g}ﬂ y thatm%:reat ed

and stored the save data in it, and to "No" to enable any record
reprodeicayay pl ayer to use the save data. The setting of the use

restriction on record_ reprodugjn | ayers. DRY, QP dSsslesfred by a user
usi ng cont®m Hrogrant: BT & g%ﬁg@ﬁ?gﬁﬁ%d?act%Pg?gnay set it, of which

informati on can be stored_in fhe nt e ogkram,cAsat @ fheasaverdata
storageepx@@@@sm%gs$V%mﬂ?FaF?é?rﬁé?b%h@%aﬂéFgcordere%roducing pl ayer

restricted" is set at,the @tep S742, a record reproducing player's
indivinngﬁeﬁéyPge?@.Flﬁ'rg ord reproducing player signature key Kdev, is

retrieved fromthe _Lnterna 30¥cPt a8 reeerd reproducing player 300
at the steﬁhe7ﬂ§?paﬁzTﬁhésrétg?ggéésrecgrd reproduci ng pl ayer signature key

Kdev may be defined as t ve jdatarener YL igon kegalealp.orThhe isavkedata
encryp?%@nrﬁé§lR¥§§ PSC8B§§§gd§ggsed on_fhe record reproducing play%Bl
SIgnat%E%iE%% g%%%ésgrtoa@ﬂ%h%%v%n@%XBIBQar&q¢ process at the step S

explained before in Fig. 70, where data contained in the

identification information inside the content data is retrieved.

Next, at the step §712 the data management file explained

i ' i ~ C shown
using Fig. 71, is retrieved from a recording device 400A

in Fig. 69. The retrieved content identifier and use program

restriction information set up correspondingly are extracted at

the step S711. If the program use restriction set up in the data

\ i 714, and
management file is set to “Yes”, it proceeds to the step S ’

if “No” to S717.
At the step S714 a content’s individual key, for example, the

content key Kcon explained before, is retrieved from the content

data, which is defined as a save data decryption key Ksav, or a
14

14
save data decryption key Ksav is created based on the content’s

individual key. A processing algorithm oriented to the encryption
key creation processing is applied to this decryption key creation

processing as well. That is, a decryption key creation algorithm

is applied to the data encrypted based on a certain content’s
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different from other keys saved [ [

’ _ separately in the interna

gLCFSSt{gﬁoLgyrﬁggedug;n?hplayﬁr 300 can be used as the savgen8;¥a21l 507

. pti ¢ _ ) e ot her hand, when record reproduci
gezt;hfg!on is set to "No" at the step S742, a systenfsharehngeglageg a
rgtrievehgpfgﬁ:fhzeynrzyﬁaftOrEd |n3the record reproducing player’ 360-’is
. menory 307 of the record reproduci :

ggodg;_thg step S747, which (the retrieved systen1signafure kgggKg;gyeLa

ined as the save data encryption key Ksav, or the save data g

encryption key Ksav is created based on the M. sl
n . _ _ ed t irgnat i
anot hemdawddyptli &ey WQyt&aﬁféFeﬁF19%ﬂﬁaﬁ|#%gﬁ2§;§ savé%lgégg$§§§¥§£§i,the

internal nenmory 307 of :
R e Rl A L LT e AR s

anat1on on the processing at the

steps S744 and S745 is_ onjtted here b u jt.d iS|Te
cor r espond@mdheprddessitaidn %cégagcﬁang %gvén%rﬁ?ﬁfeﬂprev?ossu?gd;? 70. A

content identifier and record re i Y EF i Slerdd fires an i g72Y
N\ 1 . f
r ecor d*"N&prict g SRE D a%%rtqlﬁéb%oqolfl%ﬁ%a{?%% " Yest/iNo" rgsﬂetJli uioStby ;BTJser Zt

the step S742, are itten i n the QoL '
" . G "B kdv l1es .stFoed 73
t he sty TEs qﬂlﬁq\%‘?%r%,gthe f“:i“g%{re 77 1s the pro}}(’:esski(% Sflojigllve, Za??:o?f:li ng

A b L e ol Ao

executed. THe;EONEENEnl d:‘?é‘!:é{&efeﬁ?o&@éihgvleﬂa;gf gc?b at the péi—’é’;f c8d, 9"
which (the system signature key Ksys) may be defined as a save
data decryption key Ksav, or save data decryption key Ksav is
created based on the systen signature key. Another alternative is,
another encryption key different from other keys saved in the
internal memory 307 of the record reproducing player 300 can be
used as a save data encryption key Ksav.

Next, at the step 5715 decryption processing 1s conducted on
the save data with the use of the save data decryption key Ksav
selected or created at the step S714 or S717, and the decrypted
save data is reproduced or exécuted by the record reproducing
player 300 at the step S71le6. |

The reproduction processing of save data is now finished. AsS
described above, when “Program use restriction applied” is set up
in the data management file, a save data decryption key is created
based on the content’s individual key, and when “Program use
restriction not applied” is set up, a save data decryption key is
created based on a system-shared key. With the “Program use

restriction applied”, it is impossible to obtain a decryption key
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the step S751 as in the corresponding process in the previous F

Next, the record reproducing player identifier (IDdev? stored :géigéztzg.
menory of the record reproducing player 300 is retrieved at the step S752
At the step S753 information on each of the content identifier record
reproducing player identifier, record reproducing player use }estriction
information "Yes/No"(already chosen), is retrieved fromthe data
managenment file (Cf. Fig. 76). Wien the record reproducing player use
restriction information is set to "Yes" at the entry where the content

identifier in the data managenent file shoul ' AR [ :

;Zg:ggﬂﬁpngeﬁrﬁpérSﬁﬂgnéﬁFfePgiﬁsstﬁbetgﬁp e gtﬁéeéﬁﬁ?éké'??5$:?ﬁ§t?§§8?§
cing player identifi tri )

< br ouge" 160 T SRS, NSREZoRY ERE-ILE SPEs BREA e SSFt ngoin (he dat a

managenent file is in the node of "Record reproducin [ "
_ . _ g player restricted",
it procé@§§e@§e@he step S755, and if "No", to the step S¥58. At the step

S755 a record duci I s indivi .
S Sl BRue! 08 LAY 3 Mgkl ot ohale pRcceBento

IS retrieve fromthe internal

T apr oA PR or gy Seey ARy B o e A LI Save.

nat may be defined as the save data

deot YO0 KRR 41 AN St o eyt e frmont sy sk based
algoritrHQé%%ﬂf?%%mﬁgJ“hsing a content identifier. - P 9

Explanation on the steps 3721 to 8722 in Fig. 73, is omitted
here because processing there is similar to that at the steps S701
to 8702 in Fig. 70.

As regards the save data storage processing flow in Fig. 73,
when “Program use restriction applied” is set up at the step S722,
the content identifier, namely the content ID retrieved from the
content data at the step S723 is defined as the save data
encryption key Ksav, or the save data encryption key Ksav 1is
created based on the content ID. It is possible to obtain a save
data encryption key Ksav with DES (MKx, content ID) for example,
by letting the encryption processing unit 307 df a record
reproducing pléyer 300 apply a master key MKX stored in the
internal memory of the record reproducing player 300 to a content
ID retrieved from the content data. Or, it also can be practical
to use as a save data encryption key Ksav another encryption key
different of other keys saved separately inside the internal
memory 307 of the record reproducing player 300.

on the other hand, when the “Program use restriction” is set
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to the encryption key creation processing i i hi

( _ gis applied to this 21 i
Eey creation processing, and a decryption key cPeation algoritﬁn?ecryptlon
recrygta_ble‘vmth aldeprypt!on key created based on the same record
aeg;?tgfhn?eggfée; S |3d|y|dua: key, is applied to data encrypted based on

_ _reproduci ng player's individual key. O, anothe
ﬁgﬁgyetggg gfytﬂ;fferené fron1oéher keys saved sepa?atel& in therinternal

_ recor reproduci ng player 300 can be used

data encryption key Ksav. On the other hand, at the step S75§Sathe >ave

system shared key stored inside a record reprad
syst emtsi YNat’'uné théySK§PSSV§2rePrP@?gﬁmfﬁhﬁgfﬁe%% ?gFE ?yﬁén§?8t§§%gb% ?he

record reproducin I 300, . whi i
be.dof sagaRSZEnSSYabe HabsoRet Vit FOf K6y Keay Lbr e Cava data o

decryption key Ksav is_created based on. .t i
_ _ re S Si A
anothemeémaﬁyﬁﬁl6ﬁome$hG|ﬂP@FEﬁ@ifP@WP5¥h§§7ké§i%g%be Qﬁggkgfg?gﬁyﬁ%ﬁﬂhe

internal nenory 307 of the recqrd reprodyci
ggeiﬁafﬁéﬂﬁfzjfgﬁffgﬁﬁgﬂt_ .:%ﬁg 3&56%1 %ngx%Ei S$%§§§%%Q?%EQ§2ﬁ§Q§?§ES
t : i oned , save data ireprpduetsis QF 9SS
Accor diengnye tlied &8e K2tV Hor% e,s"’lrvgeprogcal uac'l%lr on prﬂol?glsg{irér?{g f Iv;\g/ivssc: gwi:i gs.

75 and 77, ; " ! \
15 20 en LR SR e e pocys ettt
pl ayer's individyal ke e record reproducing

by a rmqj:lrcéa&r gftﬁchSné/g,apﬁsoa thate thata Savsysiatcn oady esadecaryptlezk and used

ayer
encryption key diffeg;nt of other keys saved separately inside the
internal memory 307 of the record reproducing player 300.

The processes at the steps 724 and on, are similar to those
at the steps $704 and on in the processing flow in the previous
Fig. 70, so that explanation is omitted here.

Furthermore, the figure 74 is a processing flow describing the
reproduction and execution of save data stored in a recording
device in the save data storage processing flow in Fig. 73, where
the steps 8731 to S733 are the same as the corresponding steps in
Fig. 72, with the step 3734 only excepted. At the step S734 a
content identifier, namely a content ID, is retrieved from content
data, which (the content ID) is defined as the save data
decryption key Ksav, Or the save data decryption key Ksav is
created based on the content ID. A processing algorithm oriented
to the encryption key creation processing is applied to this
decryption key creation processing. A decryption key creation
algorithm is applied to the data encrypted based on a certain

content identifier so that it can be decrypted with a decryption

209



havi ng exactly the sane record reproducin | ayer's individual k

that is, by the very record reproducing p?aSeryonly. Next , shomneyh E%gs

78 and 79 are the processing flows for the creation, storage and '
reproduction of encryption and decryption keys of save data with use of
record reproducing player identifiers. In Fig. 78 save data is encrypted
with a record reproducing player identifier, which is stored in a
recording device. The steps S761 to S763 are the sane processes as in Fig.
75. A save data encryption key Ksav is created with the record reproducing
pl ayer identifier (IDdev) retrieved fromthe re qégiffgroducing pl ayer at

'ltgge\s/t ?ﬁigﬁrzﬁmy\i toa‘z)ré?‘ét_ﬂ‘?/pfi%‘ﬁ %%?t?%‘%vl Pt ed based on the
- ot al n_tne € ygﬁ'pn-%§¥mﬁ§§y by RES
(MKx, | Ddev)EXRLanali0hPRi tHierS e S?%i’v 63’ rras(ger ie * S ored |
the internal menory of the record reproduci . 30 y da
ggs;éptggﬁ k%ytT%a_.mTﬁ??.%ﬂoY rc%ﬁﬁgﬁ%?#%%ﬂge§£%¥$;%&eﬁ%&?rzasofﬁgs Eg;g
par at e n e interna 0 f i i
payer b ESt%eﬁh%ﬁS?ﬁ% TR R EER i i e T e
o] re,t S ' [
et ot B9G: 75 5ad Thar nEradaptofrafichbEPPORELITLROAIESBOEE oo BeL

processing _flow {o odu r C d i i
fevi oo by CERGEpFborhEEE F Ry S B B e g B T e T e ame. as

the Corrgggggghnﬁigﬁofﬁésﬁée of a content ID, the save data can not be
used, except when the corresponding content program is matched as
in with save data storage and reproduction processing with the use
of the previously mentioned content’s individual key, thereby
enabling save data to be kept with a high level of security.

The figures 75 and 77 are the save data storage processing
flow (Fig. 75) and save data reproduction processing flow (Fig.
77) based on which encryption and decryption keys for save data
are created with a record reproducing player’s individual key.

The step S741 in Fig. 75 is a step similar to the step S701 in
Fig. 70, so that explanation is omitted. The step S742 is a step
to determine whether or not to set up use restriction on record
reproducing players. As to the record reproduction player use
restriction, it is set to “Yes” when save data created and stored
in a record reproducing player can be used with the only that
particular player, and it is set to “No” when save data may be
used with other record reproducing players as well. When “Record
reproducing player restriction applied” is set at the step s742,

it proceeds to the step 8743, and when “No”, to the step S747.
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in Fig. 77. 215 An save data decryption key Ksav is cr i

reproducing identifier (IDdev) retrieved fyonlthe reco?gte?eg1gguzrﬁgrecord
player at the step S775. A save data decryption key Ksav is created based
on the IDdev in such a way as to obtain the save data decryption key Ksav
by DES (MKx, IDdev), by applying either the IDdev or a master key MX
stored in the internal nenory of the record reproducing player 300 as the
save data decryption key Ksav. Wth the processing al gorithm corresponding
to the encryption key creation processing applied to this decryption key

creation processing, and applied to the encrypted dat . i
oot T ehratt s dfert i ANT bR 1 g el dF gy FELaln

al gorithm which can be decoded w '
e S S W M T e
ok ant i i oS B ML R
Cor respphaveg SAEBSL FHEE heamh ebPOUs Fr B TRt Rt of bR BT RS e E
anﬁi38?;%3%%&"%&%5@%%5%5"5%‘fﬁﬁ%éi‘ st E R e e e R SR o ot ng
Bop! [ edbeLS 8oStRAECF: ¥ sS0orBaba) Ccdh he umsd oy o3 coard Toproducing
player havipg.lhe ?2”?hé698éﬁtifﬁé99uglag,pk@m&évhdgﬁbWﬁieh,Figto6g?|2% a
record reproducing player storing the save data. Use restriction
is set to “Yes” when save data is intended to be used only with
that particular record reproducing player only that created and
stored the save data in it, and to “No” to enable any record
reproducing player to use the save data. The setting of the use
restriction on record reproducing players may be done as desired
by a user using content programs, O a content manufacturer may
set it, of which information can be stored in the content program.
As to the save data storage processing flow in Fig. 75, when
“Record reproducing player restricted” is set at the step 5742, a
record reproducingvplayer’s individual key, e.g., a record
reproducing player signature key Kdev, is retrieved from the
internal memory 307 of a record reproducing player 300 at the step
743, and the retrieved record reproducing player signature key
Kdev may be defined as the save data encryption key Ksav, or the
save data encryption key Ksav is created based on the record

reproducing player signature key Kdev. Or, another encryption key

different from other keys saved separately in the internal memory
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nanely, the sanme record reproduci ng player only. 216 Explanation is given
on the save data storage and reproduction processing, together with which
the foregoing programuse restriction and record reproduci ng player use
restriction are executed, referring to Fig. 80 to 82. The figure 80 is a
save data storage processing flow A content identifier is retrieved from
the content data at the step S781, and programuse restriction is judged
at the step S782, and record reproducing player restriction at the step
S783. In the case of "Programuse limted" as well as "Record reproducing

player limted", a save data encryption key_Ksav is, C edsbagedsaiebot h
t he' copbgnbs thadirerdudl rREYOoELINRCBARYEAD Y eSSdeFegggguang plgyer's

i ndi vidual key (Kdev) at the step S785. This can be acconplished with, for
i nst ana@etaKeaceypkiéon XeR KBEV)y, or Ksav=DES (MKx, Kcon XOR Kdev) by

applying a master key MKx stored in the i rnal.: nyvefr trietreeeidn
r epr oduci ngnplthgeptheg. hapd, WREDH&FCEA rgpkggﬁﬁfégﬁg?ffg%ent from ot her

keys saved separately in. the internal Lfrdd&digCc@.@ . r,epr oduci hg
pl ayer i%O(SettartObé‘NQse@fa§htenét§é’v§73%t’ar£§n rsﬁ\/{:gtl on Ifey Ksav. In the case of

"Programuse linited" and "Record.repr ci A MNPkdduditredplayer
contentSﬁﬁ%di&HMurI?e)}‘e(ye%%%o@n O%Pescpqglefﬁ%ed as the save data encryption

Ko b T Vst el VB A ) Bt e

"Progrigﬁﬁﬁﬁﬂﬁggéiéﬁé§¥¥ §H615€%¥chgtep s747, which (the retrieved
system signature key Ksys) may be defined as the save data
encryption key Ksav, oOr the save data encryption key Ksav is
created based on the system signature key. Or, another encryption
key different from other keys saved separately in the internal
memory 307 of the record reproducing player 300 can be used as the
save data encryption key Ksav.

Explanation on the processing at the steps §744 and S745 is
omitted here because it is the same as on the corresponding
processing in the processing flow in the previous Fig. 70.

A content identifier and record reproducing player identifier,
and the record reproducing player usage'information “Yes/No” set
up by a user at the step S742, are written in the data management
file (Cf. Fig. 76) at the step S746.

Furthermore, the figure 77 is the processing flow, according
to which the save data stored in the recording device in the
process of the save data storage processing flow in the Fig. 75,
is reproduced or executed. The content identifier is retrieved at

the step S751 as in the corresponding process in the previous Fig.
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reproducing player limted", the record reproducin | ayer's 217 indivi

key (Kdev) may be defined as the save datapencrypt?og Key Ksav, gpd;x;dual
save data encryption key Ksav may be created based on the record
reproducing player's individual key (Kdev) at the step S787. O, another
encryption key different fromother keys saved separately in the internal
menory 307 of the record reproducing player 300 can be used as the save
data encryption key Ksav. Furthernore, in the case of "Program use NOT
limted" and "Record reproducing player NOT limted", a systemshard key,

e.g., a systemsi t '

e ng rypt4on yN&éSF / stlfi\%n aﬁr@lrg‘fnr?blf R dzjétrggy% br?ceflr%ge]tcﬁl giﬁcfi%né%;i I{%} grv S%%t asctroel:aetd(la d
based on the systemsignature key Ksys at t ; @not h
encryp%g%?dﬁﬁyhﬁi$$%9% t°%r%ﬁ?o¥%€?r e§§p§%€§8f5§gggggggl§5phl$he iﬁ[ernal
menory .of the record rep cing player 300 can be used as the save
data ereFyhbeYen REytﬁgaﬁﬁeEhé?gg'step S789 save data is encrypted with the

save data nENCLYPLLOD KPS ISRYGFRERLEH Oh aR¥nObr! PReSLEREeTES boniBBicr,

ored irn a recording device. Further, at

the step S790 the restricti L.nf b
e PR SF shRAERLob L S0 ak 6L 9Dy sebolBradtobbeasteny Sageand,
struct yred as. shevaohni kkdrmitiofndyebpRbudas-thayi tRgBeal , aidaratpisber,

contepPsfdﬁﬁFFFi record reproducing player identifier, program use

restrigtion andjrecord, LEREAHUEI NG RLaYEFiHESYE) Gl iWwien the record
reproducing player use restriction information is set to “Yes” at
the entry where the content identifier in the data management file
should be identified, if a record reproducing player identifier at
the table entry differs from the record reproducing player
identifier retrieved at the step 5752, the processing is brought
to an end.

Next, at the step S754, when the setting in the data
management file is in the mode of “Record reproducing player
restricted”, it proceeds to the step 8755, and if “No”, to the
step S758.

At the step S755 a record reproducing player’s individual key,
e.g., a record reproducing player signature key Kdev, is retrieved
from the internal memory 307 of the record reproducing player 300,
which (the record reproducing player signature key Kdev) may be
defined as the save data decryption key Ksav, or the save data
decryption key Ksav is created based on the record reproducing

player signature key Kdev. The processing algorithm corresponding

to the encryption key creation processing is applied to this
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The Fig. 82 shows processing flow to reproduce or execute save 218 data
stored in a recording device by the processing of Fig. 80. The content
identifier and record reproducing player identifier of an executable
programare retrieved at the step S791, and a content identifier, record
reproduci ng player identifier, program use restriction, and record
reproduci ng player restriction information fromthe data managenent file
shown ' in Fig. 81 at the step S792. In this case, if the content identifier
is not identified with the programuse restriction set to "Yes", or if

the record reproducing player identifier is npt_ identifd. j rgeor d
r epr odwEanynH igye rkeye sihgadtiogh RGN DN FE & 6 e(%te%&leoq}t #eé%rco%:ihg:sli ng

term nates. Next, decryption key creation prqocessi ' th A d ramnhof
the fowldgardddmfdqqiyriadye 3’7]9%“ t% yapctgloorrﬁﬁ%eé} ?%%%eescsebcor ded data in
t he data managenent file at, the steps, S793;. .57 795y dpbiied case of
" Pr ogreﬁﬁﬂ%efﬁcé%ﬁqfiﬁwd‘%%l%lﬂf%‘% ec%?%l‘%cgléar%%%ﬁng pl a%/%r

restricted",. a save ta decrypti e j i DR SETh ot h the
cont entd&ta rﬁﬂ‘?ﬁ%‘g%fs?ixoa/@o%&%# lﬂ?%%%#% ?é:e%}%g%lﬁ%rﬁjgl pl a%égr' s

i ndi vi dual , key (Kdev) at. the_s S7 Lorf AN QY1 feGat ifdrkeyther
differehﬁd¥Y%ﬁh?i< T ke§§75éﬁéﬁﬁﬁgéﬁggﬁ?@§§x¥ﬂ tﬁg fhternal menory 307 of

the record reproducin e c DEn AP BfleRST heopaye €let arensrgpti on
key Ksa%?yﬁrﬁé%?l %Egé?%§gfgw%%§gﬁsu€£trestricted"yand "Record reproducing

pl ayer NOT restricted’. _1h 0, - Sukodi ¥ dupé keye (€xtaKepayyphiagnbkey
definedr%%r?ﬁ%cé%éégg%¥%£dgggy%%ﬁggek%y Ksav, or the save

Ksav.

on the other hand, at the step S758 a system—-shared key stored
inside a record reproducing player 300, e.g., a system signature
key Ksys is retrieved from the internal memory 307 of the record
reproducing player 300, which (the system signature key Ksys) may
be defined as the save data decryption key Ksav, or the save data
decryption key Ksav is created based on the system signature key.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can Be used as the save data encryption key. The steps
3756 and 8757 are the same steps as in the previously mentioned
save data reproduction processing flow.

According to the save data storage, reproduction processing
flows in Figs. 75 and 77, save data for which “Record reproducing
player restricted” is selected, is already encrypted or decrypted
with the record reproducing player’s individual key, so that that
save data can be decrypted and used by a record reproducing player

having exactly the same record reproducing player’s individual key,
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data decryption key Ksav nmay be created based on the content's 219

i ndi vidual key (ex. Kcon) at the step S797. O, another encryption key
different fromother keys saved separately in the internal nenory 307 of
the record reproduci ng player 300 can be wused as the save data encryption
key Ksav. In the case of "Programuse NOT linmted" and "Record reproducing
player limted", the record reproducing player's individual key (Kdev) may
be defined as the save data decryption key Ksav, or the save data
decryption key Ksav is created based on the record reproducing player's

i ndi vi dual key Kdev% at the step _S798. éﬁ,.anot er _encryption key
dlfferenthﬁtohﬁotHEr R8y§e§§vélco§@p§?af8 Yeth9t R aVﬁFePﬂé?'nenDry 307 of

t he d d | i
ey [<§§3r Lﬁ@{;ﬁ;%&'%n Eﬂafhgsrcagé T Booa P e e PReR e BB, B Bag oL O
cor r epr oduci, n I ted”
ig:beng&F?ﬁ:FE?éZkggt §§rﬁﬁ§ Bgdhgkpﬁggugsl? Zgggégggggt58§e8§9gtioﬁ key
a_decr
ot om SASAEYRFcoRaleRey ST, ¥RV OB &Y wiThY udRYobe rafLER, $EoDBAAE AT blAyer

different from.oother keys saved separately in the internal nmenor
‘ y 307 of
the record® Pg F&Sﬁélng pl ayer 300 can be used as the save data encryption

key Ksav. Wih Ehe PhRCESSENEaRhIot! LAR pkbasReRdl Adrbeokherepebuntiag

key creation sing applired to these ecryption key creation

processes, and appli6diLe the;e Cﬁﬁp%%@rgﬂt%nb%S%@c@@dhﬂ% SRRB ceGONtRBL ' S

|nd|V|du§F &ey an% recorg repr oduci ng pl ayer's
steps 8761 to S763 are the same processes as in Fig. 75. A save
data encryption key Ksav is created with the record reproducing
player identifier (IDdev) retrieved from the record reproducing
player at the step S764. A save data encryption key Ksav is
created based on the IDdev in such a way as to obtain the save
data encryption key Ksav by DES (MKx, IDdev) by applying either
the IDdev or a master key MKx stored in the internal memory of the
record reproducing player 300 as the save data encryption key Ksav.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav.

The following steps S765 to S768 are the same as the
COrresponding processes in the previous Fig. 75, so that
explanation is omitted here.

The figure 79 a processing flow to reproduce or execute save
data stored in the recording device by the processes in Fig. 78.

The steps S771 to S774 are the same as the corresponding processes

in Fig. 77.
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i ndi vi dual key is a decryption key creation al gorithm whi
- - I
Qegpdgd with a decryption key created based ongthat very ggnfgztpg 220
i ndi vidual key and record reproducing player's individual key. Decryption
gggfeSE!ng is executed at the step S800, with the use of the save égta
decrggtggnsgsg g;s:t?g ?;pﬁgé ofdthe above steps S796 to S799, and the
. uced or executed by the record repro i

P:ga:r ﬁOO. According to the save data storage and reproductionpprggggggn

shown in Figs. 80 and 82, encryption and decryption processing is )

execu;ed on save data with the content' i ndj vi i "
restricted"Aappivediatr %%?Y%’fl%n]f%%tﬁs%i%t%ghggﬁge#ﬁglgﬁmn%m%oﬁf%@? e

i ndi vi dual key can be decrypte r_,use i i
processregroduekéﬁutégnﬁ}?hera?Fégﬁyb F%E?g gg?nggg gg%&o?ggﬁ????g:ygalggve

data with "Record reproducin | ayer i : i ®r mat
» _ 0 riciedy@npltL£dy SO j
(save daeayodééhnﬁepééﬁirb?tagpgc8¥8prég?%GUC|ng.% ayé%ghéiidé tﬁi sgﬁét

record reproducing player identifie
. y €3S '
bl ayer BARY. TACEEPAFRG: YadgE PRstPret AR can B her ath both (he content

and record reproducin l.aye t by, eas i '
Gata. SROWA AP QEcTgBTAl B3Yarorns croat | et ructure of & save data

encryption_key and g cryptiqn : LoE T
A T B QN pKEY 4SikRg AKRORLOREdS ini nttiev iidual nké
record ﬁéﬁpﬁﬁuégﬁg %gyér s i i |vﬁgﬁalgkey. Fbmeveﬁ, anorﬁeragtruzfﬁﬁgrgén

be enpl oyed._to _execut i : :
decryptpgn%P§y§eS§§ d?g%@?d%ﬁﬁ%b’%ﬂay%& SAE adatdeemavypidada Ideys vartd on
key Ksav. With the processing algorithm corresponding to the

encryption key creation processing applied to this decryption key
creation processing, and applied to the encrypted data based on a
certain record reproducing player identifier is a decryption key
creation algorithm which can pe decoded with a decryption key
created based on that very record reproducing player identifier.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav.

The following steps S776 to g778 are the same as the
corresponding steps in the previous Fig. 76.

According to the save data storage and reproduction processing
flows shown in Figs. 78 and 73, encryption and decryption

processing 1is executed with a record reproducing player identifier

on save data with “Record reproducing player restricted” applied
to, so that it (save data) can be used by a record reproducing
player having the same record reproducing player identifier,

namely, the same record reproducing player only.
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content identifier instead of a content's indivi

reproducing player identifier instead of a recorguaLegsgaug?ggapﬁgieiggord
i ndi vidual key. Next, explanation is given on the creation of an encryption
key and decryption key for save data based on a password input by a user
referring to Figs. 83 to 85. The figure 83 is a processing flowto create’
an encryption key for save data based on a password input by a user, and
to save it in a recording device. The step S821 is a process to retrieve a
content identifier fromcontent data. The step S822 is a step to determ ne

whether programuse restriction is_set b PBOGIEFEHH
file set upEXml@m@FbQ%sh%tg%Y?%c?%rEh?ssg€%1%%?agggéﬁgggsﬁgéyge 84 for
eéanp!e: As shown in Flg. 84,,9 t inﬁl ggsf dabanpupbss ﬁOﬁggnt

i denti fpepcesetddd FE%? BBt Wy €I§§éF ig nt i Feg, aﬁd, ?uf?hernnre
program use restrlctlgn i nfor.mation ag& p 9 8rugsk. rE8eriuseb aéé

pr ogr anr@5Er i €51 PRCEPENI ERPEENAEPHRS |sn§npl¥¥n$to Seform ne  whether to

restrict users who use progra Wh eqsUse restriction”
. n " "
at the skepu&gde tR efﬁgnﬁrg8g§%9hggplg§/P%'Fig. 83, a user Lngaéréoiszg

be entered _at the step.5823 1S | t < e ¢
. . | off t
such as th@hﬁe%ngFa gRoﬁﬁ ?nlgpé.ag?HTﬁgéggggmg?gcggsggginl?gpgdﬁgﬁ?nZt

the encryption BLOCESSHAE ;UNkhi302v4RIEEokheneoRbheknef dha mti KhEPULep

s781, and program use restriction is judged at the step 8782, and
record reproducing player restriction at the step S783.

In the case of “Program use limited” as well as “Record
reproducing player limited”, a save data encryption key Ksav is
created based on both the content’s individual key (ex. Kcon) and
record reproducing player’s'individual key (Kdev) at the step S785.
This can be accomplished with, for instance, Ksave=(Kcon XOR KDEV) ,
or Ksav=DES (MKx, Kcon XOR Kdev) by épplying a master key MKX
stored in the internal memory of the record reproducing player 300.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav.

In the case of Y“Program use 1imited” and “Record reproducing
player NOT limited”, a content’s individual key (ex. Kocn) is
defined as the save data encryption key Ksav, or the save data
encryption key Ksav is created based on the content’s individual
key (ex. Kcon) at the step S786.

In the case of “Program use NOT limited” and “Record

reproducing player limited”, the record reproducing player’s
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301, and a save data encryption key Ksav is created based on the 222 i nput
user password (process at the step S824). The creation processing of the
save data encryption key Ksav can be such that the password itself can be
defined as en encryption key Ksav, or that the save data encryption key
Ksav can be created with the save data encryption key Ksav = DES (MKx
password) with the use of the nmaster key MKx of a record reproducing 1
player. O, an encryption key can be created based on the output obtained
by wutilizing a unidirectional function with a password as input. If the
use restriction is set

L e i

e AR e e s e

géefgzééﬁzifhh?“eﬁ%?yﬁ??%ﬁ at Phe § epgsggéyls siéﬁg V%ﬁ?%%ak§gcg$g$X6 at
I e AL T S O A

up by a step IS witte the data nanagenent file in

Fog. 84,.orien t ' ent Ldentfi n o] repr [
|dent|f|5?¥STﬁésggggﬁégggggg&aggiggga%Fﬁgggﬁgmﬁ?ﬂgg?eg?gdﬁgt?gﬁcgﬁgggggyﬁé

f1ow of tgg y3bBecRhOpesssBa kB Ehe. s83e dhea eantgption k
|dentifi%gggggﬁé?P?eéegg??on1thgggonsenF gatg gtgtﬁe gtep aS83?,§gnéo?heey

cont ent 'ggggifier and programuser restriction information are retrieved
fromthe data nanagenent file shown Fig.

Furthermore, in the case of “Program use NOT limited” and
“Record reproducing player NOT limited”, a system-shard key, e.g.,
a system signature key Ksys may be defined as the save data
encryption key Ksav, or the save data encryption key Ksav may be
created based on the system signature key Ksys at the step S787.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav.

At the step S789 save data is encrypted with the save data
encryption key Ksav created at any of the steps 785 to 788, which
(encrypted save data) is stored in a recordihg device.

Further, at the step $790 the restriction information set up
at the steps S782 and S783, is stored in the data management file.
The data management file is structured as shown in Fig. 81, and
includes the items of a data number, content identifier, record
reproducing player identifier, program use restriction and record

reproducing player restriction.

The Fig. 82 shows processing flow to reproduce‘or execute save
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84 at the st!L S5832. 223 Judgnent is made based on the data inside the data
managenent file at the step S833, and if "programuser restricted" is set
up, the input of the password is called for at the step S834, and then a
decryption key is created based on the input password at the step S835.
Wth the processing algorithmcorresponding to the encryption key creation
processing applied to this decryption key creation processing, and applied
to the encrypted data based on a certain. password is a decryption key
creation algorithmwhich can be decoded with a decryption key created

i L b s i
LA R b o i
kfagsefa\gg %’g?%{?%izdﬁ’iqubaﬁ‘;i%%ﬁ%r %%éyat3 . of %é]eﬁ%blrdﬁér?ggbroduci ng
836t N or T T el s SR L Pt Sy tey uCh PlostaR
R L siead 0o d§o ARGL A PHLOPOkEY i ndSaYa Lot ek Al el fher step

S835 or a en the save S reproduced or executed by the

LEEeS. SREPUEL I ARSI R, e SheR SR 601 hot |t agsev gl e
step $792. In this case, if the content identifier is not
identified with the program use restriction set to “Yes”, or if
the record reproducing player identifier is not identified with
the record reproducing player restriction information set to “Yes”,
the processing terminates.

Next, decryption key creation processing is set up to any of
the four modes of the steps S$796 to 799 according to the recorded
data in the data management file at the steps 5793, S794 and S795.

In the case of “Program use restricted” as well as “Record
reproducing player restricted”, a save data decryption key Ksav is
created based on both the content’s individual key (ex. Kcon) and
record reproducing player’s individual key (Kdev) at the step S796.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav. In
the case of “Program use restricted” and “Record reproducing
player NOT restricted”, the content’s individual key (ex. Kcon)
may be defined as the save data decryption key Ksav, or the save

data decryption key Ksav may be created based on the content’s
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of f er ednteemedetienosy0 307 §f §Pea5808%§rré%%ﬁ%&ﬁ?ggf?gﬁgﬁgaﬁgogggmeaﬁigﬁt?s

stored in a recording device t her eby i eaS
( , i ik,ng the securit
of f er edisaad asl [tHRI @@Veoﬁﬁfal§§§Fy@§éFé'#%%Lse W?. As nay belu%dg:s?oggnﬁsga1

the foregoing description, a varie J I Radoaice
( Y r i i
content witln tthe §96SPL vAFMCHIE i gr?aﬁ?rrlg lageit,%drg:tn?rckeys ang gReLEpm
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. . . 48): Sl pr edyd e d el dusimy 130T’ S
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unit 302 of the :
individual key (Kdev) may pe defined as the save data decryption

key Ksav, or the save data decryption key Ksav is created based on
the record reproducing player’s individual key (Kdev) at the step
§798. Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 may be used as the save data encryption key Ksav.
Furthermore, in the case of “Program use NOT 1imited” and “Record
reproducing player NOT limited”, a system-shard key, e.g., a
system signature key Ksys may be defined as the save.data
decryption key Ksav, or the save data decryption key Ksav may be
created based on the system signature key Ksys at the step S799.
Or, another encryption key different from other keys saved
separately in the internal memory 307 of the record reproducing
player 300 can be used as the save data encryption key Ksav.

With the processing algorithm corresponding to the encryption
key creation processing applied to these decryption key creation
processes, and applied to the encrypted data based on the same
content’s individual key and record reproducing player’s

individual key is a decryption key creation algorithm which can be
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225 record reproducing pla : i i
( pl ayer 300: authentication processin i
ﬁ;ﬁgfisggg,sﬁggiﬁgc[ﬁptLon pr?cessing. As explaineg beforeg1th2n?L¥2£hSP
_ _ e key information, is conprised of i
chips having a nmulti-layer constructi : at oo hamneie or
_ \ _ ction so that access to themfr
2LEE0;; IF basically hard. The nenory inside is sandw ched by dunggllayers
sueh alum num | ayers, or located at the lowest. Also, it has so narrow
retrPerafln? vol tage range and/or frequency bandw dth that illegal
eval o data fromw thout is-hard. However, should key data be | eaked

and duplicated into unlicensed, illegal i ]

(he cordniel with! i aenarrkEmbr el CATTy DErrfevad it herer 7Y Eotrent(s
_ _ of conten eing used illeqall ' : : i

Fof or mathoby S Expl akay| ondi 5GP van” PEF SONELES OB ha o r ety sof o pr event

against illegal use of content with illegall j ' }
86 is a bIochdYa§1©n1P60@§§§FPﬁelFh%xecg§$?y§?$gh%ﬁsgggfg%%%BcQ%?gntggure

| I'l egal Equipnent”. Bei iml i E
Fi go. 2uandoB, ther saBPAaSF 8pREHAEPHACBI Adr C300 camari cad an Incernal

menory, variety of Kkey data as l,ai L
furt her sbees ﬁééérﬂo §§890d683n6%§F3§§?§§5§§I???Sﬁg?gfti?lrggfggggeﬁéfé

that record reproducing player | ifi
. iers. and ot '
by ¢ hi PeSHEERoE] A1 REEOR s eroraas Mg tte (nternal memory 307 o

R e
flows shown in Figs. 80 and 82, encryption and decryption
processing is executed on save data with the content’s individual
key, with “Program use restricted” applied to, sO that content
data having the same content’s individual key can be decrypted for
use. Also, encryption and decryption processing is executed with
a record reproducing player identifier on save data with “Record
reproducing player restricted” applied to, sO that it (save data)
can be used by a record reproducing player having the same record
reproducing player identifier, namely, the same record reproducing
player only. Accordingly use restriction can be set with both the
content and record reproducing player, thereby increasing the
security of save data.

Shown in Figs. 80 and 82 are the creation structure of a save
data encryption key and decryption key using a content’s
individual key and record reproducing player’s individual key.
However, another structure can be employed to execute the creation
of save data encryption keys and decryption keys based on a

content identifier instead of a content’s individual key, and a
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226 menory unit the encryption processing unit 302 (Cf. Figs. 2 and 3) can
access, altogether or distributed. To realize a revocation structure of
illegal equipnment structure is enployed, in which the list of illegal
record reproducing player identifiers of the header portion of content
data is retained. As showmn in Fig. 86, content data conprises a revocation

list as an illegal record reproducing player identifier (IDdev) list.
Furthernore, the |list check value ICVrev is prepared to prevent against
the tanpering of the revocation list. The illegal record reproducing

pl ayer identifier (IDdev) list is ,nade py content_ proyide supervi sor
by tabulE&¢¢@ﬁt¥ﬁpr¢éﬁﬁﬁm$!E#%Y?fxﬁﬂkQﬁlf?%%gh?s¥%%§r% r%p%%cu%?ngpplayerss
discerned by way of the djstribution ft te and others of illegal

dupl i cat FeREOdu®iRY rRVBEEY | Dt %Ylgﬁﬁ be“¥tored, encrypted with a

distribution key Kdis. for, exanple.. The d ti i .
eproduci ng ¥yer¥1STRTHGE 10 FHEShuL O1° 1 Fe ot oht T
processing in Fig. 22 for exa . T i i

revocat | 63134 ggcgnaéhovnﬁe§2h58n§3&§?§§F%”%?%?52§9529P%§%%§% LhoE by

ut can be include i nto the_usage,polic Cf. Figs. 32 ’
of the ﬁe%ﬁ%?’pﬁ?g?Bﬁlgg égnF%ﬂgg %?akéx% ginéd Lg?ore b;omgg)bfagxzhgrght

In this case_tanper ch i i , £ D
| Qe expl o nEREpETaPES R PHh RFRAYSLEE SYbhNLs erbage i Bicr ghECEn REYS

revocation_ || expcat i i i i :
policy, ?ri§§%3p¥gggdﬁa§?ﬁ ¥ﬁegc%§§ﬁﬁﬁga hﬁputnﬁyuéedsbﬂtOahBEtusagee e

in a recording device.

The step S821 is a process to retrieve a content identifier
from content data. The step S822 is a step to determine whether
program use restriction is set up by a user. The data management
file set up in the present structure is similar to that in Fig. 84
for example.

As shown in Fig. 84, data includes a data number, content
identifier, record reproducing player identifier, and, furthermore,
program use restriction information set up by a user. The “user-
set program use restriction information” is an item to determine
whether to restrict users who use progdrams.

When the “Use restriction” is set to “Yes” at the step $822 in
the processing flow in Fig. 83, a user password is to be entered
at the step $823. This input is done by means of input means such
as the keyboard shown in Fig. 2.

The password keyed in is output at the encryption processing
unit 302 under the control of the main CPU106 and the control unit

301, and a save data encryption key Ksav is created based on the
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?ﬁgigg ?hghsgk vglue A: ICVa so that the check value A creation key Kicva
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for the tanper checking of the revocation list. Atlfhecgzﬁg Y?Lge ;ﬁVrev
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ot her partial check values in content data, and subsequently, check o
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met hod efhptibeusevopasswarti $PTAFeRst ke GEE SFgPﬁggzg?ggﬁ% Zggeégﬁgglrerev

for the tanpering check of the revocati | i
o non”sxarheping. oRetbnoprvearets.ERcagRich bediReRS SR PETRAGR chagheck

and others explained before in Figs..23, 24 [

\ém t h t héheheeksvalrde ltéleééjt &R P@y%ﬁif&\l}-e;de\?s,ste gp(%&%l&%%:t ?{8 ni-r%t%té,r ﬁ?lawnesrr)g?/,

tg? of tgé record reprodu0|g%FpI% er'% en %Rli n RLOCESSitRG WAith 3B asy
e keyhasn#hgi SRVEh&atey GEEEYET P s oA néd i i t he content data as

t he nessage, calculation.is done_fallow t i
. 1 - o) |
explaln@@vﬁndﬁﬁ@s?“@?YPZ&OQn%egiﬁ% g:_Cgﬁghﬁﬁgg%C?E&ﬁggghghg?&ggﬁmFﬁgse

L A e
the tcnégnéﬁyﬁﬂidﬁwﬁéi‘%éﬁﬂﬂémkégﬁkéﬂ‘ﬁgsé&ﬂ&ﬂfEHEi;gﬁﬂéguigézigzgleNtt1
utilizing a unidirectional function with a password as input.

If the use restriction is set to “No” at the step S$822, a save
data encryption key is created based on the system—shared key of a
record reproducing player 300 at the step S828.

Furthermore, encryption processing is conducted at the step
g825 on save data with the use of the save data encryption key
Ksav created atvthe 5824 or 5828, and the save data processed with
encryption at the step $826 is stored into a recording device.

Further, at the step S827 the program restriction information
set up by a user at the step 5822 is written into the data
management file in Fog. 84, oriented to the content identifier and
record reproducing player identifier.

The figure 85 is a diagram to show the reproduction processing
flow of save data stored by the processing in Fig. 83. The
content identifier is retrieved from the content data at the step
$831, and the content identifier and program user restriction

information are retrieved from the data management file shown Fig.

84 at the step S832.
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228 internal menory 307 of the record reproducin | ayer's en i
processing unit 302 as the key, the internediategvglug cont:iﬁ{%gtlﬁﬂe list
check value ICvrev is created by applying the ICV cal cul ation nethod
explained in Fig. 7 and others, to the nessage row, added to which are the
check value A, check value B, and list check value ICVvrev inside the
checked header, and further nore, a content check value according to a
format type. These revocation list and Iist check values are offered to a
record reproduci ng player 300 via nedia 500 such as DVDs, CDs, and

conmmuni cati on means 600, or throu h recordj
cards. Two daslemeate igsH@ed Pas g 2 t% Hg%%g 3c?%g g%2§%?a ty

conprises |egal key data, n al | d P
figures fleand KRR RS 3p§rfo@é’éJs Jn“g fglé/gsr alﬂ[? L{i%t er%eév%?gﬂlé;dne%réo?eestlh%‘
illegal record repr oduci ng E“{%‘eo{s | n t]Thleeq ftcgregaod NG, Sttt Weess, Him fargat e

87 is tHéea dygikt
|I'egal record reprodUC|n I
when content is offered fron1 di ame
: KL $ AW hd¥word Averh
communi Gatdesit YRigR Kb, sancdfetahe Cfll gure g(%bt e revocaﬁ? on por ocessi ngeflow

of ill egalemeﬁﬁe ; d Erd%%r 32)1?C| ng c@l&)ﬁrgs ‘T@%’h‘%‘?ﬁi fr e poinldamed tior aihe

recordl nennr The processing flowin Fig. 87

i s explained. The e §¥Qa£§ ﬁi O ] 4
@ tedinie odder k
content, eri‘?ﬁpi?:‘sontslf)e eHand  Fepro UCtél onciJ %%esgsl ng and downl ojf:lpcsllﬂfglrl(gn TTé

B;ggg::lShow@&oﬂ‘ﬁ%é&esganéf £%&C£5§$hé@ o Pries eghagyst ep defarieasendoctd ng
certain password is a decryption key creation algorithm which can
pe decoded with a decryption key created based on that very
password.

If no program user restriction exists as a result of the
judgment at the step s833, a save data decryption key Ksav is
created at the step S837 with the use of a system-shared key, e.g.,
a system signature key Ksys, stored in the internal memory of a
record reproducing player 300. Or, another encryption key
different from other keys saved separately in the internal memory

307 of the record reproducing player 300 can be used as the save

data encryption key Ksav.

At the step S836 the decryption of the save data stored in a
recording device is performed with the use of the decryption key
Ksav created at either step S835 or s837, and then the save data
is reproduced or executed by the record reproducing player at the
step S836.

According to the save data storage and reproduction processing

flows shown in Figs. 83 and 85, encryption and decryption

224



229 such as downl oading wth nedia such as a DVD installed into a record
repr oduci ng player for exanple. The downl oad processing is the sane as one
explained in the previous Fig. 22, and the processing in Fig. 87 is
carried out as a preceding step before executing the processing flow of
Fig. 22, or as a process inserted into the processing flow of Fig. 22.
When a record reproduci ng player 300 receives a content through

commruni cati on means such as a network, a communication session is
established with a content distribution service provider at the step S911,

then it proceeds to the step S902. The record reproduci aygL+ 398t ed”
obt ai nsrecesvorat ionexesetedcen £RYe BBY2 (YD thgr%g%%%r %?kcontent data at

the step S902. The processing of ohtainj this |] i t edoi Bhatway
that 4peltedt fol whgh Bbe Eﬁ?év\haFﬁQF?ﬁ.l:ggrléf??e#/fééﬁ}:tﬁ?gg‘?ng?ﬁ'e ?r%di um

through the read unit 304 when a content_ exist Lt ALt BReMBERUM  and
t hat mmén(aavenﬂ@h@)c@ﬁ@sbévgﬁcEgﬁﬁﬁﬂi Sfiéégnégﬁg,w?ﬁg control unit 301

shown in Fig. 3 receives it _fromthe contet hat EbPUth ey seryheesprevi der
over cpeEENpEdt ienenfrtedostPRERPY épcfﬁéggbgpgggoébgﬁe cgntrol unit 301

hand the revocation list obtained fromthe nedium 500 or over
comunidé&ei-on means 600 to the record reproducing player's encryption

processing unit 302, i ch exec e eneHeat b@n sprrecdasiang.
Having a Eépéé§?Féﬁncﬁg§kg@&Puggggéaggo%EQéghﬁigV-rev ingide, with the

revocation |list received as.a <ihide reeord, repwetye] ngosplibyer t800
calculéﬁé§a§ecﬁ8€knfgfﬁguf PPg$&%§%%ﬁ11%2 appl i cation

employ a mode merging the above processes, for example, combining

a password, record reproducing player identifier, and content
identifier, etc. adequately, for the creation of save data

encryption and decryption keys.

(17) Structure of Revocation of Illegal Equipment

As explained hitherto, with the data processing system of the
present invention, such processing as authentication and
encryption, is conducted by a record reproducing player 300 on a

variety of content data offered from media 500 (Fig. 3) and over

communication means 600, which is stored in a recording device,

thereby increasing the security of a content offered and allowing

only legal users to use it.

As may be understood from the foregoing description, a variety

of processing is conducted on input content with the use of

various signature keys, master keys and check value creation keys

(Cf. 18) stored in the internal memory 307 incorporated into the

record reproducing player’s encryption processing unit 302 of the
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230 of the revocation check value creation key Kicv-r i
cal cul ation nethod explained in Figs. 23, 24 gnd othe?g ;gllogaggpfge TLgx
conparison is made between the result of the calculation and the check
value: I CV-rev stored inside the header of the content data, and if the
Sﬁree, it is judged that no tanpering exists ("Yes" at the étep S904) d
en they do not agree, it is judged that tanpering exists, and it .
proceeds to the step S909, resulting in the termnation of the processing
as an error in processing. Next, at the step S905 the control unit 306 of

the record reproducing player's encrypti i i
encr ypt irecbdec repriosicamct PIegest 3P éy%8%§%&%ﬁ§%$§§bg'ﬁé%gﬁggg%”LEts the

encryption processing unit 302 calcul ates .a t I ;
shown i engiryptisn Wé’cte@tsélngchéé’% FEG p%é\?tn %&%cegs:% ggltl&é\éa‘hgegﬁ%%%??ﬁgsan

i nternedi ate check value wi.th DES, w{h i]@},a RN
- f 3 t. i S '
in the betfeneal thendmFeIer MRy \r@é)?orsg:orrz%ﬁ) uce}sng pllglryfg)r' s (aiL@r'yplt%lt g:}ed

processing unit 302 as the ey, Iéll i j i

, WQUg e, £ he ek rriccesa e ofs teantt iafn

]Lo?:‘)svl a: ?ﬁﬁs;falﬁf?ﬁf{&% ;ﬁ}}?g an%%@\%}é sg;orri tted f%(siﬁ tﬁ:e psr ocessi ng
- , Partd iyt heck sl digs ¢ ordrar M mhet
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2 A ol lE 5 SeSREn e il oot yelim (e e o
at the SltoecPatSegé) 6)r e PIACESAS 0a she it %551%%7.na\£&@§lnta}ﬁﬁ3eb)éei%rteiig ("Yes
voltage range and/or frequency pandwidth that illegal retrieval of
data from without is hard. However, should key data be leaked and
duplicated into unlicensed, illégal record reproducing players
with the content of the internal memory illegally retrieved, there
is a possibility of content being used illegally with use of the
copied key information.
Explanation is given hereunder on the structure to prevent
against illegal use of content with illegally duplicated keys.
The figure 86 is a block diagram to describe the “(17)
Structure of Revocation of Illegal Equipment”. Being similar to
the record reproducing players in Figs. 2 and 3, a record
reproducing player 300 comprises an internal memory, variety of
key data as explained before (Fig. 18), and furthermore, record
reproducing player identifiers. It is assumed here that record
reproducing player identifiers, key data and others duplicated by
third parties, are not always stored into the internal memory 307

shown in Fig.3, and that key data and other information of the

record reproducing player 300 shown in Fig. 86, are stored in a
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. - dede xlevo f etan e
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(IDdev) list. Furthermore, the list check value ICVrev is
prepared to prevent against the tampering of the revocation list.
The illegal record reproducing player identifier (IDdev) list is
made by content providers or supervisors by tabulating the
identifiers IDdev of illegal record reproducing players discerned
by way of the distribution state and others of illegal
duplications. This revocation list can be stored, encrypted with
a distribution key Kdis for example. The decryption processing of
the record reproducing player is similar to the mode of the
content download processing in Fig. 22 for example.

To make understanding easier the revocation list is shown in
content data in Fig. 86 as independent data, but can be included
into the usage policy (Cf. Figs. 32 to 35), an element of the
header portion of content data explained before by way of example.
In this case tamper checking 1is conducted, with the use of the
check value ICVa explained before, on the data of usage policy
including the revocation 1ist. When the revocation list is

included into the usage policy, it is replaced with the checking
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{5gggdug;nﬂa5:ﬁée{elanLIfISrS | Ddev, that record reproducing player 300 is
_ _ gal key data, and it proceeds to the st S i
it possible to performfurther procedures o o oeution O
_ such as program execution

processi ng, or content downl oad processing in F
figure 88 shows the reproduction e co e n S ATy e

_ \ processi ng of content data i
recordi ng device 400 such as a nmenory card. As expl ai ned befgigregulﬂa?

aut hent i cation processing (Step S921 n Fig
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reproduci ng player 300. Onl
S R o v
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(9261 1892 Lhe cANd G0RPACIERR et &l
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IcVrev’ and other partial check values in content data, and
subseguently, check processing is conducted on the intermediate

check value.

The checking method of the revocation list with the use of the
1ist check value ICVrev for the tampering check of the revocation
list can be performed by a check method similar to the check value
creation processing of the ICVa, ICVb and others explained before
in Figs. 23, 24, and others. That is to say, with the check value
creation key Kicv-rev stored in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key, and with the revocation list contained in the content data as
the message, calculation is done following the ICV calculation
method explained in Figs. 23, 24 and others. Comparison is made
between the calculated check value 1cV-rev and check value: ICV-
rev stored inside the header, and if they agree, it is judged that
no tampering is made.

With the total check value creation key Kicvt retained in the
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233 content data, that record reproducin | a IS j [
illegally duplicated key data, agd it prgcgedZEIOB?gel:tggdggg3gs having
term nating further procedures. It is made inpossible to execute the
reproduction processing of content shown in Fig, 28 for exanple. On the
other hand, if it is judged that the identifier |IDdev of its own record
reproducing player is not included into the list of illegal record
reproducing player identifiers IDdev, that record reproducing player is
judged as having |legal key data, and it proceeds to the step S929,

continuing executing further_procedures. Th i t g
system mtembrwyi%@hérﬁif onre Lt ern?éj%?%%\%{d'g? %?ag%%g? \%%ﬁ%&%s

to users of record reproduci | - - ;
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| Ddev sE®ted er own record reproducing player wth
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record F%Broﬁﬁa?ﬁg Bl ayer. As"a result, if agreeabl e data is found, no :
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These revocation list and list check values are offered to a
record reproducing player 300 via media 500 such as DVDs, CDs, and
communication means 600, or through recording devices 400 such as
memory cards. Two cases are assumed as to the record reproducing
player 300; it comprises legal key data, or an illegally
duplicated identifier ID.

The figures 87 and 88 show the processing flows of the
revocation process of illegal record reproducing players in the
foregoing structures. The figure 87 is the revocation processing
flow of illegal record reproducing players when content is offered
from media 500 such as DVD and CDs, or over communication means
600, and the figure 88 the revocation processing flow of illegal
record reproducing players when content is offered from recording
devices 400 such as memory cards.

The processing flow in Fig. 87 is explained. The step 901 is a
step to install a medium offering a content, that is, to demand
reproduction processing and downloading. The process shown in Fig.

87 is executed as a preceding step before conducting processing
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(18) Structure and Manufacturing Method of Security Chips As explained
before, since the internal nenory 307 of the record reproducing player's
encryption processing unit 302, or the internal nmenory 405 of a recording
device 400 retains inportant information such as encryption keys, they
must be so structured that illegal retrieval fromwthout is hard.
Therefore, the record reproducing player's encryption processing unit 302
and recording device's encryption processing unit 401 are conposed of

sem conduct or chi ps having an access-prohibiting nmulti-layer structure,

the menory inside which is sandw ched b u I r De@siatynanum
| ayer s suchogat ddwatoading owesh BQQ%? ﬁggg,a h%yﬁvgrzn%gggg%edlas

anti-tanpering menories having characteristics ' I dadastbddsdinegis | y
retri eveedard repﬁpdpﬂhBEtPl§§€ﬁ ggraexﬁgP;Sm/fg%ggﬁg?n%%%rggion vol t ages

and a narrow frequency bandw dth, % ag; ke yndepghoedef romthe
f or egoi hjeexphanasi 8RS eFPlBéESﬂeénzgﬁgs§%?y§§8gmﬁﬁ?e different data, such

as record reproducing,player signatur s_Kdev,khelhfgl Btepndkefoeeory
307 ofpthéeﬁééagdlPe%ﬁSduéﬁnésp 3§5%e§ éﬁ%rﬁgt?oﬁrprgcesging unit 302 for

every record reproduci ng pl ayer. Op ¢l FrilgS BECegsaRy hoprocieke dnkketent
individﬁéﬁcﬂﬁﬂﬁﬂnﬁpﬁoﬁrgﬁgﬁséggi5@h%'Pch%P§n information 1D or encryption

information in a nonvaol ati NS egqinside every chip such as a flash
menory éﬁ&oFé?ﬁ,@M%SCteﬁzftmiqjt GE]'l S eftrel%rely hard to re-wite or retrieve data

after equip%%%% gsre%%&%P%%p&%ﬁu%ﬁ%@pb@ay%%5300 receives a content
through communication means such as a network, a communication
session is established with a content distribution service
provider at the step 5911, then it proceeds to the step S902.

The record reproducing player 300 obtains a revocation list
(CE. Fig. 86) from the header of content data at the step S902.
The processing of obtaining this list is conducted in a way that
the control unit 301 shown in Fig. 3 retrieves it from the medium
through the read unit 304 when a content exists within the medium,
and that when a content comes over communication means, the
control unit 301 shown in Fig. 3 receives it from the content
distribution service provider over communication unit 305.

Next, at the step S903 the control unit 301 hand the
revocation list obtained from the medium 500 or over communication
means 600 to the record reproducing player’s encryption processing
unit 302, which executes check value creation processing. Having
a revocation check value creation key Kicv-rev inside, with the
revocation list received as a messagde, the record reproducing

player 300 calculates a check value IcV-rev’ with the application
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Conventionally a data wite comand protocol is kept secret for exanple to
make retrieving and rewiting processing hard. Another way to acconplish
the purpose is such that the signal line receiving a data wite conmand on
a chip and the signal line for conmunication to be used after equipnent is
shi pped, are structured separately, so that the data wite conmand does
not becone effective unless a signal is supplied directly to a chip on

t he board. However, even if those nmethods are enployed, it is possible for
t hose havi ng professional know edge on nennry el enents to have a signa

output into the data wite area on the s P, Y. faciduitdescrand
t echnolayythteo mhviagatdigne iiack Alaidie t‘?feer R é?){/\géscg@éeﬁgm bili tly ggf t hem

anal yzing a protocol even if the data ~wit nnﬁyd A REUchSrKer
secr et .I0Y staldukaEpromaihad s?’iﬁ]a?g]e“eeq effen gCo'f encr%tl on processing

data including secret data beln possi_bi I d Ry Jesult df the
endanges¥ap e WHSFe &° ?X/ %pe?/o%é:gg (r?]lgtsystgm It can be

practical not to includ r onmpand, d¢ setdrédt hsipde the psadent
agalnst04¥ﬁﬂ¥%ﬁ¥?%v%ng€h?réb $§' %ever |%$nakég it inpossible, even

when the witing of |egal data.isce t 0 {eon§ijhiybet tiesat dada i s
act ual | 9L vERR tEPPTFRD TRE2 e gd $f0¢ﬁ§% ggﬂ%ée ahethe?ud%?i is correctly

witten, entajlin WL L efechi M@@b defieehi vieegdatia bef nggree,
dlstrle%%Her#%ﬂlgﬁlﬁg 2 %%na t 6ch nolggles into account, the structure

and ﬁangfaggur|3gege£ﬁgg PLnSEEYRbt ¥xEBLRS ane iﬂtpoddeedshEOeth235tep
5909, resulting in the termination of the processing as an error
in processing.
Next, at the step $905 the control unit 306 of the record

reproducing player’s encryption processing unit 302 lets the

encryption/decryption unit 308 of the record reproducing player’s
encryption processing unit 302 calculates a total check value
Icvt’ . As shown in Fig. 25, the total check value ICVt'/ is
created by encrypting an intermediate check value with DES, with a
system signature key Ksys stored in the internal memory 307 of the
record reproducing player’s encryption processing unit 302 as the
key. Although the check processing of each of partial check
values such as ICVa and ICVb is omitted from the processing flow
in Fig. 87, the checking of partial check values conforming to
each of data formats is conducted as in the processing flow
explained before in Figs. 39 to 45.

Next, at the step 3906 the total check value ICVt’ created and

the ICVt inside the header are compared, and'when they agree

(“Yeé” at the step $906), it proceeds to the step S907. When they |
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processing into/fromthe nenory unit 800 t
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I
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gg?ﬂ; ofﬁézigﬁﬁ@Fﬁkeg?Fd c B Pirne. with the node signal |ine 8003
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InSU|ategw%%%E? a1 s%ochg%ﬁevgﬁﬁ%e§%©§ev‘Eokstﬂédﬁaﬁﬁér checking of the
revocation list is added to those partial check values as partial
check values, all of which are checked against tampering in the
ongoing processing. When the total check value created as a
result of the above processing agrees with the check value: ICVt
stored inside the header, it is judged that no tampering is done
on all of the ICVa, ICVb, check value of each content block, and
list check value ICVrev.

Furthermore, at the step S907 comparison is made between the
revocation list judged as not tampered and the record reproducing
player identifier (IDdev) stored in its own record reproducing
player 300;

When the identifier IDdev of its own record reproducing player
is contained in the list of illegal record reproducing player
identifiers IDdev retrieved from the content data, that record
reproducing player 300 is judged as having illegally duplicated
key data, and it proceeds to the step S909, terminating further
procedures. It is made impossible to go on with the procedure of

content download processing in Fig. 22 by way of example.
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The figure 88 shows the reproduction processing of content
data stored in a recording device 400 such as a‘memory card. As
explained before, mutual authentication processing (Step 5921)
explained in Fig. 20 is performed between recording devices 400
such as a memory card and a record reproducing player 300. only
when mutual authentication is passed at the step 8922, it proceeds
to the steps S923 and further, and if mutual authentication failed,
an error results at the step 5930, terminating further processing.
The record reproducing player 300 obtains the revocation list

(Cf. Fig. 86) from the header of content data at the step $5923.

The processes at the step S924 to S930 are similar to the

corresponding processes in Fig. 87. That is to say, as a result

of the checking of the 1ist with the list check vale (8924, S925),
the checking of total check value (8926, S927), and comparison
between the entries on the list and its own record reproducing

player identifier IDdev (S928), and when its own record

reproducing player identifier IDev is included into the list of

illegal record reproducing player identifiers retrieved from the
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Aut henti cation processing can be carried out follow ng the mutual

aut hentication processing protocol explained before in Fig. 13. The
processing unit 8001 shown in Fig. 89A conprises a structure enabling

aut henti cation processing. This is nade possible due to a simlar
structure to that of a conmand register incorporated into the control unit
403 of the encryption processing unit 401 of the recording device 400

expl ained before in Fig. 29 for instance. The processing unit of the chip
in Fig. 89, for exanple, has a simlar structure to that of the conmand

D oo st G of tha s o Gue e L ot P66 RS IR 20ndi ng
i e e R
gﬁiLgngfiif%ghtifiizzg?i% Eﬁghzﬁgiﬁﬁﬁ?ggﬁééfaﬁggjﬁh?%g%%?b tlgﬁlﬁégggﬁefin
data (565885 i dj%’é‘gf‘ﬁ)‘féﬁ%% SPRICET %%? afg t sf%%‘?é%g%%?&%fﬁg%é’sggﬁfi ty
processi nGFi x%‘ﬁ%@ﬁt e Ihfcqeheo I?errrz%aorfé’(rj;%cgal&\r/??lt% %da%a ttgg%:lﬁi %é |O'? can

DLeLer SEARGRELE8 FARPUSLEC) A tobesh cogroueclhs gasper,ch e

shown in Fig. 91 15,8 praciigal oexaipL§a®f réd8rd reproducing player 1
identifiers IDdév, that record reproducing player is judged as
having legal key data, and it proceeds to the step 5929,
continuing executing further procedures.

Thus, with the data processing system of the present invention,

a content provider or supervisor offers to users of record
reproducing players, data to identify illegal record reproducing
players along with a content; with the revocation list tabulating
illegal record reproducing player identifiers IDdev included as
structural data of the header portion of content data. A user of
a record reproducing player is to check the record reproducing
player identifier IDdev stored in the memory of his/her own record
reproducing player with the identifiers on the list prior to
starting the use of a content with a record reproducing player.
As a result, if agreeable data is found, no further processing is
executed, so that it is possible to revoke the use of a content by

an illegal record reproducing player storing duplicated key data

in its memory.
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the structure of an el enment having higher securit In this ex

menory unit 8200 of a security chip is separated ?nto two areaghpgﬁetrg a
read/ wite area (RW ReadWite area) 8201, the other a wite oniy area
(WO Wite Only area) 8202. Wth this structure, witten into the wite
only area (W0 Wite Only area) 8202 is data requiring a high |level of
security such as encryption key data and identifier data, and into the
read/wite area (RW ReadWite area) 8201 data requiring not so high a

| evel of security such as check data by way of exanple. The processing unit
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240
recording device’s encryption processing unit 401 are composed of
semiconductor chips having an access-prohibiting multi-layer
structure, the memory inside which is sandwiched by dummy layers
such as aluminum layers or located at the lowest part. Also, they
are designed as anti-tampering memories having characteristics
making it hard to illegally retrieve data from without, such as a
narrow range of operation voltages and a narrow frequency
bandwidth.

However, as can be understood from the foregoing explanation,
it becomes necessary to write different data, such as record
reproducing player signature keys Kdev, in the internal memory 307
of the record reproducing player’s encryption processing unit 302
for every record reproducing player. Also, it is necessary to
write different individual information such as identification
information ID or encryption information in a nonvolatile memory

area inside every chip such as a flash memory and FeRAM so that it

is extremely hard to re-write or retrieve data after equipment is

shipped for example.
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area (WO Wite Only area) 8202 and the read/wite area (RW i

area) 8201 respectively. Shown in Fig. 93 is the check pﬁocessfﬁgdegafof
data witten into the wite only area (WD 8202. Encryption processing is
executed based on the data witten into the wite only (WO area 8202 at
the processing unit 8001 at the step S971 in Fig. 93. As with the previous
authentication process execution structure, these processes are realized
by carrying out a encryption processing sequence in order stored in the
command regi ster. An encryption processing algorithmexecuted at the

processing unit 8001 is not particularly |imted ut . iqt
structured &onvensienald ¥ DEet@ Jor %rﬁ%rgr?erd)q; Cec%‘lorleSC?J()é exs’;e%p o
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e&oe effective unless a signal is supplied directly to a chip on
the board.

However, even if those methods are employed, it is possible for
those having professional knowledge on memory elements to have a
signal output into the data write area on the ship, if they have
facilities and technology to drive circuits. Also, there is
always a possibility of them analyzing a protocol even if the data
write command protocol is kept secret.

Distribution of such storage elements of encryption processing
data including secret data being possibly altered may result in
endangering the whole of an encryption processing system. It can
be practical not to include a data read command itself into data
to prevent against the retrieval of the data. However, it makes
it impossible, even when the writing of legal data is executed, to
confirm whether data is actually written into the memory, or to
judge whether data is correctly written, entailing a possibility
of chips with defective data being distributed.

Taking conventional technologies into account, the structure

and manufacturing method of security chips are introduced here,
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area is limted to the read/wite area (RW ReadWite area) 8201, so that
it is inpossible to retrieve data witten in the wite only (W) area
8202, insuring a high level of security. Also, different froma chip
disabling retrieval froma chip altogether, this ship is so constructed as
to conprise the read/wite area (RW ReadWite area) 8201, so that the

| egiti macy of access to the nenory can be checked. El ucidation has been
given hitherto on the present invention, referring to the particular
practical exanples. It is apparent, however, that businesses in this field

can nodi fy those exanples or nmake substitutes within t | Dot
deviaItM@tfmaM&thb'@@%%1Qh%et%fw¥h%ep?%gﬁﬁ?ti%%%%t?%ﬁg ﬁﬁ?ié?g?lthe pr esent

invention is disclosed in the formof presentati.on ksalt BXaaptes.
but shoetorhes Hechiast ed ?ba¥%éﬁ?m%&§lgﬂ§t?%§£¥é %ﬁ%eﬁéaﬁ%aking a record

reproduci ng pl ayer capabl e of recording.and reproducing a content as an
t ypi cahaexadpte Fﬁt¥h%V?6r@50F%§ sﬁ?ﬁcgfﬁgr appl i cati ons, however, the

structure of the present__inveptijon,i Lcagbl g secdevtgesheppabl e of
only writiPgowR 1?e5¥%du§?nbsdg%3,Qg%a?ﬁg?g%hg preseﬁt ingention can be

used for a variety ot her _da N stkegBechh népval , such as
per sonaPP&bRBALEr §° ggﬁerﬁﬁeﬁgnggpgpgﬁgzﬁpegéﬁﬁendedethggpthe scope of the

pat ent clai ns descri.be t e r LRALROpEhedkd ingeunansiddar ed in
judgin@rpﬁés§&5§taﬁég gpafhéQpFégeéPgﬁgggﬁFioﬁ. Cndustrial Applicability

242 Th%e@%iﬁ?ﬂ% hg%?%%i%BOC%Brb%xﬁhbﬁE%EdFiQ.a@P@Aﬁt9B6®saadructure of a
security chip in the process of manufacture, that is, in the
process of writing data, and Fig. 89 (B) shows an example of
equipment such as a record reproducing player 300 and recording
device 400, into Which a security chip is installed.

Connected to the processing unit 8001 of a security chip in
the process of manufacture are a mode assignment signal lines 8003
and various command signal lines 8004. The processing unit 8001
performs data write/read processing into/from the memory unit 8002,
a nonvolatile memory according to a mode set up via the mode
assignment signal line 8003, that is, a data write mode or data
read mode.

Oon the other hand, as to a security chip-installed device in
Fig. 89B, the security chip is connected to an external connection
interface, peripheral equipment and other elements by means of a
general-purpose signal line, with the mode signal line 8003 being
in an unconnected state. Practical processes include; grounding
the mode signal line 8003, 1ifting Vce, cutting signal lines,

sealing with insulated resin. Due to these processes, it is made
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systens which are capable of reproducing various contents such as sounds

i mages, ganes, and prograns, which can be obtained via a storage nedium1
such as a DVD and a CD, or via various wired and radio communication means
such as CATV, Internet, and satellite comunication, in a recording and
reproducing a user has, and storing the contents in a special recording

- device, such as a nmenory card, a hard disk, and a CD-R, and at the sane
time, of storing or reproducing save data such as ganme data under
progress, in or fromthe recording device, with sufficient security and

various utilization | t at . 243
Blayer ch&??c??r%Qﬁﬁs%gk?geﬁgaﬁpﬁbngﬁ ib?ee9£éﬁ??%§uiep§ g Pég@%%lgg
rogram cont en co Si di
card progian ednPERRL nﬁgr%igﬁﬁiplggégighésun.t %9558‘?3%‘? dERithicy
rocess s ta t
a decrypRi Eﬁtﬁaszfégg%ﬁ?ﬁi?aaé%{aaoﬁai%ﬁ@%{Erggp'r%83@%-% Voeaig, o ? Fom sai g

recording de% Eb% gﬁ?tn§§QZE%§u%Q£§rcH§ E68bI Lt LA bgggéﬂgt599u98u§éve

gata and a rmn ncryptron processing nmethod or a
ecryption Qé?%ﬁ%% c%g&gggaEOEtS%gevgé&ahawﬂe%elmr§ebdlﬁeettﬁb HBibry

conpri se$®a erm
unit 8002 of data and to retrieve data written in it, so that even
if a third party can successfully access the mode signal line 8003,
illegal writing or reading can be prevented. Shown in Fig. 90 is
the data write/read processing flow in a security chip having the
present structure.

The step S951 is a step to set up a data Write/read mode
into/from the mode signal line 8063.

The step S952 is a step to retrieve authentication information
from a chip. Necessary processing information such as a password,
key information for the authentication process in encryption
technology, is stored in advance by means of wire and masked ROM
into a security chip of the present structuré. Authentication
information is retrieved, and authentication processing is
conducted at the step $952. When authentication processing is
executed with a legal data write jig and data read device
connected to the genera-purpose line, authentication approval
(“Yes” at S953) is obtained, but when authentication processing is
executed with an illegal data write jig and data read device
connected to the general-purpose line, authentication processing

fails (“No” at $953), terminating processing at that time.
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an encryption processing nethod for save data to be stored in said
recordi ng device follow ng use restriction information input from said

i nput nmeans, and to determ ne a decryption processing nethod for save data
to reproduce, retrieved fromsaid recording device, according to save data
use restriction information set up in a data managenent file stored in a
menory or a recording device said control unit can access, and wherein
said encryption processing unit conprises a structure to execute
encryption processing or decryption processing on save 244 data with the

use of different encryption keys suitabl e t NGMRTWAR oP HOE Sdi g 1
nethodAmmhandé©@¢ppmo@rﬁF@@é§§ﬁh§aﬁb%ﬁo§al&gfgpﬁ%ﬁégrby sai d control unit.

2. The data record reproducing player cqrdi Healdhel invErgi nxsaid
save dmh@s@lﬂéﬂlﬁ%tﬂr&?qsﬁﬁgﬂggﬁli%or?q%g ger rlo%g“rr{ae(rer% restriction allow ng

the use of save data on condjt.io t:ne oi derddd Y-difp bl et rit ratgrsem
and saiTdhed B0 GREFAGEhait! :licge()]] ssr}log{nr ul?}t uFrlegg' as a tatﬁ e storing program

restriction informatiqgn _aqrient he, | demntiisf i1@r malet be ssdbilentduer 6gr am
and wherral i ¢ q%ﬁ%%ﬁ(ﬁﬁéﬁﬁ%ﬁgnﬁ%it, when the input use restriction

i nformation from sai d i nput na?%lé SComistd | €dd ot émnfimamtpammsed up in

said da&& élmﬁér?é@e?%’ﬁfcq‘f ee%os en ercg% %r set to restrict a program

executes _encr ptirg%g Q&gﬁéim%f degé Yo B B O 6556 tres ©ing avel dat &L wh t h
[

the usel®fo a1 ot ndi vi dual save data encryption key created based

on at lEﬁgtrggégggngaégvfggt@@@ P5904 Bk e badoye diml Fig. 29 for instance.
The processing unit of the chip in Fig. 89, for example, has a
similar structure to that of the command register incorporated
into the control unit 403 of the encryption processing unit 401 of
the recording device 400, so that the corresponding processing is
executed, enabling a authentication sequence to be carried out
when given command numbers are entered from equipment connected to
the various command lines 8004.

The processihg unit 8001 accepts a data write command, or a
data read command, only when authentication is done in
authentication processing, and subsequently executes write
processing of data (Step $955) and read processing of data (Step
5956) .

gince a security chip of the present structure is so
structured that authentication processing is executed at the time
of data writing and reading, it can prevent data being retrieved
from or written into the memory of the security chip by a third
party having no legal right.

Next, furthermore, shown in Fig. 91 is a practical example of
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encryption key, or content prograns individual encryption
i ndi vidual infornmation; and when the input use restr?gtign rﬁ¥ofaation from
said input neans or use restriction information set up in said data
managenment file is entered or set not to restrict a program executes
encryption processing or decryption processing on save data wth the use
of a systemshared encryption key stored in said data record reproducing
player or a systemsave data encryption 245 key created based on the system
irg{ﬁgzenaggfézgnskeé. 3.tThe data record reproduci ng player according to

aid content program s indi.vi : i :
cont ent they skeogtsger ed @R @H@gﬁ d Vﬁ@ﬁt'&§%%%a%§%?%%¥gg;?gnk?%é%ﬁd?ng

said content program and sai.d systemshared_encr i:Qn i
. al, / .on :ke t4
si gnat uexakgye K&ps memerayd U te §4P0h 9tnfo Sa?cbﬂr@%ﬁ ﬁ}ly%ofliédi)éfe%r%#%eﬁl am °

record reproducing players. 4. The data rec HERHAUG
accor di Ayt @reRE/mORe Wive PeittaSHivg 18 & "Fit a(%vge Rfe(%st Fi c%te?%rﬁaﬁ’%/??n%t'i (;:r?ei s

Conal {1 GRS EnaHEEY G G PECSD Tam Ghcing o ayer . and sai d.

_ _ a record re uci ng player, and id
dat a | R i
nanagenent fi1e I8 SLIMGIUN Gl @S o LARIE (RIS @il arepr@iuci ng

Blgéfgn{eztf &ﬁﬁ%ﬁ%{ i'on‘oriented to the idgntifier of a content

Wl te Vg]nelryelanresa | g ENCTYPLL O HFQRESSIinY diMigh level of security
such as encryption key data and identifier data, and into the
read/write area (RW: ReadWrite area) 8201 data requiring not so
high a level of security such as check data by way of example.

The processing unit 8001 performs data retrieval processing
from the read/write area (RW: ReadWrite area) 8201, along with
authentication processing explained in Fig. 90. Data write
processing is, however, executed according to the flows ih Fig. 92.

The step $961 is a step to set the mode signal line 8003 to
the write mode, and authentication processing is conducted at the
step 5962, similar to one explained previously in Fig. 90. With
authentication processing done, it proceeds to the step S963,
where information of a high level of security such as key
information is written into the write only area (WO) 8202 and data
requiring not so high a level of security such as check data into
the read/write area (RW: ReadWrite area) 8201 through the command
signal line 8004, resulting in outputting a data write command to
the processing ﬁnit 8001.

At the step S964, upon receiving the command the processing

unit 8001 executes data write processing against the write only
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when the input use restriction information fromsaid input nmeans or use
reftrlctlon information set up in said data nanagenment file is entered or
se dto restrict record reproducing player, executes encryption processing
or ecrypplop processing on save data with the use of a record reproducin
player's individual save data encryption key created based on at |east )
either said 246 data record reproducing player's individual encryption ke
or data record reproducing player's individual encryption key or 4
i ndi vi dual information, and when the input use restriction information from

said input neans or use restriction info tion i i
o H 1 d
gﬁgfggtmi Ona Lirfl!)%el‘@—flé?ﬁ éPIb]gY TR Eﬁ%qé Y g@?? lrc?&g}%%ér ;hn]iSéaé egg@i?es
ocessing or_decryption, processing on save data with the
of a sy&&@¢WEﬂﬁﬁeﬁF%%hr§%ﬁ¥(ﬁggéﬁpg%%hgﬁ'in said data record reproducrﬁg

pl ayer or a shared save data. encryptio i
syst em shar@PWhcky pfidn key*-S 5&1 h%h%cg]f r%%%&rfg r%ﬁ%ﬁﬁﬁ%ﬂ%ﬁltten

according to claim4 wherein sai ecord re i '
accordi | , producin I
|Pg|glgh®#?e3§?y%¥}B% ?%ﬁ% ?Ee?héﬁ%g?é%%%bnding dat a reco?dprggsgdﬁcing
Pe y ' s bg é%fﬁffé signature key. KAey st 0f€das8q Séh drat dat&cwr ttten
sip;gtﬂfgnk Iy il LOT) %%?a system shared encryption key is a system

gnat ul GXB?a§g§ESt8ﬁf9 RofoupRy b atPtHEaprb¥esbifgtantiecsodl at

r epr odut?hg
the step S971 in Fig. 93. As with the previous authentication
process execution structure, these processes are realized by
carrying out a encryption processing sequence in order stored in
the command register. An encryption processing algorithm executed
at the processing unit 8001 is not particularly limited, but it
can be so structured'as to execute a DES algorithm explained
before for example.

Next, a checking device connected to the security chip
receives an encryption processing result from the processing unit
8001 at the step $972. Then, at the subsequent step S973
comparison is made between a result obtained as a result of
applying encryption processing similar to the algorithm executed

" at the processing unit 8001 against legal write data when write
processing was done at the memory unit before, and an encryption
result from the processing unit 8001.

Tf the result of comparison is identical, it is judged that
the data written into the write only (WO) area 8202 is correct.

With this structure, should a read command become executable

with authentication processing broken, a data readout permitted
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Sévghga?:t3S;e$g;?r{§grodupiPg pl ayer according to claim1l wherein said
ion information is, a user restriction allow
. . ! n
ﬁ;ﬁaOf save data on condition of 247 the identity of a user, and saig Bgfa
! gement file is structured as a table storing a user restriction
Saigrgﬁglggt?ghented to the identifier of a content program and wherein
processing unit, when the input use icti i i
fromsaid i nput neans or use : icti i nf Com aer o L
_ restriction information set up in said d
- - at
managenent file is entered or set to restrict a user, execufes encryptign

processing or decryption processing on save data W : '
i ndi vi dusda siav el ideittede ey Vs (ﬁ\eé}é&’@rteeatae?a based %%Cg&%g:sésjvs%%g)i ﬁepzlftﬁﬁﬁ[ r gm

said input nmeans, or a user's individual sa i
: . s \ , { e, . nti .
based v sehat pids sitbrignpeil Rt He F iy ués/aetérjgéﬁﬁ% g}%{ i%bﬁyﬁlt%ﬁ% regm

said input neans or use restrictjon infor i L S@l
gﬁgfgg{?nlmy I)(rwo%) i%?%t%%%%;/ ot et 1 b2 Bbl?kg?%#‘?é& S(gf ui%?ﬁf%ggizﬂfg?@
( essing or decrypti,on, pro i n e, dg i
of a sy@x%ﬁ¢§¢%ﬁe%F%%c?yEﬁ*%ng %@bg{gge%gfﬁigg?g ?%@%r%déég%r%%ﬁg?igﬁzfgser

or a shared save data encryptio ey.crea
. Ve e n
encr ypt Fohs ke§yip 715 TH@ 8%?%8?%%%?% %%p?%d%%@%EPE?aggﬁ E%%%ﬁg?ﬁgéygﬁﬁﬁgsg16

(RW: ReadWrite area) 8201, so that the legitimacy of access to the
memory can be checked. ‘
Elucidation has been given hitherto on the present invention,
-referring to the particular practical examples. It is apparent,
however, that businesses in this field can modify those examples
or make substitutes within the range not deviating from the
substance of the present invention. This is, the present
invention is disclosed in the form of presentatioﬁ of practical
examples, but should not be limited to them. Explanation is given,
taking a record reproducing player capable of recording and
reproducing a content as an typical example in the foregoing
practical applications, however, the structure of the present
invention is applicable to devices capable of only writing or
reproducing data, SO that the present invention can be used for a
variety of other data processing systems in general, such as
personal computers, game machines. It is recommended that the
scope of the patent claims described at the very beginning should

be considered in judging the substance of the present invention.

Industrial Applicability
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wherein said systemshared encryption key is a system signature key Ksys
stored in common into a plurality of record reproduci ng 248 players. 8. A
save data processing nethod in a data record reproduci ng player capable of
reproduci ng a program content conprising: an encryption processing node
determning step to determine an encryption processing node to store save
data into a recording device according to input use restriction
information frominput means; and an encryption key selection step to

sel ect an encryption key applied to encryption processing according to the

encryption processing node determ ned at .sai d encr i essing node
det er ni ni nghst BFESERT WRSEHH O G %o &(,zéescgilng :%éja%gjr o %e% gnn save

data with the use of the encryption ke el.ect t i td
sel ect iSois temsp Whg chTid & ef\?é’agﬂteg Odf&ceé’%olq%i’gclr?eq ﬁga é)cucszsgrcg)ln%q{%soc%%hml%?

wherein sajid save data use restriction._inf Bl i r. :
restri GOWESal RAIFF t TS H° Wé’gtfa?tnés’o%&hg%énﬂdi |dor§1°egf&{%r?{adgnlta} tay of

a content program, and in.the ca f strid.cti . Progr; i1 Ae S d
encr yptﬁt&?a%ﬁ‘e‘r&g&%t i 6,2 zfﬁfd;nacl{cgpat idorﬁ’ kde% ‘glp%‘?‘g‘r Q%Hns encr yption

ey, o st GEPRHTE Sl AU DA S oy o ey 2dlHeenatypLl on
communication, in a recording and reproducing a user has, and
storing the contents in a special recording device, such as a
memory card, a hard disk, and a CD-R, and at the same time, of
storing or reproducing save data such as game data under progress,

in or from the recording device, with sufficient security and

various utilization limitation.
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created based on at |east either a content program s individual 249
encryption key or individual information, and in the case of not
restricting a program en encryption key applied in encryption processing
is selected out of a system shared encryption key stored in said data
record reproducing player, or a shared save data encryption key created
based the systemshared key. 10. The save data processi ng net hod accordi ng
to claim8 wherein said save data use restriction information is a record
reproduci ng player restriction allowng the use of save data on condition
of the identity of a data record reprggggﬁng pl ayer, and in the case of
restricting a record reproduci ng pl ayér; said encryption key selection
step, an encryption key applied to encryption processing is selected out
of said data record reproducing player's individual encryption key, or a

record . reproducin I s ndiad I ey [ created
based an’ a&’ Icgad%séi %(F%Ig&r/e]{er%ddg‘?éalﬂ%ﬁirad&;%& 0 u%' ng p%/%er s&%iyndi vi dual
encryption . .key..or indiyi i [Weels i : ;

restri ¢t l?lrte%oc?fc] ér}}e%g%@u%é %%@%%%%%n%r%%%%ﬁ%@%%el ected out

of a syst S, d encryption key stored in said data record reproducing
playerf%gﬁgﬁ%ﬂ%féd save data encryption key created based on the system

shared encryptd onqKey &Svidle KSVraRpid eshi® BNEL YOt | O @rEEessdmg. 11. The
save data processing method according to claim8 wherein 250

content;

an encryption processing unit to execute an encryption process
on save data to be stored in said recording device and a
decryption process on said save data to reproduce, retrieved from
said recording device;

input means to enter use restriction information on save data;
and

a control unit to determine an encryption processing method or
a decryption processing method for save data,

wherein said control unit comprises a structure to determine
an encryption processing method for save data to be stored in said
recording device following use restriction information input from
said input means, and to determine a decryption processing method
for save data to reproduce, retrieved from said recording device,
according to save data use restriction information set up in a
data management file sﬁored in a memory or a recording device said
control unit can access, and

wherein said encryption processing unit comprises a structure

to execute encryption processing or decryption processing on save
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said save data use restriction information is a user restriction allow ng
the use of save data on condition of the identity of a user, and in the
case of restricting a user, at said encryption key selection step, an
encryption key applied to encryption processing is selected our of a
user-input password, or a user's individual save data encryption key
creased based on said password; and in the case of not restricting a record
reproduci ng player, an encryption key applied in encryption processing is
selected out of a systemshared encryption key stored in said data record

ho. syst SHChATEd: ST YHiS of Koy LorEn i VOt probost Tt Hod oth o
data record repr.oducin |.ayer abl e of reproducin a program c tecpt
conpriﬂ|ﬁﬂcﬁ¥ékiﬂﬂqﬁﬁ()e%%%ﬁﬁaﬂ§ﬁﬂ}4;9ea%kg%aﬁﬁgfﬁﬁfghQﬁ) % é%%ﬂﬁ% a
decryptio ecFor ci%sesoi r’gocied t(fonr %%ho%fiec save data retrieved froma
recordingf{1 é?ice, ac oré?ng oti € set Use restriction information set up

~a data managenent file stored in a nenory neans or a recordi ng device; and
a decryption key selection step to select a decryption key according to

the dSC YL T O PIQESSI DA IS RIINNES, By A dbSISHIIP P BGE 9SS N0

nmode determning step, an n processing i s executed on

save dat g ddin (8 HSe WS AdPalti it ket 17 eGHRA Rt S d JeLWid fYhrkey

251 sel ection step. _
restriction allowing the use of save data on condition of the

identity of a content program, and said data management file is
structured as a table storing program restriction information
oriented to the identifier of the content program, and

wherein said encryption processing unit,

when the input use restriction information from said input
means or use restriction information set up in said data
management file is entered or set to restrict a program, executes
encryption processing or decryption processing on save data with
the use of a program’s individual save data encryption key created
based on at least either said content program’s individual
encryption key, or content program’s individual encryption key or
individual information; and

when the input use restriction information from said input
means or use restriction information set up in said data
management file is entered or set not to restrict a program,
executes encryption processing or decryption processing on save
data with the use of a system-shared encryption key stored in said

data record reproducing player or a system save data encryption
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13. The save data processing nethod according to claim12 wherein said
save data use restriction information is a programrestriction allow ng the
use of save data on condition of the identity of a content program and in
the case of restricting a program at said decryption key selection step,
a decryption key applied to decryption processing is selected out of said
content program s individual encryption Kkey, or progranis individual save
data decryption key created based on at |east either the content programs
i ndi vidual encryption key or individual information; and in the case of

not restricting a program a decryption ke applied. ] ryption
procesgéngersased doased ovit ’@Tﬁeasfé‘%%%n'?nh%ﬁ%?e%ggﬁ%l?gf){n?oggiéy stored in
said data record reproducing player, or a shared save data encryption key
created based on the system shared encryption key. 14. The save data

processi ng nmethod according to ¢laim 12 wherej bd.spye-.fdalg pse
restriBtioﬂhénd@tﬂnr$©@rdsr%PF%§B?ﬂn9eB}%ﬁﬁEi%gc%?§§g? ?%s%riction al | owi ng

the use of save data on condition,of . the_ i i : dat gelyecard
repr odwbengipl ageg, capgenfnPEggLafhe of %X%gﬁggt%ﬁgggp?éggrdegeproducing

pl ayer, at said decryption key,sel ect] e YRkl eBnkeytappkbed in
decrypcboﬁepﬁ056§sﬁﬁ@ni§t§§Pacﬁ8dt§8th§gd§gigoégﬁghrgcoranSZ r epr oduci ng

pl ayer' s individual encryption ke Qr e record reproducing player's
i ndi vi dogfludang §atsd 888¥§8Fi8ﬁoﬁé?mérgg?éd based on at |east either the

data recorgaagpgggggkgghgkgﬁeghéryption key is a system signature key

Ksys stored in common into a plurality of different data record

reproducing players.

4. The data record reproducing player according to claim 1

wherein

said save data use restriction information is a record .
reproducing player restriction allowing the use of save data on
condition of the identity of a data record reproducing player, and
said data management file is structured as a table storing record
reproducing player restriction information oriented to the
identifier of a content progran, and

wherein said encryption processing unit,

when the input use restriction information from said input
means or use restriction information set up in said data
management file is entered or set to restrict record reproducing
player, executes encryption processing or decryption processing on
save data with the use of a record reproducing player(s individual

save data encryption key created pased on at least either said
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i ndi vi dual encryption key or individual information; and in the case of not
restricting a record reproduction player, a decryption key applied in
decryption processing is selected out of a systemshared encryption key
stored in said data record reproducing player, or a shared save data
decryption key created based on the system shared encryption key. 15. The
save data processing nethod described in claim12 wherein said save data
use restriction information is a user restriction allowi ng the use of save
data on condition of the identity of a user, and in the case of

restricting a user, at said decryptign key,. selecti , ryfption
key applated nasor He@RRIBn- a5 S 1sqzqJtaVcJtAe‘“b"’lclou‘?c}pco a osrf(aalr]g;"‘leﬁ}r:{pudt}'t

password, or the user's jndividual save data rypt i K& satpd based
on sai dafes SRHFS HFPT ‘Jtcifé“%éijea%e?r nsotlr%cgls\t?lrl & nég::]l{% ecor d r%ﬁr oduci ng

pl ayer, a_, decryption key applied,in decryption processing is selected out
of a swje‘fﬁé*‘i%ﬁr éd“%’rfé?%}p]tcﬁgn ar&a(%/ stored in said data record reproducing
pl ayer, or shared save data decrypt,i keve SHeat 85h  Pasedk o theput

syst em shar€if’e Eyﬁfﬁb%ﬂ&éﬁ é&é%%ééﬁéghan1providing nmedi um t hat provi des

a conput%R%ro {&énet%siégig@iv&aj@@%&g@i&%%% £xesii@ddata a data

record B er” capabl e reproduci ng a program content on a
conputer system saj 0 NpE i SbhTno RNt ENEEYREL @D Proeegsimg node
determWWQQﬁé§%é?t€}%%t§%ﬁ%ﬁ%g%%Q éncryption processing node to store save

data inégéguEggogﬁ%f§btion processing or decryption processing on save
data with the use of a system-shared encryption key stored in said
data record reproducing player or a shared save data encryption

key created based on the system-shared encryption key.

5. The data record reproducing player according to claim 4

wherein

said data record reproducing player’s individual encryption
key is the corresponding data record reproducing player’s
individual signature key Kdev stored in said data record
reproducing player, and

said system-shared encryption key is a system signature key

Ksys stored in common into a plurality of data record reproducing

players.

6. The data record reproducing player according to claim 1

wherein
said save data use restriction information is,

a user restriction allowing the use of save data on condition of
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device, according to input use restriction information frominput neans;
an encryption key selection step to select an encryption key applied to an
encryption process oriented to the encryption processing node determ ned
at said encryption processing node determning step; and a step to execute
save data encryption processing with the use of an encryption key sel ected
at said encryption key selection step. 17. A program providi ng nedi umthat
of fers a conmputer programto execute save data processing in a data record
reproduci ng player capable of reproducing the programcontent on a
conputer system said conputer program conprising: a decryption processing
node delteridenhityteh Foi¥etfer®Pe a decryption processing node to
reproduce save data retrieved froma, recordin evice,, accordi ng. et
use restritRidrldtd dF%i‘g%Tﬁe%EtElﬁ]% 19 athar uﬁ%‘ﬁa@%n%n‘f%?lf?egts(?%}% i§n
menory neans or _a recordi device; a ypi i Kk j.OneStep to
selectuﬂ%ﬁrﬁﬁ?{ﬁhciéan% P@ﬁ%?f%%ni%rﬂggﬁéét?éngg?ogégéﬁ%gfé%ig%t%d to the

decryptio rocessi ng e determ ned at said decryption processing node
detern?ﬂ?ﬁ%ngt%ﬁ?gﬁﬁ%’agg ep to execute save data decryption processing

h the Usge.oln 20887 HRLEQBE Ko Sebeetsrhgtussid decTyplion key sel ection

when the input use restriction information from said input
means or use restriction information set up in said data
management file is entered or set to restrict a user, executes
encryption processing or decryption processing on save data with
the use of é user’s individual save data encryption key created
based on a password input from said input means, or a user’s
individual save data encryption key created based on said password,
and

when the input use restriction information from said input
means or use restriction information set up in said data
management file is entered or set not to restrict a user, executes
encryption processing or decryption processing on save data with
the use of a system-shared ehcryption key stored in said record
reproducing player or a shared save data encryption key created

based on the system-shared encryption key.

7. .The data record reproducing player according to claim 6
wherein
said system-shared encryption key is a system signature key

Ksys stored in common into a plurality of record reproducing
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players.

8. A save data processing method in a data record reproducing
player capable of reproducing a program content comprising:

an encryption processihg mode determining step to determine an
encryption processing mode to store save data into a recording
device according to input use restriction information from input
means; and

an encryption key selection step to select an encryption key
applied to encryption processing according to the encryption
processing mode detefmined at said encryption processing mode
determining step, and

wherein encryption processing is performed on save data with
the use of the encryption key selected at said encryption key

selection step.

9, The save data processing method according to claim 8 wherein
said save data use restriction information is a program
restriction allowing the use of save data on condition of the
identity of a content program, and
in the case of restricting a program, at the said encryption
key selection step, an encryption key applied in encryption

processing is selected out of said content program’s individual

encryption key, or a program’s individual save data encryption key

created based on at least either a content program’s individual
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encryption key or individual information, and

in the case of not.restricting a program, en encryption key
applied in encryption processing is selected out of a system-
shared encryption key stored in said data record reproducing
player, or a shared save data encryption key created based the

system-shared key.

10. The save data processing method according to claim 8 wherein

said save data use restriction information is a record
reproducing player restriction allowing the use of save data on
condition of the identity of a data record reproducing player, and

in the case of restricting a record reproducing player, at
said encryption key selection step, an encryption key applied to
encryption processing is selected out of said data record
reproducing player’s individual encryption key, or a record
reproducing player’s individual save data encryption key created
based on at least either the data record reproducing player’s
individual encryption key or individual information; and

in the case of not restricting a record reproducing player, an
encryption key is selected out of a system-shared encryption key
stored in said data rgcord reproducing player, or a shared save
data encryption key created based on the system shared encryption

key as the key applied to encryption processing.

11. The save data processing method according to claim 8 wherein
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said save data use restriction information is a user
restriction allowing the use of save data on condition of the
identity of a user, and

in the case of restricting a user, at said encryption key
selection step, an encryption key applied to encryption processing
is selected our of a user-input password, or a user’s individual
save data encryption key creased based on said password; and

in the case of not restricting a record reproducing player, an
encryption key applied in encryption processing is selected out of
a system-shared encryption key stored in said data record
reproducing player, or a shared save data encryption key created

based on the system shared encryption key.

12. A save data processing method in a data record reproducing
player capable of reproducing a program content comprising;

a decryption processing mode determining step to determine a
decryption processing mode to reproduce save data retrieved from a
recording device, according to the set use restriction information
set up a data management file stored in a memory means or a
recording device; and

a decryption key selection step to select a decryption key
according to the decryption processing mode determined at said
decryption processing mode determining step, and

wherein decryption processing is executed on save data with

the use of a decryption key selected at said decyption key
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selection step.

13. The save data processing method according to claim 12 wherein

said save data use restriction information is a program
restriction allowing the use of save data on condition of the
identity of a content program, and

in the case of restricting a program, at said decryption key
selection step, a decryption key applied to decryption processing
is selected out of said content program’s individual encryption
key, or program’s individual save data decryption key created
based on at least either the content program’s individual
encryption key or individual information; and

in the case of not restricting a program, a decryption key
applied in decryption processing is selected out of a system-
shared encryption key stored in said data record reproducing
player, or a shared save data encryption key created based on the

system-shared encryption key.

14. The save data pfocessing method according to claim 12 wherein
said save data use restriction information is a record
reproducing player restriction allowing the use of save data on
condition of the identity of a data record reproducing player, and
in case the of restricting a record reproducing player, at
said decryption key selection step, decryption key applied in

decryption processing is selected out of said data record
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reproducing player’s individual encryption key, or the record
reproducing player’s individual save data decryption key created
based on at least either the data record reproducing player’s
individual encryption key or individual information; and

in the case of not restricting a record reproduction player, a
decryption key applied in decryption processing is selected out of
a system-shared encryption key stored in said data record
reproducing player, or a shared save data decryption key created

based on the system-shared encryption key.

15. The save data processing method described in claim 12 wherein

said save data use restriction information is a user
restriction allowing the use of save data on condition of the
identity of a user, and

in the case of restricting a user, at said decryption key
selection step, a decryption key applied to a decryption process
is selected out of a user-input password, or the user’s individual
save data decryption key created based on said password; and

in the case of not restricting a record reproducing player, a
decryption key applied in decryption processing is selected out of
a system-shared encryption key stored in said data record
reproducing player, or a shared save data decryption key created

based on the system~-shared encryption key.

16. A program providing medium that provides a computer program to
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have a save data process executed in a data record reproducing
player capable of reproducing a program content on a computer
system, said program comprising:

an encryption processing mode determining step to determine an
encryption processing mode to store save data into a recording
device, according to input use restriction information from input
means;

an encryption key selection stéep to select an encryption key
applied to an encryption process oriented to the encryption
processing mode determined at said encryption processing mode
determining step; and

a step to execute save data encryption processing with the use
of an encryption key selected at said encryption key selection

step.

17. A program providing medium that offers a computef program to
execute save data processing in a data record reproducing player
capable of reproducing the program content on a computer system,
said compﬁter program comprising:

a decryption processing mode determining step to determine a
decryption processing mode to reproduce save data retrieved from a
recording device, according to set use restriction inforﬁation set
up in a data management file stored in memory means or a recording
device;

a decryption key selection step to select decryption key
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applied in decryption processing oriented to the decryption
processing mode determined at said decryption processing mode
determining step; and

a step to execute save data decryption processing with the use

of a decryption key selected at said decryption key selection step.
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