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| NVENTION 10 Th j i t hods for
transmitting dat ?Eméfﬁéém@m‘ﬁmﬁm EE\QEJXIN@ QATAAND
communi cati'on device, and vi ceECOMMINICATIORDEYEERCr receiving data
sent froma first conmmuni cation device to a secons conmuni cati on.

device, and vice-versa, and to correspondi ng conmuni cation 15

devi ces. BACKGROUND OF THE | NVENTI ON The advent of networks and the

I nternet has_changed the world, especially in 20 the way data and .
i nf or mat i%on TRe atasent agpiiaatios] daimsdbevenefitafinited Stafes progsieaall ur t her

dded anot h . d i nf tjon i d -
robi 1ty BePEa 8PPz F1s e 8 26 SRhuudn A0, Irbtentineonibping 1 1
i's conmonl y witishase intedporatdd herembk refebnes $6Salfsifipséad i ¢, and

application prograns are devel oped based on this assunption. Wen
wi rel ess conmmuni cati on technol ogi es becanme preval ent, the assunption

t hat network addresses are stp,te'l_cb ﬁp.-ynq?mggﬁm?nmd true. As a
abl'e

result, many application prograns are no 0 handl e a situation
when t hd®network address is changed, especially 30 real -tine

pplication : : t he.networ k address of a
Zommunt cat i OCuRyan Rt RRs i i 67 soBom e Aecam et
Vol P) cal | commuticatigridevibe to/alsBeomd tomirlunidatiodidevRBNESd e viralDio
2007/ 086812#%/§G§)C%8,7/ 0.0()02gt Owe#?&ﬁro ch used to solve
this' probl emc 8% SPRY' =l rrelirsErinBebicatipndeyice tr amecend
conmonly knosmnasnidétiir @é\ﬁqe, and vice-versa, and to corresponding communication

15 devices. )

BACKGROUND OF THE INVENTION

The advent of networks and the Internet has changed the world, especially in
20 the way data and information is accessed. Wireless communication

technologies further added another aspect to the way data and information s
accessed ~ mobility. ' |

Before wireless communication technologies came along, it is commonly

25 assumed that network addresses are static, and application programs are
developed based on this assumption. When wireless communication
technologies became prevaient, the assumption that network addresses are
static may no longer hold true. As a result, many application programs are not
able to'handle a situation when the network address is changed, especially

30 real-time application programs. For example, when the network address of a
communication devide being used in a Voice over Internet Protocol (VoIP}) call
is changed, the VoIP call will be disconnected.



It should al so be noted that MP provides Internet Protocol (IP)
mobility. This 5 means the sanme | P address allocated to a
comuni cati on device can be used across all conmunication networKks.

In this regaodpedddssebi ity may be considered as true npbrkcbes7/000027
mobi lity vvith an unlimted degree of freedom However, MP has the

follown sadvant e Fi

ol Lo 19 BN AS ol iyl L HRBRG b P,
any) nust Wmd@ﬂnofbw‘hmmw as MobdielP.necessarily required. For
exanple, it is required in the case when a nobile node uses a

foreign agent's care-of-address for an | Pv4 network. Both the HA 15

and FA may jpepamildisstbs At phbiges m#érhefJPrdwédI@I‘F)Wbbllﬁy This

exi sting network routers. {P&ernatlvel , both the HA and
devi ces <omnmeansdhe samexr wddiesaitoneted ‘tpcm@@ﬂ@unmﬂ@'h drvige Cﬁﬁé?e USEd

functionali ) e, the
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net wor k r ouiisiderad &ls tak moblitt omgobilitewitndn nalimitgd A6greeafdpedotrhus
reduci ng the performance of the network routers. Secondly, in MP, a

comuni cati on device has a permanent |P address, and C uses a nethod

called IP tﬂ&%bémmetsmlfbmagtdhsead»éﬁ@aasSSI on of messages

(i ncludi ng data) between the and the conmuni cation device. This
neans 2B that additional data transnissions are needed in order to

t M | :
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nessage sizes and the longer data tran mSSIO t t he etf|C|ency
of datal% raﬁW&s‘ﬂ@%?eﬁﬁpﬂ‘ﬁ%ﬂ%?mFmﬁ ggﬂw Wg%ﬁﬁ@ i, exsyy 5

Thivdly, t Needapk fhiidfsl AfleRfativbly, bhn3Ad %%Fntmw bb@e0iees bbﬁﬂected

network routers In order to support MP requires a si ficant

i nvest nent fofexieting netwerkarnters, which have the functlonahtles of e HA and FA
respectively. In either case, the HA and FA will take away some computing
resources from existing network routers, such as computing time and memory

20 storage, thus reducing the performance of the network routers.

Secondly, in MIP, a communication device has a permanent IP address, and
C - uses a method called P tunneling to facilitate the transmission of messages
(including data) between the HA and the communication device. This means |
25 that additional data transmissions are needed in order to suppori MiP.

In addition, {P tunneling requires an IP encapsulation technigue that adds an

overhead io the size of messages. Also, the basic access scheme for MIP

uses tunneling which introduces forms of hon-opﬁmized routing; this means
30 that the data transmissions will take a [onger time.



noney. Anot her approach to solve this '"problem is by using Session
Initiation 10 Protocol (SIP).. However, this approach has the
fol l ow ng di sadvantages. G- Firstly, unlike MP which allows true

nobi | i ty, %mlnﬁssﬁii ows a limted nobili ty, i.e., Sl Pﬁfﬁ%"ﬁﬂnﬁm

comuni cati on devi ce to nove fromone conmmunication net
anot her, but nqt to {1 n the sane | P address. 15 In addition, SIP
al lows 1imitBHVIgwHRTt Hﬁpﬁa“‘éﬁ augénsrrmof@rraﬁwmdntbemcr@aaa)mesm

not Transni s§iye8 axaMhé %nﬁr%ﬁ%ﬂ%n#@%@:g r’gi-HEss tHeSeRE gﬁw §f &k s a

connection oriented protocol nect I'ons

di sconnect ed’ff@m@'ﬁlsswrﬁharﬂ@neﬂ‘wqu)dadmaeeswntla e uee bEMIP20 On the

ot her hand, UDP is a connectionless protocol where data packets (or
nmessages) are transmtted and delivered on a best effort basis. If

data C pdckeThirdlychedsstaliativhedd theil-mﬂaﬁd FAréntiggs td sty nétokitr §5S
which is no Ion er vall’w{w%for .exanp when a comruni cati on device

has noved tooggr YRR \Ksﬂwf%%rﬂjsnsaﬁtc@b&lavemeatrpfebotlnmnmancbss)

t he sendi ng ,ﬂgﬁé%e may be requested to resend the data packets again
to the updated I'P address, for exanple. Accordingly, the limted
mobility provided by SIP for UDP.is not affected by a detected

change of causes nore, than opne. |P

addr ess upd%@ﬂ%‘géé{pmgp hﬁgg&ggrﬁ('s 'i"’BB'PH?a '%5%8?'“85%%@65@%@ devi ce
(' cal | ed0de\Rrotscol (SIP)hHoweser tisappraichtas tHeTiieRirg didhdvaidagiayi ce')
|s connected, if there eX|sts nore than one connecti'on between the

( “cal | i ng deV| ce' and the 'called device'. For exanple, if the
c

alling 3 Hﬂ&lﬂ&ﬂﬂ(k@&ﬁ&%hﬁ@él@%%é maemgy snﬁ'%\ﬁlfaqlovdaaénﬁm&?d uUbP
connectlonséétwo sessions) to t evi ce change i n the.
| P address &RoRiky. '%aﬂf?ﬁﬁowwhe:@ommumcaheedev:cemo mweﬁmanee of

two | P addr %ﬁmﬁ'm%ﬁoﬁrﬁéﬁ\ﬂﬁﬁ% %Roﬁ‘n@? g@d’gﬁ{%ﬁ’% sq@gﬁ?@ﬂ

when there are many SI P connections
addressléipdate 5 messages will cause an |ncrease in data trafflc

In addition, SIP allows limited mobility only for User Datagram Protocol (UDP),
but not Transmission Control Protocol (TCP). This is because TCP is a '
connection oriented protocol, and TCP connections will be disconnected when
a change of IP address is detected. |
20 |
On the other hand UDPis a connectronless protocol where data packets (or
] messages) are transmitted and dehvered on a best effort basis. If data
C packets are lost, undelivered or transmitted to an IP address which is no
' longer valid (for example, when a communication dévice has moved fo
25  another network and has obtained a new iP address), the sending device may
be requested to resend the datarpackets again to the updated IP address, for
example. Accordingly, the limited mobility provided by SIP for UDP is not
affected by a detected change of IP address.

30 Secondly, SIP causes more than one IP address updaté message to be sent
to the other communication device ('called device") to which a communication |
device (‘calling device’) is connected, if there exists more than one connection
between the ‘calling device’ and the ‘called device'. For example, if the ‘calling .
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An alternative approach to solve this '"problem is provided by the
met hod and devices as defined in the respective independent clains
of the present application. An advantage of this alternative
approach i swiheb7dsksidoes not 10 require any additional i pgiaichabiogr
of entities, devices or application prograns in existing network
routers, or in_the communication network. OQther advantages.of this

al ternati ve ¢08aR t\nlﬁd-f%&onaecﬂomlﬁm sepsians) isthegpalisg: devige’,a
permanent | Foradd he Ko htdiReloPine UaNifg agib il Feddit iA1HL R3Bahd of 3CH
rtace o A devi ce at { uses

network inte a conmmuni cati o any one tinme
two 15 | P adwodPsaikirées updath mesaagek to thec'céllededevices. Amomiinglyatvhen

device in a rei gn.ne r k nd not requirin P nneling (|P
packets ar o P an el SIS eshne AORe B AsF o6l AentF o rdate
anot her) 5 SulybédRgeetwill dauséldRidrébbe RQ4ta traffie, enbodi ment of the

I nvention, a. netthod for transmtting data froma first

communi cation device to a second conmuni cati on device is provided,

conpri si ng gﬁfsﬁghbfﬁ% éﬁﬁﬁ:%%ﬁ%’ao%?ﬁi@' oblf {& %%d%égﬁ&ﬁoe%a

to be transmft to the second communication device
desti nat i on desicesdsaisfineddn due aspegtive ihdependaad cleiras of thehgresentond

conmuni cati on _devi ce ,as he dest.inatjion.address far.the ssage,
det ernini ng aé)pg%%tmd J&@a% Oﬁth@ a‘%&'&%ﬁﬁ aPEFIAT 1R mqqétrfgrq‘}@\n(ﬂe,
mappi ng 10he réquitd angddedrisnall instalatitCsfihtitics) MENIVes ¥ applictdionGfog@nide

second address of the second communication device as the destination .

wddress for M RYSHRG BatyorkIpiters, of dniher Gammunieation RelwedyOthsr ng t he
ddress 1o P : S the
econd a r%‘él%aﬁiagb@%fﬁ%Qﬁérr%ﬂg(g‘épgfg%%@%&)%%}’g@gg@%%%9@&@‘#{9%’3 on

address for the nessage. 4 WO 2007 :
anot her enb@firemasent rbaddress (Wndke MiP)eusingionly onerBrasiiress fogedsh a -

froma fir amﬁg' i | 0 Al Walg) |.ce

i's provi ded?'%tvgo,nprl L:ﬁé% oggner a’fﬁﬁ&é@@éﬁ%ﬁ%ﬁﬁ%gﬁmﬁ#Sggﬁg‘g

conpri sé§ d#f addresses fooeach nefedri intdrfazesof aoothrmonioativrecdévieairavi ce

g O O o R ROEI AL 1B LhhSho T pe8%iS brd BndihhBl
directly from one communication device to another).

SUMMARY OF THE INVENTION
20
In one embodiment of the invention, a method for transmitting data from a first
communication device to a second communication device is provided,
Q comprising generating a message, wherein the message comprises data to
be transmitted to the second communication device and a destination
25 address, associating a first address of the second communication device as
the destination address for the message, determining a second address of the
second communication device, mapping the first address of the second |
communication device to the second address of the second communication
device as the destination address for the message, and transmitting the
. 30 message using the second address of the second communication device as
the destination address for the message.

N



address for the message, determning a second address of the first
comuni cation device, mapping the first address of the first
comuni cation device to the second address of the first

conmuni cat i oo shevose1AS the source address for the ness ,@@517,000027
transmtting the nessage using the second 10 address of the%

comruni cati o e, add .ess for the nessage. The t wo
enbodi nent s Q‘e&igt?’%gsg%ﬁdﬁﬁ Mt ?EWEB o G&ethed foemmﬁmlﬁm data from a
i1 lustrati vefingt commd&é@oﬁd@ﬁ@éﬂ@éb@&rﬁ%&ﬁﬁﬂnkﬂ@ &Qm&é’@%b@gg' on

in

devices, 15 two .sets of source and destination addresses are
each comuni CUPPERNGARNSEENEAR Message.svharen thadnessage catripriseaddizeses

are fixed reﬁ@frﬁﬁQﬁutt@cﬂﬁf ﬁ%%%%ond"@bﬂh @atf’oﬁfde?@% da%gée(g)?? g%@ﬂl oo

protocol s and applications econ source
addr esse?® ar@ssogiatingnp irsi addrassof the fist dorersmicatioh evics a8 the sehaged,

f | 20 d t th
ot vor k. Fore R MG TR ALE S NS Fefhd Tareas o LB est devi ce.
the first adumemsinidgtiohalevinepngl fiedt afd'ﬂﬁéd‘s' dfthe ﬁ@%ﬂhﬁ.@ﬁéﬁ?f&n

devi ce bein used t he églgrce address of the nessage nay be napped
to the seco seeong gadesss o de Bt pommunication demcecauthelsoatceon

device. Al S(addl'ré@s fdrrtﬁé n‘?é&@.égéganc“r ﬁﬁg@ecp Qﬁj%s%gﬁe ga@lgégg s%%gq? e

connunlcatlon device being u

nessage fay agé‘r%@p@feihletfﬁstﬁwlmeomaﬁomddwesas tHesoures bdakdedastheof the
second commyni eon device. The nessage' is then transmtted with
he current addre€sses as the source and destination 30 addresses. ’
or exanple, only the first address of the second comuni cation
device is d to,the secqond address of the second comruni cati on
devi ce as tﬂﬁggq@ b8 ?5@%8??0" ) aleye M algo 2e combingd such that,

addr ess and llﬁjbﬂ’afl'liﬁt lnaeﬂ daatrarinitdisn befwdenCRETHE | 'cﬁﬁ‘ltrﬁ oK cﬁ%’?el?at

st ays trbe g(é‘h irst communi cation device has a tixed
does not” cH¥n§e's gigauree snd destinatiop addsessesare kept lmleanhh:bmnhtumeétlon

conmmuni cat i gvicdeYhé ﬁrét%oﬂﬂfe EndBOIr2 405 LHER %S Breidd & haes | OF

exanpl e a server conput
addresses, wh[ch are reﬂected to higher layer protoco!s and applications. The

second source and destination addresses are the temporary current

addresses, which can be changed, for example, when one communication
20  device moves to ancther network.

For a message being sent by the first communication device, the first address
(reference address) of the first communication device being used as the
| source address of the message may be mapped to the second address

25 (curren_t address) of the fjrst communication device. Also, the first address
(reference address) of the second communication device being used as the
destination address of the message may be mapped to the second address
(current address) of the second communication device. The message'is then
transmitted with the current addresses as the source and destination

30 addresses.

&

For example, only the first address of the second communiceti.on device is
mapped to the second address of the second communication device as the

5



5 a personal conmputer with a fixed IP. Simlarly, only the source
address is changed, i.e., only the first address of the first
comuni cation device is napped to the second address of the first
conmuni cat i wip eniseezand t he destination address i s not pchaagmdmnocol7
‘the second commruni cation device has a fixed IP and the first

conmuni cat i Vi ce, haS an '

anot her enbg%ﬁ ?ﬂﬁ%‘?ncﬁd‘{}ﬁﬁs ?M@ﬁftfaﬁaddf%%?ﬂﬁagf% F%B‘J%‘g? 6& wég(ﬁ% at °
transmtt edstE?Q het shinkesit tmmmmum@ameuemee has & szedtbmmat does not
conmuni cati.on device is I‘OVId I‘ISIW‘&I‘GCGI Vi n a ITES

wherei n  t hehangass ddus mﬂm‘ﬁr Q@“Hr&t@ the case wWhendhe f‘f%& EyHea E’g‘cond
communi cat | 8&"%% idIft &ﬁ-u%ﬂg Rviceith é‘ﬁ,gét?ﬁﬁ o mlé QCIMGEr computer or

conmmuni cati Oh deévi ce as destination dr ess, mning a second
addr ess ®f & persaacdmpotenwitic atiked IRidSimderly, ampmewurcreeaqidresa Is

he second EEAmAR. LR MEreCoddees & et R Py TRt oo O
message. 20Appebdbtte s8catPhddress 6Ptaifirsidonmfiunibatiomaeics and the
met hod for receiving data transmtted froma first cp ni,ca

dovice to adedimstion@dssasrisinet chanoesh ithe SPeons eRmauaIca wg?ﬁasa
Fanm 1 TP fiF Bfig 18 R LmTunicon AT RARCAIP thaina ??’?Q?é’

transmtted conmruni cat1on 25 addr ess
of the f@rst communication device as source address, determning a

second address of the f| st c Lni ' i ce h
(first adr eSEEL IR b BRI B i nikitoh ™ oflod FRR8LGANG e
dress of H@l@tf'éﬁﬁﬁlttédrfmmb(fﬁtéﬁwm:d&ﬁbatﬁorademd:etnaemdaddress for .
t he nmessage. 30 According to furthgr embodi nent s, of the 3‘3}%@%
e

conmmuni cat | BRMABYICAION GRMIEsH 1§ ATEViHEU SR RRRINLESONINGA P‘&éﬁa%
provi ded. 64 %%@?ﬁ%@ﬁ@%}ﬁs@ﬂé@%%@%ﬁ& Hhecerbond semnunidzitoh

are descri be context of one of the nethods
15 device and a first address of the second communication device as destination

address, determining a second address of the second communication device,

mapping the first address of the second communication device to the second
address of the second communication device as the destination address for
the message.

20
According to another embodiment of the invention, a method for recsiving

data transmitted from a first communication device to a second
C E cbmmunication device is provided, comprising receiving a message, wherein

the message comprises data to be transmitted to the second communication

25 device and a first address of the first communication device as source
address, determining a second address of the first communicatic;n device, and
mapping the first address of the first communication device to the second
address of the first communication device as the source address for the
message.

30
According to further embodiments of the invention, communication devices
according to the methods described above are provided.



for transmtting data froma first comunication device to a second
comuni cation device are anal ogously valid for the other nmethod for
transmtting data froma first comrunication device to a second 5

comuni cat i oo shevLs@iz t he methods for receiving data sentpéﬁ%?«)o?}oﬂ
first communication device to a second comruni cati on device and the

I cati ' . used herein, .comruni cati on device nmay be,
B ot s WA S 552 e e bt afeme e
comuni cat i ofor deiisaetting dataiem @ﬂfgﬂéﬂhﬁﬂidi@é}ioﬂed@vfc%’tofaoée&%anpl €, may
be but is not linmted to, a nobile radio conmunication devi ce, or a
satel lite radfBMunFRIRNdaviGHag@anakedoushyvalidsartheether mettodribrcat i on

device my Deanditiciadiri B hefhd fmuRiciRR) b8 B RSN, e por sonal

digital assistant or a portable-conputer. : ned and
used her &i n, canmswiraien devines theomathbalsdor teesiving diga S6RL frorh @& st

ni cati | ere the data item,s, arranged according to
2 or e dot eriariNREahn AAVERJoiaSereBl bt stnn diparns the
comuni cat i wommunitationgevites. net work. A nessage conprises data, a

source address and a 20 destination address. The nessage data may be,
but is not limted to, application data or control data. There may

b ari ous ' r ] | [ ssa for. exa | e
aﬁ YP addr eggﬁg%%@kﬁﬁﬁm 8Id|a§§h;&|% ? ggarﬁ?%ﬁfg’ % Y &3@3{?#& @lr‘g&oan
addr ess 1Pef &osmuynication devide o¢ prtesvinabtormmunfcatite devdits. R radis t he

' ' F |le, the first address of the first
dest ] on By AyES8ABevES! 1P ARARE R, wldod itk i oot | o
vi ce, t he radiostonarddnieationtictibe, sres satd|Iid ramTBoR it Aldag5n é@%éile:&eF&“d

the second address of the second communication device nay .
addr esses OPX?W@?%M'B Pnidgyise may,baqbitie nolimitad ieeatmobilehe

first addrepponé, éb@rsbhﬁ?Hiﬁ@%&ﬁtéﬁﬂé}%{?&%[&%ﬂ,ﬂ%ﬁeCOﬂd addr ess

of the _first cormmuni cati on device, t Irst a ess of the second
conmruni &3tion 7 WO 2007/ 086812 PCT/ SG2007/ 000027

Also, as defined and used herein, a message refers to a data item being sent
{o a communication endpoint, where the data item is arranged according fo a
pre-determined format, and is used for pre-determined communication
functions in a network. A message comprises data, a source address and a
20  destination address. The message data may be, but is not limited to,
application data or control data, There may bé various address information

included in the message, for example an IP address or network port
C identification.

25  As used herein, an address refers fo the coded representation of the source
or the destination of a message.

For example, the first address of the first communication device, the second
address of the first communication device, the first address of the second

30 commﬁnicaﬁon device and the second address of the second communication
device may be addresses of the same protocol layer. In another embodiment,
the first‘a.ddress of the first communication device, the second address of the
first communication device, the first address of the second communication

7



devi ce and the second address of the second comuni cati on device nmay
be network |ayer addresses. In still another enbodi ment, the first
address of the first comrunication device, the second address of the

first conmuwiccabigessizdevi ce, the first address of the sea@itkg007/000027
comruni cati on device and the second 5 address of the second

comruni cati on devi ca Ere | nt n t Prg ocol addresses. _ Enbodi nents of
the inventi oRe¥RRARE e aEihe sacandsommunicationglevisegnay be

embodi ment  ohetiWipk lali)é?%ﬂd%seﬂelh%maﬂbﬂﬂrbhﬁa ﬁﬁ%dthé%ré’ldﬁ{]o‘?’é& @th%he

first comruni cati on devi ce further conpri ses termning the secon
address of tiirst eemsiunieatienrdeyias; e srapndaddress of the firal sommunication}

Stor i ng' t he SENE 4hd Bt At RIHE BRI fiRUEDS g 3k e second
det er mi ned oaddriass bf thet secomaroom maicatio ridewicearsanterhedPratatol 86dretses.

second address of the first 15 comunication device determned with a
networ k agent device,. wherein the network agent device is capable

of storing tEMbeERMEKls METHIRsh SMBMeHaE the RBpERERRYAAEr eSS of

the first comuni cation device to any comuni cati on evi ce which
requests for the second address of the first conmminication device.

20Inth|sem termnes if
it has obtai negalggr%{év?/ntgﬁfl Ee’%i'ﬁ";e Wgﬁ@%ﬂﬁhﬁ’%w@ﬁ“gﬁﬁ?mw 0]
whi ch i t10i s axiiresssokitie fiFsi commynicatime devite furtherephprised astethming et
communi cation | - «%s from.,one comunj cati on network to
(“Eot her comﬁﬁqpegﬁdgﬁe%oﬁg% W°mm'1"¥°§ﬁy VIGS ThIp FesPMngRicaliany| e,
en the fi rrﬁtw@mwwmaiﬂr@rﬂrstctsamrﬁam&mrcﬂﬁdé\ﬁ@énsac&ﬁnb&fedcabhngfth@
comruni cation network to a second cell of the sane comruni cafi on

net wor k, wh&e8PRd eddrass @fithe &gt camrmuﬂ’écaimﬂﬁwwasﬂetemmﬁ@pmmfmtd t he
second cel | c%inrhnﬁcsﬁawa?ﬁétém Cd;[%rs%c Ak 268 %%%%m%? the

sane router. 30 When the first I on eV|ce etermneés if it
has i ndééd eenunurigation demad@tersmefdwrhln ainetworkragent devios, wirgreir ket o

which it is %‘Bﬂgﬁshéegeegn de'incesié QL S3htd B?sf&?Wg WILES Ao Dey! prowdmg

second addre
the second address of the first communication device to any communication

device which requests for the second address of the first communication
device. '
20
In this embodiment, th—e first communication device determines if it has
‘obtained a new address from the communication network to which it is
C connected. This may happen, for example, when the first communication
device moves from one communication network to another communication
25 - network. This may also happen, for example, when the first communication
device moves from a first cell of a communication network to a second cell of
the same communication network, wherein the first cell of the communication |
network and the second cell of the communicétion network are not connected
to the same router.
30
When the first communication device determines if it has indeed obtained a
new address from the communication network to which it is connected, it
stores the new address determined as its second address. The first

8



8 WD 2007/086812 PCT/ SG2007/ 000027 comuni cation device al so
registers its second address with a network agent device. As defined
and used herein, the network agent device refers to a device, to 5
whi ch a com@@igeslsddi, connection can be established via the e nin0a7
conmuni cation network, and which is capable of storing thé Secon
address and providing the second address of the first communication
devi ce to angosHngaticadeyice alew registers ithsecamderidresoOwith bmmctk%ent
address of t E%rst comuni cation device. 10 Cln this regard,
shoul d be noted that it is not necessary for the network agent

device to be in the same communication network as the first

conmuni-cati o Thi nmean devi ce which is capabl e of
storing the ‘gﬁéi&ﬁ gé‘ﬂg éthﬁinpiihs\){e@ﬂ’%f agest devisn defe device tthe

first communjBighitoMMUnicitibh cbﬂné&*bncéaﬁ"&é‘é&%h%dqﬁé{ ‘tl‘?&c%hﬁfﬁlcag{o% o

requests the second address of Irst comunication device ca
a networ k agftwvode@nsewhich ineapanie ofistoting the sénondeaddress amsptovﬂﬁng ce

is a Sessio I = t (Sl P- N
U ew of the tpHebbAtiairadkl 3¢ Bt BRI Ficat Bl dtSlog & i Coipuigaticn
the existi rq:ﬁwcﬁthGqutedorclhmnon@hdm@sQ@fwﬂﬁ’ét ESHRInication
sufficient tp enure that this enbodi nent of the invention can work

However, if &% were only one network agent device, this network
agent dgyi ce may encounter the problens related to high traffic
vaolurmes. In this regard, the availability of nore 25 network agent
evices W | I’"ﬁ'@ﬁﬁegﬁi@ﬁ itishaulg ke netedthattitis not ghcessary far the hetwerk Bents

| so possi blavidaah l:?é“’fﬁocﬂ!a EHSchmuiR JEIEW ﬁ%&@ ﬁg‘?ﬁ%ﬁo t Eg%hrgg t’[Egtn he

use pf.a network agent device in SOrre
communi cat i ¢levicgeThisemeays ahy dedige lvehieh tsh:ap’abbeeaf stétiragitheessond a File

Tr ansf er sgrver the FTP server
has a fi Xed%{d@?@é&aﬁ? d.ero éF%ﬂg e?eé:logpé"dh% ﬁgﬁgﬁ@g&omlﬂ%@tﬁ%}@vﬂq@s
| P addr é§s 6 Bhy aonnhm%tncﬂg@@hc&%[cﬁ&equé&iﬁ thd S6dYaddiess of the first
conmuni cati on _sessi on | s initiated by the

communication ewce can be a network agent device. In one embodiment,

the network agent device is a Session Initiation. Protocol Redirect Server (SIP-
RS).

20  Inview of the above, it can be seen that one network aigent device in the
existing inter-connected communication networks today is sufficient to ensure
that this embodiment of the invention can work. However, if there were only

C; one network agent device, this network agent dewce may encounter the

problems related to high traffic volumes. In this regard, the avaitability of more
25  network agent devices will help distribute or share the high traffic volume.

It Is also possible that embodiments of the invention may work without the use -
of.a network agent device in some situations. For example, a communication
device may already have the fixed IP address of a File Transfer Protocol

30 (FTP)server. In this example, the FTP server has a fixed I[P address and
therefore does not need to register its IP address with a network agent device,
Additionally, a communication session is always initiated by the
communication device. Accordingly, the communication device also does not

9



comuni cati on device. Accordingly, the comruni cation device al so does
not 9 WD 2007/086812 PCT/ SG2007/000027 need to register its IP
address with a network agent device, if the communication device

only needs o %ewgdgizcate with the FTP server. Accordi ngchrca® /000027
enbodi ment of the invention, détermning the second 5 address of the

d communi cation.device further, conprises determning the second
Zggfgss of t%%ecgﬁwqé'g#ﬁrﬁbn?%?ﬁ%wnﬁé%%{élof'?@Eﬁ'ﬁﬁ%@ér 6%@9 mappi ng
tabl e stor edcammiunteatiohdeviceBmyheadd 1 LfiRate/With'#RO= 1S SBhar. ¢ he

address mapping table refers to a neans of arranging 10 data gmd
information related to addresses, as well as the vari ous

corresponde | ' e, .i,n one enbodi nent, the
address map B’? (ﬁ'g)rta@gl t@%ﬁ'ﬁ%@“@ﬁgﬁ’%ﬁ?‘%\% §'r ?%t?%'ﬁﬁpntgg S0 'E“I’ie

first addresaddsess bbtheesrmodd tEmmoumitationaddvive fietieeompisds @eteRRPIG
address of the second .comuni,cati on , device, | n another enbodi nent’,

t he address *ﬁﬁﬁ&?ﬁﬁgﬁgﬁﬁésﬂ?h%?c%@m@egmw flavies irom amaddress

| nf or mat i on rhapping table'stbred i hesmePEsmARficaten Akviche second
comuni cation device is stored in the information table according to

the index. In still another enbodinent, the address mapping table
further 20 gQiped ; ! agent device, with
whi ch the secondé éﬁ%‘?&ﬁéggé}gg &'t%%é ng%)&&)ﬁtéc&(g%%éégt rgﬁa%gf@gz‘:\qg\gng
regi st erléd. data andrirfoenbiiah refated to hddmspes, s Wwell asthe effictdt by using
an address i table. In another enbodi nent, the address mappi ng
(gabl e is st gﬁg%sﬁﬁ"qmcq‘siar@[a%?g'aéﬂﬁmni cation device. According to
ne enbodi nent of the invention, the method provided further
conpri ses sgndi ng a_cqmuni cati on nessage to the second conmuni cation

devi ce usi n§of RE2EWI& 1R oRE @mndigent; He addree mappingHiablet fudhetevi ce
devi e, wher T PTisad ¢ nfesTBRAY I ot At addbie R GO TRC T o1
communi dat | sAMIRNRIertigrsdeviceand Hikisenond atidiress of the second communication
device. In another embodiment, the address mapping table further comprises
an index to an information table, wherein the second address of the second
communication device is stored in the information table according to the
index. In still another embodiment, the address mapping table further
20  comprises the address of the network agent device, with which the second

address of the second cdmmunicatfon device is registered.

C‘ In one embodiment, the mapping is carried out by using an address mapping
table. In another embodiment, the address mapping table is stored in the first
25 communication device. |

According to one embodiment of the invention, the method provided further
comprises sending a communication message to the second communication
device using the second address of the second communication device stored

.30 Inthe address mapping table of the first communication device, when it is
determined that the second address for the first communication device is a
new address.

10
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WO 2007/ 086812 PCTUSG2007/ 000027 For exanple, in this enbodi nent,
the first comuni cation device may determ ne whether or not its
second address is a new address as follows. Wen the first

conmuni cat i i eterm nes an address fromthe co ' '
3o S¥logchs o EChbAbdoo

network to I's connected, it can conpare this a
determned with its current second address. |If the address deternm ned
is the sane &orexample, ieihis embodinentdihedisst donemunieatiorddevics asy i S

consi dered a : I ddress, deternmined i,5 different from
the current gg%ghq&q%%re é%sr 10?Q§pf?se§%qogﬁr?gﬁ%%ﬁ|§iaepe1wlaﬁarega@tsé‘g ws.

det er mi ned i Wissrothediracdhmusibaton dados deformirfscan diMmaky frohesecond
address i s consi der.%g. as %\(,avw in this case. Also, in this enbodi nent,
the obj ect i vEORMWCRIiGRNeWRHHRIMNER itiis Forrasted)dt carscarapardhis ageiness

comuni ca4 i ORI it 8 cURERE $BAOHE s@@RARA communi cation device of
the change in address of the.first comrunication device. In this

regard, the communi cation nessage here nmay be any nessage which

i th td ' d . 20 | e,
T one enbod 118 HHGRs8 UeseAin ol B hB R Bl TERFY pecohd adargiE e ©
I nitiation Psettomodddrés®ls comsidened as hohne@ssage. | n anot her ‘

enbodi ment, the communi cation nessage sent is an Invite nessage. In
still another enbodi nent, the comunicati on nessage sent is an

Invite nEssa@the ﬁﬂ@ﬁésgﬂéfgrﬁﬁné@féﬁiﬁer@ﬁﬁr&rﬁ-th%%u*rg?ttgﬁc%nﬁ%%lc&s ¢
h t y a first

Invite nessage is used in the SIP protocol, conmuni cati on
@'evi ce est abPiiainag earliesniferaddsessodetemminpdis sloredcaminecsdconyl addidss. a

econd conmugid ' ' n@% : 30,.l.n this

conjunction, a F’Fn’gﬂhﬁﬁgﬁe coﬁ%%'?%ﬁgﬁkgec{s%%%\%? M%F%%f ers to

the association between the address of a first conmmunication device

and a SIP s i i1 th_a.sec o ni cati on device. Accordingly,

the Bi ndi ng epeinsuebSTERe e SRR SfRardlhd & Saiiuicaiba messate

updat e tilse daitide bdcoMd 2OMMUNERIDA JeWte FROPTIrRPHRZEcond communication
device of the change in address of the first communication device. In this
regard, the communication message here may be any meésage which
comprises the source and the destination addresses.

20 For example, in one embodiment, the communication message sentis a
Session Initiation Protocol (SIP} communication message. In another
embodiment, the communication message sent is an Invite message. In still
C_ _ another embodiment, the communication message sent is an Invite message

with Binding Update option.

{
25

In this regard, an Invite message is used in the SIP protocol, by a first _
communication device establishing a communication session (or connection)
with a second communication device (see for example [1]).

30  Inthis conjunction, a binding in the context of the SIP protocol refers to the
association between the address of a first communication device and a SIP
session with a second communication device. Accordingly, the Binding
Update option of the Invite message may be used to update the said

11



associ ation, when the first communication device obtains a new
address, for exanple. In one enbodinent, the method provided further
conprises determning the 5 address of the network agent device which

has regi st gecond address of the second conmuni gglpjs@Roo7/m00027
devi ce, angwggg%ﬁihﬁg an address request nessage to the said network

nt device using the address of the network agent device
32? erm ned, ﬁ?c’P@g'QBsWhPBSh? ﬁ@t%@m#ﬂ“%@ﬂé@éﬂf?@fo gigs sarmaddress, for
conmmuni cat i Qgk kce, when it is determ ned that a conmunication 10.
connection to the second conmuni cati on device could not be
established wusing the existing second address of the second

conmuni cat i Vi CE S [ 'addr e i ng.table of, {he
first communh LB fiBadlrE the ferhQf pBVAet MR RoraBusdrodteiningike
agent de$i caduhessof the rstworkiagent dedits swhicH hidRghREeRAthE RBBBIY 54drbe8
device is registered |s determ ned, and sending an address request
nessage i s ?g#?e SEeQNLComMipyGatign devicgegnd sending ap addeessdenuest 011: tEe
net wor k agemediige ) : t he
second co?m%? catl gﬁ tggaﬁrgre“ é@ﬁreﬁ g%é r g% gﬁrbedc?!@stp a%(réf@g% 5"3‘53‘%%3?%\?”" _
exanpl e sentgfhtdeyice determiredito sehudshfor she secnnd adiressotBecenomtt i on

to the seco i | Lce . could not be established using
the first a gpﬁﬁ@%&@ﬂéé\gg%’%rbgM%ﬁ%WFSW%M%mHP'Céﬁ?E| rd

addr ess10of cohrestroiocthe sauund camhunicktivh Rtk G0l A6t Bdésthblished
conmmuni cati on, vi ce.. The thﬁljr@gdaddrﬁgss Is for exanple an address of

he second Y& fisigtingsegay 858 %SW&?WUBH@WH device stored
(commni cat i frtideaddiese apphieble of thefird oBKiniatatiohaRly! 1 d. and has

previ ously been used‘for comunicating w e secon onmuni cati on
device. If it is no longer valid and consequently, no conmmunication

address. of | REoRENER, M addhels 0P a abuilf adehl HEWEE hER e eRd Ve 1 o
i s requbst edddiesmof lize setanst tcoragenicatiew device B0registérdatids datepsinganbnd
R R T St e o P SR S
est abl i shedusiag tige Bidressios the geterk agentivessdatbriiRed 36 Ffifést the
conmuni cat | gencond address of the second communicatio‘n device. The address request
message is for example sent when it is determined that a commtjnication
20  connection to the second communication device could not be established
ﬁsing the first address of the second communication device or a third address
of the second conﬁmunication device stored on the first communication
C' device. The third address is for exampie an address of the second
communication device that was stored on the first communication device
25  because it has previously been valid and has previously been used for
 communicating with the second communication device. If it is no Io'nger valid
and consequently, no communication connection can be established using the
third address, the second address of the second communication device which
is currently valid is requested from the network agent device.
30 .
In this embodiment, when the first communication device determines that a
communication connection to the second communication device could not be

established using the existing second address of the second communication

12



12 WD 2007/ 086812 PCT/ SG2007/ 000027 device stored in the address
mappi ng table of the first communication device, it will do the
followng. Firstly, the first conmunication device determ nes the

addr ess of 5 agent device which has regi ster@g%% 27
second addrysbsamg /Bétlxﬁiei(second comuni cati on device. For e &397/‘1‘3{43

one enbodi nent, the first communicati on device can determ ne the
address of tHevieesiareld indenaddress omppiny tebleefthe digit sbanashicdtRnRSARd

address of the. ication device, fromthe address mapping-
RABRG R R

table. 10. Secondly t communi cation device sends an address
request nmessage to the said network agent device using the address

of the network nt . device determned, to request for the second
address of t E’@@g&ﬁﬂr& commiicationsieviredetermings the addresmietitheanetwork

sui t abl e sdds@ deSeORhicHYRBI0G R REDLS R d R O 18 BP9, e

communi cation protocol used to Communicate W the ' netw
devi ce. For @nampniationgleyingr Eesexamplesin onessmbedinmnt the figgt S| P

Invite nessagg, - IS Loen t obj ective of sending an
address r equestW@bﬁ%gbgggmeoc$%?§%em§ag T Sﬁﬁgﬁﬂe "EF&WP@%EQ%“FSV'CE
“obtain an upskitidhasddgizteredithe bbebrabadiidss 6N Yeeahd BAmARMICEion! N
order to be able tfo establ i sh a comrunication connection to the
second co V!%*'W@R/F@@eﬁﬁm%pm%ta@% enbodi nent, the first _
address 19f the first communication device is 25 mapped to the second
address of the first conmunication device, and the first address of
‘he second cReeIAIY: #he Grst gemnuenicationaisivinsesbridy arhardressoreduestitessuyeof

he second ' ' | j sspge a upit of the

et wor k| ayag TegaiEesABrC sy Sevich s MREEAERe chind oRfiricagebiicn

that it comgevicesdatemminedsto reqdelste‘esthafsetcgﬂdfadﬁﬁéss?ﬂ'ﬂ}i@@é&ﬁaddl on and

devi ce and fir.st,.address of, the second, comruni cation device,

tﬁe first aggﬁgé%ﬁ%%mﬁ?]gewp?'slp Wi TRes pﬁtsf-’Sﬁblﬁé\ﬁiﬂﬁ%es requesignessageby

the secosd adgerds prfndriftoh e torfMumbatieAbrtBcst1568 %0 camfhdliGte with
the network agent device. For example, the address request message may be
an SIP Invite message. '

Also, in this embodiment, the objective of sending an address request
20 message to the said network agent device is to obtain an updated address of
the second communication device, in order to be able to establish a

communication connection to the second communication device again.

In one embodiment, the first address of the first communication device is

.25 mapped to the second address of the first communication device, and the first
address of the second communication device is replaced by the second
address of the second communication device, in the message, by a unit of the
network layer.

30  In one embodiment, the message is generated such that it comprises the first
address of the first communication device and the first address of the second
communication device, and the first address of the first communication device
is replaced by the second address of the first communication device, and the

13



13 WD 2007/ 086812 PCT/ S&007/000027 first address of the second
comuni cation device is mapped to the second address of the second
communi cation device, in the nessage. In this enbodinent, at the

poi nt when wheoikdeade | S generated, it conprises 5 thespp
address of the first communication device as its source agg{sgzqsﬂ%g%og”

the first address of the second conmruni cati on devi ce as
dest i nat i orfirsbatihiness of the second equBURICEIUTEREEH lﬁﬁpﬁﬂa"oﬁ\%§§§§@1d

generated, t firs e fi

Tapped ¢ o' (e Bhle i EBpfthudipfidd dlieg e IR 2V C2 12

Eﬂe flrstdadgéess Offthﬁ second 10 communi cation device is mapped to
e second address of t

message. Ac'@dh@i%b?d'm%?ﬁi lge BPB"E g@gﬂgﬁl ﬁié%%%gsegﬁie%%&r %ég‘i‘a 158

i S now tshe gﬁétdac&ﬁséseéﬁhefﬂrémrﬁmnﬁkatma@wee a8 lits @burte\adueesyahd he
desti natlon address 1s now the second address of the sgcond

](c:ommnl cat i tha fitshadrress obthesesaad samariinieation davice a5 3 degimatia” of t he
irst commun f th
first commndaes-dh dRiieEgub: poFRastigtl e R iprael et | 1 1e
comuni ¢ ai I étrtlrg@e/ bﬁ&ebf&smcrmmdntoatmn elestee dés thappdd te the sgcontd @ddeassmd
conmuni cati on devi ce et,ing the addr 0 first
comuni cat iBA T W@@'Wﬁb‘ﬁf?'ﬁ@e}‘r’g? ﬁ?@g?ggﬁfgtﬂﬁ‘%cgé@gndl '
addr ess; f %J?ﬁrpﬁhfc%‘ttoﬁ@f@iﬂé@'|§ﬁidﬁb@dd@!ﬁ@@ed:dﬁdoaddwsma%comd by
del et ng t I rst address of the second conmuni cation devi ce from

he nessageccmmucrqaﬁgemvwg inHbedeesnngeafaseginalt in his RLEssRed
muni cat | gﬁa‘fg’ bBB eldifiréss fg%g@% se%ﬁn&‘%d@?(ﬁ%f'ﬂ%jfu%@” ier,

the first c V|ce may obtain a new ress fromthe
communi cat i mnmehvmlbntdevWelaﬂd the destinatiomaddress ismmthe secppd @gddrassm
one connunlc |on network to t comruni cati on networKk.
Therefore, (i’ ?ﬁ?cPP QPH%M‘O% “ﬂ%&ﬁ? device is stationary when it is
sw tchegs 30 on, the first communication device obtains only one
address fromt he
In one embodiment, the first address of the first communication device is
replaced by the second address of the first communication device, and the
first address of the second communication device is mapped to the second
address of the second communication device by deleting the first address of
20 the first communication device from the message and inserting the second
address of the first communication device into the message, and by deleting -
the first address of the second communication device from the message and

C_. inserting the second address of the second communication device into the
message. -

25
As explained earlier, the first communication device may obtain a new
address from the communication network to which it.is connected, when it
moves from"one communication network to another communication network.
Therefore, if the first communication device is stationary when it is switched

30 on, the first communication device obtains only one address from the

| communication network to which it is connected. In this case, both the first

address of the first communication device and the second address of the first
communication device have the same vaiue, namely, the only one address

14
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comruni cation network to which it is connected. In this case, both
the first address of the first comruni cati on device and the second
address of the first communication device have the sane val ue,

nanel y, the ddress 14 WD 2007/ 086812 PCT/ SG2007 27
obt ai %ed fréﬁ@%%g}ag%hfmni cation network to which the fi rsé&% 2007/000027
conmuni cation device is connected. This observation- applies to the
second com@kiaiagd Ham hesaremusication neBvork towtichdghs first coomeunication

erbt ent, e b B B 5RO ol

devi ce. | n @ewvichas watbodi nent, the first address of the second
communi cati on device has the sane val ue as the second address of the
second communi cati on device. 10 In one enbodi nent, a nethod for

transm t§i n@cHaidindiy,aond dmibbdifRMIAS Rt ABresd VL TilsO cBmARFRSion

comuni cation device is provided, conprising generating a nessage,
wher ei n t hedfse dgs the spmesvalue as dhe secand:adiiess of iba firsl communieationd

conmuni cat i devi,-C r | ' addr ess, -15
associ at i ngag\nf'l ?‘@ﬁ&é@?’i@@f’%@"ﬁ%@ tﬁ ??ﬁg%gg?rﬁﬁ%ﬁqﬁgg%%oq@ew ce as the
sour ce addcemmiimcatiomedeniceshae theosmoe value g the sersitd addiees of thfe t he

second conmuni cation device as.the destination address for the
message, deterH SRARURICEIPBSEVIeEdr ess of the first communication

devi ce, jgleterm ning a second address of the second conmmuni cation

devi ce, map&{eng the first 20 address of the first communication
Qfévi ce to tHeoReeamedinentadnethodder transmittingslata friogwa fitst caemwmudcation
he source f ; nr’@ém.j ’ [ .1 he
second comwrﬁ%ﬁ{é%ﬁgns%?igf}?gg to taeloseconﬁgﬁﬁggé’o%oﬁ@r%iez%gnﬂﬁ
communi cat i ameksageewheraihéhalmesbage comprskl data t6 be ttansmitetsoabhe, and

Lo L "l P8R By Ace SR bl e
the sectid assoviatingad fieh addrss of dise filse conpiuniatibnricrddrastiefsourdehe
gﬁssage. | dddress ?onlpfgg Imrrgsnsta’gef Qsesr{)%lsat%%gaeﬁrls? ac?é‘r%g % {haets%%okg generate
- communication device as the destination address for the message,
determining a second address of the first communication device, determining
a second address of the second communication device, mapping the first
20  address of the first communication device fo the second address of the first
communication device as the source address for the message, mapping the
' first address of the second communication device to the second address of
C the second communication device as the destination address for the
message, and fransmiiting the message using the second address of the first
25 communication device as the source address and the second address of the

second communication device as the destination address for the message.

In one embodiment, the mes.sage is encapsulated to generate an
encapsulated message comprising the message by adding a header to the
30 message comprising the first address of the second communication device as
destination address for the encapsulated message. The first address of the
second communication device is mapped to the second address of the
second communication device as destination address for the encapsuiated

15



encapsul at ed nessage conprising the nessage by adding a header to the
30 nmessage conprising the first address of the second communi cation
devi ce as destination address for the encapsul ated nessage. The
first addregsg ﬁ second comuni cation device is mappedsiRdiifioz7
second address o( the second communi cation device as destination
address for the encapsulated 15 WO 2007/086812 PCT/ SG2007/ 000027
message i n YBesagR iine headegtlﬁls&twat@el% afigribe addeessdaPpNGsiReapiathoyts

carried OUtmt %@%Smesé Iél%d ﬂfra&am g&dr&gg exapg'e

according to d,a seco wappl ng S Car T edout
t he header msechawaa sen@ddﬁddmsskmawgmaﬂ@omnalpsheaderng'uchnwas

nessage. Thi e done 5 th sourc resses as

dost | nat i onediins BuBEMoTmeR WheneSPsiRAE YT TesTeds i gafBe Yohd
recei veds t@gh %ddfc%sécﬁﬁ'eéé& S3'A6P e withdestiatiditaddressky. Vohert §§ch an
encapsul at ed rress%% the nmessage is restored fromthe encapsul ated

nmessage andendapsy gassagn v 1eselved stigadiressarasp swapaed baghinthe
second addr Jgsstiel AL as
menti oned . Eové? g%‘iggé%oé%ﬂﬁgdr esggg% tﬁﬁe secgsdé com%ﬁﬂdgﬁfﬂ(;&/n
device) i, emmpshiaied masdage aad tiee addlesageint thdendéssage Roe swapped back.he
first communication device may request, by sending a registering
message conprising the second address of the first conmunication

devi ce f0 tTige sdboritthddrels agtrifirdestne®unication Hbeics canhsimildey ess of
the first communi cation device be stored on the network_ agent devi ce

Cand be for BREAPNAT pheve dael seepndaaddreshat e SacPah caBmuication eviG
he second Ra9bBRoRld SN ehictk adeAFHLE AtdrRlkaffie, tfe firse® second

addr ess of rst communi cati On device nmay a pre-stored on
t he net wor keanymimnication deviceanayseqyest byyseading(a gisielnigwesaggmt such

communi cat 1 SN BG4 &l HiGpSES0RY AL RegidtfagiEr R
anal ogouss| ynetﬁtfblodgmtrdemm‘ thidi¢he seeortd anﬂrbsa/ef mbeﬁrs&ta:lohmumgatlon
32;’2[‘} gggs a‘%ﬁW@ ﬁ olgetl:le neEw %’k%@g%p dg\ﬁgé gng betfgre e)éarllr\{ qgtprcci)wded o
any commumcation device requesting the second address of the first
communication device. The second address of the first communication device
may also be pre-stored on the network agent device, for example by an’
20  authorized agent such as a network administrator. The second address of the
second communication device may be stored on a network agent device

analogously.

Embodiments of the invention have the following advantages.

25 | '
Firstly, from the embodiments of the invention described above, it can be
seen that the invention allows seamless communication when communication .
devices move across different networks. Also, active Internet applications
whicf_n are using the invention will be able to continue its communication

30 seamiessly when communication devices move. For example, the invention
enables Voice over IP (VoIP) phones to be used seamlessly across Wireless
Local Area Networks (WLANS).

16



seen that the invention allows seanl ess communi cati on when

communi cati on devices nove across different networks. Al so, active

I nternet applications which are using the invention will. be able to
continue it e '@'j%ﬁﬁt ion 30 seam essly when comruni cati on devi ces
nove. For exan% C°Phe invention enables Voice over |P (RioVEy20pHepRe
to be used seamnl essly across Wreless Local Area Networks (W.ANs).
16 WO 2007/ 8y6eprcigiitheCGHinaHo0 addreBy andfur s sourtbaddeasssiinéid on

o 22 0B R ATANTE G5 4 B B ol pLROGEA 51

comuni cat i grst devirianieBtddRtelibs aheoR itk SEEHRAtoRHhLMBatRY H6fcs BIRENIRS:
It is not necessary to tear down a TCP connection and establish a new

one if 5 tHds npt poewssaty by tegndowinras 1 CE sonnastian anshesfablisfea aaw/se if he
second cOMYyQ ' ' : : |t 4 I ESal ossi bl e
wi t hout ﬁsi ng Iﬁ%ﬂ%{é&%?‘g'tlffﬂ%??@ﬁf@%eﬂﬂhgdegﬁg dr%ﬂ(]%r;tﬂemi?h% using a
| ot of over beamuritatioregédceokamgesf t he destination 10 address and/ or
the source address in the nessage can be done without the

requi renment of much conputing power and introduces only little

over head angdditiahaingthis3e pessible wittiout asingestftguddiide IPRENhEMRZUEHPN
requires little or no infrastructure 15 equipnment expenditure in

order to sufpErvithew using iRt svpdieadARye esnlasament of the destinatien wor k
agent dgyi CEd&?%\és%dmﬁﬂtﬁe sBYRE écﬂ:ir@s«é"i‘Pl.rtﬁ{;?1 6?@(;&59% e%EHEHe' Jne WRRILE tH9

sui tabl e network age evices are aval I nvention can be
Gﬂppor t ed breguitéimeard ofiinhychceomputirigngpveerenddnirod cesgniy little dverhetnd amdly
et wor K. Th@é&fgcy e, the invention is an inexpensive and easy to
I mpl ement Fution to the said 'probleni. BRI EF DESCRI PTI ON OF
THE DRAWNGS C In the drawings, like reference characters generally
refer to the sa parts, 25 throughout the different views. The
r avi ngs ar SepotnaL ees beisepnibaLiig Taventiah pemires IR R TYRREVHTY
bei ng pisacegquipRiznt bkpshdifiird T ofdd® P EUPIrPREmMNEMERRtion. Any existing
suitable network agent device may be used. Even in a worst case scenario,
where no suitable network agent devices are available, the invention can be
supported by additionally connecting one network agent device to any
network. Therefore, the invention is an inexpensive and easy to implement

éo solution fo the said ‘problem’,
BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, like reference characters generally refer to the same parts

25 throughout the different views. The drawings are not necessarily to scale,
emphasis instead generally being placed upon illustrating the principles of the
invention. In the following description, various embodiments of the invention
are described with reference to the following drawings, in which:

30  Figure 1 shows a communication system according to an embodiment of the
invention. '

Figure 2 shows an illusiration of one embodiment of the invention.
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invention. In the follow ng description, various enbodi nents of the
I nvention are described with reference to the follow ng drawi ngs, in
whi ch: 30 Figure 1 shows a comuni cation system according to an

enbodi nment bavention. Figure 2 shows an il |l ustraty
onbodi mant P ffessk N 0T oBesas PCT! SchoB b s

Figure 3 shows a protocol |ayer diagramindicating where the nethod
provided by the invention is |ocated, according to an enbodi nent of

the inventimg, ' | l.on.gf one enbodj ment of
the i nventi anoUiere ShoHsE roee yaP a4t diiarE Biesa i Fetiad h 1 he

i nvention is exequowidedibydhe drommtion dslocateddavioreingho ah dnsbsdiiBat bithe
with the inventi 3'['\{%[@0 Figure 5 shows an illustration of one

enbodi ment of th B | on, wherein an application which is

not -conp&tible with the invention is executed on a comunication
device which.is c atible with the invention. Figure 6 shows an
exchange of @¥efy8Rouman ifustratien ohane embodireentiod the ihwextion, ederein an

recei ves a new a : Iy Iy . of the ,invention.
o o7 chowe. acBpREsicE i< 6omBaB08 WIIRS Mol piguted oFE' ' ©
conmuni cati on déehmyrumicatindavice whishdd dompatibie strtihe dnvantioAe

enbodi nent of the 20 invention. _ Figure 8 shows exanpl es of
nessages used in one enbodi mrent of the invention. (_) 25 DETAILED

DESCRI PT0 ONFIgIrg BESHAWEEAT IDstrilian of orsd o odintsHTBE tHeCiAbériibnS WhHERdh SA0
according to an enb Il on. .30 The cqmuni catl on

di t..of .t ' | A . L0
@St em 100 conpr PEB@CBL{%@%%%P}}W@%@ the inyertion injexesuted on a
etwork 103 (denedmmnibicationedeice WRICHSS Korhbatilfle SARIAE ilVeh8bESS

Figure 6 shows an exchange of messages when the second communication
15 device receives a new address according to one embodiment of the
invention.

Figure 7 shows another exchange of messages when the first communication

device receives a new address according to one embodiment of the
20 invention.

Figure 8 shows examples of messages used in one erﬁbodiment of the

C‘ invention.
25 DETAILED DESCRIPTION OF :I'HE INVENTION

Fig. 1 shows a communication system 100 according to an embodiment of
the invention. |

30
The communication system 100 comprises a wide area network 1 01, a first
wireless network 103 (denoted by wireless network 1), a second wireless
network 105 (denoted by wireless network 2), a third wireless network 107

{denoted by wireless network 3), a fourth wireless network 109 (denoted by
: 18



network 105 (denoted by wireless network 2), a third wirel ess network
107 (denoted by wireless network 3), a fourth wirel ess network 109
(denot ed by 18 WD 2007/086812 PCT/ SG2007/ 000027 wireless network

a first i on device 111 (denoted by CDI) and a seco
com‘rum cati f&%géy/g%ﬁéﬂlm (denoted by CD2). Communi cat i orF(H‘éiﬁzg%'””@ﬂ%7
111 has a communi cati on connection with 5 comunication device CD2
113. Thi s cwinslessowtivork 4 afast coommusicetitomdevioed 1&éendaiéd by ED1) and

conmmuni cati on. _devi,ce CD ves w L el es etwork 1 103 to
T e o st S ator ics 11 Matoled BEE0dS 175 tovee from
wireless network 2 105 to wireless network 4 109. 10 The wi de area
network 101 _in Fig Is for exarr&le the I nternet connecting, various

| ocal area Qemmwgati@gaﬁwpwm gas gcemuerigatiascorectierWith c,

| SDN, X 25 rk
 nolude ~ B R Rt dvg Sz (RTRITRuuERn PORRARE &

CDVA2000 ammanedce\mdhbegbndmmmcm:end@wm@ atlid ienesi froes wiBless

Lorm nal comeuatt 41 G EAEGHESE niel 3, 177 ol SSRERHILARY i ebE g™
or a sat el | fiowes fdhe wieassnatawbion 10810 wireleds netbwok 4 T09.Fig. 1, for

exanpl e, the comruni cation devices CDL and CD2 respectively 20 may
al so be a not ebook PC with suitably equi pped wirel ess network card or

nodul e. ':E@e v@dég n@ﬁfvdrk |1B§tn‘i Pfq s Fr @d&ﬁ]pﬁ%ﬁ@lr{@ﬂbt &fnnbﬁﬁng

Il nvent i on As SU guent descri lon are given using d rans,

(vLﬂ»n ch are svamowlocal aTieg net\ﬂprktshExaraplequﬁgndﬁ arqaemﬁwmhsmtﬁu éEIDLC,

i |
D 0ures i 3R, Ko IS KR U By Yol Hi oo b
Wi rel ess neEtkmriei3 DI, FW@,IW&&MWIW Hlp@illﬂﬁ] UMT8LGEAICIMARE0 ce

CDhl1 211 and c(gga.l%qcaté n deyice CD2 213. 30 Thus far, the term
address is ¥ A % ¥8P%l sense. However, fromthis

15
The communication devices CD1 (111) and CD2 (113) respectively is a radia
communication device, a terminal communication device, a mobile radio
communication device, or a satellite radio communication device. As shown in
Fig. 1, for example, the communication devices CD1 and CD2 respectively
20 may also be a notebook PC with suitably equipped wireless network card or

module.
C, ' Fig. 2 shows an illustration of one smbodiment of the invention.

25 As subsequent description are given using diagrams, which are similar to Fig.
1, the labeling of items within the figures will be kept consistent. In this regard,
the following items in Fig. 2 have been labeled as follows: wide area network
201, wireless network 3 207, wireless network 4 209, communication device
CD1 211 and communication device CD2 213.

30 |
Thus far, the term address is used in the general sense. However, from this
point onwards, this embodiment as well as other embodiments of the

19



poi nt onwards, this enbodi nent as well as other enbodi nents of the 19
WO 2007/ 086812 PCT/ S&007/000027 invention wll now be descri bed
using I P address as a specific exanple of address. In this

i 'l ustrati oo 5e/EEdkCcat i on device CD1 211 and comuni ca&,bg;gG%%&gn
5 CD2 are connected via a conmuni cati on connection, where

communi cation device CD1 211 is considered as the 'call er (cal i ng
devi ce) andlntd@l’ﬁfﬁ;mwdlan@w Redissralkedusing 13 afdress @ %éﬁ’@ﬁ!f GRxampde o

‘cal |l ee’ %5& g device). Fromthe address mapping table (al so

cal | ed mappl ng FPef erence t abl e) for 10 comunication device CDl
(215), the first address (reference destination |IP address) and the

second addresgs. (qurrent destination far conpunicatj

dovi ce Cop. BubisfiteiaEB oA devise D R2TA oS cor BRI ek o
Meppi ng § abfeof 4k GARBLRIMGA a%ndﬁum@@ndﬂ%rmaéﬁén el dorimasidaters
(reference destination |P address) and the second address (current 15

dest i nat i ondgvicefd1e2t] i ‘%Qnstﬁﬂ’fﬁ‘élﬁﬁ@ﬁ icaliergealing dgvice) 8nday e
respecti Vel Yot Ao ddbidd 655 9439 ELRSHLE s ABL qRaTR AR 0N

devi ce CD1 conmuni ca evi ce ress swappi ng
carried out on the 20 rressage transrn'tted I's shown in the box

| abel ed 219 h f
of repl act nETARENG FIUESE MAR BhE G R B PSRt tal b g8l RS
dest i nafg oncEAALARERSh ddvide Che (£13), thedirsesdirask (refer@tmdediadties s

(current source and destination ad resseslzaqjs 25 The ad ess, swappi ng

(fLS carri ed addregs) anfl theeseaendardresscurren siipation!P addree®ohmppi ng
ble of theohARRfEtbN Yok TH ezlqatargveéiﬁ\ew&y BAind besmaﬂyc%mqne

|l evel (or app I on layer t he ‘nessage generate
appl i cat i onadidress hmp‘mmgtatd&jﬂlr@smmm@ﬁmmdﬁvmc g (a&l) ﬂ"temaﬂrﬁs%ts

o2 213 2o ToEraaLFeRiBRn 19 Rakidss) ofif e Seofl ERTRLGRZHO] 1o o

2007/ 0868 1 2d&¥tHat6R 0P &deesda? Tor communication device CD1 211 are respectively A
and C.

In a message transmission from communication device CD1 211 to
communication device CD2 213, the address swapping carried out on the
20 -message transmitted is shown in the box labeled 219.

As used herein, address swépping refers fo the process of replacing the first
C addresses (the reference source and destination addresses) with the
corresponding second addresses (current source and destination addresses).
25 The address swapping is carried out using the information stored in the
address mapping table of the respective communication device.

At the application level (or application layer level), the message generated by
the application has the first address of communication device CD1 211 as its

30 source address and the first address of communication device CD2 213 as its
destination address (line 1 of box 219).

20
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As a side remark, it should be noted that addresses are used
"directly' at the network |ayer for functions such as routing, for
exanpl e. As such, addresses are not used 'directly' at the
application | ayer. However, in an exanple where an application on a
first commﬁY‘&g‘{"f”B?Fs%vi ce is in comunication with 5 anoRGR§G2007/000027
application on a second comuni cati on device, the respective

applicati onsAsﬁa’sidalrbmauls,é’ssl‘&dﬂHl@éﬁ@féd&ﬁat%d&?éék%é Srel lﬂﬁatﬂiﬁ«%’cﬂ?n& the
another. In é@@kr@e&%rdf addresses are used '"indirectly' at the
appl i cation [ , dp upgtionsfuchasyauiing. dgr exarapler As duchiaddrémses
nmessage (at akendtiseidrl - i { ss of
comuni cati on device, wlregﬁgg@ei%@'fgﬁp é%@ﬁ@%@gﬁgﬁéﬁﬁﬁén@&wmm
address of c@nRRlicationen adistcemommicat®natevidesis inlestnnaiidenionadgy ess

(line 2 , r |ng .is.carried out again at the
recei vi ngj sP@ié)t(ﬁléP%pp '@?@%ﬁ?ﬁ%&@%ﬁ"’a@v%@w 158 e resneciivre
message r eachrpicatiensbypicatiytises adtirsess aé arnEEREOSAEASY oﬁ%‘ﬁn%ﬂ‘&ef.q%
213 again vvith%ghe Jai r c{r address of . conmmuni cation device CD 1 as
its source adregsr rﬁfs ﬁ%sqsiqrgysﬁﬁd?‘gé%cﬂ&fattb%ﬁﬁﬂkﬁ&i@ﬂi'@yﬁrdevi ce CD2
213 as its destination address (line 3 of box 219). 20 Simlarly, the

ef fect of add@ss swappi ng on the nessage can al so be seen in box
221 wi t h* t he I dBa @dgEasfepannirmismasiadoutothefngsse (atthe Irftermst level?]_
S

communi qat i ¢y i E@% t ) I on. dey| 1 211. Int
regard, the disﬁggtf?jﬂ& d?{%%’igéﬁ@%#éa(iﬁh\p%vgcgﬂb%&é Afdtstaurce
Wappi ng i s addsess secondreidsagsof\waynmeicaivn d&ate 0D 213 as i
conmuni cati%sgﬁgﬁ@ee@z 2113 22 {ﬁ tgﬁ@source of the nessage %Snls
conmruni cat i on deviCe P2 1114 50t hex stination of the nessage. Fig.
3. shows a protocol |ayer diagram 300 indicating where the nethod

provi ded by.the jnvention is |ocated, according to an enbodi nent of -
the 30 inv i%ﬂ#.fe%swa@eﬁ PHHed pubagainel HoyrapeddRT sidée fi.e.hi s
enbodi MeSt, chitnufRéaRsh BeaYe 689 D5 A% HAVEBLLRR ki chiPhenened. as a
user agent 301. As shown in Fig. 3,)’ t e{h%sﬁgééaa?én'{e%%%ﬂh? ?p@hﬁﬁc‘j@@ I n
t he user Sﬁg[@épf communication device CD2 213 again with the first address of
communicatiop device CD1 211 as its source address and the first address of

communication device CD2 213 as its destination address (line 3 of box 219),

20  Similarly, the effect of addrgss swapping on the message can also be seen in
box 221 with the second message transmission 6f-Fig. 2,i.e., from
communication device CD2 213 to communication device CD1 211. In this
regard, the direction of the message is reversed. The address swapping is

A

carried out in the same way, except that now communication device CD2 213
25 Is the source of the message and communication device CD1 211isthe
destination of the message.

Fig. 3 shows a protocol layer diagram 300 indicating where the method

provided by the invention is located, according to an embodiment of the
30  invention. '
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5 As explained earlier, the address swapping is perforned using the
information stored in the address mapping table (also called mapping
reference table) 307. This table is naintained by the user agent

301, which Wbﬁ&ﬁgﬁl s table whenever. it receives new k&é%&m
gootm

nmessage Wt ng-Update option. 10 It can be seen fré

t hat address swapping is performed on downstream (out goi ng) nmessages
(by the | P- trofhisrembadissentnihspneiiiorwdovided by Seonveetfar is impemented as a

Bar oss. uaprparE 30l ARRARAN TR PG, Helymar kbR AR T hRSeAE® 4

they are pags®m.to the Transport |ayer (TCP or -UDP |ayer) 303. 15
Next, address swapping is described in nore detail as follows. In
order to ensure |P address transparency when the |P addresses of the

tWo  COMBTUNAE ihRinétf¥ARES thé‘aédl‘é%% ”gplﬂgtf§?ﬂﬁgﬁﬁédmsaﬁ§%@%m@i[on

IP-to-1P 20 adress ITB.den I's perfor he network™l ayer of the

communi cat i @tnredm/ﬂ're@@{) %@JHQDMG takbladaleo calied mapaingaetsenes Whld)ned a
ific R

doseri bed 1 P07 A Rtie Smblttabe 5Tt Bhar P AV uRien \iiptes e ot

option (forwhamenardt leceivestw lavite nidisageeivith Bindiay &Jpdatd eptiomg t he

destination conmmuni cation device that a nessage which requires
address swappi ng has been received. In'an alternative enbodi nent,

the porfy nuEBgh blesddnSrdm ﬁ?ﬁaﬂﬁ’fat%ﬁd%sg%mﬁﬁlg lg(bekfénﬂé@@nt 0

det erm ne whet her the rressa?e requires I'P address swappi ng.
C\ccor di ngl ydowmsiream fewtgatpe mqsnsaaeﬁbyttbe IAfte-tR aiddrassonappung mpdile

Com ks w A BY el e RS ae BBE T BlipiiOo TR TSR R reuere
destinati ?rdlrd%tladdam'Qs(stdSWapblngss pleggnrmtl no?gpsﬂneame(mnmmg) messsaggse
SO ool accitaretheb e Rates L BRSPS Bvel S b PRI e 0% e oo
of the ffisirst conmuni cation device). It should be noted that when the

source address 5 and/or the destination address_of .the nmessage are
repl aced, tMNextcaddiessswapping Is described in more detalil as follows.

In order to ensure IP address fransparency when the IP addresses of the two
communication devices in a session or connection changes, an IP-to-1P
20  address mapping is performed at the network layer of the communication

devices.

C Aé a side remark, there may also be defined a specific Router Alert in the IP
" Router Alert Option (RA), as described in [2]. A message may be tagged with
25  arouter alert option (for example by a module in the network layer) alerting
the destination communication device that a message whl:ch requires address
swapping has been received,

In an alternative embodiment, the port number in the |P header of a message
30 is used to determine whether the message requires IP address swapping.

Accordingly, when a message with a Router Alert is received by a
communication device, the source IP address of the message is replaced with

22



the nessage nust al so be-updated. As shown earlier in Fig. 2, when
comuni cation device CD1 211 sends a nessage to conmunication device
CD2 213, the nessage generated at the 10 appli CaLI on Iayer has the
sour ce addr and_destination address B, which were

cor r espondi S’ggggq}fﬂé‘?l%md destination addresses at the pm?\‘ET’WH"’OO@Wé
session started. Since both comruni cation devices have noved, address

swappi ng is (e feferanteadedtihatioreiP\addrebaltRe find a08r884H ¢RE b@ébrﬁ':ev' ce
t he nessage to the current

Icglagé} esgooChwﬁwwa ‘693@%235@@0@1@ qodiesssefcibadnessageds of
the first cespusee MithQhe AeiciR:, s%nﬁbet lbeadgﬁééé e et ai’fﬂijés?q?f trgéhﬁls'?e

nessage to the current destination ress conmun
devi ce CD2 Zﬁgmwcwlcﬁdﬂﬁbgémcﬂe ndied ﬁ'ﬁtmi‘ubrribmmur&saaddmss

bl e T e Cof ti
the. dost i nat p Ao o BebieB dcfivehe JFHRELIah R b mblbicth tetgrkpwa of
| ast known athrmessafe owstaisodatipiatethvi ce CD2 213, while the

correction of the source |P address makes network ingress filtering
unnecessary (see for exanmple [3]). C . \Wen the nessage is received

by the comuakeabiveresif lﬁ%% vHeh c@ﬁm@sﬂ%ﬁ&‘i d%ﬁéé 551 SYRRBhIW,' S

performed on the nessage at network | ayer. address swappi ng
restores t heﬁ@ﬁﬁ@gﬁé@ C@’@ﬂ’r'—tﬂ@aélﬁd dewiceiGRR Qd)& the dnessage gefiehated iat tHe

Bt Commun canric 8ol IRs S 500 ks 2l sinetfeliipidees P Wiy

s sage to t\Nerer thecterraspoddingi statdeoanddeltipation hd 6 sEys ke Hd Jmntd@l’{érp €
CDI 211 (g.he first vi ce) and

d t
The deat | nanBaresinh 8884 e byt A BN O Ures BAvamoya caddrees
addr ess of smmngeaapemmbwatctaeG@&&k%yférbﬁcémhﬁtnuééi‘%h%%c%fcb??1

first conmu tion device), as stored i'n its address mapping t

23 WD 2007/ PO e Sepme Adstietaf the messans i the sustend IR ddrassics
address 1$wamamm%ﬁheﬁ %vfc@‘i’:lﬁ?ﬁ @gﬂﬁegewné Qﬁ?rlegs%‘ﬁﬂ{eeﬁéF s at the
nonment when the session started
communication device) and the destmatlon address of the message to the
current destination IP address of communication device CD2 213 (the second
address of the second communication device), as stored in the address
mapping table. The correction of the destination address ensures that the

20 message will reach the last known address of communication device CD2

213, while the correction of the source IP address makes network ingress
filtering unnecessary (see for example [3]).

When the message is received by the communication device CD2 21 3,

25  another address swapping is performed on the message at the network layer.
This address swapping restores the original sourcé and destination addresses
(the first addresses) for the message. As shown in Fig. 2, the address
swapping at communication device CD2 213 restores the source address of
the message to the reference destination address of communication device

30 CD1 211 (the first address of the second communication device) and the
destination address of the message to the reference source IP address of
communication device CD2 213 (the first address of the first communication
device), as stored in its address mapping table.
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makes the | P address changes on the nessage transparent to the
application, 5 i.e., fromthe view of the application using the
comuni cation session the IP addresses remain the sane throughout

fche whol e S?ﬁfioﬁﬂ?%;ﬁus far, the gjescri ption given on thgp %ﬁ@ 7'/0?@8’7
ne

is for genera r'k agent devi ces. Subsequent descr
I nvention woul d be given for a specific 10 case of network agent
devi ces, nanely with the network agent device being C the Session

regard. ¢ neltenpofEte haled et iy SRRt R IR T 8 M8 tssrele Wit Ste o
a SIP servip adare@ségla'@tmoh%naMmme désmsta;tedekwdrenhgfyotmsts
regi stered users. 15 Fi hows an il lustratjon of e .enbod Wr;[%

of the invefta<es th%%?@&??%r? apges ph e '@ﬁsmectl':@'?%oaé 9the ARR
the i nveﬁ | P8 . Ei%rrﬁfg\ CHERDF B appf&@frswas.ﬁa&ﬁ@aomm\un«fc%t%'s%@sioﬁ the IP

conmpatib I nventi on. his“illustration,

conmmuni cat i addme&mamthaﬁamibnmgnoumemm segsiprRgi st er their
addresses with suitable SIP Registrars, such as the SIP Redirect
Server 415, where their |IP addresses are stored. C The conmmuni cation

device CD2 #hgs mpmmgumbivbn@ndmfimnﬂm iscfar genéral aativark ageemls
to establish a session with connuni c evi C%H%DEI) %;5 %cal I

devi ce or cafYiees. Supsealppl deseriptien EJ d'ﬂ‘{eﬁF'BnW RIS eiSpRCTIR
the copguniead bRk g%Yk sgeﬁi%vﬂ:b% Iﬁﬁﬁélk{%lﬁ'l HEHESwark ddbrt HBVBEDRAUE tO

the SIP Redl rect rver 415. This nmesSa contalns a session
escri pti onthewhéssion IniiatizedRrotons! &IR) dlr@c:t Saivenass aaexample it 8ds D1

411 |1 . . ,
I ocaE icgn gfe ?e[gﬁg&) N%@m c&ﬂrérhgegféq:\&@%iﬁ{fﬁh? éajﬁg F‘é@?w&\ég%féﬁ? t he
| P addr ess sérvehorovides anCiR addressl diveésteryGatvidd’lfof dalrégistersd usdrs.

communi cation device CD2 413 (caller) using a Myved Tenporary
nmessage. To inplenment the resolving of the.SIP URI, the 24 WD

2007/ 0868 1 2F fgCH SHogRDAH MR8 3ion elumecsthbodialent 6t ﬁh@&h@emmiewh@fm ian

whi ch resol ves an URL (uniform resourﬁ_‘%locator or a host name into

an | P addr egeplicagion W'@R@rﬁﬂ"@%@em igverdioeys exasutefl v al so
receive Sl P nﬁ:%\tibﬂmﬁ\nc%ﬂﬁh19ﬁ§§6dﬁ1;5&16lé‘ﬁnth‘E}‘?é freRmewli ng | P

addr esses. ternatively, a newfamly called URl in the

In this illustration, the communication devices CD1 411 and CD2 413 first
20 register their addresses with suitable SIP Registrars, such as the SIP Redirect
Server 415, where their |IP addresses are stored.

C The communication device CD2 413 becomes the calling device (or caller)
and proceeds to establish a session with communication device CD1 411 '

25 (called device or callee). The application compatible with the invention in the
communication device CD2 413 (caller) sends an Invite message to the SIP
Redirect Server 415. This message contains a session description, which
includes the SIP URI of communication device CD1 411 (callee).

30 Next, the SIP Redirect Server 415 resolves the location of the communication
device CD1 411 (callee) and sends the IP address of the communication
device CD1 411 (callee) to the communication device CD2 413 (caller) using
a Moved Temporary message. To implement the resolving of the SIP UR|, the

24
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5 socket library can be introduced. In both cases, the SIP Redirect
Server 415 resolves the SIP URI to an |IP address of the

communi cation device CD1 411. After that, the communi cati on device
CD2 413 (cal‘k %% ends an Acknow edgenent nessage to acknow edge the
receipt of t @%‘H‘lio Tenporary nessage. Thereafter, thBCT/SG2007/000027
comuni cation device CD2 413 (caller) sends a new | nvi te nessage

directly to cbh@eﬁﬁ?fﬁﬁx‘gbﬂ'ﬂiét%aﬁ%/fmetl@lmi%l"eéﬂﬁéé Qﬁ)URlT(Lﬁ\lform

comuni cati on device (callee) replies using an OK age.

1 4
After 15 thaesourne leanian arahqs ﬁaaelnt@eardﬁzad@38§ gan ftyax % €an
Acknow edgeggg@l ied'8aEA $atlis éﬂ&?\“é Ich@R'ise t 8hd WBfsridhe the

nmessage e session se conpl et ed t ransm ssi on
bet ween t he cou'espundmgthcadddmaeseAmzaﬂ\my (acmw&mllmnﬂlletdqul in the

conmmuni cation device CD . 20.411 I e, I

enbod meat GPekRIbFRvERn BEMibibad i efe, TSI Ehsstshteh e,
C the user zgsdlved fHe SIFPURIYEBHIIRRHdIe38iof tied SomtelidatidhdevickeyCIM Ui,
the user agent. The registration process may be automated using a

nodi fi ed socket library 25 as nentioned above. If the application

programis ?ﬁfgr?ﬁé}pﬁ{é E’érﬁni’iﬂn'iéétlbﬁ%ie%@rGD?E?S‘KcalI@F) Sidlsi AL 1 On

Wr apper can usel to autonate the regisiration ‘Pprocess if the
get host bynam&:khumdﬂdgmmerﬁ messaqeéd acmmwlaﬂ@e thﬁaltecemt obthe Mawed t o
execut e sea ess after the session 30 establishment is conpleted,
even whéﬁ ﬁi g%ﬁﬁ@é@ of the IP addresses on both

ommuni cation devices. At the end of the sessi on, the said

| d
SAAIARUR At Ry R A T A B (R BTN I 2
Fig. 5s how%ééﬁdgle'diﬁécﬂ kb e eémﬁﬂﬁufeﬂ@ﬁeweefomf 4% ﬁ‘?call@:é? Miyieon,

wherein an “appl ication wh i's not conmpatible with the invention is
execut ed on camrownigatien deweﬁ Q!%’K/N:’b (eieehrepies BepaEaNPK npssacenafter

| nvent | 98. jgét g&a&nHJn&e&{oﬂtdeQwe Cb2 8 EalicPFadiish Aaa{ome@ge?neﬁe

many exi
message to acknowledge the receipt of the OK message.

Once the session setup is completed, data transmission between the
communication device CD2 413 (caller) and the communication device CD1

20 411 (callee) can then begin.

in this embodiment of the invention, an application program compatible with
C - the user agent (of the invention) registers itself directly with the user agent.
" The registration process may be automated using a modified socket library
25 as mentioned above. If the application program is not compatible with the user
agent, an application wrapper can be used to automate the registration
process if the gethostbyname function is not used.

The application continues o execute seamlessly after the session

30 establishment is completed, even when there are changes of the IP
addresses on both communication devices. At the end of the session, the said
application program simply de-registers itself with the user agent, in order to

end the session.

25



I nternet applications which are not conpatible with the invention (or
the user agent). These non-conpati bl e applications use |IP address
(or rely on a Domai n Name System (DNS) server to resolve | P address)
to establi sﬁyp ﬂgnect ion. In this regard, an appli Cai’ngGm'nﬁ&obs
not conpati ble Wlt the user agent sinply nmeans that there 1's

di rect conmuni cation between the said application and t he user
agent, and the said application does not use the 15 'services'

provi ded by e P at I.ons can
orov}ded b Files 4Bl el OB AR AL AN BRI BB SRS ¢

the inventi cappllaatiwkwhmhnedobetbmpatltﬂé\/Mhehle mvehtion isaéxemtddsorﬁfade by

t he non-comp | e appli,catio o0m_co nicati on device CD2 513
using the | r@ﬁ'ﬁuﬂlg@@‘g@ge\f\?? WM?@F‘W withhthegRvertigns message i s
det ect ed5by the user agent. Accordingly, this nessage C enables the
pre-registr tlon Spurc estination addresses used in the
addr ess nappt Sﬂ'@ﬁi@%ﬂdﬁ&é’d{ﬁ@g Q?Q%Tﬁ"at fhers arsegoy existing legesy o

SIP 25 messp@atet HP0lipEETRAhch ald Hbé‘ﬁéaé: ﬁ-?%ﬁ,%nt]&{“(o?ltﬁ’e user

session is established, and data ex l@et ween
comuni cat | &3eaBvTese aanrcom@@hbbammeaﬁom usEHP atkieessagendly does not

i esses o an amdRierf RN EsEetl RnRE 1P aienss) o SSBnlala

sessi onléustobeediinabl i shed only for a new connection to

comuni cation device CD1 511 (callee) after the |IP address of

Commnl cation device CD2 513 (caller) is changed. This scenario )
plies for |miHis rexplrb e a mahmdrpian% 45

O SCo007] Gy TErcan ABOITENH GdIPY §°8@p| S\ tsor agont,

a dynami c | PMRiyMaans thatihese wcad!m\saemmumcaﬁmngaatwgm the saidshoul d

be noted t hghpfias | p te this

process. Th |Epapp|?ﬁrcy§t({:@% dv%vrgra%%? %’gdn eﬁ&ggﬁlgéaﬂloé%ogggoygﬁ% ction

or sessidn \Besdices: peeddey bpdiieuseriagenthi ng the required application.

S

These non-compatible applications can still be executed on a communication
device which is compatible with the invention, as explained below.

20 When an invitation is mads by the non-compatible application from
communication device CD2 513 using the Invite message with Registration
option, this message is detected by the user agent. Accordingly, this message
C o enables the pre-registration of the source and destination addresses used in )
the address mapping table indirectly. After the subsequent exchange of SIP
25 messages (OK message, followed by ACK message), an SIP session is

established, and data exchange between the two communication devices can
then be started.

The user agent does not require a re-establishment of the ‘existing session

30  when the IP addresses of the communication devices change. However, a
new session must be established only for a new connection to communication
device CD1 511 (callee) after the IP address of communication device CD2
513 (caller) is changed. This scenario applies for all ‘callee’ communication

26



Next, the user agent (which Inplenents the nmethod provided by the
invention) 10 is described in nore detail as follows. Wen an
application registers itself with the user agent, the user agent

stores inf t such as the destinati on address of the
conmuni cat i Mg{’/%%ﬁt o which a connection is made, and RGESGr§p#000027

nunber, for exanple) in its address 15 mapping table. It is noted
that at the pevices whictebas tifixet 0P .addrisk drihidh has adNAERESIP AKletde

second address_ of bt he comruni cati on device to which™a connection (or
session) is {6UEH BYE SBMPEhed, have the same val ue, nanely the said
destination address. 20 At the sane tinme, the source address is also

stored in the address mappi n3 tabl e, nanely the current source
addr ess. Thi §? thisaiegarthait should be netedithaban appligationaviapper taxt be bl to

first addfes r f the C co ni cation device
al so havceigt héu@g%éé@gﬁﬁ,s%hgﬁ% fﬁi’ﬁ“@lﬂﬂr‘@ﬁi’%ﬁ% e ‘?@?S.tﬁ‘% In
one enbodi nmeconneictioherisessiohiviten néwessaldeforeJadndHiangR reBuirdle
addr ess of tk@. communi cati on device, the user agent sends an Invite
nmessage wi t heP 5cﬁg?r|’rg Update option to all the addresses in the

second address field (current destination address field) of its
address mapping table. 30 For exanple, as shown in Fig. 6, when

comuni cat i dNe¥elhecésatswent fwhighirmplements thermabtimd prievided by thé@%ehiion)

W el essgNet; il r sends an Invite nmessage with
Bi ndi ng Updé%ggﬁ%gﬁ@bgfﬁg%gr?ﬁlﬁ@@%‘i on 27 WD 2007/ 086812

CT/ SG2007/ 000027 devices, which still have active sessions with it.
In this exa t he lnvi.te ssage . w.th Bi ndi ng Update option is
sent to therU(i:a’k;I i4hRlicy oﬁmﬁgr%%fifﬂélthﬁﬁsﬁéa%@ Necusrl agaat eleres
(the curr entinfdenbtio{$uh fitheassatingfion SQIFBENbEMNe! BN ﬁgv
stored in tgﬁl,agdress mapping table. 5 As shown in F'ﬁgmbéﬁo er%gé.%
comuni cat i dHVHR&{C0RNEEHOIsIsINAde candoibetner numberefor example) in its address

15 mapping table. It is noted that at the point of registration, both the first address
and the second address of the communication device to which a connection
(or session) is to be established, have the same value, namely the said
destination address.

20  Atthe same time, the source address is also stored in the address mapping
table, namely the current source address. This means that at the point of

registration, both the first address and the second address of the

C _ communication device also have the same value, namely the current source
address.

25
In one embodiment of the invention, when there is a change in the address of
the communication device, the user agent sends an Invite message with
Binding Update option to all the addresses in the second address field
(current destination address field) of its address mapping table.

30 )
For example, as shown in Fig. 6, when communication device CD1 611
moves from Wireless Network 1 603 to Wireless Network 3 607, its user agent
sends an-Invite message with Binding Update option to all communication
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message with Binding Update option, it updates the second address of
communi cation device CD1 611 (current destination address), fromA
to C (see box 617). 10 Simlarly, as shown in Fig. 7, when

comuni cat i ' C02 713 noves, an Invite nessage w ng &i,l}a&m”
Updat e opti%zlqg%ssgn to communication 1 device CD1 711&’%’[‘ ¢

Communi cation device CDL 711 then updates the second address (current
dest i nati on @rMicass wWhigt siildmuenaciive isessides itk HCDRtHL8xampli! the Ihbite

' 3 D .Sh i.h b 715. Fi 8 shows
et o of hSSsadtilin SR Dok BrepiBh 5 SR g e R8 iR eatlareioss

Fig. 8(a) sHoBR 618, Usingithe sBsomPEddves (tRé BUiraat dBARER0R BEARRS) 65
explained earlier n the user agent receives an lnvite

.ip Fig.. 6, whe _ _
nmessage Wt W%?WHPW@HO'BJH%F@ CJix b3 stored inJhaasidlressongppipgdabledr ess of
the secogd communi cation C device (the current destination address)
with the new destination address specified in the Contact field
(i tem 801) dis shawn ivFigk nvhengommtinicaiondievice QB2 Gidaicecivps twninvite

t he address ' h re.the current destination .

addr ess- mat cﬁes pﬁﬁ”'*s@%k“?&“@@ﬂ%@so%lpnt 'ﬁﬂpqu‘&%‘a F@%@E@@ﬁﬁfﬁﬁa ndi ng

Updat e opt i @omrhunitaiion devio®i0D1 6 he(cumehedéstiasibh %ﬂﬁrﬁé?,qﬂﬂﬁ ase C

(prior to tRe H d%t i] shoul d match the I P address resolved from

"destinatio S‘?%@ﬁég nection', which is specified in the Fromfield

(item8@g). 30 Fig. 8(b) shows an Invite nessage wth Registration

option. As explained earlier in Fig. 5 this message is used to _
pport | eg&ilatht, @srahovwappl FigaT i winen communivation eguice, CDAZ18smsvesgent ()

I i i iy« i ti.on 28 WD 2007/ 086812
per scooo7) GOGRDF eaSads i FAGEH Uiua pllPrU8 Beffo Sutinudieator
communi cat i davidevGRtZ 11 ASommmication devie (8!0571&&@@@)0{1@%28?2% ?ézaﬁoingln

i ndi cat ed i tion field.of Invite mnessage with R Ol
opt 1 on. 5 A8 SBEBM SsFingish aodhepsker SATTRRRRIGn dPMCRED2 BaH fsa
first cefmuaddaissanapping table, from B to D, as shown in box 715.

Fig. 8 shows examples of messages used in one embodiment of the
invention.

20  Fig. 8(a) shows an Invite message with Binding Update option. As explained
' earlier in Fig. 6, when the user agent receives an Invite message with Binding
Update option, it updates the second address of the second communication .
C device (the current destination address) with the new destination address L
specified in the Contact field (item 801) of the Invite message with Binding
25 Update option in the address mapping table, at where the current destination
address-matches the source address of the invite message with Binding
Update option. In.this example, the current destination address (prior to the
update) should match the IP address resolved from
‘destination.ip.on.connection’, which is specified in the From field (item 803).
30 |
Fig. 8(b) shows an Invite message with Registration option. As explained
earlier in Fig. 5, this message is used to support legacy Internet applications.
In this regard, the user agent uses an Invite message with Registration option
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device uses an Invite nessage with Binding Update option to informa
second conmuni cation device of a change in its |I'P address. It can be
seen that if there are n entries in its information table indexed by
its address I N table, the first conmunication device will use n
Invite rressgﬁ@ q%ﬁuBl nding 10 Update option in order td&@GIAC3P4HOAI0p7
comuni cati on devi ces, which have established connections or

sessi ons Wi tth retistdrop Fribility SupHIH BéimReh *?ﬁo %W&nu@éttdrf‘é(é\}i@esr% ages

with Bi ndi ng .Updat e, option generated at the first comunication

device, the %IQWW@dF%&O5SE¢9%‘W'S'1@%§ indicaigd ém thadOptien field\afiniede
bi ndi ng upd%gswﬂﬁ Ré%éthgi!o% C[pﬁgg the SIP Redirect Server may
I ndi ng at e ' '

be extended to trigger a event when it receives an IP
addr ess update request via a Reglster nmessage with Binding Update

ti .8(.¢),. 20 The. ' th Bjnd
Updat e ofti o0 kel Sarietifkerton K iedh S FignlEh & Meusoromunisaion o
addr ess of tdm'lcreemswém ngrutecrmgag@awntrpamdmgl l9;§tldt€ optlbﬁ tcﬂ?r'ﬂinﬁ?é sEbtchP'
(807) and (i a ljst ddr esses, whi ch the Redi r ect

Server will U'&'ﬁatlﬁw ﬂ?é’cﬁég fhange ﬂmltaai%addfgswdaa@r@bm@ee@ihhat if
di vi dual | t t
Ts new 1P iorecersfentrsiin RS T @0IRIGED 7R, AidBs} Rl o'
t he server --dakje, merfd'shgommmc@heveiwcewn seadilngte inesRegsEssyie Bmdmge
th B t the |ist
of 1P adllr o LsRABLBER Y AR AR AL 65 RL iation dBivest WaERbap

BSsages W stalilished gonpeletions arpeksion®with@gi stration option, standard
SIPinvite and regi ster messages can be used. To register a
comuni cation device to a redirect server, a SIP register massage

may be usedin bRfer@hAhiphile t '
2007/ 086812 PCT/ SG2007/ 0'000'3@73@3';"5@?%@ ﬁ@g@%ﬁr\g@ Eeﬁsfogagz Phay be

used. A S| POPHYD Qénﬁ@@fégéthﬁafye‘-hq:@nmyalcamdewoe, tbstSiBIR&imngSarver
sessi ong Ne?ﬂay eS?BhaéM %W&P&HQ% s s[lﬁé?{ﬂgéh% &M ' O ar €

descrlbed rst application sce rors
i ssues. As %Mect Server may be extended to trigger a Binding Update event when
it receives an IP address update request via a Register message with Binding

Update option, as shown In Fig. 8(c).

20  The Register message with Binding Update option may contain the following
parameters: (i) the new IP address of the requesting communication device in

B the Contact field (807) and (ii) a list of IP addresses, to which the SIP Redirect

(J, X Server will send an Invite message with Binding Update option individually.

25  The first communication device can also re-register its new IP address with its
S|P Redirect Server without triggering the server—_s'ide Binding Update event
by sending the Register message with Binding Update option with zero
content, i.e., without the list of IP addresses. |

30 It shou!d be noted that instead of using SIP messages with binding updaté
option or registration option, standard SIP invite and register messages can
be used. To register a communication device to a redirect server, a SIP
register message may be used. For obtaining an IP address from a redirect
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transacti ons becone nore preval ent and i nportant on the Internet,
nore security related protocols and features will be introduced.
Exanpl es of security related protocols and features include

firewal|s, ' d I PSec. 10 An enbodi nent of the in Lon which

i s adapt ed "?ég@ﬁg’g%’ﬁ? | PSec is C described as foll ows. %‘gﬂé{?ﬂ%‘kﬂf‘ﬂﬂ

| PSec, additional paranmeter is stored in the address nmapping table,

nanel y, the S6B&%; @ BIP dvite MpesagesmBy befusedch P dvitermedsapeyaaPalso be

identifier i f .each session (or connection) and the
(880 5SSl SR8

session iden ier 1S exc tween comuni cation devices during
the signaling process to establish the session. It is noted that
Wt h IPSec;gE&g nmessage is encapsul ated with an | PSec 20 header,
after addre ﬁé‘ﬁmﬁi%vi%‘-’%'a?‘i@ feengrios forfae nyentign ace desoribed. t he
originalsstate of the IP header used by |IPsec. The source and
destination_ addresses in the | PSec header are the first addresses,
and not t he TBedisst@nplieatinreseanariods releted ta ddowity éssjies Abs sscliregl v, an

addi ti onal o.be carried o or the source
and dest; naftrcns HeBBkhoRe BRaleR: AR AR on e Ithrmstandi
besi des r epsentirity relaiedsmrotoelsum thesires il BINMYAUSSE Eamdids bhe
correspondi n%é@_gco dqegddrfssg (éurrent . addre.sses&ﬁ in the | PSec
header, the® Y BrHAegdNPIacos, ancfegturgs ingdigedirawalts, trexiesad IPBealer .
At the 1ECeAMightbedifient ¥f th i j ' i ng,
| PSec 30 nodule w Il consi ggﬁﬁrﬁgﬁgﬁe@ﬁg&g@ e@?sﬂfp@?fcclf%g to the
di fi cati o¥@sqiked astfellews | PSec header, and the nmessage will be
G{)scarded. However, it is not known at the receiving side which

first addresses in the address mapping table is to be used for the
message. | rile bugport{RBen, addéicratpaametetas sidréd in the 23ro¥8 RAPHIHG86812

PCT/ S&2007/ 0 d here to ldentjfy the corresponding entry in
the addres stg%pégwgﬁﬁ SIB‘F gesyign 'Qﬁ’rﬁﬁ?r @%bgﬁﬁﬁe’éqséloﬁbﬁeﬁﬁﬁs@ﬁ ddentifier

cor r esfiondiiageheratéd fstdshBsion (BF cENMRIREES) arkPss d i iBoRC
header. 5 After é‘%‘ffBﬁ%ﬁ‘{Sec header (ibscrermve aby theéelglIES gg&ﬁqgfgé’% the

nmessage i s ®XFd8€4 1 FRIMALGIGaEon deweas defingthemignalinglpretassio
wi t hout f urdgstilish the session.

It is noted that with IPSec, the message is encapsulated with an IPSec

20 header, after address swapping is carrled out if necessary to restore the
original state of the IP header used by IPsec. The source and destination
addresses in the IPSec header are the first addresses, and not the second

Q addresses (current addresses). Accordingly, an additional address swapping

needs to be carried out for the source and destination addresses in the IPSec

25  header. In this case, besides replacing the source and destination addresses
with the corresponding second addresses (current addresses) in the IPSec
header, the session identifier is also tagged onto the IPSec header.

At the receiving side, without a corresponding address swapping, [PSec

30  module will consider the message to be in error due to the modifications made
to the IPSec header, and the message will be discarded. However, ‘it is not
known at the receiving side which first addresses in the address mapping
table is to be used for the message. In this regard, the session identifier is

30
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nodi fication. The state of the IP header is restored because the

| PSec nodule would drop 10 the IP packet with altered | P header. The
second application scenario is related to network nobility whereby
nobile routers are used to host conmunication devices. In this
scenari o, nH9 30870868t ers i ntercommuni cate wirel essly, f@CTEGAMT000027
using wireless LANin a 15 nested network or ad hoc network. In these

networks, tfiged hafe tBQthﬁfg thé %ﬁﬁééﬁﬁfﬁiiﬂﬁaé’ntﬁﬁinltﬁé‘éddrlé%stlﬂ@pﬂih@fabl?, iré

routing technique, all nobile routers are ‘considered as equal,

no subnet parderte baiakle towblaimtel sasiespending firstiaddessesip bpswapped:
adapted to Bg&?ﬁétﬁé‘{p%&%éfﬁ“on scenario is described as
follows. 20 Accordingly, 1n i's application scenario, a nessage from
a nobile network node may be routed through a nmulti-hop route via

nmobi l e routers, .. b et js, C finally routed to its destination on
The. | nt & nefg} e Riei rader i ved e 8RS medtie, s BEREAEE ot o
that while paidi@ 69td #fd Righetiahe® dnthd brofédd| BRIk Qvithdt furiderobi | e
routers, the source and destinati on addresses -of the nmessage may be
changed. Th®ogifisalioni n order to support this application scenario,
after address swapping is perfornmed, a replica of the nessage header
Is taken and added 30 to the start of the nessage. This neans that
there are tVhe staie ef thed IR headerds aggiofed deausenthel®Sesgnadyde wohil diopst
nmessage, header, i s used.by the uting technique (and may be nodified
accordi]‘@l yhe IR Qﬁ‘%@fwftg %f&r“r%‘f R?@]ier. nmessage to its destination. At
he receiving side, the first nessage header is 31 WO 2007/086812
PCT/ S&G007/ 000027 di scarded and subsequent processi n% (‘perf rmn
address swapp® §gcond application sgenareyisdglated togaatyPEc mePhly Whrregy suhie
nessage hedifiers b hReliG npBY EithiiicAfien BBALeNAA this bafidnd, sRpye and

described with reference 5 to specific enbodinents, it should be
under st ood lputensdsteresknmupitaite wirtlesslyt for exampleatpisaitieasgeANiimar or m

and det‘%. | r@é@eg ?\eﬂ@tﬂ‘?{ cgrha%r RO O WY these networks, the ftat routing

technique may be used. In the flat routing technique, all mobile routers are

considered as equal, i.e., no subnet partitioning. An embodiment of the
invention which is adapted to support this application scenario is described as
follows. ’
20
Accordingly, in this application scenario, a message from a mobile network
node may be routed through a multi-hop route via mobile routers, before it is
C finally routed to its destination on the Internet or on another mobile ad-hoc
network. [t should be noted that while being routed through a multi-hop route
25  via mobile routers, ihe source and destination addresses of the message may

be changed.

Therefore, in order to support this application scenario, after address
swapping is performed, a replica of the message header is taken and added
30 to the start of the message. This means that there are two copies of the
message header in the message. The first message header is used by the
routing technique (and may be modified accordingly) in order to deliver the
message to its destination. At the receiving side, the first message header is
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departing fromthe spirit and scope of the invention as defined by
the appended clains. The scope of the invention'is thus indicated by
the appended clains and all changes which conme within the neaning
and range i val ency of the clains are therefore i

be. enbr aceé&oozp%ﬁﬁﬁélé docunent, the follow ng publicati oh’@@?ﬁ‘ﬁgf.ﬂ‘ﬁﬂgﬁ
[1] J. Rosenberg. Session initiation protocol. RFC 3261, June 2002.

15 [2] D. KaibZardeB dmlsetsegjuent propéssimg (deioriini3address swagding,[e3¢.) B

Ferguson and D. Seni e. t wor. k {n ress filteri rﬂg Def eati ng deni al of
service atteAKed Rt 88 |ed§;lqgglgeg°@,cegdmrsgg§ B98%i ng. RFC 2267,
Jan. 1998. [4] P. Vixie, S. Thonmson, Y. Rekhter, and J. Bound.

Dynam ¢ updates in the 20 domain name system (DNS UPDATE) . REC 2136,
Apr. 1997. Whilpdre SuestipndesdEen Méwlm@@fwm@%%ﬁrlwth EfXERES
What is ¢l ajnmed i.s: ; t. R : i rst
comuni cat i ns%eg\'ﬁcc%'%f) édQféﬁ;{g’c'g%L@%%ﬁ?@%ﬁéﬁ#ﬁg\\%@gtg?m&gqr;ﬁpqu"%seimng
gener ati ng ghatwadags chamgessintotrhendestalgeay bepadecthedin svithoube
transmtted to the _second cq i cati devi ce and. t,nation
address, adepRafiag fian ghq ?P@%H‘F@&é}%ef'}\’@nﬁ%%ﬁﬁgeﬁ%%ﬁﬁ%? ati on

devi ce as tQﬁperﬂr%ddaéinHélaFHé%bo%%fwinweﬁﬁdm@ thes paliated!BY e ni ng a
0

second address the second communi cation device, wherein the

det er mi ni ngappendes clainas and all chesges whigh coBoNiEhie dARIIRARHIS YK ragesi ce

conprises determ ni 3 gend. &Ry Where the

15 secoﬁ@ a a‘f’%"&é]gﬁ&fhgﬂ"s?g[g%ﬁ%g?rﬁ%%}cdgw{%ﬁ&dﬁw ceeﬁ'?\‘r egl stered,

Cnd -sendi ng an address request nessage to the network agent device ,)

usi ng the address of the_ne rk a t device ermned to request
t he second H‘cfi?ise we%@%@ﬁ\ﬁﬁ@éﬂﬁﬂﬁﬁﬂ@gﬁ%ﬁﬂ Vi ce,

[1] J. Rosenberg. Session initiation protocol. RFC 3261, June 2002,
15 [2] D.Katz. IP router alert option. RFC 2113, Feb. 1997. _
[3] P.Ferguson and D. Senie. Network ingress filtering: Defeatling denial of
service attacks which employ IP source address spoofing. RFC 2267,
Jan. 1998.
[4] P.Vixie, S. Thomson, Y. Rekhter, and J. Bound. Dynamic updates in the
20 domain name system (DNS UPDATE). RFC 2136, Apr. 1997.
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mappi ng the first -gddress of the second conmunication device to_the

20 second address of the second communication device as the _ PCI/SG2007/000027
destination address for the nessage, and transnitting theRgesieed@6 November 2007
usi ng the second address of the second conmunication device as the
destination address for the message. 25 2. Method according to claim

1, wherein t%eAWMDping is carried out by using an address nmapping

table. 3. Method according to claim2, wherein the address nmapping

table is stored in the first communication device. 30 4. Method

accor di ng t oVEEhisEaimedigr ei n the address request nessage is sent

when it is determned that a conmuni cati on connection to the second

communi cati on device could not be established using the first address

of the 33 Ahrendeti msiaed fortrpanitingdaiadena THQRORTURIRERAIMSRe 262

Novenber 20%écoﬁ@§&ﬂ%&mﬂh%@ikh,%nﬂﬁﬁn§e or a third address of the

second communi cation device stored o n€ first communi cation device.
5. Method accor di9REERENARYNesREET Whersircthaimesshge aorhprisketsta o bbe

first 5 addremsmifed Bnsgeaiith SAMUAARN APy FE B0 NS Sgeond

address of the second conmunication device are a
protocol |ayer. 65Sq@iatings Grstaidiesyot the skadnd Sommbeicetion Héecd &g Bl

addr ess 10f  dRetisRiBA M dr ST Qﬁéés%aedeVi ce and the second address of
t he second connugication 10 device~are network | ayer addresses. 7.

Met hod accor di ng®E§TRINiIns secaiiderdsiress ¢fdhe sestndatumressicatiort dwviceecond
comuni cat i umefal HLd@BAMIY TGO BELAIN 0 icati
conmmuni cat i (F)'n . device are Pﬁt er ne'?chr ot OQ??)%SS( fﬁgg%%ﬁ"@s@g@”q"%m@”
Met hod accof8Y'Rg “PEPHASS one of the claims 1 to 7, wherein the first

determining the address of a network agent device where the
15 second address of the second communication device is registered, and
sending an address request message to the network agent
device using the address of the network agent device determined to request
the second address of the second communication device,
mapping the first address of the second communication device fo the
20  second address of the second communication device as the destination
address for the message, and
transmitting the message using the second address of the second
communication device as the destination address for the message.

25 2. Method according to claim 1, wherein the mapping is carried out by
using an address mapping table.

3. Method according to claim 2, wherein the address mapping table is
stored in the first communication device,

30
4. Method according to claim 1, wherein the address request message is
sent when it is determined that a communication connection to the second
communication device could not be established using the first address of the
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address of the second comunication device is mapped to the secon

address of .the second communication device by a unit of the net WWSG2007/000027
| ayer. 20 9. Method according to any one of the clainms 1 tBeeived26 November 2007
wherein the nessage conprises the first address of the second

conmmruni cation device and the first address of the second

communi cat i osecﬂauicomrﬁmdmmpeﬁvtc@ drBehir$ a66reds aftheassoRd the second
communi cati on device deleting the first address of the second
comuni cat i o‘?P%W'E@“?'%B?ﬂKﬁ@tDFF‘& gt PorHaEniEating dayigene second
address of the second connunlcation device into the nessage.

Met hod accordi ng ,to, cl,.aim wherein the address mappin tabl e
conpri ses a%orr %tgﬂﬁé'ﬁﬁ‘?-f%@ﬁ to ghy one of thaelpimssT i 4. W@rg'éé'@ﬁ]gfs

conmmuni cat i cmjdﬂ&e @ﬁh@@dcdﬂlﬁccﬁ%%ﬂa@ﬂd% &id ﬂﬁ%e%@ﬁ@ﬁ@dmss of fﬂe
comruni cati on devi c he net h(grd of cJ wherein t

oo o oY ST T iARB eV a A PUUESSE iR Sars REFIoRHITHSFaL | on
tabl e, wherein the second address of 34 Anended Sheet | PEA/ AU

PCT/ SG2007/ QP00 ecel Vv 200 he econd

communi cat i &F%tg $§°%‘ifa&“83° %l}%"? %bWF'ﬁ fd&%?r%oféb:%?wﬁg to
t he index. mmrﬁmca}mﬁmwam merae&ond/\bmres@ot ime s@d@lﬁcﬁé@mmaﬁfégﬁdn
nessage .S S nt accor a call control protocol. 13. The

met hod df cl fﬁelai '\%ﬁ%? ]?ﬁfﬁadﬁé??‘s control protocol is SIP. 14. The
met hod of cl a| m 1, wherein the netvvork agent device is a Session 10
Initiation .;oto erver P- RS thod of claim

dire 5. The
. 14, wherein the %&P%‘gécﬁi"é g ?Cﬁiﬂ?aﬁ ere@imflrgl dlp‘?ﬁﬂn?éhefr%%"é’éae
16. The net odchmodnicdtaminndsifce adtdteisscoritbaddids€obthe a8ue™ coRPEAIGEtIIrS an

E e RGP T T e o e

8. Method according to any one of the claims 1 to 7, wherein the first
address of the second communication device is mapped to the second
address of the second communication device by a unit of the network laver.

20 9. Method according to any one of the ¢laims 1 to 8, wherein the
message comprises the first address of the second communication device
and the first address of the second communication device is mapped to the
second address of the second communication device by deleting the first
address of the second communication device from the message and inserting

25  the second address of the second communication device into the message.

10.  Method according to claim 2 or 3, wherein the address mapping table

comprises a correspondence of the first address of the second

communication device and the second address of the second communication
30 device.

11.  The method of claim 10, wherein the address mapping table further
comprises an index to an information table, wherein the second address of
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comruni cati on .devi ce and the second conmuni cati on devi ce or bot

20 radi o communi cati on devices. 18. The nmethod of claim 17 MEPQﬁIﬁGmOWQOOOM
the first communication device and the second communi cat i BeceirediZ6November 2007
or both are nobile radi o comruni cati on devices. 25 19. The net hod of

claim 18, wherein the first comruni cati on device and the second

communi cat i Qﬂe@%k{bn’r‘(?cc%ml%klﬁtlé‘ﬁ @eﬁ%%!& ﬁoﬂéﬁl%ﬂﬁe in ‘?ﬁ'l%f?«?‘? fapfl &CE?CII?Q t he

assi stants or ﬁortab e conputers one
clains 1 to tedheindekher conprising encapsulating the nessage to
generate an encapsul ated nessage conprising the nessage by adding a
header conprising the first address of 35 AMENDED SHEET | PEAI AU
YCl JSGZUU7/ U2 T hereeiéipd @f cizén No wbatsén theooidresshiequest omessage is sent

comuni cat i iR R Asalflesitidipldi9dyaddress for the encapsul at ed
message to the nessage nmapping the first address of the second

communi cation device to the second address of the second

communi cat | oy, delien ahglBeLiNA120ANBUN (8% Sohe dicsIEapul at ed

nmessage in the header. 21. A communication device, conprising a
message generating unit generating a nessage, wherein the nessage

conpri ses dats tQ'hB%éthaa%ﬂblfaFrﬁ@l &vﬁem@%m&mgwaéﬁwis ‘%S.%‘r%sf‘t 10

and a destination address, an asSocrating unit sociating a
addr ess 18f tREairMBIotocRl Rediieet3erser (SERS): as the destination address
for the nessage, a determning unit determ ning a second address of

t he ot her cammunication device, wherein the determ ning of the second
address of tle 78ePHBRd HRAMIAVnYRINEE iaddress rpayast Bessage is an

SIP Invite message.

15 16. The method of claim 15, wherein the address request message is an
8IP Invite message with Binding Update option,

17.  The method of any one of the claims 1 to 16, wherein the first
communication device and the second communication device or both are
20 radio communication devices.

18. . The method of claim 17, wherein the first communication device and
the second communication device or both are mobile radio communication
devices.

25
19,  The method of claim 18, wherein the first communication device and
the second communication device or both are mobile phones, personal digital
assistants or portable computers. '

30 20. The method of any ane of the claims 1 to 19, further comprising

encapsulating the message to generate an encapsulated message
comprising the message by adding a header comprising the first address of
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determining the address of a network agent device where the seE&ddSGZU07/000027
address of ,the other communication device is registered, aReceived6iNeyember 2007
an address request nessage to the network agent device using the

address of the network agent device determ ned to request 20 the

second address of the other conmunication device, a mapping unit

mappi ng the tﬁersaboraﬂedrﬁmn@ét[@mae@&é\as dESHEMBH Gak a8 fordRyi ce to the
second address of the other rgrunl cation device as the destination

address for ¥FEPHUaEIJRESI9E t‘& & @FS¥Asi on unit transnmitting the

message using t henggmantheamtel frfess2s tod sédb%d%hﬁﬁuﬁ@éﬂaﬁrﬂe%bit@&e
devi ce as the de thaatlo address for the  nessa A net hod for

S e P o o N AT A

comuni cat i Gor fhe\dreaps WarH rhedsage FVthaeRGat i Ng a nessage, wherein the
nmessage conprises data to be transmtted to the second comuni cation

device and a source address, associating a first address of the

first commrmcatineoﬁlmmjm@t@ﬁ delRe, @@ﬁpm-,gaddress for the nessage, 36
Amended Sheet | PEA/ AU PCT/ 8%007/ 000027 . Recei ved 26 November 2007

determining a se@dNESSAFEAREEFINGUYNM IeNPEing Grmesiags: voareHehece,

wherein the rﬁiﬁsagmcﬂhﬂbglséé daReo sRapi@mttll ©Siotertddmniuicdtion device
comruni g@%{lon (?v ce.co r| ses storing the second address of the
first c AN A fEHinatian PAYeSH a network agent device, 5 rmapping the

first address of ahhesdéintiig ceinasyocrdhg afirsteddessstdd thdisthesecond
address of the first.co ni catio evice as the source address for
the message, OWQ'?%IWQ#%F%@%H&&M@B@@@% Of %‘8 TUREBHB addr ess of
the first comuaidedérmoning ewlitdetasitifnea secsrebaduldsestthé othdrhe
Tessage. communication device, wherein the determining of the second address of the
15 other communication device comprises
determining the address of a network agent device where the
second address of the other communication device is registered, and
sending an address request message to the network agent
device using the address of the network agent device determined ta request
20 the second address af the other communication device,

a mapping unit mapping the first address of the other communication
device to the second address of the other communication device as the
destination address for the message, and

a transmission unit transmitting the message using the second address

25 of the other communication device as the destination address for the

message.

22. A method for transmitting data from a first communication device to a
second communication device, comprising
30 generating a message, wherein the message comprises data to be
transmitted to the second communication device and a source address,
associating a first address of the first comniunication device as the
source address for the message,

36

Amended Sheet
IPEA/AU



10 23. The nethod according to claim 22, conprising the first .

communi cati on device requesting, by sending a registering nessBgd/SG2007/600027
conprising the second address of the first conmunication dd¢dededi2 November 2007
t he network agent device, that the second address of the first :
conmmuni cation 15 device is stored on the network agent device. 24.

The net hod accordj ta claim?2 ereln t second addrgess of the
T ooy oot Usttlidng a %eBb A aidBes Bt fe s R el aEaRe ovi ce.
20 25, A comwhsreinahe aetaminineof thersecosd addrasseiibadest gemenatidatign uni t
generating a_nessage,.wherein.the nessage c rp.ses data.tq be
transnmitted qeé"cgnc@%mseé3?‘%5%"&%5’?%%%%@?‘5? ﬁgﬁ%lhras(?‘s‘%'ﬂmmﬁ'gﬂ? ess, an
associ at i ng devlce mss oetvadrk agert davicet addr ess of the conmunication 25
devi ce as the source.address f t he ,nessage, a _deterninin nit

det er m ni%ng a se ?&?’%&93@ aé&?ﬁ?e&é%‘?rﬁ@ﬁ?%rgpﬁﬁa&%%‘%? %\A‘)ﬁ%r ein

t he det er m miengnad hddiees séterftsatomreasicationt dwiceamathaiscatdearidrats\forc e
conpri ses st@ri ne% t he asl_l%:c;ond address of the communi cati on device on

d 09

a network agéenf” 0 a mapping unit mapping the. first address
of the communi catiaoamiténg the méssagkaisiectibndeastdt aslesd oftthe first

conmuni cat i Qn |.CE. as SOMT C dr for. the nmessage, and 37

Anmended She&?mqﬁ%t ??é%%z\'/se@‘efgu%%vaeﬁéﬁs @b%‘? M ¥ansmi t t ng unit

transm tli ng the nessage using the second address of the

conmmuni cat i device r r . .Lhe message. 26. A

met hod for tei j:hﬁdn%@?gg??%ﬁ@ﬁﬁ?tcgaﬂqfégg?é%?"ﬁt communi cation 5

devi ce to a secothk ishoemincaication device esquesting, byisergding @asegisteging

nmessage, Wwh i i ] :

Second commitrank RoripER AR SAERid RiRetLohe st HIM L RGubE obdEs o
the network agent device, that the second address of the first communication

15 device is stored on the network agent device.

24.  The method according to claim 22, wherein the second address of the

first communication device is presstored on the network agent device.

20 25, A communication device, comprising

a message generating unit generating a message, wherein the
message comprises data to be transmitted to another communication device
and a source address,

an associating unit associating a first address of the communication

25 device as the source address for the message,

a determining unit determining a second address of the communication
device, wherein the determining of the second address of the communication
device comprises storing the second address of the communication device an
a network agent device,

30 a mapping unit mapping the first address of the communication device
to the second address of the communication device as the source address for
the message, and
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second conmuni cati.on devi ce as destination address, deter Receivgd 26 November 2007
second address of the second conmunication device, 10 napping the

first address of the second conmunication device to the second

address of the second comuni cation device as the destination

address for the message. 27. A communication device, conprising 15 a

receiving unit rggrghgﬁgg%%w%ﬁgﬁgﬁmn\#}@é ﬁ{égsgéﬁggggﬁfe?%c%&%&ﬁe%

data transmtted to mruni cati o evi ce addr ess of
the comunbttheicomrdenicai®radevikests hgtsourreatigiressfor hetraesidieng a
second address of the comunication device, napping the first
address of the comruni cation device to the second 20 address of the
comruni cat i 86 defireethad ferecefwisg idata rarsmitler B8 F et eofamuREgice. 28:

A et hod o riec el Xic0go AL an L ARSIbA hEfcd, 8Msky” St_communi cat i on

device t0 a second conmuni cation device, conprisrng 25 receiving a
nmessage, wher ei nrechiyingss swgeagangidreiadheimessagarmnpiacsdata o t he

second commyp} &flafo 4 L& AN i londAMcB o] s Budrbssef the

conmuni cati on vi'ce as source address, determning a second addr ess
of the firstegmeamuanicetionideyieeas daginaiien adWe@ss. rst address of the

first communicat &&Brrﬁﬁmﬁsé&&dlsdﬁgsm@ee&ﬁﬂrmmicém cfévrzogt

communi cation device as e source address for the nessage. :
communi ¢ati on dewiappingdbefirst afwpss 98thesasAnes gomAvEmicatipEapNge to the

PCT/ SG2007 1000021 RESEHMRR 8o NPUSHREFiGARH deiicd 86 0ieInARI

receiving a nessa erein the nessage conprises data transmtted
to the comaddessioihaeessedand a first address of anot her
conmuni cati on devi ce as- source address,

27. A communication device, comprising
15 a receiving unit receiving a message, wherein the message comprises
data transmitted to the communication device and a first address of the
communication device as destination address,
determining a second address of the communication device,
mapping the first address of the communication device to the second
20 address of the communication device as the destination address for the

message.

28. A method for receiving data transmitted from a first communication
device to a second comimunication device, comprising
25 recelving a message, wherein the message comprises data transmitted
to the second communication device and a first address of the first
communication device as source addres;s,
determining a second address of the first communication device,
mapping the first address of the first communication device to the
30 second address of the first communication device as the source address for

the message.

29. A communication device, comprising
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determining a second address of the other communication device,pcpisG2007/000027
mapping the first address of the other communi cation devi

second address of the other comrunication device as the sggerc%%e § November 2007
address for the nmessage. 30. A nethod for transmitting data froma

first conmunication device to a 10 second conmuni cati on devi ce,

conprising gener atL0gfq W SARind d Biedlshod ohdTER SROMCSOARY Lhnslat a
to be transmtte (0] ¥ % secondn onmmuni C{itl on devi ce, a source
addr ess and datatestsmitied tnthadwnusignicatipnsisyicgtansop first pddreseipnedierof

the first cggﬁjﬁinﬁ%fog.rbfagﬁgia%}gg%etmr?gé source address for the

nmessage, as rst ress of the second communication
devi ce as the ddetermiringa sackirdaddress oftthe ofhes sagaiunisatien #e¥rhg a

second agdress o ' [ ' Fol=1VAN icatiMHed &

determ nfng of th"eatpgﬁggﬁﬁéﬁgsé%reg?éegﬁiiﬁﬂ?i rstﬁggir%ahnl céz}‘t‘r{éot%hﬁ%o
devi ce conpeksesd sdadnesngf hhetharcommurentiossiayicetasdhe spafce address for
conmmuni cat i an., ﬂ%&& 50N a net wor k agent device, determ ning a second
address of the Second conmuni cation device, wherein the determ ning
of the second address of the second comruni cation device conprises

deter mni ngghe adlEERs O rARMRD dARd ¥Ohl HYEHmARMbARNRAE 1025 1 he

second address o nication device is registered, and
sendi ng 1an adders someynipstiomEeyeRCorPTSHE ot her net wor k agent devi ce
using the addresg.qnf, tcinﬁar?ﬁ’éé’é‘ébg agent device determned to request
the second addre§§ of t e second comuni cation devi ce, hp i ng the
first address of the Whewin¥eHEFIAAICOEIPIEEY PR tRibeHANARY %Dgié%ond

e ressese g AN ok seat s st ind o
‘ associating a first address of the first communication device as the
15 source address forthe message,
associating a first address of the second communication device as the
destination address for the message,
determining a second address of the first communication device,
wherein the determining of the second address of the first communication
20 device comprises storing the second address of the first.communication
device on a network agent device determining a second address of the
second communication device, wherein the determining of the second
address of the second communication device comprises
determining the address of another network agent device where
25  the second address of the second communication device is registered, and
sending an address request message to the other network agent
device using the address of the network agent device determined to requesf
the second address of the second communication device,
mapping the first address of the first communication device with the

30 second addrass of the first communication device as the source address for

the message,
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Recei ved 26 Novenmber 2007 mapping the first address of the sec :
comruni cation device with the second address of the second . %%/SGZOGWO{’“””
comuni cati on device as the destination address for the nBgeiyrd 26 Navember 2007

transmtting the nessage using the second address of the first S
communi cati on device as the source address and the second address of

th 2 gasocon d_conmupbeahl Ak fEVLEGea50fHE sBastd dithiBhiARH 88icd i S
second address of the second communication device as the destination
address for the message, and

transmitting the message using the second address of the first
5 communication device as the source address and the second address of the

second communication device as the destination address for the message.
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