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METHODS PROVIDING PUBLIC REACHABILITY
AND RELATED SYSTEMS AND DEVICES

RELATED APPLICATION
The present application claims the benefit of pootity of US. Provisional

Application No. 61/482.684 entitled "Discovery OF N4T Fublic Reachability Lsing

FKEY2 Nignaling” and filed May 5, 2011, the disclosure of which 1s hereby mcorporated

herein in its entirety by reference.

TECHNICAL FIELD
The present discloswe is directed to commumications and, more particularly, to

network communications and related devices and systems.

BACKGROUND

In a typical cellular radio sysiem, wireless terminals {also referred to as wireless
mobile terminals, user terminals and/or user equipment nodes or UEs, mobile stations,
ete.) communicate via a wireless communications network (also referred w as a
wireless network, a radio access network, andfor a RAN) with one or more core
networks, The wireless network covers a geographical srea which 1s divided into cell
areas, with each cell area being served by a RAN node, e.g., a radio base station {BS),
which m some networks is also called 8 "NodeB" or enhanced NodeB “eNodeB" A
celf area 18 a geographical area where radio coverage s provided by the base station
equipment at a base station site. Each base station communicates over an air interface
using radio communication channels with UEs within the coverage area of the base
station. The type of radio communication channels utilized between a base station and
a UE define the radio access technology (RAT). There are circuit-switched radio access
technologies that support circuit-switched operations, for example CDMA {code
division multiple access) or GSM (Global System for Mobile Communications), and
there are packet-data radio access technologies that support packet-data operations, for

example High Rate Packet Data (HRPD), Long Term Evolation (LTE}), and/or Third
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(Generation Partnership Project (3GPPR3GPP2). A Radio Access Network may provide
veice andéor data communication for subscriber wireless terminals.

Base stations of a wireless network may be arranged to provide overlapping cell
areas over a geographical area of coverage. Conventional outdoor base stations,
however, may provide insufficient coverage indoors. Accordingly, customer premises
base stations {alse referred o as customer premises eNodeBs) may be used to boost
coverage in indoor environments. A customer premises base station, for example, may
be coupled to a wireless petwork, for example, through a broadband network to
facilitate wireless commupnications and/or handoffs to/from conventional outdoor base
stations.

For example, a customer may install a customer premises base station in a home
using a residential internet comnection through a broadband network to provide
commumnications between the customer prenuses base station and the wireless network.
While the cusiomer premises base station has an unconventional coupling with the
wireless petwork (as compared with conventional outdoor base stations operated
directly by the wireless network), the customer prenmses base station may provide a
wireless interface that is transparent with respect to the customer’s wireless ternunal or
ternunals  {e.g., cellular radiotelephone(s). smanphone(s), tabletmetbook/laptop
computer{s), etc.}). Accordingly, the wireless network may mamtain a communication
with the customer’s wireless termunal {o 2., & telephone conversation, nternet browsing
session, et} when the wireless terminal moves between indoor and outdoor
environments by handing off service between the customer premises and conventional
base stations.

More particularly, a customer premuses router may  provide a  data
communications path beiween the customer premises {e.g,. the customer’s home) and
the broadband network {e.g., using a modem such as a Digital Subscriber Line or DSL
modem, & cable modeny, etc.) to provide broadband data access for multiple devices at
the customer premises. In addition to the customer premises base station, the customer
premises router may be coupled to additional other devices at the costomer premises
{e.g., computing devices, VolP phones, paming devices, etc.).  Accordingly, public
reachability addresses may be used by the broadband network to address data

communications to devices at the customer premuses, and the router may then use
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private addresses 1o address the communications to the different devices at the
customer prennses, More particularty, a public reachability address may include an
Internet Protocol or IP address for the router (e.g., an IPv4 address) and a User
Datagram Protocol (UDP) port number of the router assoctated with a device at the
customer premises. Stated i other words, the router may act as a Network Address
Translation {NAT) device, and the customer prenuses base station may thus be unaware
of the public reachability address that is used by the broadband network to direct
communications for the customer premises base station.

In such a situation, the customer prenuises base station may act as a chent'host
behind the router which acts as a NAT device, and the costomer pramise base station
may need to communicate its public reachability address (e.g., its NAT public IPv4
address and source UDP port number} to a node or nodes of the broadband andfor
wireless network{s). For example, the customer premises base station may need to
provide its public reachability address to a policy controller at the broadband andior
wireless network(s).

A customer premises base station operating through a customer prermses router
may thus need to be aware of its public reachability address. Moreover, a customer
premises base station operating through a customer premises rvouter may need to
repeatedly send keep-alive messages at an interval that is less than a time-out interval
of the customer premises rouwter so that the same public reachability address of the
cusiomer premises base station may be maintained, andfor so that the customer
premises base station 18 continuously available to accept wireless  terminal
communications, hand-offs, calls, ete. I a communication coupling between the
customer premises base station and the wireless communication network is interrupted
{e.g, due to nactivity), a new pubhc reachabnlity address for the customer premises
base station may be assigned when communication for the costomer prenuses base
station is reestablished, andfor calls may be imterrupted andior missed.

A customer premises base station may thuzs be coupled to a wireless
communcation network (e.g., to g 3GPP Evolved Packet Core) through a customer
premises router and through a broadband network, and the customer premises base
station may thus need to communicate its public reachability address to a policy and

charging roles function (PORE) server of the wireless network. More particularly, the
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customer premises base station may be coupled to a Security Gateway of the wireless
network using an Psec tunnel through the broadband network., The PCRF server may
i tum use the public reachability address 1o identify a fixed connection through the
broadband network that is assigned to the customer premises base station for policy
enforcement.  Covnventionally, there 15 no control interface between the Security
Gateway and a Mobility Management Entity (MME} of the wireless network, and the
custonier premises base station may transmit its public reachability address to the MME
via a control interface that s routed through the IPsec tunpel.

While the IETF STUN protocol mav allow a host/client behind a NAT device to
discover its NAT public IPv4 address and source UUDP port that are being used for a
lost session {see, Rosenberg et al., Session Traversal Utilities for NAT (STUN), RFC
S389, Qctober 2008}, the IETF STUN and IKE protocols are separate protocols. On
the other hand, IETEF RF(Cs 4306 and 5996 may allow an IKEv2 peer {e.g., customer
premises base station andfor wireless network secunity gatewav) to discover whether 1t
is behind a NAT device using IKEv2 signaling. See, Kanfiman, Internet Key Exchange
{IKEv2) Protocol, RFC 4306, Dec. 2005, and Kaufiman, et al., Internet Key Exchange
Protocol Version 2 (IKEv2), RFC 5996, Sept. 2010, [ETF protocols, however, may fail
to provide suitable capability for a host/client device such as a costomer prenuses base
station behind a NAT device to securely discover and/or communicate its IPv4 public
reachability address and source UDP port that 1s assigned 10 1S current communication

383G

SUMMARY

According to some embodiments, a method of obtaining addressing information
may include establishing a communication path through a network between first and
second peer devices with a router coupled berween the first peer device and the
comnumnication path through the network. A commuonication may be recewved at the
first peer device from the second peer device through the communication path and the
router. More particolarly, a pavicad of the commanication recetved at the first peer
device from the second peer device may include a public reachability address used by
the second peer device to transmit the commumication through the network and the

rowter to the first peer device. By way of example, the communication path may
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mchide an Internet protocol (1P} security (1Psec) runnel between the router and the
secend peer device, Although such an [Psec tunuel may be effectively between the first
and second peer devices with the [Psec tunnel being NATed (Network Address
Transiated) through the router, the IPsec tunnel (or portions thereof) may be referred to
as being between the router and the second peer device. Stated in other words, the
commimication path may be provided as a portion of an IPsec tunnel between the router
and the second peer device.

The second peer device 1s aware of the poblic reachability address of the first
peer device because the second peer device uses this public reachability address in an
address field of any conwmmication that i3 transmitted to the first communication
device.  Accordingly, by providing the public reachability address in a paviead
element(s)/field{s) of a commumecation (that also wncludes the poblic reachabulity
address in an address field or fields), the public reachability address of the first peer
device can be efficiently transmitied to the first peer device, and the public reachability
address (in the pavicad element) will reach the first peer device whether network
address translation ocewrs (e.g., at an Intervening router) of not. In addition, a security
of the communication may be enhanced by transmitting the public reachability address
tn the communication over an [Psec tunnel. Ouce the first peer device has recerved its
public reachability address, the first peer device can transmit its public reachability
address 1o other network elements {(e.g., a mobility management entity, a PCRF server,
a BPCF server, etc.) as may be useful, for example, to provision network resources for
the conmmunication path between the router and the second peer device. The second
peer device, for example. may transmit the communication incloding the public
reachability address responsive to a request from the first peer device and/or responsive
to determining that the public reachability address for the first peer device has changed.

According to some other embodiments, a method of providing addressing
information mayv include establishing a communication path throngh a network between
first and second peer devices with a router coupled between the second peer device and
the communication path through the network. A communication may be transmtied
from the first peer device to the second peer device through the conununication path
and the router. More particularly, a pavioad of the communication may include a

public reachability address used by the fust peer device to transmut the communication
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through the network and the router to the second peer device. By way of example, the
commuicgtion path way mclade an Internet protocol (1P} security {(IPsec) tunnel
between the first peer device and the router. Although such an [Psec tunnel may be
effectively between the first and second peer devices with the [Psec tunnel being
NATed (Network Address Translated) through the router, the [Psec tunnel (or portions
therent) may be referred to as being between the first peer device and the router. Stated
i other words, the communication path may be provided as a portion of an IPsec
tunnel between the first peer device and the router,

According to still other embodiments, a first peer device may be configured to
communicate with a second peer device through a router and a network, and the first
peer device may include a petwork interface and a processor coupled to the network
mterface. The network interface mayv be configured to estabhish a communication path
through the network between the first and second peer devices with the router coupled
between the first peer device and the communication path through the network. The
processor may be configured 1o receive a communication from the second peer devige
through the communication path. through the router, and through the network interface.
More particularly, a payload of the comumunication may include a public reachability
address used by the second peer device to transmit the commumcation through the
network and the router to the first peer device. By way of example, the communication
path may include an Interact protocol (1P} security (IPsec) tunnel between the vouter
and the second peer device. Although such an IPsec tunnel may be effectively between
the first and second peer devices with the Psec tunnel being NATed (Network Address
Transiated) through the roater, the [Psec tunnel {or portions thereof) may be referred to
as being between the router and the second peer device. Stated in other words, the
commutieation path may be provided as a portion of an IPsec tunnel between the router
andd the second peer device.

According to yet other embodiments, a first peer device may be configured to
communicate with a second peer device through a network and a router, and the first
peer device may include a network interface and a processor coupled to the network
interface. The network interface may be configured to establish a communication path
through the network between the first and second peer devices with the router coupled

between the second peer device and the communication path through the network. The
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processor may be configured to transmit a3 communication through the network
mtertace, through the communication path, and through the router o the second peer
device. More particularly, a payload of the communication may include a public
reachability address used by the processor to transmit the communication through the
network nterface, through the network, and through the rounter to the second peer
device. By way of example, the commuication path may inchide an Internet protocol
{IP} security (1Psec) tunnel between the first peer device and the router. Although such
an {Psec tonnel may be effectrvely between the first and second peer devices with the
IPsec tunnel being NATed (Network Address Translated) through the router, the [Psec
tunnel {or portions thereof) may be referred to as being between the first peer device
and the router. Stated in other words, the communication path may be provided as a

portion of an [Psec tumel between the first peer device and the router,

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to provide a further
understanding of the disclosore and are mceorporated in and constitute a part of this
application, ilustrate certain non-limiting embodiment(s) of the invention. In the
drawings:

Figure 1 15 a block diagram of communication networks and devices according
to some embodiments;

Figure 2 1s a block diagram illustrating a customer premises eNodeB of Figure 1
according to some embodiments;

Figure 3 1s a block diagram illusirating a secanty gateway of Figure 1 according
to some embodiments;

Figures 4A and SA are flow charts illustrating operations of elements of Figures
1-3 according to some embodiments; and

Figures 4B and 3B are tlow charts illustrating operations of elements of Figures
1-3 according to some other embodiments.

Figure 6 i a block diagram tllustrating a format of an AT-External-NAT-Info

CP attribute according o some embodiments.



WO 2012/150512 PCT/IB2012/051439

14

ot
145

[
)

DETAILED DESCRIPTION

Enthodiments of the present invention will now be described more fully
heremafier with reference to the accompanying drawings, i which examples of
emwbodiments of the mvention are shown. This mvention may, however, be embodied
tn many different forms and should not be constroed as hmited to the embodiments set
forth herein. It should also be noted that these embodiments are not mutually
exclosive. Components from one embodiment may be tacitly assumed to be
present/used in one or more other embodiments.

For purposes of iHlustration and explanation only, these and other embodiments
of the present mvention are described hevein in the context of operating with a wireless
network that comununicates over radio communication channels with wireless terminals
{also referved to as wireless mobile terminals, user terminals, user equupment nodes or
UEs, mobile stations, etc.}. It will be understood, however, that the present mvention is
not linuted to such embodiments and may be embodied generally in anv type of
communication network. As used herein, a wireless terminal can include any device
that receives data from and/or fransmits data to a communication network, and may
include, but is not limited to, a mobile radiotelephone (“cellular” telephone),
taptop/portable  computer, pocket computer, hand-held computer, andior desktop
computer.

In some embodiments of a wircless network, several base stations ¢an be
connected {e.g., by landlines or radio channels) to a mobility management entity and/or
a packet data network gateway of a wireless network. Elements of the wireless
network may supervise and coordinate varous activities of the plural base statious
connected thereto, and elements thereof may be connected 1o one or more core
networks.

The Universal Mobile Telecommunpications System (UMTS) s a third
generation mobile conmmunication system, which evolved from the Global System for
Mobile Communications (GSM), and 15 imtended to provide improved mobile
communication  services hased on Wideband Code Division Multiple Access
{WCDMA) access technology. UTRAN, short for UMTS Terrestrial Radio Access
Network, is a collective term for the Node B's and Radio Network Controllers which

make up the UMTS radio access wetwork. Thas, UTRAN 18 essentially a wireless
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communication network using wideband code division multiple access for wireless
terminals.

The Third Geseration Partnership Project (3GPP) has undertaken to further
evolve the UTRAN and GSM based radio access network technologies. In this regard,
specifications for the Evolved Universal Terrestrial Radio Access Network (E-
UTRAN) are ongoing within 3GPP. The Evolved Universal Terrestrial Radio Access
Network (E-UTRAN) comprises the Long Term Evolution (LTE) and System
Architectore BEvolution (SALE).

Note that although terminclogy from 3GPP (3" Generation Partmership Project)
LTE (Long Term Evolution) is used in this disclosure to exemplity embodiments of the
mvention, this should not be seen as hmiting the scope of the invention to only these
systems. Other Radio Access Network systems, incloding WCDMA (Wideband Code
Division Multiple Access), WiMax {Weorldwide Interoperability for Microwave
Access), CDMA2000 and GSM (Global System for Mobile Communications), may
also benefit from exploiting embodiments of the present invention disclosed herein.

Also note that termunology such as eNodeB (Evolved Node B) and UE (User
Equipment) should be considering non-limiting and does not imply a certain
hierarchical relation between the two. In general an “eNodeB” and a "UE" may be
considered as examples of respective different commumications devices that
communicate with cach other over radio communication channels, While embodiments
discussed heretn may focus on a service device imitiating communications with an
application server, embodiments may be applied, for example, where the application
server inthates the communication with the service device.

Figure 1 is a block diagram iflustrating communication networks, devices, and
efements thereof according to some embodiments. Wireless communication network
149, for example, may provide communications services for wireless termmals over an
air interface provided through a plurahity of base stations, including base stations 121a-
¢, and wireless communication network 149 may inclade security gateway 141, packet
data network gateway 143, Policy and Charging Rules Function (PCRF) Server 145,
home subscriber server 147, and Mobulity Management Entity {MME) 151, Wireless
network 149 covers a geographical area which is divided into cell areas with each cell

area being served by a respective base station {(e.g., including base stations 121a-¢), and
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each base station communicates over an air interface through radic communication
channels with wireless terminals within the cell area of the base station,

Conventional cutdoor base stations 121a-c, however, may not provide adequate
service for wireless terminal 105 within a customer premises 107 {e.g., in a house, an
office, or other building/structure), and a customer premises base station 101 may
provide tmproved service for wireless terminal 105 when operating within customer
premises 107, Customer premises base station 101 communicates with wircless
terminal 105 ssing the same alr interface and the same radio communication channel{s)
used by base stations 121a-¢ operated directly by wireless network 143, Accordingly,
customer premises base station 101 mayv provide service for wireless terminal 105 when
the wireless terminal 105 is in/inear the customer premises 107, and base stations 121a~c
may provide service for wireless terminal 105 when the wireless terminal 15 outside
and/or away from customer prenuses 107, Operation of customer premises base station
101 may be transparent with respect wireless terminal 103 so that wireless terminal 1035
may use conventional techniques to select a conventional base station 121a-¢ andior
wireless termunal 1058 for conumunications.  Stated in other words, costomer premises
base statton 101 and wireless network base stations 121a-c may operate according to a
same Radio Access Technology or RAT.

A coupling between customer premises base station 101 and wireless network
149, however, may be different than couplings between base stations 121a-¢ and
wireless network 149 Base stations 121a-c, for example, may be coupled directly to
wireless network 149 andior elements thereof, but customer premises base station 101
may be coupled ndirectly to wireless commumcation network 149 through customer
premises router 103 and/or broadband network 135, More particolarly, broadband
network 135 may include broadband remote access server 131 that is configured to
provide communications path 101 between customer premises router 103 and secunity
gateway 141 of wireless network 149 For example, broadband remote access server
131 may be configured to provide communication path 161 as an Internet Protocol
Security (IPsec) tannel in accordance with an Internet Key Exchange IKE protocol such
as IKEvZ between customer premises router 103 and security gateway 141, Although
such an IPsec tunnel may be effectively between customer premises base station 101 {a

first IKEvY peer device) and secarity gateway 141 {(a second IKEV2 peer device) with
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the IPsec tunnel being NATed (Network Address Translated) through customer
premises router 103, the [Psec tunnel {or portions thereof) mav be referred to as being
between customer premises router 103 and security gateway 141, Stated in other
words, conunupication path 161 may be provided as a portion of an IPsec tunnel
between custorner premuses router 103 and security gateway 141

Accordmngly, a secure communications path may be provided between customer
premises base station 101 and wireless network 149, In addition, broadband network
133 may inchude Broadband Policy Charging Function (BPCF) server 133 that 15
configured to provision available broadband network resources. Accordingly, BPCY
server 133 may provision available broadband network resources to customer premises
base station 101, and more particularly, BPCF server 133 may provision available
broadband network resources to customer premises base station 101 respoansive to
requests/communications from PCRF server 145 of wireless network 149,

Wireless network 149 may thus communicate with andfor control operation of
customer premises base station 101 using the ik through communication path 161 and
customer premises roater 13, Dunng active communication {e.g., during a
radiotelephone conversation, an Internet browsing session, etc.) with wireless terminal
105 operating it customer premises 107, comnmunications may be transmutted over
commmunications path 161, for example, using packet data network gateway 143,
mobility management entity 151, etc. to support communmication with other devices
{e.g., servers, wireless ternunals, radiotelephones, wired telephones, etc.} through
wireless  communication network 149, other wireless communication networks,
conventional wired telephone networks, the Internet, etc. In addition, mobtlity
management entity 131 may use the link through communication path 161 and
customer premises router 103 to control band-otfs of sexrvice for wireless terminal 1045
between customer premises base station 101 and wireless network base stations 121a-¢,
to route incoming calls for wireless terminal 105, etc. so that operation of customer
premises base station 101 may be transparemt with respect to wireless terminal 105,

For purposes of further discussion, customer premises base station 101 may
include network interface 207, processor 203, memory 209 and wireless transceiver
203 as shown in Figure 2. Network interface 207 may be configured to provide a

communication terface with costomer premises router 103 (andior with another
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network element or elements), wireless transceiver 203 may be configured o provide
communicgtion with wirgless terminal 105 over an air interface using g radio
commumication channel{s} according 10 a Radio Access Technology or RAT used by
wireless network base stations, and processor 205 may be configured to control
operations of network interface 207 and wireless transceiver 203 respousive to program
mstructions and/or information maintained i memory 209, Secunity gateway 141 may
mchnde network interface 303, processor 305, and memory 307, More particularly,
network mterface 303 may be configured to provide commumication interfaces with
broadband network 135 and with packet data network gateway 143, and processor 303
may be configured to control operations of network interface 303 respounsive to
program instructions andfor mformation maintained in memory 307,

Commaications between and operations of customer premises base station 101
and security gateway 141 are discussed berein by way of example according to some
embodiments. Customer premises base station 101 and security gateway 141, however,
are discussed herein as examples of two different peer devices that are coupled through
a commupications path.  Accordingly, peer devices and couplings/communications
therebetween and operations thereof may be implemented using other devices
according to other embodiments.

According to some embodiments of the present invention, a peer device (e.g.,
custonmer premises base station 101) operating behind or communicating through a
NAT device {e.g.. customear premises router 103) may be able to discover a public
regchability address {e.g, IPvd address and UDP source port) used to divect
communications through a broadband network and through the NAT device to the peer
device. The peer device (e.g., customer premises base station 101) may then provide its
public reachability address to an element or elements of other networks {e.g., to an
element or elements of wireless network {48 and/or broadband network 135). The
public reachability address may then be used, for example, to provision broadband
network resources to the peer device. Operations of customer premises base station
101 and security gateway 141 {as examples of peer devices) will now be discussed w
greater detatl with respect to the flow charts of Figures 4A, 4B, 5A, and 5B.

According to some embodiments, operations of costomer premises base station

101 and security gateway 141 may be provided as shown in Figures 4A and SA, with
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operations of customer premises base station shown in Figure 44 and with operations
of security gateway 141 shown in Figure SA. At block 401 of Figure 4A and at block
501 of Figure 5A, customer premises base station 101 and security gateway 141 may
establish comumunications path 161 through broadband network 135 with customer
prenises router 103 being coupled between customer premises base station 101 and
comnimications path 161, More particularly, communication path 161 may be an
Internet Protocol Secunty (IPsec) tunnel between customer premises router 103 and
security gateway 141 m accordance with an Internet Key Exchange (IKE) protocol

{e.g.. IKEv2). Although such an {Psec wnnel may be effectively between customer
premizes base station HH (a first IKEV2 peer device) and security gateway 141 {a
second IKEv2 peer device) with the IPsec tunnel being NATed (Network Address
Translated) through customer premuses router 103, the IPsec tunnel {or portions
thereof) may be referred to as being between customer premises router 103 and security
gateway 141, Stated in other words, communication path 161 may be provided as a
portion of an IPsec tunnel between customer premises router 103 and security gateway
141

At block 303 of Figure SA, secury pateway I41 may transmit a first
comnmuunication through communication path 101 and customer premises router 103 fo
customer premises base station 101, The first communication may be addressed to
custormer prentses base station 101 using a public reachabihity address for customer
premises base station 101 including an Internet Protocol {(IP) address {e.g., an IPvd
address) of customer premises router 103 and a UDP source port number of router 103
associated with base station 101, in addition, a payload of the first conmmunication may
mchide a digest of the public reachabilitv address that is generated using a hash
function. Stated in other words, an address header portion of the first communication
may include the public reachability address, and a payload of the first comnmunication
may include the digest of the public reachabality address.

As set forth in RFC 4306, for example, a payvload of the first communication
may include AT DETECTION SOURCE P and
AT _DETECTION_DESTINATION_IP information in an IKE-SA-INIT packet. The
AT DETECTION SOURCE IP may include a Secunity Hash Algorithm SHA-! digest

{hash) of security parameters index (SP1} for security gateway 141 including the pubhce
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reachability address of SECUrity EAEWRY 141, and the
AT DETECTION DESTINATION IP may include a Security Hash Algorithm SHA-
I digest (hash) of security parameters index (SPI} for base station 101 including the
public reachability address of base station 101 {(e.g., mcluding the IP addvess of router
103 and the UDP source port nwnber of ronter 103 associated wath base station 101}
Stated more generally, an address header of the first communication may include the
public reachability address of base station 101, and a derivation of the public
reachability address (e.g., a digest of the poblic reachability address computed using a
hash function) may be included in a payload of the first communication.

The first commmication may be transomtted by security gateway 141 over
communication path 161 tlwough broadband network 135 to router 103 which may
retransmit the first communication to base station 101, Router 103, however, may act
as a Network Address Transtation (NAT) device, converting the public reachability
address to a private address of base station 131 used to distinguish different customer
premises devices coupled to router 103 at customer premises 107, More particularly,
the private address may be provided to base station 101 by router 103, and router 103
may provide different private addresses to each customer premises device coupled
thereto. When the first communication s transmutted from router 103, the pubhe
reachability address may no longer be included in an address field. The derivation
{e.z., digest) of the public reachabulity address, however, niay be mawmntained in the
pavicad of the first communication that s transmitted from rowter 103 1o base station
101,

The first communication including the devivation (e.g., digest) of the pubhc
reachability address may thus be received at base station 101 through network interface
207 at block 403 of Figwre 4A. At blocks 405 and 407 of Figure 4A, processor 205 of
base station 101 may compare the public reachability address {used by security gateway
141 for the first communication) and an address or addresses of base station 101 from
memory 209, More particularly, processor 205 of base station 101 may generate a
devivation (e.g., digest) of its address {or addresses) from memory 209, and the
derivation{s} of its address {or addresses) may be compared with the derivation {e.g.,
digest) of the public reachability address that was included in the pavlead of the first
communication (e.g., the digest from the AT DETECTION DESTINATION IP
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mformation) generated by security gateway 141, If processor 208 of base station 101
deternsines that there s a match between derivations of addresses at block 407 of
Figare 4A, no address transiation has occwred between security gateway 141 and
router 103 and further operations of Figures 4A and 5A may be omitted {as mndicated
by the “No™ outputs from blocks 407 and 505 of Figures 4A and 5A).

If processor 205 of base station 101 determines that there is no match between
derivations at block 407 of Figure 4A, processor 205 may determine that address
translation has occurred and that router 103 is thus present between base station 101
and security gateway 141, Responsive to such a determunation, processor 205 of base
station 101 may generate a request for the public reachability address, and processor
205 may transmit the request through network interface 207, through router 103, and
through communication path 161 to security gateway 141 at block 409 of Figure 4A
For example, the reguest may be transmitted as a communication mchuding a
“Configure Request” indication in a Configuration Payload (CP) portion of the
communBication.

The request for the poblic reachability address may thes be received through
network interface 303 of security gateway 141 at blocks 505 and 507 of Figure 5.
Responsive to receiving the reguest, processor 305 of secunty gateway 141 may
generate a response communication wherein a pavioad of the response communication
mcludes the public reachability address used by secunity gateway 141 to wansmit the
commumication to base station 101, and the response communication may be
transmitted  through network interface 303 of security gatewav 141, through
communication path 161, and through router 103 to base station 101 at block 309 of
Figure 5A.  For example, the response communication may include the public
reachability address in a “Configure-Reply” message of a Configuration Payvload (CP)

portion of the response communication, Accordingly, processor 305 may mclude the

public reachability address in both an address header portion of the response

communication and i a payload portion of the response communication so that the
public reachability address may be recetved at base station 101 even though address
trapslation occurs at router 103,

The response communication including the public reachability address may then

be recerved through petwork mterface 207 of base station 181 at block 411 of Figuore
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4A. Becaunse the public reachability address iz included in a payload portion of the
response communication, processor 205 of base station 101 may receive the public
reachability address even though address translation occwrred at router 103, and
processor 205 may store the public reachability address in memory 209 for future use.
At block 415 of Figuve 44, for example, processor 205 may transmit a conymunication
mcluding the public reachability address for base station 101 through netweork interface
207, router 103, communication path 161, and security gateway 141 to other clements
of wireless network 142, The communication inclading the public reachability address
for base station 101 may be received through network mterface 303 of security gateway
141 at block 519 of Figure 5, and processor 305 may retransaut the communication
through network interface 303 to another element or elements of wireless network 149
such as mobility management entity 151 andfor PCRF server 145 At block 321 of
Figare 5A, for example, the communication including the public reachability address
for hase station 101 may be used by mobulity management entity 151 andior PCRF
server 145 to identify a coupling of commumication path 161 through broadband
network 135 between base station 101 and secunity gatewav 141 and to provision
available broadband network resources to customer premises base station 101 by
transmitting nstractionsdnformation to BPCF server 133 of broadband network 135

As discussed above with respect to Figures 4A and 5A, by way of example, a
first peer device {e.g., base station 101} may detect that it 1s operating belund a NAT
device {e.g., router 103} by comparing a derivation {e.g., digest) of its own address
{e.g., a private address if the first peer device is operating behind a NAT device such as
router 103} with a derivation {e.g., digest} of the public reachability address provided as
a pavload element in a comumunication from a second peer device (e, security
gateway 141}, Upon detecting that it is operating behind a NAT device, the first peer
device may transmit a request for its public reachability address, and the second peer
device may respond with a communication mclading the pubhic reachability address as
a pavicad element of the response. The first peer device may thus save its public
reachability address in wmemory for future use, tor example, to facilitate subsequent
provisioning of network resources.

According to other embodiments, providing a public reachability address may

be mtiated by events/operations other than those shown i Figures 4A and SA. By way
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of example, security gateway 141 may imtiate providing a public reachability address
to base station 101 responsive to detecting @ change of a public reachability address for
base station 101 as discussed in greater detail below with respect to Figures 4B and 5B,

At block 4017 of Figure 4B and at block 3017 of Figure 5B, customer premises
base station 101 and security gateway 141 may establish convnunicatons path 161
through broadband network 135 with customer premises rowter 103 being coupled
between customer premises base station 101 and communications path 161, More
particularly, communication path 161 may be an Internet Protocol Security (IPsec)
tunnel between customer premises ronter 103 and security gateway 141 in accordance
with an Internet Keyv Exchange (IKE) protocol {e.g., TKEvV2) as discussed above with
respect to Figures 4A and 5A.  Although such an IPsec tunnel may be effectively
between customer premises base station 101 (a first IKEV2 peer device) and security
gateway 141 (a second IKEvZ peer device) with the IPsec wmnel being NATed
{Network Address Translated) through customer premises router 103, the [Psec tunnel
{or portions thereof) may be referred to as being between customer premises router 103
and security gateway 141, Stated in other words, communication path 161 may be
provided as a portion of an IPsec tunnel between customer premises router 103 and
security gateway 141,

Processor 305 of security gateway 141 may generate a communication wherem
a pavlead of the communication mclades a first public reachability address used by
security gateway 141 to uansmit the communication to base staion 101, The
comnuynication may be transmutied through network interface 303 of security gateway
141, through communication path 161, and through router 103 to base station 101 at
block 5097 of Figure 3B, and the communication inciuding the first public reachability
address may be received through network interface 207 of base station 101 at block
4117 of Figure 4B. By way of example, operations of blocks 401” and 4117 of Figure
4B may be performed as discussed above with respect to blocks 401 to 411 of Figure
4A, andd operations of blocks 5017 and 509 of Figure 5B may be performed as
discussed above with respect 1o blocks 501 to 509 of Figure SA. Stated in other words,
the communication including the first public reachability address may be mitiated
responsive to processor 205 of base station 101 detecting the presence of a NAT device

{e.g.. router 103) and requesting the public reachability address.
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Communications between security gateway 141 and base station 101 may
proceed using the first public reachability address until g public reachability address for
base station 101 changes at block 311 of Figuwre SB. A public reachability address for
base station 101 may change, for example, if an IP address of router 103 changes
andfor if a UDP sowrce port of router 103 that is assigned to base station 101 changes.
Such a change may ocour when a previous session between customer premises base
station 10} and security gateway 141 is lostterminated and a new session is initiated.
A previous session may be lost, for example, due to the previous session timing out

{e.g.. due to mactivity), due to power loss (e.g., at base station 101, router 103, secunty
gateway 141, etc ), and/or due to other loss of service.

Responsive to processor 305 of secunity gateway 141 detecting a change to a
second public reachability address used to transmit communications to base station 101
at block 3135 of Figure 3B, processor 305 of security gateway 141 may generate a
second commmemication wherem a pavioad of the second communication ncludes the
second public reachability address used by security gateway 141 to transmit the
commmunication o base station 101, The second communication may be transmitted
throngh network interface 303 of security gateway 141, through communication path
161, and through router 103 to base station 101 at block 517 of Figore 5B, and the
communication including the second public reachability address may be received
through network aterface 207 of base station 101 at block 417 of Figure 4B, The
second communication may ncinde an IKE INFORMATIONAL packet 10 accordance
with the IKEv2 protocol including a configuration payload (CP) type “Configure-Set,”
and the CP atiribute AT-External-NAT-Info may be meluded with the second public
reachability address of base station 101, for example, including an IP {e.g, IPvd)
address of roater 13, a protocol type {e.g.. UDP), and a source port of router 103
associated with base station 101

Processor 205 of base station 101 may generate an Acknowledge message
responsive to receiving the second communication including the second public
reachability address, and processor 205 mav transmut the Acknowledge message
through network interface 207, vouter 103, and communication path 161 to security
gateway 141 at block 419 of Figure 4B.  According to some embodiments, the

Acknowledge message may be provided as an IKE Informational message with a
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configuration payload {CP) type “CONFIG-ACK™ without any other CP attributes. In
this case, base station 101 may acknowledge receiving the communication including
the second public reachability address while rejecting the update. Processor 205 may
then transmit a request for the second public reachability address, for example, using
operations discussed above with respect to blocks 409 and 411 of Figore 4A and blocks
S07 and 309 of Figure 5A, or processor 205 may take no further action regarding the
change in public reachability address with knowledge/risk that its public reachability
may be disrupted.

According to some other embodiments, the Acknowledge message may be
provided as an IKE Informational message with a configuration payload (CP) type
“CONFIG-ACK” and including a CP attribute “"AT-NAT-External-info” with the same
second public reachability address as received from secunity gateway 141, In this case,
base station 101 may acknowledge accepting the second public reachability address
transmitted from securidy gateway 141, The CP attribute “AT-NAT-External-info”
may have a type value from values that are reserved for the Internet Numbering Agency
TANA (from range: 16-16383), and thys CP attribute may include: a NAT public IPv4
address (e.g., an IP address for router 103); a NAT protocol type (e.g., UDP) and a
NAT source port address {e.g., a sowce port of router 103 associated with base station
H01).

Etther acknowledge message may be received at sccurity gateway 141 through
network interface 303 at block 518 of Figure 5B, and communications may proceed
accordingly. Provided that the processor 205 of base station 101 gecepts the second
public reachability address (immediately and/or using an additional requestresponse},
base station 101 mav transmit the second public reachability address through security
gateway 141 to mobiliy management entity 151 at block 415 of Figure 4B. Moblity
management entity 151 may receive the second public reachability address at block 519
of Figure 5B, and mobility management entity may use the second public reachabihity
address to identify a coupling of communication path 161 through broadband network
135 at block 321 of Figure SB. Operations of blocks 415, 519, and 521 of Figures 4B
and 5B may be the same as those discussed above with respect to the same mumbered

blocks of Figores 4A and 4B.
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When a peer device (e.g, base station 101} requests its public reachability
address using an IETF based implementation, g new {ETF CP attribute may have the
name “AT-External-NAT-INFO,” and this atiribute may use a type value from values
that are reserved for IANA (the Internet Numbering Agency) [from range: 16-163831.
Moreover, thig attributed may mclode a NAT puoblic 1Pv4 address of the NAT device
{e.g., router 103}, NAT protocol type of the NAT device (e.g., UDP), and NAT source
port of NAT device {e.g., UDP source port of router 103 associated with base station
101).

When a peer device (e.g., security gateway 141) sends an update of a pubhc
reachability address using an IETF based implementation, the peer device may send an
IKE Informational packet following existing IKE protocol procedures, and the IKE
Informational packet may include a CP type set to “CONFIG-SET™ together with the
IETEF CP attribute “AT-External-NAT-INFO.” Content of the attribute may include the
apdated public reachability address including the new IP {e.g.. IPv4) address andior
NAT UDP source port of the NAT device {e.g., router 103).

When a peer device {e.g.. base station 181} requests its public reachability
address using a vendor specific implementation, a new SDO or Standards Development
Orgamization mav be provided (e.g.. for 3GPP, 3GPP2, etc) with a specific
Configuration Pavioad (CP) atribute, for example, having the name AT-External-
NAT-INFO. Thus attribute may use a type value from the values that are reserved for
private use but unigue within the specific SDO [Private Use range: 1634-327671, and
the attribute may include a NAT public 1Pvd address of the NAT device (e.g., router
103), NAT protocol type of the NAT device {e.g., UDP}, and NAT source port of NAT
device {e.g., UDP source port of router 103 associated with base station 101). To
provide that the peer devices (e.g., security gatewav 141 and base station 1{)

understand that the new aftribute is defined within the specific SDO domain, the IKE

payload Vendor Identification (1D} shounld be included with a value set to the specific

SDO D, ey, 3GPP, 3GPP2, ate.

When a peer device {e.g., security gateway 141) sends an update of a public
reachability address using a vendor specific solution, the peer device may send an IKE
Informational packet as discussed above using vendor specific roles such that a type

value from the valnes that are reserved for private use but vmque withi the specific
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SDO [Private Use range: 1634-32767] 15 used, and such that the IKE pavicad Vendor
fdentification (1D} should be included with a value set o the specific SDO ID, eg.,
3GPP, 3GPP2, ete. In addition, because the CP tvpe “CFG_SET™ use is currently not
defined in IETF standards, a CP type that i3 vendor specific could be used to achieve
the same functionality. Moreover, IKE peer devices should inclode the Vendor ID
pavicad m the IKE Informational exchange with the vendor specific ID included it a
VID (Vendor ID) field.

According to some embodiments, a NAT public reachability address may be
requested wsing an IKE Configuration Payload (CP) during an IKE-AUTH Exchange.
An IKE peer device {e.g, base station 101) may request #s NAT public reachability
address from another IKE peer device {e.g., security gateway 141) using a new IKE
Configuration Payload attribute as discussed i greater detail below.

After the IKEvY inttiator client'host peer (e.g., base station 101) discovers that it
ts behind a NAT
AT _DETECTION_SOURCE_IP and AT_DETECTION_DESTINATION_IP Noufy

payvloads, the IKEv2 initiator peer {e.g., base station 101} may use the following

device {e.g., router 103) after exchanging IKE-SA-INIT with

procedure to discover its NAT public reachabulity address. Fust, the IKEVZ ininator
peer {eg, base station 101) will mclode the AT-External-NAT-Info attribute in
addition to other configuration attributes {e.2.. Internal-1P4-Address) with the CP type
set to “Configure-Request” inside the IKE-AUTH request.  Next, the IKEV2 imtiator
peer {e.g., base station 101) will set the values of the AT-External-NAT-Info fields 10
all zeros 1o mdicate a request for its NAT public reachability address. After the IKEv2
responder peer {e.g., security gateway 141} validates the IKE-AUTH request, 1KEv2
responder peer {e.g., security gateway 141} i the IKE-AUTH response by including
the CP with type “Configure-Reply” and mcluding the AT-External-NAT-Info in
addition to other CP attributes and/or IKEv2 functionabty. The IKEv2 responder peer
{security gateway 141) sets the values of the AT-External-NAT-Info to the following
values: NAT Protocol Type = protocol type of the NATed IKE-SA-INIT request packet
{(UDP), NAT UDP Sowrce Port = Searce port of the packet of the IKE-SA-INIT
request; and NAT {Pv4 Address = Source IPvd4 address of the IKE-SA-INIT request
packet received from the IKEv2 putiator. After the IKEV2 initiator peer (e.g., base

station 101) receives and vahdates the IKE-AUTH response, it extracts the NAT [Pvd
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address and source port from the AT-External-NAT-Info and communicates these
values to gnother network element (e.g., mobality management entity 151 anddor PCRF
server 145} using other means between the host and the other network element.

According to some embodiments, a NAT public reachability address may be
requested asing an IKE CP during an IKE-Informational Exchange. This erobodiment
is similar o embodiments discussed above using an IKE CF dunmg an IKE-AUTH
exchange except that: the IKE peers (e.g.. base station 101 and security gateway 141)
use IKE CP(CPG_REQUEST/CFG_REPLY) and CP attribute AT-External-NAT-Into
during an IKE-Information exchange; and either IKE peer {e.g., base station 101 or
securily gateway 141} can mitiate this IKE-Information exchange for a NAT Public
Reachability Request. With an IKE-ATH exchange discussed above, the imtiating IKE
Peer (e.g., base station 101) may only use the IKE-AUTH exchange after it detects that
it 15 behind a NAT device {(e.g., router 103} after the IKE-SA-INIT exchange as
described m IKEV2 protocol.

According 1o some embodiments, 2 NAT public reachability address may be
updated using an IKE confguration payload (CP) with type “CFG SETT. In the
following discussion, the updating IKE peer (e.z., security gateway 141} that provides
the update may inittate updating the NAT public reachability address, and the updated
IKE peer {e.z.. base station 101) may be the device for which the NAT public
reachability address s being updated.  After the IKEvZ peers {e.g., security gateway
141 and base station 101} have execute a NAT public reachabiity address request
procedure gs described above, the updating IKE peer {(e.g,, security gateway 141) may
detect a change of the NAT public reachability address for updated IKE peer (e.g., base
station 1013 For example, the updating peer device (e g., security gateway 141) may
detect that the NAT public reachability IPv4 address and/or the NAT UDP source port
nuwmber for the updated peer device (2., base station 101) have changed. The
apdating IKE peer (e.g., secunity gateway 141) may proceed with updating as discussed
below.

The apdating IKEv2 peer (e.g., secunty gateway 141) may send an imdal IKE-
Informational packet with the IKE Configuration Pavioad type set to “CFG_SET” and

reachability address for the updated IKE peer (e g, base station 101). After the updated
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IKEV2 peer {e.g., base stationy 101} receives and validates the initial IKE-Informational
packet, the updated IKE peer (e.g., base station 101) responds by sending a response
IKE-Informational packet. The response IKE-Informational packet may comply with
current IKEVZ procedures, and the response IKE-Information packet may include the
CP with type set to “CFG_ACK” and the CP attribute “AT-External-NAT-Info™ with
the NAT public reachability address values that are the same as those recetved n the
mitial IKE-Informational packet to tndicate acceptance of the new updated NAT public
reachability address.  In an altemative, the response IKE-Information packet may
include the CP type “CFG-ACK” and the CP aitnbute “AT-External-NAT-Info™ with
all fields set to ZERO to indicate that the updated peer {e.g., base station 101} is not
accepting the new NAT public reachability address of the IKE Informational exchange.
The updated IKE peer {e.g., base staton 101} may then mnitate the NAT Public
Reachability Request procedure as discussed above. I the updated IKE peer {e.2., base
station 1{H} accepts the updated NAT public reachability address, the updated IKE peer
may update any network elements that are tracking its NAT public reachability with the
new NAT public reachabiiity address.

A format of an AT-External-NAT-lnfo CP atribute is illusrated in Figure 6 by
way of example according to some embodiments. As showa, a first row may wclode
one reserved bit R, 7 biis for an identification of the attribute (Attr. AT-EXT-NAT-
hufo}, and 8 bits identifying a length of the attribute. The second row may inclode an 8
bit field to identify the protocol type (g.g., UDP}) and another 8 bit field to wdentify the
source port number. The thied row may include g 16 bit field to identity the IPvd
address of the NAT device {e.g., router 1113},

Additional embodiments that allow an IKEvZ peer device (e.g., base station
101) to discover its NAT public reachability address {e.g.. the public IPv4 address of
routet/NAT device 103 and the UDP source port number of ronter/NAT device 103
associated with base statiop 101) are discussed below.

According to first examples of embodiments, an IKEV2 initiator peer device
{e.g., base station 101) may receive an IETF IKE configuration pavload atribute with a
tvpe value from a range reserved to IANA [16-16383] In this embodiment, the IKEV2Z
initiator peer device (e.g., base station 101} 1s behind a NAT device {e.g., router 103}

and coupled to another IKEvY peer (e.g., Security Gateway 141 that is not behind a
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NAT device and with a public 1P address) over IKEvZ IPsec tunnel. The IKEw2
mitiator peer device (2.g., base station 101) may use 8 CP antribute AT-External-NAT-
Info with a type value selected from one reserved for JANA {16-16383]. In this case,
the [KEv2 mitiator peer {e.g., base station 101} may be able to communicate and use
this functionality with any other IKEV2 peer {eg, Security Gateway 141) that is
compliant with IETF IKE standard. After the IKEv2 putiator peer {e.g., base station
101} detects that it is bebind a NAT device (e.g., router 103) using the IKEv2 NAT
detection wechanism, the IKEv mitiator peer {¢.g., base station 101} may include the
AT-External-NAT-Info CP attribute in a CP type “CFG REQUEST” with the protocol
field, port field and the NAT 1P address field all set to zeros. When the IKEv2 mutiator
peer {¢.g., base station 101} receives the IKE-AUTH response from the responder
IKEW2 peer {e.g,, security gateway b41) with the CP type “CFG-REPLY”, IKEv2
initiator peer (base station 101) may validate the IKE-AUTH response and check
whether the CF includes the AT-External-NAT-Info. Then, the IKE2 initiator peer
{e.z.. base station 101} may extract and save the NAT public reachability address. The
IKEA2 mmitator peer (e.g., base station 101) may use the same NAT public reachability
address for IKEvZ, ESP (Encapsulating Security Payload) protocol, andior AH
{Authentication Header) protocol traffic if applicable. The IKEv2 mtiator peer (e.g.,
base station 101} may communicate its NAT public reachability address to another
network element or elements, For example, customer premises base station 101 {e.g., a
Home eNodeB) may comnumnicate its NAT public reachability address to mobility
nanagement entity (MME)} 151 to be communicated to the PCRF server 145 andior
server BPCE 133

According to second examples of embodiments, an TKEvY initiator peer (2.4,
base station 101) may obtam s NAT public reachalnlity address using a vendor
specific IKE Configuration Payload {CP) attnibute with a type value from the private
range {16384-32767]. Differences in these second exaniples of embodiments relative
to the first examples of embodiments are discussed as follows. The type of the AT-
External-NAT-Info &5 used from the range that is reserved for private use [10384-
32767]. Moreover, the reserved type {e.g., [16384-327671) may be specific to the
Vendor (Standard Development Organization) that is making the reservation and it

should be unigue within the scope of this organization; e.g.. 3GPP, 3GPP2, ete. In
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addition, when the IKEV2 initiator peer (e.g., base station 101) uses the private nse AT-
External-NAT-1nfo attribute, the IKEVI inittator peer should include the IKEvZ Vendor
1D payload with the payload value set 1o the reserved value for the SDO that made the
reservation of the AT-Extermal-NAT-Info type; {e.g., 3GPP, 3GPP, ete). The IKEvVZ
Vendor {1 is used to indicate to the IKEV2 vesponder that this CP attribute type valoe
belongs to the SDO and that its 1D is included in the Vendor ID pavleoad. If the IKEv2
responder peer {e.g., security gateway 141) supports the definition of the AT-External-
NAT-Info and the togic as per the specification of the organization whose D 1s
comnunicated inside the Vendor ID pavlead, the IKE+2 responder peer may process
the IKE-AUTH and the CP per the SDO standardization and embodiments discussed
herein and may communicate back the NAT pubhic reachability address in a AT-
External-NAT-Info. In this case, the IKEV2 responder peer {e.g., secarity gateway 141)
may include the IKE Vendor ID with the same ID as the one received in the IKE-
AUTH Request.

According to third examples of enbodiments, an IKEVZ initiator peer (e.g., base
statton 101) may obtain s NAT poblic reachabnlity address using an IETE IKE Notidy
Payload with a type valne from the range reserved to IANA [16396 - 409391
Ditterences m these third examples of embodiments relative to the first examples of
embodiments are discussed as follows. A new [ETF IKE Noufy Pavioad [AT-NAT-
Reachability-Info] mav be used by the IKEv2 responder peer {c.g., seowrity gateway
141) to communicate the NAT public reachability address, and this Notify payload type
may be selected from those reserved for TANA [16396 ~ 409591, This Notify Payload
should be included in an IKE-AUTH response with proper values as discussed above
with respect to first examples of embodiments. This Notify Payload can be sent by the
IKEN2 responder peer {e.g., security gateway 141} without receiving the same Notify
payioad from the IKEvV2 mittator peer (2.g., base station 101} with all values of the
fields 10 the Notify Payload set zeros in the IKE-AUTH request.

According 1o fourth examples of embodiments, an IKEvZ initiator peer (2.4,
base station 101) may obtain fis NAT public reachability addvess using a vendor
specific IKE Notify Payioad with a type value selected from the range reserved 1o
TANA {40960 - 65335}, Differences in these fourth examples of embodiments relative

to the third examples of embodiments are discussed as follows. A pew vendor specific
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IKE Notify Payload may be used by the IKEVZ responder peer (e.g., security gateway
141} to communicate the NAT public reachability address, and this Notify payload type
may be selected from those reserved for IANA [40960 ~ 63535]. In addition, the
specific vendor reserved D should be mcluded m the Vendor ID payload.

According to fifth evamples of embodiments, an IKEv2Z peer (e.g., security
gateway 141} may update its corresponding IKEv2 peer {e.g., base station 101) using
an IKE Informational packet request with CP type “CFG SET” and IETF compliant
AT-EXTERNAL-NAT-Info CP atiribute with the atinbute type value selected from the
range reserved to IANA [16-16383]1 In the fifth examples of embodiments, the
apdating IKEvVZ peer (e.g, security gateway 141) mitiates the IKEv2 NAT Public
Reachabihity Update procedure and also provides the updated public reachability
address for the updated IKEV2 peer (e.g., base station 101). After executing the NAT
Public Reachability Request procedure, the updatng IKE peer {e.g., securify gateway
141y may detect that the NAT public reachabnlity address {e.g., the NAT public [Pvd4
address or the NAT UDP source port number or both) for its IKE peer {e.g., base
statton 101} has been changed. The updating IKEe2 peer {e.g., security gateway 141)
sends an IKE-Informational packet {request) including the CP type “CFG _SET” and
the IETF compliant CP atribute AT-EXTERNAL-NAT-INFO {(with an attribute type
value from range reserved to TANA [16-16383}) with all values of all fields set to the
new NAT public reachability address of its IKE peer {e.g., base station 101} that was
detected.

After the updated IKEV2 peer (2.g., base station 101) receives and validates the
IKE-Informational packet (request}, 1 extracts the updated NAT public reachability
address from the CP aitribute “AT-EXTERNAL-NAT-INFO" proceeds as follows.
The updated IKEV2 peer {eg, base station 101) may follow the current IKEv2
procedure for sending an IKE Informational packet {response. The response may
include the CP with type set to “CFG_ACK” and the CP attribute “AT-External-NAT-
Info” with the NAT public reachability address values set as in the IKE-Informational
packet (request) to indicate acceptance of the new vpdated NAT public reachabulity
information. In an alternative, the response may include the CP type “CFG_ACK”

fields set to zevo, or the response may not include the CP attribute AT-External-NAT-
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Infis i the CP, or the response may omit the CP all together to indicate that the new
NAT public reachability address is not being accepted as per this IKE Informational
exchange. The updated IKE peer {e.g.. base station 101) may then mtiate the NAT
Public Reachability Request procedure as per the first examples of embodiments. If the
apdated 1KE peer (e, base station 101} accepts the new updated NAT pubhe
reachability address, the updated IKE peer {e.g., base station 101} may opdate any
network elements that are tracking its NAT public reachability with the new NAT
public reachability address.

According to sixth examples of embodiments, an wpdating IKEv2 peer (e.g.,
security gateway 141} may update a correspondmg updated IKEv2 peer {e.g., base
station 101 using an IKE Informational packet request with the CP type CFG_SET and
vendor specific AT-EXTERNAL-NAT-Info CP attribute, for example, using a type
value from the private range [16384-32767]. Differences in these sixth examples of
embodiments relative to the fifih examples of embodiments are discussed as follows.
The type of the AT-External-NAT-Info will be selected from the range that is reserved
for private use [16384-32767], and the reserved type will be specific to the Standard
Development Organization that is making the reservation and should be unigue with the
scope of this organization {e.g., 3GPP, 3GPP2, etc.). When using the vendor specific
AT-External-NAT-Info atiribute, the updating IKEv2 peer (e.g., security gateway 141)
includes the TKEv2 Vendor 1D payload with the payload value set to the reserved value
for the SDO that made the reservation of the AT-External-NAT-Info (e.g., 3GPP,
3GPP2, eic.). The IKEv2 Vendor 1D is used 1o indicate to the IKEv2 peer that this CP
attribute type value can be mierpreted as per the SDO (whose 1D 1s included i the
Vendor 1D pavicad) specifications,  If the IKEv2 peer supports the definition of the
AT-External-NAT-Info  and the logic as per the specification of thas
vendorforganization whose ID iy provided in the Vendor 1D pavioad, the updated
IKEv2 peer {(base station 101} processes the IKE-Informational packet {request) and the
P per the SDO standardization and embodiments discussed herein and responds with
an IKE-Informational packet (response) tincluding the CP type set “CFGACK” and the
AT-External-NAT-Info. In this case, the updated IKEv2 peer {e.g., base station 101)
should include the IKE Vendor ID with the same 1D as the one received m the IKE-

Informational packet (request).
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According to seventh examples of embodiments, an initiating TKEv2 peer {e.g.,
base station 101} may request an update from a respending IKEVE peer (e.g., seourity
gateway 141} using an IKE Informational packet request with the CP type CFG _SET
and vendor specific AT-EXTERNAL-NAT-Info CP attribute, for example, using a type
value from the prvate range [16384-32767].  An mmtating IKEv2 peer (e.g., base
station 101} may transmit & request for its public reachability address using an IKE-
Informational packet {request) with the CP type CFG_REQUEST and IETF compliant
AT-EXTERNAL-NAT-Info CP attnbute (e.g., with a type value from the range
reserved to IANA [16-16383}]). Sometime afier the inittating IKE peer (e.g., base
station 1¢1) detects that it is behind a NAT using cuwrent IKEZ NAT detection
procedures according to IKE IETF standards, the mitiating IKEV2 peer {e.g., base
statton  1€1) may mitiate an IKE-Informational exchange by sending an IKEV2Z-
Informational packet (request) with the CP tyvpe “CFG_REQUEST” and mcluding the
HETE compliant AT-External-NAT-Info CP attibute (tvpe value from the range
reserved to IANA {16-16383]) with the type protocol field, port field, and the NAT 1P
address {ield all set to zeros.  All zero values 1% wsed to indicate to the other
{responding) IKE peer {e.g., security gateway 141} that this is a vequest for a NAT
public reachability address.

The responding IKEv2 peer {e.g., security gateway 141) receives and validates
IKE-Informational packet (request). Upon validating that the NAT public reachabality
address fields included in the CP attribute “AT-EXTERNAL-NAT-INFO™ are all zeros,
the responding IKE peer (e, security gateway 141) follows the current IKEv2
procedures for sending an IKE Informational packet {response), and it includes m the
IKE-Informational packet (response) the CP with type set to “CFG_REPLY”™ and the
CP attribute “AT-External-NAT-Info” with the NAT public reachability address values
assigned to the initiating IKE peer (e.g., base station 101) as per the outer header of
IKE packets and as discussed herein.

When the initiating IKEvV2 peer (e.g., base station 101} receives the IKE-
Informational packet {response) from the responding IKE peer (e.g., security gateway
141) with the CP type “CFG-REPLY™, it validates the IKE-Informational packet
{response} and checks whether the CP includes the AT-External-NAT-Info. Then, the

initiating IKEv2 peer {e.g.. base statton 101} extracts and saves the NAT pubhc
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29.

reachability address. The inttiating IKEVZ peer {e.p., base station 101) may then use the
sanme NAT public reachabibity address for IKEv2, ESP, sndfor AH waffic to the extent
apphicable. The mitiating IKEv2 peer {e.g., base station 101} may communicate its
NAT public reachability address to any other network elements that may be tracking its
reachability for network initiated controVeommunication.

According to eighth examples of embodiments, an nitiating IKEv2 peer (e.g.,
base station 101} may request an update from a IKEv2 peer {e.g., secunty gateway 141)
using an IKE Ionformational packet request with the CP type CFG_REQUEST and
vendor specific AT-EXTERNAL-NAT-Info CP auribute (e.g., tvpe value from the
private range [16384.32767]). Dufferences in these eighth examples of embodiments
relative to the seventh examples of embodiments are discussed as follows. The tvpe of
the AT-External-NAT-Info is used from the range that is reserved for private use
[16384-32767].  The reserved type may be specific to the Vendor (Standard
Development Organization) that 15 making the reservation and i should be umque
within the scope of this organization (e.g., 3GPP, 3GPP2, etc.). When the initiating
IKEN2 peer (e.g, base station 101} uses the pnvate use AT-External-NAT-Into
attribute, the mitiating IKEv2 peer may include the IKEvV2 Vendor 112 payicad with the
payload value set to the reserved value for the SDO that made the reservation of the
AT-External-NAT-Info type {e.g., 3GPP, 3GPP2, ete). The IKEV2 Vendor 11D is used to
mdicate 1o the responding IKEVT peer (e.g, security gateway 141} that this CP attribute
type value belongs to the SDO whose 1D 15 included in the Vendor [12 pavioad. If the
responding IKEV2 peer {(e.g., security gateway 141) supports the definition of the AT-
External-NAT-Info and the logic as per the specitfication of the organization whose 1D
15 communicated in the Vendor ID payload, the responding IKEv2 peer may process
the IKE~informational packet (request) and the CP per the SDO standardization and
embodiments discussed herem and may communicate back the NAT public reachability
address in the AT-External-NAT-Info. In this case, the responding IKEv2 peer includes
the IKE Vendor ID with the same 1D as the one received in the IKE-Informational
packet {request).

Embodiments discussed heremn may provide flexibility to use IKEVZ signaling
between IKE peers when one or both of the peers may be {ocated behind a NAT device

and when the IKE peers are coupled through an IPsec tonvel using the IKEvV2 protocol.
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A client such as a home eNodeB nwmy thus be able to discover its NAT public
reachability address and communicate its NAT public reachabulity address wo other
network elements for later communications. For example, a network andéor elements
thereof may be able to initiate conununication andior send data to the client/host
without nuaintaining a hive connection with the chenthost. Moreover, a network andfor
clements thereof may be abke to identfy g fixed connection of the clienv'host behind the
NAT device 1o enforce the proper QoS (Quality of Service). Ewmbodiments discussed
herein may thus enable an IKCEV2 peer to discover sts NAT public reachability without
deploying or using a separate protocel (such as the IETEF STUN protocol). In addition,
embodiments discussed heremn may also allow an IKEV2 peer (after learning that a
corresponding IKEv2 peer NAT public reachability address has been updated) to
update a correspondmng IKEV2 peer with its updated NAT public reachability address
using  an  IKE-Informational packet including a CP with type set to
“CFG_SETVCFG ACK™ as discussed herein.

In the above-description of various embodiments of the present mvention, it is
to be understood that the termimology used herein is for the purpose of desenbing
particular embodiments only and is not intended to be limiting of the mvention. Unless
otherwise defined, all terms (including technical and scientific terms) used hevein have
the same meaning as commaonly understood by one of ordinary skill in the art to which
this invention belongs. It will be further understood that terms, such as those defined in
commonly used dictionaries, should be interpreted as having a meaning that is
consistent with their meaning m the context of this specification and the relevant art
and will not be mterpreted in an idealized or overly formal sense unless expressly so
defined herein.

When an element is referred to as being "connected”, "coupled”, "responsive”,
or variants thereof to another element, it can be directly comnected, coupled, or
responsive to the other element or intervening elements may be present. In contrast,
when an element is referred to as being “"directly connected”, "directly coupled”,
“directly responsive”, or variants thereof to another element, there are no intervemng
elements present. Like numbers refer to like elements throughout. Furthermore,
“coupled”, "connected”, "responsive", or vaniants thereof as used herein may mclude

ft, 1

wirelessly coupled, connected, or responsive. As used herein, the singular forms "a",
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"an" and "the" are intended to include the plural forms as well, vnless the context
clearly indicates otherwise.  Well-known functions or constructions may not be
described in detall for brevity anddor clarity.  The term "and/or" includes any and all
combinations of one or more of the associated listed items.

As used herein, the terms "compnse”, "comprising”, "comprises”, "mchade”,

13

, Thas",

t

“including”, "includes”, "have' "having”, or vanants thereof are open-ended,
and include one or more stated features, integers, elements, steps, components or
functions but does not preclude the presence or addition of one or more other features,
imegers, elements, steps, components, functions or groups thereof. Farthermore, as
ased herein, the common abbreviation "e.g". which dertves from the Latin phrase
"exemph gratia” niay be used to introduce or specify a general example or examples of
a previously mentioned ttem, and is not intended to be himiting of such item. The
common abbreviation "i.e.", which derives from the Latin phrase "id est,” may be used
to specify a particular item from a more general recitation.

Example embodiments are described berein with reference to block diagrams
andfor Howchart iHostrations of computer-implemented methods, apparatus (systems
and/or devices) and/or computer program products. It 1s understood that a block of the
block diagrams and/or flowchart illustrations, and combinations of blocks i the block
diagrams and/or flowchart illustrations, can be mmplemented by computer program
mstructions that are performed by one or more computer circuits, These computer
program instructions may be provided to a processor circuit of a general purpose
computer cirouit, special purpose computer circuit, and/or other programmable data
processing circuit to produce a machine, such that the mstractions, which execute via
the processor of the computer andfor other programmable data processing apparatus,
transform and control transistors, values stored 1 memory locations, and other
hardware components within sach cirenitry to implement the functions/acts specified in
the block diagrams andior Hlowchart block or blocks, and thereby creste means
{functionality) and/or structure for implementing the functionsfacts specified in the
block diagrams andfor Howchart block(s).

These computer program instructions may alse be stored in a tangible
computer-readable medium that can direct a computer or other programmable data

processing apparatus to function m a particular manner, such that the instructions stored
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m the computer-readable medinm produce an article of manufacture including
wistructions which implement the functions/acts specified in the block diagrams andior
flowchart block or blocks.

A tangible, npon-transitory  compufer-readable medium may  include an
electronie, magnetic, optical, electromagnetic, or semiconductor data storage system,
apparatus, of device. Maore specific examples of the computer-readable mediam would
mchade the following: a portable computer diskette, a random access memory (RAM)
cirenit, a read-only memory (ROM) creuwt, an ecrasable programmable read-only
memory {EPROM or Flash memory) circuit, a portable compact disc read-only memory
{CD-ROM), and a portable digital video disc read-only memory (DVD/BlueRay).

The computer program instructions may also be loaded onto a conputer and/or
other programmable data processing apparatus to cause a series of operational steps to
be performed on the computer andfor other programmable apparatus to produce a
computer-implemented process such that the mstructions which execute on the
computer or other progranmunable apparatus provide steps for implementing the
functionsfacts spectfied mn the block diagrams andior flowchart block or blocks.
Accordingly, embodiments of the present invention may be embodied in hardware
andfor 1 software {including fitmware, resident software, micro-code, ete.} that runs on
a processor such as a digital signal processor, which may collectively be referred to as

LI

“circuitry,” "a module" or vaniants thercof.

It should also be noted that m some alternate mmplementations, the
functions/acts noted in the blocks may occur out of the order noted in the flowcharts.
For example, two blocks shown m succession may in fact be executed substantially
concurrently or the blocks may sometimes be execnted in the reverse order, depending
upon the functionality/acts mvolved. Moreover, the functionality of a given block of
the flowcharts andfor block diagrams may be separated into multiple blocks and/or the
functionahity of two or more blocks of the flowcharts andfor block diagrams may be at
least partially integrated. Finally, other blocks may be added/mserted between the
blocks that are iHlustrated. Moreover, although some of the diggrams mchade arrows on
communication paths to show a primary direction of commumication, it i to be
understood that communication may occur in the opposite direction to the depicted

SEEOWS,
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Many different embodiments have been disclosed herein, m connection with the
above description and the drawings. It will be understood that it would be unduly
repetitious and obfuscating to Hterally describe and illustrate every combination and
subcombination of these embodiments.  Accordingly, the present specification,
including the drawings. shall be construed to coustitute & complete written descnption
of vartous example combinations and subcombinations of embodiments and of the
manner and process of making and using them, and shall support claims to any such
combination or subcombmation.

Many variations and modifications can be made o the embodiments without
substantially departing from the principles of the present mvention. Al such variations
and maodifications are nutended to be included herein within the scope of the present

nvention.
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WHAT IS CLAIMED IS:

i A method of obtaining addressing information. the method comprising:

establishing a communication path through a petwork between first and second
peer devices wherein a router 18 coupled between the first peer device and the
comnimication path through the network; and

receiving a communication at the first peer device from the second peer device
through the communication path and the rounter, wherein a paviead of the
communication received at the first peer device from the second peer device meludes a
public reachability address used by the second peer device to transmit the

communication through the network and the router to the first peer device,

2. The method according to Claim | wherein the public reachability address used
by the second peer device fo transmit the communication to the first peer device
mchudes an Intemet Protocol, [P, address of the router and a source port number of the
ropter associated with the first peer device, and wherein the address of the first peer

device comprises a private address provided by the router to the first peer device.

3. The method according to Claim 1 wherein the communication comprises a
second cornmuntcation, the method further comprising:

before receiving the second communication, receiving a first communication at
the first peer device from the second peer device through the communication path and
the router, wherein the first commanication is addressed by the second peer device
using the public reachability address;

comparing at the first peer device the public reachability address used by the
second peer device for the first communication and an address of the first peer device;
and

responsive to determining that the public reachability address fails 1o match the
address of the first peer device, transmitting a request for the public reachability
address from the first peer device 10 the second peer device through the router and the
network, wherein the second communication s received at the first peer device after

transmitting the request.
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4. The method according to Claim 3 wherein the first communication includes a
dentvation of the public reachability address, and wheremn comparing the puoblic
reachability address with the address of the first peer device comprises comparing the
derivation of the public reachability address and a derivation of the address of the first

peer device.

5. A method according to Claim 4 wherein the derivation of the public reachability

address comprises a digest of a hash of the poblic reachability address, and wherein the

dertvation of the address of the first peer device comprises a digest of a hash of the

address of the first peer device.

. The method according to Claim 5 wherein the public reachability address
includes an Internet Protocol, IP, address of the router and a source port number of the
router associated with the first peer device, and wheremn the address of the first peer

device comprises a private address provided by the router to the first peer device.

7. The methed according to Claim | wherein the first peer device comprises a
customer premises base station, wherein the second peer device comprises a secunty
gateway of a wireless communication network, wherein the network comprises a
brogdband network, and wherein the commounication path comprises an Internet
Protocol security tunnel between the router and the security gateway through the

broadband neywork.

8. The method according to Claim 7 wherein the communication is received over
the Ioternet Protocol security tunpel in accordance with an loternet Key Exchange

protocol.

&, The method according fo Claim 7, wheremn the communication comprises a first
commuuication, the method further compnising:
responsive to receiving the communication including the public reachability

address, transmitting a second communication to the wireless communication network
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wherzin a payload of the second communication ncludes the public reachabiity

address recetved with the first communigation.

10, The method according to Claim 9 wherem tansmitting the second
commumnication comprises transmutiing the second conwnunication to a mobihity

management entity of the wirgless communication network.

11, A method of providing addressing information, the method comprising:

establishing a communication path through a network between first and second
peer devices, wherein a router is coupled between the second peer device and the
communication path through the network; and

transmilting a communication from the first peer device to the second peer
device through the communication path and the router, wherein a pavicad of the
communication mcludes a pubhic reachability address used by the first peer device to
transmit the communication through the network and the router to the second peer

device.

12, The method according to Claim 11 wheremn the public reachability address
mchudes an Intemet Protocol, [P, address of the router and a source port number of the
router associated with the second peer device, and wherein the address of the second
peer device comprises a private address provided by the router to the second peer

device.

13, The method sccording to Claim 1 farther comprising:

before transmitting the communication, receiving a request for the public
reachability address from the second peer device at the first peer device, wherein
transmitting the communication conprises transmitting the communication responsive

to receiving the request.

14, The method according to Claim 11 wherein the communication comprises a
first communication, and wherein the public reachability address comprises a first

public reachability address, the method forther comprising:
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detecting a change to a second public reachability address used by the first peer
device to transmit communications to the second peer device through the
commumication path and the rowter; and

responsive 10 detecting the change to the second public reachability address,
transmitting a second cormmumication from the first peer device to the second peer
device through the comumunication path and the router, where a pavload of the second

communication includes the second public reachability address.

15 The wmethod according to Claim 14 wherein the second public reachabibty
address includes a second Internet Protocol. 1P, address of the router andfor a second

source port number of the router associated with the second peer device,

16,  The method according to Claim 11 wherein the first peer device comprises a
secunty gateway of a wireless communication network, wherein the second peer device
comprises a customer premises base station, wherein the petwork comprises a
broadband network, and wherein the commumcation path comprises an Internet
Protocol security tunnel between the router and the security gateway through the

broadband network.

17, The method according to Claint 16 wherein the communication 15 transioited
over the Internet Protocol security tunnel in accordance with an Internet Key Exchange

protocol.

18  The method according to Claim 16, wherein the communication comprises a
first communication, the method further comprising:

after transmutting the first commonication including the public reachability
address, receving a second communication at the wireless communication network,
whergin a payload of the second communication imcludes the public reachability

address fransmitted with the {irst convmuynication.
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19, The method according to Clamm I8 wherem receiving the second
communication  comprises receiving the second communication @t 8 mobility

management entity of the wireless communication network.

200 The method according to Claim 19 further comprising:

using the public reachability address recerved at the mobility management entity
to identify a coupling of the Imemet Protocol security tunnel through the broadband
network between the customer prenuses base station and the secwrity gateway and to

provision available broadband network resources to the customer premises base station.

210 A first peer device configared to communicate with a second peer device
through a router and a network, the first peer device comprising:

a network mterface configured to establish a commumication path through the
network between the first and second peer devices with the router coupled between the
first peer device and the communication path through the network; and

a processor coupled to the network interface wherein the processor s
configured to receive a communication from the second peer device through the
comnwynication path, through the router, and through the network mterface, wherein a
pavicad of the conununication includes a public reachability address used by the
second peer device 0 transmit the communication through the network and the router

to the first peer device.

22, The fist peer device according to Claim 21 wherein the public reachability
address used by the second peer device to transmit the communication to the first peer
device includes an Internet Protocol address of the router and a source port number of
the router associated with the first peer device, and wherein the address of the first peer

device comprises a private address provided by the router to the first peer device.

23 A fust peer device configared to commuonicate with a second peer device

through a network and a router, the first peer device comprising:
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a network interface configured to establish a communication path through the
network between the first and second peer devices, with the reuter coupled between the
second peer device and the communication path through the network; and

a processor coupled to the network mterface wherein the processor is
configured to transnut a communication through the network interface, through the
commmunication path, and through the router to the second peer device, wherein a
pavioad of the communication includes a public reachability address used by the
processor to trapsmut the communication through the network imterface, through the

nevwork, and through the router to the second peer device.

24, The first peer device of Claum 23 wherein the public reachability address
mclades an Internet Protocel, IP, address of the rooter and a sowrce port number of the
router associated with the second peer device, and wherein the address of the second
peer device comprises a private address provided by the router to the second peer

device.



