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Title: SYSTEMS AND METHODS FOR FINE GRAINED ACCESS
CONTROL OF DATA STORED IN RELATIONAL DATABASES
CROSS-REFERENCE TO RELATED APPLICATION(S) 5 This application
claims the benefit of U.S. Provisional Patent Application Serial No.
60/557,239 filed on March 29, 2004 and entitled "SYSTEMS AND

STORED BN MBI DITRBASESME I ISE A conrro

incorporatBdASrAis DY RER i@ BELIATTIES AN ICAT ABAISDS he present
invention relates generally to computer systems, and more particularly to
system(s) and method(s) that relate to computer databases. 15
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services. For example, consumers can purchase goods, review bank

statements, research products and companies, obtain real-time stock

quotes, download brochures, %ﬁdﬁﬁ@&“cﬂﬁéﬁba mouse and at the
able
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common approach Is to store electronic data in one or more databases.
In general, a typical database can be referred to as an organized

collection of informati A%@Wﬂqgﬁq%‘%uﬁﬁ\}%ﬁﬁﬁnputer
ch and selec

program, for 30 example, can quickly sear esired pieces of
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essentially any two locations throughout the world. Many industries and consumers
are leveraging such technology to improve efficiency and decrease cost through web-
based (e.g., on-line) services. For example, consumers can purchase goods, review
bank statements, research products and companies, obtain real-time stock quotes,
download brochures, efc. with the click of a mouse and at the convenience of home.
As the amount available electronic data grows, it becomes more important to
store such data in a manageable manner that facilitates user friendly and quick data
searches and retrieval. Today, a common approach is to store electronic data in one
or more databases. In general, a typical database can be referred to as an organized
collection of information with data structured such that a computer program, for
example, can quickly search and select desired pieces of data. Traditionally, data
within a database is organized via one or more tables, wherein respective tables
comprise a set of records and a record comprises a set of fields. Records are

commonly indexed as rows within a table and the record fields are commonly indexed
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within a table. Data stored in a database often includes personal (e.g.,
bank account and social security numbers) and sensitive information
(e.g., medical records) and may not 5 be backed up via hard copies.
Therefore, security related to databases and data stored therein is
growing in importance. However, many of today's database security

techniques can,b %reach d, for example, through software holes and/ar
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data is stored in databases, for example, relational databases. In relational databases,
most of the data is stored as rows in one or more tables. The databases can be
accessed by one or a plurality of entities. Due to the nature of data stored in
databases, authorizing discriminatory access (e.g., no access, read access and/or
read/write access) to that data is of significant importance.

At the heart of the popularity of relational databases, is the ability to perform
associative queries over tables. Sets of entities stored in tables can be accessed using
a set processing language (e.g., SQL (Structured Query Language)). The language
specifies one or more tables as the source of the data and outputs only those row(s), if
any, that satisfy a given condition.

In addition, many relational databases optimize such queries based on the
various access paths or indices present on the tables. Thus, in accordance with an
aspect of the present invention, the system provides for an innovative technique of
defining secured access to rows in such tables in a way that it cannot be spoofed while

preserving the various optimization techniques that exist today.
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In accordance with an aspect of the present invention, a system that
facilitates secure access to a database having a database engine that
accesses a database, and, a security descriptor store is provided.
Optionally, the system can include the database. The database stores
data in a structured format. For example, the database can 5 be a

relationaf database, an .%pja%ct dat%b?jﬁ?and/or an objtect relati%)nal
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controls discriminatory access to one or more resources that Itis
agsoditiedahvititalidve sacuritpdefoemation @mipbdiddyroatselesrity
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or denied, ( ft e Kin access (e.g., permission, for example, read only
ansiorincativiitd)e dathb@} thenprideipabtonwhsinritteessewutytynifvionatatiofor
applies, For example, the security descriptor store. rdere .
o I e S E R A haon
listprathig theldgcbatpdesorartprisngg)based on the security requirements of

the naturg of t ing stored fow al e It it
application%ﬁ%%ﬁ@%v%ﬁ?gﬁﬂt%etﬁgtg %6 é%?r?gge\g:rcerpslé .1%§g%§§afﬁ§%$§np ors-:
migjehitseofitysésscripsonaiier o ddistinthaiore sswontrodlister mesociatedces that
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information includes a query requested to be performed on the database
and a usBhaoextyadesetipied ogth apeesnicingpblishecauanyoldpybeasae very

NATHE; BREY on the security requirements of the nature of the data being stored in the
row and the complexity of the application through which the data is being accessed.
Additionally, in a majority of cases, the number of distinct access control lists
associated with the rows of the table is much smaller than the actual number of rows.
For example, when modeling a file-system as a table, where each row in the table
refers to the file or folder, one can potentially have hundreds of thousands of rows in
such a table. But the number of distinct access control lists, is in the order of
hundreds. In other words, a lot of the rows have the same security policy associated
with them.

The database engine receives query information, for example, from a user.
The query information includes a query requested to be performed on the database
and a user context associated with the initiator of the query (e.g., user name, user

identifier and/or type of user).
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identifier and/or type of user). 3 In executing the query, the database
engine employs the security descriptor associated with row(s) of the
database accessed during query processing and the user context
information associated with the query to determine whether the user has
the requested access to the row. Thus, the initiator of the query is only

prowdedIS |nformat| n from th % %@) se trcl) V\I/l@%rr}ltq(()a u§ﬁr Sea(\:%gtc CeSS . o
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he row-is no y policy. Ot W|se the policy of access
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extensible with an attribute that indicates that the column embodies the security
policy. The value of that column refers to the identity of a security descriptor
discussed previously (e.g., 4 byte code). In one example, if the value of the column is
NULL, the row is not secured by any policy. Otherwise, the policy of access control
for that row is discriminated based on the corresponding security descriptor and the
associated information stored in the security descriptor store.

To the accomplishment of the foregoing and related ends, certain illustrative
aspects of the invention are described herein in connection with the following
description and the annexed drawings. These aspects are indicative, however, of but a
few of the various ways in which the principles of the invention may be employed and
the present invention is intended to include all such aspects and their equivalents.
Other advantages and novel features of the invention may become apparent from the
following detailed description of the invention when considered in conjunction with

the drawings.
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Other advantages and novel features of the invention may become
apparent from the following detailed description of the invention when
considered in conjunction with the drawings. 4 BRIEF DESCRIPTION OF
THE DRAWINGS Fig. 1 is a block diagram of a system that facilitates
secure access to a database in accordance with an aspect of the present
invention. 5 Fig. 2 is a diagram of an exemplary table in accordance with
an aspect of the present invention. Fig. 3 is a diagram of an exemplary
security descriptor 88i1& hRACSORIEIIO WD diH&ESPEA Wie Hresent

nvention.;Fig..d 15 p.Blogk diagram of & System Wt faciliates secure, |
access t0'5 10 datalsase 1 accordancs with an aspec? of the presen
indenbiae. ikigeidaadd odihdiagisper ob sy ptesarthatvtadibtates secure
access tp;a datahase Inageordance 1‘3’““@0’] Aaspect ol he RIGReM s hect of the
invention. %ig. is 4 Flow chart o a method of securely accessing dabs

storesdriniavetdtalase in accordance with an aspect of the present

inventiori:.l Fig. c71.is a rov¥ chart of a method of dsecuref\(l% atccessinc% d%ta
. F1g. ltﬁg% 1a2ram Ol an cxcmp a% Securit SCT1 StOore 1n accordance
stored in & databasein accordance with an aspect of the presen
inwethtromadpieyt 8fisha flosseoharyoftemethod facilitating a secure database

in accorqance it 2, appseh of IS EseRIE o Elo, S lustietes,an
example 0 era%lng envirorment in which the present 20 nvention may
futtrs tibaseIETA 8D I© BSIE RIRFHON @D Ehd pHESHNMVIB)TION The present
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reference Rumerals are used to refer'to like elements throughout. In the
29 4wlbawdny ahssodiptiony fidr puasose s iothe yptansationentionerous specific
detail {. i t i '

present IEenion. L B B S
mdatabesgracaiceddantrowitthasespeecifichd praiient mytdioinstances,

order 1o R e e B L T G o
adplidatom teedestanse vothponespect didheeserhodention.
Fig. 8 is a flow chart of a method facilitating a secure database in accordance
with an aspect of the present invention.
Fig. 9 illustrates an example operating environment in which the present

invention may function.

DETAILED DESCRIPTION OF THE INVENTION

The present invention is now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the present invention. It may be
evident, however, that the present invention may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing the present invention.

29 ¢

As used in this application, the terms “component,” “handler,” “model,”
“system,” and the like are intended to refer to a computer-related entity, either
hardware, a combination of hardware and software, software, or software in

execution. For example, a component may be, but is not limited to being, a process
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"system," and the like are intended to refer to a computer-related entity,
either hardware, a combination of hardware and software, software, or
software in execution. For example, a component may be, but is not
limited to being, a process 5 running on a processor, a processor, an
object, an executable, a thread of execution, a program, and/or a
c%nﬁ:lger(.mBa/ V}/gé/eof illustration, both an a plicg)t(igcrh {aL{)']QiQQhOQa Senver

SSOI, @ Processor an gbject. an execgtion, a
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as in‘accordance with a signal having one or more tata packets (€.g.,
data freenuterfeocomapons tbinfertaciicwmlabith rmedithkmncogponestdatadooatures

S §terg, ﬁlistributﬁq 10 system, and/or across a netw?rk §ucg as the
%ore t e{ﬁon [ co%'n}é‘(l)nenfs ]ﬁlay communicate vi ocal an /OI‘I‘ motenp[gocesses
Internet with other systems via the 5|gn51b. omputer components can be

storguagon exampiecowitompgtel headebiecmediorinditmingkéstagt, data from
limited to. an ASIC (applicatign specific integrated circuit), CD (campac

O R B S e B R AR e
haystelisiqrEkP RO (& st tvicdyue hasathie Iptogd mmtiabibersgd tomly via the

m ) an ick in accordance wi resent inventi
g o R b G W
darathasedhdacgdraamed wittediro aapAG16T (i heegentsireentionicgrated circuit),
illgstrat e,syst A a i )
e S B e e R R S St oy ik
theas diskn RIDOREN f{ atitweri ¢a i ceasitel diprograsenidis 2ad/iltythemory) and

iﬂ%@@é@%@?ﬁ%‘%@%r‘ﬁ%ﬁ@é‘% eﬁe O;SPé’sfe%Pﬂ%H{% data is stored in

databases, for example, relational databases. In relational databases,
most of tRefetatag is Sigrdd asyrows IAbietdreldrsctatsiescHecedataldatigbase in
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data stored in databases, authorizing discriminatory access (e.g.,'no
atedudesaathaboss sngiaorl feBaheAteasesessilatnblase 120.dand issefurity
sigrifigani-imReriance Atidhaibeal Qi ReBYA A EIALRRRhe database 120.
databases, is the ability to perform associative queries over tables. Sets
of entitie® élorbel itrtadsios canerdy éssseputirig mpsetptceessiat) is stored in

laﬁ‘ﬂh’@z%%s(&&' eé@%pl@yéi%'}?aq &%%é@ﬁ%%&%nﬁﬂﬁﬁ%&%&%om of the data

is stored as rows in one or more tables. The databases can be accessed by one or a
plurality of entities. Due to the nature of data stored in databases, authorizing
discriminatory access (e.g., no access, read access and/or read/write access) to that
data is of significant importance.

At the heart of the popularity of relational databases, is the ability to perform
associative queries over tables. Sets of entities stored in tables can be accessed using
a set processing language (e.g., SQL (Structured Query Language)). The language
specifies one or more tables as the source of the data and outputs only those row(s), if
any, that satisfy a given condition.

In addition, many relational databases optimize such queries based on the
various access paths or indices present on the tables. Thus, in accordance with an

aspect of the present invention, the system 100 provides for an innovative technique
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specifies one or more tables as the source of the data and outputs only
those row(s), if 30 any, that satisfy a given condition. In addition, many
relational databases optimize such queries based on the various access
paths or indices present on the tables. Thus, in accordance with an
aspect of the present invention, the system 100 provides for an innovative
techigiaue, 5 8@&%&”'&‘#52 gured.access %@REQSY%% Bay L 5?%5%%6@ Be'§pdofed
that cannot be spoofed™ while preserving the various -optimization
techilgpesciivat g fistviadays diterdadabaseci2igsiorbst datst todagtructured
format. Rorexample. e é’i‘rtg‘sbé‘at%% iﬁ%gtﬁ?%\k%edafr%%qp '{%%an? REHY tatabase
object database and/or an object relationa atabase. With resdjec’[ 0
reldfianaltdatablasess bdatimgemoubjset dit@ntiteadithahebsarrelational
structure is ed a taple and.each entity is called a row. Th onent
o R DS IS S R SR SRR e
osanplytalitinof ifablés] inddeardoriod withyars asipatt o theThresemponents of the
Inyenion, akleast.eng ot the lebles, 9 agsaciated with ihe database b2, or
include a column storing security information, for example, a security
degdeptor (e.g., an identifier associated with security information stored in

the secuyity deseriptor store 130, as discussed below). Referring briefly. o

Fig. 2, alhsenaH RIS AR SRR AR ST HTMAAR bt
pesseribind evitiothisdiabtstd a0 Thd tdb kec@Orinclodieg detartylifors2dén, for

1 S L Additionally, the tahl include ri Cri .
o A A R A i
foterghini tkaserow(yad sesoptity desclifflonsadsoutatddwlitw that row. In one
exampleg (he SeeWivISsoRRIoS is, an dpntiierassaraled wih.AseHH!
descriptorgs?fgore %%O.&gét%mﬂ%g fo Ill:?ggel ,st%eyseggr?gﬁdes%%ogras%re 1%gn

st seCindtpr2eeinforvaation ie nhlvsdigeldbylbadablerdBfeidudeitylata columns 210
d&RGBISo b\ FARHN 1D A ANAMY GRh GGG JON FX IR é&)r lumn 230
W%ether acceés%ls grantedg or gﬁ]‘%ed, (?%n%e Eién(? o? gcfé%ss (2“ . cOTT =58
p&amnissiom]dothexampity, desatiply cohator 288 ¢Anriteycalnd a(BYtharlar row, a
p@@éﬂp@' eé’XB?[Brth%&%{éﬂ%lﬂMﬁl%Qﬂ 70 E%XE%F@S%Q@CLH?% iiescriptor is
security’ descriptor store 130 can be an ordered set of access contfo
entitiden2Ber aspiatpisderijhie Rigudtyadesstaninlsigreéélrity descriptor store

300 in ageprdanct i aNASBRLhR) NRAEREUIVEsHAR I lustatpd

The security
information embodied by one or more security descriptors. The security information
can include, for example, (1) whether access is granted or denied, (2) the kind of
access (e.g., permission, for example, read only and/or read/write), and, (3) the
principal to whom the security information applies. For example, the security
descriptor store 130 can be an ordered set of access control entities.

Turning briefly to Fig. 3, an exemplary security descriptor store 300 in
accordance with an aspect of the present invention is illustrated. The security
descriptor store 300 includes one or more security descriptor(s) 310.

In this example, a particular security descriptor 310 includes access
information 320, for example, access granted and/or access denied. The security
descriptor 310 further includes permission 330 that identifies the kind of access
associated with the particular security descriptor 310, for example, no access, read

only access and/or read/write access. The security descriptor 310 further includes
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descriptor store 300 includes one or more security descriptor(s) 310. In
this example, a particular security descriptor 310 includes access
information 320, for example, access granted and/or access denied. The
security 30 descriptor 310 further includes permission 330 that identifies
the kind of access associated with the particular security descriptor 310,

for exa cC ss r ad only access an write access. T
R B S R R P R e s e
secouitystieSaspe), 3k0r aplieetesYandser tnpeo(s) u@f@)bl(S) of uSer(S)
user dener (o) andor Be(s) B e G T SeCuY sl 10 e vy
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and the mpIeX|t of th lication.thry which the dat
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file-sys fem as a Rere each row in he Ire rgfers Hite'or
fd@eﬁmnqatcarwbanennéﬂydmélhwydwd@mmbhcsmecﬁadws\mm@hsu:ahle

le. Byt t rofdlstlncts escr tors he order
S B AR LA SRSl RETERIRIR e (T RSB Frows in
assokiateblewitht themumbelitidmadlyndh soneréx aaspleptatistheisdbetgder of
descr S e for | Kk
O e R M Pl ocated
quetly informatidit)doally Siexamgiemiptarad theesectingyodesoyiptfosmantiba cached in
GUIBR AGHE ISAENARLIG heBROE Qnle database 120 and a
user context associated with the Initiator of the query (e.g., user name,
user ideRfiemargifotigoé, theidergbancestenntingeceivesyquery defiaasen, for

S s Ses S pa M senied.
apsoicitmed witththdatpbesy 13@endraniner whrdthiepsheciised Waih the initiator of the
cﬁ%ﬁj"@%’"‘fﬁ%ﬁat&éhﬁ E?‘{‘ﬁeﬁﬁﬁ%‘?%ﬁﬁfo}%g ?59 engine 110

response tot e query informati bas on the query and,
5|gn|f|camlyxmetu&ﬁhcm@m thiodatahisa crgine | theciratizes dfetlsecquery

IS RO PravIdes IR MaH R LA s apase dhebice WG NG S, lag‘ﬁtext

access rights (e.g., to view and/or modity). 25 For example, for a database
1g@f¢1‘awﬁgraagﬁqg1éte§m@tmtﬂe thiefpiowWatgymine whether the user has the requested

access to the row. Thereafter, the database engine 110 provides a response to the
query information based on the query and, significantly, the user context information.
Thus, the initiator of the query is only provided information from the database 120 to
which the user has access rights (e.g., to view and/or modify).

For example, for a database 120 having a single table with the following

entries:

Name State Salary Security Descriptor
Jeff Ohio $5,000 1

Joe Washington $10,000 2

Sally Ohio $25,000 3

TABLE 1



entries: Name State Salary Security Descriptor Jeff Ohio $5,000 1 Joe
Washington $10,000 2 Sally Ohio $25,000 3 TABLE 1 8 and an
associated security descriptor store 130 having the following security
descriptors: Security Descriptor Access Control List (Access: Permission:
Grantee Principal) 1 Grant: Read: Jeff; Grant: Read/Write: Administrator

Read: J e; Grant: Read/Write c}gu nistratgr
SR A MR AR T B A DR e
uslesclgifaysteries the database 120 (Table 1) for "all entries", "Jeff' is the
user context provided with the query to the database engine 110.

Thereatfter, the database engine 110 queries the database 120, and
preliminarily 10 receives all three rows. However the database engine

10 - E P CUN TP Do haca

e e e e e, Ao starefl i e et e Principal)
dGSCI’Ip%XI’ s‘torepf%ro assouatecflwkin eac O(f‘??‘le t?tree rows anﬁ ase& R

the user context onIy(ﬁlnaqttrRteHatNJeﬁ;éttameﬂeldwlthatztﬁiﬁhmmdwow

Hearlaotf 1c anithoariza

3 query (60 "l NtH oL Shrod Yol TAUhn s B ANE

Administrator is 15 aunaqmz}e@hm safg; andior Ruiie WiitorealromBditor

ceordancewith an - acnaect of the nrecent iInvention—as nart of 9 noliev

vouurgurToevvraTrant .A\JP\.:\JL UI Ll LAY2 PI\J\JL’IIL rveritaurTt, (Ao PMIL \YA BN .Y '.J Il\ly

specification, a SQL programming Iaﬁé@&d‘:e%e g., "TSQL") was
augmented with a new set of statements that allow for the creation,

T oD oSS sy (D 19089

aeaessTONLllistsleaaprochiee ptberdeaauﬂhythelatedy tafﬂrmmsEeﬁgme 110.

RS es e ) s periensd hdepeent ol ove

systemeaalt thase eonaodydiveeo)itie datsvast peginissionsaredgriantedhandcurity

d?n -(?I%’lgggl’lt 2t(v)\{rgg n t\ﬁlep ge%t?i?‘ts}logégg?%%v}tgt&er CMIO associated with each of the
three rows and based on the user context, only the first row, is returned since that is
the only row user Jeff is authorized to read. However, if the Administrator runs the
same query (e.g., “all entries™), all three rows are returned since the Administrator is
authorized to read and/or write all three rows.

In accordance with an aspect of the present invention, as part of a policy
specification, a SQL programming language (e.g., “TSQL”) was augmented with a
new set of statements that allow for the creation, modification and deletion of security
descriptor store(s) 130, 300 (e.g., access control lists). These security descriptor
store(s) 130, 300 (e.g., access control lists) can include other security related
information. For example, security descriptors can be provisioned independent of
rows in tables, can be shared by multiple rows or other entities in the database system
and can embody the policy on what permissions are granted and denied and to whom
when associated with a row.

In traditional relational databases, security policies are not associated with
rows of tables. Thus, in accordance with an aspect of the present invention, to
indicate that the rows of a particular table in the database system are protected by a
security policy, the SQL statements to create and alter tables have been extended to

indicate that fact. One of the columns in the definition of these tables is optionally
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25 In traditional relational databases, security policies are not associated
with rows of tables. Thus, in accordance with an aspect of the present
invention, to indicate that the rows of a particular table in the database
system are protected by a security policy, the SQL statements to create
and alter tables have been extended to indicate that fact. One of the

columns in the definition of these tables . is aptionally 9 extensible with an
T R B RS TR e R ey
vaklécpf it coluerut thiers hmihedftentitief dseayraladesaniptatescriptor

discussed previousl| %e%g. byte c;gie . In one example, if the value of .
N AT ot T S A By R e o
pdidlLbf thecessismotratGifed HyatmppoiscgtiOrhminatedizaselicpoflaccess control
coresRPRding secult n9%§%£t r%”;%”éerraeés%éﬁtedséQL‘%{P“%%O&'SE%%%d the
in the security descriptor store 13673005 yé)t Another ex mpﬁé, e
defaodtatatLim of thetioolstomdcantess et tioytdesigrititys i ths 8e8itin yet another

descriptar that dies the default security pali ft.?e l@@l'e.l is 10 be
s g S R
ddtabapeoi 2@ tamibod ttretkse dafityl desonpyqrodicy @ 1 36 tdrdebe computer
components.as. that term is defined herein, Referri ext to Fig. 4,

cystem 40 B A HELRREDSUE SO AR Bl A
wititansespitand/thehsresenitindesutigroissiltus tt3technThecaypsteat 4@Oponents as

in&l'&%?ﬁ?ﬂ@ﬁgﬁ%gﬁ%ne 110, a database 120, a security descriptor
0, a \

store 1 nd, a query component 410. The query component 410
can incllRigarmgnyxoistingze; 4 39stand 406 tkat fexditaticr 4¢80c@pticn iy

thc?a%%ﬁ&( FoIPQasRE A AiRnd %Eggﬁg ﬁﬁ?@%?e?&%iﬂfvéﬁ% A0 IRIH-RAUC e

database engine component 4 en aquery is posed to the query
comspondhf 4adutes gdetaboagstienizee 420, cdatalsisriifeathectibiés dassyiptor store

ST e e ol i Rousnpean,

optimiz gy whereby east
exptngie fdanlaxeomnecttrseoedps dhpserniy shalegsasompozmt 410 and

skillegh{ahe BHbwl [ ?6%%"F&ﬁl‘Q%i%‘?f&’&i@ﬁ&?e“&ﬂﬁé’@&&%&%ﬁ?%@x-
The query component 410 can employ state of the art techhologies in
enumeraiihgpogsiie ipieers ditheuniery comprmexipbifsithe dnes, dptiexeer 420

ORAFRIGS: ARl RIGNEANL OIS BN GIRG-NE SpRfh OhAGRESSHE: ARIARNe, the

these tables. It Is to be appreciated that any type of optimization process
suitgheforraeig G ganrrmplesentost-based optimization strategy whereby the

least expensive way to execute the query is chosen to be the plan.

Those skilled in the art will recognize that the optimization process is
complex. The query component 410 can employ state of the art technologies in
enumerating possible plans and pruning out the expensive ones. Indexes on tables
play a significant role in reducing the cost of access to data in these tables. It is to be
appreciated that any type of optimization process suitable for carrying out the present
invention can be employed and all such types of optimization technologies are
intended to fall within the scope of the hereto appended claims.

Significantly, when rows of a table, secured by security policies in the form of
security descriptors are accessed, the database engine 110, before even considering
the rows as input for constructing the query result, enforces the security policy by
verifying that the requestor of the query has the permission to read the rows based on

the policy determined by the security descriptor associated with each row. Those
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invention can be employed and all such types of optimization technologies
are intended to fall within the scope of the hereto appended claims.
Significantly, when rows of a table, secured by security policies in the form
of 30 security descriptors are accessed, the database engine 110, before
even considering the rows as input for constructing the query result,

enforces the security policy. verifying that the requestor gf the quer
TR e ol e S ST g
the skedityityf daseviptarpassopidied witin e dehqueny: bhose dG skilled inatien of the
art will. 8 #)reciaEe that the r’god% a{‘ §ecurity described hereto equates

SCeCUr. €SCriptor associate 1 at row
V|S|Bﬁ|tlf}; arowtoa pnnmpé’i’executmg the query to a successful
evaluatié@’pof¢heosaalrith desedptoy agsooiaied evithfthatdreweurity policies by

Conventional database security, systems have enfqrced securj olicies
o S R e L BR Bl BRI query.
thia origieal gl rynalnimdesersyslationdidqtabapbsysie guss theauatyspiéan
that.gets.executed is aoften quite different.from the gue tually posed
o L S TR U RRseR
accéssingithiorowsicds falito wlf of thising: tbedering, Asis pdksiltleffdnare-
malicious person farming the. query to see extra data, 10 by,providi
COEE ARSNGB e RRIAR JRY BREENE dat.
séourity sliste e arestisgetiblote suphrspdifing atiadkesvitenvenijsioyed

to e t force fine-graj ess trol. t h oble
R A R R B LR A R e 0
inviggTtiphtp covides ancigrouadivecssheomérelhere it ensures that all 15

access AR0. 16 AR CATIAIN BN ARYIOBHIE Db imizaon

descriptors. These access paths to the table include, but are not limited to
thereais Hseffrssont cheithizerapravidespr(imrovdered dulieetidieyortansures that all

o clust . o )
o B e < A hese
desesistprtboligrtire itaklit snsdeds, pathase gaehymoistirtizhtidrblieitssiiestored either as a
0 - . . . T f - r . y n a an
IS8 ARSI AGTINGN e o
optiidelizToyi el Wrfirsdoiehs. taiea Atementd if tadlleding the security
INGeXeS R @B%ﬁ%%daﬂ'g&%@rb%ﬁayqﬁ%roﬁ[j/ﬁﬁ§§tf2)%tg§c§)gﬁe§|1)rthogoneél to fine-

considered to be "rows") are fetched thru any defined access paths; th
tvesaiakslsasrpie ea o esiimfaYim Awsardhlys itrspastagi o yhassiseiate -

ngw&ir@%.?'agtmﬁzed by the query optimizer 410), at the time the rows (e.g., data
elements in tables, indexes, materialized views and any other access paths are all
considered to be "rows") are fetched thru any defined access paths, the two relevant
pieces of information, that is, the security policy associated with the row and the
current user context, are available. The result is a completely non-spoof-able security
enforcement without sacrificing the benefits of optimizing (e.g., re-ordering) the
query.

It is to be appreciated that such an un-spoof-able scheme is made possible by
virtue of the fact that the security information about a row is stored physically with
every partially or fully redundant copy of the row (e.g., index record) and that the
enforcement of security is made at the time any row is every emanated to construct a

result-set.
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25 current user context, are available. The result is a completely
non-spoof-able security enforcement without sacrificing the benefits of
optimizing (e.g., re-ordering) the query. It is to be appreciated that such
an un-spoof-able scheme is made possible by virtue of the fact that the
security information about a row is stored physically with 30 every

partially ‘PL@“'%srgn‘%‘fﬁéjear;?}o%ot%(jﬁesoéﬁ%i oW, (8,8 (nflex fecord) and dhe Oﬁ%esistent

enforcement of security IS ma lifve any row {s’ every emanate
censtiocthathmgultesatalll dvan giresdrt wayeopioatihgisystaid ek et ecmmigd
\cl)\%e ations on setts 1(1)1:f &?églsstg%agptltles WIthOtut ddrsastlgarll changing the

(f/lgbeesrglﬁ Srglﬁs?ems efine secusriﬁfaﬁg icies on %ré?s(l)s ent entities - that

is, via sdtusity besppiptoasedttimtohbeappretidiat dlatthe sypternd @00 thes query
query.com enh{)ll the query 5 optimizer 420 and/qr the guer

o S e B o SR 5 o
hérsmisRleferethgeneixt to Fig. 5, a system 100 that facilitates secure

access t database.inaccordance wi ect of the present
sy iy g Bl S R e T b
a dinshbssm bOyrdseeuritih desspptop Stbeg 88y e ni@ryschiumpaneht The

410 and a,Hser,session cache 510. The.system 500 employs the yser.
ol SR ARE o o ST QU R hipor store
cddhe i@ stomsmeompifietdesuitofastietherctieeSdrrent security

context [enpermission yith respect to r criptor. . .
Therefo::le{i}l %[hgé/9 é%ec Bt@oégﬂe%eﬂ\%ﬁét éél rs%r 6%%%?%&%%%@0%&%?% %r? %&cégted with
githerushes $6sslojectesechrty@etergstocaspvailistad todly betbergbe current

q it ft ] t uri i (s have
R R e G DT E AR R
qUbgrdars abeedsts theqowhsthwota rioviaiabhes forcisadinst obipaet ghattiHbat

;Zégj)&%%%%@grﬁ H‘}S5 b Agd %%W%ggﬁé?;qﬁgg%ﬁpﬁ%g&%g%? the table,

nd row. 2 e cache 510 becomesextre when many
rdwschhvesans segnatispelicity thalisyhavehioh seare secthe e dsssriptoexémysignlt of

i”v&ﬂ%tﬁé!ﬂﬁ@‘i%iﬁ/%%?@ﬁé c@@ﬂliﬁﬁéi%&# 5 @e%%ﬁ%?%‘ii%%&ﬂ?&téﬁ%or the first

system 500 and/or the user session cache can
time and the result is stored in the cache 510. The cached result is employed for the

second row.

The cache 510 becomes extremely useful when many rows have the same
security policy — which can be the case, for example, in file systems and similar
applications.

It is to be appreciated that the system 500 and/or the user session cache can be
computer components as that term is defined herein.

As mentioned previously, the system(s) 100, 400 and/or 500 can be employed
to facilitate secure access to file(s), folders, contacts, email messages and other
persistent entities in databases. For example, a database associated with a file system
can include one or more tables that can store information regarding files and/or
folders. The table(s) can be employed by the system(s) 100, 400 and/or 500 so that
information can be reasoned about and searched using standard relational
technique(s). The system(s) 100, 400 and/or 500 can enhance file systems by

addressing the need of a persistent file system scheme that requires a security
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computer components as that term is defined herein. 25 As mentioned
previously, the system(s) 100, 400 and/or 500 can be employed to
facilitate secure access to file(s), folders, contacts, email messages and
other persistent entities in databases. For example, a database
associated with a file system can include one or more tables that can

siors sTmaten eoyding fles,andlor. olders. ThotabiS(ol 6an be o e

emp oye e system Information
calnﬂmal%)sbafm"dreshbw&ldn@mawjngctelsba@dmdawmveIqtlaryedapabﬂmes.
technlq hgrle\fP t?”@ 409‘(1%] 0].(())r Y Ay gngg%lemen%d in
systems daressin Peed’or a persi SRt Tife sysfem Stheme that

rwunﬂkim:semmme Peeacah 1tecdmmemdne idbytcliedriihako rioapogss@odiCies
5|sten enttles can be n and enforced whi reserving set .

Rl S L B G e A RS M ERLERELAR P Rries or

nidﬂtrkdoibgleslih andeastdyel inpleppesviack inthat dor gagseatwitiethiepresentimited

inve ntion are i r While fo oses of 5 simplicit o Ianatlon
il dmdae o dR S A BRI oo o

bmumiewat@mdlmmni dpisreciatettthaidthe presementlyemtibiken bl dirkitédnpyhat
the rder of fhe. blocks, as s ere%'%:rk%é?aﬁ il at%&t%%%%ﬁs"l‘?g‘ Eﬁ uired to

present invention, Occur in different orders and/for concurrenty%

blogkis from theanethoderiosnd descxrihédnhe reith o peesont, inw&ibuﬂustrated

blocks mgy, b, [EAINGHPts %h AORIBIER 1S, ”?E%Eh(g’ggﬁ?%?g 0o é?&reqae@c Futable

with the present inventio e invention m escri genera
contextodcomphtes-pxeratabledistrastiontsd sychnasprogaeemuodatds,

%ﬁeﬁqﬁ%ﬁgﬁﬁé&?ﬂ Hﬂé’&ﬁléé’[%&%ﬂg% tife§ r% AR n&?tgdug%ctures etc.

programs, objects, ta st res, ete t ét performs
pdnﬁtpmfomksmmpretméﬂppamdmawmmﬂdla@hsmywsiawpmaﬂyEﬁplcally

é‘fﬂﬁ&?&ﬂl Yﬁg‘ﬁ}ﬁ%@?ﬂﬁ%ﬂ%@@% BEHQ&‘&%%E@%&%Q%‘?&SHed

esired inv g to Fig. 6, a met
selewﬁélymbsmgldaﬁa stored in a database 600 in accordance with an

aspect oRUNERIGSEN PR A HEAIG A B HEUAE HEEfbase

context info on IS ecelve At 620, the duery Is performed (e.g., 20 by
a fUiehy anserdenenwihon ApeSOY fohepicherduntivaticatisfibesthasaguety, 6tHb a

rOfdRy GRATILSIEH AR ARHAYNG 1999@5{{7'&&'Ol&%ibetﬂélﬁﬁ%&‘{%@r%ﬂ%éﬁ (e.g.

the security descriptor associated with the row is satisfied by the user
chntaxugitopemnencnt 410). At 630, for each row that satisfies the query, the row is

considered as input during construction of the query output only if the security
descriptor associated with the row is satisfied by the user context information.

Next, referring to Fig. 7, a method of securely accessing data stored in a
database 700 in accordance with an aspect of the present invention is illustrated. At
710, a query and user context information is received. At 714, a row to be considered
while constructing a query result is fetched. At 720, a determination is made as to
whether a security descriptor of a row is satisfied by the user context information. If
the determination at 720 is NO, processing continues at 730. If the determination at
730 is YES, at 740, a determination is made as to whether the row contributes to the
result of the query. If the determination at 740 is NO, processing continues at 714. If
the determination at 740 is YES, at 750, the row is used in constructing the query

result.
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Next, referring to Fig. 7, a method of securely accessing data stored in a
database 700 in accordance with an aspect of the present invention is
illustrated. At 25 710, a query and user context information is received. At
714, a row to be considered while constructing a query result is fetched.
At 720, a determination is made as to whether a security descriptor of a
row is satistied by.the user context information..If the determination at

720 s RO St SR B b, T R AT gD (o). 1
Y S8 daterdinaaidete i & ivR S pracssasetoontiethe nt1@ rol donddizutesaaon at
t 0 result of the query. If the determination at 740 is NO, processing

o e et ehE ST at 740 s vees, at 750, the row i

used in damstngciing gh8, queeyhaédadilitBing 7 36 adddeimaeatidnitsancadince
as tq whether th are any more .row%]s If, the defermination.at 730 i .
P R A O S AT P e g witn
furtheriyrdessginy octuns. TAIrR2Y dcdeagri®, desnethiodsfacitstiripdedtirehe
datapase 80? in r(% ce 5with an t of the present inventjon i
S A B R RO T SRR T B e
80y msecarityl gedcyipiposideatadssociated with the table is created. At

830, the is_populated (e.g., at least.one row of the.tatg!e ' .
cecurity AeS O RAIEE S5 Bl RER SRR X S AR, guery i
isoonived and 860pthe quengithelGoptimizediziodnperforanddesinty thescriptor(s)
use ORI IATAMmARN 80 SSAHIVGROIPIAILR) b6 ANIS: ME&Rhe 1o the
the result of the optimized query Is provided aS a es;?onse to the query.
Inqoeder to provide additional context for various aspects of the present
invention, oy, A NAQlNIBR.HIaGHSSIN AR TIENYEL O RRUAG B
brief, general 15 description of a suitable operating environment 101h
whieentianobiz ag pedithofole presdiscimsamion mepdssl imprenidatebricf, general
W&'A@ﬁ ﬁdﬁ\é?gt&gtéﬁlg%?)%@pt '&Rﬁ?%rgﬁélﬁ@i 6%“&9?1%? arious aspects of the

compu er-executable Instructio S, Sucn as program modaules, exe uted
byissenbmyyvieononspLeisnptentieicde Woeids the sevskiiles indgseraredvit] the
o : ) . . i e :
ANl IR CHERHOR SR AIER TR BIRHENE L pone Al
sehorated Genasallymorowensntprogr athan delikes.ifiselekibadine de art will

Pﬁ%%gﬁ?ée ﬁg@fﬁté iﬁ%@@&?@ﬁ%@%@ implemented in combination with other

program modules and/or as a combination of hardware and software. Generally,
however, program modules include routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement particular data types. The
operating environment 910 is only one example of a suitable operating environment
and 1s not intended to suggest any limitation as to the scope of use or functionality of
the invention. Other well known computer systems, environments, and/or
configurations that may be suitable for use with the invention include but are not
limited to, personal computers, hand-held or laptop devices, multiprocessor systems,
microprocessor-based systems, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed computing environments that
include the above systems or devices, and the like.

With reference to Fig. 9, an exemplary environment 910 for implementing
various aspects of the invention includes a computer 912. The computer 912 includes

a processing unit 914, a system memory 916, and a system bus 918. The system bus
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structures, etc. that perform particular tasks or implement particular data

types. The operating environment 910 is only one example of a suitable
operating environment and is not intended to suggest any limitation as to

the scope of use or functionality of 25 the invention. Other well known
computer systems, environments, and/or configurations that may be

Syjable for.use i ihe invention inglude. but are not fimited to.persenaley o6
computers, hand:heid oP?ap?op evices, mulﬂprocessor sys ems,
micthpnooessondase d BYstEimprpcospiammatide £ omnstienaryedd stronicsavailable

network PCs minicom uters, mainframe co puters, distrilkglutte

I‘OCC%SOI‘S. Dual micro r?ﬁe%s‘gbs an chye mquBI'OCGSSO arcnitecturcs also can be
computing environments tha include the above Systems or devices,
archpheytikes\Withprefeseimgaitot Pitt.9, an exemplary environment 910 for

implementing variqus ects,of the invention includes a computer 912, ..
The com g R I R S B SRRl i udine
atltt ansysteyrbbsisrah8mdhecsysteliehapetipled 8l bospleskgystdrbus, and/or a local
components includin ut not limited tq,.the syste emary 916..to.th
P B A BT RS RELIRT o oo, an 8-
abilai elphote sk Sran A ubAmikrieprocd$Sdns bhd ettibamelthndeessae (MSA),

itegt loyed as th j it.Q14. 5 T,
SRS B SO S PR WS ST

system e any of several fypes
thendrerahCongponenemery worwo(RE] h Peripherab bl Buextéskal Bdsanced
. . ¢ availabl e "

K A AP R, AR EMSIER sopgon
(1I8K)MVicko- @ibbmel | Afchiteiden iy (BA) ntexiend8dIBA (EISA),
Intelli ' troni : >3l Peri I
Componti Hrms e adl s Y oRe RURC 2l S AR
Gragphics P25t ThGRisiPansaraltpomynicer (BERTDre @daihingathedtiasnatoutines to
A iati J ) [ :

ﬁ%%@%?o%ﬁuﬁ%'}{l%%ﬁ AN %Ug@%ééﬁ&%ﬁ@é?% NeHaS uring start-

(SCSI e system memory 916 inclu mory 920 and
nonvolatileedie nraryodn e TieenbasR2ihpbyovrgutfsisserati@ILE 8], not limitation,

ia b Ry
B e oon

mERERY! Bz Bycwiy pastratin RAN HEPRAIMilictiechimiblatieahie R ORI
TN IP AL IR AV A REIARE R (RLMhemory

electrically pfrogrammable OM (EPROM), €lectrically erasable ROM
(ERAROWhieh Rastasrisoryl sashatirecmersiodyyoreyimdldtissatingentd not

AHERAHEERAWVI is available in many forms such as synchronous RAM (SRAM),
dynamic RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM
(DDR SDRAM), enhanced SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and
direct Rambus RAM (DRRAM).

Computer 912 also includes removable/nonremovable, volatile/nonvolatile
computer storage media. Fig. 9 illustrates, for example a disk storage 924. Disk
storage 924 includes, but is not limited to, devices like a magnetic disk drive, floppy
disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, flash memory card, or
memory stick. In addition, disk storage 924 can include storage media separately or
in combination with other storage media including, but not limited to, an optical disk
drive such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R
Drive), CD rewritable drive (CD-RW Drive) or a digital versatile disk ROM drive
(DVD-ROM). To facilitate connection of the disk storage devices 924 to the system
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20 (RAM), which acts as external cache memory. By way of illustration

and not limitation, RAM is available in many forms such as synchronous
RAM (SRAM), dynamic RAM (DRAM), synchronous DRAM (SDRAM),
double data rate SDRAM (DDR SDRAM), enhanced SDRAM (ESDRAM),
Synchlink DRAM (SLDRAM), and direct Rambus RAM (DRRAM). 25
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disk drive, fl disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive, ..
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r t ystent9

esources of the computer syste . glf'stem applications 930 take
advantadeusttieataranagemeds of reSomadas bytopley atingpsiested g28ugh input

th&@%@'@@@Q@rﬂ%{Jh‘B%l%e? @&%l&d&%{ﬁgrg%@ Aitheine s iéﬂ%{{l?  device

system memory 916 or on disk storage .ltis'to 10 be dpprecia at
thaigreserminwsentiopkball, sty Insplenvbmed, Wittboando us awpehatiag ozyEtdngme
0 inations,of i t e COf r
R R R A S camers, web
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| v ystick,
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CRle ?8%@)?%1&@?%%%@9%%%%& QYUY HheSYIGIROUR AR YBinput

interface port(s) 938. Interface port(s) 938
device(s) 936. Thus, for example, a USB port may be used to provide input to
computer 912, and to output information from computer 912 to an output device 940.
Output adapter 942 is provided to illustrate that there are some output devices 940 like
monitors, speakers, and printers among other output devices 940 that require special
adapters. The output adapters 942 include, by way of illustration and not limitation,
video and sound cards that provide a means of connection between the output device
940 and the system bus 918. It should be noted that other devices and/or systems of
devices provide both input and output capabilities such as remote computer(s) 944.

Computer 912 can operate in a networked environment using logical

connections to one or more remote computers, such as remote computer(s) 944. The
remote computer(s) 944 can be a personal computer, a server, a router, a network PC,
a workstation, a microprocessor based appliance, a peer device or other common

network node and the like, and typically includes many or all of the elements

described relative to computer 912. For purposes of brevity, only a memory storage
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may be used to provide input to computer 912, and to output information
from computer 912 to an output device 940. Output adapter 942 is

provide llustrate that there are some output devices 940 like .
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illustration and not limitation, 25 video and sound ds. that o.vifiie
e e B R n S Nl Rk 0as
9tBcdnghostd rermated dhah ottterodc/soel anklarl systemsvoikd€liddd and wide-
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Communication connection(s) 950 refers to the hardware/software _
employeWhet benheon thesondedoroiriantludes4samphes blithe p8eseniievention. It
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computer 912, it Can also be external to" computer 912. Th .
hardwahedalfigiardmavepessy 76 d ewnibeetidie torehenhstyeotkonsbintera o ordinary

RN YRS A$HEOBIAN BIHRAZRS RN e UG ANhEXR PBmutations of the

present invention are possible. Accordingly, the present invention is intended to
embrace all such alterations, modifications and variations that fall within the spirit
and scope of the appended claims. Furthermore, to the extent that the term “includes”
is used in either the detailed description or the claims, such term is intended to be
inclusive in a manner similar to the term “comprising” as “comprising” is interpreted

when employed as a transitional word in a claim.
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invention. It is, of course, not possible to describe every conceivable
combination of components 20 or m@:g%a%gies for purposes of

describing the present invention, but rdinary skill in the art may
reeRgnize dhatdnany further combinations and permutations of the

present invention are possible. Accordingly, the present invention is

intended to embrace all such alterations, modifications and variations that

fall within J06shiihy 309 SRS DS AERINYSH GIRIES: Srhgrmore to

the extent that the term "includes"” 25 is used in either the detailed
descripticacurithieledeiipor stach tlernstisdansenday tsisephcivsivehienabody security
manner similar to the tepm 'comprising” as " rising".is interpreted
T e M TR A ST s P Bk what s
claimedaigathbdssyaiene thatpaeiliaiasspouse @decgssyoatbathinasse, the response
comprising; a security descriptoy store that stores security descriptors

WsiE8 Basgshal leatiRBAIn IR AB® e a L BoTAteamAlien SH9Eekinghe SENEY a
datahass: Marisa dalahass adipsHiabRIAVISE S GIE BPARSEIRHAEUEMIRS security

the database, the response being based, at least in part, upon the
sewuieity ohtberisaiapsutagdbicigueiy . security descriptor that is evaluated
based upon information stored in the database and the security context of
the user issuing the query. 2. The system of claim 1 further comprising the
databaskhesyfteensyfstimdf fiether tother datatbrséatabasprising at least one
of a relational database, an object database and an object relational
database. 4. The system of claim 1, the query based, at least in part, upon

a3 StructprgdyQeesf LRNGUAGR EatdthiBeSysipMsHChaivhst desdeEY.BeHAY

based, least in part, upon a query-based programming language
alrithaysrivrbi ecbdaiabapathanebiedradanddaiebsen, modification

and deletion of security descriptors. 6. The system of claim 1, the

database comprising at least one table having at least one row and at

ldast twbheolystens pbpkaiof théheguannisastdrintd cassexcprity descriStonctured Query

Language.

5. The system of claim 1, the query being based, least in part, upon a query-based
programming language augments with a set of statements that allow for creation,

modification and deletion of security descriptors.

6. The system of claim 1, the database comprising at least one table having at least
one row and at least two columns, one of the columns storing a security descriptor
associated with the row, the security descriptor identifying security information stored in

the security descriptor store associated with the row.

7. The system of claim 1, information stored in the security descriptor comprising

what kind of access is granted or denied to which principal.
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comprising what kind of access is granted or denied to which principal. 18
8. The system of claim 1, information stored.in the security descriptor
Soro oOMTHAIRE S KT - RHRRAoR Hared B e SPE TR R SIaEs

s@@f@}ﬂgjﬂ@g pRAWtycdescriptor store comprising a principal to whom the
security information applies. 10. The system of claim 9, the principal

comprising at least one of a user name, a user identifier and a type of

uger. 1 ENe SYsIeM ALAI2IM briRiSE SR SRR RIQKS A0Rripd st

of access control entities. 12. The system of claim 1, the database is
prowigicieipdeppabienybdthths eecuritly informwivoraspbiesd in the security
descriptor. 13. The system of claim 1, further comprising a query

component comprising a query optimizer that determines an optimal way

ta @nsWEREResaue bf. clAmidiatsysiienipal clhapritghel eiseoyepfisnizer name, a user
employing a cost-based optimization strategy. 15. The system of claim 1,
fiERETIEE ARGSIHRE £ USSF session cache that stores a computed result of
whether a given security context has a given permission with respect to a
particular security descriptor. 16. The system of claim 1 employed to

fadilitatd Be eyseacdedainn leohapaesrifielsscriptorie asyeréercaselaihaccess control
e (ﬁ&)e\éed to facilitate secure access to at least one of folders, contacts

and email messages. 18. A method of securely accessing data stored in a
database, comprising: 19 receiving a query and user context information;

providing a response ta the query, the response comprjsing yows,.if any, .
18t et SUCEL o5 80 ro B PR S B BB i
thersanaipaatisstiadn BetRuagrdesdigiinformation. 19. The method of
claim 18, providing a response to the query comprising:
13.  The system of claim 1, further comprising a query component comprising a query

optimizer that determines an optimal way to answer the query.

14.  The system of claim 13, the query optimizer employing a cost-based optimization

strategy.

15.  The system of claim 1, further comprising a user session cache that stores a
computed result of whether a given security context has a given permission with respect
to a particular security descriptor.

16.  The system of claim 1 employed to facilitate secure access to computer files.

17.  The system of claim 1 employed to facilitate secure access to at least one of

folders, contacts and email messages.
18. A method of securely accessing data stored in a database, comprising:
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computer executable instructions for carrying out the method of claim 18.

21. A method facilitatlng]Pa secure datallro{&se conél_gnsing: creating a table
with a s'ée((fﬁWt’)l?%igé]Eﬁﬁf gé’ﬁfrrrﬁ?%?éta wastéo rity descriptor store

associajeehitisthectpbise RO RIdiieg ahleashone wwside falie Withyathat
security descriptor identifier; receiving a query and user context

iR TYASSUSRERTSH SR AT B YRS SR QenaoR dspg el Baighg sow is satisfied
COMRPLISUA LS i atmiRal satisfy the query and for which security

information associated with the row is satisfied by the user context
information. 22. The method of claim 21, the query being optimized prior
tgdhe response beind, previded, 23 4 somputer feadable medium naving
stored thereon compu er exe’ S ru fions Tor & rrymg o
methodfof ehalintcail 028 table accessed, determining whether a security descriptor

associated with the row is satisfied by the user context information.

20. A computer readable medium having stored thereon computer executable

instructions for carrying out the method of claim 18.

21. A method facilitating a secure database comprising:
creating a table with a security descriptor column;
creating a security descriptor store associated with the table;
populating at least one row of the table with a security descriptor identifier;
receiving a query and user context information; and,
providing a response to the query, the response comprising rows, if any, that
satisfy the query and for which security information associated with the row is satisfied

by the user context information.

22.  The method of claim 21, the query being optimized prior to the response being
provided.

23. A computer readable medium having stored thereon computer executable

instructions for carrying out the method of claim 21.

20





