-1 S05P0027 DESCRIPTION DATA COMMUNICATION APPARATUS
AND METHOD FOR MANAGING MEMORY OF DATA
COMMUNICATION APPARATUS Technical Field [0001] The present
invention relates to a data communication apparatus including a relatively
high-capacity memory and a method for managing the memory of the
data communication apparatus and, in particular, to a data
communication apparatus for storing electronic value information in a
memory area and communicating sécure information including electronic
payment information and a method for managing the memory of 386 ¥a$a
communication apparatus. [0002] More specifically, the present invention
relates to a data communicatiBA@ppaitatds and a method for managing
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[0001]

The present invention relates to a data communicaticn
apparatus including a relatively high-capacity memory and a
method for managing the memory of the data communication
apparatus and, in particular, to a data communication
apparatus for storing electronic value information in a
memory area and communicating secure information including
alectronic payment information and a method for managing the
memory of the data communication apparatus.

(0002]

More specifically, the present invention relates to a
data communication apparatus and a method for managing the
memory of the data communication apparatus for alleccating a
file system for a service provider in a single memory area
and allowing a plurality of service providers to share the
data communication apparatus to provide a plurality of
services with the data communication apparatus. In
particular, the present invention relates to a data
communication apparatus and a method for managing the memory

of the data communication apparatus for managing a session



2 S05P0027 between the data communication apparatus and an external
apparatus for each of a plurality of file systems and analyzing, managing,
and dealing with a threat to security independently for each file system.
Background Art [0003] Examples of wireless communication means that
is applicable only in a local area include a contactless IC card. [0004] In
general, this type of wireless communication is realized on the basis of
the principal of electromagnetic induction. That is, the wireless
communication is performed by an ¥C-card having a memory function and
a card reader/writer for accessing a memory of the IC card to reab5r0027
information from and write information to the memory. A loop coil of the
bel@eand Setvak s acpriman coil Bpwl awrantehna cfithe oard xéaderdWwriter
serves as secono?r% Jgoil S?] as tg ifgrm %tr%éniformer as a system. The
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supplied electric power so as to respond to an inquiry signal from the card
ingeadeinritery [0005pach file system.

Background Art
{0003]

Examples of wireless communication means that is
applicable only in a local area include & contactless IC
card.

{6004}

In general, this type of wireless communication is
realized on the basis of the principal of electromagnetic
induction. That is, the wireless communication is performed
by an IC card having a memory function and a card
reader/writer for accessing a memory of the IC card to read
information from and write information to the memory. A
loop coil of the IC card serves as a primary coil and an
antenna of the card reader/writer serves as a secondary coil
50 as to form a transformer as a systém. The card
reader/writer transmits electric power and information to
the IC card using electromagnetic induction. The IC card
can operate using thg supplied electric power so as to
respond to an inguiry signal from the card reader/writer.

[0005]



3 S05P0027 When the card reader/writer modulates an electric current
passing through the antenna, the induced voltage of the loop colil of the
IC card is modulated. Using this effect, the card reader/writer can transmit
data to the IC card. Additionally, as the load between terminals of the
loop coil of the IC card varies, the impedance between antenna terminals
of the IC card reader/writer varies, and therefore, the passing electric
current or the voltage of the antenna varies. Using this effect, the IC card
can transmit a response to the card@d reader/writer. [0006] Contactless
short-range communication systems including IC cards have be€f#¥0027
widespread use due to their simplicity of operation. For example, a
sedlirity cotle, othet p”@r@@ﬁaVWdém@ﬁcammﬂhﬁﬁmtﬁm akeldlettronic

vaeI%(% mformatlontge dgctronjcc tlcket) can be store%lion n IC card.
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thentrvicasiexitsef eprcert halls.qand akigket-gales ofyrailwaystations.
When a user places an IC card above the card reader/writer, the IC card

ef W@Oﬁﬁé@tlé§§l? deereds ine réardresrierivitesiiusiahe duthéhticdtion
ca égggggﬁ%{? erformed. [0007], Regently, with the improvement,in fine
lcop ceoil of the IC card varies, the impedance between
antenna terminals of the IC card reader/writer varies, and
therefore, the passing slectric current or the voltage of
the antenna variles. Using this effect, the IC card can
transmit a response to the card reader/writer.
i0006]

Centactless short-range communication systems. including
IC cards have been in widespread use due to their simplicity
of operation. For example, a security code, other personal
identification information, and electronic wvalue information
{e.g., an electronic ticket) can be stored on an IC card.
The card reader/writers are disposed in cash dispensers, at
the entrances/exits of concert halls, and at ticket gates of
"railway stations. When a user places an IC card above the
card reader/writer, the IC card can contactlessly access the
card reader/writer. Thus, the authentication process can be
performed.
[0007]

Recently, with the improvement in fine processing

technology, an IC card having a relatively high-capacity



technology, an IC card having a relatively high-capacity 4 S05P0027
memory space has been realized. Since the IC card having a
high-capacity memory can store a plurality of applications at the same
time, the IC card can be used for a plurality of purposes. For example,
one IC card that stores a plurality of applications (e.g., electronic money
and an electronic ticket for a specific concert hall) can be used for a
variety of purposes. Here, the terms "electronic money" and "electronic
ticket" refer to a payment (electronig payment) system using electronic
data issued to a user in accordance with a fund provided by the GSe&rrarc2 7
such electronic data itself. [0008] In general, the IC card is used by a

menysey piacing thesi®eard abeve thel card ieaderhsteTCThecarthaving a

. reader/writer poles an IC card at all times. When the card reader/writer
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code to the card reader/writer. The card reader/writer compares the 1nput
Pueesfity code witrtnrsecurityzotie sterst htve 10-waed. Thps, thelity

perstinal identity verification.or authentication }process is performed .
Ofkﬁ%@eéﬁ%ﬁéq Cé&f&ﬁd electronic money and an electronic

ticket for a specific concert hall) can he used for a
variety of purposes. Here, the terms "electronic money" and
"electronic ticket" refer to a payment (electronic payment)
system using electronic data issued to a user in accordance
with a fund provided by the user or such electronic data
itself.

[0008]

In general, the IC card is used by a user placing the
IC card above the card reader/writer. The card
reader/writer poles an IC card at all times. When the card
reader/writer finds an external IC card, the communication
between the IC card and the card reader/writer starts.
[0009]

At that time, the user inputs the security code to the
card reader/writer. The card réader/writer compares the
input security code with the security code stored in the IC
card. Thus, the personal identity verification or
authenticatiocn process is performed between the IC card and
the card reader/writer. (This security code used during

accessing the IC card is referred to as a "personal



the card reader/writer. (This security code used during accessing the IC
card is referred to as a "personal 5 S05P0027 identification number
(PIN)™) If the personal identity verification or authentication process is
successful, the user can use an application stored in the IC card, for
example. That is, the user can access a service memory area allocated to
the application (hereinafter referred to as a "service memory area").
When accessing the service memory area, appropriate encrypted
communication is performed deperiding on the security level of the
application. [0010) Furthermore, if the IC card and the card readéf/wiitérz 7
(card reader/writer apparatus) include a wired interface (not shown) for
idepmmupiddting Withiear extetial“apparafud-irve aplelitiorntolthedwireless

coptact{ess interface, the function of either one.of the IC ca %nd the
veriltfication OY a h
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area, appropriate encrypted communication is performed

depending on the security ievel of the.application.

{0010]

Furthermore, 1f the IC card and the card reader/writer
(card reader/writer apparatus) include a wired interface
(not shown) for communicating with an external apparatus in
addition to the wireless contactless interface, the function
of either one of the IC card and the card reader/writer or
both can be provided to an apparatus, such as a cell phone,
a personal digital assistant (PDA) and a personal computer.
In such a case, the IC card technology can be applied to a
general bi-directional short range communication interface.
f0011]

For example, when short-range communication is
performed among computers and home information appliances,
one-to-one communication using an IC card is performed
therebetween. In addition, some apparatuses can communicate
with an apparatus other than a contactless IC card. In such

a case, an application can be provided in which one-to-many



therebetween. In addition, some apparatuses can communicate with an
apparatus other than a contactless IC card. In such a case, an application
can be provided in which one-to-many 6 SO5P0027 communication is
performed between one apparatus and a plurality of cards. [0012]
Additionally, a variety of applications that use an IC card in order to
externally communicate electronic value information (such as electronic
payment) can be run on an information processing apparatus. For
example, by using a keyboard and@ display on the information
processing apparatus, a user can communicate with the IC cards8ice027
the IC card is connected to a cell phone, a user can send information
corgtored-itthenl Gl eangkvidateldphene dine. durthgrpsoret usingnitiea C card,
the user can send payment from the cell phone via the Internet. [0013]
P §#a fife §<t81 for a service provider is allocated in an internal
rodpemory of the IC card and service information used for the service
provider (e.g., user identification/authentication information, information
-abaéutd itve remaining ¥ alue; icrtheaseapisiory{log)h s tasmageddnathetfile
system, a useful service based on contactless short-rané;e,
ca%% 1 nic value

mifuricaton that i1 & flpldcSMBRT R = etectr

information (such as electronic payment) can be run on an
information processing apparatus. For example, by using a
keyboard and a display on the information processing
apparatus, a user can communicate with the IC card. Since
the IC card is connected to a cell phone, a user can send
information stored in the IC card via a telephone line.
Furthermore, using the IC card, the user can send payment
from the cell phone via the Internet.
(00131

Thus, if a file system for a service provider is
allocated in an internal memory of the IC card and service
~information used for the service provider (e.g., user
identification/authentication information, information about
the remaining value, or the use historv (log)) is managed in
the file system, a useful service based on contactless
short-range communication that is the replacement for a
known prepaid card and a service card provided by each store
can be achieved.
{0014]

Conventionally, each service provider issues an IC card



known prepaid card and a service card provided by each store can be
achieved. [0014] Conventionally, each service provider issues an IC card
7 S05P0027 to a user to provide the service thereof. Accordingly, the
user has a plurality of cards, each used for one service, and caries the
cards with them. In contrast, according to an IC card that has a relatively
high-capacity memory space, the IC card can provide sufficient memory
space for storing information about a plurality of services in the internal
memory. [0015] For advance-payment-type cards, such as prepaid cards,
to ensure proper business conduct for issuing the cards, protectiher0027
purchasers of the cards, and ensure the credibility of the cards, "A law

to regardingtthepegulationtdfe tlse advancéipayesent-typecards mmbivthetl ke
(known as the "purika" law) has been established so that the issuers of
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information about a plurality of services in the internal
MEemory.

[0015]

For advance-payment-type cards, such as prepaid cards,
to ensure proper business conduct for issuing the cards,
protect the purchasers of the cards, and ensure the
credibility of the cards, "A law regarding the regulation of
the advance-payment-type cards and the like" (known as the
"purika™ law) has been established so that the issuers of
advance-payment-type cards must register with the
authorities and are regulated by the law. Also, according
to the law, for providing & convenient service to users and
maintaining marketing order, predetermined items, such as a
loge and the contacit address must be printed on a prepaid
card {on a surface of the card) (see section 12 of the law).
[0016]

When providing a prepaid card that stores prepaid
infermation in the memory thereof, the number of providing
services is limited.to one due to the printing of

information on a medium regulated by the law. In contrast,



[0016] When providing a prepaid card that stores prepaid information in
the memory thereof, the number of providing services is limited to one
due to the printing of information on a medium regulated by the law. In
contrast, - 8 SO5P0027 when an IC card function is used on a mobile
device (e.g., a cell phone) having a display function, the requirement of
the regulation of the law can be satisfied by displaying information related
to the desired value information (refer to, for example, Patent Document
1). Thus, a plurality of service previders can share the IC card function.
Accordingly, for the service providers, the workload to issue a cafd380027
reduced whereas, for the users, the number of IC cards that the user
wheghoutd Earrgawith fhvemtis saddeed.s {07 Wnfovteihbtelfecwhen d phgalitya
service providers share a single. memory area and each service
Celproglhd%??g a I"il)‘\7\"/]”en()gtoafr%féFipaéﬂ“c\’?asfsué1 ’“Fﬁ:elr(r;]/%ry g%eea 6P 4 thfEFaHE "s&bice
thPreviger whieh shares,the memary, the yalues infosmafioniset far eagh
service provider may be used by the different unauthorized service
infsrovidier OAs terestisitie Sereicégsrbvidercahnot prévideatialiablaefer
vice, flsg, the Userhgs fhe risk of laakage g the value Informagion,
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service providers can share the IC card function.
Accordingly, for the service providers, the worklecad to
izsue a card is reduced whereas, for the users, the number
of IC cards that the user should carry with them is reduced.
[0017]

Unfortunately, when a plurality of service providers
share a single memory area and each service provider is
allowed to freely access a memory area of a different
service provider which shares the memory, the value
information set for each service provider may be used by the
different unauthorized service provider. As a result, the
service provider cannot provide a reliable service. Alsoc,
the user has the risk o0f leakage of the value information
with high liquidity, thus suffering economic loss.

[0018]

Therefore, in the case where a plurality of service
providers share an IC card, it is required that the user can
consider the IC card to be a card that each service provider
originally issues when the user uses the service. In

addition, the IC card is required to have a feature to



[0018] Therefore, in the case where a plurality of service providers share
an IC card, it is required that the user can consider the IC card to be a
card that each service provider originally issues when the user uses the
service. In addition, the IC card is required to have a feature to 9
securely manage the information for each service provider in the memory
area. [0019] [Patent Document 1] J&panese Unexamined Patent
Application Publication No. 2003- 141434 Disclosure of Invention
Problems to be Solved by the Invention [0020] Embodiments of the

secuPEesenpinyention providg an.excellent data commpunication apparatis se 1 p

and method for managing a memory of the data communication
the mpparatus teat.can store electronic value information in the memory area
001 @pd securely exchange the information for, for example., electronic
: payment. [0021] Embodiments of invention further provide an excellent

[ Pat&lata commanieation apparatus and method for managing a memory of
the data communication apparatus that can provide a user with ease of

Japanggas WanicAy earwere divettlyfissdedby don  Publication No. 2003-
141434

Disclosure of Invention
Problems tc be Solved by the Invention
(00207

Embodiments of the present invention provide an excellent
data communication apparatus and method for managing a memory
of the data communication apparatus that can store electronic
value information in the memory area and securely exchange the
information for, for example, electronic payment.

[0021]

Embodiments of invention further provide an excellent
data communication apparatus and method for managing a memory
of the data communication apparatus that can provide a user
with ease of use as 1f an IC card were directly issued by a
service provider of the service that the user is currently
using and that has a mechanism to securely manage information
about a plurality of service providers in a memeory area so
that the plurality of service providers can share one IC card.

[0022]



service provider of the service that the user is currently using and that

has a mechanism to securely manage information about a plurality of

service providers in a memory area so that the plurality of service

providers can share one IC card. [0022] 10 Embodiments of present

invention further provide an excellent'data communication apparatus and

a method for managing a memory of the data communication apparatus

in which File systems of the service providers are allocated in the

mMeimony area-and, whendthe pluralityiof sefvice providers hshareg therdata  an

communication apparatus, a session between the file system and an
exce itdthal A5pdratusTERANEGEH OF cadiP Fife” &ystem. Fhts, £thr8&god  for
managsﬁ‘?b'r'y IR0 nggnt!%@n%ig%%dc@%%?@’aﬂ%geaalb;ﬁyggé%ru%ac_hlm%hich

system. Means for Solving the Problems [0023] 11 In a first aspect of the
File inventiemsheré istgrevidedra data communieationapparalushatiegia in  the

memory space, the data_communication apparatus managing the ,
memO T nry Sty sRaTAting the FGMBRY Spdce iito oE oF Hidre FECTLdeTS
sharSystems, qwhereinaborder-netweenthe file-systems is.opsrabled@-veen the

function as a firewall, the apparatus comprising: authenticating means for
file reqgestihgyetiotmanté of bRe of PP AAGalauitemicatigrdndar cach file
g

SY5S i§§gjoga§%%gg¥cggesecurity is independently analvyzed,

managed, and dealt with for each file system.
Means for Sclving the Problems

[0023]



for each file system to be accessed from an external apparatus or a
program; authentication information managing means for managing, for
each file system, whether the file system is in an authentication-required
state in which performance of one of the mutual authentication and the
verification for the security code is téquested or in a release state in
which the access is permitted after the one of the mutual authentication
and the verification for the security code is completed; and state

managing: means: fardeturning thedile systemifeam the,delease statestpi ded &
the authentication-required state in response to an occurrence of a
data predeteimined event iPa SeboRd aspeect of the TBALGN, tereds the data

commB{OV4ed a, me%fggggmgagi%%%@ Yy Of%%g?‘ta %%%@r“”ica“ssp”ace by
apparatus, the data communication apparatus having a mem%ry space

sepaandimanagiag thememory spaee hy-separating the memery fSpace ke tems,
one or more file systems, wherein a border between the file systems is

whergarable fPffitionHsy fifdwall He metifod Eé’ﬁ'\%ﬁ@ﬁg _ﬂﬂ% stepsetay  to
funcfggﬂeﬂm9§mﬁognan%%9@w%QT?Ofa{wgual%&B@y§@ﬁgnang@mprising:

verification for a security code for each file system to be accessed from
authant externabapparates drcaprogranss(b) managing oforeach file fsystem, of a
mutu%\@ether the file system is in an authentication- required state in which

rfOHARCE bF Bre OF thdMiutdal “lihéntication and e Verificationfor code
for dBeseeyrity codedsfequested Qrin-a telease state, in which the aceessiis- s

or a program; authentication information managing means for
managing, for each file system, whether the file system is in
an authentication~reguired state in which performance of one
of the mutual authentication and the verification for the
security code 1s reguested or in a release state in which the
access 1s permitted after the one of the mutual authentication
and the verification Zfor the security code is completed; and
state managing means for returning the file system from the
release state to the authentication-regulired state in response
to an cccurrence of a predetermined event.

In a second aspect of the invention, there 1s provided a
mathod for managing a memory of a date communication
apparatus, the data c¢ommunicaticn apparatus having a memory
space and managing the memory space by separating the memory
space 1into one or more file systems, wherein a border betwssn
the file systems 1s operable tce function as a firewall, the

method comprising the steps of: (&) reguesting performance of



permitted after one of the mutual authentication and the verification for
the security code is completed; and (c) returning the file system from the
release state to the authentication-required state in response to an
occurrence of a predetermined event. As used herein, the term "data
communication apparatus" refers tbla contactless IC card including a
wireless communications unit and an IC chip having a data
reception/transmission function and a data processing unit, a contact IC

one Gard having:aiterminal ondhe susfacehereoh oran ermatiott ion  for &
communications apparatus (e.g., a cell phone, a personal handyphone

secugyslemqPHS), iota persohaldidital &ssistaRcet (PDR)) inclagingem ICrom  an

chip havin Ehagc%asm% Lungtioglras thg#‘of ?bﬁ:)ntact/contactlesg IC card. .

£ i . or ; 3 s h file
= e%al@ dgtgpc%f)mmunlcatlon appa?gtrus as a err%%?fgﬁe%%hclu&ﬁg%adpata *

systatfumiiating: memiosy (g an EEPRGM) and a gdataprocessingrithittat ion-
This data communication apparatus further has a data communications
redquigRéctions 1A the cale offfor exantdlé cABal phonefanCBRterfal stbfdge mutual

authdRgdium, such as an IG carglincorporating ane |G chip, may, QSE?%’V%@&@ is

mounted to the cell phone. Additionally, the IC chip may include a
reguessibsdriberzidentity modidé £5KH\4) functior foristoring thénsubseriberccess  is
information llb provided by a cell phone carrier. The data communication

Perm i A e cari Gut 8ata CSHimdRicaton vidanifformation o and  the
verig&@g@gg@aﬂggyehﬂﬁéaSggé&@ﬂh%ln%%@a,Ogganég%ﬁﬂgted; and {c)

returning the file system from the release state Lo the
authentication-required state in response to an occurrence of
a predetermined event.

As used herein, the term "data communication apparatus" refers
to a contactless IC card including a wireless communications
unit and an IC chip having a data reception/transmission
function and a data processing unit, a contact IC card having
a terminal on the surface theresof, or an information
communibatidﬁé apparatus (e.g., a cell phone, a personal
handyphone system (PH3), or a personal digital assistance
(PDA)) including an IC chip having the same function as that
of a contact/contactless IC card. This data communication
apparatus has a memory area including a data accumulating
memery {(e.g., an EEPROM) and a data processing unit. This data
communication apparatus further has a data communications
function. In the case of, for example, a cell phone, an
external storage medium, such as an IC card incorporating an
IC c¢hip, may be removably mcunted to the cell phone.
Additiconally, the IC chip may include a subscriber identity

module (SIM) function for storing the subscriber information



communicate data with an external apparatus either wired or wirelessly.

12 0024] Embodiments of the present invention provide a service that

ensures security of, for example, the exchange of value information using

the tamper resistant and authenticating function of an IC card. More

particularly, embodiments of the prelsent invention reduce the card

issuing load of service providers by allowing the plurality of services to

share a single memory space inside the IC card. Also, embodiments of
provibegreggnt iavention reducsrtbe nuumberof cards thatasuser apiesrandtion

manages. [0025] When a plurality of service providers share a single
aPPaFReMbryirea ahdBonfeiSerdieé Hrovrderis aflewed to décessa mfemmgiyation
comm SRRCE farcd diferant provider yalu information sef, by each senvige g yocry

provider may be accessed by other unauthorized service providers.
comm0026G]t i cantrastyacdording teembodimentisof thetpresent-inventionyred or

~ file systems for a plurality of service providers are allocated in a single

wirelRERon space, and one data communication apparatus can be shared by

the service providers so as to provide a plurality of services. By

separating the memory area into a plurality of file systems, the border



between the file systems functions as a firewall, thus appropriately

preventing one of the file systems (i.e., one of the service providers) from

being accessed (intruded) by the other file - 13 SO5P0027 systems.

[0027] Initially, the entire memory area in an IC card is managed by an

original card issuer of the IC card. WHen a service provider other than the

original IC card issuer separates the memory area to generate a new file

system, the service provider is required for the privilege of separating the
[0024memory area and the authentication by the original IC card issuer. [0028]

repeating such a separating operation, a plurality of file systems
c%%&%@wm%ﬁﬁen@éry 5?@% of B [ Eard L THE Sbparafigw bE fhe fife service
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the memory space is eparatedL in order to access t syst m, the
infoauthenticatias bydhe seevice provider otthedfilesystem:is r&qwtrﬁériliicating
place of the authentication tl)%?the original IC card issuer. That is, to

funciRBedthed dystémEmutd4 2GtheRRCaton Gsing thePmoodiments of the

present invention reduce the card issuing load of service
providers by allowing the plurality of services to share a
single memcry space inside the IC card. Alsoc, embodiments of
the present invention reduce the number of cards that a user
carries and manages.

[0025]

When a plurality of service providers share a single
memory area and some service provider is allowed to access a
memory space for a different provider, value information set
by each service provider may be accessed by other unauthorized
service providers.

[0026]

In contrast, according to embodiments of the present
invention, file systems for a plurality of service providers
are allocated 1in a single memory space, and one data
communication apparatus can be shared by the service providers
so as to provide a plurality of services. By separating the
memory area into a plurality of file systems, the border
between the file systems functions as a firewall, thus
appropriately preventing one of the file systems (i.e., one of
the service providers) from being accessed (intruded) by the

other file



issuer key of the file system is required. Furthermore, by assigning a
security code, namely, a PIN to each file system or a directory (or a file)
in the file system in accordance with the security level, the PIN may be
verified when starting a service. 14 0030] For a system in which a
memory area of an IC card is separated into a plurality of file systems for
the service providers and is shared by the service providers, when
access to a given file system is attempted and mutual authentication and
PIN verification are carried out and;when the system enters a release
state and the session is established, the security of the other filessystems
becomes a concern. This is because, if the state of the session is
sydBaifdained, the threat of the security of the other file systems being
cracked arises during the session. ;0031] Therefore, according to
[0%&mMbodiments of the present invention, by using the function of separating

the.memary-area, jnto éan@luralit% of file systems. to ether.with the security
coege ngg‘l%cat%n Unction of the direct ry and fi enir(lJa é}a&c file égstlesm, the
rmarthrgat tothaseculityiak:each fite systesy can heindependently analyzed,

managed, and dealt with. [0032] That is, when a plurality of logical file
segg%ﬁgng%ﬂgider other than the original IC card issuer
separates the memory area to generate a new file system, the
service provider is reguired for the privilege of separating
the memory area and ﬁhe authentication by the original IC
card issuer.
[0028]

By repeating such a separating operaticn, a plurality
of file systems coexist in the memory area of the IC card.
The separation of the file system is considered to be a
virtual card issuing operation.

[0029]

After the memory space is separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by the original IC card issuer. That is, to
access the file system, mutual authentication using the
issuer key of the file system is required. Furthermore, by
assigning a security code, namely, a PIN to each file system
or a directory {or a file) in the file system in accordance
with the security level, the PIN may be verified when

starting a service.



disposed in the memory area of the IC card and an external apparatus or
a program changes the file system to be accessed, the system
management information (including the mutual authentication information)
and PIN release information held in each memory area are reset.
Furthermore, 15 by resetting the péwer supply of the IC card after a
certain period of time has elapsed since the IC card was powered on
(e.g., a period of time in which the used session encryption scheme

100 3@annot be decrypted on the basis of present-day cracking technology and

the speed of present-day computers), similarly, system management '
infofmatio AREPIN téledse! fifformafilsarere$ete033] Thus, Iy card is

sepa2PPLOPriately switching between the authent iQE‘éﬁﬁS“irfi rstaé%@nd%emce

release state, the system can’eliminate the thréat of cracking caused by
provicoatinueusly hzaintaining theysession:statei Advantagesid@@34|when access
According to embodiments of the present invention, an excellent data

Lo a cmhthidation appardiis afid ATethBE femansyify: Ementdry offiet cation
and GatR communication appasatus can-be provided that gan stare electronic, .. .,

value information in the memory area and securely exchange the
entenqsformatien forsfor exarple asléctrdnic paygsentn is established, the

security of the other file systems becomes a concern. This is
because, 1f the state ¢f the session is maintained, the threat
of the security of the other file systems being cracked arises
during the session.
f00311

Therefore, according to embodiments of the present
invention, by using the function of separating the memory area
into a plurality of file systems together with the security
code verification function of the directory and file in each
file system, the threat to the security of each file systenm
can be independently analyzed, managed, and dealt with.
[0032]
| That is, when a plurality of logical file systems are
disposed in the memory area of the IC card and an external
apparatus or a program changes the file system to be accessed,
the system management information (including the mutual
authentication information) and PIN release information held

in each memory area are reset, Furthermors,



[0035] Additionally, according to embodiments of the present invention,
an excellent data communication apparatus and method for managing a
memory of the data communication apparatus can be provided that can
provide a user with the ease of use as if 16 an IC card were directly
issued by a service provider of the service that the user is currently using
and that has a mechanism to securely manage information about a
plurality of service providers in a memory area so that the plurality of

by ré&ented providess eanvshare onellC cafd. {0036} CAccording:torer a certain
embodiments of the present invention, an excellent data communication

periopparatds'diid & ffetfotfof SHarfaing a Figory ofthé datips  powered on
(e . g SOMMyIcAtion apparatys.are, furher provided in, zé@iclg(.-,@'&%yﬁte&ﬁc%ption

the service providers are allocated in the memory area and, when the
schenpuraliprofservice providergishares the data eominaunicationf apparatus;a-day

session between the file system and an external apparatus is managed

eraciofgachifie $ySe, TRUS, a threal 16" Secitity Bifdependently aralyzed =S
simi 1@%@;@9%, ﬁ‘gt@@” %H?li%reﬁ%@ftﬁ le system, {0037, Ageordingrte  rclease

embodiments of the present invention, by using the function of separating
infonhe memopraressiatota

[0033]

Thus, by appropriately switching between the
authentication-required state and release state, the system
can eliminate the threat of cracking caused by continucusly
maintaining the session state.

Advantages
[0034]

According to embodiments of the present invention, an
excellent data communication apparatus and method for managing
a memory cf the data communication apparatus can be provided
that can store electronic value information in the memory area
and securely exchange the information for, for example,
electronic payment.

[0035]

Additicnally, according to embodiments of the present
invention, an excellent data communication apparatus and
method for managing a memory of the data communication
apparatus can be provided that can provide a user with the

ease of use as 1T



plurality of file systems together with the security code verification
function of the directory and file in each file system, the threat to the
security of each file system can be independently analyzed, managed,
and dealt with. [0038] Further aspects and advantages of the present 17
S05P0027 invention will become apparent from the following detailed
description of exemplary embodiments with reference to the attached
drawings. Best Mode for Carrying Out the Invention [0039] Embodiments

an 10f thepresentdnventionare now hesein pdessribed-inidetaibwith referense the
to the accompanying drawings. [0040] The present invention provides a
serviggvicethat efdiires §6curity df, forexaiiple, theexeangddf vage has  a

me chdROLRaton ggiggxtg%garggﬁgggisg%rggyrga%ujgggntigggg% f”ancg%%"é&%y of
IC card. More particularly, the present invention reduces the card issuing

serviead gf:servide providers:byraliowing a rlurality of sarvices o gliateal ity of
single memory space inside the IC card. Also, the present invention

ServigquedSLieiiimber of Eafdsthat's uskr E4rfies and manages. [0041]
[0036]

According to embodiments o©f the present invention, an
excellent data communication apparatus and a method for
managing a memory of the data communication apparatus are
further provided in which File systems of the service
providers are allocated in the memory area and, when the
plurality of service providers shares the data communication
apparatus, a session between the file system and an external
apparatus 1s managed for each file system. Thus, a threat to
gsecurity is independently analyzed, managed, and dealt with
for each file systemn.

00371

Accoiding' to embodiments of the present invention, by
using the function of separating the memory area into a
plurality of file systems tcgether with the security code
verification function of the directory and file in each file
system, the threat to the security of each file system can be
independentliy analyzed, managed, and dealt with.

[0038]

Further aspects and advantages of the present



Here, when a plurality of service providers share a single memory area
and some service provider is allowed to access a memory space for a
different provider, value information set by each service provider may be
accessed by other unauthorized service providers. [0042] According to
the present invention, file systems for a - 18 S05P0027 plurality of
service providers are allocated in a single memory space, and one data
communication apparatus can be shared by the service providers so as
to provide a plurality of services- Byrseparating the memory area into a
plurality of file systems, the border between the file systems functicizag?’
a firewall, thus appropriately preventing one of the file systems (i.e., one
inwdrthe servite providers) fropa beirg decesseadk(intriadeshby; thie: othier dile
systems. [0043] Initially, the entire memory area in an IC card is

desanRGeq By dn BFGTHA Tard FERRATRERE fo Card WhERFE "S&vice the

at dyevider other;than the original IC card issuer separates the memory area

to generate a new file system, the service provider is required for the
Begirivilede ofseparating rthedmenidry afeaanditbe authentication by the
igg]inal IC card issuer. [0044]

[Oég

Embodiments of the present invention are now herein
described in detail with reference to the accompanying
drawings.

[0040]

The present invention provides a service that ensures
security of, for example, the exchange of value information
using the tamper resistant and authenticating functicn of an
IC card. More particulariy, the present invention reduces
the card issuing load of service providers by allowing a
plurality cf services to share a single memory space inside
the IC card. ‘Alsco, the present invention reduces fhe numper
of cards that a user carries and manages.

(00411

Here, when a plurality of service providers share a
single memory area and some service provider is allowed to
access a memnory space for a different provider, wvalue
information set by each service provider may be accessed by
other unauthorized service providers.

[0042]

According to the present invention, file systems for a



After the memory space is separated, in order to access the file system,
the authentication by the service provider of the file system is required in
place of the authentication by the original IC card issuer. Therefore,
when using each service, a user of the IC card can obtain ease of use as
if the IC card were directly issued by the service provider of the service
that the user is currently using. 19 S05P0027 (0045] Furthermore, by
using the function of separating the memory area into a plurality of file
systems together with the securitycode verification function of the
directory and file in each file system, the threat to the security of eashofile?
system can be independently analyzed, managed, and dealt with. (0046]
plulthe basicepnoepts ok npneentact datareomiilstieatian jhetweetnay ¢C
card and a card reader/writer are described next with reference to Figs. 1

MG 2 SRBAT] w%|é§§ed&1%téorﬁﬁﬁm€étmﬁeﬁv€a?arcaa?asréaﬁérn@riter
snANdsan ICqard is realized on the basis.of the panGiplRsial & piurality

electromagnetic induction. Fig. 1 schematically illustrates the basic
of concepts:of. wirklesseparating the memory area into a plurality
of file systems, the border between the file systems
functions as a firewall, thus appropriately preventing one
of the file systems {i.e., one of the service providers)
from being accessed {intruded) by the other file systems.
[0043]

Initially, the entire memory area in an IC card is
managed by an original card issuer of the IC card. When a
service provider other than the original IC card issuer
separates the memory area to generate a new file system, the
service provider is reqguired for the privilege of separating
the memory area and the authentication by the original IC
card issuer.

[6044]

After the memory space is separated, in order to access
the file system, the authentication by the service provider
of the file system is required in place of the
authentication by the original IC card issuer. Therefore,
when using each service, a user of the IC card can obtain
ease of use as if the IC card were directly issued by the
service provider of the service that the user is currently

using.



data communication between a card reader/writer and an IC card. A card
reader includes an antenna LRW composed of a loop coil. By applying an
electric current IRW to the antenna LRW, a magnetic field is generated
around the antenna LRW. On the other hand, a loop coil LO is electrically
formed around the IC card. At terminals of the loop coil L, of the IC card,
an induction voltage is caused by the magnetic field generated by the
loop antenna L, of the card reader/writer. The induction voltage is input to
the - 20 S05P0027 terminals of-thedC-card connected to the terminals of
the loop coil L,. [0048] The coupling ratio between the antenna LRW-0f 27
the card reader/writer and the loop coil LO of the IC card varies

{ 0depending on the positional relationship therebetween. However, from a
system perspective, the antenna LRW of the card reader/writer and the

loopedi e TS the 1C eardTonh bhe tarforher. Hectrdimbhy the the
nesfSROMGE-0Re10R G IhEIE cgrd,can bemedelaas shown g 8,

[0049] The card reader/writer modulates the €lectric current IRw applied
thdodheanenna W socthit eevoltaget Yoanduced in the ladp eoil LOvofthe

. IC chip is modulated. Using this. phenomenon, the card reader/writer can

fl%ﬁmﬁﬁnﬁ%ﬁﬁaﬁ}ﬁﬁaSyStem’ the threat to the security of each
file system can be independently analyzed, managed, and
dealt with.
[0046]

The basic concepts of neoncontact data communication
between an IC card and a card reader/writer are described
next with reference to Figs. 1 and 2.

[0047]

Wireless data communication between a card
reader/writer and an IC card is realized on the basis of the
‘principles of electromagnetic induction. Fig. 1
schematically illustrates the basic concepts of wireless
data communication between a card reader/writer and an IC
card. A card re@der includes an antenna ILgy composed of a
loop coil. By applying an electric current Izg to the
antenna Lay, a magnetic field is generated around the antenna
Lpg. On the other hand, a loop coil L. is electrically
formed around the IC card. At terminals of the loop coil L.
of the IC card, an induction voltage is caused by the

magnetic field generated by the loop antenna L. of the card

reader/writer. The induction voltage is input to the



IC card. [0050] Additionally, the IC card has a function to change the
load between the terminals of the loop coil Lc in accordance with data to
be returned to the card reader/writer (load switching). When the load
between the terminals of the loop coil Lc varies, the impedance between
the terminals of the antenna of the card reader/writer varies. Thus, the
variance in the electric current IRW passing through the antenna LRW or
a voltage VRW of the antenna LRW is produced. - 21 S05P0027 By
demodulating this variance, the carglgreader/writer can receive the data
returned from the IC card. [0051] That is, by varying the load of tls@5r0027
antenna in accordance with the response signal to the inquiry signal from
~ teiRg cald readeriwriter, therlC cardhean sdodulatehther amplitude of & sigeal
appearing in a reception circuit of the card reader/writer. Thus, the IC
LogRr#eah dommunicate with the card reader/writer. [0052] The IC card
be a card data communication apparatus or may be an information
communication apparatus (e.g., a cell phone) incorporating an integrated
_ circtiitechtpnavingy arekG cakd:funsctiont: Fer simplicity, Bg;usédtiereirnrd
either
reader/writer and the loop coil L. of the IC card varies
depending on the positional relationship therebetween.
However, from a system perspective, the antenna Lpy of the
card reader/writer and the loop coill L. of the IC card form
one transformer. Accordingly, the read/write operation of
the IC card can be modeled as shown in Fig. 2.
[0049]

The card reader/writer modulates the electric current
Trw applied to the antenna Lgy so that a voltage Vg induced in
the loop coil L. of the IC chip is modulated. Using this
phenomenon, the card reader/writer can transmit data to the
IC card.

[0050]

Additionally, the IC card has a function to change the
ioad between the terminals of the loop ceoil L. in accordance
with data to be returned to the card reader/writer (load
switching). When the load between the terminals of the iocop
coil L. varies, the impedance between the terminals of the
antenna of the card reader/writer wvaries. Thus, the

variance in the electric current Izy passing through the

antenna Ipy or a voltage Vey of the antenna Igy is produced.



- accordance

one of the apparatus incorporating an IC card and the apparatus in which
the IC card is removably mounted is also referred to as an "IC card". In
addition, the integrated circuit chip having an IC card function is mounted
in a mobile device (e.g., a cell phone or a PDA) and an information
processing apparatus (e.g., a personal computer (PC)) in order to
communicate data with an external apparatus. In such a case, the IC card
includes an external peripheral interface in addition to the interface for
communicating with the card readexiwriter wired or wirelessly. 22
S05P0027 [0053] Fig. 3 illustrates the hardware configuration of @0da&t@ao 27
communication apparatus according to the present invention. The data
By c&mmml@alﬁamappamtu@h'asmbc thed functione thist aflowstte internal
nonvola ile memory thereof to be accessed when a communication

T EEAn& S ;%acﬁe%em R aderfvritBF furictiohfat supplies an external

[ o@pparatus having an IC card function with electric power in order to
achieve data exchange. The data communication apparatus incorporates
an T&ahip sncladingza card fudetiohcardhlod ¢incuin80eaatd processing

unit .40, and aa%arghreadesrlwggseé functlo analo circuit 50. In an example
Shown In the drawing, card ﬁag%e cafd reSavtig Ly signal

from the card reader/writer, the IC card can modulate the
amplitude of a signal appearing in a reception circuit of
the card reader/writer. Thus, the IC card can communicate
with the card reader/writer.
[0052]

The IC card may be a card data communication apparatus
or may be an information_communication apparatus (e.g., a
cell phone) incorperating an integrated circuit chip having
an IC card function. For simplicity, as used herein, either
one of the apparatus incorporating an IC card and the
apparatus in which the IC card is removably mounted is also
referred tc as an "IC card™. 1In addition, the integrated
circuit chip having an IC card function is mounted in a
mobile device (e.g., a cell phone or a PDA) and an
information processing apparatus (e.g., a personal computer
(PC)) in order to communicate data with an external
apparatus. 1In such a case, the IC card includes an external
peripheral interface in addition to the interface for
communicating with the card reader/writer wired or

wirelessly.



function. However, this card read/write function is not an essential feature
of the present invention. [0054] In the card function analog circuit 30,
carrier waves received by an antenna 32 are rectified by a rectifier 31
and are delivered to a signal processing unit 44 of the data processing
unit 40 and a logic circuit 38 via a serial regulator 33. [0055] The logic
circuit 38 starts in response to a start signal input from a start-signal input
terminal Pon. The logic circuit 38 controls the voltage from the serial - 23
S05P0027 regulator 33 and the-valtage input from a power supply
terminal VOD so as to supply a power supply voltage appropriate §6rthe: 7
IC card. [0056] The serial regulator 33 remains the output voltage

[O&ohktant regardless of the level of the input voltage. That is, if the input

voltage is3hig¥lthe serial reg%‘ulator 33 increases the internal impedance

inta

A htaihThe> VS tade CoR8tERt A e SiPdst it Fhd hfutolRgRate

1q.
SO as% ma

con@Wn itBgSetial 1egulatond3 decrsasasthedniernaliraRedance,se as I, .
maintain the voltage constant. [0057]
The data communication apparatus has an IC card function

that allows the internal nonvolatile memory therecof to be
accessed when a communication antenna is attached and a
reader/writer function that supplies an external apparatus
having an IC card function with electric power in order to
achieve data exchange. The data communication apparatus
incorporates an IC chip including a card function analog
‘circuit 30, a data processing unit 40, and a card
reader/writer function analog circuit 50. In an example
shown in the drawing, the IC card has the card read/write
function. However, this card read/write function is nct an
essential feature of the present invention.

[0054]

In the card function analog circuit 38, carrier waves
received by an antenna 32 are rectified by a rectifier 31
and are delivered to a signal processing unit 44 of the data
processing unit 40 and a logic circuit 38 via a serial
regulator 33.
i0055]

The logic circult 38 starts in response to a start
signal input from a start-signal input terminal Pg,. The

logic circuit 38 controls the voltage from the serial



A voltage detector 39 monitors the input terminal voltage from a
power-supply monitoring circuit connection terminal VBT connected to the
logic circuit 38. If the voltage of an external power supply drops below a
predetermined voltage, the voltage detector 39 outputs a signal for
disabling the use of the external power supply to the logic circuit 38.
[0058] Additionally, in the card function analog circuit 30, a carrier-wave
detector 34 determines whether radio waves input from the antenna 32
include carrier waves. If the radio waves input from the antenna 32
include the carrier waves, a carrier wave detection signal VR is auipeitos 7
the - 24 S05P0027 logic circuit 38. The logic circuit 38 can further output

redqu bignat indicating that thelearger waves arecdeteciesiiorthengdata,
processing unit 40. (0059] A clock extractor 35 extracts a clock from the
te radi? lvalres FRpasird® thePiitdnAals2 and Henves fFd BRER to a clock

app??!ﬁ‘:ﬁ!? 38. A glogk oscillatar,37 is composed of, for example, a quartz

resonator disposed outside the IC card. The clock oscillator 37 generates
[0@5elpck of the driving frequency used for the IC card and delivers the
clock to the clock selector 36. The clock selector 36 selects one of the

The serial regulator 33 remains the output voltage
constant regardless of the ievel of the input voltage. That
is, if the input voltage is high, the serial regulator 33
increases the internal impedance so as to maintain the
voltage constant. In contrast, if the input voltage is low,
the serial regulator 33 decreases the internal impedance so
as to maintain the voltage constant.

[0057]

‘A voltage detector 39 monitors the input terminal
voltage from a power-supply monitoring circuit connection
terminal Vpp connected to the logic circuit 38. If the
voltage of an external power supply drops below a
predetermined voltage, the voltage detector 39 outputs a
signal for disabling the use of the external power supply to
the logic circuit 38.

[0058]

Additiconally, in the card function analog circuit 30, a
carrier-wave detector 34 determines whether radio waves:
input from the antenna 32 include carrier waves. If the

‘radio waves input from the antenna 32 include the carrier

waves, a carrier wave detection signal VR is output to the



clock delivered from the clock extractor 35 and the clock delivered from
the clock oscillator 37 and delivers the selected clock to each component
of the IC card. [0060] The card reader/writer function analog circuit 50
includes a transmission amplifier 51, a reception signal detector 53, a
reception amplifier filter 54, and transmission and reception antennas 52
and 55. [0061] When transmitting data, the signal processing unit 44 of
the data processing unit 40 modulates and D/A-converts the data to
generate a transmission signal thatzg up- converted to an analog
base-band. The transmission signal is output from the antenna 5% viepthe 7
transmission amplifier. - 25 S05P0027 A signal received by the antenna

log2dsdetected B the 1eoeptionisigrakdetectad3-and fa amplifiesilbythe a
reception amplifier 54. The signal is then delivered to the signal

5 19P3dedding ChitA® THE SighaF pFodestify AT dbwilebRGERE the the

da@@@&gé@g@g&l%p@sq@gnd signal. The signal processing unit 44 then
D/A-converts and demodulates the signal to reproduce the digital data.

{0(6042] The card read/write operation between the IC card and the card
reagegyggirEgggéggggQ§§hg;gggggge%i%lock from the radio
waves input from the antenna 32 and delivers this clock to a

clock selector 326. A clock oscillator 37 is composed of,

. for example, a quartz resonator disposed outside the IC card.
The clock cscillator 37 generates a clock of the driving
frequency used for the IC card and delivers the clock to the
clock selector 36. The clock selector 36 selects one of the
clock delivered from the clock extractor 35 and the clock
delivered from the clock oscillator 37 and delivers the
selected clock to each compeonent of the IC card.

[0060]

The card reader/writer function analog circuit 50
includes a transmission amplifier 51, a reception signal
detector 53, a reception amplifier filter 54, and
transmission and reception antennas 52 and 55.

(0061}

When transmitting data, the signal processing unit 44
of the data processing unit 40 modulates and D/A-converts
the data to generate a transmission signal that is up-
converted to an analog base-band. The transmission signal

is output from the antenna 51 via the transmission amplifier.



relation to Figs. 1 and 2. [0063] The data processing unit 40 includes, in
addition to the above-described signal processing unit 44, a central
processing unit (CPU) 45, a data encryption engine 46 using, for
example, the data encryption standard (DES), an error correction unit 47
using, for example, the cyclic redundancy check (CRC), a random access
memory (RAM) 41, a read only memory (ROM) 42, an electrically
erasable and programmable ROM (EEPROM) 43, a UART interface 48,
and an I12C interface 49. All the abpge-described components are
connected to each other via an internal bus. [0064] The CPU 45sserves27
as a main controller that performs overall control of the operation of the

A dCward. TheLSRYA Dy 26h 50GRP0OO2Ta eXeclitesdarograrscade stared in,
for example, the ROM 42 (or the EEPROM 43) in the execution

e HRrbRtheht faaciisdd Bdw) prévided by aR bherath§ gysten (0S) of

re%%%&&@rgm@f example, the,CPU 45 executes ap application abaus data

e transmitted and data received via the card function analog circuit 30
s i gmelithercard veadgr/umiter fuhctiontenadogneilcuirs5e[0965¢ Tine sightl
doégggﬁﬁﬂggggnéktnggéwgfsb?héggngﬁggzg base-band signal.

The signal processing unit 44 then D/A-converts and
demodulates the signal to reproduce the digital data.
(0062}

The card read/write cperation between the IC card and
the card reader/writer is the same as that described in
relation to Figs. 1 and 2.

[6063]

The data processing unit 40 includes, in addition to
the above-described signal processing unit 44, a central
processing unit (CPU) 45, a data encryption engine 46 using,
for example, the data encryption standard (DES), an error
correction unit 47 using, for example, the cyclic redundancy
check (CRC)},  a random access memory (RAM) 41, a read only
memcry (ROM) 42, an electrically erasable and programmable
ROM (EEPROM) 43, a UART interface 48, and an I°C interface
49. All the above—described components are connected to
each other wvia an internal bus.

[0064]
The CPU 45 serves as a main controller that performs

overall control of the operation of the IC card. The CPU 45



and up-converts data to be transmitted via the card function analog circuit
30 and the card reader/writer function analog circuit 50. The signal
processing unit 44 also down- converts, A/D-converts, and demodulates
the received data. [0066] The DES engine 46 encrypts and decrypts data
to be transmitted and data received via the card function analog circuit
30 and the card reader/writer function analog circuit 50 using a secret key
encryption scheme based on a publicly recognized algorithm. [0067] The
CRC 47 performs a cyclic redundahey-check on data received via the
card function analog circuit 30 and the card reader/writer functioBril6g 7

circuit 50. [0068] The UART 48 and the 1 2C interface serve as an
exegxteralr 2% 1SA5RO0RY swired dnterfacédor esangdting theslRedrdito anx
external aa%ara_tus, such as a cell phone, . a PDA, or a personal computer

the it SRoWn i Figh L1 orife UART (lnRRYS CREithrdHG a5 Féb&iTer
pe1baNSPitiar) 48.canyests Ryallst signals 1o aserisd sighal of convers,a .

serial signal to parallel signals in a computer. [0069] The RAM 41 is a
FoaNﬁgﬁw@iﬁean¢uﬁRUTHé(9pgquges an application about data

to be transmitted and data received via the card function
analog circuit 30 and the card reader/writer function analog
circuit 50.

[0065]

The - -signal processing unit 44 modulates, D/A-converts,
and up-converts data te be transmitted wvia the card function
analog circuit 30 and the card reader/writer function analog
circuit 50. The signal processing unit 44 also down-
converts, A/D-converts, and demodulates the received data.
[GO6e]

The DES engine 46 encrypts and decrypts data to be
transmitted and data received via the card function analog
circuit 30 and the card reader/writer function analog
circuit 50 using a secret key encryption scheme based on a
publicly recognized algorithm.

[G067]

The CRC 47 performs a cyclic redundancy check on data
received via the card function analog circuit 30 and the
- card reader/writer function analog circuit 50.

[0068]

The UART 48 and the I’C interface serve as an external



executes a program using the RAM 41 as a work area. A memory space
provided by the RAM 41 is addressable. The CPU 41 and each
component on the internal bus can access the memory space. [0070]

The EEPROM 43 is a nonvolatile memory unit for which an erase
operation can be performed and new data written. As used herein, the
memory area in the IC card is basically referred to as a writable area in
the EEPROM 43. [0071] The memory area includes at least one file
system. In an initial state, the memary.area is managed by a single file
system managed by the original IC card issuer. Subsequently, asgtvicg
provider other than the IC card issuer separates the memory area to

wigenerateanew file, systee Ehe file separationframithesnemary space in
the EEPROM 43 and an access operation after the file separation - 28
aPPSEBIPHe27 SirddéseribetPihidétan relow. 2] cRiga4ris Bsseiematic

COn%flscté%tiOPnSICthse.h%t&%Ct%e of a c%t)rc_)l S%%muﬂ%?ﬁ r{glgmor area in the

card according to the prege'nt invention. As s nJF\iréi. Z %his control

a s \SyShesrns hasicatlyiimpte mestechin: therformsoloa subsystepr :of the
operating system. The control system includes a

signals to a serial signal or converts a serial signal to

parallel signals in a computer.

(0069}

The RAM 41 is a writable memory unit. The CPU 41
executes a program using the RAM 41 as a work area. A
memory space provided by the RAM 41 is addressable. The CPU
41 and each component on the internal bus can access the
memory space.

[0070]

The EEPROM 43 is a nonvolatile memory unit for which an
erase operation can be performed and new data written. As
used herein, the memory area in the IC card is basically
referred to as a writable area in the EEPROM 43.

(G071}

The memory area includes at least one file system. In
an initial state, the memory area is managed by a single
file system managed by the original IC card issuer.
Subsequently, a service provider other than the IC card
issuer separates the memory area to generate a new file
system. The file separation from the memory space in the

EEPROM 43 and an access operation after the file separation



protocol interface module, and an OS core module, and a file system.
[0073] The protocol interface module handles an access request to the
file system from an external apparatus via the external peripheral
interface, such as the UART 48, and an access request to the file system
from the card reader/writer via the contactless IC card interface. [0074]
The OS core module encodes and decodes data exchanged with the file
system, corrects the error of the data using the CRC, manages the
number of data updates for each-bldgk-of the EEPROM 43, checks a PIN,
and performs mutual authentication. [0075] Furthermore, the OSSEor80427
module provides several application programming interfaces (APIs) for
argegessingthe file systeml (gL &Rls for PIN checking and mutual - 29
P0027 authentication during file access and APIs for file
reading/writing). [0076] A physical access is performed to the EEPROM

43 sepiing as adilg system entity. ikha-physieal memaery access: gperation
to a memory device including an EEPROM is well
a ‘control system of the memory area in the IC card accerding
- Lo the present invention. As shown in Fig. 4, this control
system is basically implemented in the form of a subsystem
of the operating system. The control system includes a
protocol interface module, and an 0S5 core module, and a file
system.
[0073]

The protocel interface module handles an access reguest
to the file system from an external apparatus via the
external peripheral interface, such as the UART 48, and an
-access request tc the file system from the card
reader/writér via the contactless IC card iaterface.

[0074]

The 0S8 core module encodes and decodes data exchanged
with the file system, corrects the error of the data using
the CRC, manages the number of data updates for each block
of the EEPROM 43, checks a PIN, and performs mutual
authentication.

{00751

Furthermore, the 0SS core module provides several

application programming interfaces (APIs) for accessing the

file system (e.g., APIs for PIN checking and mutual



known to those skilled in the art. Therefore, a description thereof is not
provided here. [0077] A memory area expanded on the EEPROM 43
includes at least one file system. In an initial state, the memory area is
managed by a single file system managed by the original IC card issuer.
When a service provider other than the original IC card issuer separates
the memory area to create a new file system, the service provider is
required for the privilege of separating the memory area and
authentication by the original IC-card issuer. After the memory space is
separated, in order to access the file system, authentication of thefileoc27
system by the service provider is required in place of authentication by

auttherorigiaaliléncardr issyef i The sepasatiomof Hwrkleysteniis considered
to be a virtual card issuing operation. [0078] The OS manages a

ve At HiM50rity key Kd for permitting the separation. Additionally, the

y Key pe g p . 1y,

[oddgmanages an - 30 S05P0027 issuer key K= of the issuer (the original
IC card issuer or the service provider which has separated the file), a
systeph voilea Andareared D feriflentifing a fle aréd fooeadt: flerving
sglste,m. [0079] . )

as file system entity. The physical memory access

cperation to a memory device including an EEPROM is well

known to those skilled in the art. Therefore, a description

thereof is not provided here.

[0077]

A memory area expanded on the EEPROM 43 includes at
least one file system. In an initial state, the memory area
is managed by a single file system managed by the original
IC card issuer. When a service provider other than the
originai IC card issuer separates the memory area to create
a new file system, the service provider is required for the
privilege of separating the memory area and authentication
by the original IC card issuer. After the memory space is
separated, in order to access the file system,
.authentication of the file system by the service provider is
required in place of authentication by the original IC card
issuer. The separation of the file system is considered to
be a virtual card issuing operation.

[6078]

The 0S5 manages a separating authority key Ky for

permitting the separation. Additionally, the 0S manages an



To access the file system, a procedure including a request for an area ID
by polling and mutual authentication is required. The issuer of the file
system (the card issuer for the original file or the service provider which
uses the file system after being separated) poles the file systems using a
system code that the issuer of the file system has in the form of an
argument so as to acquire the area ID of a memory area corresponding to
the file system. Subsequently, mutual authentication is performed using
this area ID and an issuer key K4. ¥ithe mutual authentication is
successfully performed, the access to the file system is permittecs CHB 027
access to the file system is performed through encrypted communication
1sgsing teyissuerkeyhik= ikatisunigbe to the ifile By$tene fardthesisseer. ox
Accordingly, a different file . system cannot read data from the file system
D UL S RSSO TA A3, KHisSa8R GHer i et Iokter of (R
codYsterneannol read dataffom and writeidatado the il system without
permission. [0080] Fig. 5 is a schematic illustration of the structure of - 31
£1 305RG0ZF -a service providing system for managing electronic money, an
IO(ﬁ%ﬁtronic ticket, and other value information using a relatively
Igh-capacity IC card. [0081]

To access the file system, a procedure including a

request for an area ID by polling and mutual authentication
is required. The issuer of the file system (the card issuer
for the original file or the service provider which uses the
file system after being separated) poles the file systems
using a system code that the issuer of the file system has
in the form of an argument so as to acguire the area ID of a
memory area corresponding to the file system. Subseguently,
mutual authentication is performed using this area ID and an
issuer key K;. If the mutual authentication is successfully
- performed, the access to the file system is permitted. The
access to the file system is performed through encrypted
communication using the issuer key Ky that is unigque to the
file system for the issuer. Accordingly, a different file
system cannot read data from the file system without
permission. ' In addition, an issuer other than the issuer of
the file system cannot read data from and write data to the
file system without permission.

[0080]

Fig. 5 is a schematic illustration of the structure of



As shown in Fig. 5, for example, a system 1 includes an issuer
communications apparatus 11 used by an IC card issuer 21, a manager
communications apparatus 12 used by a card storage area manager 22,
a manufacturer communications apparatus 13 used by a manufacturer 23
of the apparatus, and a storage area separating apparatus 14 and a
management file registration apparatus 15 used by a card storage area
user 24.[0082] Inthe system 1, when the IC card issuer 21 issues an IC
card 16 to a card holder 26, file datairetated to a service provided by the
card storage area user 24 is stored in the IC card 16 on the basis@frc027
predetermined condition. Thus, the card holder 26 can receive the

a sservices fromdheéilg capdissuef 21 andhthel eard-stocage aiea useez24 an
using the one IC card 16. [0083] As shown in Fig. 1, in the system 1, the

¢ 1 GebaEP tontmbhftatioRB Appatatus FL the HaRigetdommiitaticns

re13RPFAIUS 12 4the-manufaciurer communications apparatus 13, the
storage area Separating apparatus 14, and the management - 32

[C08@5P0027 file registration apparatus 15 are connected to each other via

arggwgﬂé%z'ggx%gg. S5, for example, a system 1 includes an
issuer communications apparatus 11 used by an IC card issue£
21, & manager communications apparatus 12 used by a card
storage area manager 22, a manufacturer communications
apparatus 13 used by a manufacturer 23 of the apparatus, and
a storage area separating apparatus 14 and a management file
registration apparatus 15 used by a card storage area user
24.
[0082]

In the system 1, when the IC card issuer 21 issues an
IC card 16 to a card holder 26, file data related to a
service provided by the card storage area user 24 is stored
in the IC card 16 on the basis of a predetermined condition.
Thus, the card holder 26 can receive the services from the
IC card issuer 21 and the card storage area user 24 using
the one IC card 16.
[0083]
As shown in Fig. 1, in the system 1, the issuer

communications apparatus 11, the manager communications
apparatus 12, the manufacturer communicaticns apparatus 13,

the storage area separating apparatus 14, and the management



The IC card issuer 21 issues the IC card 16 to provide its own service
using the IC card 16. [0085] Upon receiving a request from the IC card
issuer 21, the card storage area manager 22 performs a service to lend a
storage area that is not used by the IC card issuer 21 in a storage unit
(semiconductor memory) of the IC card 16 issued by the IC card issuer
21 to the card storage area user 24. [0086] The manufacturer 23
manufactures the storage area separating apparatus 14 in response to a
request from the card storage areazmanager 22 and delivers the storage
area separating apparatus 14 to the card storage area user 24. [008Fbo2 7
The card storage area user 24 requests the card storage area manager
£i P2 toaltovt the: card storage anea USek 24 tooUse ajunemoryarea afthe 4C
_card 16 and provides the service of the card storage area user 24. The
Vigafd gﬁfr‘é{@é%réa' user 24 corresponds to the above-described service
[ofgQyider which separates the memory area and creates a new file
system. The card storage area user 24 provides its own - 33 S05P0027
service bByCusiagdtsiewndite 3ystesns {0088he IC card 16 to provide

its own service using the IC card 16.
[0085]

Upon receiving a request from the IC card issuer 21,
the card storage area manager 22 performs a service to lend
a steorage area that is not used by the IC card issuer 21 in
a storage unit (semiconductor memory) of the IC card 16
issued by the IC card issuer 21 to the card storage area
user 24.

(00861

The manufacturer 23 manufactures the storaée area
separating apparatus 14 in response to a request from the
card storage area manager 22 and delivers the storage area
separating apparatus 14 to the card storage area user 24.
[0087]

- The card storage area user 24 requests the card storage
area manager 22 to allow the card storage area user 24 to
use a memory area of the IC card 16 and provides the service
of the card storage area user 24. The card storage area
- user 24 corresponds to the above-described service provider
which separates the memory area and creates a new file

system. The card storage area user 24 provides its own



The card holder 26 receives the IC card 16 from the IC card issuer 21 so
as to use a service provided by the IC card issuer 21. When the card
holder 26 desires to receive the service provided by the card storage area
user 24 after the IC card 16 is issued, the card holder 26 stores file data
related to the service provided by the card storage area user 24 in the IC
card 16 using the storage area separating apparatus 14 and the
management file registration apparatus 15. Thereafter, the card holder 26
can begin using the service providéd by the card storage area user 24.
[0089] To provide a service from the IC card issuer 21 and a seni€é Fitie 7
the card storage area user 24 using one IC card 16, the system 1 has a
seohfigubatiott 38 thatin&thofized FersbAannot read data from and
oG8R ot write data to the storage area storing file data related to the
service provided by the IC card issuer 21 and the card storage area user
24110090} s its nawre imples;dhed€ aard 16G-mayroe acardtypendatec
communication apparatus. Alternatively, the IC card 16 may be realized

caxgd g8l phone (OF fdiffePertifiobilé ‘d&Ats) MEBTPtang4a the IC
icaf@nyggﬁggcgﬁfj“%H@Wh@ﬂ@edg&63ﬂ0§g§809%7&5gggygcggnreceive
the service provided by the card storagé area user 24 after
the IC card 16 1s issued, the card holder 26 stores file
data related to the service provided by the card storage
area user 24 in the 'IC card 16 using the storage area
separating apparatus 14 and the management file registration
apparatus 15. Thereafter, the card holder 26 can begin
using the service provided by the card storage area user 24.
[0089]

To provide a service from the IC card issuer 21 and a
service from the card storage area user 24 using one IC card
16, the system 1 has a configuration so that unauthorized
person cannot read data from and cannot write data to the
storage area storing file data related to the service
provided by the IC card issuer 21 and the card storage area
user 24.

[G090]

" As its name implies, the IC card 16 may be a card-type
data communication apparatus. Alternatively, the IC card 16
- may be realized as a cell phone {(or a different mobile

device) incorperating a semiconductor chip having the IC



[0091] Although, the foregoing description is made with reference to one
IC card issuer 21, one card storage area user 24, and one card holder 26
in Fig. 5, each one may be plural. [0092] In this embodiment, file systems
for a plurality of service providers are allocated in a single memory area
of the IC card. Also, a single data communication apparatus is shared by
the service providers so as to provide a plurality of services. This
separate file system configuration can provide the management of a
memory area available to a specifigsservice provider that has a
permission of an original card issuer and memory areas for a plusality of > 7
the service providers that have permission from the original card issuer
ca@s welhasiamemory area available to the original card issuer. [0093] In
articular, when a plurality of file systems each being available to a
[0&Ehice provider are managed in addition to the file system available to

the.arainalsard jeoups, g rges beluesn fig fle. systems, bigtions as
a firewall, thus appropriatély préventing one of the Tile systems (i.e., one
re ff the service prieviters)dframibeing = 361 SGEROQ2Ad storage area
user 24, and one card holder 26 in Fig. 5, each one may be
plural.
[0092]

In this embodiment, file systems for a plurality of
service providers are allocated in a single memory asrea of
the IC card. Alsc, a single data communication apparatus is
shared by the service providers so as to provide a plurality
of services. This separate file system configuration can
provide the“ﬁanagement of a memory area available to a
specific service provider that has a permission of an
original card issuer and memory areas for a plurality of the
service providers that have permission from the original
card issuer as well as a memory area available to the
original card issuer.

[0093]

In particular, when a plurality of file systems each
being available to a service provider are managed in
addition to the file system available to the original card
issuer, the border between the file systems functions as a
firewall, thus appropriately preventing one of the file

systems (i.e., one of the service providers) from being



accessed (intruded) by the other file systems. [0094] A method for
managing the memory area of the IC card is now herein described with
reference to Figs. 6 to 9. [0095] Fig. 6 illustrates the memory area in
which an original card issuer manages only the original card issuer's file
system. A system code SCl is assigned to the original card issuer by a
management mechanism of a system code. When an external apparatus
or a program accesses the file system of the card issuer, the external
apparatus or the program uses “S&%" as an identification code (i.e., an
argument of a request command). [0096] Fig. 7 is a diagram illustrating 2 7
that the card issuer can permit another memory area manager to rent or
acdurpsadeetainramednt offrebspacesdn the fide systeameof the card issuer.
[Oégz}his stage, the file system in the memory space has not been
sep]arated yet. As long as the card issuer has free space in the card

issHers fileaystem. dhe £ A dSSURr rRRPEIMILR RIWRlIYYQf afeaca g is
managers to rent or buy a certain amount of free space. For example, in
novamdmplementtiontindviichha fite systeneistidefitified by a-4- Bit system

(o 00599 , the file system can be separated into a maximum of sixteen

separate areas (the file system can be - 36

Fig. & illustrates the memory area in which an original
card issuer manages only the original card issuer's file
system. A system code SCI is assigned to the original card
issuer by a management mechanism of a system code. When an
external apparatus or a program accesses the file system of
the card issuer, the external apparatus or the program uses
"SCl" as an identification code (i.e., an argument of a
request command).
[0096]

Fig. 7 is a diagram illustrating that the card issuer
can permit another memory area manager to rent or buy a
certain amount of free space in the file system of the card
- issuer. In this stage, the file system in the memory space
has not been separated yet. As long as the card issuer has
free space in the card issuer's file system, the card issuer
can permit a plurality of area managers to rent or buy a
certain amount of free space. For example, in an
implementation in which a file system is identified by a 4-
bit system code, the file system can be separated intoc a

maximum of sixteen separate areas (the file system can be



S05P0027 separated up to fifteen times). [0097] Fig. 8 is a diagram in
which another service provider separates a memory area permitted by
the card issuer to generate a new file system. A system code SC2 is
assigned to the new file system by the management mechanism of a
system code. When an external apparatus or a program accesses the file
system managed by the memory area manager (service provider), the
external apparatus or the program uses "SC2" as an identification code
(i.e., an argument of a request command). [0098] Fig. 9 is a diagram in
which a common area manager separates a memory area permittedrno 27
the card issuer using a system code SCO of the common area. When an
seexternall agparatusiaradgtogtam:=gccesses the file system, which is a
memory area managed by the common area manager, the external
m%\%bhratus or the program uses the system code SCO as an identification

codg, (J-€.gan argument pf 4 reguest camimang). [0099] Tasepargte;ihe

initial memory area shown in Fig. 6 and generate a file system for another
seservteprevidencthe serdceprovitesdeguestapermissian frem the card
issuer to use a memory area. Subsequently, in order to give the

IR AiSsiBn 16 UsEthe MERTSH) ared (F&3 Tdtnfisslsn $62 is assigned

to the new file system by the management mechanism of a
system code. When an external apparatus or a program
accesses the file system managed by the memory area manager
{service provider), the external apparatus or the program
uses "SC2" as an identification code (i.e., an argument of a
request command) .

(0098]

Fig. 9 is a diagram in which a common area manager
separates a memory area permltted by the card issuer using a
system code 3C8 of the common area. When an external
apparatus or a prodram accesses the file system, which is a
memory area managed by the cormon area manager, the extsrnal
apparatus or the program uses the system code SC0 as an
identification code (i.e., an argument of a reqaést command) .
{0099]

To separate the initial memory area shown in Fig. 6 and
generate a file system for another service provider, the
service provider requests permission from the card issuer to
use a memory area. Subsequently, in order to give the

permission to use the memory area {i.e., permission to



- 37 SO05P0027 separate the file system), the card issuer acquires a
"separate element package" that is required for separating the file system
from a separating engineering manager. The card issuer further encrypts
the data block including the received separate element package and the
size (the number of blocks) of the separated area that the new service
provider is permitted to use using an issuer key K= that exclusively
belongs to the card issuer so as to generate a separate package. The
card issuer then issues a separating; request of the file system using the
separate package. [0100] The procedure of separating a memory@seans 7
and generating a new file system is not a key feature of the present
sepAventiontAs stick, a detaited, deseriptionitheseek is netprovded. [0101]
Fig. 10 is a schematic illustration of the structure of a memory area of the
S4B SHRRA pRASIY HF Tild hS stémsirEkisiasy depeatitgra ating

enSCPRIANING oPeratian., [0102L A5 shawp g drawing, the pysiem cogg,
SC and the area ID are set for each fife system. In addition, mutual
camiithenticatideanh e cartdedmis usirg the issues iey Kre Dhd sgryiee
rec?égyflgc?rs(glgéuxd;g% ttﬁgrgggntalgaaé?(ésgseueagutiha‘ghe size (the number
of blocks) of the separated area that the new service
provider is permitted to use using an issuer key K; that
exclusively belongs to the card issuer so as to genherate a
separate package. The card issuer then issues a separating
request of the file system using the separate package.
{0100]

The procedure of separating a memory area and
generating a new file system is not a key feature of the
present invention. As such, a detailed description thereof
is not provided.

10101]

Fig. 10 is a schematic illustration of the structure of
a memory area of the IC card in which a plurality of file
systems coexist by repeating a separating operation.

{0102]

As shown in the drawing, the system code SC and the
area ID are set for each file system. In addition, mutual
authentication can be carried out using the issuer key K; of

a service provider (including the original card issuer) that

uses the memory area. Thus, the service provider to which



uses the memory area. Thus, the service provider to which - 38

S05P0027 the file system is allocated can analyze, manage, and deal
with the threat to security of the file system of the service provider
independently from the original card issuer and the separating engineer.
[0103] Additionally, when the service provider accesses the file system of
the service provider, the procedure including the request for the area ID
and the mutual authentication is basically required. The service provider
performs polling on file systems"us?iﬁg'the system code that the service
provider has in the form of an argument so as to obtain an area iy oF B9 7
memory area for the corresponding file system. Subsequently, mutual

they dtheRtiCATGTTS parfrmed SRt tHiS AR and TRE F&trer ey KEdthe
witRuiyal a&%ﬁ*ﬂ%’&t{ca&@r‘sé%ﬁ'%@.“t%s%‘f”%i%%mﬂqt@dsﬁecéﬁ{%@ E%Y'der IS
allowed to access the file system. [0104] Fig. 11 is a schematic illustration
senfihe sruchirdesf arréegpesticotmiyarid @xchhrged betweén @arextessale r
pparatus andtthe IC card. As shown in Fig. 11, each service provider
al“c?in (dihgithée origifaléard'1§Sder) packages a request command (e.g., a
[oread request, a write request, a data- delete request, or a area/service

registration request,
Additionally, when the service provider accesses the

file system of the service provider, the procedure including
the reqguest for the area ID and the mutual authentication is
basically required. The service provider performs pelling
on file systems using the system code that the service
provider has in the form of an argument so as to obtain an
area ID of the memory area for the corresponding file system.
Subsequently, mutual authentication is performed using this
area ID and the-issuer key KI. If the mutual authentication
is successfully completed, the service provider is allowed
to access the file system.
[0104}

Fig. 11 is a schematic illustration of the structure of
a reguest command exchanged between an external apparatus
and the IC card. As shown in Fig. 11, each sexvice provider
(including the original card issuer) packages a request
command (e.g., a read request, a write request, a data-
.delete request, or a area/service registration reguest,
which is described below) using the issuer key Ky that

exclusively belongs to the file system of the service



which is described below) using the issuer key K, that exclusively belongs
to the file system of the service - 39 S05P0027 provider and carries out
an encryption communication using this package. Accordingly, a different
file system cannot retrieve unrelated data from the request command and
a third party cannot read data from and write data to the file system
without permission. [0105] By repeating the separating operation of the
memory area of the IC card, a plurality of file systems coexist, as shown
in Fig. 10. A service provider that asquired the service provider's file
system on the IC card under the permission of the original card iSSUet0027
can arrange areas and services using the file system, as described

prijelowrThus, the séndceprovideroan devitop therusiness plan usingy
the IC card as if the service provider was the card issuer. [0106] The

- Eh ok in GRS USRS S R Bob | BaSiahe kiR

re OPEERUON S-applicditaigach file.system. rHds assumarihal, to-operate, they
file system, the above- described area-ID request by polling and mutual

Papithenticationtisave Beén performediinvadvancez {8107 tha fiflé bystem,

one or more aE)pIicatiQns, such as an
system without permission.

[0105]

By repeating the separating operation of the memory
area of the IC card, a plurality of £file systems coexist, as
shown in ‘Fig. 10. A service provider that acguired the
service provider's file system on the IC card under the
permission of the original card issuer can arrange areas and
services using the file system, as described below. Thus,
the. service provider can develop the business plan using the
IC cazrd as if the service provider was the card issuer.
[0106]

The management in one file system is described below.
Basically, the same operation is applied to each file system.
It is assumed that, to .operate the file system, the above-
described area-ID request by polling and mutual
authentication have been performed in advance.

[0107]

In a file system, one or moré applications, such as an
external electronic value exchange including electronic
payment, are allocated. A memory area allocated to an

application is referred to as a "service memory area". Also,



external electronic value exchange including electronic payment, are
allocated. A memory area allocated to an application is referred to as a
"service memory area". Also, - 40 S05P0027 the use of the application,
namely, the operation to access the service memory area corresponding
to the application is referred tows a "service". Examples of the service
include access for reading the memory, access for writing the memory,
and the addition and subtraction of value information (e.g., electronic
money). [0108] In order to restriet the wser of an application, namely, the
activation of the service depending on whether the user has the agées27
privilege, a security code is assigned to the application. The security code

thaswesified atlaesenvice: start-anp, timerAdgitionally otheracdess tostheccess
service memory area is secured with appropriate encrypted

B MUt R e HraanE8 With e St ity fevidl of the dgidicktdnt s

re 49108k IR Order 1o restrcktbe-userof anapplicatiop, pamely.; tae inciude
activation of the service depending on whether the user has the access

acqsrpdle§eraseediingcdde (repaPiN) isessignatothetapglicationndhery,

and ThE Vffiedata _sevicg stariin dme; Addijonally, fhe aceess 19dns.,

electronic money).

[0108]}

In order to restrict the user of an application, namely,
the activation of the service depending on whether the user
has the access privilege, a security code is assigned to the
application. The security code is verified at a service
start-up time.  Additionally, the access to the service
memory area is secured with appropriate encrypted
communication in accordance with the security level of the
application.

f{0109]

In order to restrict the user of an application, namely,
- the activation of the service depending on whether the user
has the access privilege, a security code {(i.e., a PIN) is
assigned to the application. The PIN is verified at a
service start-up time. Additionally, the access to the
service memory area is secured with appropriate encrypted
communication in accordance with the security level of the

application.

[0L10]



service memory area is secured with appropriate encrypted
communication in accordance with the security level of the application.
[0110] - 41 S05P0027 In this embodiment, a hierarchy structure that is
similar to a "directory” is introduced to each file system set in a memory
area of the IC card. Each application allocated in the memory area can be
registered town "area" in the desired layer. For example, a plurality of
applications involved in a series of transactions or deeply related
applications are registered to a service.memory area in the same area
(and the deeply related applications are further registered to the samweoo27
parent area). Thus, the applications in the memory area and the area are
organizeith sFendheusemn the applieationsharesefficiently.classified sand
_organized. [0111] Additionally, a PIN can be set for each application in
S1tdartd-ComtrolthBedcRsE priviiey B F6PTHERIR SRt&RTR Ahierateriean

se{ashion. Fugheymote. 2 PIN gan he.set(or. eagh afea, ot example. by

inputting a PIN Tor some area, a user may obtain cess privilege for
alalldhesdpplicationsianbeareasadterdheverifieaticn precess-and a"mbésa
authentication process are successfully carried out.
in the desired layer. For example, a plurality of
applications inveolved in a series of transactions or deeply
related applications are registered to a service memory area
in the same area (and the deeply related applications are
further registered to the same parent area). Thus, the
applications in the memory area and the area are organized.
For the user, the applications are efficiently classified
and organized.
[0111]

Additionally, a PIN can be set for each application in
order to control the access privilege for the file system in
a hierarchical fashion. Furthermore, a PIN can ke set for
each area. - For example, by inputting a PIN for some area, a
user may obtain the access privilege for all the
applications in the area after the verification process and
a mutual authentication process are successfully carried out.
Accordingly, for example, since, by inputting a PIN for some
area only.once, the user can obtain the access privilege for
all the applications iﬁvolved in a series of transactions,
an efficient access control can be provided. 1In addition,

the ease of operation of the apparatus can be improved.



Accordingly, for example, since, by inputting a PIN for some area only
once, the user can obtain the access privilege for all the applications
involved in a series of transactions, an efficient access control can be
provided. In addition, the ease of operation of the apparatus can be
improved. - 42 S05P0027 [ 01.12 ] Furthermore, a plurality of access
privileges can be set for a service memory area, and a security code can
be set for each privilege, namely, for each service executed in the
service memory area. For exampleg4different PINs are set for services
activated in the same service memory area (e.g., "read" service ac Pzl
and write" service). In another example, different PINs are set for
[Glinttease" service and "decrease" service of electronic money or other
value information. Furthermore, for some memory area, the following

setfiig i pORSIbRy: the ipTEdrd PIN s Aot Sequitsd Yo 898ad Gierafion:
sefiosver, thednput of aRIN, is required, for.a write, pperation; JOL13] 1Fig.

12 is a schematic illustration of the data structure of the file system. In an
seexample stiowrr tvEibe g2, almerachyfstructamhthatis sSimilaxiocated in
"directory" is introduced to a memory space of the file system. That is,

Fheathtappit o Hibcated to tHe merieRFdRa S hgTent FINs are

set for services activated in the same service memory area
(e.g., "read" service and "read and write" service}. In
another example, different PINs are set for "increase"
service and "decrease" service of electronic money or other
value information. Furthermore, for some memory area, the
fellowing setting is possible: the input of a PIN is not
required for a read operation; however, the input of a PIN
is required for a write operation.

[0113]

- Fig. 12 is a schematic illustration of the data
structure of the file system. In an example shown in Fig.
12, a hierarchy structure that is similar to a "directory"”
is introduced to a memory space of the file system. That is,
each application allccated to the memory area can be
registered to a desired hierarchy area as a service memory
area. For example, deeply related applications {e.g.,
applications used for a series of transactions) can be
registered to the same area (and the deeply related areas
can be further registered to the same parent area).

[0114]



registered to a desired hierarchy area as a service memory area. For
example, deeply related applications (e.g., applications used for a series
of transactions) can be registered to the same area (and the deeply
related areas can be further registered to the same parent area). [0114] -
43 S05P0027 In addition, each of the application (i.e., the service
memory area) and the area allocated to the file system has a security
code definition block. Therefore, a PIN can be set for each application or
each area. Furthermore, the accesgzprivilege for the file system can be
set on an application basis and on an area basis. [0115] Still furthespore;
instead of setting one privilege for a service memory area, a PIN can be

setfar eaah exeytesh serdeerhor example diffarent RINs angsseldot i ce
services "read" and "read and write" that are activateo] for the same
: me%‘é?\‘ﬁcél?ﬁého??%ré&.eA%é?ﬂiffé\féﬁFP‘Fﬁé" ake skhforf $eR/ices it dase a

se@ﬂﬂjffi; cease Qi8lgeirenic money or aihervalye informagion. [0116] A,

verification unit compares a PIN sent via the protocol interface (such as

fothe gontagilesscshoibrange communicationrhasec enelegtremagnetess
induction or the UART

privilege for the file system can be set on an application

basis and on an area basis.

[0115]

$till furthermore,; instead of setting one privilege for
a service memory area, a PIN can be set for each executed
service. For example, different PINs are set for services
"read" and "read and write" that are activated for the same
service memory avrea. Also, different PINs are set for
services "increase" and "decrease" of electronic money or
other value information.

[0116]

A verification unit compares a PIN sent via the
protocol interface {such as the contactless short-range
communication based on -electromagnetic induction or the UART
48, or I*C 49) with a security code set for an area
allocated to each :application or a directory or with a
security code set for a service memory area, so that the
access to the memory area having the equal security code is
allowed. The memory area to which access is allowed is

accessible via the protocol interface.

[0117]



48, or 12C 49) with a security code set for an area allocated to each
application or a directory or with a security code set for a service memory
area, so that the access to the memory area having the equal security
code is allowed. The memory area to which access is allowed is
accessible via the protocol interface. [0117] - 44 S05P0027 As described
above, in a file system, a variety of service memory areas that are
allocated to applications are allocated, and one or more services that are
applicable to each service memory area are set. In this embodiment,
access restriction is set on an area basis and on an application basi®dn2 7
addition, a PIN is set for the type of services applied to an application so
that aiccess xrastrictignocan bersei ohia sesviee dasisa [@hk8le Fig.d3
illustrates the basic structure of the file system. As described in relation to

SeNFACEOMEROKBr AR strlifuré Ihafis ' Siarth SodrBebhPasiRk8daEEd
a119:88¢h file system. A sepvice memory.atea allocated to an applicatian,

can be registered to an area in the desired layer. In the example shown in
eadhigs&3ydne seevioe ynemesy sareasisregisteredninareateai000o defined
by an area definition block 0000. ,
accéss restriction is set on an area basis and on an
-application basis. In addition, a PIN is set. for the type
of services applied to an application so that access
restriction can be set on a service basis.
[0118]

Fig. 13 illustrates the basic structure of the file
system. As described in relation to Fig. 12, the hierarchy
structure that is similar to a "directory" is introduced to
each file system. A service memory area allocated to an
application can be registered to an area in the desired
layer. 1In the example shown in Fig. 13, one service memory
area is registered in an area 0000 defined by an area
definition block 00GCO.

[0i19]

The service memory area in Fig. 13 is composed of at
least one user block. The texm "user block" refers to a
minimum unit of data to which an access operation is ensured.
A service defined by a service 0100 definition block, namely,
a service 0108 can be applied to the service memory area.

[0120]

In addition to access restriction on an area basis and



[0119] The service memory area in Fig. 13 is composed of at least one
user block. The term "user block" refers to a minimum unit of data to
which an access operation is ensured. A service defined by a service
0100 definition block, namely, a service 0108 can be applied to the
service memory area. [0120] In addition to access restriction on an area
basis and - 45 S05P0027 on an application basis, an access restriction
can be set on a service basis by setting a security code for each type of
service. Security code setting inforgwtion for the service to which the
access restriction is applied is defined as a service dedicated to Hwespo027
security code (i.e., a security code service). In the example shown in Fig.
on 13 aapedlrityt code farsthe, serviceddEdS isrdefinad-as @asegiititpeodetr on
service 0128 definition block. The details of the security code service are

2 /oM & 3BENRYCSEE EERACS dSEC ISR, (6298 Whefird sbrfity T
seLPde service for the S@&égeQ&@@ﬂﬁdge@ﬁ'@@ﬂn%éﬁ%w qqgle issequired

to be verified using the security code service 0128 before the service
to 08 is Bletivateckarsd thes tead-or writé pperatiorets perforetachen the a
user block of the service 8108. More specifically, when

service dedicated to the security code {i.e., a security
code service}.  In the example shown in Fig. 13, a security
code for the service 0108 is defined .as a security code
service 0128 definition block. The details of the security
code service are stored in a security code service data
block.

[0121]

When the security code service for the service 0108 is
enabled, the security code is required to be verified using
the security code service 0128 before the service 0108 is
activated and the read or write operation is performed on
the user block of the service 0108. More specifically, when
Ta read/write command with encryption is used, the security
code for the service 0108, namely, the PIN for the service
0108 is verified before the mutual authentication is
performed.
t01221

. In addition, a service memory area allocated to an
application can be registered in an area in the desired
layer, and the area can be layered (the deeply related areas

are registered in the same parent area). In such a case, by



a read/write command with encryption is used, the security code for the
service 0108, namely, the PIN for the service 0108 is verified before the
mutual authentication is performed. [0122] In addition, a service memory
area allocated to an application can be registered in an area in the
desired layer, and the area can be layered (the deeply related areas are
registered in the same parent area). In such a case, by - 46 S05P0027
setting a PIN for each area, the area can serve as a unit of the access
restriction. Fig. 14 illustrates areas lgyered in memory space of the IC
card 50. In the example shown in Fig. 14, a different area 1000 defipedo2 7
by an area 1000 definition block is registered in an area 0000 defined by
se @i afea 0000 definitiarblecke §0123]c Inkthesexampla-shewrdn Figal4, or
two service memory areas are further registered in the area 1000. To one

Ehefafieivo S6RfCE ieifibry afehs; a'sbriitt PIoBrdemned bya Sergiced

in R Sgn oo s Sseners P Gy ST M, oo

Figliffarent seddicee femane service memory meea s referedde asan
"overlap service". In the overlap service, different services are applied to

definition block is registered in an area 0000 defined by an

area 0000 definition block.

[0123]

In the example shown in Fig. 14, two service memory
areas .are further registered in the area 1000. To cne of
the two service memory areas, a service 1108 defined by a
service 1108 definition block and a service 110B defined by
a service 110B definition block can be applied. As used
herein, to define a plurality of different services for one
service memory area is-referred to as an "overlap service".
In the overlap service, different services are applied to
the same service area depending on the input PIN,.
Additionally, to:the other one of the two service memory
areas, a service 110C defined by a service 110¢ definition
block can be applied.

[0124]

After a service set in a service memory area is
activated, a read or write operation can be carried out on
the user block of the service memory area. As described in

relation to Fig. 13, a security code service can be defined

for each service. In this case, if the security code



the same service area depending on the input PIN. Additionally, to the
other one of the two service memory areas, a service 110C defined by a
service 110C definition block can be applied. [0124] After a service set in
a service memory area is activated, a read or write operation can be
carried out on the user block of the service memory area. As described in
relation to Fig. 13, a security code service can be defined for each
service. In this case, if the security code - 47 S05P0027 service for the
service is activated, the activation of the service is allowed after PIN
verification using the security code service is completed. [0125] Wiweray, 7
common PIN is required to be set for a plurality of services, an area
seincludingdthesasesvices canibke generatediand RCoromomnsec ity codee
service can be applied to this area. [0126] In the example shown in Fig.

SeRY Gesecurfy toHedor the ar8AN 00ens Hefmelots 4 skearifeode SBRAGY
codd20, defintionblagk, The details of the security code service are stored

in a security code service data block. [0127]
[0125]

When a common PIN is required to be set for a plurality
of services, an area including these services can be
generated and a common security code service can be applied
to this area.

[0126]

In the example shown in Fig. 14, a éecurity code for
the area 1000 is defined as a security code service 1020
definition block. The details of the security code service
are stored in a security code service data block.

[0127]

When the security code service for the area 1000 is
enabled (as will be described further below), the security
code is verified using the security code service 1020.
Thereafter, each service in the area 1000 is activated.
Thus, a read or write operation can be performed on the user
block of the service.

(01281

Here, when a security code service is applied to the
service in the area 1000 and the security code service is
enabled, the read or write operation cannot be performed on

the user block of the service until the security code



When the security code service for the area 1000 is enabled (as will be
described further below), the security code is verified using the security
code service 1020. Thereafter, each service in the area 1000 is activated.
Thus, a read or write operation can be performed on the user block of the
service. [0128) Here, when a security code service is applied to the
service in the area 1000 and the security code service is enabled, the
read or write operation cannot be performed on the user block of the
service until the security code - 48 4805P0027 verification using the
security code service is completed. [0129] As shown in Figs. 13 and ddg a7
unique security code service corresponding to the area and service for
vethe:sacurity codenverificationds previded«d 0130} vEhe precedutglefted.
registering an area and a service in a file system is not directly related to
(012 éy feature of the present invention. As such, a detailed description

thegeol, iSNat Riovided [0131) £ showd 10, igp, 13,80d Ae Pyapplying
a PIN to the area or the service registered in the €f'ile system, an access

service corresponding to the area and service for the

security code verification is provided.

{G130]

The procedure of registering an area and a service in a
file 'system 1s not directly related to a key feaﬁure of the
present invention. As such, a detailed description thereof
is not provided.

{01311

As shown in Figs. 13 and 14, by applying a PIN to the
area or the service registered in the file system, an access
control can be carried out on an area basis or on a service
basis. Additiocnally, when a plurality of services (an
overlap service) is registered in one service memory area, a
plurality of access methods can be defined for the same
service memory area by applying a PIN to each service.

[0132]

However, 1n this embodiment, when accessing the file
access, the mutual authentication {as described above) using
the issuer key is essential and the PIN verification process
is optional. That is, only when the security code service
for a service or an area is enabled, the security code

verification is required before starting the service or



control can be carried out on an area basis or on a service basis.
Additionally, when a plurality of services (an overlap service) is registered
in one service memory area, a plurality of access methods can be defined
for the same service memory area by applying a PIN to each service.
[0132] However, in this embodiment, when accessing the file access, the
mutual authentication (as described above) using the issuer key is
essential and the PIN verification process is optional. That is, only when
the security code service for a servige-or an area is enabled, the security
code verification is required before starting the service or - 49 SQ3R@0272 7
accessing the area. In contrast, when the security code service is

acchsabled, thePEN werification:imnetrequirede {0133] Thewetails ebthe PIN
are written in the security code_service data block of the security code

| SeEhike it bicek. Fi§. 5% dschehriticlintsthatice b Hfshated -

[ o Btrycture of the security code service data block. As shown in Fig. 15, the
security code service data block includes a security code area, a storage
are@ifor tee auimberioffaked IAutheaticatiart attemptshae settingraren afode
maximum allowed failed authentication attempts, a security code use

SeREtS&icP AR BT arr AckbSs PErMiskioh figge Service definition

plock. Fig. 15 is a schematic illustration of the data
structure of the security code service data block. As shown
in Fig. 15, the security ccde service data pbleock includes a
security code area, a storage area for the number of failed
authentication attempts, a setting area of maximum allowed
failed authentication attempts, a security code use
selection area, and an access permission flag.

[0134]

Only when the PIN entered by the user is successfully
verified, the access permission flag in the security code
service data block for the corresponding service or area is
set so that access to the service or area is allowed.

[0135]

The access permission flag is a flag indicating whether
access to the corresponding application or directory is
allowed or not. The service or area whose access permission
flag is set 1s accessible. By default, the access
permission flag of the service or area for which a PIN is
reguired is set to "inaccessible". After the PIN

verification operation and the mutual authentication



[0134] Only when the PIN entered by the user is successfully verified,
the access permission flag in the security code service data block for the
corresponding service or area is set so that access to the service or area
is allowed. [0135] The access permission flag is a flag indicating whether
access to the corresponding application or directory is allowed or not. The
service or area whose access permission flag is set is accessible. By
default, the access permission flag of the service or area for which a PIN
is required is set to "inaccessible".sAfter the PIN verification operation
and the mutual authentication - 50 S05P0027 operation using thepissuer 7
key of the file system are successfully carried out, the access permission
opdlagrsaetusa thataecessds allowed. 4 addition; ifdheaccassapermission
flag is continuously set and the IC card is lost or stolen, the user could
Suge et Hdhetaff IdssSquetd -uidithBAgEd Bise BT he Skvicd brards. set

O oo A e oS e e Y remeonee (o o Example.

pethe absence iofelectromagnetio wavess ¢2136ld It additioncahenian lost
invalid PIN is input, the number

or steclen, the user could suffer monetary loss due to

unauthorized use of the service or area. Therefore, the IC

card may have a feature to automatically change from the

accessible state to the inaccessible state in response to,

for example, the absence of electromagnetic waves.

[0136]

In additicn, when an invalid PIN is input, the number
of failed authentication attempts is updated. TIf the number
of failed authentication attempts exceeds the maximum
allowed failed authentication attempts set in the setting
area of maximum allowed failed authentication attempts, the
start of the corresponding service or access to the
corresponding area is inhibited.

{01371

In general, once the input of the PIN is successful,
the number of failed authentication attempts should be
cleared. Thus, a maliclous user is prevented from combing
the security code. If the number of inputs of the PIN from
the user accidentally exceeds the maximum allowed failed

authentication attempts and the verification fails, only a

manager of the IC card (e.g., the separating engineering



of failed authentication attempts is updated. If the number of failed
authentication attempts exceeds the maximum allowed failed
authentication attempts set in the setting area of maximum allowed failed
authentication attempts, the start of the corresponding service or access
to the corresponding area is inhibited. [0137] In general, once the input
of the PIN is successful, the number of failed authentication attempts
should be cleared. Thus, a malicious user is prevented from combing the
security code. If the number of inputs of the PIN from the user
accidentally exceeds the maximum allowed failed authenticationatteropts?
and the verification fails, only a manager of the IC card (e.g., the

naiseparating engineerinthail cS08P0021 - manager Or dhe original wardr of
issuer) may clear the number of failed authentication attempts. To

fahttfentitdie the tr&iage iRBhfcatiotPuSHEEPiv AR IG - WhigiR e ge T/
audesgribed:elow, may be emploved. jor.examplen, (41381 Eig: 184 peiow,

illustrates the procedure for controlling the start of a service or access to
ma Anbareanplacesi dance witterthé security code input from the user in the
[0{%%51 of a flow chart. [0139]

Fig. 16 illustrates the procedure for controlling the
start of a service or access to an area in accordance with
the security code input from the user in the form of a flow
chart,

[0139]

When a user inputs a security code (step S511), the
security code service data block of the security ccde
service definition block is accessed to verify the security
code (step S12).

[0140]

If the PIN in the security code service data block is
egual to the PIN input by the user, the access permission
flag in the security code service data block is set so that
the corresponding service .or area becomes accessible (step
513} .

[0141]

For example, by placing an IC chip above a
reader/writer, a PIN input via a user interface of an
external apparatus (not shown) connected to the

reader/writer can be transmitted to the IC card using a



When a user inputs a security code (step S11), the security code service
data block of the security code service definition block is accessed to
verify the security code (step S12). [0140] If the PIN in the security code
service data block is equal to the PIN input by the user, the access
permission flag in the security code service data block is set so that the
corresponding service or area becomes accessible (step S13). [0141]
For example, by placing an IC chip above a reader/writer, a PIN input via
a user interface of an external app&fatus (not shown) connected to the
reader/writer can be transmitted to the IC card using a - 52 SO5ROUZEO 027
contactless short-range communication interface based on
cotectiormagnétie fivductiore (©1ERINscsown i Figs 16 aghér tivel acoess
elgcr:i\/”%%% to tggcag%gcaéion and the directory is controlled using the PIN, a

mg'lfmougﬁ%er cou E)Jretaikot?lé security wall by combing the PIN (in

{0 partjcular, in the case where a short-digit number is used for the security

code). Accordingly, in this embodiment, the maximum allowed failed
authénfib&ifen in Fig. 16, when the access privilege to the

application and the directory is controlled using the PIN, a
malicious user could break the security wall by combing the
PIN (in particular, in the case where a short-digit number
is used for the security code). Accordingly, in this
embodiment, the maximum allowed failed authentication
attempts is set in the security code definition area so that
an-application or directory whose number of failed
authentication attempts exceeds the maximum allowed failed
authentication attempts becomes inaccessible. Thus, the
access control is provided.

[0143]

Fig. 17 illustrates a procedure for controlling the
access privilege to a service and an.area using the number
of failed authentication attempts in the form of a flow
chart.
£0144]

When a user inputs a PIN (step S21), each security code
service definition block is accessed to verify tﬁe PIN (step
522).

[0145]

If the PIN input by the user is equal to the PIN in the



attempts is set in the security code definition area so that an application
or directory whose number of failed authentication attempts exceeds the
maximum allowed failed authentication attempts becomes inaccessible.
Thus, the access control is provided. [0143] Fig. 17 illustrates a
procedure for controlling the access privilege to a service and an area
using the number of failed authentication attempts in the form of a flow
chart. [0144] When a user inputs a PIN (step S21), each security code
service definition block is accessed g verify the PIN (step S22). [0145] If
the PIN input by the user is equal to the PIN in the - 53 SOSP0O0Z& 50027
security code service definition block, the access permission flag in the
seseeurity cosigeservicei datadalock i3 iset selthak the garrespending service
or area becomes accessible (step S23). [0146] However, if the PIN input
- PeRiFS 4Br SRt equdhtd BREPIN Y afitstthe SERLffy E6de sehied is

sedetition.blocks. the-number of fajled aythentication aftempts in the
accessible (step $23).
[014¢]

~However, if the PIN input by the user is not equal to
the PIN in all of the security code service definition
‘blocks, the number of failed authentication attempts in the
security code definition area is updated (step S24).
Additionally, if the PIN input by the user is egual to the
PIN in all of the security code service definition blocks
and the authentication is successful, the number of failed
-authentication attempts is cleared to zero.

{0147]

At step 525, it is determined whether the updated
- number of failed authentication attempts exceeds the maximum
~allowed failed authentication attempts set in the security
code definition area (step S2Z5).

[0148]

:I'f the number of failed authentication attempts exceeds
the maximum allowed failed authentication attempts, the
access permission flag in the security code definition area
is cleared. Thus, the corresponding service or area becomes
inaccessible (step S26).  As a result, a malicious user is

prevented from combing the PIN.



security code definition area is updated (step S24). Additionally, if the PIN
input by the user is equal to the PIN in all of the security code service
definition blocks and the authentication is successful, the number of failed
authentication attempts is cleared to zero. [0147] At step 525, itis
determined whether the updated number of failed authentication attempts
exceeds the maximum allowed failed authentication attempts set in the
security code definition area (step S25). [0148] If the number of failed
authentication attempts exceeds_thgsmaximum allowed failed
authentication attempts, the access permission flag in the securitygase; >
definition area is cleared. Thus, the corresponding service or area
[0beepmes inaccessible (step S26). As a result, a malicious user is
prevented from combing the PIN. - 54 S05P0027 [0149] In contrast, if the
numBeeRiRpRES of the PIY fiotfihe Gderiadtidentafly exeeBdY theom

endi@aum lowed faled auhengcation attemptsrén%gﬂc?wve%{if%%ﬂogdof

the security co -e?al s,”only a manager of the 1C car €.g., the

auSeparating-engineetiaggnanager enthesetginat-candbissuer): mRay: clear the
number of failed authentication attempts. To ‘

code fails, only a manager of the IC card (e.g., the

separating engineering manager or the original card issuer)

may clear the number of failed authentication attempts. To

authenticate the manager, authentication using a private key

may be employved, for example.

[0150]

-As noted above, in this embodiment, a session between
the data communication apparatus and an external apparatus
is managed for each file system so that a threat to security
is independently analyzed, managed, and dealt with for each
file system.

{6151]

For example, when an access to a file system via a
contactless short-range communication interface based on
electromagnetic induction or via a wired interface {e.g.,
the UART 48 or the I®C 49) is reguested, mutual |
authentication using the issuer key KI and the PIN
verification of the file system are performed. If these
procedures are successfully completed, the file system is

unlocked so that a permitted access operation (e.g., a

read/write operation) can be performed. The above-described



authenticate the manager, authentication using a private key may be
employed, for example. [0150] As noted above, in this embodiment, a
session between the data communication apparatus and an external
apparatus is managed for each file system so that a threat to security is
independently analyzed, managed, and dealt with for each file system.
[0151] For example, when an access to a file system via a contactless
short-range communication interface based on electromagnetic induction
or via a wired interface (e.g., the WART 48 or the 12C 49) is requested,
mutual authentication using the issuer key Kl and the PIN verificgtioroog 7
the file system are performed. If these procedures are successfully
mutggphpletéd ctheifite isystemdg nunlbbked sethat aperiitted aceesstial

operation (e.d., a _read/write pperation) can be performed. The
Wheaz%ﬁ\fe-aggcr%é\}d by é‘b%o%“/ ﬁutﬁ%‘zéﬁfhaeitica%ﬁ%s‘fﬁ]&%éi%%u%w
verkeyi Khisiessential nypereas the RIN vediicationisoptional. Qolyrwhenthe

PIN verification is enabled, is the matching process performed.
AddAddimppally, -evierewhehethethatuat tutlie ptivatientar PINnverificatioh are

SLiLc.ces%tull completed andfthf file syst is unlocked, further PIN
1
vereenfgal%%%;%gaugﬁﬁgﬁ?s uily cgﬁp eted and the file system

is unlocked, further PIN verification is sequentially
required if individual PIN verification is set for
individual areas and services.

{0152]

For a system in which a memory area of an IC card is
separated into a plurality of file systems for the service
‘providers and is shared by the service providers, when
access tec a given file system is attempted and mutual
authentication and PIN verification are carried out and when
the system enters. a release state and the session is
established, the security of the other file systems becomes
a concern. This is because, if the state of the session is
maintained, the threat of the security of the other file
systems being cracked arises during the session.

{0153}

Accordingly, in this embodiment, by using the function
of separating the memory area into a plurality of file
systems together with the security code verification
function of the dizectory'and file in each file system, the

threat to the security of each file system can be



required if individual PIN verification is set for individual areas and
services. [0152] For a system in which a memory area of an IC card is
separated into a plurality of file systems for the service providers and is
shared by the service providers, when access to a given file system is
attempted and mutual authentication and PIN verification are carried out
and when the system enters a release state and the session is
established, the security of the other file systems becomes aconcern.
This is because, if the state of the $esston is maintained, the threat of the
security of the other file systems being cracked arises during theS$&38i613.7
[0153] Accordingly, in this embodiment, by using the function of

indgsprarating the aerhpredreanine aeplurality ofifikel systerhs together with

{Oltgg security code verification function of the directory and file in each file
sys{em, the threat to the security of each file system can be - 56

S05RE027 sindependenty analyzegd, sanagad.and-dealt with: 8154}«
. Thatis, when a plurality of logical file systems are disposed in the
dispentsty Hre& bt teTOard tsee, 96r kample, CFigl 10yamd divexesraable,

Fi&HX¥H?H§%%r%&H%g%ggﬁgfn eggggtus or a program changes the
file system tc be accessed, the system management

information (inciuding the mutual authentication

information) and PIN release information held in each memory
area are reset. Furtherimore, by resetting the power supply
of the IC card after a certain period of time has elapsed
since the IC card was powered on (e.g., a pericd of time in
which the used session encryption scheme cannot be decrypted
on the basis of present-day cracking technology and the
speed of present-day computers), similarly, system
management information and PIN release information are reset.
[0155]

Fig. 18 illustrates the state transition of the system
management information ‘and PIN release information managed
by the operating system of the IC card (see Fig. 4).

[0158]

When the system is powered on or the GS is booted, an
authentication~required state starts in which the mutual
authentication and the PIN verification are required when
accessing the file system. However, the mutual

authentication process using the issuer key {as described



file system to be accessed, the system management information
(including the mutual authentication information) and PIN release
information held in each memory area are reset. Furthermore, by
resetting the power supply of the IC card after a certain period of time has
elapsed since the IC card was powered on (e.g., a period of time in
which the used session encryption scheme cannot be decrypted on the
basis of present-day cracking technology and the speed of present-day
computers), similarly, system management information and PIN release
information are reset. [0155] Fig. 18 illustrates the state transitiors 06 theo 2 7
system management information and PIN release information managed
abdyeaheigperating systemwdithe 4€ card (8ed@ Fig.r4A)f [QEGloWhenthes is
system is powered on or the OS is booted, an authentication-required

Pt R%tarts T Whidh e TftuaMAutRéritidatniand five PIRRESficatisn Ee

priequired whan accgssingdtbe,filg.system. However, the mutual
authentication process using the issuer key (as described - 57

[0B3%$P0027 above) is essential, whereas the PIN verification process i_s
optral Onlywhen the PN yerfcatin s encbled, ' the PIN verfcato
process ‘requwegfu[ﬁigli]

between the external apparatus {or a program) and the daté

communication apparatus using a contactless short-range

communication interface based on electromagnetic induction

or using a wired interface, such as the UART 48 or TI°C 49.

Furthermore, the PIN verification process is carried out.

If these processes are successfully completed, the system is

unlocked, and therefore, a permitted access operation (e.g.,

a read/write operation) can be enabled.

[0158]

In the release state, by resetting power to the IC card
after a certain period of time has elapsed since the IC card
was powered on {e.g., a period of time in which the used
sessicon encryption scheme cannot be decrypted on the basis
of present-day cracking technology and the speed of present-
day computers), the IC card is returned to the
authentication~required state.

[0159]

Additionally, when a file system is unlocked and the

file system is switched to another file system, the IC card

is returned to the authentication-required state. When the



Here, the mutual authentication process is carried out between the
external apparatus (or a program) and the data communication apparatus
using a contactless short-range communication interface based on
electromagnetic induction or using a wired interface, such as the UART
48 or 12C 49. Furthermore, the PIN verification process is carried out. If
these processes are successfully completed, the system is unlocked, and
therefore, a permitted access operation (e.g., a read/write operation) can
be enabled. [0158] In the release siate; by resetting power to the IC card
after a certain period of time has elapsed since the IC card was pvienes 7
on (e.g., a period of time in which the used session encryption scheme

£1i tanaptbendecsyptedtam the basiso bl present-dayacrasking teehnelogy anrd
the speed of present- day computers), the IC card is returned to the

acHitiéntditichtryuire dCdatdg0159F AdHifSHAly, WHEh altie SJtemtisny
sy&hlgcked and the ifﬂg sygterais switched j@ anather fc%'ﬁesﬂ}/g{%mgt;%rgc&em

card is returned to the authentication-required state. When the -
caSO5R0GAT filesysteimis. switthed;ta patlingplecedute istagtirattoche
acquire the area ID of the file system. Thus, the operating system can

ettty tRE TR G THe operating system
[0160]

Thus, by appropriately switching between the
authentication-required state and release state, the system
can eliminate the threat of cracking caused by continuously
maintaining the session state.

[0161]

The collaboration of system management and the PIN
function management in the memory area of the IC card is
described next with reference to Figs. 19 tc 21. Here, in
the drawings, the memory area is separated into three file
systems.

[0162]

Fig. 1% illustrates the initial state of the memory
~area (i.e., the state immediately after resetting). Each of
“the file systems can hold a system code serving as an
identifier used for the external apparatus or the program to
- access the file system, the system management information
{including authentication information), and PIN release
information.

[0163]



carries out the mutual authentication before returning the area ID (as
stated above). [0160] Thus, by appropriately switching between the
authentication-required state and release state, the system can eliminate
the threat of cracking caused by continuously maintaining the session
state. [0161] The collaboration of system management and the PIN
function management in the memory area of the IC card is described next
with reference to Figs. 19 to 21. Here, in the drawings, the memory area
is separated into three file system$.90162] Fig. 19 illustrates the initial
state of the memory area (i.e., the state immediately after resettifi§} HeacHy
of the file systems can hold a system code serving as an identifier used
for fhe extérnal apparatlis or the pedgraen o6 ddvessdhe fife sistentjthe
extS steTN anagement |nfo matlon %ncludm authenticatj Qn information)

TBRAsa ormatlon 0183 #5o? f)%f’f)%i?a ]foﬁr‘é%ﬁ%‘i‘éé*
usﬁh‘@ stale albecnemory y¥hien thelaxam@&ama@wa%m% PEgram:

accesses a file system #1
program can receive an area ID as & return value. When the
file system #1 becomes active, system management information
#1 and PIN release information #1 serving as security
information are stored in the memory area.
[0164]

Fig., 21 illustrates the state of the memory immediately
after the external apparatus or the program has accessed a
file system #2 using a system code SC2 in the state shown in
Fig. 20. In such a case, the swifching of the file system
occurs.

[0165]

The switching of an active file system is carried out
‘as & function of the highest priority among all the logical
~ functions. At the same time as the file system #2 is
activated, the system management information #1 and the PIN
release information #1 held in the memory area are cleared.
‘Instead, the system management information #2 and the PIN
release information #2 are held in the memory.

[0l66]

Thus, by using the function of separating the physical

memory area into a plurality of file systems together with

the PIN function of the directory and file in each file



using the identifier SC1. The external apparatus or the program can
receive an area ID as a return value. When the file system #1 becomes
active, system management information #1 and PIN release information
#1 serving as security information are stored in the memory area. [0164]
Fig. 21 illustrates the state of the memory immediately after the external
apparatus or the program has accessed a file system #2 using a system
code SC2 in the state shown in Fig. 20. In such a case, the switching of
the file system occurs. [0165] The&@witching of an active file system is
carried out as a function of the highest priority among all the logical 5p0027
functions. At the same time as the file system #2 is activated, the system

sy mtamagementinfermaticrettd and:itheeP N degleasteimfdnmation #2held iy

athe memor #%ge are cleared. Instead, the system management
T NiRRation #2°8n¢ the PIN release information #2 are held in the

;n@%mggéj[oggg]lgmpy@ing the function of separating the physical
memory area into a plurality of file systems together with the PIN function

[0 THe directory and file in each file - 60 SO05P0027 system, the file
Sy%&?@ﬁéﬁghb%ggk¥§¥g¥¥glﬁ@%&gegggﬂyshown and described in

detail with referenée to the specific embodiments, it would

be apparent to those skilled in the art that alternative

embodiments may be made without departing from the spirit

and scope of the invention as defined in the appended claims.

{0168]

While an embodiment of the present invention has been
described with reference te an information management method
of.a-memory area incorporated in an IC card, the present -
invention is not limited thereto. The present invention is
applicable to a method of managing the security of -a single
memory device incorporated in an apparatus other than an IC
card in the same manner.

[0169]

That is, the forgoing description of the preferred
- embodiments of the invention has been presented only for the
purpose of illustration and description and is not intended
to be exhaustive .or to limit the invention to the precise
forms disclosed. Therefore, the scope of the invention
should be determined by the appended claims.

Brief Description of the Drawings



managed and dealt with. Industrial Applicability [0167] Although the
invention has been shown and described in detail with reference to the
specific embodiments, it would be apparent to those skilled in the art that
alternative embodiments may be made without departing from the spirit
and scope of the invention as defined in the appended claims. [0168]
While an embodiment of the present invention has been described with
reference to an information management method of a memory area
incorporated in an IC card, the pregent-invention is not limited thereto.
The present invention is applicable to a method of managing theX&etiigy. /
of a single memory device incorporated in an apparatus other than an IC

[Clcdvd in the same manner. [0169] That is, the forgoing description of the
preferted embodiments,of the inyention has beenprgsented only for the
purpo%e of ilfdstration and dlescrlp i61 and is not Mtended fo b&

corfdiauistive o 1o imit theslventendoihe precise Liormsdisalosgda
Therefore, the scope of the invention should be determined by the
reggppefidettaairmsBaef Deseaptiorabtie PrawikgsBPregsro627

induction;

Fig. 2 is a diagram in which a system including the
card reader/writer and the IC card is modeled as a
transformer;

Fig. 3 ililustrates the hardware configuration of a data
communication apparatus according to an embodiment of the
present invention;

Fig. 4 is a schematic illustration of the structure of
a control system of a memory area in the IC card according
to an embodiment of the present invention;

Fig. 5 is a schematic illustration of the structure of
a service providing system using the IC card;

Fig. & illustrates a memory area in which an original
card issuer manages only the file system of the original
éard issuer;

Fig. 7 is a diagram illustrating that the card issuer
can permit an area manager to rent or buy a certain amount
of free space of the file system of the card issuer;

Fig. 8 is a diagram in which another service provider
Separates a meméry area permitted by the card issuer to

generate a new file system;



[0170] Fig. 1 is a schematic illustration of the basic concepts of wireless
data communication between a card reader/writer and an IC card based
on electromagnetic induction; Fig. 2 is a diagram in which a system
including the card reader/writer and the IC card is modeled as a
transformer; Fig. 3 illustrates the hardware configuration of a data
communication apparatus according to an embodiment of the present
invention; Fig. 4 is a schematic illustration of the structure of a control
system of a memory area in the IC €ard according to an embodiment of
the present invention; Fig. 5 is a schematic illustration of the structdrfecofo a7
service providing system using the IC card; Fig. 6 illustrates a memory
areBiin which :areodginak zard issuerrhanageswonly thesfilersystemof the
or| |naI card issuer, F| 7 is a diagram illustrating that the card issuer

CRARATE it aft area5Fn§n§§e|p R FEht bF BuYa E8RalrtaMotint WiFret SP4cé

s ygiékhe filessysiem efthe.card jssuer; Fig..8 is a diagram in which another
service provider separates a memory area permitted by the card issuer to

' geﬁérgte atheave fire gyg”g@mtjgz illustration of the structure of

a memory area of the IC card in which a plurality of file
.systems coexist by repeating a separating operaticn;

Fig. 11 is a schematic i1llustration of the strucﬁure of
a request command exchanged between an external apparatus
and the IC card;

Fig. 12 is a schematic illustration of a directory
structure in the file system;

Fig. 13 illustrates the basic structure of the file
system;

Fig. 14 illustrates areas layered in a memory space of
an IC card 50;

- Fig. 15 is a schematic illustraticn of the data
structure of a security code service data block;

Fig. 16 is a flow chart illustrating the procedure for
-controlling the activation of a service or the access
‘privilege to an area in accordance with a security code
input from a user;

Fig. 17 is a flow chart illustrating the procedure for
controlling the access privilege to a service and an area on
the basis of the number of failed PIN input attempts;

Fig. 18 illustrates state transition of mutual



S05P0027 Fig. 9 is a diagram in which a common area manager
separates a memory area permitted by the card issuer using a system
code SCO of the common area; Fig. 10 is a schematic illustration of the
structure of a memory area of the IC card in which a plurality of file
systems coexist by repeating a separating operation; Fig. 11 is a
schematic illustration of the structure of a request command exchanged
between an external apparatus and the IC card; Fig. 12 is a schematic
illustration of a directory structure githe file system; Fig. 13 illustrates the
basic structure of the file system; Fig. 14 illustrates areas layered oca0027
memory space of an IC card 50; Fig. 15 is a schematic illustration of the
autdaiatstractice of akeausity cadersendce data bidels Fignl6 isfa floswchart
illustrating the procedure for controlling the activation of a service or the

NANGERSsP Pridiledeoran Hifa T abEBrdainceRith a Secidity e88eFiHput frbom
a usel; Fige 1745 adlow chartiflustating the progedure far congolling, the
access privilege to a service and an area on the basis of the number of

serfaited ElNiinput atterpts; IKigy 18 fllUsSiiates statertkansition of mutual

Fig. 20 illustrates the state of the memory when an
external apparatus or a program accesses a file system #1
using an identifier 8Cl; and

Fig. 21 illustrates the state of the memory immediately

after the external apparatus or the program has accessed a

file system #2 using a system code SC2 in the state shown in

Fig. 20.

Reference Numerals

(0171}

i1 issuer communications apparatus

1z manager communications apparatus

13 manufacturer communications apparatus

14 © storage area separating apparatus

15 .  -managemeni file registration apparatus

16 IC card

17 network

21 card issuerx

22 card storage area managerxr

23  manufacturer of apparatus

24 card storage area user

26 card holder



- 63 SO05P0027 authentication information and PIN verification
information managed by an operating system of the IC card (see Fig. 4);
Fig. 19 illustrates the initial state of a memory area separated into a
plurality of file systems; Fig. 20 illustrates the state of the memory when
an external apparatus or as program accesses a file system #1 using an
identifier SC1; and Fig. 21 illustrates the state of the memory immediately
after the external apparatus or the program has accessed a file system
#2 using a system code SC2 in thegstate shown in Fig. 20. Reference
Numerals [0171] 11 issuer communications apparatus 12 managerroo27
communications apparatus 13 manufacturer communications apparatus
30 14 storageatea Ssepasaing apparaitustl5 management file registration
apparatus 16 IC card 17 network 21 card issuer 22 card storage area
31 makaget ¥ manufacturer of apparatus 24 card storage area user

32 antenna

33 serial regulator

34 carrier-wave detector
35 clock extractor

36 cleck selector

37 clock oscillator

38. logic cirzcuit

39 voltage detectoer

40 data processing unit
41 RAM

42 ROM

43  EBEPROM

44 signal processing unit
45 CPU

46 data encryption engine
47 error correction unit
48 UART interface

49 1%C interface

50 - reader/writer function analog circuit
51 transmission amplifier
52 transmission antenna
53 reception signal detector

54 reception amplifier filter



26 card holder - 64 S05P0027 30 card function analog circuit 31 rectifier
32 antenna 33 serial regulator 34 carrier-wave detector 35 clock extractor
36 clock selector 37 clock oscillator 38 logic circuit 39 voltage detector
40 data processing unit 41 RAM 42 ROM 43 EEPROM 44 signal
processing unit 45 CPU 46 data encryption engine 47 error correction
unit 48 UART interface 49 12C interface 50 reader/writer function analog
circuit 51 transmission amplifier 52 transmission antenna
- 65 —_
S05P0027

55 reception antenna

100 data communication apparatus
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25

53 reception signal detector 54 reception amplifier filter - 65 S05P0027
55 reception antenna 100 data communication apparatus 66 CLAIMS 1.
A data communication apparatus having a memory space, the data -
communication apparatus managingthe memory space by separating the
memory space into one or more file systems, 5 wherein a border between
CLATHNRe file systems is operable to function as a firewall, the apparatus
comprising: authenticating means for requesting performance of one of a

1+ mugPEGhenTERIOhCETEE S Ve ARGRIOATOF a 538G @ dBTR BachHrES

tne QYPEMLIGRE Accessediam an exiema) appaialus J0.0LapOdiAML .,
authentication information managing means for n?anaglng, or cﬁz?ﬁ‘e Y

sepa Systemy whethgeiedje system isip an, authentication-required. state.ia |
which performance of one of the mutual authentication and the

wheregrifieationfoe thé &5 weeurityloadéid cequestether ihsa releaserdiate in
which the access is permitted after the one of the mutual authentication

funchiihdvefificatisior the S8GuriyEdde s 6ormprated: shddbtate managing

means for retugnin the file syftem from th% release stlate to the
aﬁqhent%ca 1n§ QF%QF Or reguesting perrormance of one of
authentication-required state In

a mutual authentication and a verification for a security code
for each file system to be accessed from an external apparatus
Or a program;

authentication information managing means for managing,
for each file system, whether the file system is in an
authentication-reguired state in which performance of one of
the mutual authentication and the verification for the
security code is requested or in a release state in which the
access 1s permitted after the one of the mutual authentication
and the verification for the security code is cbmplet@d; and

state managing means for returning the file system from
the release state to the authentication-required state in

response to an occurrence cf a predetermined event.

2. The data communication apparatus according to Claim 1,
wherein, when one of the external apparatus and the program
changes the accessing file system to another file system, the

state managing means resets the release state of the
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15

20

25

20 response to an occurrence of a predetermined event. 2. The data
communication apparatus according to Claim 1, wherein, when one of the
external apparatus and the program changes the accessing file system to
another file system, the 25 state maf#ging means resets the release state
of the 67 original accessing file system to the authentication-required

origstaie. ddhesdatacommenicatiorapparaius aceordingtoGlaid, e quired
wherein the state managing means resets the release state of the original
stategecessing file system to the authentication- required state after a
predetermined period of time has elapsed since the file system was
changed to the release state or after a predetermined period of time has

3, elapsed since @Snﬂnqlﬂ%téa‘%?f&%“Q&?ﬁﬁ%@%&gaﬁa&%%‘é’ frpﬁo"“ceéeﬁf’é‘ié' 1,

A method for managing a memory ata’communication apparatus,

whe r i dataComaunicalion @Pparates Naving AMeMay sRaceaAM state of
managing the memory space by separating the memory 15 space into one

the orhwiedile systems.whelcin a bordéebetweenh theafilelsysteinsision-
operable to function as a firewall, the method cor_nprising the steps of: (a)

fequ%éifés%iﬁafp%rﬁ#ﬁ]%ﬁgé oP6REDE & TG RER Rfiferitication bhle has
o1 apYenification for a segurity code for each %q?fé'gr%sgat%t%g% a%g;%ege state

rom an external apparatus ora program, anaging, 1or eacn tiie
or asystems whethertbedileed period of time has elapsed since the

data communication apparatus was powered on.

4. A method for managing a memory of a data communication
apparatus, the data communication apparatus having a memory
space and managing the memory space by separating the memory
space 1intc one or more file systems, wherein a border between
the file systems is operabkle to function as a firewall, the
method comprising the steps of :

(a) requesting performance of one of a mutual
authentication and a verification for a security code for each
file system to be accessed from an external apparatus or a
program;

(b} managing, for each file system, whether the file
system i1s in an authenticaticn-required state in which
performance of one of the mutual authentication and the
verification for the security code is requested or in a

release state in which the access is permitted after one of



system is in an authentication-required state in which performance of one
of the mutual authentication and the 25 verification for the security code is
requested or in a release state in which the access is permitted after one
of - 68 SO5P0027 the mutual authentication and the verification for the
security code is completed; and (c) returning the file system from the
release state to the authentication-required state in response to an
occurrence of a predetermined event. 5. The method for managing a
memory of a data communication ggparatus according to Claim 4,
wherein, when one of the external apparatus and the program chapgesg» -
the accessing file system to another file system, step (c) resets the

théelgase stateafitbgoriginalaceessingfileysystem-tathe, ror the
authentication-required state. 6. The method for managing a memory of a

segatd lcomarmidatiorrapparseds agserding to Claim 4, wherein step (c)
resets.the release state of elorigina accessing file system to the i
c&.rﬁturnl%ﬁ tine T1 ste rom the release state to
authentication-required state after & prerc[}e ermined perio Srtimé has
thelapsesksince dhe file- sygtamanas enasges to-the krlease state or after a
predetermined period of time has elapsed since the data communication

oCEPBARAES Wids poRered BprnBged event.

5. The method for managing a memcry of a data
communication apparatus according to Claim 4, wherein, when
one of the external apparatus and the program changes the
accessing file system to another f£ile system, step (c)
resets the release state of the original accessing file

system to the authentication-required state.

6. The method for managing a memory of a data
communication apparatus according to Claim 4, wherein step
(c) resets the release state of the original accessing file
system to the authenticaticn-required state after a
predetermined period of time has elapsed since the file
system was changed to the release state or after a
predetermined period of time has elapsed since the data

communication apparatus was powered on.



S05P0027 ABSTRACT An IC card has a mechanism to securely manage
information for each of a plurality of service providers in a memory area of
the IC card. The IC card is shared by the plurality of service providers.
File systems of the service providers are allocated in the memory area,
and a single information recording medium is shared by the plurality of
service providers. The memory area is separated into the file systems. A
border between the file systems functions as a firewall, thus appropriately
preventing one of the file systems fggm_being intruded by the other file
systems. Furthermore, by using a function of separating the memgry@area;
into a plurality of file systems together with a security code verification
function of each file system, the=seaukityr of each file system is
independently managed.

An IC card has & mechanism tc securely manage
information for each of a plurality of service providers in
a memory area cof the IC card. The IC card is shared by the
plurality of service providers.

File systems of the service providers are alleocated in
‘the memory area, and-a single information recording medium
is shared by the plurality of service providers. The memory
area 1s separated into the file systems. A border between
the file systems functions as a firewall, thus appropriately
preventing one of the file systems from being intruded by
the other file systems. Furthermore, by using a function of
separating the memory area into a plurality of file systems
todgether with a security code verification function c¢f each
file system, the security of each file system is

independently managed.



