Description STORAGE MEDIUM, COMMUNICLTION SYSTEM, AND CONTROL DEVICE Technical
Field [0001] The present invention relates to a storage medium that stores therein subscriber
information of a cellular phone and includes a contact connection interface for connection to a cellular
phone so that the subscriber information may be controlled from the cellular phone side, and
particularly to a storage medium that has SIM card functions defined by GSM (11.11) and ISO/IEC
7816, control device, and a communication system farmed of a storage medium and a control device.
[0002] More specifically, the present invention relates to a storage medium that has the same
size and terminal shape as those of a SIM card defined by GSM (11.11) and ISO/IEC 7816 and
provides plural functions such as functions of &aféeR/-c&rd, electronic money, and credit card on a
cellular phone, and the invention relates to a control device and a communication sys em formed o a

storage mediuim AR ool Yevice ViR articaiar e present invehtion t8lates  to"s €tordge medium

that includes qco%tactleis inter&a e besides a contact 2 connection interface for connection to a
Tgcnonical B . . .
cellular phone, and of Which storéd contents relating to provision of services by a memory card,

electronic mo o) @af‘fj credit card are controlled by an external control device via the contactless
interface, and the invention relates to a control device and a communication system formed of a

aom@ernedmnwandafggvgggg@§% invention relates to a storage medium

that stores therein subscriber informaticn of a cellular
phone and includes a contact connection interface for
connection te a cellular phone so that the subscriber
information may be controlled from the cellular phone
side, and particularly to a storage medium that has SIM
card functions defined by GSM (11.11) and ISQO/IEC 7816, a
control device, and a communicaticon system formed of a
storage medium and a control device.
[0002]

More specifically, the present invention relates to
a storage medium that has the same size and terminal
shape as those of a SIM card defined by GSM (11.11) and
ISO/IEC 7816 and provides plural functions such as

functicns of a memory card, electronic money, and credit

(R

card on a ceilular phone, and tThe invention relaltes to a
control device and a communication system formed of a
storage medium and a control device. In particular, the

present invention relates to a storage medium that

includes a contactless interface bhesides a contact



Background Art [0003] In recent years, due to the advancement and popularization of techniques
of in ormation apparatus and information communication, reorganization of communication carriers,
price revision, and diversification of communication services are being promoted. Among the
rapidly-advancing telecommunications industry, particularly techniques of mobile communication
typified by cellular phones are significantly growing. [0004] In general, a cellular phone is
provided with a contact IC card called a subscriber identity module (SIM) in which subscriber
information for a carrier (telecommunications company) in a cellular phone network is stored.
Furthermore, many of recent cellular phones are equipped with contactless IC card functions for
supporting applicalishs stich a8 ‘electivric MoheyoNoradvierrmany eelidad phoneshavesa slot in
which a memory card for recording therein images captured by a camera and music data for
reproduction i¢16aded. Backgrotihd ¥6chriGad<witiche” éscribied betow Fegarding therespective card
functions incorporated in a cellular phone. SIM Card and IC Card [0005] The SIN card is a
contact IC card defingd by the ISOHEC 7816 standard Andi& tised HEeluldrShsiegbdsed on the
system of GSI\éI (choba%l Sy§éemjor MggiI% C/:oarJQ}munitcgtjgrls), W-CDMA (Wideband-Code Division
Multiple Access); 6r the Tike. The SINCard s Given a'tiniqde nariber referted 16 as ‘arfintathational

mobile subscriber i [ 1)..The-cellular ne,can.carry out communication by linking the IMSI

with it teleph(}%%ﬁﬁ%?n)%%%gyl%%teﬂeﬁég, aqu £,can; carty. out << muniead zoya 9
control device and a communication system formed of a
storage medium and a contrel device.
Background Art
(00031

In recent years, due to the advancement and
popuiarization of techniques of information apparatus and
information communication, reorganization of
communication carriers, price revision, and
diversification of communication services are being
promoted. Among the rapidly-advancing telecommunications
industry, particularly techniques of mobile communication
typified by cellular phones are significantly growing.
[00047
In general, a cellular phone is provided with a

contact IC card called a subscriber identity module (SIM)
in which subscriber information for a carrier
{telecommunications company) in a cellular phone netwoerk
i1s stored. Furthermore, many of recent cellular phones

are equipped with contactless IC card functions for



[0006] For incorporator in a cellular phone, a SIN card 1 has the specific size and shape (see Fig.
14A). This size (width 15 mm x depth 25 mm x thickness 0.76 mm) is smaller than that of a general
contactless IC card I' (86 mm x 54 mm, see Fig. 143). Information exchange between a contact IC
card and apparatus is carried out via a terminal 300 with a specific shape. [0007] Fig. 15 shows
an example in which the SIN card I is applied to a cellular phone 2. Because the power supply of the
SIN card has to he surely turned off before loading/unjoading of the card, many cellular phones have a
structure that does not permit loading/unloading of a SIN card unless the bat of the cellular phone is

supporting applications such as electronic money.

Moreover, many cellular phones have a slot in which a

memory card for recording therein images captured by a

camera and music data for reproduction is loaded.

Background techniques will be described below regarding

the respective card functions incorporated in a cellular

phone.

SIM Card and IC Card

[0005L]

The SIM card is & contact IC card defined by the

ISO/IEC 7816 standard, and is used in cellular phones

based on the system of GSM (Global System for Mobile

Communications), W-CDMA (Wideband-Code Division Multiple

Access), or the like. The SIM card is given a unigue

number referred to as an international mobile subscriber

identity (IMSI). The cellular phone can carry out

communication by linking the IMSI with its telephone

number.
100067

For incorporation in a cellular phone, a SIM card 1
has the specific size and shape (see Fig. 14A). This size

(width 15 mm x depth 25 mm x thickness 0.76 mm) is
smaller than that cof a general contactless IC card 17 {8¢

mm x 54 mm, see Fig. 14B). Information exchange between a



detached and thus the power supply thereof is turned off. In the example of Fig. 15, the SIN card 1 is
included behind a battery 21 on the backside of the cellular phone 2. [0008] The
loading/unloading of the SIN card in/from a cellular phone allows the telephone number to be
transferred to another cellular phone, and permits one cellular phone to use plural telephone numbers
through switching. However, basically the SIN card is not designed for frequent loading/unloading. The
maximum capacity of the SIN card put into practical use is as low as about 128 MB, which allows
storing of the personal information of a contractor and several tens of telephone directory. However,
there is a trend to increase the 5 capacity to 1 GB, which allows storing of content information and so
on, [0009]  C@EriEtally’ ‘contact ICtarddBachras thel SIM@akd-aré intendédao safely record therein
the inside information and safely treat the information between the card and apparatus (cellular phone,
payment terminaf &hcPso on and §EnfceSt8WHICH tHe'8atd is applied. With reference to Fig. 16, the
functions of a 15(% &%d and an IC card will be described below. [0010]

Fig. 15 shows an example in which the SIM card 1 is
appiied to a cellular phone Z. Because the power supply
of the S5IM card has to be surely turned off hefore
lcading/unlcading of the card, many cellular phones have
a structure that does not permit loading/unlcading of a
SIM card unless the battery of the cellular phone is
detached and thus the powesr supply Thereof is turned off.
In the example of Fig. 15, the 3IM card 1 is included
behind a battery 21 on the backside of the cellular phone
2.

[0008]

The lcading/unlcading of the 3IM card in/from &
cellular phone allows the telephons number to be
transferred to another cellular phone, and permits one
celiular phone to use plural telephone numbers through
switching. However, basically the SIM card is not
designed for fregquent lcading/unloading. The maximum
capacity of the SIM card put into practical use 1s as low
as about 128 MB, which allows storing of the personal
information of a contractor and several tens of telephone

directory. However, there 1s a trend to increase the



Subscriber information is safely recorded in the SIN card 1 and is used for authentication with a carrier
30 at the time of connection to a cellular phone network. The SIN card 1 includes a data area in which
a telephone directory and so on are stored, which allows recording of and reference to telephone
numbers in accordance with user's operation on the cellular phone 2. [0011J On the other hand,
the IC card I' is used as e.g. a cash card, credit card, or electronic money IC card, and carries out not
only authentication with a center 31 but also authentigation with a payment terminal 2'. Furthermore,
the IC card 1' exchanges encrypted important 6 data such as credit information (including electronic
money information) and personal information with the payment terminal 2' and the center 31. [00121
In this process; e €oimmartd/respbnse ot thie SIN card ardetherl€ cafd dscontralled by the apparatus
to which the card is applied. The electric signal terminals, electric specifications, data-transfer control
system, and commanidifesponsé frafisnfission/reception system on an IC card interface 4 are defined
as the standard by ISO/IEC 7816. The command/response and the protocol at an upper level are
defined on a se geg-by-service basis.

Generally, contact IC cards such as the SIM card
are intended to safelyv record therein the inside
information and safely treat the information between the
card and apparatus (cellular phone, payment terminai, and
so on) and services to which the card is applied. With
reference to Fig. 16, the functions of a 8IM card and an
IC card will be described bkelow.

[0010]

Subscriber information is safely recorded in the
SIM card 1 and is used for authentication with a carrier
30 at the time of connection to a cellular phone network.
The SIM card 1 includes a data area in which a telephone
directory and so on are stored, which allows recording of
and reference to telephone numbers in accordance with
user’s operatiocn on the cellular phone 2.

[0011]

On the other hand, the IC card 1’ is used as e.g. a
cash card, credit card, or electronic money IC card, and
carries out not only authenticaticn with & center 31 but
also authentication with a payment terminal 27.

Furthermore, the IC card 17 exchanges encrypted important



For example, as the global standards, GSM is used for the cellular phone service, and EVM (Europay,
MasterCard, Visa) is used for the credit card service. [0013] Therefore, the SIN card and the IC
card have a function to hold data and are equipped with an interface function compatible with the ISO
7816 standard in common. Furthermore, the cards each have a protocol function compatible with a
corresponding one of services. Depending on the function offered by the protocol, control of
authentication, encryption, and so on is carried out. [0014] Fig. 17 schematically shows the
hardware configuration of the SIN card (IC card). [0015] An IC card terminal 300 is an electric
signal terminal applied to the IC card interface 4. Under the standards of ISO/IEC 7816-1 and -2, the
respective terfinals 8EpOWEEsUPP (CEY: reser(Reset) | dlock (Clotk), pregranp power supply
(VPP), data transfer mput/output (I/O) ground (GND), and reserve (RFU) are arranged in the terminal
300 as shown iRt drawiRg [ob16f ) = h K e interfacé controlar301 provides an interface
function, and controls data transfer between the card 1 and the IC card interface 4 in accordance with
the ISO/IEC 78185 Stand&rd" Furthermord the-€6ntfiier 361 arries out command reception and
response trani?u)%cm in accordance with the format of ISO/IEC 7816-4 (application protocol data unit
(APDU)). [001

In this process, the command/response of the SIM
card and the IC card is centrolled by the apparatus to
which the card is applied. The electric signal terminals,
electric specifications, data-transfer contrcl system,
and command/response transmission/reception system on an
IC card interface 4 are defined as the standard by
ISO/IEC 7816. The command/response and the protocol at an
upper level are defined on a service-by-service basis.
For example, as the global standards, GSM is used for +he
cellular phone service, and EVM (Europay, MasterCard,
Visa) 1s used for the credit card service.

[0013]

Therefore, the SIM card and the IC card have a
function to hold data and are eqguipped with an interface
function compatible with the IS0 7816 standard in common.
Furthermore, the cards each have a protocol function
compatible with a corresponding one of services.

Depending on the function offered by the protocol,
control of authentication, encryption, and so on is

carried out.



A CPU (Central Processing Unit) 302 is a major controller for controlling the protocol compatible with a
service between the card 1 and the cellular phone 2. [0018] 8 A read only memory (ROM) 304 is
a memory area In which a program that is to be executed by the CPU 302 is stored in a nonvolatile
manner. A random access memory (RAM) 305 is a work memory area used when the CPU 302
executes a program. [0019] A cryptographic block 306 executes data encryption/decryption when
the CPU 302 treats encrypted data. A cryptographic algorithm such as data encryption standard
(DES), Triple-DES, or advanced encryption standard (ASS) is implemented on the cryptographic block
306.[0020]  An electrically erasable and programmable ROM (EEPROM) 307 is a nonvolatile
memory area be%‘Hing data that is to be treated by the card. [0021] The CPU 302 acguires a
command from the IC card interface controller 301 via a system bus 303, and carries out
predetermined protocol‘controt with HeeBas tthe cryptographié:Bloer BH6aifl the EEPROM 307 so

as to transmit a response to the IC card interface controller 301.
centiguration of the 5IM card (IC card).

[0615]

An IC card terminal 300 is an electric signal
terminai applied to the IC card interface 4. Under the
standards of ISO/IEC 78l6-1 and -2, the respective
terminals of power supply (VCC), reset (Reset), clock
(Clock), program power supply (VPP), data transfer
input/ocutput {(I/0), ground {(GND), and reserve (RFU) are
arranged in the terminal 300 as shown in the drawing.
[001&]

An IC card interface controller 301 provides an
interface function, and controls data transfer betwesn
the card 1 and the IC card interface 4 in accordance with
the ISO/IEC 7816-3 standard. Furthermore, the controller
301 carries out command reception and response
transmission in accordance with the format of ISO/IEC
7816-4 (application protocol data unit (APDU)).

[C017)

A CPU (Central Processing Unit) 302 is a major
controller for controlling the protocol compatible with a
service between the card 1 and the cellular phone 2.

(0018]



[0022] 9 Fig. 18 schematically shows the hardware configuration of the cellular phone terminal
2 in which the SIM card 1 is loaded. [0023] An IC card slot 400 is an insertion port for accepting
the SIM card 1, and has contact points corresponding to the respective signal terminals on the IC card
terminal 300 of the SW card I. [0024] An IC card interface controller 401 is a controller
corresponding to the controller 301 in the SIM card | loaded in the IC card slot 400, and carries out
command transmission and response reception to/from the IC card interface 4. [0025] A CPU 402
controls the protocol with respect to the SIM card 1, and controls a cellular communication functional
unit 409 to thereby control the protocol with respect to a carrier 3. Furthermore the CPU 402 carries
out control of applicatioft a&cthe cellular phsae 2 vida Ui (Useér Intedace)fumctionat ainit 408.

which a program that is to be executed by the CPU 302 is
stered in a nonvolatile manner. A random access memory
(RAM) 305 is a work memory area used when the CPU 302
executes a program.

(00197

A cryptographic block 306 executes data
encryption/decryption when the CPU 302 treats encrypted
data. A cryptographlc algorithm such as data encryption
standard (DES), Triple-~DES, or advanced encryption
standard (AES) 1s implemented on the cryptographic block
306.

10020)

An electrically erasable and programmable ROM
(EEPROM) 307 is a nonvolatile memory area for holding
data that is to be treated by the card.

(00217

The CPU 302 acquires a command from the IC card
interface controller 301 wvia a system bus 303, and
carries out predetermined protoccl control with access to
the cryptographic block 306 and the EEPROM 307 so as to
transmit a response to the IC card interface controller
301.

[0022]



[0026] A ROM 404 is a memory area in which a program that is to be executed by the CPU 402 is
stored in a 10 nonvolatile manner. A RAM 405 is a work memory area used when the CPU 402
executes a program. An EEPROM 407 is a nonvolatile memory area for holding data that is to be
treated by the card. [0027] A cryptographic block 406 executes data encryption/decryption when
the CPU 402 treats encrypted data, and a cryptographic algorithm such as DES, Triple DES, or ASS is
implemented on the cryptographic block 406. [0028] ¢  The cellular communication functional unit
409 is a wireless communication unit that provides the communication function of the cellular phone.
The UT functional unit 408 is a device of an operating system and displaying system for providing a
user interface of Fig. 18 schematically shows the hardware

configuration of the cellular phone terminal 2 in which

the SIM card 1 i1s loadead.

[0023]

An IC card slot 400 i1s an insertion port for

accepting the SIM card 1, and has contact points

corresponding to the respective signal terminals on the

1C card terminal 300 of the SIM card 1.

[C0z41

An IC card interface controller 401 is a controller

corresponding to the controller 301 in the SIM card 1

loaded in the IC card slot 400, and carries out command

transmission and response reception to/from the IC card

interface 4.

[0025]

A CPU 402 controls the protocol with respect to the

SIM card 1, and controls a cellular communication
functicnal unit 409 to thereby contrel the protocol with
respect to a carrier 3. Furthermore, the CPU 402 carries
out control of application as the cellular phone 2 via a
UI (User Interface) functiocnal unit 408.
[0026]

A ROM 404 is & memory area in which a program that

is to be executed by the CPU 402 is stored in a



e cellular phone. [0029] Fig. 19 is a flowchart showing the procedure of interface processing of
the SIN card (IC card) based on the standards of ISO/ C 7816-3 and -4. This processing is executed
by the IC card interface controller 301, except for command processing 504. [0030] Activation
processing 500 is to allow the cellular 11 phone 2 to activate the SIM card 1. Specifically, the
respective terminals of the SIM card 1 are so controlled as to be in the following states: VCC supplied,
Clock supplied, VPP stopped, RST - Low, and I/O - regeption mode. [0031] Reset processing 501
is to issue a reset to the SIM card 1 after the activation of the cellular phone 2, and acquire
interface-ability information referred to as Answer to Reset (ATR). Described in the ability information
are the upper it 6P tie fréGuéicy 6fithe éloi:that 8an be supplied, thewariable clack rate: conversion

factor (defined as F, D), the transfer
when the CPU 402 executes a program. An EEPROM 407 is =&

nenvelatile memory area for holding data that is to be
treated by the card.
[0027]

A cryptographic block 406 executes data
encryption/decryption when the CPU 402 treats encrypted
data, and a cryptographic algorithm such as DES, Triple-
DES, or AES is implemented on the cryptographic block 406.
[0028]

The cellular communication functional unit 409 is a
wireless communication unit that provides the
cemmunication function of the cellular phone. The UI
functional unit 408 is a device of an operating system
and displaying system for providing a user interface of
the cellular phone.

[0029]

Fig. 19 is a flowchart showing the procedure of
interface processing of the $IM card {IC card) based on
the standards of ISO/IEC 7816~3 and -4. This processing
is executed by the IC card interface controller 301,
except for command processing 504.

[0030]

Activation processing 500 is to allow the cellular



protocol system (defined as T =0, T - 1) for transmission/reception of data (command/response), the
supply voltage value of VPP, and so forth. The cellular phone 2 has to carry out interface control in
accordance with the ability information in data communication. [0032] Protocol. setting (protocol
type selection (PIPS)) processing 502 is to allow the cellular phone 2 to set the transfer protocol
system and the clock rate conversion factor for the SIM card I. In this processing, the cellular phone 2
issues a PTS request to thereby sea 12 the protocol system in the SIN card 1. The SIN card | sends
heck a PTS reply to thereby notify the set protocol. system. From then on, data (command/response)
communication is carried out under the set transfer protocol and clock rate. [0033] Command
reception prodessing 50358 t6 alléwahe SiNcard!l toFeceive a Eommandcteansmitted.from the cellular
phone 2. The received command is sent to the CPU 302. [0034] The command processing 504 is
executed by thé BPU 802 SSpédificaly L theCPU B0 kb citeslanalysis of thecrateived icoinmand,
arithmetic operation on the C|pher correspondlng to the command, and EEPROM control, to thereby
ConSchtaregﬁb ey 3%3 he following states: VCC supplied, Clock

supplied, VPP stopped, RST = Low, and I/0 = reception

mode.

(00313

Reset processing 501 is to issue a reset to the STM

card 1 after the activaticn of the cellular phone 2, and

acquire interface-ability information referred to as

Answer to Reset (ATR). Described in the abiliity

information are the upper limit of the frequency of the

clock that can be supplied, the variable clock rate

conversion factor (defined as F, D), the transfer

protocel system (defined as T =0, T = 1) for

transmission/reception of data (command/response), the

supply voltage value of VPP, and so forth. The cellular

phone 2 has to carry out interface control in accordance

with the ability information in data communication.

tao3ze

Protocol setting (protocol type selection (PTS))

processing 502 1s to allow the cellular phone 2 to set
the transfer protocol system and the clock rate

conversion factor for the SIM card 1. In this processing,

the cellular phone 2 issues a PTS request to thereby se:



Response transmission processing 505 is to transm. the response sent from the CPU 302 to the
cellular phone 2. [0036] Through repetition of the command reception processing 503, the
command processing 504, and the response transmission processing 505, a series of command 13
processing is executed, so that the protocol control corresponding to the service is carried out. [0037]
Stop processing 506 is to allow the cellular phone 2 to stop the SIN card 1. Specifically, the respective
terminals of the SIM card 1 are so controlled as to be in the following states: VCC stopped, Clock
stopped, VPP stopped, RST =L, and I/O - [0038] Fig. 20 shows the application protocol data unit
(APDU) of command/response applied to the interface of the SIN. card (IC card) based on the ISO/IEC

7816-4 standarde protocel system in the SIM card 1. The SIM card 1
sends back a PTS reply to thereby notify the set protocol
system. From then on, data {(command/response)

communication i1s carried cut under the set trans

o
o

protocol and clock rate.
L0033]

Command reception processing 503 is to allow the
SIM card 1 to receive a command transmitted from the
cellular phone 2. The received command is sent to the CPU
30z.

(0034]

The command processing 504 is executed by the CPU
302. Specifically, the CPU 302 executes analvsis of the
received command, arithmetic operation on the cipher
corresponding to the command, and EEPROM control, to
thereby construct a response.

[0035]

Response transmission processing 505 is to transmit
the response sent from the CPU 302 to the cellular phone
2.

[0C036]

Through repetition of the command reception

processing 203, the command processing 504, and the

response transmission processing 505, a series of command



[0039] In the command APDU indicated by reference numeral 60, CLA (600) provides class
(CLAss) information for identification of the protocol corresponding to the service. INS (601) offers
information on the command instruction (INStruction) at the service class. P1 (602) and P2 (603) provl
e information on parameters associated with the command. Lc (604) is given the data length. of the
subsequent data area (605) of the command. Le (606) is given the expected value of the data length
of a data area (610) of a response. [0040] In the respponse APDU indicated by reference numeral
SW1 (611) and SW2 (612) subsequent to the data area (610) indicate the end of the response, and
indicate the processing status in some cases depending on their values. [0041] Fig. 21 simply
shows an examplé Bf the'sequenté of edfitfel 6Tthé prdtocsicofatthienticationand®hcryption with use
of the SIR card and the IC card. [0042] In the sequence in Fig. 21, the SIR card 1 and the carrier
(center) 3 hold* 3 coRiitioh setret key Ki F700)Toresecutiondf Véffication: Specifically, in order to
prevent the con&rggg secret key Ki (700) from being leaked to the transmission path (the IC card
interface 4 or the communication network 5), a random number (701) produced by the carrier 3 and

the common secret key. Ki gOO%aLe input to mmon cryptographic algorithm A (702), and the
resultant authentication data (7 §Yiessu%ﬁ§gd %og;gthé%eﬁﬁca%%%ﬁuﬁﬁér%gr& after atithehtication,

data is transmitted after.being gngwt%%\ygh f\vseg%igg key Ks,(704) 0 téainreéj togg!;her with the

authentication data (703), so that the transmitted data Is decrypteg ‘'onthe cou‘?‘u?erpéﬁt%?de.

terminals of the SIM card 1 ars so controlled as to bes in
the follewing states: VCC stopped, Clock stopped, VPP
stopped, RST = L, and I/0 = L.
100387

Fig. 20 shows the application protocol data unit
(APDU} of command/response applied to the interface of
The SIM card (IC card) based on the ISC/IEC 7816-4
standard.
[0039]

In the command APDU indicated by reference numeral
60, CLA (&G0} provides class {CLAss) information for
identification of the protocol corresponding to the
service. INS (601) cffers information on the command
instruction (INStruction) at the service class. P1 (602)
and PZ (603) provide information on parameters associated
with the command. Lo (604) is given the data length of
the subseguent data area (605) of the command. Le (606)
is given the expected value of the data length of a data

area (610) of a response.



15 [0043] Via the IC card interface 4, the activation processing 500, the reset processing. 501,
and the protocol setting processing 502 shown in Fig. 19 are executed at the time of activation of the
cellular phone 2, From then on, the commands/responses specified for the service are
transmitted/received based on the APDU shown in Fig, 20. The class information CLS (600) in the
command APDU is given a common value for providing the service. [0044] The details of the
respective commands/responses and the operation sequence will be described below with reference
to Fig. 21. [0045] The INS (601) in an authentication request command (710) is given the value
indicating "authentication. request." The random number (701) is specified in the data area (605) of the
command APDUC4Ad the data length thereof is specified in the to (604). [0046]

In the response APDU indicated by reference numeral
61, SWL (611) and SW2 (61Z) subseguent to the data area
(610) indicate the end of the response, and indicate the
processing status in some cases depending on their values.
[0041)

Fig. 21 simply shows an example of the sequence of
control of the protocoel of authentication and encryption
with use of the SIM card and the IC card.

[0042]

o

In the sequence in Fig. 21, the SIM card 1 and the
carrier (center) 3 hold a common secret key Ki (700) for
execution of verification. Specifically, in order to
prevent the common secret key Ki (700} from being leaked
to the transmission path {the IC card interface 4 or the
communication network 5), a random number (701) produced
by the carrier 3 and the common secret key Ki (700 are
input to a commeon cryptographic algorithm & (702), and
the resultant authentication data (703) is utilized for
the verification. furthermore, after authentication, data
i1s transmitted after being encrypted with a session key
Ks (704) obtained together with the authenticarion data

(703}, sc that the transmitted data is decrypted on the

counterpart side.



The SIN card 1 receives the authentication request command (710), and starts arithmetic operation on
the authentication data (703) and the session key Ks (704). 16 In addition, the SIN card 1 transmits an
authentication request response (711), In the SWI and SW2 in the response APDU, the processing
status indicating the normal start of the processing is set. [0047] The cellular phone 2 issues an
authentication reply command (712) to the SIN card 1 in order to acquire the authentication data (703).
The value indicating "authentication reply" is specifiegsin the INS (601) in the command APDU, and the
data length of the authentication data (703) is specified in the Lc (604). [0048] The SIN card. 1
adds the authentication data (703) obtained as an arithmetic result to the data area (610) of a
response APDU hdltransmits an authentication reply response (713). At this time, the processing
status is set in the SWI and SW2 in the response APDU. [0049] For data-read from the SIN card
1, the cellular phone 2 ddds td'& data ommand 7 E4) 'the defiréss-dorresponding to a data read
request by the carrier 3 and a data length and transmits the command to the SIN card . In the

command APBUCHHE Al indiCating data Féald i< SEERTAE INS {6012 &fid tHE address value is set

n Lo ‘
protocol setting processing 502 shown in FPig. 19 are

executed at the time of activation of the cellular phone
2. From then on, the commands/responses specified for the
service are Transmitted/received based on the APDU shown
in Fig. 20. The class information CLS (600} in the
command APDU 1s given a common value for providing the
service.

[0044:

The details of the respective commands/responses
and the operation seguence will be described below with
reference to Fig. 21
[GC45]

The INES (601) in an authentication request command
(710) i1s given the value indicating “authentication
reguest.” The random number (701) is specified in the
data area (005) of the command APDU, and the data length
thereof is specified in the Lo (604).

[00486]

The SIM card 1 receives the authentication request

command (710), and starts arithmetic operation on the

authentication data (703) and the session key Ks (704).



17 the P1 (602) and the 62 (603). Furthermore, the data length is set in the Lc (604). (0050)
receiving the date read. command (714), the SIP card 1 reads a plaintext data (705) from the address
specified by the command and encrypts the read data by the session key Ks (704). The SIP card 1
adds an obtained ciphertext (706) to the data area (610) in a response APDU and transmits a data
read response (715). The ciphertext (706) is decrypted to the plaintext (705) in the carrier 3. [0051J
For data-write to the SIP cerd 1, the cellular phone 2;gdds to a data write command (716) the address
corresponding to a data write request by the carrier, a data length, and a ciphertext (708) arising from
encryption in the carrier 3, and transmits the command to the SIP card 1. In the command APDU, the
value indicating*' datewrite? s sebin theINSH601), ahdtheaddressvalue issset inthelP1 (602) and

the 62 (603).

request response (711). In the SW1 and SWZ2 in the
response APDU, the processing status indicating the
normal start of the processing 1s set,

[GO47]

The cellular phone 2 issues an authentication reply
cemmand (71Z) to the SIM card 1 in order to acguire the
authentication data (703). The value indicating
“fauthentication reply” is specified in the INS (601) in
the command APDU, and the date length of the
authentication data (7032) is specified in the Lo (604).
[0048]

The SIM card 1 adds the authentication data (703)
obtained as an arithmetic result to the data area (610)
of a response APDU, and transmits an authentication reply

his time, the processing status is

ct

response {713). At
set in the SWl and SW2 in the response APDU.
[CO40]

For data-read from the SIM card 1, the celliular
phone 2 adds tc a data read command (714) the address
corresponding to a data read reguest by the carrier 3 and
a data length, and transmits the command to the SIM card
1. In the command APDU, the value indicating “data read”

is set in the INS (601}, and the address value is et in

Upon



Furthermore, the data length of the ciphertext (708) is set in the Pc (604), and the ciphertext (708) is

set in the data area (605). [00521 18

Upon receiving the data write command (716), the SIN card

1 decrypts the ciphertext (708) set in the data area to a plaintext (707), and writes the plaintext to the
specified address. The SIN card 1 adds the processing result to the SW1 and 5W2 in a response

APDU, and transmits a data write response (717). [0053)

Note that the communication system on

the communication network (public network, cellular petwork) side has no direct relation to the gist of
the present invention and hence the description thereof is omitted_ [0054] Memory Card A
memory card is a card-type storage device that includes a high-capacity flash memory as a recording
medium, Theré&re VarioG$ standardscofthememony card; 'suth as:Mempory: Stick]Secure Digital (SD)
card, MultiMedia Card (MMC), Compact Flash (registered trademark), and Universal Serial Bus (USB)
memory. Furthétiioré, there’ istalsd a'mémety ¢&fd‘on which a copyright management technique is
implemented in consideration of recording of media content such as music and video associated with

-t

copyrights.

Upon recelving the data read

card 1 reads a plaintext data (705)

the session kev Ks (704).

ciphertext (706) to the data area

APDU and transmits a data read response

~

ciphertext (706)

tor data-write to the SIM card 1,

phone 2 adds to a data write command

is decrypted to the plaintext

command {(714), tThe SIM

from the address

specified by the command and encrypts the read data by

The SIM card 1 adds an obtained

{610) in a response
(715). The
(705) in

the cellular

(716} the address

corresponding to & data write reguest by the carrier, a

data length, and a ciphertext (708)

encryption in the carrier 3,
SIM card 1.

the

In the command APDU,

arising from

and transmits the command o

the value indicating

“data write” is set in the INS (601), and the address
value is set in the PI (602) and the P2 (603)
furthermore, the data length of the ciphertext (708) is
set in the Lc (604), and the ciphertext (708) is set in
the data area (605).

[0052]



[00553 19 Fig. 22 schematically shows the hardware configuration of a memory card. [0056]

A memory card interface 6 is used for control of a memory card 7 from external apparatus and is
defined for each memory card standard. In general, physical specifications for prescribing an electric
signal and transmission system and logical specifications of the memory card for command control
from external apparatus are defined. For the command control, a command system for read or write of
memory data is defined. In addition, if a copyright maaagement technigue is implemented, a command
system for authentication with external apparatus and data encryption is defined_ [0057] A
memory card terminal 800 functions to transmit an electric signal in accordance with the memory card
standard. [00581 RremsBLedrdinterfake controller80lcexaviites: comimiand, probessing with
external apparatus in accordance with the regulation by the physical specifications and logical
specifications 'of thé fetary ¢ard ifiterface 6. Radsdtiatich with'the corimand precessifg, the

controller N . :
area to a plaintext (707}, and writes the plaintext o

the specified address. The STM card 1 adds the processing
result te the SW1 and SWZ2 in a response APDU, and
transmilts a data write response (717).

[C053]

Note that the communication system cn the
communication network {public network, cellular network)
side has no direct relation te the gist of the present
invention and hence the description thereof is omitted.
100547
Memory Card

A memory card is a card-type storage device that
inciudes a high-capacity flash memory as a recording
medium. There are various standards of the memory card,
such as Memory Stick, Secure Digital (8D) caxd,
MultiMedia Card (MMC), Compact Flash {registered
trademark), and Universal Serial Bus (USB) memory.
Furthermore, there is also a memory card on which a
copyright management technigue is implemented in
consideration of recording of media content such as music
and video associated with copyrights.

[0055]



20 801 exchanges control information and memory data added to a command with a flash controller
803. Furthermore, for command processing relating to copyright management, the controller 801
controls a cryptoraphic block 802 for execution of arithmetic operation on authentication information
and encryption/decryption of memory data. [00.59] The flash controller 803 reads/writes memory
data from/to a flash memory 804 in accordance with control information. [0060] Memory Card Provided
with Both SIM Function and High-Capacity Memory Fudnction For various applications in which both a
nonvolatile memory card and a SIN card are utilized, it is convenient that a SIN integrated circuit chip
is incorporated in the memory card. For example, a proposal has been made about a card that
conforms to either the MMG card stahdaradorSD kard standard forexatmplesrefer to as Patent
Document 1). This card is so physically changed as to have the same shape and pin positions as
those specified By eithef tHe MME tafd S@idA 675D-card standard, and is so modified as to
encompass a g%r§5tg?t conforms to the ISO/IEC 7816 standard and the 21

A memory card interface 6 is used for control of a
memory card 7 from external apparatus and is defined for
each memory card standard. In general, physical
specifications for prescribing an electric signal and
transmission system and logical specifications of the
memory card for command contrel from external apparatus
are defined. For the command control, a command system
for read or write of memory data is defined. 1In addition,
if a copyright management technigue is implemented, a
command system for authentication with external apparatus
and date encryption is defined.

0057}

A memory card terminal 800 functions to transmit an
electric signal in accordance with the memory card
standaxd.

[0058]

A memory card interface controller 801 executes
command processing with external apparatus in accordance
with the regulation by the physical specifications and
logical specifications of the memory card interface 6. In

assoclation with the command processing, the controller



circuit arrangement of a card that conforms to the ISO/EEC 7816 standard_ [0061] In addition,
another proposal has been made also about a composite memory card obtained by combining the SIN
function with a nonvolatile flash memory that conforms to the MMC or SD card standard and a
controller of the memory (for example, refer to as Patent Document 2). The physical format of this
composite card is one of the formats of a plug-in SIN card, MMC card, and SD card. In one
representative form, the plug-in SIN card format is used, and several external electric contacts are
added to those of the plug-in SIN standard in such a way that the contacts can be required for the
operation of the memory that conforms to either the mMC standard or SD standard. [0062]

Moreover, a mémor catd Hagalse beeér brought itits ‘existerdecthachas @ SINtcard shiape and is
equipped with the functions of both a SIN card and high-capacity nonvolatile memory _or example,
refer to as Nom-PatemtBBEIMelit-1Y This‘maffory eard Rds Electtic tonthets dfaRe SR card and
electric contacts for access to the nonvolatile memory (e.g., MMC, USE) independently of each 22
other. Furthermore, SUBS&HbeFihforationUsed ifi a'cBiluta? phoRe ahdVaribos kide ot media content
are managed in one memory.card..For data stored in the nonvolatile memory function, a_function for
copyright management is pr““owd“ed? %hen 4 cellufar Ehgﬁé/ ?e"rﬁﬁﬁﬁﬁ?%ﬁaﬁg%d’, hé Usersfthe cellular

phone can shift,nat.aply, the subscriberinformation,bu also media gontent simultaneously by moving
the card to the new terminal. Furthermore, a carrier can safely manage media content that is to be

provided 1o a user s cortent senioe tagother wisybscdher oo puthe same card

Moreover, a cellular phone does not need to have a memory card slot. [0063] Fig. 23 schematically
shows a hardwares o 1

The flash controller 803 reads/writes memory data
from/to a flash memory 804 in accordance with control
information.

(0060}
Memory Card Provided with Both SIM Function and High-
Capacity Memory Function

For various applications in which both a
nonvolatile memory card and a SIM card are utilized, it
is convenient that a SIM integrated circuit chip is
incorporated in the memory card. For example, a proposal
has been made about a card thet conforms to either the
MMC card standard or SD card standard (for example, refer
to as Patent Document 1). This card is so physically
changed as to have the same shape and pin positions as
those specified by either the MMC card standard or 8D
card standard, and is so modified as to encompass a card

that conforms to the ISC/IEC 7816 standard and the



configuration example of a card obtained by incorporating a SIM card and a memory card in a
one-shape body. Basically this card is formed by combining the functional blocks of the SIM card
shown in Fig. 17 with the functional blocks of the memory card shown in Fig. 22. The configuration and
operation of the respective functional blocks are as described above. The cryptographic block 306 is
shared by the SIM card and the memory card. [0064] Contactless IC Card Technique A
contactless IC card is obtained by substituting a wireless interface for an IC card interface for
connection of a contact IC card to external apparatus. For the operation of the contactless IC card,
power is supplied to the IC card by utilizing electromagnetic induction due to a transmission carrier
from a reader/writéi sb thaf éormmication betwees the readefwritarand theidard is carried out
through modulation of the carrier. Contactiess IC card techniques are used for electronic money such
as "kdf " rail péége@ﬁ?ch’ 44 bsita™ Eiployee ID cards, etc. [0065] As one of systems based on
the contactlessd%%c d techniques, "FeliCa (registered trademark)" is widely known. For FeliCa, an
electromagnetic induction system employing a 13.56-MHz frequency band is used. Modulation is
carried out based on A§K %%’é;iatnjdolganc%%sat%re %odevismeorgpaliyigd. The rgaximum communication rate
is 212 kbps. [0066]  ~ The communication range bf the contactless 1C card based ofi the

electromagnetig nduction system depends. o0, the,anfeppa of hescard. For example., when an IC card
SIM function with a nonvolatile fiash memory that
conforms to the MMC cor SD card standard and a controllier
of the memory (for example, refer to as Patent Document
2} . The physical format of this composite card is one of
the formats of a plug-in SIM card, MMC card, and SD card.
In one representative form, the plug-in SIM card format
1s used, and several external electric contacts are added
to those of the plug-in SIM standard in such a way that
the contacts can be reguired for the operation of the
memory that conforms to either the MMC standard or SD
standard.
[0062]
Morecover, a memory card has also been brought into
exlstence that has a SIM card shape and is esguipped with
the functions of both a SIM card and high~capacity
nonvolatile memory (for example, refer to as Non-Patent
Locument 1). This memery card has electric contacts of
the SIM card and electric contacts for access fto the

nenvolatile memory (e.g., MMC, USBR) independently of each



24 with a general size (86 mm x 54 mm) is equipped with a coil antenna having the length equivalent
to that of the entire outer circumference of the IC card, the communication range of the card is in the
range of several centimeters to about 10 cm. [0067] In Japan, cellular phones are also provided
with contactiess IC card techniques. For example, when a cellular phone is equipped with the IC chip
for Mobile FeliCa developed by FeliCa Networks, Inc., the above-mentioned Edy and Suica (Mobile
Suica) can be used even on the cellular phone: depasits/withdrawals via contactless transmission and
deposits (charge) via a cellular network are possible. Also in this case, the communication range
depends on the antenna, and the cellular phone is equipped with a coil antenna having the length
equivalent to thaf:6Fthe ertirelGiiBr&founsfelsiceidfahe taliylarphidre [0668] Ratent Document 1:
JP-T-2004-506266 Patent Document 2: JP-T-2006-523889 Non-Patent Document 1:

http://www.spafigion t8m/jplfshnidlorypiodiicts/ Mmirfetbi £id SRithal GRGFFEbrads 22nd, 2007)

managed in one memory card. For data storad in the

nonvolatile memory function, a function for copyright

management is provided. When a cellular pheone terminal is

changed, the user of the ceilular phone can shift not

only the subscriber information but also media content

simultaneously by moving the card to the new terminal.

Furthermore, a carrier can safely manage media content

that 1s tc be provided to a user through its content

service together with subscriber information in the same

card. Moreover, a cellular phone does not need to have a

memory card slot.

[0063]

Fi 23 schematically shows a hardware

configuration example of a card obtained by incorporating
a SIM card and & memory card in a one-shape body.

Basically this card is formed by combining the functional

blocks of the SIM card shown in Fig. 17 with the

functional blocks 22.

of the memory
The conflguration and operation

functional hlocks

cryptographic kblock 306 is shared by the SIM card and

-

memory card.

are as described above.

card shown in Fig.
of the respective
The

the



25 Disclosure of Invention. Technical Problems [0069] Currently, the functions of a SIN card,
memory card, and contactless IC card are each applied to cellular phones as an individual medium,
and are utilized for services of carriers. The SIN card allows telephone calls and an information
provision service such as fl-mode (registered Lrademark)." in addition, services of treating media
content (e.g., music downloading or the like) can be offered by using the memory card as a medium.
Moreover, services of electronic money and rail passes can be utilized by using contactless IC card
techniques. [0070] Such use modes of cellular phones (having excellent flexibility of service
provision) apply to services in Japan particularly. This is due to the business model in Japan, in which
the flexibility of @i Earrier side is high. Specifically, in Japan, various kinds of services relating to
cellular phones are integrally provided at the initiative of carriers, and the specifications of cellular
phone terminat§ friat are Bevelbpeti&id mantifactiigd by manufacturers are also designed at the

initiative of carriers basically. o ,
A cOntactless IC card 1g obtained by substituting a

wireless interface for an IC card interface fo

Ehe!

connection of a contact IC card to external apparatus.

For the operation of the contactless IC card, power is
supplied to the IC card by utilizing electromagnetic
inducticon due to a transmissicn carrier from a
reader/writer, so that communication between the
reader/writer and the card is carried out through
medulation of the carrier. Contactless IC card techniques

are used for electronic money such azs “Edy,” rail passes

i

such as “Suica,” emplovee ID cards, eatc.
[0065]

Ag one oi systems based on the contactless IC card
technigques, “I'eiliCa (registered trademark)” is widely
known. For FeliCa, an electromagnetic induction syastem
employing a 13.56-MHz frecguency band is used. Modulation
is carried cut based on ASK 10% and Manchester code is
employed. The maximum communication rate is 212 kbps.
[00a6]

The communication range of the contactless IC card

¢}

pased on the electromagnetic induction system depends on

the antenna of the card. For example, when an IC card



26 [0071] On the other hand, countries having a major cellular phone market other than Japan,
such as the U.S., Europe, and China, generally have a business model in which carriers merely supply
a user with a SIM card in which subscriber information is stored. In these countries, manufacturers
independently develop cellular phone terminals, Therefore, as it standsflexibility of service provision by
carriers is lower in foreign countries compared with in Japan. Although careers plan utilization of the
above-described electronic money service by a cellufar phone, the service will not be realized as
planned unless the manufacturer side agrees with the plan and equips terminals with a contactiess
communication function. [00721 The present inventors consider that it is preferable that SIM cards
supplied to usérsby éarfiefsheé prévidéd with vaFous functivhs a8 ore-ofomethodstfor allowing the
carriers to secure the flexibility of provision of services realized by a cellular phone also in countries
other than Japan. [0G73] &ty & éléttrohidgnetic Mductioh system s that of the

entlire outer circumference of the IC card, the
communicatlion range of the card is in the range of
several centimeters to about 10 cm.

[0067]

In Japan, cellular phones are also provided with
contactliess IC card technigques. For example, when a
cellular phone is equipped with the TC chip for Mobile
FeliCa developed by FeliCa Networks, Inc., the above-
menticned Edy and Sulca (Mobile Suica) can be used even
on the cellular phone: deposits/withdrawals via
contactless Lransmission and deposits (charge) via a
ceilular network are possible. Also in this case, the
communication range depends on the antenna, and the
cellular phone is eguipped with a coil antenna having the
length eguivalent to that of the entire outer
circumference of the cellular phone.

(0068 ]

Patent Document 1: JP-T-2004-506266

Patent Document Z: JP-T-2006-523889

Non-Patent Document 1:
http://www.spansion,com/jp/flash_memoryAproducts/mirroxbi

t_hd sim.html {as of February 22nd, 2007)



27 contactless communication technique involves a problem that the communication range depends
on the antenna and is not sufficiently long. For example, in FeliCa employing a 13.56-MHz body, the
communication range is in the range of several centimeters to about 10 cm as described above. [0074]
A discussion will be made below about the case in which a SIN card is provided with a contactiess IC
card technique. [0075] In this case, because the power supply of the SIN card has to be surely
turned off before loading/unloading of the card, a strycture is basically employed in which the SIM card
is provided behind the battery on the backside of the cellular phone and thus the SIN card can not be
loaded/unloaded unless the battery is detached to turn off the power supply of the cellular phone see ri
15). However, 'StiR-e0StrdctufetinVaIves ahether problem that electric waves are blocked by the
battery, in addition to the problem that the communication range of the contactiess IC card is originally

short. [0076] Fut €Pmoré 'it is'diffictffo mount a coil
T0069)

Currently, the functions of a SIM card, memory card,

and contactless IC card are each applied to cellular

L_J

phones as an individual medium, and are utilized for

services of carriers. The SIM card allows telephone calls

AN

and an Information provision service such as “i-mode
(registered trademark).” In addition, services of
treating media content (e.g., music downloading or the
iike) can be offered by using the memory card as & medium.
Moreover, services of electronic money and rail passes
can be utilized by using contactless IC card technigues.
[0070]

such use modes of cellular phones (having excellent
flexibility of service provision) apply to services in
Japan particularly. This is due to the business model in
Japan, in which the flexibility of the carrier side is
high. ©Specifically, in Japan, various kinds of services
relating to cellular phones are integrally provided at
the initiative of carriers, and the specifications of
cellular phone terminals that are developed and
manufactured by manufacturers are also designed at the

initiative of carriers basically.



28 antenna for a contactiess IC card on a Sly card, which has a smaller size compared with the
contactless IC card. It would be possible to dispose the coil antenna outside the SIN card. However, in
this case, there is a need to route this external antenna inside a cellular phone terminal. Therefore,
eventually, the situation in which the plan is not realized unless the approval of terminal manufacturers
is obtained remains. That is, carriers can not secure the flexibility of service provision. [0077] As
described above, in Japan, manufacturers provide cellular phone terminals with contactless IC card
techniques such as the FeliCa system at the initiative of carriers. Thus, the service of utilization of
electronic money on a cellular phone is realized. Of course, this case also involves a problem that
terminals havel & farfé size due to restrictions on the routing of a coil antenna. Moreover, when a
terminal is changed, only a SIN card is unloaded from the old cellular phone terminal so as to be
moved to the new cellufdt phoheteffinal Wiiere4s Blectibfie meneymfermiatiohicharged on the
contactless IC ca{q fynction is left in the old terminal. That is, there is a problem that the electronic
money information ¢arr ho@t}g PovBdSmnediatsif by Atiser itséifat thedime 29-6fthe términal
change. In terggrog tge Iat}}ecg péglbl%n, if a SIM card is provided with a contactiess IC card function,
electronic money information can be Gorveniently moved togetietwitlFthe SiRFEard By a user itself.
[0078]

which carriers merely supply a user with a SIM card in
which subscriber information is stored. ITn these
countriles, manufacturers independently develop cellular
phone terminals. Therefore, as it stands, the flexibility
of service prevision by carriers is lower in foreign
countries compared with in Japan. Although carecers plan
utilization of the above-described electronic money
service by a cellular phone, the service will not be
realized as planned unless the manufacturer side agrees
with tThe plan and equips terminals with a contactless
communication function.

[Ce72]

The present inventors consider that it is
preferable that S5IM cards supplied to users by carriers
be provided with various functions as one of methods for
aliowing the carriers to secure the flexibility of
provision of services realized by z cellular phone also
in countries other than Japan.

[0073]

Using an electromagnetic induction svstem as a



For an application in which both a nonvolatile memory card and a SIN card are utilized, it is convenient
that a SIN integrated circuit chip is incorporated in the memory card as described above. Although a
technique for Incorporating a wireless function in this kind of composite memory card does not exist,
the present inventors can readily think of incorporation of the function of a contactiess IC card such as
the FeliCa for use of the SIN function. However, FeliCa based on an electromagnetic induction system
employing a 13.56-MHz frequency band Involves a problem that the communication rate is at most
212 kbps and this rate is insufficient to transmit media content recorded in a high-capacity memory
card. Of course, it would be possible to apply a known high-speed wireless communication technique
such as wireless ¢ or Bitfet66tRcEmmanitation & tHe-compositecrherory card: However, this
communication technigue has a problem that power consumption is too high to incorporate 30 this
kind of circuit forwirdiess CoMMMERionIR cBMNErpRGREE 1 f0079] tIeEmbeliments st the present
invention provide an excellent storage medium that has the same size and terminal shape as those of
a SIM card defined By (fgﬁ/fj(ff.ﬁbéﬁ/d BHEC 7816 GraBRnprovifle piural-finctions such as
functions of a ry.card, electrnic,mon nd credit card on a cellylar phone, and to provide a
MM YME?% getre H@]{ ﬁ)%\éo\]t%v

communication System and a coritol device: mbodimeants ot thé présent fnvention

provide an excellent storage medium.that includes a.contagtless interface, bg%ideg a contact
connection interface for connection to a cellular phone, and of which stored contents relating to

provision of services ay-a meammory card, electronic money, and credit card are favorably controlled by
an external control device via the contactless interface, and to provide a communication system and a
control device; 0074 ;

A discussion will be made below about the case in
which a SIM card is provided with a contactliess IC card
technigue.

100753

In this case, because the power supply of the SIM
card has to be surely turned off before loading/unloading
of the card, a structure is basically smploved in which
the S5IM card is provided behind the battery on the
backside of the cellular phone and thus the 3IM card can
not be loaded/unloaded unless the battery is detached to
turn off the power supply of the cellular phone {see Fig.
1b). However, such a structure involves another prokblem
that electric waves are blocked by the battery, in
addition to the problem that the communication range of
the contactless IC card is originally short.

[007¢]

Furthermore, it is difficult to mount a coil



[0081] Embodiments of the present invention provide an excellent storage medium that is
obtained by housing all circuit components relating to a 31 contactless interface, including an
antenna, in a SIM card defined by GSM (11.11) and ISO/IEC 7816 and can secure sufficient
communication performance of the contactless interface without suffering from interference by a
component in a cellular phone terminal even when being loaded in the cellular phone, and to provide a
communication system and a control device. Technical Solution [008143] According to an aspect of
the present invention, there is provided a storage medium used in such a manner as to be loaded in a
cellular phone, the storage medium comprising: contact connecting means for functioning for
connection to tHe-cellufariphone; Wirelessicop@nunicating theanssfoffunctiening femdarection to an
external control device; and subscriber information storing means for storing subscriber information of
the cellular phORE; Whérein tHe subsefiber ferATtion storing eans is esntrsifablé from:the cellular
phone via the contact connecting means and is controllable from the control device via the wireless
communicating m&aHs! f0082]7 S € ARLErdiny (o'ar BRthobitient o thé present ifienfidA Sthere is
provided a cory{rpeuné%&liogasygtemgggluding a.

weverX, 1n this case, there is a need to
route this external antenna inside a cellular vhone
terminal. Therefore, eventually, the situation in which

the plan 1s not realized unless the approval of terminal
manufacturers is obtained remains. That is, carriers can
not secure the flexibillity of service provision.

[GO77]

As described above, in Japan, manufacturers provide
celliular phone terminals with contactless IC carc
technigues such as the FeliCa system at the initiative of
carriers. Thus, the service of utilization of elsactronic
money on a celluilar phone is realized. Cf course, this
case also involves a problem that terminals have a large
size due to restrictions on the routing of a coll antenna.
Moreover, when a terminal is changed, only a SIM card is
unloaded from the ¢ld cellular phone terminal =0 as toc be
moved to the new cellular phone terminal, whereas
electronic money information charged on the contactless
IC card function is left in the old terminal. That is,
there is a problem that the electronic meney information

can not be moved immediately by a user itself at the time



31a cellular phone, a storage medium that is used in such a manner as to be loaded in the cellular
phone and stores therein at least subscriber information of the cellular phone, and a control device that
provides an application function with use of the storage medium. The communication system includes
contact connecting means for connecting the storage medium to the cellular phone, and wireless
communicating means for connecting the storage medium to an external control device. The cellular
phone is allowed to control the subscriber informatiopavia the contact connecting means and the
control device is allowed to control the subscriber information via the wireless communicating means.
32 (0083] The term, "system" refers to an entity arising from logical aggregation of plural devices
(or functional Moduled thatfeblizé spEcified funétionsy zard it Hoes not matter whetherat not the
respective devices or functional modules are included in a single casing (hereinafter, the same shall
apply). (0084]" & CutréntlyFin Japan® the finctishns of & SIN¢ard m&mory card BAd contactless IC

card are eachtaggged to ceI(I%L{LIar phones as an individual medium, and are utilized for services of

carriers. However, this featite Telies or thd BliSiKess moterin' fapanih Which various services

relating to cellular phones are infeqrally provided at . v the s1m cara by & user

itself.
[0078j

For an application in which both a nonvolatile
memory card and a SIM card are utilized, it is convenientz
that a SIM integrated circuit chip is incorporated in the
memory card as described above. Although a technique for
incorporating a wireless function 1n this kind of
composite memory card does not exist, the present
inventors can readily think of incorporation of the
function of a contactless IC card such as the FeliCa for
use of the S5IM function. However, FeliCa based cn an
electromagnetic inducticon system employving a 13.56-MHz
freguency band involves a problem that the communication
rate is at most 212 kbps and this rate is insufficient to
transmit media content recorded in a high-capacity memory
card. Of course, it would be possible to apply a known
high-speed wireless communication technigue such as
wireless LAN or Bluetooth communication to the composite
memory card. However, this communication technigue has a

problem that power consumption is too high to incorporate



the initiative of carriers. As it stands, it is difficult for this feature to prevail among many other countries
in which carriers merely supply users with SIN cards in which subscriber information is stored and
therefore the flexibility of service provision by the carriers is limited. [0085] The present inventors
consider that it is preferable that SIN cards supplied to users by carriers be provided with various
functions as one of methods for 33 allowing the casriers to secure the flexibility of provision of services
realized by a. cellular phone also in countries other than Japan. For example, if a SIN card is provided
with a contactless IC card function, electronic money information can be conveniently moved together
with the SINdard byladserfitselfrartng tinver oftermhsal thangeunication in

cellular phones.
[0079]

Embodiments of the present invention provide an
excellent storage medium that has the same size and
terminal shape as those of a SIM card defined by GSM
(11.11) and ISO/IEC 7816 and can provide plural functions
such as functions of a memory card, electronic money, and
credit card on a cellular phone, and to provide a
communication system and a control device.

[00B0]

Embodiments of the present invention provide an
excellent storage medium that includes a contactless
interface besides a contact connection interface for
connection to a cellular phone, and of which stored
contents relating to provision of services by a memory
card, electronic money, and credit card are favorably
controlled by an external contrel device via the
contactless interface, and to provide a communication
system and a control device.

(00811

Embodiments of the present invention provide an

excellent storage medium that is obtained by housing all

circuit components relating to a



[0086] When a SIN card is provided with a contactless IC card technique based on a related-art
electromagnetic induction system, the following problems will occur: the communication range
depends on the antenna and is not sufficiently long; electric waves are easily interfered by other
components such as a battery in the terminal, and it is difficult to design the SIN card and the terminal
main body due to restrictions on routing of a coil antenna. [0087] In contrast, according to an
embodiment of the present invention,a storage medium used in such a manner as to be loaded in a
cellular phone includesscontacticonhecting meahsdonfunstioning formgonnection fo-thecealialar phone,
wireless communicating means for functioning for connection to an external control device, 34 and
subscriber Infefrhation storiig'méans 1or stedty thereihisubséerilferdnfdrmations 8f theScellular phone.
The subscriber information stori.ng means is controllable from the cellular phone via the contact
connecting Means aheng ceRIBIEbIE froiPthetcontror devies virtthehFiréless eoihfiiicating means.
Basically this storage medium has the same size and terminal shape as those of a SIM card defined
by GSM (1LY HheFISOMEC 7816, {0887~ 1 4Thé WireldssTommhtRicatifng neans includes a

reflector that transmits data by a rei ctEd wave arisin fromnrQleélation ﬁg%%esgiengh and the control

device inclufE8B F8fidtted wale e %u i

un‘:iltrth%)l{1 ftARsmi § rﬁﬁ unmod%?é}e carrier ahdgreads out data

from a modtil%tggergﬂgcte %aneffﬁr@lFQE r ‘1'1%%%“ ng&ml{:v%le%sfl(p‘tgr&aeceafor connection to the control
device employs a reflécted-wave transmissfon system.

communication system and a control device.
Technical Sclution
[(008la]

According to an aspect of the present invention,
there 1s provided a storage medium used in such a manner
as to be loaded in a cellular phone, the storage medium
comprising: contact connecting means for functioning for
connection to the cellular phone; wireless communicating
means for functioning for connection to an external
control device; and subscriber information storing means
for storing subscriber information of the cellular phone;
wherein the subscriber information storing means is
controllable from the cellular phone via the contact
connecting means and is controllable from the control
device via the wireless communicating means.

[00BZ]
According to an embodiment of the present invention,

there is provided a communication system incliuding a



[0089] That is, the storage medium according to an embodiment of the present invention can be
formed as a SIM card provided with a wireless communication function based on the reflected-wave
transmission system. This allows access to the control interface of the SIM card from an external
control device via wireless 35 communication by the reflected-wave transmission system. When a
2.4-GHz frequency band is utilized for the reflected-wave transmission, the antenna size can be
decreased compared with Fe iCa, which employs a11:3.56-MHz band. This makes it easier to integrate
the SIM card with the wireless communication function. [0090] In the case of incorporating the
antenna for thelrefléetedolvave transmissiciuin thedtoragemaédidm suchdasia SiMccard, it is preferable
that this built-in antenna be disposed on both the front surface and back surface of the SIM card, in
consideratioh@tyossibility: that the ereR@Ation of tie SMM tardbadkd s tie'slof6P& &llular phone
differs (which of the front surface and back surface of the SIM card faces outward differs) depending
on the kind GfEeNaER phbnét8mindHTo0o P e Fhé Stdrage Medidmfofmed asH SN card may be
provided with a credit function for treating electronic money and so on as well as the SIM function for
allowing a cRFigFto tréafsihscrbEF MfordTationt In tHis cise YhE BSnfol ddvite €ah coitrol the credit

function via e reflected waye fransissioft Fyrthermorg,Jfa Hiah-capacity emensgard fynction is
added to the SIN card,

system includes contact connecting means for connecting
the storage medium to the cellular phone, and wireless
communicating means for connecting the storage medium to
an external control device. The cellular phone is allowed
to control the subscriber information via the contact
connecting means and the control device is allowed to
control the subscriber information via the wireless

communicating means.



36 the control device can access a control interface of the memory card via the reflected-wave
transmission. [0092] In such a case, the contact connecting means carries out data transfer
control compatible with ISO/IEC 7816-3 as an IC card interface. The wireless communicating means
transmits a command/response APDU defined by ISO/IEC 7816-4 between the control device and the
storage medium. [0093] Furthermore, in this case, the transfer protocol system (I - 09) defined by
ISO/IEC 7816-3 may be set for the subscriber informagion storing means from the cellular phone via
the contact connecting means. In addition, at the time of access from the control device, the wireless
communicating means recognizes the transfer protocol system set for the subscriber information
storing meansffém e cellular phone, and carries out command/response control in accordance with
the transfer protocol system. [0094] The storage medium according to an embodiment of the
present invention may ftithet fclude servite infofrhatisn Storimg rsans:for storingthefeinservice

logical aggregation of plural devices (or functional
modules that realize specified functions), and it does
not matter whether or not the respective devices or
functional modules are included in a single casing
(hereinafter, the same shall apply).

[ocg4]

Currently, in Japan, the functions of a $IM card,
memory card, and contactless IC card are each applied to
cellular pnones as an individual medium, and are utilized
for services of carriers. However, this feature relies on
the business model in Japan, in which variocus services
relating to cellular phones are integrally provided at
the initiative of carriers. As it stands, it is difficult
for this feature to prevall among many other countries in
which carriers merely supply users with SIM cards in
which subscriber information is stored and therefore the

flexibility of service provision by the carriers is

i_l

imited.
[O08&5]

The present inventors consider that it is
preferable that 8IM cards supplied to users by carrier

ke provided with wvarious functions as one of methods for



3'7 information relating to service provision. The "service information relating to service provision"
refers to functions of electronic money, a credit card, and so on, which are provided by a =tactless IC
card in related arts. The control device can control deposit/withdrawal and accounting for the credit
function via the wireless communicating means. [0095] That is, according to an embodiment of
the present invention, a contactless credit function can be easily provided to a cellular phone.
Furthermore, the shape and terminals of a related-art SIM card can be used as they axe. Thus, the
embodiment of the present invention can b smoothly applied without the need to remodel a related-art
cellular phone terminal. Furthermore, at the time of change of a cellular phone terminal, information
can be easily SHifted higfely’ sy mavinbethe SIM carditothé hewiterminal. J0096]cf  The storage
medium according to an embodiment of the present invention may further include in the same shape a
memory card finctionr afd arefifory caftteffminal f6iactess to thelmeriorpeard:function. Such a
memory card function is controllable from the cellular phone via 38 the memory card terminal and is
controllable fram the CBhtrdrdevice Gia the Wireldd&omnititicatingiesns. Forexamplésthe control

device can contSroI t]r:anvsﬁmggoal_]r%%eption of media content to/from the memory card function.
Furthermore, the controt device cah contidl feteption and repfotitictioh 6Fmedia content recorded in

wmrnenmwycg%gwggg%}c money infermation can be conveniently movad
together with the SIM card by a user itself at the time
of terminal change.
[008%]

When a 3IM card is provided with a contactless IC
card technigue based on a related-art electromagnetic
induction system, the following problems will occur: the
communication range depends on the antenna and is not
sufficlently long; electric waves are ecasily interfered
by other components such as a battery in the terminal:
and it is difficult to design the SIM card and the
terminal main body due to restrictions on routing of a

coll antenna.

In contrast, according to an embodiment of the
present invention, a stocrage medium used in such a manner

as to be loaded in a cellular thone includes contact

w

connecting means for functioning for connection to the
cellular phone, wireless communicating means for

functioning for connection to an external control device,



[0097] In this case, the wireless communicating means transmits a command/response APDU
defined by ISO/IEC 7816-4 to the control device. It is preferable that a command/response that is to be
transmitted between the control device and the storage medium include an information component that
provides an access type for differentiation between a command/response for control: ling the memory
card function and a command/response compatible with ISO/ISO 7816-4. This feature allows access
to the SIM card from both the cellular phone and the-control device by the same transfer protocol
without change of the transfer protocol set in the SIM card. [0098] The memory card function has
a memory card shape and a memory card terminal that are defined by the 39 standard of any of a
Memory Stick2SB caie, MNMC,"CompactFlash (registeredritrtaderark), fand USEmemory. If a
high-capacity memory card function is added to a SIP card equipped with a wireless communication
function based OR EErefleSieANAVE frAndMISIIGIFS)stEMCacdess Vig tharetlectadowave tidrsmission
allows media content utilized on a cellular phone to be treated also from the control device. Combining
such a memory-card Friction Wit (RS 1B funttiGr Ahd thé efeditfanetor permifea Barriero provide a

distribution se[\{jce fornie ia content [0099] ‘ : .
the cellular phone via the contact connecting means and

13 contrellablie from the control device via the wireless
communicating means. Basicallyv this storage medium has

the same size and terminal shape as those of a SIM card

defined by GSM {11.11) and ISO/IEC 7816.

[0088]

The wireless communicating means includes a
reflector that transmits data by a reflected wave arising
from modulation preocessing, and the control device
includes a reflected-wave read unit that transmits an
unmodulated carrier and reads out data from a modulated
reflected wave from the reflector. The wireless interface
for connection to the contreol device employs a reflected-
wave transmission system.

[06g9]

That 1s, the storage medium according to an
embodiment of the present invention can be formed as a
SIM card provided with a wireless communication function
based on the reflected-wave transmission system. This
allows access to the control interface of the SIM card

from an external control device via wireless



Furthermore, it is also possible that a user utilizes content that is originally intended for use by a
cellular phone with use of external apparatus (i.e., reproduces the content) by transferring the content
via reflected-wave transmission. In reading out of content, the reflected-wave transmission allows
high-speed operation with low power consumption. Advantageous Effects [0100] An embodiment
of the present invention can provide an excellent storage medium that has the same size and terminal
shape as those of a SIP card defined by GSM (11.1%)and ISO/IEC 7816 and can provide plural
functions 40 such as functions of a memory card, electronic money, and credit card on a cellular
phone, and the embodiment can provide a communication system and a control device. [0101]
Furthermore, &R 8MBOCIMERCSS the présentdnventionccanprovidesarsexceilent storagesmedium that
includes a contactless interface besides a contact connection interface for connection to a cellular
phone, and of Wifich dtored Tonfents FSIAGREtO provisidrofServicds By wmeristy card, electronic
money, and credit_card are favorably controlled by an external control device via the contactless

interface, and thie enibodim8At Ean provide & Sommuricatich Systém aht& ceafrolfevice. [0102]

decreased compared with FeliCa, which employs a 13.56-MHz
band. This makes it easier to integrate the 3IM card with
the wireless communication function.

[0G9D]

In the case of incorporating the antenna for the
reflected-wave transmission in the storage medium such as
a SIM card, 1t 1s preferable that this bullit-in antenna
be disposed on both the front surface and back surface of
the SIM card, in consideration of possibility that the
crientation of the SIM card loaded in the sliot of a
cellular phone differs (which of the front surface and
back surface of the SIM card faces outward differs)
depending on the kind of cellular phone terminal.

[0091]

The storage medium formed as a SIM card may be
provided with a credit function for treating electronic
money and so on as well as the SIM function for allowing
& carrier to treat subscriber information. In this case,
the control device can control the credit function via
the reflected-wave transmission. Furthermore, if a high-

capacity memory card function is added to the SIM card,



Moreover, an embodiment of the present invention can provide an excellent storage medium that is
obtained by housing all circuit components relating to a contactless interface, including an antenna, in
a SIM card defined by GSM (11.11) and ISO/IFS 7816 and can secure sufficient communication
performance of the contactless interface without suffering from interference by a component in a
cellular phone terminal even when being loaded in the cellular phone, and the embodiment can
provide a communication system and a control device; 91 [0103] The storage medium according
to an embodiment of the present invention is formed of a SIN card provided with a wireless
communication function based on a reflected-wave transmission system, and is so configured as to
allow access to'tfie €ohtréFihtetfitecst the'SINGHRE frotn anexternalicontrof device Viatsuch a
wireless intorface. Via the wireless interface, e.g. a command/response system based on ISO/IEC
7816-4 is tranSiiitted’ Thétéfole, thé foréd cofiterits! i thBSINGHrdeah beeontrolled also from the
external contral qQA/%qe via the wireless interface similarly to control from a cellular phone.
Furthermore, the'Witeless function can be applied to various kinds of cards because it does not
depend on a higher-levg%pgq&g%olgf énesglN Qa[md.%%l 45] . In access to tbﬂe SIN card via the
wireless interface, access processing is carried out after recognition of the trAnsfar protocol and the

clock rate thatare nilally st foL the SIN gaud o eelljar phigne. This allws access f9 fne SIN

card from both the cellular phone and the control device with the 'same transfer protocol and clock rate

without change:of the; transfer, pretocgl.and the clock rate set in the, SIN.card. 42[0105] ~ As

functions of the SIM card, a credit function for treatin.g electronic money and so on as well as the SIN

function for allewing, aicasrierte treat subseribesinformation.can he incorperated. Furthermore, the
control device uses the credit function as well as the SIN function via the wireless interface to thereby

carry out controd of deposits/withdramals and acceunting: T his-allows the contactiess ceadit function to
be utilized

the storage medium.

[0093]

Furthermore, in this case, the transfer protocol
system (T = 0, T = 1) defined by ISO/IEC 7816-3 may be
set for the subscriber information storing means from the
cellular phone via the contact connecting means. In
addition, at the time of access from the control device,
the wireless communicating means recognizes the transfer
protocol system set for the subscriber information

storing means from the cellular phone, and carries out
command/response control in accordance with the transfer
protocol systenm.
10094 ]

The storage medium according to an embodiment of

the present invention may further include service

information storing means for storing therein service



also on a cellular phone. The shape and terminals of a related-art SIN card can be used as they are. In
addition, the SIN card can be applied without the need to remodel a relatedart cellular phone terminal.
Furthermore, at the time of change of a cellular phone terminal, both subscriber information and
electronic money i orma ion can be transferred to the new terminal merely by moving the SIN card to
the new terminal. [0106] If a 2.4-GHz frequency band is utilized for reflected-wave transmission
via the wireless interface incorporated in the SIN cardantenna size can be decreased compared with
FeliCa, which employs a 13.56-MHz band. This can integrate the antenna with the card. [0107] 43
Furthermore, a high-capacity memory card function may be added to the SIM card. This allows access
to a control inteffagé B theoehsory card/ from are extepsalicontrokdevice vViathe reflectedawave
transmission. That is, media content that is originally intended for use from a cellular phone can be
treated from the’ extefiial ‘contréFdévidd Tombimfig theshighi-edpacigrmetifory card-function with the
credit function permits a carrier to provide a distribution service for media content. Furthermore, a user
can utilize cont&Rtthaf s origindlly Shtehddd foriEe By atelfdlar phore fom éxiérmat apparatus by
transmitting thvgbclor}gegt I:Q/ the Oreﬂ%ctgd-wave transmission. The reflected-wave transmission in
reading out of content allows High-speed bp&ratioh with oW power ¢ohstnigtionS fo1 o8] Still other
aspects, features and advan es. oflth% present inven;jgg )é\/,_ill Re%ome aggzre.nt fr{gm the following

more detailed description base on embodiments of the nvention and the é%?“)ﬁl% ﬁ?i’ﬁﬁldrawings.
and accounting for the credit function via the wireless
communicating means.
[0095]

That is, according to an embodiment of the present
invention, a contactless credit function can be easily
provided to a cellular phone. Furthermore, the shape and
terminals of a related-art SIM card can be used as they
are. Thus, the embodiment of the present invention can be
smoothly applied without the need to remodel a related-
art cellular phone terminal. Furthermore, at the time of
change of a ceilular phone terminal, informatrion can be
easily shifted merely by moving the SIM card to the new
Lterminal.

[00%¢e]

The storage medium according to an embodiment of
the present invention may further include in the same
shape a memory card function and a memory card terminal
for access to the memory card function. Such a memory

card function is controllable from the cellular phone via



Brief Description of Drawings [0109] [Fig. 1] Fig. 1 is a diagram showing a configuration example 44 of
a contactless wireless unit 100 applied to a reflector. [Fig. 2] Fig. 2 is a diagram showing a
configuration example of a wireless unit 11 applied to a reflected-wave read unit. [Fig. 3] Fig. 3is
a diagram showing the hardware configuration of a SIN card in which a reflected-wave transmission

system is applied to a wireless interface. [Fig. 4]
38

the memory card terminal and is controllable from the
control device via the wireless communicating means. For
example, the control device can control
transmission/reception of media content to/from the
memory card function. Furthermore, the contrcol device can
control reception and reproduction of media content
recorded in the memory card function.
[0097)

In this case, the wireless communicating means
transmits a command/response APDU defined by ISO/IEC
7816~4 To the control device. It is preferable that a
command/response that is to be transmitted between the
control device and the storage medium include an
information component that provides an access type for
differentiation between a command/response for
contrelling the memory card functicon and a
command/response compatible with ISO/IEC 7816-4. This
feature ailows access to the SIM card from both the
cellular phone and the control device by the sane
transfer protocel without change of the transfer protocol

set in the SIM card.

The memory card function has a memory card shape

and a memory card terminal that are defined by the



Fig. 4 is a diagram schematically showing the hardware configuration of a control device that co_ntr_ols
the SIN card 12 shown in Fig. 3 via the wireless interface 7 based on the reflected-wave transmission
system. [Fig. 5] Fig. 5 is a diagram showing a hardware configuration example of a SIN card 14 that is
integrated with a memory card function and employs a reflected-wave transmission system as its
wireless interface. [Fig. 6] Fig. 6 is a diagram showing a configuration example of a wireless

frame. [Fig. 7] 45 39

standard of any of a Memory Stick, SD card, MMC, Compact
Flash (registered trademark), and USB memory. If a high-
capacity memory card function is added to a SIM card
equipped with a wireless communication function based on
a reflected-wave transmission system, access via the
reflected~wave transmission allows media content utilized
on a cellular phone to be treated also from the control
device. Combining such a memory card function with the
SIM function and the credit function permits a carrier to

provide a distribution service for media content.

Furthermore, it is alsc possible that a user
utilizes content that is originally intended for use by a
cellular phone with use of external apparatus (i.e.,
reprocduces the content) by transferring the content via
reflected-wave transmission. In reading out of content,
the reflected-wave transmission allows high-speed
operation with low power consumption.

Advantagecus Effects
[0100]

An embodiment of the present invention can provide
an excellent storage medium that has the same size and
terminal shape as those of a SIM card defined by GSM

{11.11) and ISO/TEC 7816 and can provide plural functions



Fig. 7 is a diagram showing a frame configuration in which a control command system applied to a
SIM card is carried on a data frame, [Fig. 8] Fig. 8 is a diagram showing a frame configuration
example in which a control command system applied to a memory card is carried on a data frame.
[Fig. 9] Fig. 9 is a diagram showing a frame configuration example in which a control command
system coupled to sector data for read/write from/to a memory card is carried on a data frame. [Fig.
10] Fig. 10 is a diagram showing an example of;fsame sequence for controlling the SIM card 12
from a control device 13. [Fig. 11] Fig. 11 is a diagram showing a configuration example of a wireless

communication system that offers a
such as functions of a memory card, electronic money, and

lular phone, and the embodiment can

}.._J

credit card on a ce
provide a communication system and a contreol device.
(0101]

Furthermore, an embodiment of the present invention
can provide an excellent storage medium that includes a
contactless interface besides a contact connection
interface for connection tc a cellular phone, and of
which stored contents relating to provision of services
by a memory card, electronic money, and credit card are
favorably contrelled by an external control device via
the contactless interface, and the embodiment can provide
a communication system and a contrcl device.

(0102}

Moreover, an embodiment of the present invention
can provide an excellent storage medium that is obtained
oy housing all circuit components relating to a
contactless interface, inciuding an antenna, in a SIM
card defined by GSM (11.11) and ISO/IEC 7816 and can
secure sufficlent communication performance of the
contactless interface without suffering from interference
by a component in a cellular phone terminal even when
being loaded in the cellular phone, and the embodiment

can provide a communication system and a control device.



service of electronic money or a credit card with use of card and a control device according to one
embodiment of the present invention. [Fig. . 12 is a diagram showing a configuration 46 example of a
wireless communication system that offers a distribution service for copyright-managed content with

use of a multifunction SIN card and a control device. [Fig. 13] Fig. 13 is a diagram showing an
example in which DRM content recorded in a SIN card 140 is reproduced by a control device. [Fig.
14A] 41

[0103]

The storage medium according to an embodiment of
the present inventicn is formed of a SIM card provided
with & wireless communication function based on a
reflected-wave transmission system, and is so configured
as to allow access to the contreol interface of the SIM
card from an external control device via such a wireless
interface. Via the wireless interface, e.g. a
command/response system based on ISO/IEC 7816-4 is
transmitted. Therefore, the stored contents in the SIM
card can be contrellied also from the external control
device vlia the wireless interface similariy to control
from a cellular phone. Furthermore, the wireless function
can be applied to variocus kinds of cards because it does
not depend on a higher-level protocol of the SIM card.
[0104]

In access to the SIM card via the wireless
interface, access processing is carried out after
recognition of the transfer protocol and the clock rate
that are initially set for the 3IM card from a cellular
phone. This allcows access to the SIM card from both the
cellular phone and the contrzol device with the same
transfer protocel and cleck rate without change of the

transfer protocel and the clock rate set in the STM card.



. 14A is a diagram showing the structure of a SIN card. [Fig. 1431 Fig. 143 is a diagram showing
the structure of a contactless IC card. [Fig. 15] Fig. 15 shows an example in which a SIN card 1 is
applied to a cellular phone 2. [Fig. 16] Fig. 16 is a diagram for explaining the functions of a SIN card
and an IC card. [Fig. 17] Fig. 17 is a diagram schematically showing the hardware configuration

of a SIN card (IC card).
42

(01081

As functions of the $IM card, a credit function for
treating electronic money and so on as well as the SIM
function for allowing a carrier to treat subscriber
information can be incorporated. Furthermore, the control
device uses the credit function as well as the STM
function via the wireless interface to thereby carry out
control of deposits/withdrawals and accounting. This
allows the contactless credit functiocn to be utilized
also on a cellular phone. The shape and terminals of a
related-art 3IM card can be used as they are. In addition,
the SIM card can be applied without the need to remodel a
retlated-art cellular phone terminal. Furthermore, at the
time of change of a cellular phone terminal, both
subscriber information and electronic money information
can be transferred to the new terminal merely by moving
the SIM card to the new terminal.

(0106}

[

If a 2.4-GHz freguency band is utilized for
reflected-wave transmission via the wireless interface
incorporated in the SIM card, the antenna size can be
decreased compared with FeliCa, which employs a 13.56-MHz

band. This can integrate the antenna with the card.

[0107]



[Fig. 18] Fig. 18 is a diagram schematically showing the 47 hardware configuration of the cellular
phone terminal 2 in which the SIN card 1 is loaded. [Fig. 19] Fig. 19 is a flowchart snowing the
procedure of interface processing of a SIN card (IC card) based on the standards of ISO/IEC 7816-3,

and -4. [Fig. 20]

20 is a diagram showing command/response ARM) applied to the interface of

a SIN card (IC card) based on the ISO/IEC 7816-4 gtandard. [Fig. 21]

Furthermore, a high-capacity memory card function
may be added to the SIM card. This allows access to a
control interface of the memory card from an external
control device via the reflected-wave transmission. That
is, media content that 1s coriginally intended for use
from a cellular phone can pbe treated from the external
control device. Combining the high-capacity memory card
function with the credit function permits a carrier to
provide a distribution service for media content.
Furthermore, a user can utilize content that is
originally intended for use by a cellular phone from
external apparatus by transmitting the content by the
reflected-wave transmission. 7The reflected-wave
transmission in reading out of content allows high-speed
operation with low power consumption.

[0108]

Still other aspects, features and advantages of the
present invention will become apparent from the fellowing
more detalled description based on embodiments of the
invention and the accompanying drawings.

Brief Description of Drawings

Fig. 1 is a diagram showing a configuration example



Fig. 21 is a diagram simply showing an example of the sequence of control of the protocol of

authentication and encryption with use of a SIN card and an IC card. [Fig. 22]
schematically showing the hardware configuration of a memory card. [Fig. 23]

Fig. 22 is a diagram
Fig, 23 is a

diagram schematically showing a hardware configuration example of a card obtained by incorporating
a SIN card and a memory card in a one-shape body. Explanation of Reference Numerals [0110] 48

1...SIM card 2...Cellular phone 44

of a contactless wireless unit 100 applied to a reflector.

[Fig. 2]

Fig. 2 is a diagram showing a configuration example

of & wireless unit 11 applied to a reflected-wave read

unit.
[(Fig. 3]

Fig. 3 is a diagram showing the hardware

configuration of a SIM card in which a reflected-wave

transmission system is applied to a& wireless interface.

[Fig. £]

Fig. 4 is a diagram schematically showing the

hardware configuration of a control device that

the SIM card 12 shown in Fig. 3 via the wireless

controls

interface 7 based cn the reflected-wave Transmission

system.
[Fig. 5]

Fig. 5 1s & diagram showing a hardware

configuration example of a SIM card 14 that is integrated

with a memory card function and employs a reflected-wave

transmission system as its wireless interface.

[Fig. o]

Fig. ¢ 1s a diagram showing a configuration example

of a wireless frame.



4...1C card interface 6...Memory card interface 7,. .Wireless interface 10...Contactless wireless u
1001.. .Antenna switch 1002...Baseband controller 1003...ASK receiver 11.. .Wireless unit
1101...Antenna 1102.. .Circulatcr 1103...Receiver 1104...Transmit:_er 1105...Baseband controller
1106...System bus 1107.. .CPU 12...SIM card
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=]

ig. 7 is a diagram showing a frame configuration
in which a control command system applied to a SIM card
is carried on a data frame,

[Fig. 8]

Fig. 8 is a diagram showing a frame configuration
example in which a control command system applied to a
memory card 1s carried on a data frame.

[Fig. 9]

Fig. 9 is a diagram showing a frame configuration
example in which a control command system coupled to
sector data for read/write from/to a memory card is

carried on a data frame.

Fig. 10 is a diagram showing an example of frame
sequence for controlling the SIM card 12 from a control
device 13.

[Fig. 11]

Fig. 11 is a diagram showing a configuration
exampie of a wireless communicaticon system that offers a
service of electronic money or a credit card with use of
a 3IM card and a control device according to one

empodiment of the present invention.

Fig. 12 1s a diagram showing z configuration



1200.. .Built-in antenna 1201...1C card controller 1202.. .Selector 13..device 1301...Ul functional unit
1302.. .Communication functional unit 49 14...SIM card 1400.. .IC card/memory card controller 1401...
Selector 30.. ,Carrier 31...Center
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example of a wireless communication system that offers a
distribution service for copyright-managed content with

use of a multifunction SIM card and a2 control device.

Fig. 13 is a diagram showing an example in which
DRM content recorded in a SIM card 140 is reproduced by a
control device,
[Fig. 1434]

Fig. 14A 1s a diagram showing the structure of a

SIM card.
[Fig. 14B]
Fig. 14B is a diagram showing the structure of a

contactless IC card.
[Fig. 15]

FPig. 15 shows an example in which a SIM card 1 is
applied to a celiular phone 2,
[Fig. 16]

Fig. 16 is a diagram for explaining the functions
of a S5IM card and an IC card.

(Fig. 17]

ot
o
b

Fig. 17 is a diagram schematically showing
hardware configuration of & SIM card {(IC card).
[Fig. 18]

fig. 18 is a diagram schematically showing the



300...I1C card terminal 301 .,,IC card interface controller 302.. .CPU 303...System bus 304.. .ROM
305...RAM 306...Cryptographic block 307...EEPROM 400. ..IC card slot 401...I1C card interface
controller 402.. .CPU 403...System bus 404.. .ROM 405.. .RAM 406...Cryptographic block
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hardware configuration of the cellular phone terminal 2
in which the 3IM card 1 is loaded.
{Fig. 191

Fig. 1% is a flowchart showing the procedure of
interface processing of a SIM card {IC card) based on the
standards of ISO/IEC 7816-3, and -4.

[Fig. 20]

Fig. 20 is a diagram showing command/response APDU
applied to the interface of a SIM card (IC card! based on
the ISO/IEC 7816-4 standard.

[Fig. 21]

Fig. 21 is a diagram simply showing an example of
the sequence of control of the protocol of authentication
and encryption with use ¢of a SIM card and an IC card.
(Fig. 27]

Fig. 22 1s a diagram schematically showing the
hardware configuration of a memory card.

[Fig. 23]

Fig. 23 1is a diagram schematically showing a
hardware configuration example of a card obtained by
incorporating a SIM card and a memory card in a one-shape
body.

Explanaticn of Reference Numerals

[0110]



407,, .EPROM 408.. .01 functional unit 800.. .Memory card terminal 801.. .Memory card interface _
controller 50 802,. .Cryptographic block 803.. .Flash controller 804... Flash memory 2200 ...Television
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1...8IM card
Z...Cellular phone
4...IC card interface
¢...Memory card interface
V... Wireless interface
10...Contactless wireless unit
1001.. . Antenna switch
1002, . . Baseband controller

1003, . .A8K receiver
il...Wireless unit
1101, . .Antenna

1162, . .Circulator

1103, ., .Receiver

[

104, . . Transmitter

1105.. .Baseband controller
1106...5ystem bus
1107...CPU

12...3IM card

1200...Bullt-in antennsza
1201...1C card controller
1202...3%elector
13...Control device

1361...U0> functional unit

1302, . .Communicaticn functional unit



2201.. ,Speaker Best Modes for Carrying Out the Invention [0111] Embodiments of the present
invention will be described in detail below with reference to the drawings. [0112] One embodiment
of the present invention provides a storage medium obtained by incorporating a wireless
communication function in a SIM card in which subscriber information of a cellular phone is stored.
Basically, this storage medium has the same size and terminal shape as those defined by ISO/I-C
7816. [0113] Furthermore, the storage medium ggcording to one embodiment of the present
invention employs a reflected-wave transmission system as its wireless communication system. The
term "reflected-wave transmission" refers to a communication system in which a reflector sends a
reflected-wave Signafafisifg idm execution of modulation processing for received electric waves to
51 thereby allow wireless transmission. The reflected-wave transmission has a feature that low power
consumption catFbe redlizeddr d/CortftiHicatsn niodes iR whieH transmission from the reflector side

occupies almast all of the communication.
1401...8elector

30...Carrier

31...Center

300...IC card terminal
3C01...IC card interface controller
302...CFRU

30G3...8ystem bus
304...ROM

305, . .RAM
306...Cryptographic block

307...EEPROM

400...IC card slot
401...IC card interface controllier
402...CPU

403...5ystem bus
404, .. ROM

405...RAM
406...Cryptegraphic block
407...EEPREOM

408...U1 functional unit

800. . .Memory card terminal

801...Memory card interface controllier



[0114] A reflected-wave transmission system is formed of a reflector that transmits data by using
a reflected wave arising from modulation processing, and a reflected-wave read unit that reads out
data from a reflected wave sent by the reflector, At the time of data transmission, the reflected-wave
read unit transmits an unmodulated carrier. In response to this, the reflector executes modulation
processing corresponding to transmission data for the unmodulated carrier by carrying out load
impedance operation such as turning on/off of the anfgnna terminal, to thereby send out data. The
reflected-wave read unit receives this reflected wave and can acquire the transmission data through
demodulation and decode processing. [0115] The reflector is formed of e.g. an antenna that
reflects incidefitcontintibiis elettie Waves ‘@ transmission data generation circuit, and an impedance
52 change circuit that changes the impedance of the antenna depending on transmissicn. data. Fig. 1
shows a confi§iration ‘ekafiplé 6f & edhtattiess wireless unit 10 applied to the reflector. [0116]
Reference numeral 1001 denotes an antenna switch as a single-pole/double-throw (SPOT) switch.
This antenna Switch fntfidhs BBEFfor production of a reflected wave and icr switching between

transmission a;bdortgacep];ii%q.e%_tgr;{nn()iqal c is connected to an antenna.
£ PP el id

2201...5peakerx
Best Modes for Carrying Out the Invention
[01171]
Embodiments of the present invention will be

described in detaill below with reference to the drawings.

4]

[(0112]

One embodiment of the present invention provides a
storage medium obtained by incorporating a wireless
communication function in a SIM card in which subscriber
information of a cellular phone is stored. Basically,
this storage medium has the same size and terminal shape
as those defined by ISO/IRC 7816.

[0113]

Furthermore, the storage medium according to one
embodiment of the present invention employs a reflected~
wave transmission system as its wireless communication

AN

system. The term “reflected-wave transmission” refers to
a communication system in which a reflector sends a

reflected-wave signal arising from execution of

medulation processing for received electric waves to



[0117] At the time of data transmission, a terminal b is kept at the off-state by a baseband
controller 1002, so that the right-end switch is kept at the off-state. Furthermore, transmission data (TX
DATA) is applied to a terminal a from the baseband controller 1002. Because a terminal d is grounded,
the left-end switch is shorted when the transmission data is 1, and is opened when the transmission
data is 0. In this manner, phase modulation is executed for an unmodulated carrier received via the
antenna (not snown), so that the resultant wave is emitted from the antenna as a modulated
reflected-wave signal. [0118] 53 At the time of data reception, the terminal b is kept at the
on-state by the baseband controller 1002, and an ASK modulated signal received by the antenna is
sent to an ASK téggiver F003 viave teerirtal et The sentsignal-is démodulatedbysthewsSiK receiver
1003 so as to be converted to received data (RX_DATA). In this manner, the received data is sent to
the baseband ‘ebAttBIIErSE00Z: [OEE0]2 TSRy 2showsta configuration esarnplecsfiawirefess unit 11
applied to the reflected-wave read unit side. The wireless unit 11 includes an antenna 1101, a
circulator 11025 Féceiver 11037 atrdnSHiterCroa Gnd i aseband cortroler TEDs: $6120]

When the Wirejjess ur%i}tlllle%qs data from the contactiess wireless unit 10 shown in Fig. 1, an
unmodulated Earfier 1§ Gerierated from the HanSmitr 11049 Pesporise-to%h ih&fuction by the
baseband conérg):%lﬂeqr 11%553.t'|'iho%unmodulated carrier passes through the circulator 1102 and is emitted
from the antenna 1101 toward the contactiess wireless unit 10. The circulator 1102 is used to separate
a transmissioq wave 1(unmodu|ated carrier) from a received wave (modulated reflected wave) when
transmission and reception are simultaneously

A reflected~wave fransmission system is formed of a
reflector that transmits data by using a reflected wave
arising from modulation processing, and a reflected-wave
read unit that reads out data from a reflected wave sent
by the reflector. At the time of data transmission, the
reflected~-wave read unit transmits an unmodulated carrier.
in response to this, the reflector executes modulation
processing corresponding to transmission data for the
unmodulated carrier by carrying out load impedance
operation such as turning on/off of the antenna terminal,
to thereby send out data. The reflected-wave read unit
receives this reflected wave and can acguire the
transmission data through demodulation and decode
processing.

[0115]

The reflector is formed of e.g. an antenna that

reflects incident continucus electric waves, a

transmission data generation circuit, and an impedance



54 carried out. [0121] As described above, a reflected wave is produced from the unmodulated
carrier in the contactiess wireless unit 10, so that the wave is returned to the wireless unit 110 as a
modulated reflected wave. This modulated reflected wave is received by the receiver 1103 via the
antenna 1101 and the circulator 1102 and is converted to a baseband 1Q signal, followed by being
demodulated by the baseband controller 1105. [0122] On the other hand, at the time of
transmission of data or a control command from the wireless unit_ 110 to the contactless wireless unit
10, an ASK modulated wave is generated by the transmitter 1104 in accordance with transmission
data from the baseband controller 1105, so that the generated wave is emitted from the antenna 1.101
similarly. The bassbzndcontreller 1105 isstenmeeteditoca systenrbus:1106, w@nd exchanges data with
a central processing unit (CPU) 1.107 via the system bus 1106. The CPU 1107 executes processing
for a higher laféF6itHa 19 ©n ‘phgsretocdiand processing for contrehofithe operation of the entire
unit.

configuration example of a contactless wireless unit 10

applied to the reflectorn.

(0116]

Reference numeral 1001 denotes an antenna switch as

a single-pole/double-throw (SPDT) switch. This antenna

switch functions both for production of a reflected wave

and for switching between transmission and reception. A

terminal ¢ is connected to an antenna.

[C117]

At the time of data transmission, a terminal b is

kept at the off-state by a baseband controller 1002, so

that the right-end switch is kept at the off-state.

Furthermore, transmission data (TX DATA) is applied to a

terminal a from the baseband controller 1002. Because &

terminal d is grounded, the left-end switch is shorted

when the transmission data is 1, and is opened when the

transmission data is 0. In this manner, phase modulation

1s executed for an unmodulated carrier received via the

antenna (not shown), so that the resultant wave 1s

emitted from the antenna as a modulated reflected-wave

signal.

(0118}



55 It is also possible that in the contactless wireless unit 10, the antenna switch. 1001 for
changing the load impedance of the antenna is formed of a CMOS transistor incorporated in a circuit
module. Alternatively, the antenna switch 1001 may be formed of an integrated circuit (IC) composed
of gallium. arsenic (GaAs) separately from a circuit module so that highspeed switching operation can
be realized with low power consumption_ In the latter case, the rate of data transmission through
reflected-wave modulation is enhanced, and the power consumption is suppressed to several tens of
microwatts or lower. Therefore, considering the fact that the power consumption of wireless LAN at the
time of communication is in the range of about several hundreds of milliwatts to several watts, it can be
said that the reflected-wéve-ésminuiicationdisoverwhelming performance:diffeteticeicompared with
general wireless LAN, which involves significantly higher power consumption (refer to e.g. Japanese
Patent Laid-OpehR NG 20085648225 012477 “Furtheimbre 3he eohtactiess wirleds unitl0
equipped with the reflector (or a SIN card equipped with the contactless wireless unit 10) does not
generate a 56 Bafrier bUCMetél) Tefccte Tédeived Elethiic waves Thirdfara it is hof Fégarded as a

wireless station and hi%%e is treated as bés@ng exempt from regulations imposed on radio-wave

e actisss comunicationsystems Stich 58 4n &fedttmagnetic

. . Lo da ecslve
communication. Fuﬁhermore, oﬁler conta

induction systet eIploy. & Itequency In thefande of several fiegahertz Io severg hundreds of
megahertz (e.g., 13.65 MHz). In"contrast, the refléctéd-wave communication system can realize

e e 22 B M e B A e Sl
transmission system-ate shgwn indable,l. InsTable Iy scnand controiler 1002.
[ol1e]

Fig. 2 shows a configuration example of a wireless
unit 11 applied toc the reflected-wave read unit side. The
wireless unit 11 includes an antenna 1101, a circulator
1102, & recezver 1103, a transmitter 1104, and a baseband
controller 110G5.

[(0120]

When the wireless unit 11 reads data from the
contactless wireless unit 10 shown in Fig. 1, an
unmodulated carrier is gensrated from the transmitter
1104 in response to an instruction by the baseband
contreller 1105. The unmodulated carrier passes through
the circulator 1102 and is emitted from the antenna 1101
toward the contactless wireless unit 18, The circulator
1102 1is used to separate a transmission wave (unmodulated

carrier) from a received wave (modulated reflected wave)

when transmission and reception are simultaneously



indicates the direction from the contactless wireless unit 10 to the wireless unit 11, and "Down"
indicates the direction from the wireless unit 11 to the contactless wireless unit 10. 57 [0126] [Table 1]
Items Specifications Use frequency band 2.4-Gus band
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carried out.

[0

et

211

As described above, a reflected wave is produced
from the unmodulated carrier In the contactless wireless
unit 10, so that the wave 1s returned to the wireless
unit 110 as a modulated reflected wave. This modulated
reflected wave 1s received by the receiver 1103 via the
antenna 1101 and the circulator 1102 and 1s converited to
a baseband IQ signal, followed by being demodulated by
the baseband controller 1105,
[(0122]

On the other hand, at the time of transmission of
data or a control command from the wireless unit 110 to
the contactless wireless unit 10, an ASK modulated wave
ls generated by the transmitter 1104 in accordance with
transmissicon data from the baseband controlier 1105, so
that the generated wave 1s emitted from the antenna 1101
similarly. The baseband controller 1105 is connected to a
system bus 1106, and exchanges data with a central

processing unit (CPU) 1107 wvia the system bus 110&. The

=

CrU 1107 executes processing for a higher layer of the

communication protocol and processing for control of the

operation of the entire unit.

[0123]



Trapsmission. rate Up:20 Mhos,Down:2.5 Mbps Modulation system Up:QPSK/BPSK,Down:ASK
Transmission system Up-down asymmetric TDD system Maximum throughput

st
[

It is alsc possible that in the contactless
wireless unit 10, the antenna switch 1001 for changing
the load impedance of the antenna is formed of a CMCS
transistor incorporated in a circuit module.
Alternatively, the antenna switch 1001 may be formed of
an integrated circuit (IC) composed of gallium arsenic
(GahAs) separately from a circuil module so that high-
speed switching operation can be realized with low power
consumption. In the latter case, the rate of data
transmission through reflected-wave modulation is
enhanced, and the power consumption is suppressed to
several tens of microwatts or lower. Therefore,
considering the fact that the power consumption of
wireless LAN at the time of communication is in the range
of about several hundrads of milliwatts to several watts,
1t can be said that the reflected-wave communication has
overwhelming performance difference compared with general
wireless LAN, which involves significantly higher power
consumption (refer to e.g. Japanese Patent Laid-Open No.
2005-64822) .

[0124]
Furthermore, the contactless wireless unit 10

T
i

Uy
=

equipped with the reflector {(or a i card eguipped with

the contactless wireless unit 10} does not generate a



15, Mbps,Down:1.5 Mbps Error correcting code Up: Reed Solomon code,Down:BCE co_de
Retransmission controlsystem Hybrid ARP2 system Transmission power of wireless unit 10 mW
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carrier but merely reflects received electric waves.
Therefore, it 1s not regarded as a wireless station and
hence is treated as being exempt from regulations imposed
on radio-wave communication. Furthermore, other
contactless communication systems such as an
electromagnetic induction system employ a frequency in
the range of several megahertz to several hundreds of
megahertz (e.g., 13.65 MHz). In contrast, the reflected-
wave communication system can realize high-speed data
transmission with use cof e.g. a 2.4-GHz high freqguency
band called the ISM band (Industry Science and Medical
band) .

[0125]

Performance specifications of the reflected-wave
transmission system are shown in Table 1. In Table 1,
“Up” indicates the direction from the contactless
wireless unit 10 to the wireless unit 11, and “Down”
indicates the direction from the wireless unit 11 tc the

contactless wireless unit 10.



Antenna gain of wireless unit 5 dEi Power consumption of reflector 30 mW (Average at the time of
communication) 1Comnunication range Lantenna) Maximum 3 m(depends on reflector side

57
[0126]
[Table 1]
Items Specificaticons
Use frequency band 2.4-GHz band
Transmission rate Up: 20 Mbps, Down: 2.3 Mbps
Modulation system Up: QPSK/BPSK, Down: ASK
Transmission system Up—-down asymmetric TDD svstem
Maximum throughput Up: 16 Mbps, Down: 1.5 Mbps
Error correcting code Up: Reed Scolomon code, Down: BCH cods
Retransmission contrcel system | Hybrid AR( systen
Transmission power of 10 mW

wireless unit
Antenna gain of wireless unit | 5 dBi

Power consumption of 30 mW (Average at the time of

reflector communication)

Communication range Maximum 3 m {depends on reflector sids
antenna;

[0127]

Fig., 3 shows the hardware configuration of a SIM
card 12 in which the reflected-wave transmission system
iz applied to a wireless interface. This 3SIM card has a
configuration obtained by additively providing the SIM
card shown in Fig. 17 with the contactless wireless unit
10, a built-in antenna 1200, an IC card controller 1201,
and a selector 1202.

[01lz28]

A wireless interface 7 functions to control the SIM
card 1z via the reflected-wave transmission system, and
characteristically transports data of command/response
APDU (see Fig. Z0) applied to the IC card interface by
using a wireless frame.

(0129}



[0127] Fig. 3 shows the hardware configuration of a SIN card 12 in which the reflected-wave
transmission system is applied to a wireless interface. This SIN card has a configuration obtained by
additively providing the SIN card shown in Fig. 17 with the contactless wireless unit 10, a built-in
antenna 1200, an IC card controller 1201, and a selecto., 1202. [0128] A wireless interface 7
functions to control the SIN card 12 via the reflected-wave transmission system, and characteristically
transports aa.L.a of command/response APDO (seedg. 20) applied to the IC card interface by using a
wireless frame. [0129] 58 Upon receiving a wireless frame via the built-in antenna 1200, the
contactiess wireless unit 10 transmits command data carried on the frame to the IC card controller
1201. [0130] Upon receliving a wireless frame via the built-in
antenna 1200, tThe contactless wireless unit 10 transmits
command data carried on the frame to the IC card
controller 1201,
(01307
The IC card controller 1201 is connected via the
selector 1202 to the IC card interface controller 301 by
a predetermined electric signal applied to the IC card
interface. The selecter 1202 functions to sslect one of
the path for an electric signal from the IC card
controller 1201 and the path for an electric signal from
the IC card terminal 300.
[0131]
The IC card controller 1201 transmits the command
data to the IC card interface controller 301 by a data
transfer system complying with ISC/IEC 7816. Subsequently,
the IC card controller 1201 receives response data as the
resuit of command processing by the CPU 302. The response
data 1s carried on & wireless frame by the contactless
wireless unit 10, followed by being transmitted via the
bullt-in antenna 1200 to the wireless interface 7.
T0132]
Regarding the configuration of the built-in antenna

1200, it is preferable that the built-in antenna be



The IC card controller 1201 is connected via the selector 1202 to the IC card interface controller 301
by a predetermined electric signal applied to the IC card interface. The selector 1202 functions to
select one of the path for an electric signal from the IC card controller 1201 and the path for an electric
signal from the IC card terminal 300. [0131] The IC card controller 1201 trans- s the command
data to the IC card interface controller 301 by a data transfer system complying with ISO/IEC 7816.
Subsequently, the IC card controller 1201 receives response data as the result of command
processing by the CPU 302. The response data is carried on a wireless frame by the contactless
wireless unit 10, followed by being transmitted via the built-in antenna 1200 20 the wireless interface 7.
[0132] Réegaraingthe confighratiohof the biltsinaermaa 1200;4ts prefefalsle thet the built-in
antenna be 59 disposed on both the front surface and back surface of the SIN card, in consideration
of possibility thétthe fieritation ofthé SR Card 1D I6adedlinthe Sidtiof ateellulat phbhe differs (which
of the front surface and back surface of the SIN card 12 faces outward differs) depending on the kind
of cellular phoREEMRIRAL {0133] ¢ Fug s SRREmaticdiRFsttivs. the st dwARE c6iifigration of a
control device 13 that controls the SIN card 12@shpwn in fl% 3 via the wireless interface 7 based on
the reflected-wave tranemizsion system This Control devics 13 cohtrdls the SIRCEar8™2 from the

wireless unit ]Ega\gﬁtg%wggéeessoi@te{@gek IM card 12 faces outward differs)

depending on the kind of cellular phone terminal.
01331

Fig. 4 schematically shows the hardware
configuration of a control device 13 that controls the
S5IM card 1Z shown 1in Fig. 3 via the wireless interfacs 7
based on the reflected-wave transmission system. This
control device 13 controls the SIM card 12 from the
wireless unit 11 via the wireless interface 7.
101347

The wireless unit 11 transmits/receives data of the
command/response APDU (described above) applied to the IC
card interface, and therefore provides the control device
13 with the function equivalent to that of the IC card
interface contreller 401 in the cellular phone shown in
Fig. 18. The CPU 402, a system bus 403, the ROM 404, the
RAM 405, the cryptographic block 406, and the EEPROM 407
have the same functions as thoss described for Fig. 18.
[0135]

Furthermore, a UL functional unit 1300 and =



[0134] The wireless unit 11 transmits/receives data of the command/response APDU (described
above) applied to the IC card interface, and therefore provides the control device au.) with the function
equivalent to that of the IC card interface controller 401 in the cellular phone shown in Fig. 18. The
CPU 402, a system bus 403, the ROM 404, the RAM 405, the cryptographic block 406, and the
EEPROM 407 have the same functions as those described for Fig. 18. [0135] Furthermore, a Ul
functional unit 1300 and a 60 communication functiggal unit 1301 are provided corresponding to
application functions offered by the control device 13. Examples of an application by the control device
13 will be described later. [0136] In Fig. 23, a. configuration example of a card obtained by
incorporating &SN &ard ané & nienoryicard in arore-shidpe body isstowte &ig. 5 shows a hardware
configuration example of a SIN card 14 that is integrated with a memory card function and employs the
reflected-wave* ttaRSMIESioh-SyStérm a5its witelesslinterface. (013710 £ Lo Thik BIN &&rd 14 includes,
besides the components in the SIN card shown in Fig. 23, the built-in antenna 1200, the contactless

wireless unit 107 3h 1€ caifiéifiory card SGitROIRT 1460 2dhd & Fseléctor a0y the

control device 13 will be described later.
[0136]

in Fig. 23, a configuration example of a card
obtained by incorporating a SIM card and a memory card in
a one-shape body ig shown. [ig. 5 shows a hardware
configuration example of a SIM card 14 that is integrated
with a memory card function and employs the reflected-
wave transmission system as 1ts wireless interface.
r0o137]

This SIM card 14 includes, besides the components
in the SIM card shown in Fig. 23, the built-in antenna
1200, the contactless wireless unit 10, an IC card/memory
card controller 1400, and a selector 1401.

[0138]

The SIM card 14 carries ocut wireless conitrol for

the SIM card functional part and wireless control for the

memory card functional part via the contactless wireless

=

unit 10, similarly to the SIM card shown in Fig. 3. hat
i1s, via the wireless interface 7, a command/response for

controliing the memory card is transported on a common

wireless frame.



[0138] The SIN card 14 carries out wireless control for the STN card functional part and wireless
control for the memory card functional part via the contactiess wireless unit 10, similarly to the SIN
card shown in Fig. 3. That is, via the wireless interface 7, a command/response for controlling the
memory card is transported on a common wireless frame. 61 [0139] Furthermore, the SIM card
14 receives/transmits command data/response data via the contactiess wireless unit 10. The IC
card/memory card controller 1400 controls commangyfesponse transfer with respect to the memory
card interface controller 801. [0140] The selector 1401 functions to select one of the path for an
electric signal that has passed through the memory card terminal 800 and the path for an electric
signal from thé {G €afd/memory card controller 1400. [0141] A memory card control system is
disclosed in e.g. Japanese Patent Laid-Open No. 2006-202260, which has been already assigned to
the present assignee. A rahsSFet Sy steni-61F aWiteless interfacesis disciosétlinresy. i Japanese Patent
Laid-Open No. 2006-146460 and Japanese Patent Application No. 2006-330894, which have been
aheadyasﬂgﬁ%ﬁqﬁﬁ%g[ﬁ@&%ﬁ%ﬁ%ﬁﬁﬁﬁfﬁO%ﬂ@T via the contactiess wireless

unit 10. The IC card/memory card controlier 1400 controls
command/response transfer with respect to the memory card
interface controller 801.

(0140]

The selector 1401 functions to select one of the
path for an electric signal that has passed through the
memory card terminal 800 and the path for an electric
signal from the IC card/memory card controller 1400.
[0141]

A memory card control system is disclosed in e.g.
Japanese Patent Laid-Open No. 2006-202260, which has been
already assigned Lo the present assignes. A tfransport
system on a wireless interface is disclicsed in e.g.
Japanese Patent Laid-Open No. 2006-146460 and Japanese
Patent Application No. 2006-3308%94, which have been
already assigned to the present assignee.

01427

Fig. 6 shows a configuration example of a wireless
frame. A commen configuration is provided in both
transmission and reception.

[0143]



Fig. 6 shows a configuration example of a wireless frame. A common configuration is provided in both
transmission and reception. [0143] 62 A preamble 150 is data for bit synchronization and so on
for the frame. A unique word 151 is fixed-pattern data for frame synchronization. A header 152 is
composed of a frame type 1521, a destination address 1522, a source address 1523, control 1524,
and a data length 1525. The frame type 1521 provides differentiation among a beacon, control frame,
data frame, and so on. The destination address 1522% and the source address 1523 indicate the
transmission and reception destination of the frame. The control 1524 functions for retransmission
control, arrival confirmation, and so on. The data length 1.525 stores the data length of the frame. Data
153 is area for data that isctostsentransmitted andieceivedraldata frame; thendatarlisis generally
referred to as "payload.” FEC 154 is an error correcting code for executing frame error check, and e.g.
CRO032 is used forthe EEC 1584. 6144]¢ -  IFigr7 shews aframé tonfiguratien irwhichra control

command system applled to a SIN card is carried on a data frame.
data for frame synchronization. A header 152 is composzad

of & frame type 1521, a destination address 1522, &

fod
%2
2
&

source address 1523, control 1524, and a data length
The frame type 1521 provides differentiation among a
beacon, control frame, data frame, and so on. The
destination address 1522 and the source address 1523
indicate the transmission and reception destination of
the frame. The control 1524 functicns for retransmission
control, arrival confirmation, and so on. The data length
1525 stores the data length of the frame. Data 152 is an
area Ifor data that is to be transmitted and received. In
a data frame, the data 153 1s generally referred to as
“paylicad.” FEC 154 is an error correcting code for
executing frame error check, and e.g. CRC3Z is used for
the FEC 154.
01447

Fig. 7 shows & frame configuration in which a
control command system applied to a SIM card is carried
on a data frame.
[0145]

On the payload 153 of a wireless frame (data frame)

15, the command APDU 60 or the response APDU 61 shown in



[0145] 63 Fig. 20 is carried together with an access type 160. The access type 1600 is type
information for discrimination of the subject of control by the above-described IC card/memory card
controller 1400 of the SIN card 14. The access type 1600 of Fig. 7 is given the value that specifies the
IC card side as the control subject. [0146] Fig. 8 shows a frame configuration example in which a
control command system applied to a memory card is carried on a data frame. The same frame
configuration is disclosed also in Japanese Patent Appglication No. 2006- 330894 (described above),
and characteristically implements direct register control, command control, and buffer control for a
memory card via wireless communication. [0147] In the data frame shown in Fig. 8, a control
command 1700icr regporise 70T issshartied ohlthe payloadatb3together withethé @ecessitype 1600.
Similarly to the access type shown in Fig. 7, the access type of Fig. 8 is also type information for
discrimination 26¥tR& Subj&et of E6Rtrol by tHe1C card/fiermeénrcard tofitrolerii4otkesfithe SIN card 14.

The access type of Fig. 8 is given the value that specifies the memory card side as the control 64
the subject of control by the above-described IC

card/memory card contreller 1400 of the SIM card 14. The
access type 1600 of Fig. 7 is given the wvalue that
specifies the IC card side as the control subject.
[0146)

Fig. 8 shows a frame configuration example in which
a controi command system applied to a memory card is
carried on & data frame. The same frame configuration is
discleosed alsc in Japanese Patent Application No. 2006-
330894 (described above!, and characteristically
implements direct register control, command control, and
buffer contrel for a memory card via wireless
communication.
[01477
In the data frame shown in Fig. 8, a control
command 1700 or response 1701 is carried on the payload
153 together with the access type 1600. Similarly to the
access type shown in Fig. 7, the access type of Fig. § is
also type information for discrimination of the subject
of control by the IC card/memory card controller 1400 of
the SIM card 14. The access type of Fig. 8 is given the

value that specifies the memcory card side as the control



subject. [01481 Fig. 9 shows a frame configuration example in which a control command system
coupled to sector data for read/writefrom/to a memory card is carried on a data frame, Reference
numeral 180 denotes a payload configuration for read, and reference numeral 181 denotes a payload
configuration for write. Reference numerals 1800 and 1801 denote a command and a response for
read, and reference numerals 1802 and 1803 denote a command and a response for write. The same
frame configuration is disclosed also in Japanese Paggnt Laid-Open No. 2006- 146460 (described
above). The frame configuration characteristically allows implementation of a series of register control,
command control, and buffer control on the memory card side, to thereby carry out read/write on a
sector-by-sectérbasis.tFurthermore, the transfer of data coupled to sector data can enhance the
wireless frame efficiency. [0149] In the data frame shown in Fig. 9, the control command 1800
(1802) or resp6fsé 1801 (1803) is carried on the payload 153 together with the access type 160.
Similarly to the access types shown in Figs. 7 and 8, the 65 access type of Flg 9 is also type
information for discrimlrg atfon of the Stbjett Bf’fé‘@ﬁrd?%@/ﬁﬁé fC Tardimerricryichtd €ontrbliert400 of the

SIM card 14. The access type of Flg 9 is given the value that specifies the memory card side as the
control subjecf [0TB0]C1 CommaTd system coupled to sector data for

read/write from/to a memory card is carried or a data
frame. Reference numeral 180 denotes a payload
configuration for read, and reference numeral 181 denotes
a payload configuration for write. Reference numerals
1800 and 1801 denote a command and a response for read,
and reference numerals 1802 and 1803 denote a command and
a response for write. The same frame configuration is
disclosed also in Japanese Patent Laid-Open No. 2006-
146460 (described above). The frame configuration
characteristically allows implementation of a series of
register control, command control, and buffer control on
the memory card side, to thereby carry out read/write on
a sector-py-sector basls. Furthermore, the transfer of
data coupled to sector data can enhance the wireless
frame efficiency.
[0149]

In the data frame shown in Fig. ¢, the control
command 1800 (1802) or response 1801 (1803) is carried on
the payload 153 together with the access type 160.

Similarly to the access types shown in Figs. 7 and 8, the



Fig. 10 shows an example of frame sequence for controlling the SIM card 12 from the control device
13. In this example, the control device 13 executes the authentication sequence that is executed by
the cellular phone 2 for the carrier 3 in Fig. 21. The description of the example is based on the premise
that the control device 13 is connected to the public network 5 or another fixed network. As for the
system of communication between the control device 13 and the carrier 3, a detailed description is
omitted because the system has no direct relation tohe gist of the present invention, similarly to the
case of Fig. 21. [0151] The SIM card 12 is used in such a manner as to be inserted in the slot of
the cellular phone 2. Upon the activation (1900) of the cellular phone 2, power is input from the celTur
phone 2 to therSIVt gard-¥2cinaésponise to the power inputsthenSiM gard. 22 executes initial 66
setting (1901) for wireless communication. Furthermore, the activation processing 500, the reset
processing 503 aAd tHe protocol setting protessifig 502 {see Fig: 4b) are ekecutéd by the cellular
phone 2 for the SIM card 12. Due to this operation, the IC card interface controller 301 is so sec as to
carry out datatfansfetin abordahde With-a predeterinéd protoesl. f0i5272 < FHe ICTard controller

1201 also has to follow the same protocol for data transfer to the_ IC card interface controller 301.

Accordingly, the Selettor 1202 monitdrs the 16 card fritertie BétWen the tc Safd terifital 300

the memory card side as the control subiject.
[0150]

Fig. 10 shows an example of frame sequence for
contrelling the 3IM card 12 from the control device 13.

In this example, the control device 13 executes the
authentication sequence that is executed by the cellular
phone 2 for the carrier 3 in Fig. 21. The description of
the example is based on the premise that the control
device 13 1s connected to the public network % or ancther
fizxed network. As for the system of communication between
the control device 13 and the carrier 3, a detailed
cdescription 1s omitted because the system has no direct
reiation to the gilst of the present invention, similarliy
to the case of Fig. 21.

[0151]

The SIM card 12 is used in such & manner as to be
inserted in the slot of the cellular phone 2. Upon the
activation (1900) of the cellular phone 2, power is input
from the cellular phone 2 to the SIM card 12. In response

to the power input, the SIM card 12 executes initial



and the IC card interface controller 301. This allows the selector 1202 to be provided with a function to
acquire the protocol type information and clock rate conversion factor from a PTS request and a PTS
reply (described above) and notify the IC card controller 1201 of them. In this manner, protocol setting
processing (1902) for the IC card controller 1201 is completed. [0153] In this frame sequence
example, connection-oriented connection is carried out from the control device 13 to the SIM card 12.
Specifically, the control device 13 simultaneously sends a beacon. frame 1903 periodically and 67
waits for a reply from the SIN card 12. When the SIN card 12 (cel.lular phone equipped with the SIN
card 12) is brought close to the control device 13 by user's operation, the SIN card 12 receives the
beacon frame $£903) 2 ih respohse o this tetebtion, therBIi dard 12onatifies thetconirokdevice 13 of its
location by a location notification. frame (1904). Upon receiving the location notification frame (1904),
the control devieé 13%Fari5mits"a cBRREGtON reguestfrarhé £1905) cSubsequentlyupoh téception of a
connection reply frame (1906) from the SIN card 12, connection is established. [0154] From then
on, command/F&&horise dontroP fét the SN ‘cavd 1 2 4rsis the Sontfol désice 1318 cakied eueby using

the data frame_ shown in,Fig. 74.m§gecifiga}ll , the INS (60512?; in an authentication requesr, command.
(1907) is given the value indicating “authehticatiBh Yéquest.* The raRdomthumsér (761) ispecified in

the data area (608),of the, gammand APPYL and the data length thereof s specified in fne Lc (604).

is so set as to carry out data transfer in accordance
with a predetermined protocol.
[0152]

The IC card controller 1201 alsoc has to follow +he
same protocol for data transfer to the IC card interface
controller 301. Accordingly, the selector 1202 monitors
the IC card interface between the IC card terminal 300
anc the IC card interface controller 301. This allows the
selector 1202 to be provided with a function to acquire
the protocol type information and clock rate conversicn
factor from a PTS request and a PTS reply (described
above) and notify the IC card controller 1201 of them. In
this manner, protocol setting processing (1902) for the
IC card controller 1201 is completed.
rolsz;

In this frame segquence example, connection-oriented
connection is carried out from the control device 13 to
the SIM card 12. Specifically, the control device 13

simultaneously sends a beacon frame 1903 periodically and



[0155] The SIN card 12 receives the authentication request command (1907), and starts
arithmetic operation on the authentication data (703) and the session key Ks (704). 68 In addition, the
SIN card 12 transmits an authentication request response (1908). In the SWI and 5W?2 in the response
APDU, the processing status indicating the normal start of the processing is set. [0156] The
control device 13 issues an authentication reply command 1909 to the SIN card 12 in order to acquire
the authentication data (703). The value indicating "authentication reply” is specified in the INS (601) in
the command APDU, and the data length of the authentication data (703) is specified in the Sc (604).
[0157] The SIN card 12 adds t' e authentication data (703) obtained as an arithmetic result to the
data area (610):0fteEresponse APDLY, dicbtransmits ak authentication weply resporisa(1940): At this
time, the processing status is set in the SW1 and SW2 in the response APDU. [0158] In this
manner, command eBhtroliequivilentio thaticarfied vut frormtthe TelularpHoié 2 (see Fig. 21) can be
carried out from the control device 13 via wireless communication, Furthermore, for the SIN card 14
(referred to asEig- 8} 6qGipped also Witts af?ﬁélrﬁéﬂllc%‘f&ﬁtﬁloh:% cbmmEfr entrol equivalent to that

carried out from the _ - . . .
operaticn, the SIM card 12 receives the beacon frame

{1803). In response to this reception, the SIM card 12
notifies the control device 13 of its location by a
leocation notification frame (1904). Upon recelving the
location notification frame (1904}, the control device 12
transmits a connection request frame (19205). Subsequently,
upen reception of a connection reply frame (1906) from
the SIM card 12, connection is established.
[0154]

From then on, command/response control for the SIM

card 12 from the contrel device 13 is carried out by

h

using the data frame shown in Fig. 7. Specifically, the

%

INS {e0l) in an authentication request command (1907) is
given the value indicating “authentication request.” The

random number (701} is specified in the data area (605)

G

T the command APDU, and the data length thereof is

The SIM card 12 receives the authentication reguest
command (1907), and starts arithmetic operation on the

authentication data (703) and the session key Ks (704} .



69 cellular phone 2 can be carried out by using the data frame shown in Fig_ 8. Moreover, using the
data frame shown in Fig. 9 allows high-speed memory data access. [0159] After carrying out
predetermined SIN card control and memory card control for the same connection, the control device
13 transmits a disconnection request frame (1911) to the SIN card 12 (or 14). Subsequently, upon
receiving a disconnection reply frame (1912) from the SIN card 12 (or 14), the control device 13 ends
the communication. [0160] shows a configuration example of a wireless communication
system that offers a service of electronic money or a credit card with use of a SIN card and a control
device according to one embodiment of the present invention. [0161] A SIN card 120 has a
function to treat'subsererinformatiofl Tor thecarder 30 sinsitarly $0 arrelated-anttSih:cardrn
Furthermore, the SIN card 120 has a function of electronic money or a credit card (credit function) that
is offered in the¥6HA ©f ahGEHIE generally. Speéificalhy iffdrmatich Féfating to-électronic money Or
70
response APDU, the processing status indicating the
normal start of the processing is set.
[0156]
The control device 13 issues an authentication
reply command 1909 to the SIM card 12 in order to acguire
the authentication data (703). The wvalue indicating
“authentication reply” is specified in the INS (601) in
the command APDU, and the data length of the
authentication data {(703) is specified in the Lo {ch4d)
f0157]
The 3IM card 12 adds the authentication data {703,
obtained as an arithmetic result to the data area (610)
of & response APDU, and transmits an authentication reply
response (1910). At this time, the nrocessing status is
set in the SWl and SW2 in the response APDU.
10138]
In this manner, command control eguivalent to that

carried out from the cellular phone 2 (see Fig. 21) can

be carried out from the control device 13 via wireless

s

communication. Turthermore, for the SIM card 14 {referred
toe as Fig. 5) equipped also with a memory card function,

command contrel equivalent to that carried out from the



a credit card (credit information) is stored in the storage area of the SIN card (IC card), and a protocol
for safely treating this information is shared by apparatus to which the card is applied and the center
31. This protocol is realized by carrying out a series of command/response control via the IC card
interface 4 or the wireless interface 7. [0162] The SIN card 120 is controlled by a cellular phone
20 via the IC card interface 4 similarly to a typical SIN card. Pi related-art cellular phone covers only
the SIN function. In contrast, in the present embodiment, the cellular phone 20 covers the credit
function as well as the SIN function. [0163] A control device 130 accesses the SIN card 120 via
the wireless interface 7 and is connected to the carrier 30 and the center 31 via the communication.
network 5. [016&] L uldn théeystern confiduration shewn n:Eigo $1uthercellutas phohe 20 can be used
through subscriber authentication similarly to related arts by applying the SIN card 120 to the cellular
phone 20. Furthetfiforéfifthe cellularphone 20 esvsrsahie chstitfinétion, 3274 Sewice of electronic

money/credit card can be utilized via a cellular network. [0165]
shown in Fig. 9 allows high-speed memory data access.

[6159]

After carrying ocut predetermined SIM card control
and memory card control for the same connection, the
control device 13 transmits a disconnection reguest frame
(1211) to the SIM card 12 (or 14). Subsequently, upon
receiving a disconnection reply frame (1912) from the SIM
card 12 {cr 14), the control device 13 ends the
communication.

[G160]

#ig. 11 shows a configuration example of a wireless
communication system that offers a service of electronic
money or & credit card with use of a SIM card and a
control device according to one embodiment of the present
invention.

[0161]

A 5IM card 120 has a function to treat subscriber
informaticn for the carrier 30 similarly to & related-art
5IM card. Furthermore, the SIM card 120 has & function of
eiectronic money or a credit card (credit function) that
is offered in the form of an IC card generally.

Specifically, information relating to electronic money or



Moreover, also via the control device 130, a service of electronic money/credit card can be utilized
similarly. In this case, the control device 130 serves as a payment terminal that executes processing of
deposits/withdrawals, accounting, and so on (credit processing) in utilization of electronic money/credit
card between the SIM card 120 and the center 31. [0166] In addition, in the system shown in Fig.
11, subscriber authentication and credit processing can be executed by using the same SIM card. This
allows the carrier 30 of the cellular phone to have enhgnced flexibility of service provision, and thus the
carrier becomes capable of offering a user a service of electronic money and credit card in addition to
the original telephone call service. [0167] Furthermore, subscriber information and credit
information cap berrpdhaged: byl ohe:SiM cardh Thisreffersral cellularphone user anadvantage that, at
the time of change of a cellular phone terminal, these pieces of 72 information can be shifted merely
by moving the SIREGEHE té #5e néw téffiinal Jo1s8]d  (IFig:apshowsa configuratiorwéxample of a
wireless communication system that offers a distribution service for copyright-managed (DRM (Digital
Right Managefieht)*éoritent wifls &5 of tHe dove descibeduliifunttion SiNard and a control

device. .
apparatus to which the card is applied and the center 31.

Thisg protocol is realized by carrying out a series of
command/response control via the IC card interface 4 or
the wireless interface 7.

[0162)]

The SIM card 120 is controlled by & cellular phone
20 via the IC card interface 4 similarly to a typical STM
card. A related-art cellular phone covers only the SIM
function. In contrast, in the present embodiment, the
celiular phone 20 covers the credit function as well as
the SiM function.

[0163]

A control device 130 accesses the STM card 120 via
the wireless interface 7 and is connected to the carrier
30 and the center 31 via the communication network 5.
[0164]

In the system configuration shown in Fig. 11, the
cellular phone 20 can be used through subscriber
authentication similarly to related arts by applying the
SIM card 120 to the cellular phone 20, Furthermore, if

the cellular phone 20 covers the credit function, a



[0169] The participators of the DRM system are typically a content provider, license manager,
and user. The user owns a content reproduction device and utilizes content by using the device. The
license manager issues a license to the user. The content provider offers content to the user. In the
DRM, c oviding the user with the license (use permit) of a content is realized by giving the content key
to a (specific) valid reproduction device of the user. The "valid reproduction device" means that the
reproduction device can process a. cryptographic key; content key, and decrypted content without
leaking them to the external. [0170] A SIN card 140 has the configuration shown in F 5, and hence
has the function of a high-capacity memory 73 card in addition to the functions of the SIN card 120
(SIN function, efeédit-fuRction): The miemofy Bardeftincticrineludesa copyright managemeént (ORM)
function, and control of authentication and control of content encryption are carried out between the
SIN card 140 ¥nd appafatds'twhiththeZiN card 140 is applied.

(1657

Moreover, alsc via the control device 1230, a
service of electronic money/credit card can be utilized
similarly. In this case, the contreol device 130 serves as
a payment terminal that executes processing of
deposits/withdrawals, accounting, and so on (credit
processing) in utilization of electronic money/credit
card between the SIM card 120 and the center 31.
[0166]

In addition, in the system shown in Fig. 11,
subscriber authentication and credit processing can be
executed by using the same SIM card. This allows the
carrier 30 of the cellular phone o have enhanced
Tlexibility of service provision, and thus the carrisr
becomes capable of offering a user a service of
electronic money and credit card in addition to the
original telephone cell service.

[C167]

Furthermore, subscriber information and credit

information can be managed by cone SIM card. This offers a

cellular phone user an advantage thalt, at the time of

change of a cellular phone terminal, these pieces of



[0171] The system configuration of Fig. 12 is based on the assumption that a cellular phone 21
has a SIN function, credit function, and function to reproduce DRM content. In this system, the cellular
phone 21 controls the SIN card 140 via the IC card interface 4 and the memory card interface 6. [017
A control device 131 accesses the SIN card 140 via the wireless interface 7 and is connected to the
carrier 30, the center 31, and a content distribution server 32 via the communication network 5 (fixed
network). [0173] In the system configuration shewn in Fig. 12, the following services can be
utilized by applying the SIN card 140 to the cellular phone 21: a telephone call via a cellular network,
service of electronic money/credit card, and content distribution service. Moreover, the same 74
services can beé GfiliZEaI& Theeonthst deviea 31, TGI7Fy by moving the SIM card

to the new terminal.
[0168]

Fig. 12 shows a configuration example of a wireless
communication system that offers a distribution service
for copyright-managed (DRM (Digital Right Management)
content with use ¢f the above-described multifunction SIM
card and a control device.

[(0169]

The participators of the DRM system are typically a
content provider, license manager, and user. The user
cwns a content reproduction device and utilizes content
by using the device. The license manager issues & license
to the user. The content provider offers content to the
user. In the DRM, providing the user with the license
(use permit) of & content is realized by giving the
content key to a (specific) valid reproduction device of
the user. The “valid reproduction device” means that the
reproduction device can process a cryptographic key,
content key, and decrypted content without leaking them
to the external.

[(0170]
A 5IM card 140 has the configuration shown in Fig.

o, and hence has the function of a high-capacity memory



In case that the latter content distribution service is used, the control device 131 executes processing
of downloading DRM content for the SIM card 140, and carries out a license purchase procedure
through credit processing for use of the content. By thus combining download processing and credit
processing, content with protected copyright, such as music or video, can be purchased
simultaneously through simple user's operation such as holding of the cellular phone 21 over the
control device 131. [0175] Furthernore, subscriber authentication, credit processing, and
download processing can be carried out by using the same SIM card. This offers a cellular phone
carrier an advantage that the carrier can provides a. user with a content distribution service in addition
to a telephoneccaikservice @&ndtservice of electroniccmoneycreditidard and thus is alloyved to have
enhanced flexibility of service provision. [0176] Furthermore, subscriber tformation, credit
information, and édntert Ffdratationr edn beimanagadiby 75 baeSiNccard <Thig offersa teflular
phone user an advantage that, at the time of change of a cellular phone terminal, these pieces of
information cah’Be' Solfettidely ShiffetTherdly: by AESViRG the"SIN carerothehewatefminal. [0177)

Fig. 13 shows an QxaerICe)%'n which DRM content recorded in the SIN card 140 of. 12 is reproduced by

a control deviGtLo authentication and contrel of content
encryption are carried out between the SIM card 140 and
apparatus to which the SIM card 140 is applied.

[0171]

The system configuration of Fig. 12 is based on the
assumption that a cellular phone 21 has a SIM function,
credit function, and function to reproduce DRM content.

In this system, the cellular phone 21 controls the SIM
card 140 via the IC card interface 4 and the memory card
interface 6.

(61723

A control device 131 accesses the SIM card 140 via
the wireless interface 7 and 1s connected to the carrier
30, the center 321, and a content distribution server 32
via the communication network 5 (fixed network).

[0173]

in the system configuration shown in Fig. 12, the
following services can be utilized by applying the SIM
card 140 to the cellular phone 21: a telephcone call via a
cellular network, service of electronic money/credit card,

and content distribution service. Moreover, the same



[0178] A control device 132 acquires DRM information and an encrypted content that are stored
in the memory card storage area of the SIN card 140 via the wireless interface 7, and reproduces the
content through DRM processing. The control device 132 outputs video content to a television 2200
and outputs music content to a speaker 2201. For this purpose, the control device 132 has output
functions compatible with the respective content media. [0179] In this manner, URN content,
which can be reproduced only by the cellular phone 21 equipped with a memory card in related arts
normally, can be reproduced also on another apparatus by sending out the content via the wireless
interface 7. Furthermore, a use style for 76 enjoyment of an individual person can be changed to one
for enjoyment ®f pluralsgersens. j6180]L 1 1 z Fhepresentsinventiondiasieeen-described in detail above
with reference to specific embodiments of the invention. It should be apparent that various
modifications afd $dbstitutions might be incorporated into the embodiments by those skilled in the art

without departing from the gist of the invention. [0181]
In case that the latier content distribution

service is used, the control device 131 axecutes
processing of downlocading DRM content for the SIM card
140, and carries out a license purchase procedure through
credit processing for use of the content. BRy thus
combining download processing and credit processing,
content with protected copyright, such as music or video,
can be purchased simultaneously through simple user’s
operation such as holding of the cellular phone 21 over
the control device 131.

[G175]

Furthermoere, subscriber authentication, credit
processing, and download processing can be carried out by
using the same 3IM card. Tnis cffers a cellular phon
carrier an advantage that the carrier can provides a user
with a content distribution service in addition to a
telephone call service and service of electronic
money/credit card and thus is allowed to have enhanced
flexibllity of service provizsion.

0176
Furthermore, subscriber information, credit

information, and content information can be managed by



present specification, the description is made with focus on the embodiment that is applied to a SIN
card defined by GSM (11.11) and ISO/TEC 7816 as a storage medium in which subscriber information
of a cellular phone is stored. However, the gist of the present invention is not necessarily limited
thereto. Although presently the SIN card is widely used in cellular phones of the GSM and W-CDMA
systems, of course an embodiment of the present invention can be similarly applied also to various
types of storage media in which subscriber informatign of a cellular phone is stored, irrespective of the
presence or absence of compatibility with the SIN card. [0182] 77 That is, the embodiments of
the invention are disclosed merely for the purpose o exemplification. Therefore, the description in the
present specifieatiors SHogldmot bd interpretéd o limitthélscope of thenimvestion.akhe appended claims
should be consulted to determine the gist of the invention. 78 Claims 1. A storage medium used
in such a manAérastcBe |ddded: inftcellitariphones thecstorage mediuntedmprisingehonecontact

connecting means for functioning for connection to the cellular phone;
terminal, these pieces of information can be collectively

shifted merely by moving the SIM card to the new terminal.
(0177]

Fig. 13 shows an example in which DRM content
recorded in the SIM card 140 of Fig. 12 is reproduced by
a control device.

(Gl78]

A control device 132 acguires DRM information and
an encrypted content that are stored in the memory card
storage area of the SIM card 140 via the wireless
interface 7, and reproduces the content through DRM
processing. The control device 132 outputs video content
to a television 2200 and cutputs music content to a
speaker ZZC0l. For this purpose, the control device 132
has ocutput functions compatible with the respactive
content media.

[0178]

In this manner, DRM content, which can be
reproduced oniy by the cellular phone 21 equipped with a
memory card in related arts normally, can be reproduced
also on another apparatus by sending out the content via

the wireless Interface 7. Furthermore, a use style for



wireless communicating means for functioning for connection to an external control device; and
subscriber nformation storing means for storing subscriber information of the cellular phone; wherein
the subscriber information storing means is controllable from the cellular phone via the contact
connecting means and is controllable from the control device via the wireless communicating means.
2. The storage medium according to claim 1, wherein the wireless communicating means
includes a reflector that transmits data by a reflected;wave arising from modulation processing, and
the control device includes a reflected-wave read unit that transmits an unmodulated carrier and reads
out data from a modulated reflected wave from the reflector, and data communication with the control
device is carriéd ot By atreflécted-wave trafsiissiorrsystena790e  clBaThestoragemedium
according to claim 1, wherein the storage medium has the same card size as a card size defined
by GSM (11.11P{GI6barsystem for MdbiecComfititfications (11.11)), and the contact connecting
means has th(—:; ﬁ%?(e terminal shape as a. terminal shape defined by ISO/IEC (International
Organization fo andardization/International Electrotechnical Commission) 7816-2.

The present invention has been described in detail
above with reference to specific embodiments of the
invention. It should be apparent that various
modifications and substitutions might be incorporated
into the embodiments by those skilled in the art without
departing from the gist of the invention.

[0181]

in the present specification, the description is
made with focus on the embodiment that is applied to a
SIM card defined by GSM (11.11) and ISO/IEC 7816 as a
stcerage medlium in which subscriber information of a
cellular phone is stored. Howsver, the gist of the
presant invention is not necessarily limited theresto,
Although presently the SIM card is widely used in
cellular phones of the GSM and W-CDMA systems, of course
an embodiment of the present invention can be similarly

applied also to various types of storage media in which

subscriber information of a cellul

[o1]

r phone is stored,
irrespective of the presence or absence of compatibility
with the SIM card.

[0182]



4. The storage medium according to claim 1, wherein the contact connecting means carries out
data transfer control compatible with ISWIEC 7816-3 as an IC (Integrated Circuit) card interface, and
the wireless communicating means transmits a command/response application protocol data unit
(APDU) defined by ISO/IEC 7816-4 to the control device. 5. The storage medium according to
claim 4, wherein a transfer protocol system (T =0, T = 1) and a clock rate conversion factor,that
are defined by ISO/IEC 7816-3 are allowed to be setfer the subscriber information shoring means
from the cellular phone via the contact connecting means, and 80 at the time of access from the
control device, the wireless communicating means recognizes the transfer protocol system and the
clock rate conversion facterithatare set fomthedsutscriberinforimation storingomeans: from the cellular
phone, and carries out command/response control in accordance with the transfer protocol system and
the clock rate €ofiversiopdatorely TeIThé storageaediun acserding tolclaim &rfurther comprising

Therefore, the description in the present specification
should not be interpreted to limit the scope of the
invention. The appended claims should be consulted to

determine the gist of the invention.



service information storing means for stor service information relating to service provision, wherein
service information stored in the service information storing means is controllable from the cellular
phone via the contact connecting means and is controllable from the control device via the wireless
communicating means. 7. The storage medium according to claim 6, wherein the service
information storing means includes at least one of electronic money and a credit card as service
information relating to service provision. 8. Thesgtorage medium according to claim 1, further
comprising 81 a. memory card function and a memory card terminal configured to be provided in
the same shape, the memory card terminal being used for access to the memory card function,
wherein the memory card function is controll@bkeifram the cellular phone via the memory card
terminal and is controllable from the control device via the wireless communicating means. 9.
The storage medium accordingitecdlaiff8wHeelin used in such a manner as to be

loaded in a cellular phone, the storage medium
comprising:

contact connecting means for functioning for
connection te the cellular phone;

wireless communicating means for functioning for
connection to an external control device; and

subscriber information storing means for storing
subscriber information of the cellular phone; wherein

the subscriber information storing means is
contrellable from the cellular phone via the contact
connecting means and is controllable from the control
device via the wireless communicating means.

2. The storage medium according to claim 1,
wherein

the wireless communicating means includes a
refiector that transmits data by a reflected wave arising
from modulation processzing, and the control device
includes a reflected-wave read unit that transmits an
unmedulated carrier and reads cut data from a modulated
refiected wave from the reflector, and data communica+tion
with the control device is carried out by a reflected-

wave transmission system.



the memory card function has a memory card shape and a memory card terminal that are defined by a
standard of any of a Memory Stick, a Secure Digital (SD) card, a. MultiMedia Card (MMC), a Compact
Flash (registered trade a k), and a Universal Serial Bus (USB) memory. 10. The storage medium
according to claim 8, wherein the wireless communicating means is allowed to transmit a
command/response application protocol data unit (APDU) defined by ISO/IEC 7816-4 to the control
device, and a command/response to the controt gevice includes an information component that
provides an access type for differentiation between a command/response for 82 controlling the
memory card function and a command/response compatible with ISO/IEC 7816-4. 11. The
storage medium according télehaigitZ Melgreifpdium according to claim 1,

wherein

the storage medium has the same card size as a card
size defined by GSM (11.11) (Global System for Mobile
Communications (11.11)), and the contact connecting means
has the same terminal shape as a terminal shape defined
by ISO/IEC {(International Organization for
Standardization/Internatiocnal Electrotechnical
Commissicn} 781c-2.

4. The storage medium according to claim 1,
wherein

the contact connecting means carrles out data
transfer contrel compatible with ISO/IEC 7816-3 as an IC
{(Integrated Circult) card interface, and

the wireless communicating means transmits a
command/response application protocol data unit (APDU)
defined by ISO/IEC 7816-4 to the control device.

5. The storage medium according to claim 4,
wherein

a transfer protocol system (T = 0, T = 1) and a
clock rate conversion facteor {(F, D} that are defined by
ISO/IEC 78l6-3 are allowed to be set for the subscriber
information storing means from the cellular phone via the

contact connecting means, and



a built-in antenna for reflected-wave transmission is disposed both on a front surface of the storage
medium and on a back surface of the storage medium, Abstract Various services relating to
cellular phones are integrally provided on a SIM card at the initiative of carriers. A wireless
communication function via a reflected-wave transmission system is mounted to a SIM card to allow
access to a control interface of a SIM card from an external control device via a wireless
communication. The SIM card is provided with a credi function for treating electronic money as well as
a SIM function for allowing a carrier to treat subscriber information. Furthermore, a high-capacity of
memory card function is added to the SIM card to allow access to the control interface of the memory
card from a control device Vi&&hé réffected-vave Iransnussich systent, rol device, the

wireless communicating means recognizes the transfer
protocol system and the clock rate conversion factor that
are set for the subscriber information storing means from
the cellular phone, and carries out command/response
control in accordance with the transfer protocol system
and the clock rate ccnversion factor.

6. The storage medium according to claim 1,
further comprising

service information storing means for storing
service information relating to service provision,
wherein

service information stored in the service
information storing means is controllable from the
ceilular phone via the contact connecting means and is
controilable from the contrcl device via the wireless
communicating means.
7. The storage medium according to claim g,
wherein

the service information storing means includes at
least one of electronic money and a credit card as
service Iinformation relating to service provision.

8. The storage medium according to claim 1,

further comprising



g1

a memory card function and a memory card terminal
configured to be provided in the same shape, the memory
card terminal being used for access to the memory card
function, wherein

the memory card function is controllable from the
cellular phone via the memory card terminal and 1is
contrellable from the control device via the wireless
communicating means.

9. The storage medium according to claim 8,
wherein

the memory card function has a memory card shape
and a memory card terminal that are defined by a standard
of any of a Memcry Stick, a Secure Digital (5D} card, a
MultiMedia Card (MMC}, a Compact Flash (registered
trademark), and a Universal Serial Bus (USBE) memory.

10. The storage medium according to claim 8,
wherein

the wireless communicating means 1s allowed to
Transmit a command/response application protocol data
unit (APDU) defined by ISO/IEC 7816-4 to the control
device, and

a command/response to the contrel device includes
an information component that provides an access type for

differentiation between a command/response for



82

controlling the memory card function and a
command/response compatible with ISO/IEC 7816~4,

11, The storage medium according to claim 2,
wherein

a built~in antenna for reflected-wave transmission
is disposed both on a front surface of the storage medium

and on a back surface of the storage medium.



