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METHOD OF, AND SYSTEM FOR, SCANNI NG ELECTRONI C
DOCUMENTS . WHI CH CONTAI N LI NKS TO EXTERNAL OBJECTS
wo 2002foiRsiiction 5 The present invention rel atfepbdsdzars
' met hod of, and systemfory replacing external [I1nks
in electronic docunents such as email with internal

METHOD OEEND39sEM POR, SEANNIRESHY ECTRBNICHBE UM S
at't enphygy @Qfﬁlﬁ cjt%] onger
succeeds. otheruse 1's 0 e e ctiveness
-of web bugs. 10 Background Content scanning can be

Intr dilaéri ed out at a nunmber of places in the passage of
004%™ roni ¢ docunents from one systemto anot her.
Taking email as gn exanple, it n?y be carried out by
5 sof t waPRPIBHEt BYaHonTFlaigsdo o method af, gnd system e replasiagientespl
.. .an adjunct to, his email «client, and it nmaybe carried
links ipglectenicloprmantssuehas emed withiiatarnalHinks) e uswofithis isgo ewsusr
a LAN or 15 WAN, in order to retrieve email. Al so,
that enjafittiat attempBeiobypass énailtodentscauirSRap lomar sacaeds. Anbther use is
content scanning as a val ue-added service on behal f of
to reduceifib effentisensksoof Webbugsxanpl e, then retrieve their
content-scanned email via a POP3 account or simlar.
One trick which can be used to bypass email content
scanners is to create an enmil which just contains a
10 Backglduwdd (such as an HTM. hyperlink) to the undesirable or
"nasty"” 20 content. Such content may include viruses
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15  WAN, in order to retrieve email. Also, Internet Service Providers (ISPs) can carry out

content scanning as a value-added service on behalf of customers who, for example, then
retrieve their content-scanned email via a POP3 account or similar,
One trick which can be used to bypass email content scanners is to create an
email which just contains a link (such as an HTML hyperlink) to thé undesirable or “nasty”
20 - content. Such content may include viruses and other varieties of malware as well potentially
offensive material such as pornographic images and text, spam and other material to which
the email recipient may not wish to be subjected. The content scanner sees only the link,
which is not suspicious, and the email is Jet through. However, when viewed in the email
client, the object referred to may either be bought in antomatically by the email client, or
25 'wﬁen the reader clicks on the link. Thus, the nasty object ends up on the user’s desktop,

without ever passing through the email content scanner.




25 when the reader clicks on the link. Thus, thgepasty2007
obj ect ends up on the user's desktop, wthout ever
passi ng through the email content scanner. 13 February
2007 2 It is possible ?or the content scanner to
downl oad the object by following the Ilink itself. It
can then scan the object. However, this nethod is not
f ool proof-for instance, the server delivering the
obj ectt it Rpssitiefor tp cantant ssermpiedovniged e obibdt by folowliag thet
~that the request is froma content scanner and not
link itseffy  ggnt then seprdheieliect. Hawenerythisimsthod érnpe foglpreapf-dirfiissment |
i nnocent object to be scanned. However, when the
the serverryiglivpsing the efjese totthe cohlentobjnegtmaybh eye gealbtettiimt tha syesbise.
Sunmary of the Invention Enbodi nents of the present
from a jonteatrscdnoer agéad ftom the ehdomerolt mey theh saveurt dvifferpitploheom  of
enbedded Iinks in electronic docunents and does so by
object thizascanged. Heween twhar the erclanaraequadtd thegiject, thefy gbtltiosmasty bhaak
found in an el ectronic docunent and scan the object
which is the target of the link. If the object is
found to be acceptable fromthe point of view of
‘Summatpof thaInvestimNni Ng criteria, it my be retrieved by the
scanner and enbedded in the el ectronic docunent and
t he | EmbodiMertd e iRl pessbrtt @ivbiiotl M FRBAucEBYLliBgagdhdiSt ed t o
poi nt at the enbedded object rather than the
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If the object is not found to be acceptabl e, one or
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taken: for example, the link may be replaced by a non-functional link and/or a notice that the
. original link has been removed and why; another possibility is that the electronic document
can be quarantined and an email or alert generated and sent to the intended recipient advising
him that this has been done and perhaps including a link via which he can retrieve it
nevertheless or delete it. The process of following links, scanning the linked object and
replacing it or not with an embedded copy and an adjusted link may be applied recursively.
An upper limit may be placed on the number of recursion levels, to stop the system getting
stuck in an infinite loop (e. g. because there are circular links) and to effectively limit the

_ amount of time the processing will take.




An upper limt may be placed on the nunber of ;3pg,
recursion levels, to stop the systemgetting 'stuc
an infinite loop (e. g. because there are circul ar
links) and to effectively Iimt the anmount of tine
the processing w | takd. 13 February 2007 3 Thus
according to the present invention there is provided a
content scanning systemfor electronic docunents such
as enmdhhsaccwdipg ioshagesed invantlon theresinproyideta doatent scanning
identifying hyperlinks in content of the docunents;
system faneledtrpnindanumehts such atsnailgcanpesing:ent scanner to scan
obj ects referenced by hyperlinks identified by the
i nk apal yadink amaiysérdordénefyiti hgpeyitiks Mebntadt ofdé t he
content of the docunents is acceptable according to
documepisegléf i ned rul es, the nmeans being operative, when the
hyperlink is to an object external to the docunment and
i's debpr m RRehsir hidthgGRBEEN beait toysS AT obiclts rél@enced by
acceptable, to retrieve the external object and nodify
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The invention also provides a method of content-scanning electronic
documents such as emails comprising:

a) using a link analyser for identifying hyperlinks in the content of the
documents; and

b) using a content scanner to scan objects referenced by hyperlinks
identified by the link analyser and to determine whether or not the content of the docurments is
acceptable according to predefined rules, and when the hyperlink is to an object external to the
document and is determined by the content analyser to be acceptable, retrieving the external

object and modifying the docurment by




docunent and is determ ned by the content ana
be acceptable, retrieving the external objeCEXZﬁ%n&8HHM7
nodi fyi ng the docunent by 13 February 2007 3a b |
enbeddi ng in the docunment, or attaching to the
docunent, the retriev copy of the object; and b2.
replacing the hyperlink to the external object by one
to the copy enbedded in, or attached to, the
docunbht . Ehbsldinhé thodricemént, ¢ attaeking ©air doolmhatytitehe
i nk, and downl oad and scan the object. If the object

retrieved ®py ofipecbjsgtandf act ory, the object can then be
enbedded in the email, and the link to the externa
obj ecb2r epkeapizeilg thy hgpellink ko theettdiral objpe b onkoshe sdpgdded
in the email. 13 February 2007 WD 2004/017238

embeddéAGi/ SEBELRIY 10 GAbbundent. One trick used by spammers is to
enbody "web bugs' in their spamennils. These are
uni queh@thS@Afentl$Einbidiarl folldkStht GnMVaR EdwinRSd and$andhe
spanmer sending out 1000 emails would use 1000

 object. Iffht bigé RjudgbddaGsfadthe MhlobRct@BRinkn bSeritRAddd iAhEGRMESIdI ON
is made to the web site, and by finding which (i nk

the link Raks REARAI SYjdct r 1B&d3£_§lﬁﬂ&6 tHe@BjcBRfo® mibbdddd falthd dagil
records to tell 5 i ch person has read the spam
email. This then confirns that the email address is a
genui ne one. The spamrer can continue to send enai
to that address, or perhaps even sell the address on

to-other spamrers. By follow ng every external link in
every email that passes through the content scanner,
all the web bugs the spammer sends out will be

activated. Their effectiveness 10 therefore becones
much reduced, because they can no | onger be used to
tell which emil addresses were valid or not.
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The invention will be further described by Wa¥3%bruary2007
non-limting exanple with reference to the
accomnpanyi ng dravvi ngs, in which: Figurel shows the

nmbodi ment of the present invention;
2 shows a system enbodyi ng t he present |nvent| on.

Figurg | a. sho an _emi | s.a heade.
gt ofimb ik s by S v g e R i B e,
i nt er net . 0. PIM E) format. The body 3 |ncI udes
These gre “Pfﬁ‘b%?ftsé‘ié’("%?lﬁil}? f‘gﬁlt‘ﬁo“ $P@sPramersepdipseut 1800 mails
web server 6 sonewhere on the internet. 20 The object
would 58661990 fligfereatdinkp| Whaseheerpaikip rrad 4 coprpgtien ie madeodbe web gite,
3’%1 é g HTML or XHTM.); Figurelb shows the
and byéiﬂémg chflink hastheerckits @:iersgamlyxeltdae miaichitswiftetheidreeodnwi telb nt
of the invention and it will be seen that the object
which gerfvadapeaditha ppreneedl. This thee cenfiximk thatthg emaid adilresMsMEgenuine
attachnent) as item5' and the Iink 4 has been
one. TiRGpaiBieictas Goritinad tolsknd ERWilNE tHat &ldieds, bpebhapd BvenQEIS theAddbss
the object rather than the one hel'd on the exter nal
on to oeF w5, and 13 February 2007 WO 2004/017238
PCT/ GB2003/ 003475 5 Figure 2 is an |Ilustrat|on of a

Syst egy i’:ﬁ)lorﬁ%%ﬁ% lefemhQink t%ﬁéﬁeﬂf thé.t nﬂaﬂ)ﬂgh ﬁ{gu&ﬁent

may be i nple as a so re auto

scamef, W e ML @oamgl%} skl Gl seoacuwaf g@@&%@&&%

I's grven cont ent

merto i 8 gﬂadm%oﬁ%wssﬁﬂe'g%%o"la Fpe B e BPiapiebior

Enbodi ng The email is analysed by anal yser 20 to

Wozioﬁﬁ{@%see and "after" states of an emmil péﬁ&ﬁ 35@’?‘8%

- addressgs.Weie OI\HH ther it contains external links. If none

are found, omit steps 2 to 5.
The invention will be firther described by way of non-limiting example with

reference to the accompanying drawings, in which:-

Figurel shows the “before” aﬁd “after” states of an email processed by an
embodiment of the present invention; and

Figure 2 shows a system embodying the present invention.

Figure 1a shows an email 1 which comprises a header region 2 and a body 3

formatted according to an internet {e.g. SMTP/MIME) format. The body 3 includes a

* hypertext link 4 which points to an object 5 on a web server 6 somewhere on the internet.

The object 5 may fo: example be a graphical image embedded in a web page (e.g. HTML or
XHTMLY),

Figurelb shows the email 1 after processing by the illustrated embodiment of
the invention and it will be seen that the object 5 has been appended to the email (e.g. as a
MIME attachment) as item 5' and the link 4 has been adjusted so that it now points to this

version of the object rather than the one held on the external server 6; and
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2) For each external link, the external objectsipsy
obt ai ned by object fetcher 10 30 fromthe intenet.
t he obj ect cannot be obtained, go to step 7. 3) The
wo 260shphdgal objects are scanned by anal yser ,ARc-E00+1003475
pornography, viruses, sgam and other undesirables. |f
any are found, go to step 7. 4) The external objects

I d t. e h [ nal ..
e S LS S P R B
s Bl Ay S o B o S R

~50. In the case of MME emmil, the external links are
this applispicactbis expmpleiembediment i3 givandn teameiokaronisB] twannsr pstalsdhyd
are added to the email as M ME sections. Non-M ME
an ISP tryaddess an efiailstream agaassing thiough qurenmibgatewagnd t he
process then continues as before. 20 6) The email is
sent on, and processing stops in respect of that
emai | .~ 7) An undesirabl e object has been found, or

OperatidifofEihBsdimesu| d not be retrieved, or the nesting
limt has been reached. W may wish to bl ock the email

(Procyssi Nehe efafl RSanalySEl by AndlARPMPi0ldBRrhin® kbethdfet dBBisins

al so want to send waini ng nessages to sender and

extemaﬁe%%s{)jfrﬁr%eggéeﬁ,heﬁgﬁ{ﬁﬁkgs hass been bl ocked. Meanwhile the

uarantine as 25 indicated at 60,
15 AT RS O bl e
30 srony b . X Syl Ceinitf s Pobipe, B MBS Subj et bt e

Thu, May 2002 16:17;02 +
N ?3 yThe extema?ob}ects%re chn?lgg by analyser 40 for pornography,

viruses, spam and other undesirables. If any are found, go to step 7.

4) The external objects are analysed to see whether they contain external
links. If the nesting limit has been reached, go to step 7. Otherwise go to step 2 for each
external link.

5) The email is now rebuilt by email rebuilder 50, In the case of MIME
email, the external links are replaced with internal links, and the objects obtained are added to
the email as MIME sections. Non-MIME email is first converted to MIME email, and the
process then continues as before.

6) The email is sent on, and processing stops in respect of that email.

7 An undesirable object has been found, or the object could not be

 retrieved, or the nesting limit has been reached, We may wish to block the email (processing

stops), or to remove the links. We may also want to send warning messages to sender and
recipient if the email has been blocked. Meanwhile the email may be held in quarantine as

indicated at 60, which may be implemented as a reserved file direciory.

ruarlyf2007
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60

M ME- Version: 1.0 Content-Type: text/htmnl; 1 2007
Content - Transfer-Encodi ng: 7bit 10 <! DOCTYPE %I'Fﬁ)ﬁmary
PUBLI C "-//WBC// DTD HTML 4.0 Transitional//EN'>

<HEAD> </ HEAD> <BODY bgCol or =3D#f
WO 20 Eﬁ{% nbsp, </DV> This is sorrg t ext <BR> {éﬁ’@%‘f’?{}ﬁgﬁs
src="http://ww. nessagel abs. .
clorri_i mages/ gl obal / nav/ box-i nages/vi rus-eye- light.gif"
Example_; py\~ 20 This is some nore text<BR>
</ B(D ></ HTM_> The bi nary cont ent of
"http: /F WiRgemal] opng Bp%g/]é@hﬁolaﬁé?@é%‘-‘/ gl obal / nav/ box-i ma
ges/ virus- eye light.gif' is as follows: 25 00000000

YEf‘l%ll lﬂ§§§£§9 61 17 00 17 00 C4 00 00 80 80 80
a

Subiodel _eee 00000010 64 56 04 00 00 00 52 52 53

pate: @B, ABNQA 2080 BD7ED koodV. . .. RRSE<. | <, yyy 00000020 D8
glgf;;ng lmfgt 4 FF_CE 00 OB 21 57 34 2B 03 C6 CB

onteng” X Eg:.. 00000030 C7 BO AE AB 89 76 05 16 15
conte ﬁi‘gsﬁffrbz BB o0 c(r)ew. ...... & , 30 00000040 C6
<IDOCISEE ATOLBUPBE "CHER/CB H08 24 TBhsARo0A/0Ed F 00 EL Al2. $

:;*g;;fmf*?%. 00000050 2A 84 47 3C 03 OC QA 05 93 80 72 Al
<oy toPh=I5gs42ks#00000060 E1 DB EI F6 D8 BA 03 FF ED 01 E4

<1v>sBispl #o@% F9 04 a0a60.yi.a..!tl. 00000070 00 00 00 00
This 19FoDCE@U<EE® 00 00 17 00 17 00 00 05 . ...............
<DIV><IMAGE src="http://www.messagelabs.com/images/global/nav/box-images/virus-eye-
light.gif" >

</DIV>

This is some more text<BR>

</BODY></HTML>

The binary content of "http://www.messagelabls.com/images/global/nav/box-images/virus-
eye-light.gif" is as follows:

60000000 47 49 46 38 39 61 17 00 17 00 C4 00 GO 80 80 80 GIF89%a....A..eee
00000010 64 S6 04 00 00 00 52 52 53 C8 AB 04 FD FD FD FF dv....RRSE«. yyyy
00GO0020 D8 00 AL 90 04 FF CE 00 OB 21 57 34 2B 03 C6 C6 2.°0.¢I.. \Wi+ . EE
00000030 C7 BO AE AB 89 76 0% 16 15 17 18 14 02 26 27 2C Co®KEY. i a vt &7,
00000040 C6& Bl 4C BD BE C3 EF CB 03 24 1D 02 03 OB 1E 00 PILAABRNE. S, .00,
00000050 2A 84 47 3C 03 0C 0A 05 93 8D 72 Al 9F 97 E2 E1 *6<. L MO -ad
00000060 E1 DB El F6 D8 BA 03 FF ED 01 E4 BE 1E 21 F9 04 alasge . ¢i. 4%, 1,

00000070 0C 00 G0 00 00 2C 00 00 00 00 17 00 17 00 80 05  vuveepererrevnns
00600080 F6 20 20 BE 64 69 BE 48 AR AE EA 64 20 EF 8B 88 o} ZdlZH‘@ed ic”

00000090 EC FA 12 4D 73 74 04 FF D2 35 C3 a4 73 08 3C 14 id.Mst, p0Shns. <.

000000A0 BA 62 AE 07 5C OD 3B 48 8C 40 FO BB 20 1B Bl 43 Sb®.\.;HEes, .OC
000000B0 33 65 20 5C 1A D3 BO 98 72 09.88 0C E8 57 E7 22 3e \.6""r.".ewg"
000000CO 6E B7 A5 A2 03 D6 FA 70 DB A7 22 E9 5D E0 DO B7 ni¥ée.Goplis el ap-

000000D0 1F 71 OF 01 14 6F 063 19 OB 1A OE 53 7A 4% 1D 22 deeeQuinne Szr."
O0D0OCOEO 01 01 60 7C 00 12 05 05 12 03 03 02 0% 03 00 18 T
000000F0 14 01 04 BF 1D 75 10 OB 96 96 03 10 93 16 09 1B <o v, —..5...
00000100 92 02 17 22 13 60 18 A7 A8 05 BO 15 AD 0C 10 53 §..".".§".%.~..8
00000110 80 0O 13 84 03 BY 96 0C OE 02 16 16 15 OE 82 &5 E e S, e
00000120 71 53 19 C5 96 0B 03 15 BF 07 1E 43 22 &C 02 0C gS.A-...z..C"1,,
00000130 BS 1B 12 19 AA 02.18 01 1b 32 06 22 C3 OB D0 99 peee i 2 "R
00000140 10 7D 9F 65 04 68 2B 71 C4 19 90 90 3A 04 2E F5 .JYe.h+gh.000:. .8
00000150 2C 67 22 70 88 S0 A5 60 0D 7B 0O 10 7C DS 10 E1 Y A N NI S
00000160 -AQ C3 14 34 3E 14 DO 80 EE 61 8D 88 97 02 CB BO A.4>,peiald —.E°
00000170 A8 E2 84 .C7 8F 21 00 00 3B "8,C00..;

This file can be downloaded, scanned, and if acceptable, a new email can be created with the
image embedded in the email:

Subject: email with link

Subject:

Date: Thu, 9 May 2002 16:17:01 10600

MIME-Versien: 1.0

Content-Type: multipart/related;
boundary="ABCD";

Content~-Transfer-Encoding: 7bit

—-—-ABCD
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00000080 F6 20 20 8E 64 69 8E 48 AA AE EA 64
88 0 2di 2Ha(r)ed 1<" 35 00000090 EC FA 12 4ot Febiyis 2007
FF D2 35 C3 A4 73 08 3C 14 1t1. Mst.465Au5. <. 000000AO
E 07 5C OD 3B 48 BC 40 FO B8 20 1
WOZ@@??@?\A. . HD?@, .flC 000§00BO 33 65 20 E‘Eﬁgﬁf\ﬂ%i‘“égsgs
72 09:88 OC EB 57 E7 22 3e \.6-r.'.PW" 00000000 6E
contorBRvAS A2:A3.D6 FA 70 DB A7 22 E9 5D ED DO B7
cOntenua#emmmpﬁasscﬁmBm@ooooooo IF 71 GF 01 14 6F 03 19 OB

A CE 53 7A 49 1D 22 . g .. 0. .. Szl,." 40 000000EO
<‘D°CT§$A§I’L@6“7E: 06285 H88 Y B BEoMI B8 03 00 18 .. 1

<HTML>

 QJHERDD : c e e e e 0O0O0000FO 14 01 04 8F 1D 75 10 08 96 96

<BODY ega:on@mmff:fsffeg IS...0u...... s 00000100 9A 02 17 22
DIV>Epige {LEIL% A7 A8 05 BO 15 AD OC 10 53 s..".'." .S
wmg@@@“g 0S80 00,43 84 03 B8 96 OC CE 09 16 16 15 CE 82
<mIvsb5 E. .y e 00000120 71 53 19 C5 96 OB 03
This 1&5°®EM®? tE<EB 22 6C 02 OC qS. A-...1..C'1.. 45
</BoDpRt130 B8 | B 12 19 AA 02.18 01 1D 32 06 22 C3 013 00
eeaper99 ...a.... 2."A.."" 00000140 10 7D 9F 65 04 68 2B 71
conten€4n1 9=@ORBO> 3A 04 2E F5 .)Ye. h+gA. m..5 00000150 2C
ContengygeD IF'GG @fgfg A6 60 OD 7B 00 10 7C 08 10 El
content BATREBIY T o4 0,,8.5: 00000160 AD C3 14 34 3E 14 DO 80 BE
S s S BB 10 BO A 4>, B6i ap' -. E 00000170 A8 E2

84 BhaBF"iRdoe0@.. 96" 3B 50 This file can be downl oaded,

S %h AN rharRRGE B@%% LepGa, E’Pzaﬁ?ﬁreat ed
SR ey e B el
naaaTARARRIKAB AKX 2 TCEBZ CBIERY u@@lq?éuD&’beIXNOHBLBNCQCMEEPJZ@wTﬂIﬁEDlﬁ 01
uCRbgUMERS @:@tOwMIMELz%F pq}ﬁng %@ 2Cxo0U3pJHSIEAWES
T

DoT1 eI AR b1 9o b bt é Iﬁ'&ié“ QTkTAGBCTILGeA T

ccQZkIJAGBCTILGeLcIiQ
pmANewAQngQ4aDDFDQ+FNCA7mGN1JeCyLCo4o'rijEAADs- ,

~~RBCD~-
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------------- 13 February 2007 WO 2004/ 017233 T 0y
PCT/ GB2003/ 003475 7 Content-Type: text/htm ;
Cont ent - Transf er-Encodi ng: 7bit <! DOCTYPE HTM. PUBLI C
"-//WBC// DTD HTM. 4.0 Transitional //EN'> 5
<HTML><HEAD> </ HEAD> <BQODY bgCol or =3D#f fffff >
<Dl V>&nbsp; </ DIV> This is sone text<BR> 10
<DI V><| MAGE src=ci d: EARMAL> </DIV> This is some
nore text<BR> </BODY></HTM.> 15 --ABCD Content-I|D:
1. <EXTERNAhtent s€anhihg sytstemhyfneelectrémgdcgiénts such as emails
nanme="i mage00l . gi f" Cont ent - Transf er - Encodi ng: base64
comprisit@: Cont ent - Di sposition: attachnent;
filename="inmageOOl . gif"
a) a link analyser for identifying hyperlinks in content of the
documents; and
b) means for causing a content scanner to scan objects referenced by
hyperlinks identified by the link analyser and to determine whether or not the content of the
documents is acceptable according to predefined rules, the means being operative, when the
hyperlink is to an object external to the document and is determined by the content analyser to
be acceptable, to retrieve the external object and modify the document by
bl. embedding in the document, or attaching to the document, the
_ retrieved copy of the object; and
b2. replacing the hyperlink to the external object by one to the copy

embedded in, or attached to, the document.

2. A system according to claim 1 wherein the link analyser a} and means b} are

operative to recursively process hyperlinks identified in such external objects.

3 A system according to claim 2 in which only a maximum depth of recursion is

permitted and the document is flagged as unacceptable if that limit is reached.

4, A system according to any one of claims 1, 2 or 3 wherein acceptable
retrieved copies of objects embedded in, or attached to, the document are encoded into MIME

format.




RO1GODI hFWAXAMQAAI CAg GRVWBAAAAFJISUBI r BP39/ f / YA
ShVZQ ABbGx7CUg4l 2BRYV @%BZU%AZOW
FxgUAI YnLMaxTL2+w+/ LAy QdAgM_HgAghEc BAMWKBZONcgG& | +Lh4d
vhoti 6A/ / t AeS+Hi HSBAAA 25
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--ABCD- 13 February 2007 8 CLAIMS 1. A content
scanni ng system for el ectronic docunents such as
6. emai | 3 m&RIARF bsikenGscamingRldeirdtic @R@hssaiicH Rlembittent i fyi ng
hyperlinks in content of the docunents; and b) neans
comprisin@f causing a content scanner to scan objects
referenced by hyperlinks identified by the Iink
anal yger  afgnd Qi ahays0 HEMIEHRA p il 9 thl BfrcrOdtgnt
of the docunents IS acceptable according to
docume¥; §4ef i ned rules, the means being operative, when the
hyperlink is to an object external to the docunment and

i d . )
gices{)):gr]e@t%g mr‘%%n??g@gﬁé %gﬁ%bi%glrrér%g{c%&bﬁ?g and nodify
identified lg}ethéglﬁlﬁ(%gﬁpstgr ?ﬁl é@ il ‘ten%g[:g %?%h{}%é LA tﬁerg:gntgnq SHAE H&chmgr;ts its he

at't a ocune retrieved copy O
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documel}t Oud its H&erggrﬁeg g}?ﬁlte content analyser to be acceptable, retrieving the external
- object and modifying the document by

bl. embedding in the document, or attaching to the document, the
retrieved copy of the object; and

b2, replacing the hyperlink to the external object by one to the copy

einbedded in, or attached to, the document.

7. A method according to claim 6 wherein the steps a) and b) are used recursively

to process hyperlinks identified in such external objects.

8. A method according to claim 7 in which only a maximum depth of recursion is

permitted and the document is flagged as unacceptable if that limit is reached.




2. A systemaccording to claim1 wherein the hkgkymary 2007
anal yser a) and neans b) are operative to recursively
process hyperlinks identified in such external
objects. 3. A systemaccording to claim2 in which
only a maxi mum depth of% ecursion is pernmitted and
the docunent is flagged as unacceptable if that limt
is reached. 4. A system according to any one of clains
9. 1, 2 osyseMBRbRAng taSSi8Id, PeH 88vhefci deb@WBHR r& k@ Eoptk of
obj ects enbedded in, or attached to, the docunent are
objects ARG, oPit@cH¥H Mthe BduiRLt ardledcdRPIMAVIIME @fPhat. 9 5. A
system according to any one of the preceding clains
wherein if the content of any linked-to object is
determ ned by the content scanner to be unacceptable
the docunent is flagged or nodified to indicate that
fact. 6. A nethod of content-scanning el ectronic s
docunents such as emamils conprising: a) using a link
anal yser for identifying hyperlinks in the content of
the docunents; and b) using a content scanner to scan
obj ects referenced by hyperlinks identified by the
i nk anal yser and to determ ne whether or not the
content of the docunents is acceptable according to
predefined rules, and when the hyperlink is to an
obj ect external to the docunment and is determ ned by
the content anal yser to be acceptable, retrieving the
external object and nodifying the docunent by hi.
enbeddi ng in the docunent, or attaching to the
docunent, the retrieved copy of the object; and b2.
replacing the hyperlink to the external object by one
to the copy enbedded in, or attached to, the
docunent .




7. A nethod according to claim®6 wherein the §§gg§u3%2007
and b) are used recursively to process hyperlinks
identified in such external objects. 8. A nethod
according to claim7 inwhich only a maxi num dept h of
recursion is permtted and the docunent is flagged as
unacceptable if that |imt is reached. 13 February
2007 9a 9. A systemaccording to claim®6,7 or 8

10.  wher eidmelend eproriisiedo aytont efiglaiin € i wheraf if thyigpeient of any
enbedded in, or attached to, the docunent are encoded

linked-t¢ ehjest iVKdNEInfingd g the cdiBenfsdannentoye 20:0Feptabld theGlocymantis hod
according to any one of claim6 to 9, wherein if the

flagged oomedifivd tofndigaty tha fastked-t 0 obj ect is deternined by the
content scanner to be unacceptable the docunent is
flagged or nodified to indicate that fact. it. A
content scanni ng system for el ectronic docunents

11.  subst arbitadt kynrig sheonefonddefraticlocdeas sibsediaing hekinbefore
reference to the acconpanying drawi ngs. 12. A nethod

describet indoithirefirencs ¢athdacogmm@hying drowihgs, docunent s substantial |y
as hereinbefore described and with reference to the
acconpanyi ng draw ngs.

12, A method of content-scanning electronic documents substantially as hereinbefore

described and with reference to the accompanying drawings.




