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The description which follows presupposes knowledge of network data
communications and swiiches and routers as used in such communications
networks. In particular, the description presuppéses familiarity with the 1SO model

15 of network architecture which divides network operation into layers. A typical
architecture based upon the ISO model extends from Layer 1 (also sometimes
identified as “1.1") being the physical pathway or media through which signals are
passed upwards through Layers 2, 3, 4 and so forth {o Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked

20 to the network. in this document, mention of L1, L2 and so forth is intended to refer
to the corresponding layer of a network architecture. The disclosure also
presupposes a fundamental understanding of bit strings known as packets and
frames in such network communication.

In today’s networked world, bandwidth is a critical resource.  Increasing
25 network traffic, driven by the Internet and other emerging applications, is straining
the capacity of network infrastructures. To keep pace, organizations are looking for
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over IP (VolP), Voice over ATM (VoATM), and Voice over Frame Relay (VoFR) are

15 cost-effective alternatives in this changing market. However, to make migration to
these technologies possible, the industry has to ensure quality of service {QoS) for
voice and determine how to charge for voice transfer over data lines. The
Telecommunications Deregulation Act of 1898 further complicates this environment.
This legislation wili reinforce a symbiotic relationship between the voice protocol of

20 choice, ATM, and the data protocol of choice, IP.

Integrating legacy systems is also a crucial concern for organizations as new
products and capabilities become available. To preserve their investments in
existing equipment and software, organizations demand solutions that allow them to
migrate to new technologies without disrupting their current operations.

25 Eliminating network bottlenecks continues to be a top priority for service
providers. Routers are often the source of these bottlenecks. However, network
congestion in general is often misdiagnosed as a bandwidth problem and is
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Industry consultants have defined a network processor (herein also mentioned
as an “NP") as a programmable communications integrated circuit capable of
15 performing one or more of the following functions:

Packet classification -- identifying a packet based on known characteristics,

such as address or protocol

Packet modification -- modifying the packet to comply with IP, ATM, or other

protocols (for example, updating the time-to-live field in the header for IP)
20 Queue/policy management — reflects the design strategy for packet queuing,

de-queuing, and scheduling of packets for specific applications

Packet forwarding -- transmission and receipt of data over the switch fabric

and forwarding or routing the packet to the appropriate address

Although this definition is an accurate description of the basic features of early

25 NPs, the full potential capabilities and benefits of NPs are yet to be realized.
Network processors can increase bandwidth and solve latency problems in a broad

range of applications by allowing networking tasks previously handled in software to



range of applications by allow ng networking tasks previously handl ed in
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olutions that can accommodate change in a timely and cost-effective fashion. A
processor-model NP allows distributed processing at lower levels of integration,
providing higher throughput, flexibility and control. Programmability can enable easy
15 migration to new protocols and technologies, without requiring new ASIC designs.
With processor-model NPs, NEVs benefit from reduced non-refundable engineering
costs and improved fime-to-market.

Disclosure of the Invention

One purpose of this invention is to provide a scalable switch architecture for
20 use in a data communication network which is capable of sizing support capabilities
to a range of potential demands while improving the speed of handling of data being
transferred. This purpose is pursued by providing components, and assemblages
of components, which remove from the workload of processing units involved a
greater amount of data handling than has been the case heretofore.
25
Another purpose is to provide an interface device or network processor (the
terms being used interchangeably) which includes a plurality of sub-assemblies
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10 drawings, in which:

Figure 1 shows a block diagram for an interface device in accordance with this
invention.
Figure 1A shows a block diagram for the MAC.
Figures 2A through 2D show the interface device interconnected with other
15 components in different system configurations.
Figure 3 shows the flow and processing of an encapsulated guided frame.
Figure 4 shows the flow and processing of an internal guided frame.
Figure 5 shows generalized format for a Guided Cell.
Figure 6 shows the format for Frame Control Information.
20 Figure 7 shows the format for the Correlator.
Figure 8 shows Command Control Information Format.
Figure 9 shows Addressing Information Format.
Figure 10 shows General Form of Structure Addressing.
Figure 11 shows chart for Addressing, Island Encoding.
25 Figure 12A shows a block diagram of the Embedded Processor Complex.
Figure 12B shows a schematic of the Embedded Processors.
Figure 12C shows a structure for a GxH Processor.
Figure 13 shows a block diagram of the memory complex.



25 Figure 12A shows a bl ock diagram of the Enbedded Processor Conpl ex.
Figure 12B shows a schematic of the Enbedded Processors. Figure 12C shows a
structure f Processor. Figure 13 shows a bl ock d'@%gmz?;%t he
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Appar at us deddsiskidriGareying Qutahabivention capabl e of functioning to

I nt erconnect desktop orworkgroup swi tches, aggregate such switches into a
networ k backbone, and provi de backbone swi tching services. The apparatus
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swi tches. present inventions are shown, it is to be understood at the outset of the description
which follows that persons of skill in the appropriate arts may modify the inventions
here described while still achieving the favorable results of the inventions.
Accordingly, the description which follows is {o be understood as being a broad,
15 teaching disclosure directed to persons of skill in the appropriate arts, and not as

limiting upon the present inventions.

Apparatus disclosed here is scalable and capable of functioning to
interconnect desktop or workgroup switches, aggregate such switches into a network
backbone, and provide backbone switching services. The apparatus can support

20 Layer 2, Layer 3, and Layer 4+ forwarding in hardware. Ceriain forms of the
apparatus are designed for deskiop or workgroup switch aggregation and while
others are targeted as core backbone switches.

The architecture used for the apparatus is based on an interface device or

network processor hardware subsystem and a software library running on a control

25 point, all as more fully described elsewhere in this document. The interface device
or network processor subsysiem is a high performance frame forwarding engine
designed for parsing and transiation of L2, L3, and L4+ protocol headers. This



The architecture used for the apparatus is based on an interface device or
net wor k processor hardware subsystem and a software library running on a
control 3omaiernd, all as nore fully described el sewher e rcraush/7atocunent .
The interface device or network processor subsystemis a high performance
franme forwardi ng engi ne designed for parsing and translation of L2, L3,
and L4+ protocol headers. This WO 01/16779 PCT/ USOQ 20794 7 all ows
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The apparatus is configurable at L2 allow ng system adm nistrators the

ability to configure features such as; grouping ports into separate
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the managenent of L2/L3 service for a building into a single polnt of
control . FHelBsygrouping ports into separate domains or trunks, configuring Virtual LAN

15 (VLAN) segments, or filters to control broadcast and mutticast traffic.

This scalable apparatus has many benefits. First, it allows the system
administrator the ability to configure L3 forwarding and routing of IP and IPX traffic
using the same hardware being used for L2 and at the same speed. Second, it
removes the need for using external routers to interconnect campus buildings while

20 increasing performance at the same time. Third, it simplifies or combines the
management of L2/L3 service for a building into a single point of control. Finally, it
provides value added features with L4+ functions that allow system administrators
the ability to assign different traffic classifications to support mission critical
applications and network dispatcher for ioad-balancing among servers.

25 The apparatus is designed to be a modular unit using an interface device or
network processor, a Control Point (CP), and an optional switching fabric device as
its fundamental building blocks. The interface device preferably provides L2/L3/L4+
fast-path forwarding services while the CP provides the management and route



provides val ue added features with L4+ functions that allow system
admnistrators the ability to assign different traffic classifications to
support m swlodwier¢ti cal applications and network di spat ebetsdoreorod

| oad- bal anci ng anong servers. 25 The apparatus is designed to be a nodul ar
unit using an interface device or netvlrk processor, a Control Point (CP),
and an optional switching fabric device as its fundanental building
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Medi a Bl ad&peisia EF aninBlagde svhich gonsists oba canibssissgstem and a CP subsystem.
18 The primary use of a CP only blade is for a product where redundancy is the primary
concern. The second type is a CP+Media Blade, which consists of a carrier
subsystem, a CP subsystem, and 1-to-3 media subsystems. The primary use of a
CP+Media blade is a product where port density is deemed more important than
redundancy. The third type is a Media Blade, which consists of a carrier subsystem
20 and 1-to-4 media subsystems. The media blades can be used in any chassis and
the type of media subsystem used is configurable.

Blade management will involve fault detection, power management, new
device detection, initialization, and configuration. This management will be done
using various registers, /O signals, and a guided cell interface that is used to

25 communicate between the CP and carier subsystems. However, unlike the chassis
there does exist programmable devices and memory on all blades. The amount of
programmability depends on the type of blade. When the CP subsystem exists on
a blade both the CP and carrier subsystems are programmable. The media
subsystems are also programmable but only indirectly through the carrier subsystem.
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and the type of nedia subsystemused is configurable. Bl ade nanagenent
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15 processors are also sometimes herein identified as picoprocessors or processing
units. The ports provided include at least one ports connecting the internal data
memory with external data memory and at least two other ports exchanging data
passing through the interface device with an external network under the direction of
the interface processors. The control point cooperates with the interface device by

20 loading into the instruction memory instructions to be executed by the interface
processors in directing the exchange of data between the data exchange
input/output ports and the flow of data through the data memory.

The network processor here disclosed is deemed inventive apart from the

switch assemblies into which it is incorporated. Further, the network processor here

25 disclosed is deemed to have within its elements here described other and further
inventions not here fully discussed.

Figure 1 shows a block diagram for the interface device chip that includes
substrate 10 and a plurality of sub-assemblies integrated on the substrate. The sub-
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The sub-assemblies in the downside include DASL-A 26, DASL-B 28, SIF 30,
SDM-DN 32, EDS-DN 34, and PPM-DN 36. The chip also includes a plurality of
internal S-RAM’s, Traffic Mgt Scheduler 40, and Embedded Processor Complex
{EPC) 12. Aninterface device 38 is coupled by respective DMU Busses o PMM 14
20 and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet
Physical (ENET PHY), ATM Framer, etc. The type of interface is dictated in part by
the network media to which the chip is connected. A plurality of external D-RAM’s
and S-RAM are available for use by the chip.

While here particularly disclosed for networks in which the general data flow

25 outside the relevant switching and routing devices is passed through electrical
conductors such as wires and cables installed in buildings, the present invention
contemplates that the network switches and components thereof here disclosed may

be used in a wireless environment as well. By way of an illustrative example, the

media access control (MAC) elements here described may be replaced by suitable
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15 processors are specialized; one for handling Guided Frames (the Generic Central
Handler or GCH) and one for building Lookup Data in Control Memory (the Generic
Tree Handler or GTH). As shown in Figure 12A, the EPC also contains a dispatcher
which matches new frames with idle processors, a completion unit which maintains
frame sequence, a Common Instruction memory shared by all ten processors, a

20 Classifier Hardware Assist which determines frame classification and coprocessor
which helps determine the starting instruction address of the frame, Ingress and
Egress Data Store interfaces which control read and write operations of frame
buffers, a Control Memory Arbiter which allows the ten processors to share Control
Memory, a Web Control, Arbiter and interface that allows debug access to internal

25 Interface device data structures, as well as other hardware constructs.

Guided Frames are sent by the dispatcher to the GCH processor as it
becomes available. Operations encoded in the Guided Frame are executed, such
as register writes, counter reads, Ethernet MAC configuration changes, and so on.
Lookup table alterations, such as adding MAC or IP entries, are passed on to the



GQui ded Franes and enqueued to the EPC (Figure 1). The EPC contains N

prot ocol processors capable of working on up to N frames in parallel

(N>1). In agooprgesdi nent of ten protocol processor (Figureci@&pzetdoao of the
ten protocol 15 processors are specialized; one for handling Guided Framnes
(the Generic Central Handler or GCH) #md one for building Lookup Data in
Control Menory (the CGeneric Tree Handler or GIH). As shown in Figure 12A,
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tables), Longest prefix Match Trees (variable length patterns requmng variable length
15 matches, such as subnet IP forwarding) and Software Managed Trees (two patterns
defining either a range or a bit mask set, such as used for filter rules).

Lookup is performed with the aid of the Tree Search Engine (TSE)
Coprocessor, which is a part of each protocol processor. The TSE Coprocessor
performs Control memory accesses, freeing the protocol processor to continue
20 execution. Control memory stores all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter,

which arbitrates memory access among the ten processor complexes.

Frame data are accessed through the Data Store Coprocessor. The Data

Store Coprocessor contains a primary data buffer (holding up to eight 16 byte

25 segments of frame data), a scratch pad data buffer (also holding up to eight 16-byte
segments of frame data) and some control registers for Data Store operations. Once

a match is found, Ingress frame alterations may include a VLAN header insertion or

overlay. This alteration is not performed by the interface device processor complex,
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byte cells with Frame Header bytes and Switch Header bytes inserted as they are

15 transmitted to the Prizma-E Switch.

Frames received from the switch fabric are placed in Egress Data Store

(Egress DS) buffers by an Egress EDS (34) and enqueued to the EPC. A portion of

the frame is sent by the dispatcher to an idle protocol processor for performing frame

lookups. Frame data are dispatched to the protocol processor along with data from

20 the Classifier Hardware Assist. The Classifier Hardware Assist uses frame control

data created by the Ingress Interface device to help determine the beginning Code
Instruction Address (CIA).

Egress Tree Searches support the same algorithms as supported for Ingress

Searches. Lookup is performed with the TSE Coprocessor, freeing the protocol

25 processor to continue execution. All Control memory operations are managed by the

Control memory Arbiter, which allocates memory access among the ten processor
complexes.
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15 Egress queues feeding the egress Ethernet MACs 386.

The completed frames are finally sent by PMM Egress hardware to the
Ethernet MACs and out the Ethernet ports.

An internal bus, referred to as the Web, allows access to internal registers,
counters and memory. The Web also includes an external interface to control
20 instruction step and interrupt control for debugging and diagnostics.

Tree Search Engine coprocessor provides memory range checking, illegal
memory access notification and performs tree search instructions (such as memory
read, write or read-add-write) operating in parallel with protocol processor execution.

Common Instruction Memory consists of one 1024x128 RAM and two sets of

25 Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same
picocode, allowing processors independent access to instructions within the same

address range. Each 128-bit word includes four 32-bit instructions, providing a total



frame alteration information. Franme alterations can include VLAN header
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frame in the EDS Egress queues and sending themto the Conpletion Unit. The
Conpl et i on UniTheqispataheraontrolsitke pasking efframesstoithe taiy protecol processessors to

t he EDS ﬁ@ﬁé@%ﬂﬂ@@ﬁgﬁ%ﬁﬁiﬂe%the egress Ethernet MACs 36. The

conpl ete y sent by PMM Egress hardware to the Ethernet
MACs and out the Ethernet ports. An internal bus, referred to as the Wb,
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81 I nstryctions. ,The Di spatcher controls the passing of frames to the ten
przﬁocol Bﬁﬁ%e&@%ﬂ pr%ﬁ?asﬁéhages interrupts and tinmers. The Conpletion Unit
guarantees frane order fromthe processor conplex to

The Control memory Arbiter controls processor access to both internal and

external memory.

External Control memory options include 5 to 7 DDR DRAM subsystems each

supporting a pair of 2M x 16 bit x 4 bank or a pair of 4M x 16 bit x 4 bank DDR

15 DRAMs. The DDR DRAM interface runs at a 133 MHZ clock rate and a 266 MHZ

data strobe supporting configurable CAS latency and drive strength. An optional 133

MHZ ZBT SRAM can be added in either a 128Kx36, 2x256Kx18 or 2x512Kx18
configuration.

Egress frames may be stored in either one External Data Buffer (e.g. DS0) or

20 two External Data Buffers (DS0 and DS1). Each Buffer can be comprised of a pair
of 2M x 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) or a pair of

4M x 16 bit x 4 bank DDR DRAM (storing up to 512K 64-byte frames). Choose the

single External Data Buffer (e.g. DS0) for 2.28 Mbps or add the second Buffer (e.g.

DS1) to support 4.57 Mbps layer 2 and layer 3 switching. Adding the second Buffer

25 improves performance, but it does not increase frame capacity. The External Data
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2x512Kx18 i i Eqr, rames nmay be stored in either one

Ext er nal Da@%%&? 25%4’(%@%}%%!\4 20 two External Data Buffers (DSO and
DS1). Each Buffer can be conprised of a pair of 2Mx 16 bit x 4 bank DDR
DRAM (st ori ng up 2!% 64- byte franes pair_of 4AMx 16 bit x 4 bank
DDR M (stori n'Q Sipatilpta storageprpyides by fo"‘@@o%atfﬂebyt%frﬁmeé imtheer nal
Data Buffer irigfeds difdefidn {to®). 2. 28 Mops or add the second Buffer (e.g. DSI1)

to support 4.57 Mops |ayer 2 and layer 3 switching. Adding the second
Buf fer 25 inproves performance, but it does not increase frame capacity.

133 M2 ol ock 1 aiu e AR hefr VEARRq kRt e RBes BfFelois & °

CAS | at encyanehdl ANitagpdaletiasgTine Tokiee mrerﬁhrrttdeotemmmr’ylﬁn),cﬂtbdaet CRG 512 x

Dot st or agBvpSnertcant AL Salsa Bie By TR ee Baies} (dOWetans ™ * ™

10 Port mirroring allows one receive port and one transmit port to be copied to
a system designated observation port without using protoco! processor resources.
Mirrored Interface device ports are configured to add frame and switch control data.
A separate data path allows direct frame enqueuing to the Ingress Switch interface.

The interface device integrates four Ethernet macros. Each macro can be
16 individually configured to operate in either 1 Gigabit or 10/100 Fast Ethermet modes.
Each Ethernet macro supports up to ten 10/100 Mbps MACs or one 1000 Mbps

MACs for each of four macros.

Figure 1A shows a block diagram of the MAC core. Each macro includes

three Ethernet Core designs; to wit, the multiport 10/100 Mbps MAC Core (Fenst),

20 the 1000 Mbps MAC core (Genet) and the 100 Mbps Physical Ceding Sublayer Core
(PCS).

Muiti-Port Ethernet 10/100 MAC Features:

25 Supports ten Serial Medium Independent interfaces to the physical layer



I ngress direction (UP). Fixed Frane alterations include VLAN tag insertions
in the Ingress direction and VLAN tag deletions, Tine To Live

i ncr enent M@aAerent (1P, I Px), Ethernet CRC overl ay/i nsect/usosoishC DA/ SA
overlay/insert in the Egress (DOM) direction. 10 Port mrroring allows one
receive port and one transmt port tolbe copied to a system designated
observation port w thout using protocol processor resources. Mrrored

I nterface deviGapahig okhandiing ¢er pods ofi 10 Mimscorf 108nbps chesiid Ep&@ahgﬂ dat a.
A separ atsepe%ﬁtrﬁixpath allows direct frame enqueuing to the Ingress itch
interface. e interface device integrates four Ethernet macros. Each macro
can be 15 individually configured to operate in either 1 Ggabit or 10/100
Fast Et hernet ymodes. ach .Et h et nacrg s orts up.to ten 10/ 100 Mops
MACs or one 1&08"&%&”‘5@&&0%5'{@9&?%‘"%%hlprﬁ%a'\@%m Multinlex interfacens a

bl ock di agram of the MAC core. Each macro includes three Ethernet Core
designs; to wit, the ),li{j!ifport 10/ 100 Mops MAC Core (Fenet), 20 the 1000
Mops MAC coreé‘@ﬁgﬁ)ﬂ"ﬁ fidvplexpparatiensmatyaediasperdipn gll potayer Cor e

(PCS). Multi-Port Ethernet 10/100 MAC Features: 25 Supports ten Seri al

Medi um | ndependent Interfaces to the physical |ayer WO 01/ 16779

PCTP US00/ 20794upperteiiib 882 5% BinandExpanential Basko§ of 10 Mops or 100 Mops
medi a speeds, any speed mx A single MAC services all ten ports with a
Time Division Miultiplex interface Supports Full/Half duplex operations at
medi a spefi0dvibps EtheonatMAC Qgre FeaturéssEE 802. 3 Bi nary Exponenti al Backof f
1000 Mops Et hernet MAC Core Features: Supports G gabit Medi um | ndependent
Interface (GM1) to the physical PCS layer or directly to the physical

| ayer Supports Gigabit Medium Independent Interface (GMII) to the physical PCS
layer or directly to the physical layer

With the PCS Core, supports a complete TB! (8b/10b) solution
10 Supports Full duplex Point-to-Point connections at media speed
Supports the IBM PCS Core valid byte signalling
1000 Mbps Ethernet Physical Coding Sublayer Core Features:
Performs 8b/10b encoding and decoding

Supports the PMA (10 bit) Service Interface as defined in IEEE 802.3z, this
15 interface attaches to any PMA that is compliant with IEEE 802.3z

Synchronizes data received from the PMA (two phase clock) with the MAC
(single phase) clock

Supports Auto-Negotiation including two next pages



Wth the PCS Core, supports a conplete TBI (8b/1 ) solution 10 Supports
Ful | dupl ex Poi nt-to-Point connections at nedia speed Supports the |IBM PCS
Core valid twptoeniemgnal | i ng 1000 Mops Et hernet Physical Cogongsésbisayer Core
Features: Perforns 8b/10b encodi ng and decodi ng Supports the PVMA (10 bit)
Service Interface as defined in | EEE 8QG8. 3z, this 15 interface attaches to
any PMA that is conpliant with | EEE 802. 3z Synchroni zes data received from

the PVMA (two phazmveitetrish anwopHage cidsystemtiifed Mse stdHdands 1§ &S

Aut o- Negotl‘g% on q|ﬁgcl udi ng two next pages WO 01/16779 PCT/USOQ 20794 18
Converts friSAsE 4 phase clock systemdefined in the standards to a single
phase cl ock Provides a signal to the MAC indicating those clock cycl es that
contain new data 5 Checks the received code groups (10 bits) for COWA's
and est abl i shes Rig¥ides a pigpaldgithe MG indigating thesk slackeygbs tteth cootairi mew
disparity Figures 2A - 2D show different configurations for the Interface
device Chip. The configurations are facilitated by DASL and connection to
a switching fabric 10 device. Each DASL includes two channels; nanely, a

h I i h - h
cont Bur at i on 1 SRR RfeENRHEETe GRORRE IS BrEOMIA S aEERrBL R ¢ e
transmt chsyngel is wapped to the receive channel. Figure 2B shows the

configuration in which two Interface device Chips are 15 connected. Each
Interface device chip is provided with at least two DASLs. In this

configuration, ufRedasd endtiks Wb rfhit'Gispatitp are operatively
connected to
Figures 2A - 2D show different configurations for the Interface device Chip.
The configurations are facilitated by DASL and connection to a switching fabric
10 device. Each DASL includes two channels; namely, a transmit channel and a
receiver channel.

Figure 2A shows a wrap configuration for a single interface device. In this
configuration, the transmit channel is wrapped to the receive channel.

Figure 2B shows the configuration in which two Interface device Chips are
15 connected. Each interface device chip is provided with at least two DASLs. In this
configuration, the channels on one DASL on one chip are operatively connected to
the channels of a matching DASL on the other chip. The other DASL on each chip
is wrapped.

Figure 2C shows the configuration in which multiple Interface devices are
20 connected to a switch fabric. The double headed arrows indicate transmission in
both directions.

Figure 2D shows the configuration in which a Main switch and a Backup
switch are connected to Multiple Interface devices. If the main switch goes down,



t he channel s of a matching DASL on the other chip. The other DASL on each
chip is ed. Figure 2C shows the configuration in which nultiple
Interfacew&b‘gﬁé"ég are 20 connected to a switch fabric. TREUSW?BT% headed
arrows indicate transmssion in both directions. Figure 2D shows the
configuration in which a Main switch 8d a Backup switch are connected to
Multiple Interface devices. |If the main swtch goes down, WO 01/16779

PCT/ US00/thepagkup i a"taﬂéblﬁéek‘dﬁ? is available for use. A Control Point (CP)

i ncludes a System Processor that is connected to each of the
configuration. The system processor at the CP, ampng other things, provides
initializatiorf @ﬁﬂtf@ld?ﬁlﬂkjﬁpéﬂﬂ@ﬂ@@w&iw Rrocesser thatp;cdmec@a toeache

| ocat ed '&tﬁé‘%orffwﬂfatwﬁr YhelsySRh geséoPaf Sdﬁ“a‘?ﬁc; aih lgt‘ﬁg@g pCrHBg?O“ the

bl ade on whic I'p 1S “nmoun or externdl t er nal
to t he bliatfalization aGd configtratior setvices to b chip., Thetm%maylliealobahed imady

ni catgd the net r.k, t the i nt dev] and CP are
att ched.® f'l‘ﬁ% blié‘é *'%dnEﬁgg%eg'ﬁﬁ\ﬁH'p; °rf:ﬁ{fh€]§8§ hlcﬁ ithe: FYiRdS menor y
el ement s rhcambc,or‘ekmhalaadwesaaﬂw If eaaémapmruéwdeotﬂeem rAay’6é rerhBtdus, and
connectohtﬁ for a back ne an for L1 network nmedia. Figure 18 shows the

single c %BP ﬂ'ﬂ"’t‘#ﬁ'!—?apl]ﬂ y thenRetwarkipiwtich the intedfaces. Up,

the traf fdeﬁnd\@&ﬁﬂ@@@r‘é éMéﬁhd Sq’rwé%ﬁénﬁr& é ep SeShoWiM #.gb\% 17'8R4 U- shaped
i cons represent queues and the Control éCB) t hat S trac of the

cont ent s inglude Mmejuenyaiements{eashes éaman%ﬁ hrigmemory §©l'r'tSO"eL53 RCI
deqprl pt '%ﬁf“}tﬁ%";@é&s{gﬁméba&mﬁ? ﬁﬁé@%"y é éagns and interaction

f ol e part o tvvor rocessors that contains the
MACs (FEnet, PCS, CEnet) and attaches to the external PHY devices. UP-PMM

This logic t alﬁ&urgy]i § Sshfomn}ﬁehginglé\@hipaﬂgtﬁo?ﬂ 'ﬂ%ﬁeéstor | anr¥<:D th':eI ?LIHHC(NJGES bytes)
provided by the EDS-UP, the traffic Management (MGT) Scheduler and the EDS-
DOWN (DN). The U-shaped icons represent queues and the Control Block (CB) that
keeps track of the contents in the queues are represented by rectangular icons.

15 A description of the elements, their respective functions and interaction
follows.

PMM: This is the part of the Network Processors that contains the MACs (FEnet,
POS, GEnet) and attaches to the external PHY devices.

UP-PMM: This logic takes bytes from the PHYs, and formats it into FISH (16 bytes)
20 to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEnet or 10 FEnet devices.

UP-EDS: This logic takes the fish from UP-PMM and stores them into the UP-Data
Store (internal RAM). It is capable of working on 40 frames at once, and after the
appropriate number of bytes are received, it will enqueue the frame to the EPC.
25 When the EPC is finished with the frame, the UP-EDS will enqueue the frame into



20 to pass on to the UP-EDS. There are 4 DMJUs within the PVMM each capabl e
of working with 1 GEnet or 10 FEnet devices. UP-EDS: This |logic takes the
fish from WO aANEnd stores theminto the UP-Data Store PEHUSIABIMRAM) . |t
i s capabl e of working on 40 franes at once, and after the appropriate
nunber of bytes are received, it wll 2Rdqueue the frame to the EPC. 25 Wen
the EPCis finished with the frane, the UP-EDS will|l enqueue the franme into
WD 01/ 167 7thempprasEte ParpenPon Quete ang plesinending thafrgee tehetURSSERS BRI st art

di th t L. buf f
ond Trane DErEOSTls RepOLE P glfer A FEe) frenSEBRRRL Bhd sbflmE e 01 €
when the t baifmsﬁrames btk 3D pontspihat the tEPSfer ThiP-8DY is complsténs t he

pi coprocessors and may contain an enbedded 5 PowerPC. This logic is
capabl e of | ooking at the frame header and deciding what to do with the

frame (forwpgd, mgﬂncfgm chhiairgyr zheep;@aamcémrﬁ%dhmaym%ﬁ dn0empegded
| ookup tabl es, and_hardware assists to allow the picoprocessors to keep up

with&he Roysritandnsdgic ssgarble ptisokingt thedratee berder apd desigivg whgbtospu
Thi's 1 001 ¢ byt trefarh feRardaMbdiiy! MR Seice M EPCARZMb B! Soléray 10

transm ssion to the swtch ogic Is al so capa |nsert|ng
t he ULAN floskup taliles, end hardwaienassisip isaliow thei picopsegassorsrio &eep up withtiRe DASL

macr os and DN-SIF. This logic

cont ai ns tﬂgt“mme‘%‘?%ﬁﬁ%&@%e"f ves'tkgl%P%%ocel s from 15 the external
i110s. DNNSDM This | ogic receives the PRI ZVA ceI I s and preprocesses them
for help i ssenb DS: T ce

assenbl es pjﬁ’e%{]%geﬁ‘ 8’%?5%%@%859??& ?qr EH"] %tpga.‘g&pbﬁ’#ﬁlfabat a

St or g andtrbuém%mrﬁbqhé ket fabaig e ThRY iogie isalse capae f insdtin ae\m}w entire

frame is received, ?frarre wi |l be enqueued to the EPC. Afte
header into the ram

UP-SIF. This logic contains the UP-DASL macros and attaches to the external
switch l/Os.

DN-SIF: This logic contains the DN-DASL macros and receives PRIZMA cells from
15 the external 1/Os.

DN-SDM: This logic receives the PRIZMA cells and preprocesses them for help in
frame reassembly.

DN-EDS: This logic takes each cell and assembles them back into frames. The cell
is stored into external Data Store, and buffers are linked together to make frames.

20 When the entire frame is received, the frame will be enqueued to the EPC. After
EPC is finished with the frame, it is enqueued 1o the Scheduler (if present) or the
Target Port Queues. DN-EDS then sends the frames to the appropriate port by
sending the frame, any alteration information, and some control information to the
DN-PMM.



EPC is finished with the frane, it is enqueued to the Scheduler (if
present) or the Target Port Queues. DN-EDS then sends the franmes to the
appropri am® @ast9by sending the frane, any alteration | REDUS20TM, and
sonme control information to the DNPMM WO 01/16779 PCT/ US00/ 20794 21
DN-PMM Takes the infornmation from DN2EDS and formats the frame into

Et hernet, POS, etc. and sends the frane to the external PHY. SPM This
logic i s DdeBMM Eakesitne informationframmN-Eixsand fosmatsithe frane into Ethemehal

devi ces (Baget&g%’seﬁhé‘ fir%'lg)t?méte)?@ﬂnﬁl f-’ﬁ‘}‘:’! res 3 1/0s. The Network

Processor useés a seria rface to comuni cate to SPM and t hen SPM
prefornms the necessary functions to nanage these external devices. UP-SIDE

Flow 1) F > rives .at PHY 2) Byte re,received by UR-PMM 10, 3) ,UP- PMM
sends Fi SAP e hisgbge. Biusel o Blowpihe Nevi Fobray 1athtetings 1o Arteralens
stores Fl gelited ®HYS, DEDB) FIASHic)mit Oalyhequlrss 308, The NEtwofk Pideessdrocesses
header and sends enq_ue%% I nfornmati op ba%lﬁ UP-JEDS & UP- EDS continues to
recdi ve t HEeS @niehialciptestace, iQngommynicate M #d then=SEM aelormsi Benat i on
to UP-S g\@b—gﬁ | shge tl ie@d to switch 9) UP-SDM reads
frame d% an aﬁg@haeﬂds?ﬁ?nto gg;é%éwﬁﬁgig}a}lgew?%‘ UP- SDM sends cells to

UP-SIF 11) UP-SIF transfers the cells over the DASL serial links to PRI ZVA
20 12) UPP?_%ﬁHé E&_&gup bufferstframes when all the data has been taken
DN- SI DE Flrow | F receives PRI ZMA cells

1) Frame arrives at PHY

2) Bytes are received by UP-PMM
10 3) UP-PMM sends FISH over to UP-EDS (Fish means a portion of a frame)
4) UP-EDS stores FISH into UP-DS
5) UP-EDS sends header over to EPC
6) EPC processes header and sends enqueue information back to UP-EDS
7) UP-EDS continues to receive the remainder of frame from UP-PMM
15 8) UP-EDS sends information to UP-SDM when appropriate data is ready to
send to switch
9) UP-SDM reads frame data and formats it into PRIZMA cells
10) UP-SDM sends cells to UP-SIF
11)  UP-SIF transfers the cells over the DASL serial links to PRIZMA
20 12) UP-EDS frees up buffers/frames when all the data has been taken

DN-SIDE Flow

1) DN-SIF receives PRIZMA cells

2) DN-SDM stores cells and preprocesses them for reassembly information

3) DN-EDS receives the cell data and reassembly information and links the cell
25 into a new frame on down side

4) DN-EDS stores the cell into DN-DS

5) DN-EDS enqueues the frame to EPC when all of the data have been received

6) EPC processes the header and sends enqueue information back to DN-EDS



2) DN-SDM stores cells and preprocesses themfor reassenbly information 3)
DN- EDS receives the cell data and reassenbly information and |inks the cell
25 into a newdnerre on down side 4) DN-EDS stores the cel lpcirnfsoodobesDS 5)
DN- EDS enqueues the franme to EPC when all of the data have been received

6) EPC processes the header and sends é@2queue information back to DN-EDS WO
01116779 PCTI USOQO 20794 22 7) DN EDS enqueues the frame into a schedul er
queue (if phesemiN-ERS enqieugethe fRome irfdieseh@)uldINuEDS (i§ proskag or b Targateues

and sends frame FJQWQQQ@'OH into the PCB 9) DN-EDS uses the PCB to
"unravel " the fr reads the appropriate data 5 and sends that data

to DN-PMM 18)) DIBNEEIS surviaéstHe edaganawahdssﬁémerrﬁbtrﬁéhdnfm{oqﬁa gd) and

sends the frame ext e DN- PMM i nf or n DN- EDS en buffers
are no Iong@ Q@ET&@% é@gtcf%@éeitm@?émee%ﬁdﬁﬁ%fhﬁaﬁpmedﬂi@roI

Flow §) Header izpnd%sends tHat BEa thONIPMRa DS or DN-DS 2) EPC | ooks up header
i nformation in | ookmt abl es and receives franme enqueue information 3) EPC

sends the efuedN-P W?Qﬁﬁe@é&(\ﬁﬁb ataeptioDY raneesterd) ahdaends the filinenqueued

to the appropri @ g,eig4fa Headers and Franme Headers are sent al ong
with the frame data to al |n reassenbly and frame forwarding CP Control
Fl ow 1) Corith ol DPoPNM informstBN-&£0Siwten bEfesmrand longsoscddedtamdt ie-EEEs wor k

Processor 20 Z}regg&elggt%\é)(m&é?r ocessor enqueues the Guided Frame to the GCH

10 FRAME Control Flow
1) Header is sent to EPC from UP-DS or DN-DS
2) EPC looks up header information in lookup tables and receives frame
engqueue information
3) EPC sends the enqueue information back to the EDS and the frame is
15 enqueued to the appropriate queue
4) Cell Headers and Frame Headers are sent along with the frame data to aid
in reassembly and frame forwarding

CP Control Flow
1 Control Point formats a Guided Frame and sends it to the Network Processor
20 2) The Network Processor enqueues the Guided Frame to the GCH
picoprocessor
3) The GCH processes the Guided Frame and reads or writes the requested
areas of Rainier
4) The GCH passes any Table update requests over to the GTH
25 5) The GTH updates the appropriate table with information from Guided Frame
6) An acknowledgement Guided Frame is sent back to CP

Network Processor Control Flow
1) A Picoprocessor can build a Guided Frame to send information to another



pi coprocessor 3) The GCH processes the Guided Frane and reads or wites the
requested areas of Rainier 4) The GCH passes any Tabl e update reqguests
over to t RO@MEF785 5) The GTH updates the appropriate taBFEU§I02/72

i nformati on from Gui ded Frane 6) An acknow edgenment Gui ded Frane is sent
back to CP Network Processor Control & ow 1) A Picoprocessor can build a
Gui ded Frane to send |nf rmation to anot her WO 01/16779 PCTI USOO 20794 23
Rai ni er or t heR@ipier phthedepmiol FoiNthe Gui ded Frane is sent to the appropriate

location $pr prEeaRicdFrAme!is Sbft thh&h Fnsh@%eaqmarfew)n%és i a speed
switching Tor up to 40 Fast Ethernet Por Fi gure 2A st Et hernet

Ports are supported when two Interface 5 devices are interconnected using
IBMs Data Aligned Synchronous Link (DASL) t?chnol ogy (Figure 2B). Each
DASL differential pair carries 440 Mops of data. Two sets of eight pairs
provide a 3.5 Gops dupl ex connection (8 tines 440 Mops in each direction).

As shown in Figure c I nnectin
mil t1ple | nt ork SUGTERTRE (¥ior S MEShE SBes Buftind re e ¥R 10 "
The Inter Emétdwteeﬁgummqeso Fast EthetnbtPSrisareispppotted whed W@l interfagect i ons,
one _primary and one sec rOVI a

wr af- Bac kﬁﬂ‘%ﬁpq gte l“@?d"a"i’""qq? s'ﬂwb&r %B%gﬁgfﬁﬁﬁgyﬂaggf‘%% e PASL) o e
directly fé&ﬂﬁ@lﬁé%?h Erbgzs)e E4Bh DKSLadlﬁé@hﬂsFﬁdl%rﬁ& mdmﬁgémtasmbch
fabric (Figure ackup % In view of the above e single Network
Pr ocessorsﬂﬁl%eﬁbt%@mﬁwﬂ@al 5ﬁbﬁﬁdéiﬁl§x@ﬁl"?ﬁ‘3'9ﬁ (QQ"@AQOleQ%'";ﬂaGbl de a

Low end Sypaith|.NAK Bof! A FFP‘?Jré's 'mvmtznﬂemgérys st %i)iemhbgh end

syst em (havi ng trvely ort densit orts
| nt erfacelndbmommotlngMlmmmqeﬁeaﬁﬂ&mwtqh@uches lﬁMsm gwideh. via wup

L0 g 100AQ%MRES fdite FidVed thoRd the 3% GBS llilbe DAL cdHiHRRdrd BhECST POt -
primary and one secondary, which can be used to provide a wrap-backpath for local
frame traffic (when two Interface devices are directly connected, Figure 2B) or a
connection to a redundant switch fabric (Figure 2D, Backup Sw.). In view of the
above, the single Network Processor Chip is scaleable in that one chip can be used
15 to provide a low end system (having relatively low port density —say 40) to high end
system (having relatively high port density, say 80 - n ports).

One Interface device in the system is connected to the system processor via

up to ten 10/100 Mbps Fast Ethernet ports or a single 1000 Mbps Ethernet port. The

Ethernet configuration to the system processor is placed in an EEPROM attached

20 to the Interface device and loaded during initialization. The system processor

communicates with all Interface devices in a system (see Figure 2) by building

special Guided Frames encapsulated as ethernetframes. The encapsulated Guided

Frames are forwarded across the DASL link to other devices allowing all of the
Interface devices in the system to be controlled from a single point.

25 Guided Frames are used to communicate control information between the
Control Point (CP) and the Embedded Processor Complex and within the interface



Et hernet configuration to the system processor is placed in an EEPROM
attached 20 to the Interface device and | oaded during initialization. The
syst em pr ocwesams77comruni cates with all I nterface devi cesponussorgsisem (see
Figure 2) by building special Guided Franes encapsul ated as et hernet
frames. The encapsul ated Gui ded Franmeg4are forwarded across the DASL |ink
to other devices allowing all of the Interface devices in the systemto be

control | ed devieen & miorglisslgsarandf GRGe®lietle dhfohant shridatetRdiusSRRTREMR cat e

Pr ocessor CURBTGE haPal eriod. TRiss Rt GMareh 1o ol b etcharmbonsora 24

device. A Mttaﬁécéiftﬁ@mﬂu@w@h” Guided Cells which will elucidate the
di scussion here is found in U S. Pat. 5,724,348 issued 3 March 1998 for

Efficient Hardware/ Software |Interface for a Data Switch”. For Gui ded Frame

traffic that or g dalds %Maf@g,th%rﬁgﬁg Ql\sltth%L@!bsthEhfP C%néwcgﬁg_’é:r ane in

data buffers inits |ocal nenor i ce Driver s€n Qui ded
Franedt o ofaigsd frameiadata buﬁfeeermae lescabhembyy. RbevRR's Dléme&serserwbma

Access Con and sto
its mter?ﬁéf‘# F%Qé? EU? ég%\%?%gﬁ%g}réo&fﬁa?ﬁﬁgéﬁ%gﬁﬁﬁr °?%SSPBU 140 the
zcaﬁp (r]I ogr ;: at @\ccﬁaﬁemr@r(ml )shatdmr&ireoouersdhb&mcﬁ%é@ Fglm?] @ﬁdaﬁoﬂé?qwrf Eéj

i de ranes in ween an _ext and the interface device
are encaps Uﬂqﬁ?’ggé% Sgﬁﬁg‘ﬂbﬁ Wﬁ'ém%rﬁleég‘c'}aeq)ﬂ%‘sé%ﬂ%g talheappiiriete As a
consequenc gladef pfoe@set, ana fdutéebagK t6 thé CPUsSBquitddI e iabd FidlRedHh Franes
are encapsul ated as et hernet frames and so forth. Ethernet encapsulTati on

provilles absiween &t extematbbrandrtbe "@'fmewwrarwncmwﬁgd te adaptito thed t he
I nterface %?t?{b&ﬁof B%x@rﬁ@h@ﬁ&or ?{%ﬁ%e ‘?ffth ernja?%\ J%b R&g deV| ce

does not analyze t e Destination ource

recei vi ng ethemet, thﬁkﬁwdatrhErws;aﬂesensepmdateﬂ@sta]herhet fErGepacdeofmth. Cui ded
Traffic presunes that the Interface device has not been configured and the
DA and SA cannot be anal ysed by the EPC picocode. Therefore, these franes
are Ethernet encapsulation provides a means of transport for Guided Traffic

between the CP and the Interface device. The Ethernet MAC (Enet MAC) of the

15 Interface device does not analyze the Destination Address {(DA) or Source Address
(SA) when receiving frames. This analysis is performed by the EPC picocode.
Guided Traffic presumes that the Interface device has not been configured and the
DA and SA cannot be analysed by the EPC picocode. Therefore, these frames are
inherently self-routing. The Enet MAC does, however, analyse the Ethernet Type

20 field to distinguish Guided Traffic from Data Traffic. The value of this Ethernet Type
value of the Guided Frame must match the vaiue loaded into the E_Type C
Register. This register is loaded from Flash Memory by the Interface device's boot
picocode.

The CP constructs the Guided Frame in data buffers in its local memory. The

25 contents of a 32 bit register in the CP processor are stored in big endian format in
the local memory as shown in Figure 3. Having constructed the Guided Frame, the

CP'S Device Driver sends an Ethernet frame containing a DA for specific Guided

Cell Handler (GCH), an SA corresponding to the global MAC address for the CP or
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16 The Enet MAC function of the Interface device examines the frame header
information and determines that the frame is a Guided Frame. The Enet MAC
removes the frame header from the Guided Frame and buffers the remainder of its
contents in Interface device's internal U_DS memory. The Enet MAC indicates that
the frame is to be enqueued to the General Control (GC) Queue for processing by

20 the GCH. When the end of the Guided Frame has been reached, the Enqueue,
Dequeue, and Schedule (EDS) logic enqueues the frame into the GC Queue.

The GCH picocode on the blade locally attached to the CP examines the

Frame Control Information (see Figure 6) to determine whether the Guided Frame

is intended for other blades in the system and whether the Guided Frame is to be

25 executed on the down side of the Interface device. If the frame is intended for
blades other than or in addition to the locally attached blade, the GCH picocode

updates the TB value in the Frame Control Block (FCB) with the TB value from the

Guided Frame's Frame Control information and instructs the EDS to enqueue the

frame in the multicast Target Blade Start of Frame (TB_SOF) Queue. For
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Frame and perfornms the operations indicated by the Guided Commands it
contains. Prior to processing of Guided Cormmands, the picocode checks the
val ue of Prior to processing of Guided Commands, the picocode checks the value of

the ack/noack field of the Frame Control information. If this value is ‘0'b, then the
15 Guided Frame is discarded following processing. Guided read commands shall not
be of this category.

If the value of the ack/noack field is ‘1'b, and the value of the early/late field
is "1'b, then prior to processing any of the Guided Commands in the Guided Frame,
the picocode constructs an Early Ack Guided Frame with the value of the TB field of

20 the Frame Control equal to the contents of the Early_Ack Guided Frame with the
value of the TB field of the Frame Control equal fo the contents of the My TB
Register. The picocode routes the Early Ack Guided Frame back to the CP by
updating the TB value in the frame’s FCB with the value contained in the TB field of
the LAN Control Point Address (LAN_CP_Addr) Register and instructing the EDS to

25 enqueue the frame in the multicast TB_SOF Queue. The picocode then processes
the Guided Commands of the Guided Frame and discards the Guided Frame.
Guided read commands shali not be of this category.
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15 cells pass through the switching fabric device and arrive at the target blade where
the cells are reassembled into a frame in the D-DS memory. The SDM of the down
side recognizes that the frame is a Guided Frame and signals the EDS to enqueue
it in the GC Queue.

Pressure from the GC Queue or the GT Queue stimulates the picocode to
20 access and analyse the Guided Frames. All Guided Frames arriving on the down
side are initially enqueued in the GC Queue. The gth/gch value of the Frame Control
Information for these frames is examined by GCH picocode. If the gth/gch value is
‘0'b, the Guided Frame is enqueued in the GT Queue. Otherwise, the GCH picocode
examines the resp/req field of the Frame Control information to determine if the
25 Guided Frame has aiready been executed. If the resp/feg has a value of ‘1'b, then
the Guided Frame has already been executed and is routed to the CP. Target port
values corresponding to CP connections are maintained by EPC picocode. Frames
from these Target Port queues are transmitted from the Interface device back to the

CP.
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enqueued in the Wap TP queue for forwarding to the U_ d“processi ng by
the GCH on the up side. O herw se, the picocode (GCH or G h) perforns the

operations indi Eirﬁ,f\fdg\?e %ﬂge abkREEK feREBI and HY RIRESk the bR iSlg s Frame.

Prior to processin ' ) ) i
“1'b, then prior to processing any of the Guided Commands in the Guided Frame, the

15 picocode constructs an Early Ack Guided Frame with the value of the TB field of the
Frame Control information equal to the contents of the My_TB Register. If the bade
is remote from the CP, the picocode routes the Early Ack Guided Frame to the Wrap
Port. Otherwise, the blade is local to the CP and the frame is routed to the Port
Queue corresponding to the CP. The picocode processes the Guided Commands

20 while either the Wrap Port moves the Early Ack Guided Frame from the D_DS to the
U_DS and enqueues the frame in the GC Queue on the up side or the frame is
transmitted from the Port Queue back to the CP. For frames wrapped back to the
U_DS, the GCH picocode again sees this frame, but the resp/fag field will have a
value of "1'b. The GCH picocode routes the frame back to the CP by updating the

25 T8 field in the FCB with the value contained in the TB field of the LAN_CP_Addr
Register and instructing the EDS to enqueue the frame in the multicast TB_SOF
Queue. Frames residing in the TB_SOF Queue are scheduled for forwarding by the
EDS. The SDM builds the Prizma Cell Header and Interface device Frame header

from information contained in the FCB. Cells from this frame pass through Prizma
30 and are reassembled into a frame on the CP's local blade. The SDM of the down
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thgsCP.  the Wrap Port moves the Guided Frame from the D_DS to the U_DS and enqueues

the frame in the GC Queue on the up side or the frame is transmitted form the Port
Queue back to the CP. For frames wrapped back to the U_DS, the GCH picocode
again sees this frame, but the resp/req field will have a value of "1'b. The GCH
picocode routes the frame back to the CP by updating the TB field in the FCB with
20 the value contained in the TB field of the LAN_CP_Addr Register and instructing the
EDS to enqueue the frame in the multicast TB_SOF Queue. Frames residing in the
TB_SOF Queue are scheduled for forwarding by the EDS. The SDM builds the
Prizma Cell Header and Interface device Frame header from information contained
in the FCB. Cells from this frame pass through Prizma and are reassembled into a
25 frame on the down side of the CP's local blade. The SDM of the down side
recognizes that the frame is a Guided Frame and signals the EDS to enqueue it in
the GC Queue. This time when the GCH picocode analyzes the frame from the
D_DS, the resp/teq field has a value of “1'b. This implies that this blade is locally
attached to the CP and the Guided Frame is routed to the Port Queue corresponding
30 to the CP. Frames from this queue are transmitted from Interface device back to the
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field to ' Wdunitterrs ndicate a Quided Frame response, repl acesisedm79B fiel d
with the contents of the My_TB Register, and then processes each Cui ded
Command within the Guided Franme. 10 Durd(ng the course of processing a

@Qui ded Command, the picocode updates the Conpletion Code field of the next
Qui ded Conm@Rd with the conpletion status code value for the current

@Qui ded Conmand. If the blade is renmote fromthe CP, then the picocode
routes the Guided Frane to the Wap Port. Qtherwise, the blade is local to
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PCTI USOQ' 2 2flg@ptocesBors@&CH or GTH) within the same EPC or to the GCH or GTH of some
other blade.

15 Unsolicited Guided Frames may also be sent to the CP. Guided Frames
destined for the same EPC are constructed using data buffers in the D_DS. These
frames are then enqueued in the GC or GT Queue for processing. These frames are
then processed and discarded in the usual manner. Unsolicited Guided Frames
destined for the locally attached CP are constructed using data buffers inthe D_DS.

20 These frames are constructed in a way that indicates that they have been executed
by the EPC {i.e. resp/feq = 1'b, and TB = My_TB). These frames are enqueued in
the Port Queue corresponding to the CP. Frames from this queue are fransmitted
back to the CP.

Guided Frames destined for another blade can be constructed using data

25 buffers in the D_DS or the U_DS. Unsolicited Guided Frames destined for the CP
are constructed in a way that indicates that they have been executed by the EPC

(i.e. resp/réq = "1, and TB = My_TB). Frames constructed using buffers from the
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anot har - idgETol] ARSI Bluard ¥iKss falieS Gfow sl ffle FITBRY SfehudlBba O\

-DS. Unsoahithe samteGuaylasithesamenstiated nsidgThiD$ Hata@uffers.e Fap®sshowstthe i n a
way that indicat t hat. t he ve been executed by the EPC (i.e. resp eq =
' 9 b, anogeﬂ?@'zﬁ?%?r@?&fﬁ?%%%&ﬁﬁ%ﬁ ucted using buffers fromthe WO
01/ 16779 PCTI USOCQ 20794 31
The format shown is a logical representation with the most significant byte on
15 the left and the least significant byte on the right. Four byte words begin with word

0 at the top and increase towards the bottom of the page.

Since Guided Frames must be routed and processed before the interface
device has been configured by the CP, these frames must be self-routing. The
results normally obtained by look-up and classification are contained in this Frame

20 Control information field of the Guided Frame allowing the chip to update the FCB
with this information without performing a look-up operation. The target blade
information contained in the Guided Frame is used by the Guided Frame Handler to
prepare the Leaf Page field of the FCB. The CP provides the Target Blade
information while the GCH picocode fills in the other fields in the FCB. This FCB

25 information is used by the SDM to prepare the Cell and Frame headers. The format
of the Frame Control information field of the Guided Frame is shown in Figure 6.

An explanation for the abbreviation at each bit position in Figure 6 follows:



D DS are enqueued to the Wap Port. These frames are noved to the U DS and
enqueued to the GC Queue on the up side. Unsolicited Guided Franes with a
resp/req vawoeied’ 1'b will be routed to the CP using TB 9&I/UgseRpdd he

LAN CP Addr Register. O herw se, the GCH picocode routes these franes
using the TB value of 5 the Frame Conti@l Information of the Quided Frane.
At the receiving blade, the frane is enqueued to the GC Queue of the down
side. The CGesp/adt hi Reppense and NaltReguest ingiastarr wrlugeThis digld (3 easpd toe= ' 0' b

d gth/g-cE= ' 1'), i ='0'b
and gihiger = o) SRR HERRA Spaldd Moo Borcdea P EHRrRE 0B i ng

to the CP (resp req Eraméd). Frames constructed 10 using data buffers in
the UDS are enqueueg di rethleé into the GC Queue of the up side. Fromthis
poi nt forward, these“fram&d f1ow the same route and are handled in the
sane gay as those construgssp@nysi ng D DS data Buffers. Fig. 5 shows the
generalized format for guided frames. The format shown is a | ogical
representation with the nost significant byte on 15 the left and the | east

si gni fi cantytERN ' r ' ' : t he
top and i nc? easect ovv%t\? mdﬁlﬁ&éér%%rﬁﬁgrﬁ%&ﬂde@ﬂ%%bgggﬁgoﬁgg ‘Qﬁ‘%ﬁfﬁf‘%ﬁ& nmust
be routed and processee thetantrol mhethart Gickhoe nalenbaek)hthe GEFh piamebdgur ed by
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information field of athewiedgddshall ane cehtatvamofdrecfdbiiped Compdate thdte FCB

wth bhis i nformation l\{?/lthout aL{()?erforn‘i ng a | ook-up operation. The target
bl add? i nformati on cBRTYMHASEY t he Guided Frame is used by the Guided
Frame Handler to prgpareNd hekh®déddiags field of the FCB. The CP provides
the Target Blade information while the GCH picocode fills in the other
fields in the FCB. This Pegknowlqdgmentmiion is used by the SDMto prepare
the Cell and Frame headers. The format of the Frane Control information
field of the GQuided Frane is shown in Figure 6. An explanation for the
abbr evi at i @ariiflateachEprly apédiata Spknawiedgioent wnirel valve : Thipfield) is 6Bgd to

PCT/ LS00/ 20794 control whether the acknowledgment requested (ack/noack = “1'b)
15 occurs before (early) or after (late) the Guided Frame has been
processed. This field is ignored when ack/noack = "0'b.
0 Acknowledge after Guided Frame processing
1 Acknowledge before Guided Frame processing

neg/all Negative Acknowledgment or Acknowledge All controt value. This field
20 is ignored when the ack/noack field has a value of '0'b unless a guided
command does not complete successfully.
0 Acknowledge all Guided Frames if ack/noack = “1'b. Early or
Late Acknowledgment determined by value of earlyfiate.
1 Acknowledge only Guided Frames that do not complete
25 successfully. This acknowledgment will occur independent of
the values of ack/noack and early/fate and will of course be a
late acknowledgment.



32 resp eq Response and Not Request indicator value. This field is used to
differenti ate between request (unprocessed) and response Guided Franes. 0O
request {oloihgaponse ackfnoack Acknow edgnent or No Ackportsudgommt contr ol
value. This field is wuse to control whether (ack) or not (noack) the GCH
pi cocode acknow edges the Cui ded Frage. CGuided Frames that are not to be
acknow edged shall not contain any form of Quided Conmand that 10 perforns

a read. OydfowR knoweeoDBRh cohtrep\kawﬁﬁ@mné :@%éd/fd 8britrdFW/hethetiRe Lat e

Acknow edgnent control value. This field is used t control whether the
acknow edgment r eqli@Me PWP?R%@R the up gjgle °I5th8&93‘f“55'98f dhis fieldrisy) or

after (late) the gﬁg‘ nor ed
when ac n = '0'b. %ﬁﬁggk(mfggee 'E?Fb @[ﬂ@gméﬁﬁu%@oﬁ?g%n%arl%Kg now edge
bef ore Gui ded Fr arr@np:mfgrsvaige nte@rhalln apgigani Guided Ceownaristhat reguire

Ackgow edge Al CO'?I%(—S B%f %i"l'gﬁﬁiehmw%ré bgégt m@@uétﬁné%@gﬁ ‘EQH%"{%EC C#/@WCK/ noack

fielld has a value o sS a oes

successfully. 0 Achewelafd@e. al | Gui ded Frames if ack/noack = '1 b. Early or
Late Acknow edgment determ ned by value of earlyllate. 1 Acknow edge only
Qui ded Franes that do not conplete 25 successfully. This acknow edgnent

wi || occur independgent Obwnidide pricessingf ack/ noack and early/late and w il

of course be a Iate alePOsvl\éljeepu%cessmg

gth/gch General Tree Handler or Guided Cell Handler control value. This value
10 is used to direct Guided Frames to the proper picoprocessor.
0 GCH picoprocessor
1 GTH picoprocessor
B Target Blade value. When resp/req is "0'b, this field contains routing

information used by Prizma. Each bit position corresponds to a Target

15 Blade. If this value is "0000'h, then the Guided Frame is assumed to
be for this blade and is executed accordingly. A value of *1'b in one or
more bit positions of the TB field indicates that the cell is routed to the
corresponding Target Blade(s). When resp/req is “1'b, the field
contains the My_TB value of the responding blade.

20 Word 1 of the Guided Frame contains a correlator value (Figure 7). This
value is assigned by the CP software to correlate Guided Frame responses with their
requests. The Correlator includes a plurality of bits with assigned functions.

Every Guided Command begins with a Command Control Information field.
This Command Control contains information that aids the GCH picocode in
25 processing a Guided Frame. The format for this information is shown in Figure 8.



WO 01/16779 PCT/ US00/ 20794 33 up/down Up or Down control value. This val ue
is used to control whether the frame is processed on the up side or the
down side. Woanbreld is ignored when resp/req is ' 1'Db. piustiddebsscast

Qui ded Franes shall have an upldown value of "0'b. In addition, Cuided
Commands that require 5 the use of GIHfyardware assist instructions shall
have an up/down value of '0O'b. O Down side processing 1 Up side

processi ng gth/ MQmalTﬁfﬁmué‘hﬂ%@stﬁéto%ﬂ dabelsida S'Hﬁﬂrh ol
val ue. This, v s use @éﬂg@ irect cuid ) Frgrres t EE?@QQ%B

pi copr ocessBrt! the 330&52! 'B EEBHeR Mvord %W%ﬁé@@ﬁ@bﬁ@@@ﬂtfﬁmcm Wmd B).ade
val ue. \Wenameopbrdng (Chhdwordd 54)f g information used by
Pri Zma. Each bi P ?)03|(t| on correspdﬂa%sf@@géﬁmegﬁét@ Blade. If this val ue
is '0000' h, then the Guided Frame is assunmed to be for this blade and is

exeeut od accor diehndh KBy Gab: Thildla ARG o HeSob b BBl S R n,
Bl adefs) . VﬂnerG(Eléspp:oceﬂp wheh prduessihg GuidddCoramahas Mshe BeHMicdddealseg of the
respondi ng i ded, Franme cagntains a correlator val ue

CErpone! D9 Rieel fof Bonblefior s@hys e Gaina U ded CAETeATN St e Bl Gl ded

Frame respofseSinoktdll ChRledl Comeiimalt Fst Té'tﬁ‘x r G ality
of bits with assigned functions. Eversé "Q&é ﬁ’hﬁhﬂi Ehge%#ﬂﬁi%v{na?ﬁ'ldgammm d

Control | nfePRE®BNENthe eompletign states la@bﬁ@mmanddatcmnkmedﬂmtheaEndn t hat

aids the %glm,@gqgﬁnéggt,o@éoagﬁagsm ng a GQuided Frame. The format for this
information is shown in Figure 8. WO 01/ 16779 PCT/ US00/ 20794



34 Length val ue:
cont ai ned

This value indicates the total
in the Control

I nformation (Crd Wrd 0),

nunber of 32 bit words

The Address Information

(Cmd Wor dWD01/16Ad Operand (Cnd Words 2+) portions of thBCTASWEH%r ane.

Conmpl eti on Code val ue:

This field is initialized by the CP and is nodified

by 5 the GCH pi cocode when processi mp Gui ded Commands. The GCH pi cocode

uses

t he command

|ist.

Del i i t ergGybdeSm

Si nce all

contained 1 n the Erﬁ% %I

PCT/ US00/ 20794 35 Cui ded Command type val ue (Synbolic Nane)

this field for conpletion status for the precedi ng Gui ded Command in
Qui ded Conmand lists termnate with the End

W SyRiBRieN status of the last comand is
[ r%]l{bg(r' S Cc;rrp agrtﬂal)on Code field. WO 01/16779

Synbol i ¢ Name Val ue Type Descri p?@ End Delimter
F

Qui ded Franme 5 sequence

Sof t war e

initiated bythe EPC pi cocode
consecutive

r egi st er SeRy DeWRifRFY -

or

Build ree List 0001

Type
0000 mark the end of a
build a free |ist.

Syrhbolic Nahie execut e sof tWalue act i Ugpe Desetiptiohed 0011 franes

Block Wite 0100 wite a block of data to
10 addresses Duplicate Wite 0101 wite duplicate data to

Read 0110 gpppuest apfhrk Peitof £ GuidEhe I €01 Ster
menory data 15 0111 reserved Insert Leaf 1000 insert a |eaf 1

Into the

seabPch tree.
Build_TSE_Free_List
Software_Action
Unsolicited
Block_Write
10
Duplicate_Write

Read
register

15
Insert_Leaf
Update_Leaf
Read_Leaf
Leaf

20
Delete_Leaf

0001
0010
0011
0100

0101

0110

0111
1000
1001
1010

1011
1100
1101-1111

sequence

build a free list.

execute software action

frames initiated by the EPC picocode

write a block of data to consecutive

addresses

write duplicate data to registers or

memory.

request and respond for reading
or memory data

reserved

insert a leaf into the search tree.

update a leaf of the search tree

request and respond for reading of

Page data

reserved

delete a leaf of the search tree

reserved

The addressing information contained in the Guided Frame identifies an

element within the Networking Processor's addressing scheme. The general form for

25

the Address Information field is shown in Figure 9.



Updat e_Leaf 1001 update a | eaf of the search tree Read_Leaf 1010 request
and respond for reading of Leaf Page data 20 1011 reserved Delete Leaf
1100 del et e VO bidgig77%0f t he search tree 1101-1111 reserved Pirausacizb7essi ng

i nformati on contained in the Guided Frame identifies an elenent within the
Net wor ki ng Processor's addressing scheng The general formfor 25 the
Address Information field is shown in Figure 9. WO 01116779 PCTI USQ0120794
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tructures age,acces edded Processor via an
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eneral formof the_address is shown in ure ntroll er
|gs subdi vi d&erfq‘r'teo hig ssmeiRfer Pfsih&rﬁifémEa% [fre srearged via glenory ootrblipre

| stand | D vAlithoed irvaPedles thobafidtal B3 5 JRHER EURady TPBLLR g 11 cont

10 bits of the address tor strUctures con ‘and. The
correspondence between encoded Island ID value and the chip island nane is

' f, . .ad ists. of the
hont st stgn (ENetNofk GOFRIIR B bhiReRin Walf thif SRR EAcR S s
structure agimreasmnueislami iMimTEhértﬁﬂsiandctdmasfd?ﬂ@ﬂh@ﬂmoﬁhﬁg fisigdar  of
bits ,used f,a one i sl ands

AN Il T D TRE AT SR UM M A
smal | st ruchetwesn eheddddislant $0y8RetdMrtRe bhiphSlahd ﬁ&ﬁ'le% $Bovi?in ifsgﬁr%eﬁ addr ess
segnents. The structure address portion is used to address an array within
The second portion of the Web address consists of the next most significant 23 bits.
This address field is segmented into a structure address portion and an element
address portion. The number of bits used for each segment may vary from island to
15 island. Some islands may contain only a few large structures while others may
contain many small structures. For that reason there is no fixed size for these
address segments. The structure address portion is used to address an array within
the island while the element address portion is used to address an element within
the array. The remaining portion of the address is to accommodate the Web
20 Interface’s 32 bit data bus limitation. This 4 bit word address is used for selecting 32
bit segments of the addressed element. This is necessary for moving structure
elements wider than 32 bits across the Network Controller's Web Data Bus. Word
address value "0'h refers to the 32 most significant bits of the structure element while
sequential word address values correspond to successively less significant segments
25 of the structure element. The word address portion of the address is not required for
structures not accessed via the Web Interface. For this reason, the Up Data Store,
Control Memories, and Down Data Store make use of the entire 27 least significant
bits of address to access structure elements. Another exception to this format is the
address for the SPM interface. In that case all 27 bits of address are used and no

30 element is greater than 32 bits in width.



the island while the el enent address portion is used to address an el enent
within the array. The remaining portion of the address is to acconmpbdate
t he Web 200001&7F ace' s 32 bit data bus linmitation. This BEETHI00REPH addr ess
is used for selecting 32 bit segnents of the addressed elenment. This is
necessary for noving structure el emetft s wider than 32 bits across the
Network Controller's Wb Data Bus. Wrd address value "O h refers to the
32 nmost si gni TNeaRMbgAded Jroeessing Grrpies EPEReRfoviges) and Loptrelst the wor d
addr ess ; [ Vit IrRRiRies tiset 'ﬁ,ﬁ%t oHSEHRN 25 of
t he stru?t% emgﬁégrﬂggt&ﬂ%ﬂg%ﬁgggg%?g@'p%‘rtior?gg)l?é]{d;qg a dcr ess |s&sr$10t
requi r ed ($ee alsethigure 288 not accessed via the Wb Interface. For this
reason, the Up Data Store, Control Menories, and Down Data Store nake use
of the entire 27 least significant bits of address to access structure

el efrent s.  Anof\hprocessieg units) catied Bx$i: f Dher@xHsscankerreattjdexecatd picotdde SPM
Interfac I.Ln that. case all 27 bits of addres ne use nd, no 30 el enent
i s great S?att'ﬁﬁf?r%‘szmnﬁ gammen |gryetio ﬂ??e#&ﬁﬁ%ﬁfﬂﬁﬁ%ﬁ?&i“?ﬁ'%e
Enmbedded (iKipesres talidODP) which domlainy a\3-stage iskline 16 RRs lagd an ALU.
programmability of the I,nterfaci devi ce Chi & It includ s_lthe foll ow ng
conponentEzach G¥id algosepntaigs sevarghroProcRpsars disefPhgxampledne e paidtt  The
GxHs con sty execute picocode that is stored in a common Instruction
Menory. Ea GxH consist of a Processing Unit core, called CLP, which
contains a 3-stage pipeline, 16 GPRs and an ALU. Each &xH al so contains

seygral coproGessRisn Mej Yor 'L%ﬁﬂ@%riﬁﬂﬁ%li}?% m&ﬁﬂn% d;lé'oﬁg%e

I nstruction Menory: Ts r I'tra I on an
pi co- coddor foowardingfrardes gnd managingrthe systegi.ng t he system A Di spatcher:
Dequeues frane-addresses fromthe up and down di spatcher queues. After
dequeue, the dispatcher pre-fetches part of the frame-header fromthe up
or down Dat aStroDigpétoher: EDetjusues frantekaddressesfrom ther upanddown dispakheoon as a
OcH queues. Afterdequeue, the dispatcher pre-fetches part of the frame-header from the
up or down DataStore (DS) and stores this in an internal memory. As soon as a GxH
15 becomes idle, the Dispatcher passes the frame header with appropriate control
information, like the Code Instruction Address (CIA) to the GxH. The dispatcher

also handles timers and interrupts.

A Tree Search Memory (TSM) Arbiter: There are a number of shared internal
and external memory locations available to each GxH. Since this memory is shared
20 an arbiter is used to control access to the memory. The TSM can be accessed
directly by the picocode, which can for example be used to store aging tables in the
TSM. Also, the TSM will be accessed by the TSE during tree searches.

The Completion Unit (CU): The Completion Unit performs two functions.

First, it interfaces the N Processing Units to the UP and Dn EDS (Enqueue, Dequeue

25 and Schedule Island). The EDS performs the enqueue action: a frame address,
together with appropriate parameters called the FCBPage, is queued in either a
transmission queue, a discard queue, or a dispatcher queue. Second, the



15 becones idle, the Di spatcher passes the frane header with appropriate
control information, |ike the Code Instruction Address (CIA) to the GxH.

The di spat chesoygkm0 handles tiners and interrupts. A Tr eepé?&rog Mprory
(TSM Arbiter: There are a nunber of shared internal and external nenory
| ocations available to each &H. Since 4his nenory is shared 20 an arbiter
Is used to control access to the nenory. The TSM can be accessed directly

by the pi COG@H@J&MNL_@:{H% Qﬁé\raﬁi@eés‘??éﬂ{@%f/‘m{éﬁxg@?r% Git ﬁ{agrlfarpggmﬁattrﬁﬁt@_% in the

TSM Al so, the TSM w be accessed urin € searc The
Conpl eti on GxHE arepjocessiag framesdbathelang to seeref fownpreaantibng otuisbbs takefi r st |

it interfac | gt 0 P . EDS ( Enqueue,, Dequeue
25 and Sche ultz&fsg NQ%)@?&S%%%gegéﬁ%r%gf Hgt@ﬁgﬁésgg’“a%‘ﬁ“%ﬁ:‘” &“? F'g'?ite

addr ess, t ogriehefhafempletion Upit Lisesa ipbeldnatisgenccatbd pylthelTladdiRPazedware queued
i n either a,_ I 1.SS].00: e, a discard queue, or a dispatcher queue.
Second, theAﬁt%%?g%&%w 20794 38 Conpletion Unit guarantees frane
sequence. Since it may happen that nmultiple GxHs are processing franes

that belong to s(s}rre '{il ow, .precautions nust be taken that these frames are
enqueued in t he wfsdlierdeardwaresassiali Jiprdipciiarees. the Kdassifipni-ardwarer Assiste
Conpl eti on MaLitet s emsd ' Lfd.ar r.dwar e
R o S e g i T e

t he O assi farerpassediitaine Gdtidering fraod dispateh, dh tessisfaf thet Chhaho costehtskafown

cases of fr f L f | ' e ssed. to t.he H,
during frane |rs”g‘§t c ,stle%. '? gférjr']x;;"h%ﬁ‘% %ﬁeg?%lég%gH@%%%?@‘ﬁtfde&%fﬁﬁn%ﬁﬁ(ﬁnr e
regi $0ers. Gy, depefdiages, the fram@ bemieti Eor bethdyased A Sighhe drbatcRbsanet he 10
Cl A, depending..pen .the frape.header. For . bpth up and do frane dispatches,
the d assicj(;}f’gf"ﬁ?-%ﬁ%@ﬂ%e %&%”ﬁ%%["’@g af igispd gﬂgﬁe pg”\ﬁ’@&“l&ﬁ"tﬂﬁe
Conpl et i on rhigintain rameBdeguiande.f rane sequence. Up and do DataStore Interface
and arbiter: Each GxH has access to the up
Up and dn DataStore Interface and arbiter: Each GxH has access to the up
and dn DataStore: read access is provided when reading “more Fish” and write
15 access is provided when writing back the contents of the FishPool to the DataStore.
Since there are N Processing Units, and only one of them at a time can access the
up DataStore and one at a time can access the dn DataStore, one arbiter for each
DataStore is required.

WEB Arbiter and WEBWatch interface: The WEB Arbiter arbitrates among
20 the GxHs for access to the WEB. All GxHs have access to the WEB, which allows
access all memory and registers functions in Interface device. This allows any GxH
to modify or read all configuration areas. The WEB can be thought of as the
Interface device memory map. The WEBWaitch interface, provides access to the

entire WEB from outside the chip using 3 chip-10 pins.

25 Debug, Interrupts and Single Step Control: The WEB allows the GCH or
WEBWatch to control each GxH on the chip when necessary. For exampie, the
WEB can be used by the GCH or WEBWatch to single step instructions on a GxH.



and do DataStore: read access is provided when reading "nore Fish" and
wite 15 access is provided when witing back the contents of the Fi shPool
to the Dapajiagfe Since there are N Processing Units, angcpokge20me of them
at a time can access the up DataStore and one at a tine can access the do
Dat aStore, one arbiter for each Data§yore is required. WEB Arbiter and
VEBWAt ch interface: The WEB Arbiter arbitrates anong 20 the GxHs for
access to the WEB. All &xHs have access to the WEB, which allows access
all nmenory and re%mster funcﬁions in Interfaceq\%19 |ce This all ows any GxH
to modify or rARgMheddedenerd BUIPERe RrRcesSOrTHEe WetPChe t hought of as the
Interface device nenory map. The WEBWAt ch interface, provides access to the
entire WEB from outside the chip using 3 chip-10 pins. 25 Debug, Interrupts
and Singl e Stephergrare fur typas H(figvee 128 GCH or WEBWAtch to control
each GH on the chip when necessary. For exanple, the WEB can be used by
the GCH or WEBWAtch to single step instructions on a GxH WO 01/16779

PCTI USCO 20794GDBB(Gbneeaiﬂlaidétangtan)ar'ﬂierpw@ebbt GDbtse Fsanh, GDHKwasaa fedlwer PC.

are ei gnt Clptn 8 Te Soprotdlebis Gitich e Abscitad b Mo R SIRIERRE’ (i cn-
ar e glescr hRefainly tse foefdrwarding framesThe GDHs 5 are mainly used for

forwarding frames. GCH (CGuided Cell Handler). The GCH has exactly the sane
hardware as a GDH However, a guided frame can only be processed by the

GCH It is progHAGEHsECcen HahaleHER HeRSELERR &x@@tptherdand halawarihs bs

enabl ed to al so process datafranes (in which case it takes the role of a
GDH) . TheGBtH hHQWEEefacﬁjlﬂldéﬁaﬂ’arﬁﬁr‘éﬁﬁhpélyceﬁﬁP’éﬁfs?g b &hesit-Hnatdigar e

qui ded- coP[UErafiElf 8F EOHEER CEPERE riuiBn i SCH 8 etid & B e
pi cocode prdoessgiataframes (io whichhgage itciakes cﬂne role of a GDH). The GCH has
10 additional hardware compared to the GDH: hardware assist to perform tree inserts
and deletes. The GCH is used to execute guided-cell related picocode, perform chip
and tree management related picocode like aging and to exchange control
information with the CP and/or another GCH. When there is no such task to perform
the GCH will execute frame forwarding related picocode, and in this case behaves

15 exactly like a GDH.

GTH (General Tree Handler). The GTH has additional hardware assist to
perform tree inserts, tree deletes and rope management. The GTH will process
dataframes when there are no frames (containing tree management commands) in
the GPQ.

20 GPH (General PowerPC Handler). The GPH has additional hardware as
compared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a Mailbox interface (i/f).

The number of GxHs (ten) is a “best-guess”. Performance evaluation will
determine how much GxH are really required. The architecture and structure is



information with the CP and/ or another GCH Wen there is no such task to
perform the GCH will execute frame forwardi ng rel ated picocode, and in
this case bwhawes79 15 exactly |ike a GDH GIH (General Treertigngbes). The
GITH has additional hardware assist to performtree inserts, tree deletes
and rope managenent. The GIH will procd8s datafranes when there are no
frames (containing tree managenent commands) in the GPQ 20 GPH (CGeneral
Power PC Harogmpidtely Bealegble tongrdsdntiotd GNHI arfubthevehe limitatioroigTing eehonint f t he GDH
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Performance evaluation will determ ne how much GxH are really required.

The architectur Juct re IS 01/ 16779 PCT/ USOQ 20794 40 conpl etely
scal eabl e t owar gé‘aﬁgi"? HE?dt“Wes NN Fgwe 4260 in pdditignetothe GAP with

silicon aregerfapi Pﬁtpéé@lﬁéérét@@r(@imoahdﬁhﬂﬁﬁet% [é’g{]g\%mta@ﬁb Ea?@ﬁ'

instructi on nmeno is structured as S

addi tPon t@WW%%PfWW@VM@TOMSwse Regi sters (GPR) and Arlthmatlc
Logic Unit (ALU), each G<H 5 contains the follow ng five coprocessors:
(DS) Coprocessor Interface. Interfaces to the D spatcher and to the sub-

i sl ands that pr(¥8)X€opreadssondnterface mtermwo m@@tmtmm tbahesupres. The

Interface ns. t he alled Fis o 10 ,The_ Tree Search Engi ne
Copr ocess ol HeE! hitgidpdBad 8nf Yk SecesBdndie Up AME K PatESEreBN g PSy
I nt er f aces igterfadecdntains Banés ballddFashPdol. SM . Enqueue Coprocessor. Interfaces
the Conpletion Unit Interface and contains the FCBPage. This Coprocessor

contains a 256-bit register with additional hardware assi st that t he

pi cogpde nust UgRe tree@seér@h@?@uﬁ@aﬁg@essw [TRE)C el SE gaﬁ
paranmeters. Once the FCBPage i's buil the pi copr ocess
enqueue in the trees, and alse interfaces to the Tree Search emory (TSM).

can execu e an
Enqueue Coprocessor. Interfaces the Completion Unit Interface and contains
the FCBPage. This Coprocessor contains a 256-bit register with additional hardware
assist that the picocode must use to build the FCBPage, which contain the enqueue
15 parameters. Once the FCBPage is built, the picoprocessor can execute an enqueue
instruction, which causes this coprocessor to forward the FCBPage to the
Completion Unit.

WEB interfaceCoprocessor. This coprocessor provides an interface to the
WERB Arbiter and allows reading and writing to/from the Interface device WEB.

20 Checksum Coprocessor. Generates checksums on frames stored in the
Fishpool! (described hereinafter).

The Processing Units are shared between ingress processing and egress
processing. It is programmable how much bandwidth is reserved for ingress
processing versus egress processing. in the current implementation, there are two

25 modes: 50/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (i.e. ingress



I nstruction, which causes this coprocessor to forward the FCBPage to the
Conpl etion Unit. WEB InterfaceCoprocessor. This coprocessor provides an

i nterfacewb@1nét@® WEB Arbiter and all ows readi ng and w i RGTAE002974 om t he

I nterface device WEB. 20 Checksum Coprocessor. Cenerates checksuns on
frames stored in the Fishpool (descrdbed hereinafter). The Processing
Units are shared between ingress processing and egress processing. It is
pr ogr anmgetetwiesasmuchtkandwidth Bsiegressder ved for ingress processing versus
egress processing. In the current inplenentation, there are two 25 nodes:
50/50 (i.e. ingress and egress get the sane bandw dth) or 66/34 (i.e.

i ngress WO 01/QmTatorPgihestrocessiauUnidg isgenent-drvers Abatiachameraivaltis as

arr i val 11 ot B0 et B8 RO BoLG o p diner DraKiertpt. Pl gEpaigner, 1o
} nt ﬁ_r r uptt{eﬁTél@iF]fditezanMﬂn arﬁd_éntin_a: fasd}o_hf m?a_gh trmveists{pricxtnit)aﬁrs'ttﬂ&emuptal t .
ashi on, 0 ere is .a priority (first interru en ti -events an
finally ftP%'Prg%éF'PW%tﬁ WJW@& *ra ”}(;’\?\‘ eé’@@ﬁb' &@‘%ﬁh%@’l & Ba"‘ga({)@e%si ng
Unit, ap nfreeéé@ﬁfuhmf@pl?@dria(?@inif&nmtmms %iOeﬁ hethBresasssingdUAR| for fladhie f 1 ame

arrival events, this includes part of the frame header, and infqgrmation
coni ng f rasrivalenentsathisiaciides padiof the framgheadae and ipformatian ¢apiag fiam s

i ncl udes &&gﬁ; M<SHieP OF & ti bRk i s to the
event . V\Vltégﬂg ra(rare ar ?ﬁf\eeg%thm%ﬁ%@ﬂéﬁt@g'gugé@% tﬁﬁgbﬁﬁ%{erfbgwr ecei ved
byt@és ofandothef informatian thatcelstesdosheeweptarmabl e t hreshol d, the address of
the frame- control-block is witten in a GQ 15 Wen a conplete frame has
been re-assenbl ed on the egress side, the frame address is witten in a

GQ There ar e When atfigpesanivessqh the{ ingrest sides act theymenberfofgeceivelBytes here i s
g e A2 L B S8 RrotRhRable 18Rt S Boleel RS bRl Ut be

control-block is written in a GQ.
15 When a complete frame has been re-assembled on the egress side, the
frame address is written in a GQ. There are four types of GQ's (and for each type,
Figure 12B, there is an ingress version and a egress version).
GCQ: contains frames that must be processed by the GCH.
20 GTQ: contains frames that must be processed by the GTH.

GPQ: contains frames that must be processed by the GPH.

GDQ: contains frames that can be processed by any GDH (or GCH / GTH
when they are enabled to process dataframes). For the GDQ, there are multiple
priorities, whereby frames enqueued in a higher priority GDQ will be processed

25 before frames enqueued in a lower priority queue.

Some Processing Units may be specialized. In the current implementation,



20 GTQ contains franes that nust be processed by the GITH. GPQ contains
frames that nust be processed by the GPH. GDQ contains franes that can be
processed bywcmyé™@®H (or GCH / GIH when they are enabl ed peoapimness
dataframes). For the GDQ there are nultiple priorities, whereby franes
enqueued in a higher priority GDQ w || 4% processed 25 before framnes
enqueued in a lower priority queue. Sone Processing Units nmay be

speci al i zedthetearetfourtypesot PioopésimgeUhits (GuH) (V62 8is6 Figlird 1BEY/ US00120794 42
there are four types of Processing Units (GxH) (see also Figure 12B): GDH
(CGeneral Data Handler). The GDHs are nmainly used for forwarding frames.

GCH (Gui ded Cel |GBENGeas)al DEte HaRHeRS TR BDHY afd i BsdR tsBRfardig 5 CDOH.
However, a qui de%d frame can only be processed by the 'GCH. It is

progranmabl e on ‘AESAEB (CLP Ena register) if the GCH is enabled to al so
process datafranmes (in which case it takes the role of a GDH). GIH (General
Tree Handler). The GIH has additional hardware conpared to the GDH GCH:
har dwar e assi st @eHibuidedrell ldandier e fihe GEHdwsxactiethessame bpriwat® as

(cont 21 ni ngCPPE PRRel, o MURREE Rl ot MARF 0¥ et Bl b P bollch pe

Handl er) . TitegiaRthakie cadthiet WERI(ChBr Baaregistegnpane Tl is hmabldd/ GThlso The GPH

an act ual IEPERIREATEE s RBNR oo Hotgh o aB ot A BB can be 1 mpl emented.

on a single Processing Unit. For exanple one inplenmentation could have one

B o Tt u s [ S
to the GDH/GCH: hardware assist to perform tree inserts, tree deletes and rope

10 management. The GTH will process dataframes when there are no frames

(containing free management commands) in the GPQ.

GPH {(General PowerPC Handler). The GPH has additional hardware
compared to the GDH/GTH. The GPH interfaces to the embedded PowerPC by
means of a mail-box interface.

15 In an actual implementation, the role of GCH, GTH and GPH can be
implemented on a single Processing Unit. For example one implementation could
have one Processing Unit for GCH and GPH. A similar comment holds for the GCQ,
GTQ and GPQ.

The purpose of the Datastore Coprocessor is:
20 To interface to the Up DataStore, which contains frames that have been
received from the media, and the Down DataStore, which contains reassembled

frames received from the Prizma Atlantic.

The Datastore Coprocessor aiso receives configuration information during the



20 To interface to the Up DataStore, which contains franes that have been
received fromthe nedia, and the Down DataStore, which contains reassenbl ed
franes reWOioVe&’¥romthe Prizma Atlantic. The Dat ast or e RSJWs96/8658br al so
recei ves configuration information during the WO 01/16779 PCT/ US00/ 20794

43 dispatch of a timer event or inté3upt. The Datastore Coprocessor is
able to cal cul ate checksuns on frames. The Datastore Coprocessor contains a
Fi shPool disA#ah eEmiMET Bventor Y§TURL scratch memory (that can hold 8 fish)
and sonme control registers to read/wite 5 FishPool contents fronito the
up or down datastore. The FishPool can be seen as sone kind of work area
for the DatasilbedatastorecQaproressnds abje e calchigieichesksumsiop framemt astore, a

| arger anmount of frane data is read fromthe Datastore into the Fi shpool

or a larger anmount of data is witten fromthe Fishpool into the Datastore.
The unit of (TherDatestores anFcbcﬂssommmainscwEIshPmﬁl @yatesan hGIdT&éisFr) shpool can

b t hat in 8 fish 8 28 bit
cach. 1 n ST AR FEpER Y Z66) o Piiie poidins sBptietS 16 Teaflerils "ar oy
of 428 byigPodrashtehtstfrorhifo tHeaxﬁﬁdmoﬂatbemr@ ThédFishPubkcardsh ssen 49 .. 127)
and access is on a 16-bit _or 32-bit basis e all g(:]ster arrays t he

F| shpool Se@e &'ndc,qfrW,ijé}re%&mtagQqﬁgstg@n@p%eadrﬁgfeqdéngfwa g dizestly ta Ao d
12 66- 127%%9%?%1&[@% A BGnt%tffréﬁue'd%?é‘uE'r@éu florf thébét'&@tocé ﬁﬁ&f?@ﬁéw ns bytes

ernore, froma Datastore Coprocessor
view, fi i lowger amoynt of date IW@ﬁﬁjbfmmN@ﬁ/Elsapgolmtp the Batasierer é’@g Umbon frame

di spatch f 19%75 e automatically copied in the
Fi shpool %3&?#& ﬁ}FIIC(PI eﬂi’e va g{%(&ﬁ N is progranmable in the 20
Por t Confi gMenory. Typ| cal I y, N equal s four for up frame dispatch, 2 for

do uni cast hlha a oP can éseen a%ra %8%&%{ C&%%%B‘ltgllrl gﬁh%gp g h(m)r nd O for

interrupts an
of 128 bit each. In the CLP processor architecture, the Fishpool is a register array

of 128 bytes. Each byte in the Fishpool has a 7-bit byte address (0 .. 127) and
access is on a 16-bit or 32-bit basis. Like all register arrays, the Fishpool has a
circular addressing scheme. That is, addressing a word (i.e. four bytes) starting at
15 location 126 in the Fishpool returns bytes 126, 127, 0 and 1. Furthermore, from a
Datastore Coprocessor point of view, fish-locations in the Fishpool have a 3-bit fish-

address.

Upon frame dispatch the first N fish of a frame are automatically copied in the

Fishpool by the Dispatcher. The value of N is programmable in the

20 PortConfigMemory. Typically, N equals four for up frame dispatch, 2 for down
unicast frame dispatch, 4 for down multicast frame dispatch and O for interrupts and

timers.

The picocode can read more bytes from a frame, in which case the Datastore

Coprocessor automatically reads the frame data into the fishpool at the next fish

25 address, wrapping automatically to 0 when the boundary of the Fishpool has been
reached. Also, the picocode can read or write the up/down datastore at an absoiute



The picocode can read nore bytes froma franme, in which case the Datastore
Coprocessor automatically reads the frame data into the fishpool at the

next fish gaepsgiess, wapping automatically to O when therpeuneaiy of the
Fi shpool has been reached. Al so, the picocode can read or wite the up/down

datastore at an absolute WO 01/ 16779 P@4l US00120794 44 address. The WEB
Coprocessor interfaces to the EPC WEB Arbiter. The EPC WEB Arbiter
Arbitrates zesg. t he ten GxH and the WEB Watch to becone a master on the
Interface device WEB interface. This allows all GxHto read and wite on
the 5 WEB. The interface device nenory conplex provides storage facilities

for the Enbeddqﬂewveemre&sgem@facéﬁ%e@mWeé%/emteTh%aemwmrml ex

i ncludes the Tree-Search Menory (TSM Arbiter and a plurality of on-chip

and of f - chiAgbiterdwbitiaées amarg mﬂ. @tcbﬁhe WEBdVetonde baeerse adnaﬁeeee and
anythi ng elige uﬁ@ﬁécé é‘é‘w&é’v\féﬂn ﬁﬁ?"bf idws Q?Eé%yto%&c?%ﬁd W{

Furt her nore NMENDI 1 €S are use ore ata structures are used
by thb hardMEBe, like free lists, queue control -bl ocks, etc. Any menory
| ocation which is not allocated for trees or which is not allocated for
trees or which is not used by the hardware is by default available for pico

go?e | ugebI I tegneunteﬁea? &{edtcaghemohabbmpiexlﬁoﬁheslrsfor&@e SMM&ﬁ&‘OﬁMﬁ@ (TSM
etalle oC m O e CQO. ex. ree-searcC ne ry
arbiter pr (ﬁﬂ“é%%degﬁ% ‘é?ﬁﬂﬁﬁrf-lr*l '?ggé*?{@h’g’ggf@t%e eMERFOmeK | PP'Hgv%sor s

(GxH) and t ,-g,]’[eﬂrrg . chip
SRAM and }H&éf‘f?@%‘%&h% i Myl?/lﬁ%\irtéb}f%ﬁgrjgl ’ﬁg%ﬂgﬁgﬂ thr? Req uest (é)ntrol

Un| ts (eaclnemeriesn M@@OTIQS sinte g sthuchrapcouateryartarybing EBe@iﬂ)‘th%md 13
ar bi | AMeritadt nects
t he i@(equesté"g)m%éig r% r??’?'ge ré@rgaﬁ gﬁﬁgﬁe ni ?"Ls{ﬁ?n suci?ggﬁm%éyéa?ﬁ%@%each
control unidatastiudttres thateee used bs(theﬁmrdwanec ikesfremlists | quenamontrsl-blocks,
etc. Any memory location which is not allocated for trees or which is not aliocated
for trees or which is not used by the hardware is by default available for pico code

use, like counters and aging tables.

15 Figure 13 shows a more detailed block diagram of the memory complex. The
tree-search memory (TSM) arbiter provides the communication link between the
Embedded Processors (GxH) and the memories. The memories include 5 on-chip
SRAMs, 1 off-chip SRAM, and 7 off-chip DRAMS. The TSM Arbiter includes ten
Request Control Units (each one connected o one of the Embedded Processor

20 GxH} and 13 memory arbiter units, one for each memory. A bus structure
interconnects the Request Control Units and the arbiter units in such a way that each
control unit and its connected GxH have access to all memories.

The controi unit includes necessary hardware to steer data between the
Embedded Processor (GxH) and the arbiters.

25 The SRAM arbiter units, among other things, manage the flow of data
between the Embedded Processor GxH and the on-chip and off-chip SRAMs.



The control unit includes necessary hardware to steer data between the
Enbedded Processor (GxH) and the arbiters. 25 The SRAM arbiter units, anong
ot her thi ngsig@mage the flow of data between the Enbedperiusiremssor GxH
and the on-chip and of f-chip SRAMs. WD 01/ 16779 PCTIUSOQ 20794 45 The DRAM
Arbiter Units, anong other things, neggges the flow of data between the
Enbedded Processor (GxH) and the off-chi p DRAM devi ces. Each Menory Arbiter

Cﬁnt aihns a ;bamieh DEAM mmwnitmmng etrkyplhmgslmauégfet tHey flew strdapar t s of
t he chip an a cess or nories can run in
t Wo mdesb%weﬁ'bg?%#ﬁ@ﬁadﬁ?ﬁ?aﬁ ﬁe‘ﬁ%ﬂ%‘déﬁﬁg §WD%W feYifehanks in the
DDRAM i s done alternating read-"w ndows" and wite-w ndows, whereby in a

read w ndow, access to any of the four banks is read-only and in a wite
wi ndow, acces£adh MﬁWOMAMEV PURING 2nRCK-GOQ ALeessnMpichus tymicatipvsed node

for multi signals between the
@)ﬁe%oﬁhh%% A ﬁwﬁ.ﬁhé&%cesm ﬁaﬁy 9

DDRAMs an I S saves sone C a very scarce
resource). Non- TDM node. Menory access to the four banks in the DDRAM can

be conbi nat |% BﬁAMeﬁlgn%?g, ‘%M@n i"WﬁfngQ%i%épgéﬁéﬁéﬁ‘isom speci fied 15

rul 8&s. For exa one -ean-acca el wite in bank C
Wi thin an access vm ndow. The TSM Arbiter allows N Requesters si nul t aneous

e O e o APl B A8 Sl bt 8 IR e o T e
di fferent properti eaerdalﬁngtreacuwrneav‘Ivs" and | witeaviatdows, whé iAr & rbhd ee
menory types: int e(/vrllrzmicliowS Rapc\:l\éless (taé( taﬁy g? the 5A NL%RI?S %Xrtega r2>Eri1||y and |nN; write
window, access to any of the four banks is write only. Using TDM-
10 mode for multipile DDRAMs allows to share some control signals
between the DDRAMs and hence this saves some chip I10s (which is

a very scarce resource).

Non-TDM-mode. Memory access to the four banks in the DDRAM can
be a combination of read and write, which must follow some specified

15 rules. For example, one can do a read in bank A and a write in bank
C within an access window.

The TSM Arbiter allows N Requesters simultaneous access to M
memories. When multiple Requesters want to access the same
memory, a round-robin arbitration is performed.

20 The M memories can have different properties. In our current
implementation, there are three memory types: internal SRAM,
external SRAM and external DDRAM.

The Mmemories and N Requesters are homogeneous: any Requester
can access any memory.



The M nenories and N Requesters are honbgeneous: any Requester can access
any nenory. WO 01/16779 PCTI USOQO 20794 46 Sone nenories are logically

di vi ded i nt evomilisrpl € sub-nenories (like four banks in trerDisidggs which
can be logically accessed sinultaneously. Part of the M nenories are used
for control menories containing 5 intefthally used data structures, which
have a high priority access conpared to the picoprocessors. This al so

al | ows debuggi ng of tSume mle'rrmrieshr&:legk:h@qﬁﬁde@?rﬁmmﬂht&ss@memiés(ime

contents of the contr e r su access,, wite
access and read-add- \Xﬁ g”ﬁﬁrs_‘z nmﬂ‘@rm W F%‘ﬁ)oﬁf’es‘%'&a d(?@&estsc?ﬁt he
contents of the nenorgjmiitangdusiat om ¢ operation. A general address schene is

used to access the Mnenories, such that the physical |ocation of an
object in the nenory is transparent. The concept of trees as used by the

Tree Search Engine t @i 8f SiedMidmERFibEre Lsad Roroddiol fibmdfRis! éhtahing! - €.
tree-searches and also inserts and del etes are done based on a Key whi ch

is a Bit-pattern |ikdjtemgily aisamsiata sHuMn®ss sividehavripeRigh priority Recess

concat enati on of an 'grrﬁ:%%cﬂ?; rﬂ?ﬂ%@%ﬁ@e@ r’spﬁ%séiﬁeap&%?g\?gg@ﬁ?f the

Information is stored I & con cal I'ed Ins at

| east the Key (as wi Ichipheincedba picaparcessdre canoeed the tomeatiserfrihe coatrolual |y
t he hashed Key). A leaf can also contain 20 additional information, |ike
agi ng information, ofU88Y®S nformation, which can for exanple be
forwarding information |Iike target bl ade and target port nunbers. There
are tree types (FM LPM and SMI) and sociated tree ty rches, nanely:

e se
fi xed match, softwar Jhﬁaﬁf%%rcﬁqppégsé PERE§ESYIIG A0CeRS ﬁgﬁéﬁa ?\Hdd’ﬁﬁq”onal

32 g't 2 'roowgglk criteri umyikeRNREHIbRINtEESE: is 888edid thd Borte e RE tRAABSBN if ahhe

atomic operation.

A general address scheme is used to access the M memories, such
that the physical location of an object in the memory is transparent.

The concept of trees as used by the Tree Search Engine to store and retrieve

15 information. Retrieval, i.e., tree-searches and also inserts and deletes are done

based on a Key, which is a bit-pattern like, for example, a MAC source address, or

the concatenation of an IP source address and [P destination address. Information

is stored in a control block called Leaf, which contains at least the Key (as will be

seen later, the stored bit pattern is actually the hashed Key). A leaf can also contain

20 additional information, like aging information, or user information, which can for
example be forwarding information like target blade and target port numbers.

There are tree types (FM, LPM and SMT) and associated iree type searches,
namely: fixed match, software managed tree and largest prefix match. An optional
additional criterium for checking the leaf during a tree search is the VectorMask.

25 Roping, aging and a laich are used to increase search performance.



25 Roping, aging and a |atch are used to increase search performance. WO
01/16779 PCT/ US00/ 20794 47 The search algorithmfor FMtrees is shown in
Fi gure 14WOPH&673%arch al gorithm operates on input par anREwUSNI20094 ch

i nclude the Key, perforns a hash on the Key, accesses a Direct Table (DT),
wal ks the tree through Pattern Search#? Control Bl ocks (PSCBs) and ends up
at a Leaf (Fi gl_ure 14). There are three types 5 of trees, each with its own
search al gori tihe seMFR pigefitmsior M ttrees- ieshowrpiro Eigure 14 c Jhei seartto

di fferent . I XEH: he
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Key5 :Jlnt gﬂf treespeadh wills itﬁm %emdmlalgorithm,iwmbheﬁu@émihé tP@é-wbﬁ@tB cﬁ?éUﬁUSKt ed. A
so-cal | ed "compar e t end" eratio i Cl C res the i nput Ke
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the i nputdakestructine is #PatriciaTrelehaVRERBARaNhAS bbén Itnahens L&kt idaplodips been

found and a pptch has occurred, or KOin all other cases. 15 The I'nput to a
search ofposs eo??'lf@%"é?é'ﬂ%“iﬂ"mﬁ@hftﬂﬁl'ﬂﬁﬁtdffypa'?%{rﬁ?@@fe MapagexbBregist s). The

Key nust h! ki | i | ey ; |0 e search
or. i nacrfyradin e HaNDR LSaR-nal o chaiedin inked e, s sChn LR IF e
tr e seathechaip ase ghecked withethgdyput&glys urtil acnatchdasieen foynd beumtil thesode t o

build th . I i t,h t he. TSE f '
Che. sear Shamyhed bebR BxARHed > K 0Bl SUorhBAle o 8 Ad- brishiol, Wil | oou ¢
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Keg I n bﬁ%ts:#%/tlh?é%‘aﬁ{egn& Fégaﬁlflg/&]dﬁ?ia?%ﬁﬁ B@[%&K@?@ the 'eﬁghﬁfng ng of
m_e Eey. f%dﬂﬁﬂaé}m&ltl&b{héﬁobtdr@d, of KiCsini all ¢ther ¢xde%. i nt o t he LUDef Tabl e,

ich contains a fu

15 The input to a search operation consists of the following parameters:

Key (128 bits). The Key must be built using special picocode instructions
prior to the search (or insert/delete). There is only one Key register.
However, after the tree search has started, the Key register can be
used by the picocode to build the key for the next search, concurrently
20 with the TSE performing the search. This is because the TSE bashes
the Key and stores the result in an internal HashedKey register (thus,
in reality, there are 2 Key registers).

KeyLength (7 bits). This register contains the length of the Key in bits. It is
automatically updated by hardware during building of the Key.

25 LUDefindex (8 bits). This is an index into the LUDefTable, which contains a full
definition of the tree in which the search occurs. The LUDefTable is



definition of the tree in which the search occurs. The LUDef Table is WO
01/16779 PCTIUSOO 20794 48 described in detail later. TSRNr (1 bit). The
search resuM®ogawsbe stored either in Tree Search Result PCRUsSa0/B7¢4TSRO) or
TSRI. This is specified by TSR\Nr. Wiile the TSE is searching, the picocode
can access the other TSR to analyze thet8 5 results of a previous search.
Vectorindex (6 bits). For trees which have the VectorMask enabled (which is
specified in the LUDéﬁe%ﬂth@)m detad lalett ori ndex denotes a bit in the

Vector Mask. At the end of the search, the value of this bit is returned
and can be used by picocode. 10 The input Key wll be hashed into a
HashedKey, @SRdihown i(hbR). glhecsebich re$tiley earaveesisied difheei msseammegm

avai l abl e (one "algorjth ash ctlo s specified in
t he LUDef Tabl e whi ch Aé?@?ﬁgﬁm ﬁRﬂeTE'%%iSp% % ”ﬁé’g%%kgnct i on
may be used to add f's@ééé}bhthg,}’the?’@c@ééléah a@&eéshﬁehﬁﬁ’é? ﬁsm&i a&my&@ ways a
128-bit nunber, which has th roperty that there is a one-to-one

corre§pondence betmeéﬂs%'ﬁé’f@rﬁ'@{‘%m% ®ut Key and the output of the hash
function. As will be explained below, this property mnimzes the depth of
the tree that starts after the Direct Table. If colors are enabled for the
tree, whi chvedotndex 48 ditsh Fhe treﬁammi@w baveithg MectorMask lesabled whiakoisor

register is inserted p T . jnsertion
occurs directly aft ef b?‘h’%&g rect a%ﬁ%ﬁl%l) ég%éﬁgﬁi'ﬁ%&tﬁlér@é?$$ﬁﬁz% é&"%nt ai ns
2" entries, then theVegtdiMask ohithe eat oéthesdande theedhiad oftthis htds rdtueadN, as
shown in the figure. The ut, .of .t he hash function, together with the

i nserted col or val uea(’W‘F@H é‘%&glbéfd)fcocpg ©stored in the HashedKey register.

The hash function is defi ned such that nost entropy in its output resides

in the 25 high bits, hest bits of the HashedKey register are
used o cal Cu|g at eawput Key w:H be rhaghec? tiﬁto a HashedKey, as shown ih Flgt?re 14.

There are six fixed hash algorithms available (one “algorithm” performs no hash
function). It is specified in the LUDefTable which algorithm will be used. A
programmable hash function may be used to add flexibility.

The output of the hash function is always a 128-bit number, which has the

15 property that there is a one-to-one correspondence between the original input Key

and the output of the hash function. As will be explained below, this property
minimizes the depth of the tree that staris after the Direct Table.

If colors are enabled for the tree, which is the case in the example of Figure

14, the 18-bit color register is inserted in the 128-bit hash function cutput. The

20 ingertion occurs directly after the Direct Table. i.e., if the Direct Table contains 28

entries, then the 16-bit color value is inserted at bit position N, as shown in the figure.

The output of the hash function, together with the inserted color value (when
enabled), is stored in the HashedKey register.

The hash function is defined such that most entropy in its cutput resides in the
25 highest bits. The N highest bits of the HashedKey register are used to calculate an



WO 01/ 16779 PCTI USOQ 20794 49 index into the Direct Table (DT). The
search starts with an access into the Direct Table: a DIEntry is read from
the direcwoloaiées The address used to read the DIEntry igcadopdénsed from
the N highest bits of the HashedKey, as well as on tree-properties as
defined in the 5 LUDef Table. This is gxplained in detail below The DTEntry
can be seen as the root of a tree. The particular tree datastructure that

I's used degenidto the Ditext Table-(Dype. At this point it suffices to say that a
Patricia Tree datastructure is used for FMtrees, and extensions to
Patricia Trees for LPMand SMI trees. An exanple of the use of an 8 entry

DT i s shown i MhEisgdfch stdrts with &ifdcdels fit6 the Difbdt “nglet Jﬁ?\ﬁg‘?{)l'e bH R | -

t he nunber of PSCBs that must be accessed) can using a DT

Thus, by h%éF@%st?hlf t hee padress aised to readbther PTEaty isecaiedetedtfemmabe Nrenory

usage an r rl-'@s?\% b i u ntry can
contain t E(B %\%ﬁntée I'n O@Kef‘saé;%ISé‘%%gft&é ﬁ%glbgie%réseﬁéﬁ %Cgf% tached
todhis Ibt@aﬁfgbleATblsuslemiamedmdﬂwbela\heﬂ‘be D§'Eantryicagbe seeahs tHdraehed to
this DTE

There.are re than one Leafs attached
o e Yaitree, | TREREHENAF o dascl e it A GodBddhendt i s hpet
Al gori t hiAtttis palnﬁmtuiﬁeestmyagath Paﬁeuamdeabwmlbtmm fsqrse/dEQr FInRedt i ng the
tree is set rt Pat tio erial No. 09/312, 148. An
al gorit hifl “PeﬁXfFéEO'Eﬂe c?é"“E'&?t"%sggFL#&'rﬁ“ng e&Sertain netric to bui I d a
bi nary search tree based upon bits selected fromitens ternmed "rules” in a
set or universe of rule our exanpl es are couched in terns of

| nt ernet Prot 6\_8@"3(‘19'9 °ftH€é.'§@P§a“ @ty DfTj i stows infrigunectid dt cast bessgert y pe
cotd d be tynafe isBakPPfime 20e. R AIBEr 8 PSEBYIHALMAEPBe accessed) can be

reduced by using a DT. Thus, by increasing the DT size, a trade-off can be made
between memory usage and search performance.

As can be seen from Figure 15, a DTEntry can contain the foliowing
information:

15 Empty. There are no Leafs attached to this DTEntry.
A pointer to a Leaf. There is a single Leaf attached to this DTEntry.
A pointer to a PSCB. There are more than one Leafs attached to this
DTEntry. The DTEntry defines the root of a tree.

The Search Algorithm for a software managed tree and algorithm for
20 generating the tree is set forth in US Patent Application Serial No. 09/312,148.

An algorithm termed “Choice Bit Algorithm” uses a certain metric to build a
binary search tree based upon bits selected from items termed “rules” in a set or
universe of rules. All our examples are couched in terms of Internet Protocol (IP)
headers, but a fixed format header of any type could be used instead.

25



50 In I P, each Rule pertains to certain Keys which mght be built with the
foll ow ng subsections: Source Address (SA), Destination Address (DA,

Sour ce Port wa&Rs77¢Dest i nation Port (DP), and Protocol (P)ecthiseseereata are
respectively 32, 32, 16, 16, and 8 bits long and so a Key to be tested
consists of 104 bits. The Choice 5 Bit gggorithmfinds certain of the 104
bits which are especially useful. Testing the fewbits in effect
elimnates al I bint IR remchr Ralkl| pditainsatd ewtafnlf@sfwniﬁhpﬁ@ﬁf bbebuiRn gt i on.

For sone ru testing. inequali s b ns.. of, eratlons
are also ap 8 W&Fése‘gﬁgsb ?urﬁ%éggreﬁﬁés’ge ﬁﬁ%ﬂ’@ o%ﬁgg"eéﬁwg?“@?%p 25 zed
in a binary p)eaesﬂmohmtomm&p%mm P2 ke WatrarRabpdvelyr3ackar e t hat
tests bits 0 at hi %Sbfs peeds. Such testing results in joust one rufe or a

smal | nunbelB.ot6, e &bitsleng ﬁ%staaﬂ%eé{ftomafemdmn@ﬁmtq«fé kdjts.mrgaChoice. | n
the faymer Qﬁ’i\ff’gsor&mﬁ fHhaY cé&%thhﬁ%etfﬁbﬁéjm féfé'eséé’czéigﬁusre‘ﬁ!erTeE egiﬁf% | atter

case, the Key 1S then teste a lattice o and full
rul e tests. fevsbitadn effeck aliminaies aill kutsene jos %lshidicaafewdmm.&t Ifroan passlbbn whi ch

t ak f f
IRal eg ggnl [ n‘%‘grﬁsgéﬂ (Fé’rﬁzs"}?%y LP%%L}S?*\M)&)@F%%% ruﬁ‘eg?.g ns"lf"h%t E%rﬁg r ruI es
can be gi veopgratians arg atsordpprapribte. 2Thedhit tests and@ohipatesaany Iogfwﬁybrgammﬁi ng

I h di ff d h I
Gor nat os. 1 1 2bifay Heel Thelse bsmatsily oA fudve & iab it CEe el s Sai ne ©o

be 2010t est egk m@m %beédni‘ [Suchttasting l%@dlfsimﬁnﬁtf@% ridBr b Shedl AiRbécs@ks! N

order of priority. Af, riority nunber de5|ﬁ%nates a rule with higher
priority. |calied pilea |§‘af’BlYI‘IH&h¥hea}WY migitdit.q &1 Ba forpeoeass. e Kay ipthen

speci fi ed. | f I od is
set forth lt-r%g%(S:ﬁ ﬁgg@nt?é 9‘9{;8‘7%6&{6{%@9 tﬁ%}%ﬁ?fﬁéﬁ%ﬁégé&dﬁ{aéﬁ@@of@kﬁ ode

of sai d dat 68iageomnpaes 3nﬂﬁfuﬂfﬂth383t&jeterm ning a search path from one node
to anot her through said tree-like database by successively processing

segnents of said search argunment which conprise only those parts of the
entritds whi ch arEscheuleds theruleosat itcausotiptedheittancactiohathittdis taledf themdles ai d

second 1ink, s'tf?é ﬁlsgﬁatt'p%gnt%ﬂl[e Whlé:}‘l Hs %eqkn%ntﬁuféisr cani m{?arserg??one key fits two or

more rules). inthat case, rules can be given priority numbers 1, 2, 3, ..., so that any

two intersecting rules have different priorities (an administrator must declare which

rule dominates if a key fits two or more). Thus if more than one rule remains to be

20 tested after the bit tests and compares, the rules are tested in order of priority. A
lower priority number designates a rule with higher priority.

if no fit is found at all, some default provision may be specified.

The search algorithm for the longest Prefix Matching method is set forth in US

Patent 5,787,430. The method requires entering at a node of said database (root

25 node); determining a search path from one node to another through said tree-like
database by successively processing segments of said search argument which
comprise only those parts of the entries which are necessary to identify the next

{child) node, and said second link information until said segments are consumed or

a (leaf) node lacking said second link information is reached; comparing with said



a (leaf} node | acking said second link information is reached; conparing
wth said WO 01/ 16779 PCT/ USOQ 20794 51 search argunent an entry stored in
t he node WO OWH7Eh sai d search path ended; and iif no at Horaspopasd i al match
bet ween the search argunent and said entry is found in said current node,
backtracking said search path by probéssi ng said first link information of
said current node; and repeating the previous two steps until said at 5

| east pasedrsh arguraentian enjyrsiores in thecnadsoat whichesaid seatbipath effderjaad16 shows

an enbodie ach
interface e@\%l%gstéﬁﬂnafrﬁi h;t‘(&%eas ém%l?{;'*rn @g n&%ndg?ﬁ%rﬁ[ﬁ?ég fal ports
whi ch resadveurpentandcbl tmmadmg saidvsearch rpatldaiyaprmessmg Qaids fiestdinker i al
data stream whic dover a_ser to the switchjn gfabrlc

dovi ce. - Iomalgal sait et BT ARfRpSRrEhP previdty 10 s dnligh

serg al Iéﬂét?émﬁnmwhtlﬂbdrﬂ orfgaichidothodiisaelgnediot her DASL. An enbodl ment
of the Serializer/Deserializer termed Data Align Serial Link (DASL) is
descri bed herein. At |east one DASL interfaces the switching fabric device

to the serial Flgljﬂﬂfqa st an' embbﬁf?néﬂrbia#hé 'nﬁﬁin'sﬁwuﬁ:ﬂﬂiﬁeﬁfﬁ b&\ige paral l el

data which is delivered to switchin abric device ew se, parallel

dat a f r offreferabhieagh inteface drvigecehip &moeaatemlrﬁewstadepara&maomnclh i s
del T
or oase PPl whikh fBEEVE pard Bl Sata ol SSveR the Bl oCA R ARY 2Rl Bdta

P ng ure I'ng~ System
i ncI udes skteamovhiCh lis forwartied ovnepatse:iai ﬁrdhtcatl'@mvetd;ur@fabmedevme JBa'da) whi ch

t t 20 . 15- d
Bt < e oty SRl THonE Retite ey nigr“Sndbef el Bk 5 oarBA L s ¢ ch
}‘ab[( | czipamuelmdta Wam?héﬂ)l{\SB An emb8diment bﬂ;:aemeﬁlhmmesehgnzeﬂgerweansm s?] i on
i nks r) are connected to the switc
system bP("FQ'ﬁL.grlﬁ ?—%@&%ﬁééégs‘i@gd%erem’% q) and 27 (27-1... 27-r),
respectively. The transm SSI on links carry circuit switched or packet 25

swi tched trafflc fromS g ttacq\ed unlts uch as work stations,
t el ephone setAt igast one DA Lmte aces { esw1tch|ng abric device to the serial links.

Data from the serial link is converted into parallel data which is delivered to switching

15 fabric device. Likewise, parallel data from switching fabric device is converted to
serial data which is delivered to the serial links. The serial links can be aggregated
to increase throughput.

Still referring to Figure 16, the switching system includes switch fabric 11,

input switch adapters 13 (13-1. . .13-k) which are connected to the switch fabric input

20 ports 15 (15-l. . .15-k), and output switch adapters 17 (17-l. . .17-p) which are
connected to the switch fabric at output ports 19 (19-1. . .19-p).

Incoming and outgoing transmission links 21 (21-1. . .21-q) and 23 (23-I. . .23-

r) are connected to the switch system by line (link) adapters 25 (25-l. . . 25-q) and 27

(27-1. . . 27-1), respectively. The transmission links carry circuit switched or packet

25 switched traffic from and to attached units such as work stations, telephone sets or
the like (links designated WS), from and to local area networks (links designated

LAN), from or to Integrated Services Digital Network facilities (links designated



the like (links designated W5), fromand to | ocal area networks (Ilinks
designated LAN), fromor to Integrated Services Digital Network facilities
(l1'i nks desi gvaatiad77?0 01/ 16779 PCTI USOQ' 20794 52 | SDN), orpdivusoe/zome t o any
ot her communi cati on systens. Furthernore, processors nay be attached
directly to switch adapters 13 and 17. 8fhe |ine adapters (LA) and switch
adapters (SA) have a conmon interface. At the input swtch adapters,

vari ous serkalNysofframapd dkany eiivet contunisatian systeros. Bir&ﬁmnotm@mﬂwemrbaces

several  postiyPRHESTAFHtERy ko oatideRioh TaghB 37 Tk P Rl epe iy =P
i nf or mat i onswitbhsadppiers (GA) eeveraecpmmed itatfped. port (and out goi ng |ink) of

the switch. Sonme details on the mnipacket fornmat and on m ni packet
generation in the input switch adapters and on depacketization in the

out put switch agapiesnsutewitch Beamteréevarions bEKIcRS Fbm peRkeRMiicRESandfisufW t ch
fabric routes the, mnipackets via a fast self-routing interconnection

net woPk fr o?W'%ﬁh?d i%’iﬁceﬁérq cqllgeter pnd cemnerteg dite uniiaie iinipaekels Gayingone
sel f-routing s A Ydssible ﬁkﬁ‘ énpﬁ'{s) ”}gﬁﬁr %gdart O?&a l’ﬂﬁ% rBHﬁrF'gd roffdibaneous! y

internally wt ut any svmtcmg systemis
t he swi t ch designating thereduirédegnut pqmﬁanémtgomg Ik} otthe switelsi Semedetaild wil |

be descri be

corpri ses S ERPBEEket s 8G op iRioFETtpBhyAen ife Bt SNusfRcSerRg ¢ e
respective antpoh depatketizatidr irothepoutppbswitch wﬂapmvs withbé ajivarcin thenpextses k
such hEees I n conbl nation (if k input ports are provided). In the other 20
|nplé ntat?%ﬂ %1 bus structure with an output RAMis provided as a slice
for each output port, connecting all input ports to the respective output

port; the switch fabric | ses such slices in conbination (if p
out put ports ard WPH&W‘C& é’%’@%’?ﬁ%@ﬁaﬁs“ﬂ@fqutﬁ'&gPWC%’FﬁctﬁPnNunber

09/:330, 968,ném¢ﬁ<dfraxﬁ al‘ﬁr?ﬁputl@o%?to ARF oDt pbrtt ThbAGRICILRE BF YIRS séifttduthpom a
parallel interface such as a CMOS
network is such that minipackets can be routed simultaneously internally without any

conflicts.

15 The heart of the switching system is the swiich fabric. Two different
implementations are considered and will be described separately. In one
implementation, the switch fabric comprises a self-routing binary tree for each input
port, connecting the respective input port to all output ports; the switch fabric
comprises k such trees in combination {if k input poris are provided). In the other

20 implementation, a bus structure with an output RAM is provided as a slice for each
output port, connecting all input ports to the respective output port; the switch fabric
comprises p such slices in combination (if p output ports are provided).

DASL is described in Application Serial Number 09/330,968, filed 11 June

1889. The DASL Interface receives data from a parallel interface such as a CMOS

25 ASIC, partitions the bits from the parallel interface into a smaller number of paralle!
bit streams. The smalier number of paralle! bit streams are then converted into a

high speed serial stream, which is transported via a transmission medium fo the



25 ASIC, partitions the bits fromthe parallel interface into a smaller
nunber of parallel bit streans. The smaller nunber of parallel bit streans
are then wowmastred into a high speed serial stream whigpgdrissoke@gpsported
via a transm ssion nediumto the WD 01/16779 PCT/ US00/ 20794 53 receiver of
the other nodule. A differential drivgy with control inpedance drives the
serial bit streamof data into the transm ssion nedia. DASL i nplenents the
met hod ofregeivesiaf gheottiet modulee dndifierentialtdrivenwithNcbhtrs! impedarerivel théit 0 a
plurality af rtions ch having n bits, wherein nis a fraction of N, 5
serial i zisﬁﬂaleﬁgﬂ"?‘?%f’fg%@r'ﬂogheHg"\?'ﬁéqsl?gtrﬁeg'?r eam transferring each
serialized portion over a corresponding one of a plurality of parallel
channel s; and deseri ali zi n% each transferred portion of the data streamto
restore the dB&ASlsinpiements the methadef paisiag a dataistreammresented ak N bits t he

dr awi - i £ catd , ferred
%&%P%Zaﬁ‘@%fﬁﬁ% i ﬁ@%%%@fﬁ%frﬁsmmer%eé%“?é@@?&dﬁ%&{h‘%%a@%émr%é LPENG terms
d serializingieasiy it pit portion jata st tramsfeiring| ' ' d
descriptiye sense o ey o et e g b Rl
pCT/ Usoo BYET8 §orespaning e g ﬁﬁ’fi"’i‘iﬁﬁﬁi‘ﬁ f&ifif'%a"diieser'akme@ CLMs
1 1. A mtrmmsferedgioniorcofthe datagireain fo restoré thid datalstrebmra presitaticdsas and 3 a

menory c ol | er eratively coupled to the plurality of storage nodul es,
4 said niﬂ%#@'”c‘lﬂ’i?'%l | er being responsive to nultiple requests from

mul tiple sources 5 to provide access sinultaneously to all or some of the

storage nodules. 1 2. The nenory systemas set forth in Caim1l wherein
nul ti pl e requétthe grawings randepRecificatinns tthereohays) been set forth preferred

embodiments of the inventions here disclosed and, although specific terms are used,
the description thus given uses terminology in a generic and descriptive sense only
and not for purposes of limitation.



1 3. The nenory systemof one of Claiml1l or 2 further including a plurality
of 2 processors operatively coupled to the nenory controller and
generating wostnedrei ple 3 requests. 1 4. The nenory syst egrakoddemsm 3
wherein the nmenory controller includes: 2 a plurality of arbiters with each
arbiter operatively coupled to one stosage 3 nodule and controlling access
to said one storage nodule; 4 a plurality of control d;@i ces with each one

operatively coupled to receive 5 signals fromone of H gmgmﬁmi dto
generate st ' t signals 6 indicating access H"}r age
nodul es; an@hspigﬁgggﬁ ucture operatively coupling the control "deVi ces and

the arbiters so 8 that each control device has access to all or sone of
t he ?torage nmodyles. 1 5. The nenory systemof Claim4 further including a
substrate ubon %q'."@ﬁl%yst%cemwaaga ements are integrated. 1 6. The

menopy system ofy {il Al o? sWsgLdaliBs; afory nmodules are of different 2

types with each one béing designed to store a particular type of data
strudture. Thi s asnementeonimlieomRegivelycepupletie the plutalitvidfistarbge Mddiles(11111!

renory sys el PR FotbieEbetds fbpddere o Mitee st o SRR aRrces T
SRAMS. 1 8.to Phevideeacness sinsilameosiCiealhor/sontreokthe storpgs icdleaf sai d SRAMG

and at least 2 one DRAM are fabricated on said substrate and at | east one
SRAM and the 3 remainder of any DRAMs are |ocated externally of said

substrate. 21 9. ThBenemeB systars b8 e forf il Ok WiRi@bRn rﬁ@ﬂ&\iﬁfé%@u@é@%r@f the
menories are .2 partitioned into nultiple sub-nenories I ch can be

accedsed si'REAYSHEBWHERYEOUBlYI0. The nenpry systemof Claim 7 wherein the
DRAMs are partitioned into four

1 3. The memory system of one of Claim 1 or 2 further including a plurality of
2 processors operatively coupled to the memory controller and generating the multiple
3 requests.

4, The memory system of Claim 3 wherein the memory controller includes:

a plurality of arbiters with each arbiter operatively coupled to one storage
module and controlling access to said one storage module;

a plurality of control devices with each one operatively coupled to receive
signals from one of the processors and to generate storage request signals
indicating access to one of the storage modules; and

a bus structure operatively coupling the control devices and the arbiters so

W ~ A ;M bh W N

that each control device has access to all or some of the storage moduies.

5. The memory system of Claim 4 further including a substrate upon which the

2 recited elements are integrated.
1 6. The memory system of Ciaim 5 wherein the memory modules are of different
2 types with each one being designed to store a particular type of data structure.

This Sheet Has Been Replac

T




2 banks. 1 11. The nenory wherein the storage nodul es
I ncl ude SRAMs 2 and Cﬁ “ﬂ}w‘]lﬂﬁ ry systemof Caim1l further
i ncl udi now® osdY3d r at e on rC and nmenory caftisdbhens ar e
fabricated. 1 13. The nenory systemof C aim 12 wherein the DDRAMs are

fabricated off said 2 substrate but 5gperatively connected to the nenory
controller. 1 14. The nmenory systemof one of Claim1l1ll or 13 wherein each

DBRAM i n@| udeThe ehemtorly epstémiod Glaim@ dserein themematg moltules indisddBRAMS Syst em
of ., Claim lé%ei\ﬁel n each nenory bank can be 2 separately addressed. 1 16.
THe rrermlaﬂ? P of Claim 14 further including a | ocation generator 2
operatively coupled to the nenory controller and identifying |ocations in
said This Sheet Has Been Replaced 11111111 11211211 1111 111 111

111111118 111The memery ﬁwtemofﬁlalm \hereing WGIOPemeMs end aBIsaStz DDRAMs

based “pgﬂe%ﬁRWPraVe k&b ricaRRbn %ﬁbétré?eféﬁ& qué

conpri si ng: sem conduct or substrate; i ty OM nterface
pr%cessor@nalodﬁia@lfaﬂy @BAMsataéQqaémbexten@"mfrsasd substralesal d processors being
at least five; 5 internal instruction nenory fornmed on said substrate and
storing instructions 6 accessibly to said interface processors; 7 internal
data men@ry fﬁhwcbmyméténsu&ﬁbmﬁavlmrdmﬁeﬂndtetgom of thessemgriesatehr ough

e RS TRb g STk SRER oBf R AR St 12! dt

10. The memory system of Claim 7 wherein the DRAMs are partitioned into four
2 banks.

11.  The memory system of claim 1 wherein the storage modules include SRAMs
2 and DDRAMs.

1 12. The memory system of Claim 11 further including a substrate on which the
2 SRAMs and memory controller are fabricated.

1 13. The memory system of Claim 12 wherein the DDRAMs are fabricated off said

2 substrate but operatively connected to the memory controller.

1 14. The memory system of one of Claim 11 or 13 wherein each DDRAM includes
2 atleast four banks of memories.

1 15 The memory system of Claim 14 wherein each memory bank can be
2 separately addressed.

16. The memory system of Claim 14 further including a location generator
2 operatively coupled to the memory controller and identifying locations in said
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10 nunber of said nenory el enen ] ged to the nunber of 11
said interface processors; 12 aﬂmﬂﬁmmlﬁﬁﬂuﬁuﬂi er operatively interposed
bet ween eacwool/iezzd d i nterface 13 prdcedsofs and sai d neroTyS®I28T98Nt S and
controlling the flow of requests 14 fromdata fromsaid interface
processor to said nenory elenents; 15 &nenory arbiter operatively

I nt erposed between each of said nenory 16 elenents and said interface

pr ocess@r s RRAReaset bpogy aasemey (Do BankiNutibene @ifset ¥aleeent by said

i nterface processors; 18 each of said interface processors having access to
a plurality of said 19 nenory elenents and each of said nenory el enents
bei ng resporrsi vapbarat@cdregrisgrts froma plurality of said interface
processors; and 21 a IuraIitB/ of input/output ports fornmed on said
subsfrate; 22 af fﬁe@ﬁ%‘?"d&ﬁ@rﬂ 5% i nput/ out put ports connecting said
integnal data 23,a0of imbiicetybBédiadts fRdB S sulfittie 4h8 huhf@@s bf t Wo
other of said input/output ports exchanging data passing 25 through the

i nteff ace devi ceaiiprecessomdadinalleadfiver k under the 26 direction of said
i ntegface proce ; ' [ G A LD each of
sai dérrermryarbi ?@%@%Péﬂ‘@m%’ﬁtﬁ‘e@%ﬁgﬁ é;}%rsr{efgrrtggy% gﬁrélééwgfcgbﬁsead
requést from a accagsibly totsmid inteefape peaesesors; This Sheet Has Been Repl aced
1111_&11111111111 11 &%11 1111111 11(111 1111 {} 111’5£| 1111 )g) 01/.16779 C
PCT/ USOQ 20794 TE8nal dglg mRiony farmed are 83l ystaedng HeHas Jaid BRFIkch of
sai dgnmenory ar biHretigh gaiddbeice dccsibhdioiathipnsdrfaetipddddsyorgenory access to a

lurality of sinultan read request 3 for c n data froma pluralit
gf i ter%lace process%f’r‘e %Jn ernal Jjatam moryﬁavmgapluralcr)tymcg?memory e{ements,t e y

10 number of said memory elements being correlated to the number of
11 said interface processors;

12 a request controller operatively interposed between each of said interface
13 processors and said memory elements and controlling the flow of requests
14 from data from said interface processor to said memory elements;

15 a memory arbiter operatively interposed between each of said memory
16 elements and said interface processors and controlling access to said
17 memory element by said interface processors;

18 each of said interface processors having access to a plurality of said
19 memory elements and each of said memory elements being responsive to
20 requests from a plurality of said interface processors; and

21 a plurality of input/output ports formed on said substrate;

22 at least one of said input/output ports connecting said internal data
23 memory with external data memory; and

24 at least fwo other of said input/output ports exchanging data passing
25 through the interface device with an external network under the
26 direction of said interface processors.

18.  Apparatus according to Claim 17 wherein each of said memory arbiters grants
2 highest priority memory access to a read request from a single interface processor.
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1 20. Apparatus according to d ch of said nenory arbiters
grants 2 third highest pr|0r|t “mrl“mm(lml mFo a plurality of

si mul t aneWs0I6T70e r equest s om acpluratity of interpParesr2om9dssors. 1
21. Apparatus according to C a| m 20 wherein each of said nenory arbiters
grants 2 fourth highest priority menbfy access to a plurality of

si mul taneous read/ nodify/wite 3 requests froma plurality of interface
processors. 1 22. Apparatus conprising: 2 a sem conductor substrate; 3 at
legst fivegint |

ndtruct | D AR Bs BT AR et Bhern SR 0RO AL At BF R,

ac 2essi bl second éugﬁesbpn@ray themoryg atcess tp raqﬂumﬁnyrosf smﬁhlianeeusn edaddetaeste nor y

acdes: o9 Rt ol BBy oL e haBEEROR . iR ernal data

rrermry havi ng at least five nenory elenents; 9 a request controller
operatlvel osed between_each of said interface rocessors and

nt er
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elements; 13 a nmenbry arbiter operatively iInterposed between each of said
melory 1@@@%?&“&’@fﬂﬂtegap%lpmﬂeéwféce processors and controlling access to
the 15 correspondi ng one of said nmenory elenents by said interface

processors; 16 each of said interface processors having access to a
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1 22. Apparatus comprising:

2 a semiconductor substrate;

3 at least five interface processors formed on said substrate;

4 internal instruction memory formed on said substrate and storing instructions

5 accessibly to each of said interface processors;

6 internal data memory formed on said substrate and storing data passing

7 through said device accessibly to each of said interface processors; said

8 internal data memory having at least five memory elements;

9 a request controller operatively interposed between each of said interface
10 processors and said memory elements and controlling the flow of requests
11 from data from the corresponding one of said interface processors to said
12 memory elements;

13 a memory arbiter operatively interposed between each of said memory
14 elements and said interface processors and controlling access to the
15 corresponding one of said memory elements by said interface processors;
16 each of said interface processors having access to a plurality of said memory
17 elements and each of said memory elements being responsive to requests
18 from a plurality of said interface processors;
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58 19 said request controllers | biters cooperating for
20 inplenenting a set of access ﬂmmHM\lm’mﬂmﬂLcess to said nenory 21
el ement s byweai/thriont er f ace processorg whi ch grant hi ghest p@r/usmize?4 access
to 22 a single request froma single interface processor to a single
menory 23 elenent; and 24 a pluralitys8f input/output ports forned on said
substrate; 25 at |east one of said input/output ports connecting said

inté@nal data g8dneequest wedriroliatserandl sdak aneraonyr \arbiterd 2dopdrafirepsior t wo

ot h of said input/output rts_exchangi ng data passin 28 through the

i nt g@f ace devi CER‘\%IQFWF?“@'?E é’xg%r @P%"eﬁ%ﬁ?ﬁ gﬁﬁee(pmgh%cceggg!ai Pt TERON  sai d

i ntpgface procegrpichis By 24d iemaddrdcessars Which grani aighbspsriovity ackesse®i Vi ng a
data fl ow i nbound ,%rough an_input port of an interface device, 3

con®ini cating t AcSiagig e F%‘%‘WWO%@THP HMEHATe PYOceEsemnicpr SIRgepMEE®Bsors 4
enbgglded i n thegjRipnfaqg device; 5 parsing the data flowinto a plurality
of portions; 6 storing the parsed portions of the data flowin a plurality
of Benory el eneatpdyrality of wptertputnprisdoured prsaidsubstiienenory el ements and

the,interface 8 pro IS ot . | : S
acc%%s to each of théeiq%%ér%mcr%;? &9"&"’] éc* g‘ﬁé’ﬁ?’?@”ﬁé\#sﬁor{a@éﬁ%?gﬁdﬂ{gﬁzﬁgﬁgr ecting
dat28f 1 ow out bound tmemoghwitmexetraltiafaonemofy; ehé 11 interface device in
accQrdance with the ecyution.of stared instructions.by the, .12 interface
rofbseors. 1 24. A TUETRMGELE af heCair Tl B B RBR GG PesSE st or | ng
sel ggted portions Zhejughhthebmtertsbedasvicd vatly am dxbenarendtnorieluedentiss and

directing other selected 3 partions of the parsed data flowto a switching
fabf9c for determ nadifestonpf said “Ke‘gﬁﬁedgeﬁ%ﬁsﬁ%ect i on.

23. A method comprising the steps of:
receiving a data flow inbound through an input port of an interface device;
communicating the data flow through a plurality of interface processors
embedded in the interface device;
parsing the data flow into a plurality of portions;
storing the parsed portions of the data flow in a plurality of memory elements;
controlling access between the memory elements and the interface
processors to allow each of the interface processors access to each of the memory

W o~ O N

elements; and
assembling and directing data flow outbound through an output port of the

N
Lo

interface device in accordance with the execution of stored instructions by the

b b
N -

interface processors.

24. A method according to Claim 23 further comprising storing selected portions

of the parsed data flow in the memory elements, and directing other selected
portions of the parsed data flow to a switching fabric for determination of an

o N -

outbound direction.

1 25. A method according to Claim 24 further comprising recombining the stored
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1 25. A nmethod according to j onprising reconbining the
stored This Sheet Has Been (F\Elemlmamm’ﬂrﬁmmgﬂllllllllllllll 1111111¢(
(1(11(111¢%woDiAdrd( (111 WO01/ 16779 G LM s *+«PCT/ USOQ 200@HUS0H20792 and
ot her selected portions of the data flow prior to direction of the data

flow 3 outbound through an output po®d. This Sheet Has Been Repl aced
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2 and other selected portions of the data flow prior to direction of the data flow
3 outbound through an output port.
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