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THREAT DETECTION FOR RETURN ORIENTED 
PROGRAMMING 

RELATED APPLICATIONS 

5 [0001] 	This 	patent 	application 	claims 	priority to 	U.S. 	Utility patent 

application entitled "Threat Detection for Return Oriented Programming" with 

Serial No. 13/607,155 filed September 7, 2012, which is fully incorporated 

herein by reference. 

10 BACKGROUND 

[00021 	With Internet use forming an ever greater part of day to day life, 

security exploits that steal or destroy system resources, data, and private 

information are an increasing problem. 	Governments and businesses devote 

significant resources to preventing intrusions and thefts related to these security 

15 exploits. 	Security exploits come in many forms, such as computer viruses, 

worms, trojan horses, spyware, keystroke loggers, adware, rootkits, and 

shellcodes. 	These exploits are 	delivered in or through a number of 

mechanisms, such as spearfish emails, clickable links, documents, executables, 

or archives. 	Some of the threats posed by security exploits are of such 

20 significance that they are described as cyber terrorism or industrial espionage. 

[0003] 	A variant of the shellcode security exploits known as Return 

Oriented Programming (ROP) has proven very difficult to detect. 	Return 

oriented programming makes use of a security vulnerability of a computing 

device to spoof or control the call stack of that computing device. By spoofing 
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or controlling the call stack, the security exploit is able to utilize select 

instructions 	of legitimate processes to effectively create and execute 	a 

shellcode. The use of legitimate instructions circumvents memory safeguards 

that have been put in place to stop shellcode security exploits. 	The only 

5 techniques that have been developed for detecting and responding to return 

oriented programming, however, impose a substantial performance cost. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] 	The 	detailed 	description 	is 	set 	forth 	with 	reference 	to 	the 

10 accompanying figures. 	In the figures, the left-most digit(s) of a reference 

number identifies the figure in which the reference number first appears. The 

use of the same reference numbers in different figures indicates similar or 

identical items or features. 

[0005] 	FIG. 1 illustrates an overview of techniques for detecting security 

15 exploits associated with return oriented programming, the exploits being 

detected based on a processor performance counter for call stack prediction 

mismatches. 

[0006] 	FIG. 2 illustrates a component level view of a computing device 

affected by a return oriented programming security exploit. 

20 [0007] 	FIG. 3 illustrates an example network connecting an adversary 

attacking a vulnerability, a computing device affected by that attack, and a 

remote security service configured to detect and/or respond to the attack. 
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[0008] 	FIG. 4 illustrates an example process for retrieving a count of 

prediction mismatches associated with a call stack, determining that the count 

is indicative of malicious activity, and, in response, performing at least one 

security response action. 

5 
DETAILED DESCRIPTION 

Overview 

[0009] 	This disclosure describes, in part, techniques for detecting security 

exploits associated with return-oriented programming. The techniques include 

10 determining that a retrieved count is indicative of malicious activity, such as 

return oriented programming. 	The count may be retrieved from a processor 

performance counter of prediction mismatches, the prediction mismatches 

resulting from comparisons of a call stack of a computing device and of a 

shadow call stack maintained by a processor of the computing device. 	The 

15 techniques further include performing at least one security response action in 

response to determining that the count indicates malicious activity. 

[0010] 	FIG. 1 illustrates an overview of such techniques. As illustrated in 

FIG. 1, at 100a, a computing device 102 may have a vulnerability, such as a 

memory corruption vulnerability, 	exploited by an adversary. 	Such a 

20 vulnerability may allow an adversary using a return oriented program 106 to 

control or spoof the call stack 104. 	By controlling or spoofing the call stack 

104, the adversary is able to exploit legitimate instructions 108 (hereinafter 

"exploited instructions 108") of one or more processes of the computing device 

102 to effectively create and execute a malicious program on the computing 
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device 102. Like shellcode, such a malicious program may be relatively small, 

even just a few instructions. The return oriented program 106 supplied as part 

of this security exploit may execute entirely on the affected computing device 

5 

102 or may be remotely operated by an adversary system through, for example, 

a command shell. 

[00111 	At 100b, a performance monitoring unit associated with a processor 

of the computing device 102 may predict the value of the call stack 104 using a 

shadow call stack 110 or other prediction mechanism. 	For example, the 

computing device 102 may compare the call stack 104 to a shadow call stack 

10 110 and, if the comparison results in a mismatch, may increment a performance 

counter 112 of the processor. The computing device 102 maintains a shadow 

call stack 110 in cache memory of its processor and utilizes the shadow call 

stack in association with a branch predictor of the computing device 102. The 

branch predictor attempts to guess which execution path an if-then structure or 

15 an indirect branch of a process will take before that path is known. 	One 

prediction mechanism used by the branch predictor is the shadow call stack 

110, also referred to as a return stack buffer. The perforMance monitoring unit 

monitors prediction mismatches from comparisons of the shadow call stack 110 

to the call stack 104 stored in system memory of the computing device 102 

20 and, when a prediction mismatch is noted, increments the performance counter 

112 specific to prediction mismatches for call stacks. 	These prediction 

mismatches may be indicative of malicious activity, such as activity of the 

return oriented program 106, because the return oriented program 106 may 
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only be able to control or spoof the call stack 104, not the shadow call stack 

110. The result of this disparity is often prediction mismatches. 

[0012] 	At 100c, a detection module 114 determines that a count 116 

retrieved from the performance counter 112 is indicative of malicious activity. 

5 The detection module 114 may do this by comparing the count 116 to a 

threshold or pattern 118. 	Such a threshold or pattern 118 may be determined 

based on monitoring counts 116 of the performance counter 112 over time. 

The threshold or pattern 118 may also be specific to a process or class of 

processes, thus allowing processes typically registering prediction mismatches 

10 to have different thresholds or pattern 118 and thereby avoiding false positives. 

For process- or process-class-specific thresholds or pattern 118, the detection 

module 114 may also retrieve an indication of the process or processes 

executing at the time that the count 116 was retrieved and then determine an 

appropriate threshold or pattern 118 based on the indication of the active 

15 process(es). 

[0013] 	Also, as shown at 100c, if the detection module 114 determines that 

the count 116 exceeds the threshold 118 or diverges from the pattern 118, the 

detection module 114 may invoke or notify the response module 120, the 

response module 120 performing at least one security response action. 	For 

20 example, the security response action may be providing a graphic, audible, or 

haptic alert to a user of the computing device 102. Also or instead, the security 

response action may be notifying a remote security monitoring server of the 

malicious activity. Further, the security response action may be asking a user 
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of the computing device whether one or more active processes (i.e., the one or 

more processes being executed by the processor associated with the count 116) 

should be halted and halting the one or more processes. 	Additionally, the 

security response action may be determining information associated with one 

5 or more actives processes and analyzing the determined information. 	The 

response module 120 may then monitor, or cause another component to 

monitor, execution activities associated with the one or more active processes. 

[0014] 	In some embodiments, the detection module 114 and the response 

module 120 may be implemented on the computing device 102. 	In other 

10 embodiments, the detection module 114 and the response module 120 may be 

implemented by a remote security service. When implementing the detection 

module 114, the remote security service communicates with logic of the 

computing device 102 that is configured to retrieve the count 116 from the 

performance counter 112, enabling the detection module 114 of the remote 

15 security service to retrieve the count 116 from that logic. 	In yet other 

embodiments, the detection module 114 and the response module 120 may be 

implemented in part by the computing device 102 and in part by a remote 

security service. 

20 Example Device 

[0015] 	FIG. 2 illustrates a component level view of a computing device 

affected by a return oriented programming security exploit. As illustrated, the 

computing device 102 includes a processor 202, the processor 202 including a 
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performance monitoring unit 204 and cache memory 206. The performance 

monitoring unit 204 may in turn include one or more performance counters, 

such as performance counter 112. 	The cache memory 206 may store the 

shadow call stack 110. 

5 [0016] 	The computing device 102 may also include system memory 208. 

The system memory 208 may store the call stack 104, exploited instructions 

108, a security agent 210, the detection module 114, and the response module 

120. 	The response module 120 may in turn include an alert module 212, a 

report module 214, a remediation module 216, and an analysis module 218. 

10 [0017] 	In addition, the computing device may include a removable storage 

220, non-removable storage 222, input device(s) 224, output device(s) 226 and 

communication connections 228 for communicating with other computing 

devices 230. 

[0018] 	In some embodiments, the computing device 102 may be or include 

15 a server or server farm, multiple, distributed server farms, a mainframe, a work 

station, a personal computer (PC), a laptop computer, a tablet computer, a 

personal digital assistant (PDA), a cellular phone, a media center, an embedded 

system, or any other sort of device or devices. 	In one implementation, the 

computing device 102 represents a plurality of computing devices working in 

20 communication, such as a cloud computing network of nodes. 	In some 

implementations, the computing device 102 includes one or more virtual 

machines. 
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[0019] 	In various embodiments, the processor 202 is a central processing 

unit (CPU), such as a processor associated with the 8086 architecture (e.g., the 

5 

Intel i7® processor) or the 68000 architecture. The computing device may also 

include one or more other processors, such as a graphic processing unit (GPU), 

not shown in FIG. 2. In addition to the performance monitoring unit 204 and 

the cache 206, the processor 202 may include other cache memories, registers, 

buffers (e.g., translation lookaside buffers), tables, arithmetic logic units 

(ALUs), interface buses, etc. 

[0020] 	The 	performance 	monitoring 	unit 	204 	(PMU 	204) 	collects 

10 

15 

information regarding the performance of the processor 202 and regarding 

applications or processes being executed by the processor 202. The PMU 204 

may include a number of registers and performance counters, the numbers and 

types of registers and performance counters varying based on the type of the 

processor 202. 	Further, the PMU 204 gathers performance information, 

performs any processing on that information needed to update performance 

counters, and updates the performance counters. For example, the PMU 204 

may compare the call stack 104 to the shadow call stack 110 to determine if 

there is a prediction mismatch. 	In some embodiments, this performance 

information may be obtained, at least in part, from a branch prediction unit of 

20 the processor 202. If there is a prediction mismatch, the PMU 204 updates the 

count for the performance counter 112. 	While FIG. 2 shows the PMU 204 

including the performance counter 112, the PMU 204 may also include other 
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performance 	counters 	measuring 	other 	aspects 	of system 	or 	process 

performance. 

[0021] 	The cache 206 may be any sort of cache memory of the processor 

202, such as Ll cache or L2 cache. As mentioned above, the cache 206 may 

5 store a shadow call stack 110, which is also sometimes referred to as a "return 

stack buffer." In some embodiments, the shadow call stack 110 may be stored 

in cache 206 that is even closer to the CPU of processor 202 than the Ll cache. 

The shadow call stack 110 is used for branch predictions that attempt to predict 

the state of the call stack 104. In operation, the shadow call stack 110 will 

10 often minor the call stack 104. 

[00221 	In various embodiments, system memory 208 is volatile (such as 

RAM), non-volatile (such as ROM, flash memory, etc.) or some combination 

of the two. 	As shown, the system memory 208 includes the call stack 104. 

The call stack 104 is a data structure that stores information about the active 

15 subroutines of processes of the computing device 102. For example, the call 

stack 104 stores the memory address that the subroutine should return control 
. 	._ 

to following operation. 	As mentioned above, this call _stack 104 may be 

controlled or spoofed by a return oriented program 106 using a vulnerability of 

the computing device 102 or of one of its applications. 	By spoofing or 

20 controlling the call stack 104, the return oriented program 106 causes control to 

be returned to the wrong memory addresses. These wrong memory addresses 

are associated with legitimate, exploited instructions 108 of one or more 
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processes that are then executed in such a manner as to produce malicious 

activity. 

[0023] 	In various embodiments, the system memory 208 may also include a 

security agent 210. The security agent 210 may be a kernel-level security agent 

5 that observes and acts upon execution activities of the computing device 102. 

The security agent 210 may be configurable by a remote security service, 

receiving, and applying while live, reconfigurations of filters, components, 

models, etc. of the security agent 210. 	Based on the observed execution 

activities, the security agents 210 may generate security information which the 

10 security agent 210 may act upon and/or provide to the remote security service. 

15 

While the detection module 114 and response module 120 are shown as being 

separate from the security agent 210, one or both may, in other embodiments, 

be components of the security agent 210. 	An example security agent 210 is 

described in greater detail in U.S. patent application serial number 13/492,672, 

entitled "Kernel-Level Security Agent" and filed on June 8, 2012. 

[0024] 	As described above, the detection module 114 may determine a 

threshold or pattern 118 associated with malicious activity, may retrieve the 

count 116 from the performance counter 112, and may determine whether the 

count 116 indicates malicious activity by comparing the count 116 to the 

20 threshold or pattern 118. In some embodiments, the detection module 114 may 

monitor the performance counter 112 over a time period, periodically retrieving 

its count 116 and synthesizing the retrieved counts 116. 	These synthesized 

counts 116 may provide a description of typical values for the performance 
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counter 112, and the detection module 114 may set the threshold 118 or pattern 

based at least in part on the counts and/or synthesized counts 116. In further 

embodiments, the detection module 114 may determine a threshold or pattern 

118 for each process or each class or type of process by concurrently 

5 monitoring the performance counter 112 and active process(es). 

[0025] 	The detection module 114 may further retrieve the count 116 from 

the performance counter 112, either periodically or in response to the 

occurrence of one or more triggering events. The processor 202 may include 

an interface enabling application processes or platform-level processes to 

10 obtain the count 116, and the detection module 114 may utilize that interface. 

Upon retrieving the count 116, the detection module 114 compares the count 

116 to the threshold or pattern 118. If the count 116 exceeds the threshold 118 

or diverges from the pattern 118, the detection module 114 determines that the 

count 116 indicates malicious activity and, in response, invokes the response 

15 module 120. 	If the threshold is specific to a process or class or type of 

processes, the detection module 114 may also obtain an indication of the active 

process or processes and select an appropriate threshold or pattern 118. 	If 

multiple processes associated with different thresholds or patterns 118 are 

active, the detection module 114 may, for example, select the highest value 

20 threshold or pattern 118. 

[0026] 	In various embodiments, the response module 120 may determine an 

appropriate response to the malicious activity detected by the detection module 

114. The response module 120 may include a number of modules associated 
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with varying responses, such as an alert module 212, a report module 214, a 

remediation module 216, and an analysis module 218. In some embodiments, 

there may be no response module 120, with the modules 212-218 taking the 

place of the response module 120 and being invoked directed by the detection 

5 module 114. The response module 120 may invoke any one or more of the 

modules 212-218 in order to respond appropriately to the malicious activity. 

The module(s) 212-218 invoked may depend on settings or a configuration of 

the response module 120. 

[0027] 	The alert module 212 may provide the user of the computing device 

10 102 with a visual, audible, or haptic alert of the malicious activity. 	In some 

embodiments, the alert is simply informative. In other embodiments, the alert 

may present the user with one or more options for responding to the malicious 

activity, such as a report option which may result in invocation of the report 

module 214 or a remediation option with may result in invocation of the 

15 remediation module 216 or of the security agent 210. 

[0028] 	In some embodiments, the report module 214 may prepare and send 

a report of the malicious activity to a remote security service. 	The report 

module 214 may be invoked by the response module 120 or by the alert module 

212 responsive to a user selection of a reporting option. The report generated 

20 by the report module 214 may include the count 116, the threshold or pattern 

118, an indication of one or more active processes, and/or information about 

the state of the call stack 104 and/or the shadow call stack 110. 
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[0029] 	In various embodiments, the remediation module 216 may halt one 

or more active processes. The remediation module 216 may be invoked by the 

response module 120 or by the alert module 212 responsive to a user selection 

of a remediation option. 	In some embodiments, prior to halting the one or 

5 more active processes, the remediation module 216 may ask the user whether 

the user wishes to halt the one or more active processes. If the user elects to 

halt the one or more active processes, then the remediation module 216 may 

halt those process(es). 

[0030] 	In further embodiments, an analysis module 218 may determine 

10 information associated with the one or more active processes and may analyze 

that determined information. 	For example, if the security agent 210 or other 

computing device component maintains a model of execution activities of the 

one or more active processes, the analysis module 218 may retrieve the 

information associated with the active process(es) and compare it to the model. 

15 Such analysis may detect differences in execution flow that may confirm the 

determination that malicious activity is occurring. 	The analysis module 218 

may then either monitor the execution activities of the one or more active 

processes or invoke the security agent 210 or other computing device 

component to perform the monitoring. 	Such monitoring may enable the 

20 computing device 102 to obtain more information about the malicious activity 

after it has been detected. 

[0031] 	Computing device 102 also includes additional data storage devices 

(removable and/or non-removable) such as, for example, magnetic disks, 

13 



WO 2014/039811 
	

PCT/US2013/058496 

optical disks, or tape. 	Such additional storage is illustrated in FIG. 2 by 

removable storage 220 and non-removable storage 222. 	Tangible computer- 

readable media may include volatile and nonvolatile, removable and non-

removable media implemented in any method or technology for storage of 

5 information, such as computer readable instructions, data structures, program 

modules, or other data. System memory 208, removable storage 218 and non-

removable storage 220 are all examples of tangible computer-readable media. 

Tangible computer-readable media include, but are not limited to, RAM, ROM, 

EEPROM, flash memory or other memory technology, CD-ROM, digital 

10 versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic 

tape, magnetic disk storage or other magnetic storage devices, or any other 

tangible medium which can be used to store the desired information and which 

can be accessed by the computing device 102. Any such tangible computer-

readable media may be part of the computing device 102. 

15 [0032] 	Computing device 102 also has input device(s) 224, such as a 

keyboard, a mouse, a touch-sensitive display, voice input device, etc., and 

output device(s) 226 such as a display, speakers, a printer, etc. 	These devices 

are well known in the art and need not be discussed at length here. 

[0033] 	Computing device 102 also contains communication connections 

20 228 that allow the computing device 102 to communicate with other computing 

devices 230, such as a remote security service or an adversary system. 
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Example Network 

[0034] 	FIG. 3 illustrates an example network 302 connecting an adversary 

304 exploiting a vulnerability with a return oriented program 106, a computing 

device 102 affected by that security exploit, and a remote security service 306 

5 configured to detect, monitor, and/or respond to the security exploit. 

10 

[0035] 	In some embodiments, the network 302 may include any one or more 

networks, such as wired networks, wireless networks, and combinations of 

wired and wireless networks. Further, the network 302 may include any one or 

combination of multiple different types of public or private networks (e.g., 

cable networks, the Internet, wireless networks, etc.). 	In some instances, 

computing devices communicate over the network 302 using a secure protocol 

(e.g., https) and/or any other protocol or set of protocols, such as the 

transmission control protocol/Internet protocol (TCP/IP). 

[0036] 	In various embodiments, the adversary system 304 and the remote 

15 security service 306 may each be or include a server or server farm, multiple, 

distributed server farms, a mainframe, a work station, a personal computer 

(PC), a laptop computer, a tablet computer, a personal digital assistant (PDA), a 

cellular phone, a media center, an embedded system, or any other sort of device 

or devices. 	In one implementation, the computing devices of the remote 

20 security service 306 represent a plurality of computing devices working in 

communication, such as a cloud computing network of nodes. 	When 

implemented on multiple computing devices, the remote security service 306 

may distribute the detection module 114 and response module 120 among the 
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multiple computing devices. 	In some implementations, one or more of the 

adversary system 304 and remote security service 306 represent one or more 

virtual machines implemented on one or more computing devices. 

[0037] 	In some embodiments, the adversary system 304 may be any 

5 computing device configured to utilize a return oriented program 106 to exploit 

a vulnerability, such as a memory corruption vuhierability that enables an 

adversary system 304 to control or spoof a call stack 104. 	As mentioned 

above, the return oriented program 106 may execute entirely on the computing 

device 102 or may be remotely controlled through the adversary system 304. 

10 Such remote control may involve a command shell or other interface provided 

by the adversary system 304 to its adversary user. 

[0038] 	In various embodiments, the remote security service 306 may 

provide monitoring, configuration and healing services to the computing device 

102. Such services may include, for example, configuring or reconfiguring the 

15 security agent 210, installing the security agent 210, receiving reports and 

alerts from computing devices, and/or responding to an alert or report with 

healing, agent reconfiguration, or further monitoring. In some embodiments, as 

shown, the remote security service 306 may include part or all of one or both of 

the detection module 114 and the response module 120 and may execute that 

20 module or those modules in the manner described above. When implementing 

the detection module 114, the remote security service 306 communicates with 

logic of the computing device 102 that is configured to retrieve the count 116 

from the performance counter 112, enabling the detection module 114 of the 
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remote security service 306 to retrieve the count 116 from that logic. 	An 

example of such a remote security service 306 is described in greater detail in 

U.S. patent application serial number 13/492,672, entitled "Kernel-Level Security 

Agent" and filed on June 8, 2012. 

5 [0039] 	In further embodiments, the remote security service 306 may provide a 

collaboration service that connects multiple client computing devices 102 

associated with a same entity or with different entities. 	Such a collaboration 

service may relay an alert or report received from one computing device 102 to 

other computing devices 	102, or may generate a new configuration or 

10 monitoring process to apply across a group based on an alert or report from one 

group member. 	An example remote security service 306 offering such a 

collaboration service is described in greater detail in U.S. patent application 

serial number 13/538,439, entitled "Social Sharing of Security Information in a 

Group" and filed on June 29, 2012. 

15 

Example Processes 

[0040] 	FIG. 4 illustrates an example process 400. This process is illustrated 

as a logical flow graph, each operation of which represents a sequence of 

operations that can be implemented in hardware, software, or a combination 

20 thereof. 	In the context of software, the operations represent computer-

executable instructions stored on one or more computer-readable storage media 

that, when executed by one or more processors, perform the recited operations. 

Generally, 	computer-executable 	instructions 	include 	routines, 	programs, 

objects, components, data structures, and the like that perform particular 
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functions or implement particular abstract data types. The order in which the 

operations are described is not intended to be construed as a limitation, and any 

number of the described operations can be combined in any order and/or in 

parallel to implement the processes. 

5 [0041] 	FIG. 4 illustrates an example process for retrieving a count of 

prediction mismatches associated with a call stack, determining that the count 

is indicative of malicious activity, and, in response, performing at least one 

security response action. 	The process 400 includes, at 402, determining a 

prediction mismatch threshold or pattern. The prediction mismatch threshold 

10 or pattern may be indicative of a number or pattern of prediction mismatches 

expected to arise from comparisons of the call stack of a computing device 

with the shadow call stack implemented in a cache memory of a processor of 

the computing device. A computing device may, for example, determine the 

threshold 	or pattern by monitoring, 	over time, 	counts 	of a processor 

15 performance counter for prediction mismatches. Also, in some embodiments, 

the computing device may utilize different thresholds or pattern for different 

processes or classes of processes. 

[0042] 	At 404, the computing device may retrieve the count of prediction 

mismatches from the processor performance counter. At 406, the computing 

20 device may then determine whether the count is indicative of malicious 

activity, such as return oriented programming, based at least in part on a 

comparison of the count to the threshold or pattern. 
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[0043] 	At 408, in response to determining that the count is indicative of 

malicious activity, the computing device may determine one or more security 

response actions. 	At 410, those security response actions may include 

providing a graphic, audible, or haptic alert to a user of the computing device. 

5 At 412, the security response actions may include notifying a remote security 

monitoring server of the malicious activity. At 414-416, the security response 

actions may include asking (at 414) a user of the computing device whether the 

one or more processes should be halted and halting (at 416), the one or more 

processes. 	At 418-422, the security responses may include determining (at 

10 418) information associated with one or more processes and analyzing (at 420) 

the determined information. At 422, the computing device may then monitor 

execution activities associated with the one or more processes. 

15 

[0044] 	In various embodiments, the operations shown at blocks 402-422 

may be performed by the computing device affected by the malicious activity, 

by a remote security service, or partly by each of the computing device and 

remote security service. 

CONCLUSION 

[0045] 	Although the subject matter has been described in language specific 

20 to structural features and/or methodological acts, it is to be understood that the 

subject matter defined in the appended claims is not necessarily limited to the 

specific features or acts described. 	Rather, the specific features and acts are 

disclosed as exemplary forms of implementing the claims. 
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CLAIMS 

1. A computer-implemented method comprising: 

5 

retrieving a count of prediction mismatches from a processor performance counter, 

the prediction mismatches resulting from comparisons of a call stack of a computing device 

and of a shadow call stack maintained by a processor of the computing device, wherein the 

shadow call stack is used for branch predictions that attempt to predict a state of the call stack; 

determining whether the count.of prediction mismatches indicates malicious activity 

by determining whether the count of prediction mismatches exceeds a threshold or diverges 

10 from a pattern; and 

in response to determining that the count of prediction mismatches indicates 

malicious activity, performing at least one security response action. 

2. The method of claim 1, wherein the threshold or the pattern may be specific to a 

15 process or class of processes. 

3. The method of claim 1, further comprising determining the threshold or the pattern 

based on monitoring the count of prediction mismatches over a time period. 

20 4. The method of claim 1, wherein the at least one security response action is providing 

a graphic, audible, or haptic alert to a user of the computing device. 

5. The method of claim 1, wherein the at least one security response action is notifying a 

remote security monitoring server of the malicious activity. 

25 
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6. 	The method of claim 1, wherein the at least one security response action is halting 

execution of one or more processes. 

7. The method of claim 6, further comprising, prior to halting, asking a user of the 

5 computer device whether the one or more processes should be halted and performing the 

halting conditionally on a user response. 

8. The method of claim 1, wherein the at least one security response action is 

determining information associated with one or more processes and analyzing the determined 

10 information. 

9. The method of claim 8, further comprising, after determining whether the count of 

prediction mismatches indicates malicious activity, monitoring execution activities associated 

with the one or more processes. 

15 

10. The method of claim 1, wherein the retrieving, determining, and performing are 

performed by the computing device, by a remote security service, or in part by both of the 

computing device and the remote security service. 

20 11. One or more non-transitory computer-readable media storing computer-executable 

instructions configured to program first one or more computing devices to perform operations 

comprising: 

retrieving a count of prediction mismatches from a processor performance counter, 

the prediction mismatches resulting from comparisons of a call stack of a second computing 

25 device and of a shadow call stack maintained by a processor of the second computing device, 
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wherein the shadow call stack is used for branch predictions that attempt to predict a state of 

the call stack; 

determining whether the count of prediction mismatches indicates malicious activity 

by determining whether the count of prediction mismatches exceeds a threshold or diverges 

5 from a pattern; and 

in response to determining that the count of prediction mismatches indicates 

malicious activity, performing at least one security response action. 

12. The one or more non-transitory computer-readable media of claim 11, wherein the 

10 second computing device is one of the first one or more computing devices. 

13. The one or more non-transitory computer-readable media of claim 11, wherein the at 

least one security response action is providing a graphic, audible, or haptic alert to a user of 

the computing device. 

15 

14. The one or more non-transitory computer-readable media of claim 11, wherein the at 

least one security response action is notifying a remote security monitoring server of the 

malicious activity. 

20 15. The one or more non-transitory computer-readable media of claim 11, wherein the at 

least one security response action is halting execution of one or more processes. 

16. The one or more non-transitory computer-readable media of claim 11, wherein the at 

least one security response action is determining information associated with one or more 

25 processes and analyzing the determined information. 
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17. A computing device comprising: 

a processor, including cache memory of the processor, a processor performance 

counter, and a shadow call stack stored in the cache memory; 

5 a call stack communicatively coupled to the processor, wherein the shadow call stack 

is used for branch predictions that attempt to predict a state of the call stack; 

a detection module configured to be operated by the processor to: 

10 

set a threshold or a pattern based at least in part on monitoring, over a period 

of time, a count of prediction mismatches from the processor performance counter, 

the prediction mismatches resulting from comparisons of the call stack and of the 

shadow call stack; 

retrieve the count of prediction mismatches from the processor performance 

counter, and 

determine whether the count of prediction mismatches indicates malicious 

15 activity by determining whether the count of prediction mismatches exceeds the 

threshold or diverges from the pattern; and 

a response module configured to be operated by the processor to perform, in 

response to determining that the count of prediction mismatches indicates malicious 

activity, invoking at least one of: 

20 an alert module of the computing device to provide a graphic, audible, or 

haptic alert to a user of the computing device, 

a report module of the computing device to notify a remote security 

monitoring server of the malicious activity, 

a remediation module of the computing device to halt execution of one or 

25 more processes, or 
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an analysis module of the computing device to determine information 

associated with the one or more processes and analyze the determined information. 

18. The computing device of claim 17, further comprising an agent configured to monitor 

5 execution activities associated with the one or more processes 

count of prediction mismatches indicates malicious activity. 

after determining whether the 

10 
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