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| NCORPORATI ON BY REFERENCE 5 This application clains priority based on a
Japanese patent application, No. 2003-351509 filed on Cctober 10, 2003,
the entire contents of which are incorporated herein by reference. 10
BACKGROUND OF THE | NVENTI ON The present invention relates to techniques in
a public key infrastructure (hereinbelow, termed "PKI"), well suited for
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10 BACKGROUND OF THE INVENTION

The present invention relates to techniques in apublic
key infrastructure (hereinbelow, termed “PKI”), well suited
for authenticating the validity of a public key certificate
to validate a signature for an electronic procedure received

15 Dby a certain terminal.

In various organizations and parties on private and
public bases, PKIs have been introduced and made ready for
use in order to electronicize manifold procedures which were
taken with sheets of paper in the past.

20 Fig. 12 shows an example of the relationship among a
plurality of certificate authorities (hereinbelow, termed
“CAs”) which exist in a PKI.

As shown in the figure, the CAs eachissuingandmanaging
public key certificates form a group having a tree structure

25 whose apex is the root certificate authority CAl. The group

is called “security domain”, and it is a PKI unit which is



to the certificate authorities CA21 - CA2n which are located directly
downstream of itself. Besides, each of the 5 certificate authorities CA21 -
CA2n issues public key certificates to the certificate authorities CA31l -
CA3nl which are located directly downstreamof itself. In this manner,
each certificate authority located directly upstreamin the tree issues
public key certificates to the CAs |located 10 directly downstream of
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tree issues public key certificates to the CAs located
10 directly downstream of itself. Further, each of the CAs
located at the downmost stream in the tree (hereinbelow,
called “end-entity certificate issuing CAs”} CAS, - CASmn
issues public key certificates to users taking electronic
procedures (hereinbelow, called “end entities: EE”) EE; -
15 EEx.

The legality of a secret key (signature key) which each
of the apparatuses EE; — EEx uses in generating the signature
of an electronic document is certified by the public key
certificate issued by that one of the terminal admitting

20 certificate authorities CAS; - CAS,, which admits the
pertinent apparatus itself. In turn, the legality of a
secret key which each of the terminal admitting certificate
authorities CAS; - CAS,m. uses in generating the signature
of the issued public key certificate is certified by the

25 public key certificate issued by that one of the certificate

authorities CA{(S - 1), - CA{(S = 1)nm - 1) which admits the



EE1 - EEx uses in generating the signature is finally certified by the
public key certificate issued by the root certificate 5 authority CAl. The
certificate authority which finally certifies the legalities of the keys
respectively used in generating the signatures by the apparatuses EEl -
EE,, in other words, which is trusted by the apparatuses EEl1 - EE, and
which is |ocated at the upnost streamin the tree, is 10 called "trust
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and which is located at the upmost stream in the tree, is

10 called “trust anchor CA”".

Referring now to Fig. 12, the apparatus EE; affixes
a signature to an electronic document which is to be
transmitted to the apparatus EEx, by using the secret key
held by the apparatus EE; itself. Besides, the apparatus

15 EE; attaches to the signed electronic document a public key
certificateof EE; pairedwith the above secret keyandwhich
has been issued by the terminal admitting certificate
authority CAS;, and 1t transmits the document and the
certificate to the apparatus EE,.

20 The apparatus EEy can validate the signature of the
electronic document received from the apparatus EE;, by
employing the public key certificate of the apparatus EE;
attached to this electronic document. Since, however, the
public key certificate of the apparatus EE; is not one issued

25 by the certificate issuing authority CAS,, for the apparatus

EEyx, this apparatus EE, cannot immediately trust thepertinent



by the root certificate authority CAl which is the trust anchor of
apparatus EE., itself. A validity authentication 5 process for the public
key certificate here is executed by the following steps: (1) Search for
Path from Trust anchor CA to certificate authority CA which is Issue
origin of Public key certificate; Wth a trust anchor CA (here, the root
certificate authority CAl) set as a start CA, the processing 10 of
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certificate autheority CAl) set as a start CA, the processing
10 of inspecting the issue destinations of public key
certificates issued by the start CA and further inspecting
if any downstream CAs are included among the inspected issue
destinations, the issue destinations of public key
certificates issued by the downstream CAs is continued until
15 a CA issuing an EE certificate (here, the certificate
authority CAS; issuing the public key certificate of the end
entity EE;) is included among the further inspected issue
destinations of the public key certificates. Thus, a path
from the trust anchor CA to the EE certificate issuing CA
20 is searched for. (2) Validation of Path searched for; There
are obtained public key certificates issued from the
individual CAs located on the path searched for by the step
(1), to the CAs located directly downstreamof the respective
CAs on the path. Besides, the processing of validating the

25 signature of the pertinent public key certificate whose

validity is to be authenticated (here, the public key




public key certificate issued by the CA |ocated directly upstream of the
CA having issued the pertinent public key 5 certificate (here, the
EE-certificate issuing certificate authority CAS ) , and subsequently
validating, if it has been verified, the signature of the public key
certificate issued by the CA located directly upstream in the |Iight of
the public key certificate issued by the CA located directly 10 upstream

oL Lot £ ERBLLER UL LIS APSLESADSA ploat Ui iRl

anchor. In a case Wnere gnat u _ fied uj

validity S RO hASShER T HARP e e T bR cArghT B THRE

cpparatus Epalo eI ARLA LIL! SORLLLY ) e cf! PELLONLE flOrutEn,

ol ectr ont ¢ RCATEQLY! 8o ELL! kS0 o43HD0 LR BUELLE KEYSeLlate o bpe

Of e 80, HLL e KB Beu Ll ooke OFeLlic Aopar sty EE used ot val) gall

riih e steps (2 poeAg)) sLated,aboren Lol dnallyygl (g8 ppemised ! o

publ1c Koy SeLil i gate lo Sxsoul o L Lhe B ppeaLalus Hvever, (e 8

and a high[ﬁ;ﬂ%ﬁgigﬂ f%%%@édtaﬁégcéfﬂuhkg ream, in the light of the
public key certificate issued by the CA located directly

10 upstream still further, is continued until the upstream CA
reaches the trust anchor. 1In a case where the signature has
been verified up to the trust anchor in due coursé, the
validity of the public key certificate whose the validity
is to be authenticated shall have been authenticated.

15 The apparatus EE; can authenticate the legality of the
electronic document received from the apparatus EE;, in such
awaythat thesignatureof theelectronicdocument isverified
using the public keycertificateof the apparatusEE; attached
to the electronic document, and that the wvalidity of the

20 public key certificate of the apparatus EE; used for
validating the signature of the electronic document is
authenticated in accordance with the steps (1) and (2) stated
above.

Incidentally, it is premised in the foregoing that the

25 process for authenticating the validity of the public key

certificate is executed in the EE apparatus. However, the



of the EE apparatus for the execution of the process. It has therefore
been proposed by the IETF (Internet Engineering 5 Task Force) which is a
party for stipulating the standardi zati ons of various technol ogies on the
Internet, that an authority for authenticating the validity of a
certificate (hereinbelow, terned "validation authority: VA") as is
connected to the EE apparatuses through a network 10 is disposed so as to
aut henticate the validity of the public, key certificate instead of the :EE
C}# yt éf

apparatus. [RPRhECCE8¥ Chméid 137t G alahd a¥ HRephBrAt 3y Rt ¥Fchte i s
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above steps Qh)thantE (2pParpitys IRRT ithe htR°ERECBECAppALaYLGHES restif t of
the process. On this occasion, a nethod for shortening a tine period 20
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certificate (hereinbelow, termed “validation authority:
VA”) as is connected to the EE apparatuses through a network
10 1is disposed so as to authenticate the validity of the public
key certificate instead of the EE apparatus. In the case
where the validity of the public key certificate 1is
authenticated in the VA apparatus, the EE apparatus first
sends the VA apparatus a request for authenticating the
15 walidity of the public key certificate. Subsequently, the
VA apparatus executes the process of the above steps (1)
and {(2). Finally, it sends the EE apparatus the result of
the process.
On this occasion, a method for shortening a time period
20 which is expended since the request of the EE apparatus for
the public-key certificate validity authentication till the
obtainment of the result is as stated below.
In the VA apparatus, paths are periodically searched
for and are registered in a path database beforehand. 1In
25 a case where a certain EE apparatus has made the request

for the public-keycertificate validity authentication, the



whereby the validity of the public key certificate is authenticated (refer
to, for exanple, US Patent No. 6134550 5 hereinafter, Patent Docunent 1).

I n anot her nethod, in the VA apparatus, all paths are periodically
searched for and are verified beforehand. only the paths which have been
succeeded in the validations (valid paths) are registered in a path

dat abase. In a case where .10 a certain EE apparatus has nmade a request for
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the paths which have been succeeded in the validations (valid

paths) are registered in a path database. In a case where

10 a certain EE apparatus has made a request for the public-key
certificate validity authentication, it is checked whether

or not a correspondingpathis registeredin thepath database

of the VA apparatus, whereby the validity of the public key
certificate is authenticated {(refer to, for example, US

15 Patent Published Application No. 20020046340 hereinafter,

Patent Document 2).

SUMMARY OF THE INVENTION
With the method stated in the above patent document
20 2, in a case where the path corresponding to the request
for the public-key certificate validity authentication as
received from the EE apparatus is not registered in the path
database, the certificate whose wvalidity is to be
authenticated is judged to be invalid. 1In accordance with
25 this method, however, in a case where any path not having

existed during the path search exists anew at the reception



pat ent docunent 2 describes nothing about a process in such 5 a case. The
above patent docunent 1 describes nothing, either, about a process in the
case where the path corresponding to the request for the public-key
certificate validity authentication as received fromthe EE apparatus is
not 10 registered in the path database. In such a case where the path
corresponding to the validity aut hentication request received by the VAis
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to the request for the public-key certificate wvalidity
authentication as received from the EE apparatus is not
10 registered in the path database.

In such a case where the path corresponding to the
validity authentication request received by the VA is not
registered in the path database, an appropriate result can
be produced by performing path search and validation anew.

15 However, there is the problem that the time period of a
validity authentication process in this case becomes long.

Currently, PKIs have been introduced and made ready
for use in various organizations and parties on private and
public bases. It is consequently conjectured that a large

20 number of security domains will be juxtaposed into a
complicated PKI configuration. Further, it is conjectured
that many validity authentication requests will made when
applicationsutilizing PKIs have come intowideuse. 1In such
a case, the time period which is expended since the request

25 of theEE for the authentication of the validity of the public

key certificate till the obtainment of the result of the



not having existed during path search is forned after the 5 path search
and/ or a techni que which further shortens a tinme period that is expended
since the request of an EE for the authentication of the validity of a
public key certificate till the obtainment of the result of the

aut hentication. Concretely, in the present invention, a VA apparatus 10
which is connected to a plurality of termnals (EE apparatuses) and CA
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Concretely, in the present invention, a VA apparatus

10 which is connected to a plurality of terminals (EE
apparatuses) and CA apparatuses through a network executes
processing stated kelow, in compliance with a request made
by a certain EE apparatus, in order to authenticate the
validity of a public key certificate.

15 Regarding all CAs associated by issuing public key
certificates, all existent paths are searched for, and the
paths detected by the path searches are verified. And, there
are acquired certificate revocation lists (hereinbelow,
termed “CRLs"”) concerning EE certificates as are issued by

20 EE certificate issuing CAs located at the end points of the
detected paths. It is checked that the acquired CRLs are
within validity terms, and the signatures of the CRLs are
verified using the public key certificates of the CAs which
have issued the CRLs. Further, thepathsareclassified into

25 the paths having been successfully verified and the paths

having failed to be verified, which are registered in a path



aut henti cation request for the public key certificate from 5 an EE.
Besides, in a case where the validity authentication request for the
public key certificate has been received froma certain EE, it is checked
whet her or not a path corresponding to the pertinent public key
certificate is 10 registered in the path database. In a case where the path
Is registered in the database as the path having succeeded in the

validation, it_is checked whether or not the pertinent _public key .
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shall have failed invalidation. On the other hand, in a case where the
new pat h®or @R nefv- CRL has been detected, the validity of the pertinent
public key certificate is authenticated 25 using the new path or  CRL, and
the path is additiBhalg§s, r &0 st Therfet pat e Hadabisaush efiid st @n of
the result 10 of the validation. In a case where the path or CRL
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from a certain EE, it is checked whether or not a path

corresponding to the pertinent public key certificate is

10 registered in the path database. In a case where the path

is registered in the database as the path having succeeded

in the validation, it is checked whether or not the pertinent

public key certificate has been revoked using the CRL

registered in the database. Thus, the wvalidity of the

15 pertinent public key certificate is authenticated.

Cn the other hand, inacasewhere thepathcorresponding
to the pertinent public key certificate is registered in
the path database as the pathhaving failed in thevalidation,
it is checked if any valid path exists otherwise than the

20 registered invalid paths. 1In a case where such a valid path
does not exist, the pertinent public key certificate shall
have failed invalidation. On theother hand, in a case where
the new path or a new CRL has been detected, the validity
of the pertinent public key certificate is authenticated

25 using the new path or CRL, and the path is additionally

registered in the path database on the basis of the result

10



request has been nmade is not registered in the path database, 5 the
processi ng of searching for and validating a path or a CRL is perforned
anew, thereby to authenticate the validity of the pertinent public key
certificate. On this occasion, in a case where the new path or CRL has
been detected, the path is additionally registered in the path database on
the 10 basis of the result of the validation of the path or the CRL.

According t r t] tion, when a request for authenticating the
validity oquégg%g 93% Ba&&%ﬁ?flcate has been received froma certain EE
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path is additionally registered in the path database on the
10 basis of the result of the validation of the path or the
CRL.

According to the present invention, when a request for
authenticating the validity of a public key certificate has
been received from a certain EE, an appropriate result can

15 be produced even in a case where a new path has been formed
after a path search mode. Moreover, in a case where the path
corresponding to the validity authentication request is
registered as a path having been successfully verified, it
is dispensed with to search for any path extending from the

20 trust anchor CA of the EE to the EE certificate issuing CA
of the pertinent public key certificate, to validate the
detected path, and to validate the signature of a CRL
corresponding to the pertinent public key certificate, as
indicated in the above steps (1) and (2). In a case where

25 the path corresponding to the wvalidity authentication

request isregisteredas thepathhaving failedinvalidation,

11



EE has made the request for authenticating the validity of 5 the public key
certificate, until the validity is authenticated. According to the present
i nvention, an appropriate result can be produced even in a case where a
new path has been forned after a path search node, and/or, it is possible
10 to shorten a tine period which is expended since the request of an EE
for the authentication of the validity of a public key certificate, til
t he obtai nnent_of the result of. t aut henti cation. These and oth
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schematic configuration of a CA shown in Fig. 1.
authenticated.

According to the present invention, an appropriate
result can be produced even in a case where a new path has
been formed after a path search mode, and/or, it is possible

10 to shorten a time period which is expended since the request
of an EE for the authentication of the validity of a public
key certificate, till the obtainment of the result of the
authentication.

These and other benefits are described throughout the

15 present specification. A further understanding of the
nature and advantages of the invention may be realized by
reference to the remaining portions of the specification

and the attached drawings.

20 BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 isadiagramshowing the schematic configuration
of a PKI systemtowhich an embodiment of the present invention
is applied.
Fig. 2 is a diagram showing an example of the
25 relationship.émong individual CAs in the PKI system shown

in Fig. 1.
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5 Fig. 5is a diagramshow ng the schematic configuration of a VA shown in
Fig. 1. Fig. 6 is a diagram showi ng the respective hardware configuration
exanples of the EE, CA and VA shown in Figs. 3 - 5. 10 Fig. 7 is a flow
chart for explaining the operation of searching for, validating and
managi ng a path as proceeds in the VA shown in Fig. 5. Fig. 8 is a flow
chart for explaining the operation of searching for, validating and

managi ng a path as iy ogeeds didgtAmtdieoWin g sichehiad i Seohifd.gufr 4151 én

di agram showi ng all paths which are detected by the path search unit 51 of
the VA in th@fC@ﬁEEﬂh%h%hﬁth]iﬁg%yi@Ua| CAs are in the relationship shown
in Fig. 2. Fig. 10 is a flow chart for explaining the operation 20 of

authenticating theryal igdidy @f8rBHUHSWwKEY 1o Ehleaalta c a8nifs axeacti 66 by
the VA shown in Fig.”S. Fig. 117is a flow Cchart for explaining the

operation qffayt ARNKKeRM Nt tREgvahidity of the public key certificate as
is executed by the VA shown in Fig. 5. 25 Fig. 12 is a diagram show ng an

exanple gf the T aha)l nehiapy AOBRANT LM Akitne Sbneaiitifd e8he japlNor bhes
13 which exist in a prior-art PKI. DETAILED DESCRI PTI ON OF THE 'EML30DI MENTS

Fig. 1is a‘ggagr@g1gﬂgm%pgjghpiéghgqatic configuration 5 of a PKI system
to which an enbodi nent of the present invention

Fig. 6 is a diagram showing the respective hardware
configuration examples of the EE, CA and VA shown in Figs.
3 - 5.

10 Fig. 7 is a flow chart for explaining the operation
of searching for, validating and managing a path as proceeds
in the VA shown in Fig. 5.

Fig. 8 is a flow chart for explaining the operation

of searching for, validating and managing a path as proceeds
15 in the VA shown in Fig. 5.

Fig. 9is adiagramshowingall paths which are detected
by the path search unit 51 of the VA in the case where the
individual CAs are in the relationship shown in Fig. 2.

Fig. 10 is a flow chart for explaining the operation

20 of authenticating the validity of a public key certificate
as 1s executed by the VA shown in Fig. 5.

Fig. 11 is a flow chart for explaining the operation
of authenticating the validity of the public key certificate
as is executed by the VA shown in Fig. 5.

25 Fig. 12 is a diagram showing an example of the

relationship among a plurality of certificate authorities
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is applied. The PKI systemof this enbodinment is configured of a plurality
of apparatuses (11) EE1l - EEN (generically terned "'EE apparatuses (11) ")
whi ch take procedures electronically, 10 CA (certificate authority)
apparatuses (13) CA, - CAm which conduct the operations of issuing public
key certificates, a validation authority VA (14) which authenticates the
validity of a public key certificate, and a network (hereinbelow, terned

"NET") 16, qugbcgsekq%tlqypnpgﬁrig@Lthlﬁqupnects the above constituents
to one another. Fig. 2 is a diagramshow ng an exanple of the

rel ati onship anong the individual CAs in the PKI systemshown in Fig. 1.
As shown in the figure, it is premsed in the PKI system 20 of this

enbodi ment tﬂ@@A?gEb”b@ééﬁﬁﬁﬁIéﬁCH?i%ﬁEﬂ%ﬁHﬁ%@Iﬁ%ﬁTs(SDl - SD2) on private

and governnental bases are coexistent. Besi e root CAs of the
ti Ity ' ' .G r to
berl orm er oss cer ty 1Y ot o8 BeraBER Them Add T Brane e PPl s Foe
thorit ' f - [ i | jfii : t he
bri dge. cor (115 Bate, SEIor, 15 ‘CART: Ape el TCHP o RES R EER i 8

certificatesigsggﬁgiggereto by the bridge certificate authority CAbridge.
In this way, a p can be fornmed between the CA belonging to a certain

one of the securigy, NSO apdif De. BAL ARG 4 e AHWINeFeg &P Qrder
the publ cate

that the validity o ICc key certifi
plurality of apparatuses {11) EE; - EEy (generically termed

“EE apparatuses (11)”) whichtakeprocedureselectronically,
10 CA (certificate authority) apparatuses (13) CA; - CAy which
conduct the operations of issuing public key certificates,
a validation authority VA (14) which authenticates the
validity of a public key certificate, and a network
{hereinbelow, termed “NET”) 16, such as the Internet, which
15 connects the above constituents to one another.
Fig. 2 is a diagram showing an example of the
relationship among the individual CAs in the PKI system shown
in Fig. 1.
As shown in the figure, it is premised in the PKI system
20 of this embodiment that a plurality of security domains SDs
(SD1 - SD2} onprivate and governmental bases are coexistent.
Besides, the root CAs of the respective security domains
SDs (CA;; and CApz; in Fig. 2) are assumed to perform
cross-certification between them and a bridge certificate
25 authority CAprisge by, for example, issuing public key

certificates to the bridge certificate authority CApriage and
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i ssued by one CA may be authenticated by the other CA. Next, there will be
expl ai ned the individual apparatuses which constitute the PKI systemin
Fig. 1. First, the EE apparatus (11) will be explained with 10 reference
to Fig. 3. The EE apparatus (11) includes a processing unit 30a, a storage
unit 30b, a conmunication unit 30c which serves to conmunicate with

anot her apparatus through the NET 16, and an input/output unit 30d which

| nput s/ out puf s &1LeH L RYT pub lqowyer&tesftcl&efé §€e9y1§§e@e tEEYet¥ 1) eghgoni c
docunents received from other EES, and which accepts instructions from

the users. The; pyocesstngitalte %Qﬂ:ﬂé&ciHﬁeéAb:lg%Q”atIW%h&@%&?}}'0&[‘ payt 31

whi ch generates a signature for an electronic ycument 20 a “signat ure

validation h?% Mr&@dvﬁét‘ﬁb@ﬁ the £hoBalyng: fr?c_{]q:oa %’étﬂtoilﬁ'%ﬁeﬁf

whi ch col | ectlv controls t e various unitso E appar at us

storage, uni Loa0be LBGLYESS i £0tE00! endoeyPRa ol dhagnynih oo

hol ds therein the el ect cunents 5 create

hol di ng gni t; 35, %thﬁgltd%HJ'Qfaeifd§€$r8§f (LS ;ﬂxﬁdlgi‘é‘tk'é Key®i AN, o %b' I C

key certlflcates 1 ublic keys with respettive secret keys,

and the self; gﬁg@af)g: gEEerCtA f tgeoguftg‘én% a( 4 ed b¥h§eh%t]§+:e1h ?ﬁl ng

oper at es the pertine app ar a va t| oh “subject

unit 3 6 whi ch_holls, £ hef £1.pes1,gn9d 545 001 R G9RITRN By RAaRUDI | ¢ Key

certificates received fromo
apparatuses which constitute the PKI system in Fig. 1.

First, the EE apparatus (l1l) will be explained with
10 reference to Fig. 3.
The EE apparatus (11} includes a processing unit 30a,
a storage unit 30b, a communication unit 30c which serves
to communicate with another apparatus through the NET 16,
and an input/output unit 30dwhich inputs/outputs electronic
15 documents created by users (EEs) or electronic documents
received fromother EEs, and which accepts instructions from
the users.
The processingunit 30a includesasignature generation
unit 31 which generates asignature foranelectronicdocument,
20 a signature validationunit 32 which verifies the signature,
and a control unit 33 whichcollectively controls the various
units of the EE apparatus.
The storage unit 30b includes an electronic document
holdingunit 34 which holds therein the electronic documents
25 createdbytheusers, a keyholdingunit 35whichholds therein

secret keys (signature keys) and public key certificates
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EEs. In such a configuration, when the control unit 33 has accepted from
the user through the input/output unit 30d an instruction to the effect
that an el ectronic docunent 10 held in the electronic docunent. hol ding
unit 34 is to be transmtted to another end entity EE, it reads out the
pertinent el ectronic docunent fromthe el ectronic docunent holding unit 34
and delivers this docunent to the signature generation unit 31. Then, the
si gnat ur e gernermath bic keits 3k itS genertdt esh e reisgreat tuiee forct ée Jdey s v exredl
el ectroni ¢ docunent by using a secret key held in the key hol ding unit 35.
Thereafter, ttihe Lobhf ok gnaithirI3 cerrasit isc at si gherth el @Ecttrmn teddsyunteind BE
affixing the signature generated by the signature generation unit 31, to
t he el ect r onilta tlagueeat e s 20h ¢ gadk bihent Ehegbectitani £ adot wreatl ikia tdi arg
unit 34. Further, it transmts the created signed el ectronic docunent and a
public key ceulsiéccaicel dichd uni it he wkeyehbbdideg et ¢ildsidmed eledtronic
apparatus being a transm ssion destination indicated by the user, through
t he commiini chidwnennist ad@dcpuBdr tkirey 2ot i ohtebi teddilvasl rfecm wether
signed el ectronic docunent and a public key certificate from another EE
apparatus tEBBsigh 16 the conmuni cation unit 30c, it causes the validation
subject holding unit 36 to hold the docunent and the certificate in
associ ati on and natn fswesh a vehifdaiion: fequesiefiothé et toltinei si YPatas e
validation unit 32. 5 Upon receiving the notification, the signature
accepted from the user through the input/ocutput unit 30d

an instruction to the effect tkat an electronic document

10 held in the electronic document holding unit 34 is to be
transmitted to another end entity EE, it reads out the

pertinent electronic document from the electrenic document

holding unit 34 and delivers this document to the signature

generation unit 31. Then, the signature generation unit 31

15 generates a signature for the delivered electronic document
by using a secret key held in the key holding unit 35.
Thereafter, the control unit 33 creates a signed

electronic document by affixing the signature generated by

the signature generationunit 31, to the electronic document

20 read out of the electronicdocument holdingunit 34. Further,

it transmits the created signed electronic document and a

public key certificate held in the key holding unit 35, to

the EE apparatus being a transmission destination indicated

by the user, through the communication unit 30c. When the

25 control unit 33 has received a signed electronic document

andapublickeycertificatefromanother EE apparatus through

16



validation unit 32 verifies the signature of the signed electronic
docunent held in the validation subject holding unit 36, by using the
correspondi ng public key certificate. The signature validation unit 32
transmts to the VA apparatus 10 (14), an authentication request for the
validity of the public key certificate used for the above signature
validation. On this occasion, if necessary, a validation request for a

policy (the yigdidinind¥cOf 1 ohQin £XAW €4 tt e, 888 WHe @2 1 iRUSE O upd €h

concerns the electronic procedure to be taken 15 by the signed el ectronic

document is congahgednkh Bhe t AR DLt tEat BeR uhRANESing TRHE, c@Rity f i &t £ase
where the wvalidity of the pertinent public key certificate containing the

val i dation ofy tJ‘@s@B!'LEgXoﬁa%nl&e%% ﬁ%-ﬂ@@tzs C\?’éfide)fiBlﬁ_ere\%ﬁe%Qpafc?é Ush é4) ,

t he signed electronic docunent is dealt 20 wth as being Tegal, and it is

outputted fr LRRUt/ uf51 ULt 130d @S ey, be needed. Next, the CA
appar at us (f%?]3?5|gggﬂgfgﬁﬁ?né% m?t%lgreferénce to Fig. 4. The CA

apparatug (13) i“%%%gsﬁfgﬁgg% I UNbE 5 #9Bat 193 2 ﬁ%ﬁ@ﬂ&nﬁ%tremb, a

comuni cati on unit erves to conmunicate wth another apparatus

thoudh *he NETyd@riof 8B 23 NPULA2YERUY N4 5 408 WRLCT £ I SL PyhBUL S

public key certificates etc. and ch accepts Tnstructions from "t he

oD o 5D Ao cERCHAPLALS oo ARl L o PR bl
unit 36, by using the corresponding public key certificate.
The sighaturevalidationunit 32 transmits tothe VA apparatus
10 (14), anauthenticationrequest for thevalidityof thepublic
key certificate used for the above signature validation.
On this occasion, 1if necessary, a validation request for
a policy (the reliability of, for example, the amount of
business) which concerns theelectronicprocedure tobe taken
15 by the signed electronic document is contained in the
authentication request. Thus, only in a case where the
validity of the pertinent public key certificate containing
the validation of the policy has been authenticated by the
VA apparatus (14), the signed electronic document is dealt
20 with as beinglegal, andit is outputted from the input/output
unit 30d as may be needed.
Next, the CA apparatus (13} will be explained with
reference to Fig. 4.
The CA apparatus (13} includes a processing unit 40a,
25 a storage unit 40b, a communication unit 40c which serves

to communicate with another apparatus through the NET 16,
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i ssues public key certificates, a managenent unit 42 which nanages the
public key certificates issued by the issue unit 41, and a control unit 43
whi ch collectively controls the various units of the CA apparatus. 10 The
storage unit 40b includes a public key certificate database 44 which hol ds
therein --he public key certificates issued by the issue unit 41, an issue
destination managenent |ist holding unit 45 which holds therein an issue

destination aﬂam@tﬁ@rﬁt/d@tptwmd@a%l\b% it Beni %%%tdﬁﬁéﬁﬂﬁﬁtgrﬁuﬁiléf’

the respective public key certificates held in the public Key certificate

dat abase 44, kapdcareertiddted etevaaad ivichi stcbphdi Ag stdctdbonknrsygh a
configuration, when the control unit 43 has accepted a request for the

i ssue of a puhbi 6pkewteaf tdf i €8 epe20 ihRmaUAIn theph RRYLEOWIHRUto Wb &t 40d or
t he conmuni cation unit 40c, it notifies the acceptance of the request to
the issue uprbcédiseldparedgreiving the notification, the issue unit 41
creates the corresponding public key certificate. On this occasion, the

i ssue unigt 41 signphéhe-qudds enken centoial i a1 des BY Usd g ulrhie: agcket ckey
of its own CA |If necessary, the issue unit 41 describes in the public key

certificate 18gud8 Mabidid kebebBwefi ikl dubld keygemehtfhndteqot Hginames
of other certificate authorities which are not trusted (Name Constraints)

, the maxi muxRabBs! @Hgtﬁhwiémé%c@ﬂt@fﬁﬁé@és M@@atﬂyer&wecg%% Qﬁlthe

validity of the pertinent public key certificate (the maxi mum al | owabl e

number of cegijfhgat® control unit 43 which collectively controls the
various units of the CA apparatus.

10 The sforage unit 40b includes a public key certificate
database 44 which holds therein the public key certificates
issued by the issue unit 41, an issue destination management
list holdingunit 45which holds therein an issue destination
management list that describes the issue destinations of

15 the respective public key certificates held in the public
key certificate database 44, and a certificate revocation
list holding unit 46.

In such a configuration, when the contrcl unit 43 has
accepted a request for the issue of a public key certificate

20 through the input/output unit 40d or the communication unit
40c, it notifies the acceptance of the request to the issue
unit 41. Upon receiving the notification, the issue unit
41 creates thecorrespondingpublickeycertificate. Onthis
occasion, the issue unit 41 signs the public key certificate

25 Dby using the secret key of its own CA. If necessary, the

issue unit 41 describes in the public key certificate the

18



authorities on a path) , and the policy which expresses the anmount of

busi ness, or the like of the electronic procedure. Thereafter, the created
public key certificate is delivered to the issue requester by mail or
comuni cation through the 10 i nput/output unit 40d or the conmuni cation
unit 40c. Also, the pertinent public key certificate is registered in the
public key certificate database 44, and the information of the issue

destination ¢fhatiks, tE:%ﬁl b¥SHE 1 eBUBILEr kehS cedasichi bede i Nt beningdess

destinati on manageneént list held in 15 the i"'ssue destination nmanagenent

list holding,¢Rbt dertiBeYALS a1 DECONHACH URid 1B} *%%@tﬁ&&ﬁh@gmé

request for the revocation of a public key certificate through the

| nput /out pute Akt r4Qd +Q the, £ MU GRE LM Ul g A0 ] tn 191411 67ebheor

acceptance of the request to the managéenent 20 unit 42. Upon recelving the

notificatio ts | I ' tod.fy e
I T1 | ony 1 & Ne, PROAGS RN o MR t42 @%flﬁtéigtsteﬁg%;&ggsg% A gfh%ﬁ{ phb ek

to-be-revoked fromthe public key certi

sinultangOUS%¥Y?ﬁg%f§iéQ§?:Q%?%ﬁ?&ﬁ 5@5%%g%akﬁ§yﬁamg%§n&ﬁﬁgf¥ﬁfﬁcgbg

pertinent pu ey certi rom i Ssue destinafion nmanagenent

LSt phel d | ragBiobstues desti pathgn anagenenbilics) olefl ngunissdg he

Further, the management un perio ates 'a ¢ [ cat e

revocation 'éltﬁﬁghgu#:b%ﬂﬁﬁ% oL eRd LEYR SOl RIWG difYe eldddheal es

del eted from ey certificate abase y revocation requests

?1[3)6 ?gsc” beph e 2B ikl 2 CAUSESLREQGSIEY L EGALE JEMOLALLOR! { Stadif L pggunit

to the issue requester by mail or communication through the
10 input/output unit 40d or the communication unit 40c¢. Also,
the pertinent pubiic key certificate is registered in the
public key certificate database 44, and the information of
the issue destination (that is, the issue regquester) is
described in the issue destination management list held in
15 the issue destination management list holding unit 45.
Besides, when the controlunit 43 has acceptedarequest
for the revocation of a public key certificate through the
input/output unit 40d or the communication unit 40c, it
notifies the acceptance of the request to the management
20 unit 42. Upon receiving the notification, the management
unit 42 deletes the public key certificate to-be-revoked
from the public key certificate database 44 and
simultaneously deletes the information of the issue
destination of the pertinent public key certificate from
25 the issue destination management list held in the issue

destination management list holding unit 45. Further, the
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hold this Iist. Incidentally, the managenent unit 42 shall describe the
next date and hour scheduled to create the certificate revocation list, in
the created certificate revocation list. 10 In addition, when the control
unit 43 has received a query about the information of the revocation of a
public key certificate from another apparatus through the comunication
unit 40c, it searches the certificate revocation list held in the
certlflcate revocatlon

hol di it 46 heck t
(he quer  ed BEARIE 0y eﬁ%%f%ia?grﬁaﬁqﬁ v et a8 TR I EELaPE, "0
tify th he h t.h
can 11T A8aESaLE 4,808, ect, o renly oL he ouhe oppm,
t | whi h f h t he. OCS |
Certificati ot et atdeapest (o559, T ofe %éﬂg‘hﬁh%egﬁ&tls O e AL o

process for terns of indivi public, k

ni n the validit du e .
e E T car et it aPEgeld 4 Iy pRPo‘r%aﬁwncéquscfaﬁea '35sRe bet Fndsito

delete the informatjon of the.issue destinatio publ
certific te %%%%Sv ]PFd‘F?Ij tlgrlﬁnaﬁ% r@k’ﬂcrae‘bllonﬁ M@ieaeuaégtﬂﬁiﬁan

managemnent { | d |n t he issue 20 destlnatlon managenent | i st_haol di ng
unit 45. Nexlfo VA dstfar athic ¥dey tad Ly peh @m%ﬁaeaemﬂnlﬁe%rmélto

Fig. 5. As shown ip the figure, the VA apparatus (14% includes 5
processi ng (HFECEHRE 5@&(%%&% dnre 506 DeWontrimFddipen to create “the

certificate revocation list, in the created certificate
revocation list.

10 In addition, when the control unit 43 has received a
query about the information of the revocation of a public
key certificate from another apparatus through the
commuhication unit 40c¢c, it searches the certificate
revocation list held in the certificate revocation list

15 holding unit 46, to check whether or not the queried public
key certificate has been revoked. The control unit 43 can
notify theresultofthecheckasareplytothecother apparatus
having queried, through the communication unit 40c (a
communication protocol which is used for such a query and

20 areplyis the OCSP (Online Certification Status Protocol)).

The management unit 42 also executes a process for
examining the walidity terms of individual public key
certificates stored in the public key certificate database
44, s0 as to delete the information of the issue destination

25 ofanypublickeycertificatewhosevaliditytermhasexpired,

from the issue destination management list held in the issue
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unit 50c which serves to conmmunicate with another apparatus through the
network NET 16, and an input/output unit 50d which inputs/outputs public
key certificates etc. and which accepts instructions fromusers. 10 The
processing unit 50a includes a path search unit 51, a path validation unit
52, a validity ternirevocation state examnation unit 53, a validity

aut hentication unit 54, and a control unit 55 which coIIectiver controls

t he varlou§jg§%gﬁag-okh%a @ﬁ@t§§ £ T %fﬁfg Rityg 50b 15 includes a

pat h dat aba and a cer cate revoca |on creatlon schedule tinme

an inval i d-path Goabacs Bo 5 304 HEel Vﬁ'&lﬂ 3 APLRRERR, Mkn 1O

for exanple %% Qgﬁloq ‘y he paths extendlng from any deS|red CA set
as a trust anc aﬁ1 tertificate issuing CAs which issue EE

f h h I i fi
cortifycates, e af%@oﬁsgﬁn B e SRR 4] 8 s
certificate ISSUIQ% of t §5 deteﬁted ath§ |§§ Sucg se%r%ngs can
be perfo ne&”%fo% ??fﬂa ?ﬂé gf anthdf 2€a At ga df Baf PTERS G

preset 21 CAs L el %s geen_s%ar hed .f or 4\ he path search
Cni t 5Lt haUbhE TR SRS o2 L ecsa e AR BRI
paih search ULLWSE: chi A:9356 whsre 1Be G SoorisppondiBac adiie iy
which inputs/outputs public key certificates etc. and which
accepts instructions from users.
10 The processing unit 50a includes a path search unit
51, a path validation unit 52, a validity term/revocation
state examination unit 53, a validity authentication unit
54, and a control unit 55 which collectively contrels the
various units of the VA apparatus. The storage unit 50b
15 includes a path database 56, and a certificate revocation
list creation schedule time database 57. The path database
56 includes a valid-path database 56A, and an invalid-path
database 56B.
The path searchunit 51 searches for paths, for example,
20 periodically, the paths extending from any desired CA set
as a trust anchor CA, to all EE certificate issuing CAs which
issue EE certificates. Thepathsearchunit 5l alsoacquires
a certificate revocation list (CRL} concerning the EE
certificates which the EE certificate issuing CAs of the

25 detected paths issue. Such searches can be performed by

setting the trust anchor CA at each ¢f all CAs or some preset
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unit 51, the path validation unit 52 verifies the pertinent CRL. In
addition, the path validation unit 52 registers the nanes of individual
CAs constituting the path, individual certificates, and the CRL concerning
the EE certificate, 10 in the valid-path database 56A or the invalid-path
dat abase 56B according to the result of the validation, in association
with the pair of those nanes of the trust anchor CA and the EE certificate
i ssuing CA wrigh are to be located at both the ends of the pertinent path.
15 The validity ternirevocation state exam nation unit 53 exam nes the

validity terns a”%éﬁ‘gf%ﬁ%& fBa rﬁﬁ% H’é%ﬁ be 5 RURIA ¢ okay ‘*E%re_tfaékﬁ?e‘f‘asrch

constituting the pat as to eac of the paths registered int

val i d-path daabase OfAp A1t aupdatesmhsanally dal abase, 36yl ascpsgance

with the re d he exam nati on. lon, the va

tern revocatﬂgntﬁ&agg_t%a;aaﬁgéd% Ofy 41pi 5153 &ﬁgia_stceardz,se tv@?%PSXtthep%ﬁ'\tﬂ ficate

revocation li1st creation sc le tinmes described in the certificate

revocati gn '(Ti?jfeﬁ%gia&%idq%fq EB%&EQ‘EhC}%é bfeieaa-iﬁ;é%ﬁgaé@a%v%ggﬁ %%%Fi@éﬂé'ﬂ

units 46 of respective In a certi ate re st

creation schidl e { ik GRaP3se 3% ¢ 1LASAAC A 00114 e PRLINENL 22

CAs. In conpliance w request m appar at us, e valirdrty
st et oL i SIS B0 YA R Pl ks ene

names of individual CAs constituting the path, individual
certificates, and the CRL concerning the EE certificate,

10 in the valid-path database 56A or the invalid-path database
56B according to the result of the validation, inassociation
with the pair of those names of the trust anchor CA and the
EE certificate issuing CA which are to be located at both
the ends of the pertinent path.

15 The validity term/revocation state examination unit
53 examines the validity terms and revocation states of the
public key certificates constituting the paths as to each
of the paths registered in the va_id-path database 56A. And
it updates the path database 56 in accordance with the result

20 of the examination. In additicn, the wvalidity
term/revocation state examinaticnunit 53 registers the next
certificate revocation list creation schedule times
described in the certificate revocation lists obtained from
the certificate revocation list holding units 4¢ of the

25 respective CAs, in a certificate revocation list creation

schedule time database 57 in association with the pertinent
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Incidentally, the EE apparatus (11) , CA apparatus (13) and VA apparatus
(14) shown in Figs. 3 - 5 can be respectively built on a general

el ectronic conputer as shown in Fig. 6 by way of exanple. The el ectronic
conputer includes a CPU 10 61, a nenory 62, an external storage device 63
such as hard disk, a read device 64 which reads information froma
portable storage nedium 69 such as CD-ROV a communi cation device 65

whi ch serves-A9o communicate with another apparatus through the NET 16, an
i nput device 66 such as keyboard or nouse, 15 an output device 67 such as

moni tor or printery, an flab A 0L §fiface ?éﬁ Iq‘ihmg%‘i%h@ﬂ?be r%eEf ?ggﬁl@:ﬁ:ﬁs%fgh a

constituent devi ces. ove processing units can

way that thet}@%%hh'i% %ﬁﬁﬂf&rﬁﬁ%gﬁ(iop{ %%”B%Oégﬁﬂekrt f%)st{'ﬁ

external storage device nenory re SpECI

conmuni cati qp it 5,306 o 40,1 A%k BACBL e 12260 D svx@yar}a?%t he
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device 6 evi ce read device '64; and the storage units 30b,
ggbaﬁgdeiggrﬁgf gﬁg}adgeggggﬁgéwg% %éhég§%5%3§scﬁglun| %ggégéiggsa 0;
A SR AT g FR N e TN L R
StOredlnﬂbullt on a general electronic computer as shown in Fig. 6
by way of example. The electronic computer includes a CPU
10 61, a memory 62, an external storage device 63 such as hard
disk, areaddevice 64 whichreads information fromaportable
storage medium 69 such as CD-ROM, a communication device
65which serves to communicate withanother apparatus through
the NET 16, an input device 66 such as keyboard or mouse,
15 an output device 67 such as monitor or printer, and an
interface 68 which exchanges data among the constituent
devices.
The above processing units can be realized in such a
way that the CPU 61 runs predetermined programs loaded from
20 the external storage device €63 into the memory 62. More
specifically, the communication units 30c¢c, 40c and 50c are
realized in such a way that the CPU 61 utilizes the
communication device 65; the input/output units 30d, 40d
and 50d are done in such a way that the CPU 61 utilizes the
25 input device 66, ocutput device 67 and read device 64; and

the storage units 30b, 40b and 50b are done in such a way
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storage nedi um 69 which the el ectronic conputer can utilize, so as to be
read out of this mediumthrough the read device 64 on occasion.

Al ternatively, the prograns nay well be downl oaded on occasion froma
networ k being a comuni cation 10 nedi um which the el ectronic conputer can
utilize, or from another apparatus connected with the conmmuni cati on device
66 which utilizes a carrier propagating on a network, so as to be

66 whi ut! t L sto . ti th
i ntroduced intQorthe q%%grﬁig%bﬂrﬂgg é/IH&’(?HOGLS}Z)né\%vi tnid tlgere;&eexp a?nge%}%% ©

VA apparatus (14) o ove confrgurati

operation ofyfhe WA appanal H%oﬁ;%i%)(?aiitrlﬂ#dﬁﬁ%& ﬁ??ﬁo%&?%?ﬁé%ﬁ%dﬂ%% he

operation of searching for," val and nmanagin

operation ofasa?hggg&ioccaetg t(glg ¥$Iei @iPtUi &s _of public key certificates. 20

The operation o rching for, validati'ng and managing paths as proceeds
(D Epe VA spparatup Ll apat s e sl AR DL RL e RO B L,
I R T ey MO NG RS R
31002) . and by KS4EEh b RRULISERE) 24O c2Abg,REREL, Lo pRLDS
uhnoh Sxtenc, g0 2 S8 B ChoSSh SISO FRanien,
51 accesses é?eoﬁrB%Easion. Alternatively, the programs may well be
downloaded on occasion from a network being a communication
10 medium which the electronic computer can utilize, or from
another apparatus connected with the communication device
66 which utilizes a carrier propagating on a network, so
as to be introduced into the external storage device 63.
Next, the operation of the VA apparatus (14) of the
15 above configuration will be explained.

The operation of the VA apparatus (14) in this
embodiment is divided into the operation of searching for,
validating and managing a path, and the operation of
authenticating the validities of public key certificates.

20 The operationof searching for, validating andmanaging
paths as proceeds in the VA apparatus (14), will be explained
with reference to the flow charts of Figs. 7 and 8.

When a predetermined time period (for example, one day)

set by the manager of the VA has lapsed {(step S1001), the

25 control unit 55 once clears the registered contents of the

path database 56 (step 51002), andit requests the path search
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anchor CA so as to obtain the information itens of the issue destinations
of public key certificates which have been issued by the trust anchor CA
and which are held in the issue destination nanagenent |ist hol ding unit
45. Subsequently, 10 in a case where the issue destinations obtained are
CAs, the path search unit 51 accesses each of the issue destinations so
as to further inspect those issue destinations of public key certificates

i ssued by ea&ﬁiEmSThEShs@%?CQE%%ﬂ'ﬁégﬁ%-i dfé%%P@?hgnﬁggﬂggﬁg§$%%gi?gn

hol di ng unit 45. Such a 15 process’is contirued un

of public k@%{e gﬁq‘{% | Il CALO% u*?f%&ﬁ@‘i %%érch%%”?gé ég}:?‘é%ﬁf Boéx{é‘ﬁ‘dp?f@&

whi ch extend fr e trust anchor to the Irficale 1ssurng

Here, in ordgt tcg%gfggan&ﬂt be:PLOCESP LLOMRERRT cal, L2188 LILily A58]¥e due

to the |l oops 0O aths, 1 case ere the idsue destinations

obt ai ned frqugufﬁétg?g 6g§%§c§ygg3§qy CA which exists in a partial path

formed before, ove process In’which the certain CAis the issue
dest i nat o Shal | Ol Bex EXGCUL A8 BEVIE (IS ORI SERLER. ML Bler o
oot 7 LFRIE ORI kIR PALI o d 5 PRLR RERLCD BECBESL AL L0t e
case, Ver SAE LTI CBLE 1ol"R R AL! STERLP LRI e T ep®
anchor  CA beié‘@uégeo)prtihdeg%r%esrtt jam:%%treCA and which are held in the issue
destinationmanagement list holdingunit 45. Subsequently,
10 in a case where the issue destinations obtained are CAs,
thepathsearchunit 51 accesseseachof theissuedestinations
so as to further inspect those issue destinations of public
key certificates issued by each CA which are held in the
issue destination management list holding unit 45. Such a
15 process is continued until the issue destination of public
key certificates become EEs, thereby to search for the paths
which extend from the trust anchor CA to the EE certificate
issuing CAs. Here, inorder toprevent theprocess frombeing
iterated limitlessly due to the loops of the paths, in a
20 case where the issue destinations obtained from a certain
CAinclude anyCAwhichexistsinapartial path formedbefore,
the above process in which the certain CA is the issue
destination shall not be executed. Besides, the path search
unit 51 acquires a CRL issued by a CA which has issued the

25 certificate to the EE located at the end point of the path.

The path search process at the step $1003 will be
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authority CAbridge. This path search unit 51 accesses the bridge
certificate authority CAbridge so as to obtain the information itens of
the certificate authorities CA1l, CA21 as the information itens of those
I ssue destinations of public 10 key certificates issued by the bridge
certificate authority CAbridge which are held in the issue destination
managenent |ist holding unit 45. Subsequently, the path search unit 51

t th b ticCi .of the i d ' ' 15
(Ca11, ot ol SR B AR ORE R e B P TeBrt 111 RPeP A havi T0F EABT gt R e

specifically, if the npticed issue _destinatio Is the.certificate .
Abthor ity CHRRHES o Rbot BiL Ve SPdd CAamatiCad G telABREoR Peadi hi® 51
sets the pa&pial ath of CAbridge -noticed CA Then, the path search unit
51 accesses “XF the-issue destination managenment |ist holding unit 45 of
the noticed CA so as to further obtain the information_ ite f the issue
destinations of Ui kP ediathi tarBShi SRiBaS e PRTD aftaed AP A H | &
assuned here that the noticed issue_ _destination.is, the certificate
authority CAHELLD sbhenEIpstt T pafhPet neadhider 19ga1 £ ietCaLRid t hat
the information itens of the certificate authorities ri dge, CAl1l2 and
CA13 are 26 BHthehelYr Fonriehe cdftisiRath éﬁ?ﬁ&ﬁt%Pkﬁx,laéc g§ses the
information _itens of the issue destjnations. Subsequently, the path search
unit 51 chedkstq®et RBF LiJA Gidte AytRert i Cateicant RBr PEy TCA ML HR bRt a

path 5 (hereinbel ow, called "Ioog certificate authoritg_CA"') | S
information items of the certificate authorities CA;1, CAs

asthe informationitems of thoseissuedestinationsofpublic
10 key certificates issued by the bridge certificate authority
CApridge Which are held in the issue destination management
list holding unit 45.
Subsequently, the path search unit 51 executes the
ensuing process by noticing any of the issue destinations
15 (CAi1, CA,;) obtained from the bridge certificate authority
CApridge. Morespecifically, if thenoticedissuedestination
is the certificate authority CA (hereinbelow, called
“noticed CA”}, the path search unit 51 sets the partial path
Of CApriage —noticedCA. Then, thepathsearchunit 5l accesses
20 the issue destination managemert list holding unit 45 of
the noticed CA so as to further obtain the information items
of the issue destinations of public key certificates issued
by this noticed CA. It is assumed here that the noticed issue
destination is the certificate authority CA;;, so thepartial
25 path of CApriage - CA;; is set, and that the information items

of the certificate authorities CApriage,r CAi12 and CA;3 are

26



I ncl uded anong the issue destinations (CAbridge, CA12 and CA13) obtained
fromthe certificate authority CA,,. In a case where any certificate
authority is included, the issue destination is excluded from subjects
to-be-noticed. Accordingly, the 10 certificate authority CAbridge is
excluded fromthe subjects to-be-handl ed here. Subsequently, the path
search unit 51 checks whether or not any end entity EE is included anong

the issue dg cﬁﬁ&%ﬁhéa”%r‘&*ﬁ{ aed: éfemggt%ertd{ﬂ&ﬂ@ aRnordLyefp .- In a
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is excluded from subjects to-be-noticed. Accordingly, the
10 certificate authority CApriage 1s excluded from the subjects
to-be-handled here. Subseguently, the path search unit 51
checks whether or not any end entity EE is included among
the issue destinations obtained from the certificate
authority CA;;. In a case where the EE is included among
15 the issue destinations of certificates issued by a certain
CA, this CA becomes an EE certificate issuing CA. Since,
however, any EE is not included among the issue destinations
obtained from the certificate authority CAj;;, this
certificate authority CA;; is not the EE certificate issuing
20 CA. Accordingly, the path search unit 51 notices either of
the issue destinations except the loop CA{that is, the
certificate authorities Ca&;, and CA;3) as obtained from the
certificate authority CA;, inocrder tostretchup thepartial
path of CAprijage — the certificate authority CA;; to the EE
25 certificate issuing CA.

If the noticed issue destination is any certificate
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destinations of public key certificates issued by the pertinent noticed
CA It is assuned here that the noticed issue destination is the
certificate authority CAl12, so the path of CAbridge - CA,, - CAl2 is set,
and that the end entities 10 EE, and EE2 are obtained as the information
itenms of the issue destinations fromthe certificate authority CAl2.
Subsequently, the path search unit 51 checks whether or not any | oop

certificat ee%%ﬁ@ﬂ&%e@%éi %hienﬂfa%#%@é‘io&g uﬁ*ﬂ)@/ %%Sggtge%t b%%io‘ﬁeé%@éhy
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Certificate@éﬁ@&éfé%t%&%t sk %gaga'd iltt{]eéliuo%tfaitr}f r{'olsfi;@%ci‘lagﬁié‘ét%&e’”@%are

St e e S M A PO
pat h who§e efn%?%%?%t glééta;‘qhe theéf)t}?F%gﬁgggtﬁghglsﬁlﬁgﬁg&lfg lasq’%r%e pat h
R e e T L T S
esul ng CA gt vebfinhofieR iR PR ATn BoaR R Rt Rt i o e

certificate 1oyocald o0 hLot oL Y P S #0t 14902802 ASIVAS, % e

| ssued by the per
path of CApriage - CA;11 — CAy2 15 set, and that the end entities

10 EE, and EE; are cbtained as the information items of the issue

destinations from the certificate authority CAi».
Subsequently, the path search unit 51 checks whether

or not any loop certificate authority CA is included among
the issue destinations (EE;, EE;) obtained from the

15 certificate authority CA;>2. In a case where any loop CA is
included, the issue destination is excluded from subjects
to-be-noticed. Since any loop CA is not included here, the
path search unit 51 shifts to the next process and checks
whether or not any end entity EE is included among the issue

20 destinations obtained from the certificate authority CA;,.
Here, all theobtainedissuedestinationsare theendentities
EEs, so that the certificate authority CA;; is the EE
certificate issuing CA. Therefore, the path search unit 51
detects the path whose endpoint is thecertificate authority

25 CAi>, as the path which extends from the trust anchor

certificate authority CApriage to the EE-certificate issuing
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EE-certificate issuing certificate authority CA12. Subsequently, the path
search unit 51 checks whether or not any issue destination (certificate
authority CA other than the loop CA) which is not noticed yet is existent
anong 10 the information itens of the issue destinations obtained fromthe
certificate authority CA12 which is |ocated at the end point on the
detected path. In the existence of such an issue destination, the unit 51

continues the. 2bo¥e-ARRCeSSthd1H,tBAS, | ssale destipgtion ag.ihe noticed CA
On the other 15 hand, in the nonexistence of such an issué déstination, the

unit 51 checks vhefiieengp noh ARy & 35U, HESEI BALI 0 cn( CRidld ag & Qo ity
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Com bhe b doe cebLdsalen LI0E GERA08 LS iSRentd gty
I ssued by 5 kg tEfnGerdifd GRS 550 08 CEIEETFERLE AN PRELEY VRt her
than the loop CA) which is not noticed yet is existent among
10 the information items of the issue destinations obtained
from the certificate authority CA;, which is located at the
end point on the detected path. In the existence of such
an issue destination, theunit 51 continues the above process
with this issue destination as the noticed CA. On the other
15 hand, in the nonexistence of such an issue destination, the
unit 51 checks whether or not any issue destination
(certificate authority CA other than the loop CA) which is
not noticed yet is existent among the information items of
the issue destinations obtained from the certificate
20 authority CA;; which is locateddirectly upstream. Further,
in the existence of such an issue destination, the unit 51
continues the above process with this issue destination as
the noticed CA. Here, the certificate authority CA;s is not
noticed yet among the information items of the issue
25 destinations obtained from the certificate authority CAi;,

so that the unit 51 executes the above process with the
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In this manner, the path search unit 51 continues the above process as to
each of all the CAs located on the detected path, until any issue
destination (certificate authority CA other than the |oop CA) not noticed
yet becones nonexistent 10 anong the information itens of the issue
destinations obtained fromthe pertinent certificate authority CA. Thus,
the unit 51 detects the paths which extend fromthe bridge certificate

authority Cabgdoe;backhaiaspest |VealFE-£er{iLl fake Jeesuing fﬁé}bg?ﬁe case

authorities CAs. 15 The above is the process of the step S100371n
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path, until any issue destination (certificate authority
CAother than the loop CA}) not noticed yet becomes nonexistent

10 amond the information items of the issue destinations
obtained fromthe pertinent certificateauthorityCA. Thus,
the unit 51 detects the paths which extend from the bridge
certificate authority CApriage to the respective
EE-certificate issuing certificate authorities CAs.

15 The above is the process of the step S1003 in the case
where any desired CA is set as the trust anchor CA.

As will be stated later, path search is similarly
rerformed in a case where each of thecertificate authorities
CA;; and CA;; is set as the trust anchor CA.

20 Meanwhile, when the paths have been detected by the
path search unit 51 (“Yes” at a step S1004), the control
unit 55 requests the path valication unit 52 to wvalidate
the paths. Upon receiving the request, the path validation
unit 52 verifies the paths detected by the path search unit

25 51 (step S51005}.

Concretely, the path validation unit 52 executes the
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CAs have issued to the CAs respectively located directly downstream on the
pertinent path (to the end entities EE in a case where the
access-destination CAis the EE-certificate issuing CA). 10 Subsequently,
the path validation unit 52 verifies the signature of the public key
certificate issued by the EE-certificate issuing CA located at the
downnost stream on the path, in the |ight of the public key certificate

i ssued by tdeskEngestbteest sitsswidth OA the pathsedwbere eldhpylbheigniah ur e
has been verified, the unit 52 verifies the signature of the public key
certificate ©fatbr pertt rant EE-certificate issuing CA in the light of
the public key <certificate of the certificate authority CA | ocated

directly wupstrearsstst]| tfhe phah voldhaa ipweess 638 £o0EsBuedtnatplbPOct he
certificate authority CA |ocated directly upstream becones the trust

anchor CA, theyebyrtofyahitdatia thhe a6 4Ny chratihd iktrdinel ,CASeonnd4cH2
verifies the CRL issued by the pertinent EE-certificate issuing CA in the
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By way of exanple, in a case where the path extending fromthe bridge
certificate caghpatrky icAndd jtotthéhendlrEepeertifd Lat Bobssidngiicasdét fycat e
authority CA12 (CAbridge - CAl1l - CAl2) in Fig. 2, and the CRL are to be
verified, tdewssgnautr eroftidepoubihenkeyaadititfs cohe ehdtkatities EE

EE-certificate issuing certificate authority CAl12 is first 5 verified
using the pubhig ke¢eceiiddd cetie otckthe-errdtifngaién CA is the
EE-certificate issuing CA).

10 Subsequently, the path validation unit 52 verifies the
signature of the public key certificate issued by the
EE-certificate issuing CA located at the downmost stream
on the path, in the light of the public key certificate issued
by the EE-certificate issuing CA. In a case where the

15 signature has been verified, the unit 52 verifies the
signature of the public key certificate of the pertinent
EE~certificate issuing CA, in the light of the public key
certificateof thecertificate authority CA locateddirectly
upstream still further. Such a process is continued until

20 the certificate authority CA located directly upstream
becomes the trust anchor CA, therebytovalidate thepertinent
path. Further, the unit 52 verifies the CRL issued by the
pertinent EE-certificate issuing CA, in the light of the
public key certificate of this EE-certificate issuing CA.

25 By way of example, in a case where the path extending

from the bridge certificate authority CApriaqe to the
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authority CA,, being the certificate authority CA located directly
upstream of the certificate authority CA12 in the path. Subsequently,
case where the signature has been verified, the signature of the public

key certificate of 10 the certificate authority CA,,

public key certificate of the bridge certificate authority CAbridge

| ocated directly upstreamof the certificate authority CA,
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verified, the signature of the public kXey certificate of
the certificate authority CA;; is verified using the public
key certificate of the bridge certificate authority CBApriage
located directly upstream of the certificate authority CA;;
in the path. Besides, in a case where the signature has been
verified, the CRL issued by the EE-certificate issuing
certificate authority CA;; is further verified in the light
of the public key certificate of this EE-certificate issuing
certificate authority CA;;. In a case where the path and
the CRL have been verified, the path which extends from the
bridge certificate authority CApriaqe to the EE-certificate
issuing certificate authority CA;, shall have been
tentatively verified.

Next, when the path has been tentatively verified, the
pathvalidationunit 52 checks whether or not the description
of a constraint, such as the names of other certificate
authorities which are not trusted (Name Constraints) or the

maximum path length which is allowed for the authentication
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checks whether or not the pertinent path observes the constraint, and it
deci des that the pertinent path has been validated, only when the
constraint is observed. Meanwhil e, when the respective paths detected by
the 10 path search unit 51 have been verified by the path validation wunit
52 as stated above, the control unit 55 perforns a registration process.
More specifically, in a case where the path has been verified by in the

path validatd prewdlidal BEity’ J€Sanftpdh 81 8Pk SF006) t4 £like teontt mil {inde
registers 15 the pertinent path in the valid-path database 56A, in
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Meanwhile, when the respective paths detected by the
10 path search unit 51 have been verified by the path validation
unit 52 as stated above, the control unit 55 performs a
registration process. More specifically, in a case where
the path has been verified by in the path validation unit
52 (“Yes” at a step $51006), the control unit 55 registers
15 the pertinent path in the valid-path database 56A, in
association with the trust anchor CA, the EE-certificate
issuing CA, and the CRL issued by this EE-certificate issuing
CA (step S1007), whereupon it shifts to the step S1003.
Besides, in a case where the path has not been verified by
20 the path validation unit 52 (“No” at the step S1006), the
contreol unit 55 registers the pertinent path in the
invalid-path database 56B, in association with the trust
anchor CA, the EE-certificate issuing CA, and the CRL issued
by this EE-certificate issuing CA (step $1008), whereupon
25 1t shifts to the step S1003.

The contreol unit 55 iterates the steps S1003 - 51008
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CA ,, CA21 and CA),,idg, is set as the trust anchor, and all paths
corresponding to each CA are searched for. In the case where the individua
CAs are in the relationship shown in Fig. 2, all the paths which are
detected 10 by the path search unit 51 as the result of the processing of
the steps S1003 - S1008 becone as shown in Fig. 9. On the other hand, the
validity termrevocation state exam nation unit 53 checks whet her or not

any public keytigeldy phed! esWho3Bnyal &"éwcft%”lhﬁé”%‘@kﬁ%dsd‘éggf%ﬂé%g[‘;base

anong 15 the public key certificatés registered in the val

56A (step S1909s to'&é@@eg@éﬁéa?%%{adgftaﬁﬁ%evg%i di bée%ﬁgéﬁC?%&é{?g,g%%é ¢

key certificate, the unit cesses the public I ca abase

44 of the ! Ssperol kBl e 0fa L 0g enlidienl bl | & ey GeLbLLICHS, 20,85 O

search 20 for a publi ey certificate as’ been i ssue it dsue

destinationﬁﬁiFﬁge Rer gty pybkie key cgﬁgiyégge%h n%mkﬁgt%&‘81010).lf

such a new IcC key certificate 1S not éxistent 1n e publitc key

certificgteégg%g?ﬁﬁgaﬁﬁogfgghgsi§§§§P0559§?gd?$yq¥§cﬂQIPQH%Ehﬂgﬂ%bﬁ%ﬁ t he
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the validation of thePatdsse where the individual CAs are in the
relationship shown in Fig. 2, all the paths which are detected
10 by the path search unit 51 as the result of the processing
of the steps S1003 - S1008 become as shown in Fig. 9.

On the other hand, the validity term/revocation state
examination unit 53 checks whether or not any public key
certificatewhosevaliditytermhasexpiredisexistent among

15 the public key certificates registered in the valid-path
database 56A (step S1009). In the existence of the validity
term-expired public key certificate, the unit 53 accesses
the public key certificate database 44 of the issue-origin
CA of the pertinent public key certificate so as to search

20 for a public key certificate which has been issued to the
issue destination of the pertinent public key certificate
anew (step S1010).

If such a new public key certificate is not existent
in the public key certificate database 44 of the issue-origin

25 CA, information about the path registered in association

with the validity term-expired public key certificate is
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regi stered in the valid-path database 56A in association wth the validity
termexpired public key certificate is executed in accordance with the
same nmanner as at the above step S1005 by using the public key certificate
whi ch has 10 been obtai ned anew i nstead of the validity termexpired

public key certificate (step S1012). Referring to Fig. 8, in a case where
the path has been verified ("'Yes"' at a step S1013), the validity

t er m expi reddep@bbuqﬂ@ytﬁ%matti& {vgth%@é@ﬁé Sdn t Brgval i d-Rajis dat abase

15 56A in association with the pertinent path is substit ut ed by the public

key certificalepbiavaad anenwd HaplOdDep (sQrd Beoquher kandheidiiRefase
where the path has not been verified("No" at thé step 1013) the path

regi stered ifan@sseei ati-Gn aWhih 1v5alk i Y, £
certificate |E'isndel et ed fror?l t he gglt%h ldat %sceéggg‘f@g% tﬁgogg!altﬁﬁtw th vvh| ch

the public k C e | | n
the invalid- 1%? Cﬁ%%%ggagééﬁ (g%%é%2?%8%%1\gf§a%ﬁ%?gqg’§glhf ltsﬁgﬁla@{%g%?

termirevecaldgn statg ciLXpIANAlrepHELl DLXAM NESLLDR 64 ild Galen any

revocation |ist “creation schedule tinme dat abase 57 so as to searc
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whi ch has already | apsed (step S1016) In the .existence o

certificatiop; gyt Akl by 1GAi(t $k§erﬁ1ex 1?@33ﬁ§6¥7é kekh%e%@tff%%€@0§§ses

the certificate revocation i st holding uni't 46 of the pertinent CA so as
to obtain gxecuted in accordance with the same manner as at the above

step S1005 by using the public key certificate which has
10 been obtained anew instead of the validity term-expired
public key certificate (step $1012).

Referring to Fig. 8, in a case where the path has been
verified (“Yes” at a step S1013), the validity term-expired
public keycertificate registered in the valid-path database

15 56A in association with the pertinent path is substituted
by the public key certificate obtained anew (step S1014).
On the other hand, in a case where the path has not been
verified(“No” at the step S1013), the path registered in
association with the wvalidity term-expired public key

20 certificate is deleted from the path database 56A, and the
path with which the public key certificate obtained anew
is associated is registered in the invalid-path database
56B (step S51015).

Subsequently, the validity term/revocation state

25 examinationunit 53 examines the certificate revocationlist

creation schedule time database 57 so as to search for any
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t he newest certificate revocation list issued by this CA (step S1018)

And, the unit 53 updates the certificate revocation |ist creation schedule
time registered in association with the pertinent certificate authority
CA, 10 to a certificate revocation list creation schedule tine described
in the newest certificate revocation |ist obtained, in the certificate
revocation list creation schedule tine database 57 (step S1019).

Thereafter, theayabtdityd @i eveeatdion &f 8t erdboexanigiatliignt Widab3on
checks whether or not any public key «certificate described in the newest

certificate geMegalliconimbiwiiobtaisad rie%dﬁglia%ts%raeqls!t%pt Beovalid-pathhe
dat abase 56A (step S1020). In a case where the public key certificate is

regi stered, énfgreRlcicon AkAh anycpathrassaGic ey whbpi2Q O s publy cakey
certificate is deleted fromthe valid-path database 56A " and it is

regi stered ifsthe snyahh d-mad hnided abase s26RB (5L eR 1021 at Ihe oMbt i oROW

be explained the operation of authenticating the validity of a public key

certificate.1i2b hbadsink @k ldeane thawpeharitsed O cEXBbaiR MY td¥rain
operation of authenticating the validity of a public key 36 certificate as

is executed tRet hew¥AtapRar @t £15c4£4) reRolchitS ore Mgt My ey, thes gopar ol
unit 55 has received a request for the authentication of the validity of a

public key cestihi sabas) 5 which €ootahns 8t hgrsitd hername «oft iy d £ yist
anchor CA trusted
revocation list creation schedule time registered in
association with the pertinent certificate authority CA,
10 to a certificate revocation list creation schedule time
described in the newest certificate revocation list obtained,
in the certificate revocation list creation schedule time
database 57 (step 51019).
Thereafter, the wvalidity term/revocation state
15 examination unit 53 checks whether or not any public key
certificate described in the newest certificate revocation
list obtained is registered in the valid-path database 56A
{step S1020). In a case where the public key certificate
is registered, information about any path associated with
20 this public key certificate is deleted from the valid-path
database 56A, and it is registered in the invalid-path
database 56B (step S1021).
There will now be explained the operation of
authenticating the validity of a public key certificate.
25 Figs. 10 and 11 are flow charts for explaining the

operation of authenticating the validity of a public key
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by a certain end entity EE and which is of an EE other than the certain
EE, fromthe certain EE through the communi cation wunit 50c (step S2001)
it notifies the reception of the request to the validity authentication
unit 54. 10 Upon receiving the notification, the validity authentication
unit 54 checks whether or not a path associated wth the trust anchor CA
and the EE certificate issuing CA having issued the public key

certificate cahtehianeespecibi@dechitem t her flese igHpOha ohst (B4 etpeagii § or
authenticating the 15 validity of this public key certificate, are

regi stered igmbé@emeali. d- path database 56A (step S2002). If, as a result,
It has been found that the path associated with the trust anchor CA and

the EE certificat eshdssthagcAtRavi Mg isHehiderdeetiyaant ihidd€ater
whi ch 20 are described in the validity authentication request for this

certificate thsat@tiesiter @k i Ontdter Nakigd-Rat fy d&t-2Pape i O6dy Cer¥asti@téhe
step S2002) , the validity authentication unit 54 verifies the S|gnature

of the EE cejhiéheairt: dnslSithDeatheHWRARE &@an?a{ﬁuét%&&fcm@f&ed
certificate issuing 25 CA which is the end point of the pertinent path

Further, theyvalddityiauihendi€atyonE uthd Wi sheckSoffalt e BR¥dr than

certlflcate has been revoked, by using a CRL which is registered in

associ ati on whé lelrfie REEE, nﬁf‘émﬂﬁf-é"c@%tt%ﬁn BR2AG3cudR talecaéﬁlmwﬁqrc%ﬂf@n

val i dation of the S|gnature of the EE certificate has failed, or where

the EE Cm%'ﬁﬂﬁ@%@d@%teps2001),1tnot1f1esthereceptlonoftherequest
to the validity authentication unit 54.

10 Upon receiving the notification, the wvalidity
authenticationunit 54 checkswhetherornot apathassociated
with the trust anchor CA and the EE certificate issuing CA
having issued thepublickeycertificate, whicharespecified
from the description of the request for authenticating the

15 wvalidity of this public key certificate, are registered in
the valid-path database 56A (step S2002).

If, as a result, it has been found that the path
associated with the trust anchor CA and the EE certificate
issuing CA having issued the pertinent certificate, which

20 are described in the wvalidity authentication request for
this certificate, is registered in the valid-path database
56A (“Yes” at the step 52002}, the validity authentication
unit 54 verifies the signature of the EE certificate by using
the public key certificate of the EE certificate issuing

25 CA which is the end point of the pertinent path. Further,

the validity authentication unit 54 checks if the EE
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described in the CRL and has been revoked ("No" at the step 2003), the
validity authentication unit 54 judges the EE certificate to be invalid
and nctifies to the requester EE through the comruni cation unit 50c that
the EE certificate 10 is not valid (step S2009). Meanwhil e, each
certificate contains an extended item which can describe a constraint
based on the nanme of any certificate authority which is not trusted, or

the maxi mum:pat bk englh phd aeds alebev&?e@,f Yy Lhg; Ayt PleehiLcaJﬂi%o sthe 15

validity of any public key certificate (the rfaxi nuntall owabl e nunber of

certificate UENOrbtks ion dd P Plon With G358 p%"ﬁ%&ﬁehﬁeﬁd&?ai Lte

validation and"the revocation authentication for e EE certificate ﬁave
been successdshpzat the step S2003 (in case of "Yes"), the validity 20
authentication unit 54 further checks whether or not such a constraint is

described in the g%uggfékisfei ﬁﬁ%?eaﬂﬂe.t\pglpagltii%n( B?Z%H'%;%fo%*;g@?ﬁ%ﬁé i

i ndividual CAs in Int perti nent pat S

nonexi st gnogpfcibe: dssatiPhian sl ieh & 2% panehEabe! cothe alddl (.

aut henti cation unit shifts to a ste he "ot her hand, in
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certificate to be invalid and nctifies to the requester EE
through the communication unit 50¢ that the EE certificate

10 is not walid (step S2009).

Meanwhile, each certificate contains an extended item
which can describe a constraint based on the name of any
certificate authority which is not trusted, or the maximum
path length which is allowed for the authentication of the

15 walidityofanypublickeycertificate {(themaximumallowable
number of certificate authorities on the path). 1In a case
where the signature validation and the revocation
authentication for the EE certificate have been successful
at the step S2003 (in case of “Yes”), the validity

20 authentication unit 54 further checks whether or not such
a constraint isdescribed intheEE certificate and the public
key certificates of the individual CAs included in the
pertinent path (step S2004).

In the nonexistence of the description of such a

25 constraint, the validity authentication unit 54 shifts to

a step 52006.
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item the validity authentication unit 54 notifies to the requester EE
(11) through the conmunication unit 50c that the public key certificate is
not valid (step S2009) On the other hand, in a case where the EE
certificate does not 10 interfere with the constraint item, the unit 54
shifts to the step S2006. At the step S2006, the validity authentication
unit 54 checks whether or not a policy which indicates the amunt of

busi ness, or the ldrlfec%f 2h 8! ﬁgﬁﬁon ntﬁ{é)%%bg@eﬁgeboef 13d éég%%ﬁélhoen

pertinent EE |s contai ned i n the aut cation - fequest recerved rom t he
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the public key certificate is not valid (step S200%). On

the other hand, in a case where the EE certificate does not

10 interfere with the constraint item, the unit 54 shifts to

the step 52006.

At the step 52006, the validity authentication unit
54 checks whether or not a policy which indicates the amount
of business, or the like of an electronic procedure to be

15 taken by the pertinent EE is contained in the authentication
request received from the pertinent EE apparatus (11).

In a case where the policy is contained, the unit 54
further checks whether or not the description of any policy
satisfying the above policy isexistent in the EE certificate

20 and the public key certificates which constitute the
pertinent path (step S2007).

In acasewhere thedescriptionof anypolicysatisfying
the above policy is not existent in the EE certificate and
the pertinent path, the validity authentication unit 54

25 Jjudges the EE certificate as failing to be utilized for the

authentication of the validity of the public key certificate
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I ndicates the electronic procedure to be taken by the EE is not contained
i n the authentication request received from the pertinent EE ("' No" at the
step S2006), or in a case where the policy is contained, but where any
policy described in 10 the pertinent path and the EE certificate satisfies
the above policy ("' Yes" at the step S2 007) , the validity authentication
unit 54 judges the public key certificate as being valid, and the unit 54

publ | ¢ Key cRIT1 TTeat ot kT OTd S a yh s O008) b2 Bee; Bus e, X ehore

certi i cat o P sl A HALF gt SELob ERet Bof P nERty BEA (EaPEP I The  ar o
Coe et Pone o DP EEYEEh 08 AN BERLERNUASE, R0 Ep Ot St g el e
per (i nent  (Sthe EoFagestar AP T ot hodi 11OaeP TS fint abase 6B (step
"nval ) d- Bath dat abdec e TReRoRaER e ¢ G Botts e FhE Paddte T s 1o
a step S2012 in, Fi

. .1 40 At th t S2012, t th i.t 5
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search unit tﬁ'il'e pertinent EE ("No” at the step S2006), or in a case where

the policy is contained, but where any policy described in
10 thepertinent pathand theEE certificate satisfies the above

policy {“Yes” at the step $2007), thevalidityauthentication

unit 54 judges the public key certificate as being valid,

and the unit 54 notifies to the requester EE through the

communication unit 50c that the public key certificate is
15 wvalid (step 52008).

Besides, in a case where, at the step S2002, the path
associated with the trust anchor CA and the EE certificate
issuing CA having issued the pertinent certificate, which
are described in the request for the authentication of the

20 wvalidity of the certificate, is not registered in the
valid-pathdatabase 56A (“*No” at the step S2002), thevalidity
authentication unit 54 checks whether or not the pertinent
path is registered in the invalid-path database 56B (step
S52010). 1Inacase where thepertinent path isnot registered

25 in the invalid-path database 56B (“No” at the step S2010),

the routine shifts to a step S2012 in Fig. 11.
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perfornms in accordance with predetermned rules. In a case where the path
search unit 51 has not detected the path extending fromthe trust anchor
CAto the EE certificate ("No" at a step S2013), the validity 10
aut hentication unit 54 notifies to the requester EE through the
comuni cation unit 50c that the EE certificate is not valid (step S2019)
On the other hand, in a case where the path search unit 51 has detected

the path extend ngaig)%hgbsgtﬁy hoanehar (AL O LhecFE, RTishi cale dp s’

at the step 15 S2 dation unit Ver i es the detect ed

path (st eF’,, 3%9} ath %h%%%ﬁg%%n%%%&ﬁtt%cé ¢q.pat i %Poﬁ"c%” RO é&" Ly

verified aste e pertinent path exten rom
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the EE cert |ca e Issuin issues "aré t'egistéred I n thevalid-path
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other than the path extending from the trust anchor CA to the EE
certificate (“No” at a step 52013), the validity
10 authentication unit 54 notifies to the requester EE through
the communication unit 50c¢ that the EE certificate is not
valid (step $2019}. On the other hand, in a case where the
path search unit 51 has detected the path extending from
the trust anchor CA to the EE certificate (“Yes” at the step
15 S2013), the path validation unit 52 verifies the detected
path (step S2014}.

In a case where the detected path has been successfully
verified (“Yes” at a step S2015), the pertinent path which
extends fromthe trust anchor CAto theEE certificate issuing

20 CA, and the CRL which the EE certificate issuing CA issues
are registered in the valid-path database 56A (step 52016).
And, the validity authentication unit 54 notifies to the
requester EE through the communication unit 50c¢ that the
EE certificate is valid (step 52017}.

25 On the other hand, in a case where the detected path

has not been verified at the step S2015 (“No” at the step
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the path having hitherto been detected is existent, and the subsequent
steps are simlarly executed. Besides, in a case where the pertinent path
has been registered in the invalid-path database 56B, at the step 10
52010 in Fig. 10 ("Yes" at the step S2010), and where any path
corresponding to the validity authentication request has been detected
otherwi se than the registered path ("Yes" at the step S2011), the routine

shifts to the)sisp, S ert‘ﬂ’ﬁ%&%%&f‘hmﬁ&?éﬁ%%ﬁ@s@%&u'&e’s’c‘?b%t };@rthe

val i dation 15 and regls ration processing (step 52014 - step 5

the other hafg +d "1 GaASENE! £: @Qxfep@g@u%@r espondiNG nd %ﬁLh%hvlaéH %w

aut henti cation request has not been detecte ot'herw seé than the registered

path ("No" %Eté'ﬁrﬁﬁ%ﬁc%%%“:?ssu}égﬁ %ﬁ' dig sabﬁlhgn%g%'t%r}e‘ﬁ“

notifies it to the 20 requester rough t e comunrcation unit ¢ that

the public 4 affatgl atd%t' é[éféﬂ‘é F'séége@zé%‘ég% Th *&gx PRNf i n

enbodi nent , e sear i dati on ath exten rom?he
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exanpl e, 25 perlodlca it aécordance Wi t Fules vih
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correspondi ng path databas ther “or €' 5 pertinent EE
certificate is VmBé%i&eéde§QaQXagéaﬁﬁgkggthe pertinent path has been

registered in the invalid-path database 56B, at the step
10 52010 in Fig. 10 {“Yes” at the step $2010), and where any
path corresponding to the validity authentication request
has been detected otherwise than the registered path (“Yes”
at the step 52011), the routine shifts to the step 52014,
whereupon the detected path is subjected to the validation
15 and registration processing (step S$2014 - step S2019).

On theother hand, inacasewhere anypathcorresponding
to the validity authentication request has not been detected
otherwise than the registered path {“"No” at the step 52011),
the validity authentication unit 54 notifies it to the

20 requester EE through the commurication unit 50c that the
public key certificate is not valid {step S$2009).

In the above embodiment, the search for and validation
of any path extending from the trust anchor CA to each EE
certificate issuing CA are performed, for example,

25 periodically in accordance with predetermined rules which

are independent of the validity authentication request for
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whet her the path corresponding to the validity authentication request is
registered as the valid path or as the invalid path. On this occasion, in
a case where the path corresponding 10 to the validity authentication
request is registered as the invalid path, the existence of any
correspondi ng path other than the invalid path is searched for, verified,
and authenticated. On the other hand, in a case where the path

correspondinghgthBQf@ﬂg%?tdégggbgeg&%aqhgﬁnr@ggegg_is not 15 registered

in the path database, path search and validation are extraordinarily

performed. Accordifigh Y2 €Y &k M § Mo CHY AW 3¢ 1 08 o LCR{difFeakCinto

authorities has changed, the validation 1s perforned using the newest path
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can be produced. Mreover, a tinme perio IS expen since the
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validity thereof can ene caching the i1 nva pat h esi des,
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i ssued by an EE certificate issulng being the e ol nt “of t

registered together 4haMddit p@o£fgghbn%ﬂ‘iﬁ%gtaa&hgabgg{itd&ft he CRL. Thus,

in a case where a reque aut ticatl the vali a public key

certificate n I.ecej a. ce I o 1f tififca has
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which is expendedeOlnyalid path.

Onthis occasion, inacase where thepathcorresponding
10 to the validity authentication request is registered as the
invalid path, the existence of any corresponding path other
than the invalid path is searched for, verified, and
authenticated. On the other hand, in a case where the path
corresponding to the validity authentication request is not
15 registered in the path database, path search and validation
are extraordinarily performed. Accordingly, even when the
configuration of certificate authorities has changed, the
validation is performed using the newest path information,
and hence, an appropriate validity authentication result
20 can be produced. Morecover, a time period which is expended
since the acceptance of the public key certificate till the
authentication of the validity thereof can be shortened by
caching the invalid path.
Besides, according to this embodiment, in registering
25 a path, a CRL which is issued by an EE certificate issuing

CA being the end point of the path is registered together
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the validity authentication for the public key certificate can be
shortened still further. Incidentally, the present invention is not
restricted to the foregoing enbodinent, but it can have various 10

nodi fications within the scope of the purport thereof. By way of exanple,
in the foregoing enbodinent, in registering paths in databases, a VA
classifies the paths and registers themin the two databases of a

val id-path wigtiabese beAuand can dnwald bi @at hodabzbase 268, Thewpat hsn 45
however, may well be classified into valid paths and i nvalid paths by

setting fl agsaso@digatkeve obqhbetstrausesdnt DeatPahsnet RaNEYitP b€ a
regi stered in one database.- In the foregoing enbodinent, it is assuned for
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2, but the present invention is applicable also to a casé where
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specification and drawi ngs are, accordingly, to

Incidentally, the present invention is not restricted
to the foregoing embodiment, but it can have various
10 modifications within the scope of the purport thereof.
By way of example, in the foregoing embodiment, in
registering paths in databases, a VA classifies the paths
and registers them in the two databases of a valid-path
database 56A and an invalid-path database 56B. The paths,
15 however, may well be classified into valid paths and invalid
paths by setting flags indicative of the statuses of the
paths, thereby to be registered in one database.
In the foregoing embodiment, it is assumed for the
brevityofdescriptionthat, asshowninFig. 2, EEcertificate
20 issuing CAs issue public key certificates to EEs only, while
the other CAs issue public key certificates to CAs only.
The present invention, however, is applicable also to a case
where a PKI system includes a CA which issues public key
certificates to both the EE and the CA.
25 Besides, in the foregoing embodiment, it is assumed

for the brevity of description that the configuration of
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be regarded in an illustrative rather than a restrictive sense. It wll,
however, be evident that various nodifications and changes nay be made
thereto without departing fromthe spirit and scope of the invention as
set 10 forth in the clains. 45 WVE CLAIM1 1. a nethod for authenticating
validity of a public 2 key certificate in conpliance with a request, in a
validation 3 authority apparatus for certificates, said nethod 4

conpri si ng: @Aﬁegsgpa%&%%mw@%i Oétﬁ%%z_aéﬁdag/aéw@y ggatﬂeg .p?é,hsb%g

searched for or ehan 7 a path registration step o ssitying t

paths on 8 {he hasksf & ﬁ§% ragned. gri j i 8sacgordance Wit dh, .9
results of the sgagc%gg éh&ﬂia f%gt?%nggpaﬁ'Eﬁ%g?géeg?ngg fo%?%e g%asg?fied
paths in a b '-%Qg. . a.- vaki dity thenticat] . r iving the
12 request ?@ééag§ﬁgﬁticgﬁ%ﬁgjtﬁ£ g%%iaggyh%pﬁ%ﬁg %gﬁP?%%%ggLifgggh
certificate gfropa ermnal device, and validating the 14 public key
certificate %y using the paths registered 15 beforehand. 1 2. A nethod for

st 5ot 10, el 4 50U LA SRLSLCRLE "SRy, oo

1, wherein: 3 in a cas ere, he “val i di _ _ _
valid path qorrespanding bo dhe valLALLY ;3 et £211 R0 3 HeUSS cd Py it
regi stered, pat earch and vali'dation are
sense. It will, however, be evident that various
modifications and changes may be made thereto without

departing from the spirit and scope of the invention as set

10 forth in the claims.
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6 perfornmed anew, thereby to authenticate the validity of the 7 public key
certificate. 46 1 3. A nethod for authenticating validity of a public 2 key
certificate as defined in claim1l, wherein: 3 the predeternm ned criterion
at the path registration 4 step classifies the paths into valid paths and
invalid paths 5 in accordance with the results of the validations; and 6
in a case where, at the validity authentication step, 7 a path

correspondi yrtoLAhg validity authentication request 8 is registered as
the valid path or the invalid path in the 9 database, authentication of
the validity of the public key 10 certificate in the request is perforned
in accordance with 11 the registered result. 1 4. A nethod for

aut henti gating vali di tay r@fe o PURIY Guth&eyie8tlinly ¢aha @S geff negdpn 4 ai m
3, further conprising: 3 step of performng path validation in conpliance

with 4 be vialy diehdt ¢ hepliiGAt bAP1HaALesti38 A% el@eEiecknid vikN8 daxion

pertinent public key certificate and the pertinent” path 6 observe any

constrai Bt id@eMoi Rty G 8IS r8F EBe A iditys, 7sa¥harideddi on step,
the constraint itemis described in 8 the pertinent public key certificate

or any quli@bﬁﬁyisgnggrtificate included in the pertinent path, although
the 10 path corresponding to the validity authentication request 11 is

registered as the yvakied Batilafndilg 858RLfnkudah A% 1182 PERL PREL PALH as
a valid path if 13 the constraint i'temi's observed.
6 searched for, beforehand;
7 a path registration step of classifying the paths on
8 the basis of a predetermined criterion in accordance with
9 results of the searches and validations, and registering
10 the classified paths in a database; and
11 a validity authentication step of receiving the
12 request for authenticating the validity of the public key
13 certificate, from a terminal device, and wvalidating the

14 public key certificate by using the paths registered

15 beforehand.

1 2. A method for authenticating validity of a public
2 key certificate as defined in claim 1, wherein:

3 in a case where, at the validity authentication step,
4 any valid path corresponding to the validity authentication
5 request is not registered, path search and validation are
6 performed anew, thereby to authenticate the validity of the

7 public key certificate.
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47 1 5. A nethod for authenticating validity of a public 2 key certificate
as defined in claim3, further conprising: 3 step of performng path
validation in conpliance with 4 the validity authentication request so as
to check if the 5 pertinent public key certificate and the pertinent path
6 observe any policy of an electronic procedure, in a case 7 where, at the
validity authentication step, the policy is 8 described in the validity

aut henti gation reqyesta rfdtendd pest i NefheRUBLRE kY wartdft gad £ Prp@Vic
public key 10 certificate included in the pertinent path, although the 11

pat h corpespeadi Barta ftike tval 4 di by rauthent] catd R 1eduettreil?: is registered
as the valid path; and 13 step of judging the pertinent path as a valid

path in 314 a casenhgieoecPRhher t$i0RISMEGt EHe pALTRLRA fiO¥Fation
authenticating validity of a public 2 key certificate as defined in claim

3, whereiyn thecpattnsSifedkSthatd N SLeR LOIRNLIEaLnS shariffassarshing for
each path which extends froma 5 trust anchor certificate authority to a

certificate fnagbheklfanddali ti§stas 2B seNd LM tyneeibirfiiGatfnd; ShgR of
acquiring and validating a certificate 8 revocation |list which concerns the

end entiky certifigatcas? aRd hi 6l tBel SsuediRY, hheneelidd €A uLpority
that issues 10 the pertinent end entity certificate; and 11 step of
regi stering 4 kg tdeebrfiLaiond eNgoas i@ ¥h34 48 v authentication request

8 is registered as the valid path or the invalid path in the

9 database, authentication of the validity of the public key

10 certificate in the request is performed in accordance with

11 the registered result.

1 4. A method for authenticating validity of a public
2 key certificate as defined in claim 3, further comprising:
3 step of performing path validation in compliance with
4 he wvalidity authentication request so as to check if the
5 pertinent public key certificate and the pertinent path
¢ observe any constraint item, in a case where, at the validity
7 authentication step, the constraint item is described in
8 the pertinent public key certificate or any public key
9 certificate included in the pertinent path, although the
10 path corresponding to the validity authentication request
11 is registered as the valid path; and
12 step of judging the pertinent path as a valid path if

13 the constraint item is observed.
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12 together with a validation result thereof. 1 7. A nethod for
authenticating validity of a public 2 key certificate as defined in claim
6, wherein: 3 in a case where, at the validity authentication step, 4 the
path corresponding to the validity authentication 5 request is registered
as the valid path in the database, 6 it is authenticated w thout
validating the certificate 7 revocation |ist that the pertinent public key
certificate 8 is mot A emokesd #ASr authenticating validity of a public

2 key certificate as defined in claim 3, further comprising:
3 step of performing path va_.idation in compliance with
4 the validity authentication request so as to check if the
5 pertinent public key certificate and the pertinent path
6 observe any policy of an electronic procedure, in a case
7 where, at the validity authentication step, the policy is
8 described in the validity authentication request, the
9 pertinent public key certificate or any public key
10 certificate included in the pertinent path, although the
11 path corresponding to the validity authentication request
12 is registered as the wvalid path; and

13 step of judging the pertinent path as a valid path in

14 a case where the policy is observed.

1 6. A method for authenticating validity of a public
2 key certificate as defined in claim 3, wherein the path
3 registration step comprises:

4 step of searching for each path which extends from a
5 trust anchor certificate authority to a certificate

& authority that issues an end entity certificate;

7 step of acquiring and validating a certificate

8 revocation list which concerns the end entity certificate,
9 and which is issued by the certificate authority that issues
10 the pertinent end entity certificate; and

11 step of registering the certificate revocation list

48



12

together with a validation result thereof.

7. A method for authenticating validity of a public
key certificate as defined in c¢laim 6, wherein:

in a case where, at the validity authentication step,
the path corresponding to the validity authentication
request is registered as the valid path in the database,
it is authenticated without validating the certificate
revocation list that the pertinent public key certificate

is not revoked.

49



