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communi cati on device. The nessage is received at the host

BACKGROUND OF THE INVENTION
Field of the Invention |
The present invention relates generally to secure electronic messaging and in
particular to an advz;nced system and method of exchanging secure e-mail messages between
a host system and a mobile communications device (“mobile device”) via a wireless

communications network operable with the mobile device.

Description of the Related Art

There are many known solutions for exchanging information between host systems
and mobile devices. However, these systems tend to follow simple encoding methods for
delivering a shortened version of the original message to the mobile device, especially when
dealing with authentication and/or encryption. This limits the use of mobile devices in

dealing with such messages.



system from a nessage sender. There is a determ nation as to whether any of
the nmessage receivers has a corresponding w rel ess nobile comuni cation
devi ce. PWD oeactsosressage receiver that has a correspondi gTiGARbesSs nobil e
comuni cation device, the nessage is processed so as to nodify the nessage
W th respect to encryption and/or authentication. The processed nessage is
transni t Semimary a wirel ess nobil e comuni cation device that corresponds to
t he message receiver: The system and net hod nmay include post-processing
nmessages sent Infacopndanoaiwithl the teachingsi orevidedrherain, catyblomsand endthod aropravidedot e
system Authentication and/or encryption message processing is perforned
upon t heforgssppeessifgenpypted sudor signed anpesagesyattahtmst $ystemslafiore tlier mesgigetihe
renote systemto one or nore receivers. BRI EF DESCRI PTI ON OF THE DRAW NGS
Fig. 1 i sgragniittatio awiagesannobiiovbmguainatonalevicewlsd massagenis recoivedattthé hoshi ch a

nmobil e device may be used. Fig. 2 is an illustration of the main types of
e-mai | exghangom 4 hrbsags sendetTTheteyis usdetbrminatiaryas 1o wikeher mhyeofiht meBsage 3 is
bl ock diagramillustrating of the main conponents of a system supporting

both  segiteRer hs UNEREMPRERE Wirdlese 6dbild gommuhicgtiont devicea Birogikh dicagiwam whi ch
illustrates received encrypted nessage size reduction. Fig. 5 is a block
di agr am iddetyst ft A0 a I BEBIPHRUnS WERREs FRSEAYEmfmARaIR0URIdeOthe Hes¥ige(id/ 101605
PCT/ CA02/ 00889 Fig. 6 is a block diagramof a systemin which the size of

a si gned JARSSBPSo hStomdHiG sk mbRSRyi rebRbObMRkMibrSinaloe duthéntivatiab IThe
devi ce. lgl g. 7 is a block diagramillustrati ng secure nessage size

reductio réggﬁfgclﬁeﬁsgevqg rdiERRREC! RatkiRRSs Hesee RemmBhiBsioANdeikie i gned.

Fig. 8 lagram il lustrating secure nessage size reduction for a
recei ved corresponds to the message receiver.

f

The system and method may include post—proceséing messages sent from a wireless
mobile communications device to a remote system. Authentication and/or encryption
message processing is performed upon the message. The processed message may then be

sent through the remote system to one or more receivers.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing an overview of an environment in which a mobile

device may be used.

Fig. 2 is an illustration of the main types of e-mail exchanges that are commonly used

today in the Internet.

Fig. 3 is block diagram illustrating of the main components of a system supporting both

secure and unsecure e-mail exchanges.
Fig. 4 is a block diagram which illustrates received encrypted message size reduction.

Fig. 5 is a block diagram illustrating received signed message size reduction.
2



nessage that has been signed and then encrypted. Fig. 9 is a block diagram
showi ng an encrypted nessage pre-processing system Fig. 10 is a block

di agram owoa2a0gned nessage pre-processing system Fig. 1PCraAsnioossek
diagramillustrating secure message pre-processing for a received nessage
that has been encrypted and then signed. Fig. 12 is a block diagram

il lustrating &ebriea blosk diperapr @f-ap?y@@@s@lvﬁ‘gc}f@? sige pha gigpesmessessdagFdutsdat has
been signed and then encrypted. Figs. 13 and 14 show a flow chart

i 11 ust r attiaseg cm infiotrhasidnfstorednt e mpbde desideng si gned, encrypted or signed and
encrypted nessages before sending themto a nobile device. Fig. 15 is a

flow chart of ”59} hgg}%%rdé% 1.{1’|Ee ﬁ%ké&&eéﬁ%&é}eﬁh ?é?lﬁ o‘ﬁti%fi adckiddaen

si gned rressag ‘sent Is a ow chart of a

met hod faqr Si gned and t hen encrypt ed nessages
sent fr or‘ﬁfles %Ehal%%&g(%’?%e Jnx%ﬁqgﬂgd bl ock di agram of an exenpl ary

W rel ess communi cati on devi ce that could be used with the systens and

met hods descr iFip® Iex blavk dagysn illGtatiay d@umr medshgre kizel relyetionsiot @piectivady
processi ng of nessages involving a nobile device. 3 WD 02/ 101605

PCT/ CA02/a&888 thathap be2fsipsedanbtiealendiyptgd.am showi ng an exanpl e conmmuni cati on
system Fig. 21 is a block di agram of an alternative exanple comuni cation

system Fig. .S |l ock d gram of an ni cation
system DETAIPZ 1&@@%8’? g uplﬁlgla?l cw%ﬁiﬁéelygﬁ%tﬁ%%%g )gglwe mai |
security methods in a wrel ess environment is desired for a richer and °
secure e-mai | Rexperd £bloek diagramioé a signqaioneskazepseproodssiag systdm.| e devi ce

accessing data stored at or associated with his corporate enterprise's
conput er

Fig. 11 is a block diagram illustrating secure message pre-processing for a received

message that has been encrypted and then signed.

Fig. 12 is a block diagram illustrating secure message pre-processihg for a received

message that has been signed and then encrypted.

Figs. 13 and 14 show a flow chart illustrating a method for pre-processing signed,

encrypted or signed and encrypted messages before sending them to a mobile device.

Fig. 15 is a flow chart of a method for post-processing signed or encrypted and then

signed messages sent from a mobile device.

Fig. 16 is a flow chart of a method for post-processing encrypted or signed and then

encrypted messages sent from a mobile device.

Fig. 17 is a block diagram of an exemplary wireless communication device that could

be used with the systems and methods described herein.

Figs. 18 and 19 are block diagrams depicting processing of messages involving a

mobile device.



system The systens and net hods described herein all ow secure nessagi ng

nmet hodol ogies to be used, for exanple, between corporate users and nobile
devi ces. Wbhiog/10®8t endi ng' of corporate e-nmail mail boxes tPaTrRlEssdevi ces
has been nade possible by the related United States Patent 6,219, 694,
titled "System and Method for Pushing Information froma Host = Systemto a
Mobi | e Dat a CBign2fhis e&lack diapeap thewHp AN sHaaPISRIEYNICAIOBSyHefc Addr ess, "

i ssued on April 4, 2001 (hereinafter referred to as the "'694 Patent"),

whi ch i s i ncoFigo2lais edldck diagtam efranjattemgtivigexanple ggmmanisptionsesterBy usi ng such a
system as described in the 694 Patent, “Internet' comunicable or
formatted e- nEig 22iay bheksiagtanoef apotdhbealtetnativandsinineundeatipe systern — t her eby
provide richer and farther reaching security that extends what is avail able
in the nobile comunications industry today. In previous wireless e-mail
solutions, the ability to adequately support security between different

cor por at IDEATATWED DESCRIDTEONMI e. Wth the rise of secure e-mail between both
corporate and private users, like the SSM M and PGP standards, nobile
devi ce suppor BuppRktingU SIMBMEUIRGEE afi btherelehndb sequrilpsinethods As aiswicbléss this
application, the term"host system refers to one or nore conputers at,

W th or icRvigmeRei RldefitdWor A rithtr GRA Sectie ©InaB SxFepidhizefof @lel OfforfO BRE oL Br
system (hereinafter referred to as the "wirel ess connector”) is operating.

I'n an enghiiBRBYice 443655t Thta RPNk BssBeiat® WHB hisCRRTUAE EntérgAEY Nébniutddi N a
corporate network environnment operating behind an 4 WD 02/101605

PCT/ CAO 2@8@%9%%@&% LEImBMoA! deb§RRYE hQBR A6 YEdY mbdsh@NPInbthoddI6zidiast

system i enents ‘a W rel ess connector system as an associ ated w rel ess

communi caf.i (e @p@?%,ﬁcgg%p %ﬁg%@%gﬁmtmg&b all n&o_bﬁefdaﬁkéfsy TRE ‘BxtSRfidghare

program application to work with at |east one or nore

eSS a0l NGoBENCE Sl SHflhoRS BufhfE licdPtE0 B mAte doditiS LPUE RARMURRE

wirel ess.” “connhec system or ware programis use
user - sel gt edyi nf tioQnN.. ¥ bj | & j i i.rekes K.
A er nat 1Ry PUR S SRt SR RS 36 pbRgah AR MG

al'so run rgyrs]t%mwlot Q il\?obé}le B4R %O%m?un?c%&!)r'i YLD tHanﬁ'%ng (\Stngrgd tﬁeétr%ﬁl%l AdER

issued on April 4, 2001 (hereinafter referred to as the “’694 Patent”), which is incorporated in
its entirety herein by reference. By using such a system as described in the ‘694 Patent,
‘Internet’ communicable or formatted e-mail may be sent or pushed to mobile devices to
thereby provide richer and farther reaching security that extends what is available in the
- mobile communications industry today. In previous wireless e-mail solutions, the ability to
adequately support sécurity between different corporations was not possible. With the rise of
secure e-mail between both corporate and private users, like the S/MIME and PGP standards,
mobile device support for such secure e-mail methods is desired.
As used in this application, the term “host system” refers to one or more computers at,
with or in association with which a wireless communications connector system (hereinafter
referred to as the “wireless connector”) is operating. In an embodiment, the host system is a

server computer running within a corporate network environment operating behind and
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network ("LAN'), or could be any other systemthat is in conmmunication with
a user's PC. Thus, a wireless connector systemor software program may be
server - bawed2a016PC- based, such that the host system nmay PETA A0S
conputer, a desktop conputer or a |aptop conputer. A wreless connector
system operating at a host systemenables the user of a nobile device to
send or proteased byvatdeaat anierseduaits fireaviallo ke host syséimnimplemended wirtless apanextart ens or
parts of data itens fromthe host systemto the user's nobile device upon
det ect i ngystératas amessociated mareless caggreunicegiosy enbingasnpooe; whidh wilh notellyr ocess
of sending data itens to the user's nobile device, there is special
processi ibg peoftwirnesgogihalapplivatibcompoactuippivrid wrkShivh ME least B&E or enarey pt ed
nmessages. For one skilled in the art of SSMME it is well known that the
size of ReRsapirggbareers,csudhids MEssRGE" Exchinge dirahidtié Cidntiyo ™0 C ITha Seiieledsen

S/M ME algorithns are applied to the nessage. By applying advanced
filteringondeRtodkgsdh sAEdfMAraRdgiintis REQICOSEhdEhd Bdtitd\BeRER R nfolhigtiodser can
still receive such data itens on a nobile device. In sone situations, the

user can havsotil!devie®id 8 wiRlesd neetMMAIBIMAGRES itOhdit A8REH el bR uskrisect t he
host systemas to which procedures it should performon a nessage. \Wen

Wi rel ess ReG6S 8 faﬁtoﬁqjmgls@trﬁnrﬁl%]@itﬁiﬂra SorpB it leRvitileaecdiRsctRe RMod latqat ed at

the host system for exanple en the host system detects the occurrence

of a tri gERFIRGFTONEN! or coultey totﬁe)f%g&éﬂl HRP ACHK PP REGIV G it HRSGARS 1N @
manner that 1s transparent to the nobile 5 W 02/101605 PCT/ CAO2/ 00889

device, sgL hf%vhjefégsoidgiﬁ&%tﬁgﬁg&@ﬁtortsgft@% Sl{rggg%\vrg% gé’n frgb?-bg&lai dgq?@-ﬁé’sle

e
appears simlar tot rmation as ccessi ble at ?’he host

system A Lr iﬂgagetﬁéc ggste%g@%elﬁlgy:cblédg%mg}%daﬁtgf‘ t adsiced {Bhphr ns o to%gr e of

the followng: a nre rom no evice or “ano onput er

to the hocst %estemto start sending one or nore nessages stored at the host
system SCPVELi on of a screen saver application at the host systemor a

comput er asS0cl At et dobi FulR She AL 5 nckl Sinehe Al b Qer 8 o SBARKA01 N0

device to send or mirror, via a wireless network, certain user-selected data items or parts of
data items from the host system to the user’s mobile device upon detecting that one or more
triggering events has occurred. In the process of sending data items to the user’s mobile
device, there is special processing performed that enables the support of S/MIMﬁ or PGP
encrypted messages. For one skilled in the art of S/MIME, it is well known that the size of
an original e-mail message can be dramatically increased when S/MIME algorithms are
applied to the message. By applying advanced filtering, re-organization and pre-processing
on the message, the user can still receive such data items on a mobile device. In some
situations, the user can have full control over S/MIME processing stages and can direct the
host system as to which procedures it should perform on a message.

When wireless access to corporate data for a mobile device has been activated at the

host system, for example when the host system detects the occurrence of a triggering event,

the host system repackages received messages in a manner that is transparent to the mobile
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may al so provide information about the nmessage, for exanple whether or not
the message was signed and whether or not the signature was verified. One
pr ef er r edwpepactéayyi ng nmet hod i ncludes wappi ng recei ved ®PeETEa®H0889 be
sent via the wireless network in an electronic envel ope that corresponds
to the wireless network address of the nobile device. Alternatively, other
r epackagieiicarse Hstiinfermation prat tsedl sRFeiYed: hyethe ynobilerfdevicecappeass sipwlar 1 the 1 pose
Transmi ssion Control Protocol over Internet Protocol (TCP/IP) w apping

t echni quénformagor ks sterpd ok sl argespibleras thetiogt systerm. Adsiggaringierens inghides, BBl ages
sent fromthe nobile device appearing to conme fromthe host system even

t hough t hetylimited tonpnd et mdre( ¢f, the folleyipg sie doramand saah frofy Baymehiletdseicedbi | e
device, thus enabling the nobile device user to appear to the intended
reci pi enafctherebmpitsr 1webs bepe system ostarbsedding ore or mom ghessagensioed adle bes. 1 n an
alternative system and nethod, a wireless connector systemoperates in

conj unct isgstenyi detivaaion ef wicieers saverapplieatintah ¢hesmstvgysteinsorpr apateneskotiotedet ect
nunerous event triggers over the network fromnmultiple user conputers
(such as wdtstké apst apsdem ot o aliditiow tprepeksding tiefhfecndtiontitself, ke vepackagiaga Local
Area Network (LAN). The server can detect internal event triggers from
each of i disefrodias kifotionpubiitbe Wesagd) €omneamplekwheiied of aot the Smessaget ect
external event triggers, such as nmessages or conmands fromthe users’

mobi | e dey4s GRfied andRvHeRBPONGR tHeQiafueCkis\@rifle® Ofie frbfefed iephdkgging metho@ ser ver
sends recei ved nessages to the proper nobile device. The nessages and

addr essi pgLhda QrippinORclifdd MeRidsi t6 WeakntMRithewirdlew ftwsRMnka Sécabsd at a
storage device at, coupled to or associated with the server or-at a 6 WO

02/ 10160%n5&?ﬁe0ﬁ@a%/ QRR35bna$t B AR vRYdsE EnctvorkC Q4dRERd of GO mBSIROGe@EEd Wi T h
the user's desktop or notebook conputer connected to the LAN. Using this

al ternat i Aﬁ%ﬁ%&&,&#{ﬁ% ;@%Fﬁ?@? mMHoRS 8Sd BRNURES WRh (BY SR, sEéHas §le¥fl-2

plurality of use native configuration could also include an

'522 er 265@55036 ‘rﬂh&ﬁ?ﬁ ﬁeéaﬁfoﬁipm&?gge& ﬂﬁ%@%&%&g@ﬁﬁ%ﬁaﬁiﬁ &mn%@a a

age or other user Intertace. he w rel ess “con or system

could be udff %p%gka%%ga&eilepatoﬁf &S resbifts’ 1ncg-lﬂgﬁq}{ésgfgres sent from the mobile device

appearing to come from the host system even though they are initiated (i.e., composed and

sent from) at the mobile device, thus enabling the mobile device user to appear to the
intended recipient(s) of his messages to use and have ia single e-mail address.

In an alternative system and method, a wireless connector system operates in
conjunction with a network server, and the server is programmed to detect numerous event
triggers over the network from multiple user computers (such as desktop and notebook
computers) coupled to the server via a Local Area Network (LAN). The server can detect
internal event triggers from each of the user desktop computers via the network, and can also
detect external event triggers, such as messages or commands from the users’ mobile devices.
In response to detecting one of these triggers, the server sends received messages to the
proper mobile device. The messages and addressing information for a particular mobile

device can be stored at a storage device at, coupled to or associated with the server or at a
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(I'SP) system and accessible only or also through an Internet interface. In
anot her configuration, a wireless connector system operates at both a host
system awo oatiomoiiser' s nobil e device. The user's nobil e @®ETI@®200830
operates simlarly to the host system and is configured in a simlar
fashion to send certain user-selected data itens from the nobile device to
t he host ssyageeduvicerat,pasplet lty ot @sseciated otithethe diesls deskiop vy nopbeokdedmamitdrng a
triggering event at the nobile device. This configuration provides two-way
sendi ng abnnectetiao nhet LAN. Hésingethis dltamatiestonfigwhtbon, and withlessnalondéotordgsteroe. Fi g.
1 is a block diagram show ng an overvi ew of an environnent in which a

mobi | e  daybaree aplyrdiey ofueels. Thie alsdendtive dorifigutalien esuld dsninelpe acineieettdrat
there could be many different topologies, but the one showmn in Fig. 1

hel ps dermmgit-Bised Rpsters Waitermhldbel abrkdible Shivayh heseciBphebpegd ofl othen ubdrg. 1, -
there is shown a corporate LAN 30 behind a security firewall 22 as an

i 1] ust r atiheradx arm WirflkssdofRidtor dYsters @6ME be hentd JAQst Infeyissk SBivide YRbEad:! Y
referred to herein as a corporate LAN or host |ocation. However, this does

not rest rag) s§dén BRFAccERBHM dnlor 1@ ThBEEH Y InRrft RGO fi ce, a hone office

or sone other”|ocation where 'e-nmail nessages are being exchanged. As
descri bed abowﬁaﬁ&ﬂﬁ RS Lurson! EiARYS &d}ﬁé&&c&yaan%ﬁ%égtappm% Hoff iy @Pm

conputer. Also shown is an e-nmail sender 10, “which could for exafnple be an

! ndi vi dual 1 g9 ARotiRRicRRe ot u?]e?’s (Sb?lg'?le%# P{eﬁ' oﬂﬁg&b%ﬁﬁﬁw host PErson
in 'the same conpany wthin another branch oftice; -or a user of an ASP

i . . . o . Wt hi h
(200 o AP B b5 A gl MG RIS 0o BT LESOALEORRS el Hit e

cor porate Ssa running on a I'nd t he
fi Il of t : [ hat t | Ny

R s R R R R T
SRR e i e i R TR

conmbn nessage,servers 4Q are M crosoft hange and Lotus Dom no
info: atlonebetween the host system anc(l) ﬁle mob'i:Ié (c:iev%ceg

Fig. 1 is a block diagram showing an overview of an environment in which a mobile

| device may be used. One skilled in the art can appreciate that there could be many different

topologies, but the one shown in Fig. 1 helps demonstrate how systems and methods may be
implemented.

In Fig. 1, there is shown a corporate LAN 30 behind a security firewall 22 as an
illustrative example of a central, server-based host system, typically referred to herein as a
corporate LAN or host location. However, this does not restrict the host location from Being
'a branch office, a home office or some other location where e-mail messages are being
exchanged. As described above, the host system‘ may instead be a desktop or laptop
computer. Also shown is an e-mail sender 10, which could for example be an individual
using an ISP account, a person within another company, a person in the same company

within another branch office, or a user of an ASP (application service provider).



server products. These servers are often used in conjunction with Internet
mail routers that typically use UN X-based Sendnail protocols to route and
deliver eweaknewdE mail. These internediate steps and co®omt@&yg/o0ush| be
dependent upon the specific type of nessage delivery nechanisns and
networ ks via which e-mail nessages are exchanged, but have not been shown
in Fig. 1 sin¥§thiththg carporate LAN:HXis laymeskagy serverotQe rinpinghen pperpirdghisd t he
systens and nethods described herein. A nessage server 40 may extend
beyond | tist firewnthif the eomppratjors titht acte aethe maip ingsrfacd i thy corpotatipu troexchangei ty as
dynam c dat abase storage engines that have predefined database formats for
dat a | i kelectbrda daaik , cateadingi &t , vaicksinail, slectrong- dedumeatsd andl @thenmatsandl on.
Wthin this typical corporate environnent, a wreless connector system 45
as descrnforhtion ineihhyensdno @EEMdyta lwdthap@Ab2® whiclcwoyld npidain beilteHntehet. nessage
server 40. The wreless connector system 45 may reside on the sane

conput er B bihhe IRSE 0GBMEL Meedagd Servdibit0 atdMicrosofBichangeamdi Iivaseddmind he
Wi rel ess connector system 45 and the nessage server 40 are designed to

CO- oper atsBryvainstoliti Blidse bdtvath hiRVbfieh @sdalis Roijgn@foni wittoInkeitdt @iniltroutsislahdte
devices 100. In such an installation, the wirel ess connector system45 is

pr ef er ablyycaRf i unek-bRed SeREAANb0EAN Autriill dReCabdicdRhARl TEGEPOr at e
information for each user that has a nobile device 100 through the

cor por at gndi e |ste§§ and IcBmPButéfis FHIEES dBRMGH: Kapoh And RFeckiRefyps ofhéskaze device
100. The wreless connector system 45 preferably enpl oys a " push-based

t echni qu&ey;, n&%&nﬁ%ﬁsﬁﬁﬁq nebRRVig Whid e -2 T RS QBN 8k DandiehiR Bhvs ot hat

any e-mail sy temin ng a nessage server 40 could be extended. The
e o bRt Y D P o & SO R
510t ChASRRIGEOREL Kok, B PSSk SR e
oS B PR P GRE SR 400 e, SR 01
Patent: L{)r}iec}e?igeds tdg}agésse formats for data like calendars, todo lists, task lists, e-mail and
documentation.

Within this typical corporate environment, a wireleéss connector system 45 as
described briefly above may be operable in conjunction with the message server 40. The
wireless connector system 45 may reside on the same computer as the message server 40, but
this is not a requirement. The wireless connector system 45 and the message server 40 are
designed to co-operate and interact to allow the pushing §f information to mobile devices
100. In such an installation, the wireless connector system 45 is-preferably configured to
send confidential and non-confidential corporate information for each user that has a mobile
device 100 through the corporate firewall 22, via a wireless network, to the user’s mobile
device 100. The wireless connector system 45 preferably employs a ‘push-based’ technique,

a ‘pull-based’ technique or some combination thereof so that any e-mail system including a

message server 40 could be extended. The user’s mobile device 100 thereby has access to
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Pat ent Applications S/ N 09/401, 868, S/ N 09/545,963, S/ N 09/528,495, S/ N

09/ 545,962, and S/ N 09/649, 755. The conpl ete di sclosure of each of these
appl i cat iwo2/10we3 udi ng drawi ngs and clains, is hereby i Rcar@oeaossd into
this application by reference. This push technique uses a wreless
friendly encodi ng, conpression and encryption technique to deliver all

i nf or mat istoredtmessage bf the mdesagceervet.hAlhaigh gt systednyis nottdimeitdhsplelhe orgiany
firewall 22 to include the nobile devices 100. As shown in Fig. 1, there
ar e nmany badetietenkatiques a padrd dethided dpedripking of mifcbranedirestion eystem mplpibk dowtdvince 100
fromthe corporate network 30. One possible transfer path for getting

i nf or mat itgNatiove acforRhédde’ 604 Parat 4ndlidGhe fhlloetiipsadpdndingr aidcdmenlg@enedn,. is

t hrough a physical connection 50 such as a serial port, using an interface
or conneqied Sutes Hitdht PaplicatiBys, B of Whikth ute felitedepsahep t694 Ratenb Wikited Statasmat i on
updates often perfornmed at initialization of the systemor periodically .
when a usBfenPhpiliciRbs NARYA0T 864, GINI09/545/063 TN ALY/ 523dOS K3/N0XNSAB6R &ind SYst em
with the LAN 38, such as the host conputer system 35. Although only one

deskt op IQMOK4E55Y The Bdrdslete HisldONE of Backiod thebe apfiRaons kintlh@idg dfwide art

wi |l appreciate that a LANw Il typically contain many desktop, notebook
and | apt 4 f GhisehisBhAQdof 8Y réfRicAcS X Thig pas Wttidiq@ nobi | e
device 1 gdﬁgﬁggégﬁl%%be‘far??&arsﬁg W rsreﬁﬁgss (r)let gvér ks.CAs sh%vvn inrjli:kllg. 1,

this could.dgup V15! 8uing, " bih it SIS HUOH KecnhidiNlo GOMeeTan75, i f
avai | abl euq?gngt‘ﬁ%é{%%tafﬁé?fg?é%%g’tch#lgtegsﬁ a tragiuﬁllbonal CW1 e A(\)rea Netav\ork
(WAN) connect | L, L&) S L 'gﬁsf-@‘gﬂﬁtgr-ﬁ&% to one
or nore lgmo%#g)gégggfov%%égdl%ﬂgﬁgggg& ygﬁgﬁ#q%ﬁhg'fﬁﬁgbc ngep% of 6114Wrel ess
VPN route 75@%‘68 n%\évs'i the wireless industry and inplies that a VPN
connect i oft €8 eB’é established directly through 9} WO 02/101605

PCT/ CA02/ 00889 iic wirel 110 i el i.ce 100.

The possi bi 1 13 SP Barrieaiirel Be e blalEhtioe ghelyof b EmaRl 65 | 20
i I abl | d | junction with a.stati '

Cehems. . oo, e d o0 i sobesiHE o kb el e BT i oo

information to a mobile device 100, discussed later in this section, is through a physical

connection 50 such as a serial port, using an interface or connector 65. This path may be
useful for example for bulk information updates often performed at initialization of the
system or periodically when a user of a mobile device 100 is working at a desktop computer
system with the LAN 30, such as the host computer system 35. Although only one desktop
computer system 35 is shown in Fig. 1, those skilled in the art will appreciate that a LAN will
typically contain many desktop, notebook and laptop computer systems.

Another method for data exchange with a mobile device 100 is over-the-air using
wireless networks. As shown in Fig: 1, this could involve a Wireless Virtual Private Network
(VPN) router 75, if available in the network 30, or through a traditional Wide Area Network
(WAN) connection to a wireless gateway 85 that provides an interface to one or more
wireless networks such as 105 and 110. The concept of a Wireless VPN router 75 is new in

the wireless industry and implies that a VPN connection could be established directly through

'
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wirel ess network in which the new I P Version 6 (IPV6) woul d provi de enough
| P addresses to dedicate an I P address to every nobile device 100 and thus
make it pooIRhd®0s 0 push information to a nobile device POU/Gt02@0889t1 ne. A
prirmary advantage of using a wireless VPN router 75 is that it could be an
of f-the-shel f VPN conponent, which would not require a separate wreless
gat eway 85peciiopiclessrmatiark dH) taouwitelens Sevird kel yThe pessbilftgmf pringp Wisskgss

Dat agram Protocol (UDP)/IP connection to deliver nessages directly to a
nobi | e dAPNCES ha@r hasfondy mecently dbsen avRilabioandsonldbe avesliih sbijenctiphwitha statink to a
WAN 20, normally the Internet, 1is a comonly used connection nechani sm

For one aHdrbdsig schethéie Far texafipley a sliekss nattvordkr dsh astiHE qoakdhbd er TRHbhseder i ng
wirel ess datagranms to nobile devices 100 is well known. To handle the

addr essi Rgreteks hét@otkini widcidde nee IR Merstonds ARY6ptvbld prevddd enedgh I alkifeasss
functions, a wireless gateway 85 is preferably used. The w rel ess gateway
85 may a6 Gedlede nii PeaddresD st everk @lopile AedivO 160 bl thud Gk rig passiplev@npusker and
track users as they roam between countries or networks. In wreless

net wor ks j$fdfiatids td Aneiik deOfe 10B S5 AGLEmAr & HdhirR|ddyariglel of eisiag af wirded from
nmobi | e devices 100 via RF transm ssions between base stations (not shown)

and nobi KepN AR o83 A0t codlBR ShPMhelsRelFVEN cdmbnedt, %RHAAGHRAU fot #&juire gESSage

15 leaving the-e-mai|l sender 10, |ocated sonewhere on the WAN 20. This
message Js%a!ra?e wﬁleie)és zﬂe&i}ﬁ'&‘f:l Ka7PNRChnEEYonUS&Id okl fﬁ’s@la Fermb er k!
Transf er ot ocol RFC822 headers and M ME body parts to define the

f ormat of I one in
the art DY 'ﬂ?fsdt%%@ﬁ?@%r EE SARERor DR AHeSas il s“?é”‘%b*%%%iﬁ’ge

40 and is Tor Q/ﬁgle%yﬂgl‘@?? hsvﬂoli g&aﬂﬁﬁeﬁﬂ%ﬁl&% d ormita K?‘A cat dev' ce

100. As this a e nessage Is re- enve ope at 80

and a compt gz3) uﬂglzyatgg%g@%r AR 0T /U GRAe s BRI hideRse ARWYRL

02/ 101605 d or gi nal rressage IS way, massagﬁs
100 t
Dol 10 " 38 T R B L B g 58 AT RAL SN, g e

the addressing of the mobile device 100 and any other required interface functions, a wireless

gateway 85 is preferably used. The wireless gateway 85 may also determine a most likely
network for locating a given user and track users as they roam between countries or networks.
In wireless networks such as 110 and 105, messages are normally deliv&ed to and from
mobile devices 100 via RF transmissions betvyeen base stations (not shown) and mobile
_ devices 100.

Also shown in Fig. 1 is a composed e-mail message 15 leaving the e-mail sender 10,
located somewhere on the WAN 20. This message 15 is fully in the clear.and may use
traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and MIME body parts to
define the format of the mail message.A These techniques are all well known to one in the art.
In this environmeht, the message 15 arrives to the message sérver 40 and is forwarded by the
wireless connector system 45 to a mobile device 100. As this takes place, the message is re-

enveloped as indicated at 80 and a compression and encryption algorithm can be applied to
10 |



exchanged between the system 45 and the nobile device 100 preferably use
this nessage repackagi ng technique. Another goal of this outer envel ope
(al thoughwoop/1omeuii red) is to maintain at |east sone of tha/@ddoesssi ng
information of the original nmessage 15. This allows reply nessages to
reach the appropriate destination, and it allows the "from field to
reflect id@iginalaicksapel d5.ehsthisf wayh enensapésl teirgevadcen ths endbile dbécd 1@ndre nomi | box
account at his desktop conputer system 35. Using the user's desktop
conput er 1&Y Sécafd BedlPlalling dne6ss tHerdeskibhéompuddisyerd 651 Pecférdiily 2dll mesagehe
received nessage to appear as though the nmessage originated fromthe
user's elegeah il KetWedn! thOXysaGE a5 ihd ke Moildl@skideOrD0CREMPIAbET uss)hik @massiger at her
than the nobrle device 100. Turning back to the physical connection 50 to
the nobi | g deMiferediBtue! hAStER THIBCH BB o dhvalbpe (oMYA Gv@RtaAgRSof Or
enabl i ng one-ti1me data exchange of large itens. For those skilled in the

art of P%ﬁ?ﬁ?ﬁglat [ gishat ofe a8dr8Ring A5 bn 30 thebfathaPiB&AEeOTY, ZIid Qdws

Per sonal rmati on Managenment (PIM data is conmonly exchanged over such

a connec trbﬁf mefsﬁ%es t%%@ﬁggﬁes %J iafdl deRatior; QA RCABHs iR ‘GROnPPRIOR feft&

i nterface "or confector as a cradle in or upon which the nobile

devi ce e Y i i of PIM
dat endte § ?ﬂ%ﬁ@gbae? D pEP BOAR et elebffortd By BRpalc ol TR
ransfer tao e hLke [devi Thi i e i al so be
Eﬁr ot he][COB’lﬁ’lu 65%%?“ F’%‘cl"ﬂsgé(%g‘% ‘fs?rgsng?‘“’g{r"?id%g%?fref asttegr?gec%ﬁlﬁ %é%esggrfg@ﬂle
ereinafter, referr Q "priyate ! C I j user's
privat e g, e 10 s i T RRREE) RipaBitd® igf gy, SRR
rtificate (Cert) .and any.chai ned i nd CRL(S [ro 'S
deskt op E}ieé}sers{/esl‘fcméxaﬂ%mf ﬁcé:oml}ggius géslli‘g% ﬁogjpaéﬂi)’yé IeenfLﬁo .aﬂigﬁérﬁrg%’ Snple, a
private key eﬁ% ,bel enerated by collecting cursor position informtion
32; Ilglgof%:?c_” C\Z’S%/ ‘nouse or other input device coupled to the 11 WO
)2/ 00889 = c uter system 35 The iva may then b
| oaded onto t HErHBHPIK 1ok Fg‘é!ng‘iééﬁom’teﬁ‘i‘ t°tWM§4°¥§FH§%Eﬁgﬁ?q%?Pq§o ang
the interface or connector 65. . . )
path offers many advantages for enabling one-time data exchange of large items. For those

skilled in the art of Personal Digital Assistants (PDAs) and data synchronization, Personal
Information Management (PIM) data is commonly exchanged over such a connection, for
example a serial port connected to an appropriate interface or connector 65 such as a cradle in
or upon which the mobile device may be placed. When exchanged for the first time, the
amount of PIM data tends to be relatively large and requires a large bandwidth for transfer to
the mobile device 100. This physical connection 50 can also be for other purposes, including
transferring private security keys (hereinafter referred to as “private keys™) such as a mobile
device user’s private key used in processiﬁg S/MIME messages, a user’s digital Certificate
(Cert) and any chained Certs, and CRL(s) from the user’s desktop computer system 35 to the
user’s mobile device 100. For example, a private key may be generated by collecting cursor

position information while a user moves a mouse or other input device coupled to the

11



The private key exchange allows a user's desktop conmputer system 35 and
nobile device 100 to share at | east one personality and a nethod for
accessi ngweloz/1erses ypted mail. The user's desktop conput ePCT¥IH0v85 and
nobi | e device 100 can al so thereby share private keys and thus either the
host system 35 or bi,Le devi 1 o} IBSH s.addpessed
to the us& BV @'@{EDP’O?#'C ﬂn%ael %\g‘l}(e g%c%ﬁﬂttﬂ%lr B%Z()s%ﬁ&(;g&égtﬁput e?gg‘sntcg%ggﬁ. The
transfer of ris and CRLs avetr.s a. physi c ction 50 may be

desi rabl e ﬁ‘%ﬁ‘ﬁ}é"t PhREL °°F‘%e§£82§‘?1%“%g‘ﬁ? ar 5’€X§é’rrro°3’n e%g’? B?‘he data that is
required by a bil.e device, 100 for S/ M NVE GP._an |

security method8e PRV FEY F§°h8?§eeﬂ1%8’§ratu88¥ Sgeség’lp tcoﬁ’gtlegfs}hs\%? g’ﬁ%{iﬁ%ﬁ es a
user's Cert as_ well as ssibly other Certs to verify that the er'.s Cert
s aut henietice 10hia watpeltieest As RepRonat B A ey 4 Aichining Hrstipld it
recei ver of the nessage will also__typically obtain a Cert chain for the
si gni ng CEbe U stdeektpRCmRYEET SRR &7 ?‘%/‘{/)mf’}?féﬁ‘}é@’%h%ﬁalﬁo er Wé%ﬁé’lnﬁat&/as
signed by the next Cert in the chain, until _a, Cer@ is found that was signed
by a rootkepednd thppeithsr the hostystem e, mpRilerfleyice 1P GImProgyss &BIR P48y
Server (PKS) associated wth a Certificate Authority (CA) such_as

Ver i si gnThddiessehtte st Tuor's clecaquippmaibop aeqeuntprodaskam CORBHpaSER ?f’a] tHe area
of public key cryptography. Once such a root Cert is found, a signature
can be t r usmnsfe; ofSiams @nt &Rh.s olver syetha physipabicanaecsion 8P mawﬁtdeﬁuﬁélegﬁﬁhﬂg@%f t he
root Cert. It should be appreciated that the user's own Cert or Cert chain,
as wel | agseprhsaea lage amount of teedats thakis rhguited & cdmebiteodeaicadif ifer ¥MIME 100
froma the user's desktop conputer system |If the user's Cert or Cert
chain i s @GRambbhéepubicikey stOBity tiethods.t AcEert heofteanpart of a Cedighriandich| ong
W th any secure nessages co’rrposed on the nobile device 100 so that each
reci pi ent ifielidey @fikdrls Gert aswedl =8 podsibly athertQeets @everrify thagbahseds Cen achntipntic her
user's Certs and onto a nobile device 100 is to allow a nobil e device user
to sel ect Whilekerfiinptthe sighitutesar 5 sighédmeksage, thdhepeinirgift thb encesagh aviljiakeg
secure nmessages, and to pre-load the bulky information onto the 12 . WO
02/ 101605 HEEHIGAMLiNRBREA chimaFor the sigiing Ceft O tHehnessaph and péiify ittea bachaPareiot | on

i nstead of over the air, thus saving tinme and

the chain was signed by the next Cert in the chain, until a Cert is found that was signed by a

root Cert from a trusted source, perhaps from a large Public Key Server (PKS) assoc':iated
with a Certificate Authority (CA) such as Verisign™ or Entrust™ for example, both
prominent "companies iﬁ the area of public key cryptography. Oncg such a root Cert is found,
a signature can be trusted, since both the sender and receiver trust the source of the root Cert.
It should be appreciated that the user’s own Cert or Cert chain, as well as those for
other users, may be loaded onto a mobile device 100 from a the user’s desktop computer
system. If the user’s Cert or Cert chain is on a mobile device 100, then it can be sent to
recipients along with any secure messages composed on the mobile device 100 so that each
recipient can verify a trust status of the Cert. A goal of loading other user’s Certs and onto a
mobile device 100 is to auow a mobile device user to select other entities or users with whom,

they might be exchanging secure messages, and to pre-load the bulky information onto the
12



wi rel ess bandwi dth when a secure nessage is received fromor to be sent to
such other users. Bulky information is generally any el ectronic data that
has | ar gewbykaosbzes. Loading of CRLs on a nobil e devi cePeayCAakmassal | ow a
nobi |l e device to determne the status of a received Cert. Referring again
to Fig. 1, there is normally a series of connections to wireless networks
110 and hikbile AsvienH0stkiobtled physicahenasdtionidstead ebalict the afrpthecsating tinfehase
connections could include for exanple Integrated Services Digital Network
(1SDN), FRyirdess Beldaydthivhdd a se@araekigensredsvatiréther TR/ seft tp sadhastiodr usgad

t hroughout the Internet. These networks could represent distinct, unique

and unr elmfigdnfehesmds ﬁe&fautj hgy cle@ittind daeRthadeNlardeGteshits. DOIdMRIOf CRIB
different countries. e term"wireless network"” is neant to i ncl ude

di f f er entoptaiesle Abvicd @by REK Bllow DRbbTH REick 't dddétnind thd §t@ds & feddivedadedr, centri ¢
wi rel ess networks, (2) voice-centric wieless networks and (3) dual -node

net wor ks that ReARiUREAN o tFi’% hi,VRE€EisaEmAR} @ sefBITBE RbAREAGHISIONREledshe sane
or simlar physical base stations. The newest of these conbined networks

I ncl ude, o orasr?lm?fd idsmAgeslnet&a(eh)mttﬁeeam?erya &l&w'thésglcen&eﬁ&ﬁs
(CDVA) networ (2) thée Goupe Special Mbile or the d obal System for

Mobi | Gl RS),
bot h deveriael Gl 1f Rl Mt ST D %’5 %@é‘?&sﬁﬁﬁ’ R RULG B (67T

t hi rd- t

Evol ut P o CPREKE & L‘sf’ﬁ R IERE Skt Frl B uE by e?o’ﬁ%sé%w%%mrrS) |
S 1 S PR A o PR S G
oo o e ] LA UL 5.0 i i )
%mhfiﬁiﬁkésé@%ﬁ@%%}‘ lﬁ'aa%a%?k@ %%%ﬁ%'éﬁmné@%m‘é?ﬁqrﬁ% 3 e

Mul tiple Access %tems 02/ 101605 PCT/ CAQ2/ 00889 T){{enl ng now
P Fi b, 2 cHY B AnA] (ARG SO or e DAL (RS BFhoYCieh FrdyeRanges.

communications over the same or similar physical base stations. The newest of these

combined networks include, but are not limited to (1) the Code Division Multiﬁle Access
(CDMA) network, (2) the Groupe Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS), both developed by
| the standards committee of CEPT, and (3) third-generation (3G) networks }ike Enhanced
Data rates for Global Evolution (EDGE) and Universal Mobile Telecommunications Systems
(UMTS). GPRS is a data overlay on top of the very popular GSM wireless network,
operating in virtually evéry country in Europe. Some older examples of data-centric network
include, but are not limited to: (1) the Mobitex™ Radio Network (“Mobitex”) and (2) the
DataTAC™ Radio Network (“DataTAC”). Examples of older voice-centric data networks
include Personal Communication Systems (PCS) networks like CDMA, GSM, Time Division

Multiple Access (TDMA) systems.
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that are comonly used today in the Internet, we first have a nornal

exchange of e-mail nessages (nethod 1). In this scenario, an e-nmail is
constructwo madrwgs RFC822, RFC321 and M ME techni ques and Pda&lGAoenesso usi ng
standard SMIP nail| exchange protocols, as shown at 120. The e-mail is then

received and given to the addressed users, as indicated at 125. Such

nor mal e- mai | Taxdh@nge to Bigt Ypividel isyandbusgattonwitths maia typeso8 pynadrextiNgesuch as
30 (Fig. 1) located behind a security firewall 22, but not between

st and- al ohst ats evsmenly/ wsed usday Sn aire Intirhdtewe ifirst rhaveva riosmal Adxsimng® ofremhail used
are VPN links for inter-office nmessage exchange (nethod 2), for exanple
bet ween bmengdes Ohéthed®s). o this Scenaie af @Ay comtrdctsd usihg REC8120RBESRL ahd f er ent
conpani es that are working very ,closely together. Using this nethod, a -

| ower - | evigivisaedhhiquys ardiadeliested e adaidySMTP SR )extngd prouzel, 4sahewsaypt al |
dat a bei ng exchanged between the two VPN | ocations, as shown at 130. Wen

an encrypigd end@inhil iSthéLResivarhndlgivan 6Ohe Q8RR Bilrs, ¥ANISMEd &M25] SudtS
decrypted into plain text and routed to addressed users, at 135. E-nail

exchange RebWeemh didERments HPFRRNLIR 0N 8 combhaf oNBXR epRs 80 (Aight) vate
security schene is illustrafed i'n Fig. 2 as nmethod 3. In this scenario, a

protocol Juaky asnikd®: secﬁaf gggazalpéz,mo%a%ed @tﬁﬁdl.%g@héerymrpﬁse;sogrpl is

used to encrypt an e-nmm re it 1s sent, at . Once recelved, a
correspongli I ent decrypts the e-mail and presents the plain text
of the e-%gf?ﬁ%n{%k‘%?{ggr eci pient, at 145. Methods 4, 5, 6 and 7 shown in Fig.
2 relate to S/ I i fof er Liall /M ME. | n
ret hod 4, a sendbropaay SRR TeRGPlo indt ¥ Bbkegt Bl rBhp AR M.

di gest usin he sender' jya e h t | Qesh. for
exanpl e b@‘agg%eesgwgﬁl rfn%lefgéﬁc‘f?smgﬁéhléa%j&’ﬁg%ﬁn-%% M nalsgfﬂ?@mﬁggﬂ{ﬁ%glnéy bck

(CRC) or sone .otﬁrhgr pre .erabljé{ylonS - EWer s bl e 4oper %i ol osurglhvesé cauripash on
t he messafE PR M2 AFENENLE JHd EB]?’ PHFHCL o HEfRE B PREOt L OREHEA S v at e

:;ecyl-/ Clgg / %alélggglg Sggu%?ys EIPégc) %9 %Q %ge tE) %nér?;?t a?luc{agdoli)e%% ext 4an\é\g% ge%év%e%]tgg ?wo

VPN locations, as shown at 130. When an encrypted e-mail is received at a corresponding

VPN system, it is decrypted into plain text and routed to addressed users, at 135.

E-mail exchange between different companies or users that have adopted a private
security scheme is illustrated in Fig. 2 as method 3. In this scenario, a protocol such as PGP,
OpenPGP or some other less widely used protocol is used to ericrypt an e-mail before it is
sent, at 140. Once received, a corresponding mail agent decrypts the e-mail and presents the
plain text of the e-mail to the recipient, at 1435.

Methods 4, 5, 6 and 7 shown in Fig. 2 relate to S/MIME. The methods are all
different variations of S/MIME. In method 4, a sender takes a digest of an e-mail message
and signs the digest using the sender’s private key, as shown at 150. A digest may for
example be generated by performing a check-sum, Cyclic Redundancy Check (CRC) or some
other preferably non-reve?sible operation such as a hash on the message, and is then signed

by the sender using the sender’s private key. The signed digest is appended to the outgoing
14



nmessage, possibly along with the Cert of the sender, and possibly any
chained Certs and CRLs. The receiver of such a signed nessage al so takes a
di gest ofwDhe/1message, conpares this digest with the di gest/Gppeossed to
the nessage, retrieves the sender's public key, usually by extracting the
public key fromthe sender's Cert, and verifies the signature on the
appended mésgst possibbs along evitht the ertauf eh¢ sanierp fand Ipessitilyaay whatnedeCerfsi axdt | on
indicated at 155 in Fig. 2. If the nessage content has been changed since
it was siCried e tdeeivercstdach a bibtyd thdseage disgasiies a\didebt dithatinbds@feg Cdmptest he
signature on the digest wll not verify properly. This does not prevent
anyone f rBidgRet with thb @ige@ippdiided @fthd Messags ftdfres idlserdees peits ke @, dsikdlynessage
has. not been tanpered with since it was signed by the sender, and that the

message VRSefi@es iRy pitie kdyers@Antha Sehdeets (@dre chn@Nverifies e Sighatfre b Rl t he
message. The Cert, Cert chain and CRLs are used by a receiver to ensure

that the %ﬁé}%& ‘afze§ie rthebeS opeRdtiofls arke prt of R sigMAGOREifidAASH Balcal@ @155 BV Oked

or expired, and tTusted. e conbination of "a digest generated at a sender
Wi th the psi OB feQled Bt BRTeed ShahYdl Gkl wiSlislt8H thosderdidh He! @l
signature. Hereinafter, references to ~digital sighatufes should therefore

be int . : i i - di : Bt S : j Met hod
e L0t er PRl ASklophed bR, (0GR SR iRy lpble TH @8Sho et hO

5 represents exchange o messages. I's et

v cal | kAR Sl ARLRE Ehius PARnt Rell B e e e BP0
(30ES) e BRI e S hne B YR Y54 i Bl e el g

: 1t
i nt ended er e nessa essi on key hcryption’i's often

acconpl i shed usi.n publi ¢_key_encryption algorith ch .as Rivest Shamr
Ade! man (rReRp S el aiee TR SER R Bieg e REISH el el O g )
encrypted versions.of the sessiqgn key,, is sent..tqQ each recejver. Each

Fecel ver WHLPY ErBRPT A EETY ot (8, Bl 5 g Vel o Bt tedld] B s peen
normal |y based on a Recipientlnfo summar f tthe receivers that, js

at t ached ’ie?SOkteﬁ or g gand thspdy WW% Ogﬁ‘r‘i‘geéhgeéwaéeﬁd’é&é? b¥ i’(‘ﬁ? key
using its private key, as indjcated at 165. Once the_session key is

decr ypt edsignagurg gn the digeptds typisally referred to as a digital signature. Hereinafter, references to

digital signatures should therefore be interpreted as including a digest and a signature of the
digest.

Method 5 represents exchange of S/MIME encrypted messages. In this method, a
one-time session key is generated, used to encrypt the body of a message, typically with a
symmetric cipher like Triple Data Encryption Standard (3DES). The session.key is then
encrypted using the public key of each intended receiver of the message, at 160. Session key
encryption is often accomplished using a public key encryption algorithm such as Rivest
Shanﬁr Adelman (RSA). The S/MIME message, including the encrypted message and all
encrypted versions of the session key, is sent to each receiver. Each receiver must then locate
its corresponding encrypted session key, normally based on a RecipientInfo summary of the
receivers that is attached to the message,‘and decrypt that particular encoded session key

using its private key, as indicated at 165. Once the session key is decrypted, it is used to
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WO 02/ 101605 PCT/ CA02/ 00889 decrypt the nessage body. An S/M ME nessage
may al so specify an encryption algorithm that nust be used to decrypt the
nmessage. Whiog/1owhbdrmation is normally placed in a header @®CT/aw28098) VE
message. Exchange of nessages that have been encrypted and then signed is
shown in Fig. 2 as nethod 6. According to this schene, the sender first
gener at edlegryphie mestage badyi. ofn REYIME aessagp ey tahse spesly apeengoyatjorafigonithmn
encrypts the session key with the public key of each receiver, as

descr i bedhaiastbe tied tadosept thelmeassagakBus mfatingden isgormélly plecsd dye heddacofudi ng
the encrypted session keys, and signs the digest using its private key to
gener at e aa SdMdMEanessagegnat ure, at 170. Each recei ver takes a digest of the
nmessage, conpares this digest with the digest in the digital signature
appended to t Exchmngs afyaessages tiachms bedneenspptidrand thenbsigned lsehowmindFig\asi f i es
the signature on the digest, as described above. The correct session key is
then | oqadteel 6nd Ateatiinptte dhinistienteh ¢her addr\fast genpraies af endkiye sadsiot fkey,hen

all ows the nessage body to be decrypted. Signature verification and
message dacypRithe meangd boldyngndt therd Bicdypi®iHaadssadnekeyswidhvthd publfit Gey f @hchl75. .
Method 7 in Fig. 2 illustrates exchangi ng nessages that have been signed

and then regiver yRtReoribld @b@ie! Athe SeRHRA tHE Gales aGRFRT 8f B nk¥sade SiBfld@ing the
substantially as descri bed above, at 180. This digital signature, as well

as possi kdn¥rypRe &L keys, &Rl kignEeHet di%gb@idaingrﬁ% phRdie AE@ t6ldenerdBPe g to the

out goi ng nmessage. A session key is then generated and is used to encrypt

the nessgagRnROY 17011 Blch dcefbORRIW dges AEseed, (BmPREs Hil@gesf RN HRSSI ON

key is encrypted wwth the public key of each receiver. The fesultant

SI'M ME rrecﬁ%ezgﬁpmigi%itm&gagmim\gﬁgea v&&lsqmss\égér, $tABs e &H&rﬁﬁgﬁﬁ@&gk% i's

transmtted to t recel ver. n a recerv recelrves suc nessage, .as

h t . . . , \ t | - >
shoun at <kifes e dltahurd ki She A86AYR 4l UEEREPIRYIcBGANELI RS 3588 On key

rypted session key I's then use ecrypt
(e e gt i oy B BSISBuRor upaP helieg>o

be decrypted. Signature verification and message decryption according to this method are
shown in Fig. 2 at 175.

Method 7 in Fig. 2 illustrates exchanging messages that have been signed and then
encrypted. A digital signature is generated by a sender substantially as described above, at
180. This digital signature, as well as possibly the sender’s Cert, Cert chain and CRLs are all
appended to the outgoing message. A session key is then generated and is used to encrypt the
message body, digital signature, and any Certs and CRLs. The session key is encrypted with
the public key ‘of each receiver. The resultant S/MIME message, including the encrypted
versions of the session key, is transmitted to the receiver. When a receiver receives such a .
message, as shown at 185, it must first decrypt its corresponding encrypted session key with
its private key. The decrypted session key is then used to decrypt the message body, digital
signature, and any Certs and CRLs of the message sender. - The digital signature can then be

verified as described above.
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16 WO 02/101605 PCT/ CA02/00889 Fig. 3 is block diagramillustrating
conponents of a system supporting both secure and unsecure e-nail
exchangeswoandoiéss usef ul in denonstrating sonme of the gen@CalCA02/00889
characteristics and functions of secure nessaging in contrast with standard
typically unsecure nessaging such as Internet-based e-mail. In Fig. 3, the
exanpl e cor poFgd 8 in@lask rdisgrasd) dlvanatingddmpanentsSefcal sdtane kyppokinig botaseedrebehi nd
respective security firewalls 22a and 22b. Al though users on networks 30a
and 30b, agdauBecase dapkl @RcHafFRULAd i§ YiftRNEn Jeaonstilling aothep bE ftiey abheyal

enabl ed for secure nessaging with other user systens on either of the

net wor ks chgraétesstics HRFundtidné off b8t nidedagink iDEIn@Wst withCofand &@ ty Siyisly @AEeciife! |
normal |y al so be able to communicate with unsecure systens, such as an
e-nai | seRdelinpatie s himdWbaRdthfaib-Tad, 358RRIMPIE co:PBfif RwetkiB0d anaessage
15 to a user on the LAN 30a, the nessage 15 traverses the WAN 20, which is

perhaps mpg§tOfthGB nbRrilsNb&kdI®ehin@Respb&ive 8&atYLewRlYs SRGnIRIS.agansRAVeEr 40a
in the LAN 30a. Since the e-mail nmesSage sendér 12 is unsecure, the e-nail

| LAN
message er!"B{-f kw30 80k lad B, %ﬁd’%ﬁ?és@feﬁl&&eh éd?no%llﬂﬁ gﬁ?ﬂ%%%ﬁéﬁﬂi \é%[jpfégfa

30a in the clear. Messagli ng between us L procéeds

somevx/nfat egial;li:c?fo? Eééu e méésﬁ%ﬁ%wpﬂ toﬁlepﬁste s{%%sadfxﬁitggxaaltﬁéjngt&&ﬁ ?lﬂ'fés@ﬁ@e'dmi !

conmuni cat 1 ons. ers sending e-nal rom L a to one or nore users on

LAN 30b | d Ly Kk 1. th e A

e-mail . m‘f‘ﬁgurgjéa‘g(rﬁlgt?ﬂg? f%’av@/t’l S1(§,*C-@1(r)r‘\1:;1¥'|mlt Q’%&n g a‘gﬁell,n%ﬁg?lﬁéﬁapegé%%@%%%ﬁ%?%r%tgs‘f{#sﬂte em 35a
referably sel ects, an,encod nmethod froma plurality of

for exampl e i

encodi ng unﬁ%f’%dgﬁt?m\s/ﬁfl Asap - ﬁg?etrzﬁﬁ?%[f jur poses i s assunmed to be signed

message ser verTgate Sraspuer (4 R SRR IS B b O OB R S
deskt op system.ar server, wll generate a digital _signature_ for the e-mail
g\; E s a]ge, I?ﬁéage e S{fﬂgs‘?sﬁg;m?% W@Fé} Faethees Hﬁ?h"g‘ag &esﬁ?’i?nfeﬁeaneiésr regdyed ang

35 asor or by tlele rsn?asnsalgeer selr\nar E1,03.e inotgé EX]I\IHS%a.WESsn?cae eé e-mail me%ssag;[a (s)é%ldecrol ilélhr?srecg e,St em

the e-mail message 15 would normally be transferred to the message server 40 on LAN 30a
in the clear.

Messaging between users on LANs 30a almd 30b proceeds somewhat differenﬂy, since
both networks are enabled for secure e-mail communications. Users sending e-mail from
LAN 30a to one or more users on LAN 30b would presumably know that they can use
S/MIME to secure the e-mail. The sender of an e-mail message, using desktop computer
system 35a for example, preferably selects an encoding method from a plurality of encoding
methods, which for illustrative purposes is assumed to be signed and then encrypted
S/MIME. The desktop computer system 35a or possibly the message server 40a, or more
likely software executing on either the desktop system or server, will generate a digital
signaﬁre for the e-mail message, and include the digital signature and possibly the Cert(s)

and CRLs for the sender in the outgoing message. The desktop computer system 35a or

server 40a will then generate a session key, encrypt the entire message, fetch (or retrieve) a
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server 40a wll then generate a session key, encrypt the entire nessage,
fetch (or retrieve) a 17 WD 02/101605 PCT/ CA02/ 00889 copy of the public
key for eaohznewes ver froma PKS 600 for exanple, and encrPgptCAROIsS2SSi ON
key for each receiver. A PKS 600 is preferably a server that is normally
associated with a CA fromwhich a Cert for an entity, including the
entity's doppbf the belylic keg f@\cach mbtdieer fioin aWPKS 60for edarpde) and encoype tislsedsiond i n
the art that the PKS could reside within a corporate firewall 22a, 22b, or

anywher e 1@ fbheackiddeRer. AIRKES 661 isqircfolablgra seetenaiak ist fvimuihassbdiabd wits sage
senders and receivers may establish communications with the PKS. It should

al so be cbyifRUBwhidRE Cert fORASRMEE, SRNME Beeitye publRORS Sidldikbil 1@yS! Yeet ch or
retrieve an intended receiver's public Kkey, for exanple where the

recei Ver' shyidak to Bfic RGN i6 the¥rt it Bler MO ¥o1R ¥Rl \ﬁ&l@a%bgb?&@ﬁl@%l%a, at the
sender system The resulting nessage that is transferred to the nessage

server 40pyvh e eehl 0w AN HO MhodS: A Rerlof: thhbugh A neRLE LB RA

S|gnature re atéd 1 nformation component 202, which —may I nclude the

sender’s f@ar Ecebxg?s thayf Qdbish (Rmudtiofd @b ﬁ'le FKSQ nﬁtsh'&ﬁ’d RS b BViYRIRY ATESSage

body portion 2 corresponding to the original e-mall nessage conposed at

t he deSktBQS%g}Vs%&géPfg%ﬁnot%ges%ﬁ Awa ?%&cﬁ@ﬁ{eﬁ&%@%%&éﬁe QedtRY e%ﬁﬁm The

corrponent S are encr pt ed usl ng € Sessli on ey, eas each

r ecei ver lggh%;)? ley'cﬁnLPlfee%h% B 3SR PR Bl ey 1 SESRRAE  SBlEBfLD o

above. chlar ‘secure sagi’n
bet ween t & ﬂ 30b, a secure nessage may contain dlfferent or
addltlondT 8 6&??% than those shown in Fig. 3, or the sane or simlar

t dif t | d
I b R A B L
f t th ft t t de f f
B S T
T e R DB e 20t 008, U S Bty Sl ItF oL oon

illustrates received encrypted nessage, sjize reduction.
body portion 204 corresponding to the otiginal e-mail message composed at the desktop

system 35a, and one or more encrypted session keys 206. The components 202 and 204 are
encrypted using the session key, whereas each receiver’rs puBlic key is used to encrypt the
session key, as descﬁbed above. Depending upon the particular secure messaging scheme in
place ‘between LANs 30a and 30b, a secure message may contain different or additional
components than those shown in Fig. 3, ér the same or similar components in a different
" order. Of course, a secure message 200 would also include at least one destination address
and possibly other header information that must be left in the clear to provide for routing of a
message to recipients. Since such additional and/or different message fields will be apparent
to those skilled in the art, they have not been explicitly shown in the drawings.
Fig. 4 is a block diagram which illustrates received encrypted message size reduction.
Reducing message size improves the processing and transmission of public-key encrypted

messages, via a wireless network, to mobile devices. The system shown in Fig. 4 includes an
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Reduci ng nessage si ze inproves the processing and transm ssion of
public-key encrypted nessages, via a wireless network, to nobile devices.
The syst ewodhowmsoin Fig. 4 includes an 18 WO 02/ 101605 PETTCA®2/0H3889
e-mai | message sender 402 enabled for secure e-nail nessagi ng, a WAN 404,
whi ch would in nost cases be the Internet, a corporate LAN 406 as an
exanpl e hoshil heeakt sdhdered0f ahebled for sgatewainil4iBsagingy\h VEANS®4whiel ioudl0, and
mobi | e devices 412 and 414. The exanple host locationin Fig. 4 is a

cor por at einliAfSt 4436s bo atie@res i daghodats BANY 406)asl dnl ku@ble HoSGocdtidn) NeAiEes a -
nmessage server 405, a desktop conputer system 407 and a wi rel ess connect or

syst em 40&teway0isNg wirdlesd AetFOHl] 410CAddoRobile! dbviced 4 BSar 14N B Xbh@fleHodul e of
the nmessage server 405. The operatlon of the systemshown in Fig. 4 will

be descrijpggioh Ft 2id a REpRNe PANMRS leéatéilrbehinhla%@étﬁﬁ M489 BhEinkRa¥hi ch an
e-mai |l message i s conposed at the secure e-mai |l sender 402 and sent to

users A :ﬂﬂleéa £aeRrabs, Bl F]{gmatlo"mgii by Gyiflash ngn%éltgr gysteﬂ;hﬂogas vel |

as a desktop onputer ‘syst e host location, 1.e. LAN 406, only

one of V‘h}uﬁﬁng on Siﬂ%\%j ndt®n %\t}@l"\@r Asrhn 1htggra 8 hdiiese T Jne ds(:é{:vel4 Q(? o?ﬁ‘géoses

an e-nmail age at east COITDI'I sing-a destination ESS an tronic

text destinehol o toS Rl RN B ks IS RAARL, iy b%lm_l, s | s

encrypt ed u5|ng I'me sessiofi” key ¢ e e- 402,
substanti .as _descri bed .above.. The e

esi on KOy RTRERRE AR EAEGar bruli Pl b e T BB PORRERE i T
have %egﬁewdsesfﬁtgvaeas Kﬁaﬁﬁaeacﬁeiwﬁé#%%icrf's% Rt Gpide Flalr gt & Wl Fi 2
operat o, | BiRED PREPHELDURR(OLA tFﬁefse&E%tmifeQﬂié{ R SREPI i3 § e Che
e fﬁzdf;%s:i%%oamgmaﬁnse e
in no way dependent upon a%%msartlcular nana ement schene at an e-nai

message SEWRREISINgG A Aesiaatipgoa %é%FIéCtFPé‘é“s% d%!me qsdaS%rav%@n@% Eniis pt ed.

message 418, and encrypted versions
example, the e-mail message is encrypted using a one-time session key chosen by the e-mail

sender 402, substantially as described above. The e-mail sender 402 then encrypts the
session key using the public key for each of the recipients of the e-mail, namely users A and
B. As was also described above, the public keys may have been retrieved from a local storage
area, a PKS resident within a network (not shown) in which the e-mail sender system 402 is .
configured to operate, or a PKS resident on the WAN 404 or other network with which the e-
mail sender 402 méy communicate. In this example, the location of the PKS and the location
of the public keys are not important. The éystem is in no way dependent upon any particular
key management scheme at an e-mail message sender such as 402.

A secure message 416, including the encrypted message 418, and encrypted versions
of the session key 420, 422 for all recipients, is sent through the WAN 404 to the recipients’
addresses on the message server 405. It should be appreciated that the message components

shown at 416 represent those components that are directly involved in the system. A message
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of the session key 420, 422 for all recipients, is sent through the WAN 404
to the recipients' addresses on the nessage server 405. It should be

appr eci atwo oehet60t he nessage conponents shown at 416 repP€ETAN020883 e
conponents that are directly involved in the'system A nessage 19 WO

02/ 101605 PCT/ CA02/ 00889 sent by an e-mail nessage sender such as 402 may
i ncl ude agff by enalmadbipSagNiadar suchas 40D IRYNaciude sddiéhabtordddnen®or g
included in a different order than shown, without affecting operations

associ at egbmpohénts Honas PEStaPbe inbRA&YiS taaiiferhRddr RRnNBS$R Gttt dfReeig/ed at
t he nessage server 405, possibly through one or nore further conputer

systens (mﬁauﬁh%%&m?éd\bﬂﬂﬁthﬁ%ﬁec{méy@{émand connected to the WAN 404, the
Wi rel ess. connector system 409 detects ‘the secure and encrypted nessage. The

system 409 al Sﬁhéiﬁih@rrﬂés&f‘gﬁ it Rabived® &f the AndBtbeBeRRY QO@%;»%@&M%&%%PQM &
devices 412, 414 to whi t he received secure nessage should be sent via

the W I el 58 Qb lpubCORt At Mor'soly & 1ASREE ca&dﬂea,ﬁ)é&& GedQOuoguses the

si ze of the nessage movi ng any encrypte sessi on keys that are not

needed by4(9ra3t% {Vﬂgﬂei\ée%ﬁéctwﬁfn el | Wbét@ téj | G8urd d rfgﬁlﬁéldl\ﬂ‘xé\@a ST ghf or

exanpl e i ncf cl pi ent st prOV| pas to

encrypt eq ygﬁgﬁaszld%lé%eé’ete%%ﬁnfe ?B?ﬁ&?s E\Qaﬁﬁ%’HaJeea%éo%gé&tmbﬂhetd%glﬁgfﬁt1&%14’Eo Bee

fields in messa ore tem

Reci pi entl gelegsecﬁ eenrlggls%%ﬁn\hulézﬁe se?{:\%}iﬁtvﬁgele ggéwge key shoul d be sent

to each rg0|p|e own i ects the received

bot h users ified.copy o

nmessage 416 addre t n of
The: mossage 4TeepREp iy spo thﬁﬁ%ﬁtﬁ“éﬁb%%aﬁ‘cc?é o e S e B ey o s
nobi |l e device 412 i s n nore d 4 ncl ude
enor ypt ecHESSHBEA TP e SRRy eeHd i ary beBatabuer DoRts S ar ves
encrypted usin ser A's publi ncr d session key 422 for user
B, whi ch éaﬁ%%%eswsgséo haid rmﬂgdqssarf oita ﬁ%ﬁ‘(lt‘ﬂbprﬁ%lé% BB/ t o
nobi | e device 412 by the sy sten1 409. Siml arl t he sgsten1409 renoves the
encrypt ed¥ high §pgyptﬁ%§psg9@k¢yn§c§qqmdq @rea%@ppﬁn in the To, Cc or Bcc fields in the

message. Therefore, the system 409 may consult the RecipientInfo list to determine which
encrypted session key should be sent to each recipient.

As shown in Fig. 4, the system 409 detects the received message 416 addressed to
both users A and E, and sends a modified copy of the message 416 to each user’s mobile
device. The message sent to user A’s mobile device 412 is shown in more detail at 424 and
includes the encrypted message bo‘dy 418 and only one encrypted session key 420 that was
encrypted using user A’é public key. The encrypted session key 422 for user B, which cannot \
be used by ﬁser A, is removed from the message sent to mobile device 412 by the system
409. Similarly, the system 409 removes the encrypted session key 420 iﬁtended for user A
from the received encrypted message and sends to the mobile device 414 a resultant message
including the encrypted message body 418 and the eﬁcrypted session key 422 for user B, as

shown at 426.
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fromthe received encrypted nessage and sends to the nobile device 414 a
resul tant nmessage including the encrypted nessage body 418 and the

encrypt edwoaddwns key 422 for user B, as shown at 426. 20CWQAD2/0d$82605
PCT/ CA02/ 00889 Since each user receives its correspondi ng encrypted
session key as part of the secure nessage, the secure nessage can be
processed at &uch eanbuiseraredeives itd tarrespendingrnoryhted tsersion kenfsopareafi thmsecaret he
original secure nessage 416 sent by the e-mail sender 402 has been renoved
by the symsdssageAQS sechine message parckt possssatatieagh demicehél 2ddt4 gyrmetiough @berh
nmobi |l e device 412, 414 using each user's respective private key resident
on t he nuifioireatibe@vincthe amniginal beenreumesdageo4 ey py thé e-mak sanger Beilas Been

descri bed above, a user's private key may for exanple be transferred from
t he user 'remoledkiyothe Gosigu 469, s leaerysted bession &0y cinbé Hecryeat ois eachahobile devi ce
via a physical connection (not shown in Fig. 4). After decryption of the
nessage lmdiye 422, UN@rusingteatl 8@e's aRpédice PRI ReylRvide® anabe tobile péveseatid t he
unencrypted message on a display of the device. By re-organizing the

origi nal ARSEREo AScrfRIEE HREHsABRNE  AQHdscHIIOHESS Al dseLN B RSy mipisi ons of
the session key are renoved fromthe original nessage, thereby reducing the

size of R, APRIRAGINSEALA Yo Be Vel REGoP EIMRULY FBeR TBIPRI 8070RLE QserfsOr an
S/'M ME nessage, since a nobile device receives ' only its correspondi ng

encrypt eq, Mk Sdedee Afia B%yﬁgﬁséoﬁﬁkclﬁgxy (ndt RBowRGE PR, &)t | D@ debSbtids oP@le Needed
and may al so be renoved, "further reducing nmessage Size. Since the nunber

of encryRt ad et 00,0 1AerBES Thoie KEWbIRNEVID o hén Blestht RES BRI\ 0 11 St
iferk P |

if present Incre 5es W € nunber of recipients rn an origin nessage,

nmessage "%égﬁggy%iag%f%mepﬁ%.parti cularly effective for original nmessages

with large™n reci pients. Although the exanple system shown in Fig.
4 includes a S serv y. st . i C 06
behind a secu;g%/tr%g(? armezv\lj/g &’E Eggx’%alﬁﬁ%sasg%sa? ggﬁ%égdz?ﬂs ge’aaélp%ﬁ?%é%f’}gertcgj}l& er
types of s sterg;thfor exanmpl e wher ro”rr?%iel e. dEYI ce _user %9%3&1&?@ Ut er

versions (5] sessionxkey are remove original message, there

of a message sent via a wireless network to a mobile device. For an S/MIME message, since
a mobile device receives only its corresponding encrypted version of the session key, the
RecipientInfo list is not needed and may also be removed, further reducing message size.
~ Since the number of encrypted versions of a session key and the size of a RecipientInfo list if
present increases with the number of recipients in an original message, message size
reduction can be particularly effective for original messages with large numbers of recipients.
Although the example system shown in Fig. 4 includes a message server 405 and

system 409 in a corporate LAN 406 behind a security firewall 403, the system is also
applicable to other types of systems, for example where mobile device user has a computer
system cpnnected to the Internet directly or through an ISP for example. In this case, the
“desktop computer system implements the wireless connector system, preferably as a desktop
version of wireless connector system operating with an electronic message program operating

at the desktop computefsystem. Examples of electronic message programs include, but are

21



system connected to the Internet directly or through an ISP for exanple. In
this case, the desktop conputer systeminplenents the w rel ess connector
system pwefeenetshy as a desktop version' of w rel ess conn@CrarAogyessem
operating with an el ectronic nmessage program operating at the desktop
conput er system Exanples of electronic nmessage prograns include, but are
21 WO 02/n4PiH0&1 BNIS@RROR0EHS Noted, ahd Fuddesl Tie prbfrafd a9 @koesdRhilisioRNat es,

and Eudora. The prograns nay access nmil store at a first data store

devi ce (nph £k @alh QbréHevidtnOICD it SR RIESH Lorhitay eRoRene or HRFEMBRANS

i ncl udi ng POP.. The deskt op-based wi rel ess connector in conjunction with

the el ectyf Oiify P@S.Sﬁ%d&k&?fbﬁwﬁ@ﬂél%s%ﬂﬁecf&QEic%x%ﬁn&ﬁﬁsﬁ%ﬁlet&ecﬁfaﬁicuseri S
nobil e device, via the wireless network 410, and ‘performs the nmessage size
reductio %pd?ﬁ i . L O i - i agr, :

illustr a?? ér%%%é g%:d I veggglﬁgggdéégn%gég%%msg?éz% t?‘gggtfgts ?%o%hQ_Eli_ﬁ,éé& g@é}?ﬁv ]Irelgs)?st em
showr i n _Ej { | 0 i . « W onponents in
shown 1l B, Snd drad ot pL 8 Al opfh e abcBlal ggonponent s |
Fig. 4, althoughsits vi0REHALLON LS RRIFMERL SoldLLEN AT dilicdds gRCT | bed

oses, 1 S assu at @

bel ow. For ill'Wtrat’ive pur user seénding an
e-mai |l nessage fromt he. t.em 502 to both-users. A and B decides to sign
The mess SyE vt et indl & Pt g oL ElS Fr et waBRa Bt RS o
sender of_. {he nmessage,.and that what. i.s .received is. what. wgs ..sent .py the
sendor . 15 PSRBGFOFGRANY o 360 X AGHHE JRTUE] COBPRBAR PrliEnd: WHEELdRer ' S
signature s authentjc,. the e-nail sende 02 normal ly attaches their
Cert o anyPeRht eaPpuhT i FY Ve HTORHIIDBs o1 bl y o cur ont CRL. The
secure nessage that is sent fromthe g mai | sender 502 pay thus have a
form as shown Fat 1B3HALvE REIPQES ribis ApRIMEE b DseT geading apermaibmagspee fegRp then g
digital signature 518 and the nessage body 520. In S/M Mg, Certs, chains,
CRLs and Sysip 342 ¢o bath sas Aordd fiReidss s agn e maserep &y FhirtRscHA and@ a8 ge body
as shown in Fig. 5. Messages according to other secure nessaging schenes
may pl ac éon’é@s%gese@@ﬂm%ﬁ@m sepfleg of Hiefrespagaand thpé whehisiecpiiedas what Wl ude

addi tional and/or different conponents. :
sent by the sender. In order to allow a message receiver to confirm that the sender’s signature

is authentic, the e-mail sender 502 normally attaches their Cert, any other Certs in a Cert
chain, and possibly a current CRL. The secure message that is sent from the e-mail sender
502 may thus have a form as shown at 516, including the sender’s Cert, Cert chain, CRL and
digital signature 518 and tpé message body 520. In S/MIME, Certs, chains, CRLs and
sigrllatures are normally placed at the beginning of a message body as shown in Fig. 5.
Messages according to other secure messaging schemes may place message components ina
different order than shown or include additional and/or different comp'onents.

A secure message such as 516 would normally be sent through a WAN 504 such as
the Internet to addressed recipients. In Fig. 5, the message is addressed to only two
recipients, both recipients each haviﬂg an electronic mailbox account associated with the
same message server 503, although the system is in no way limited thereto. The example

syétem in Fig. 5 is merely a system example and is intended only for illustrative purposes.
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A secure nessage such as 516 would normally be sent through a WAN 504 such
as the Internet to addressed recipients. In Fig. 5 the nessage is

addr essedwD2a0l6y5t wo reci pients, both recipients each ha&eTrgnoan0sso

el ectroni c mai |l box account associated with the sane nmessage server 505,

al t hough the systemis in no way limted thereto. The exanple systemin
Fig. 5 is merénge gecsived diyy trangssageassever S05.nthe rrdente angsyage g tputedi4a eaghi ve

pur poses. 22 WD 02/ 101605 PCT/ CA02/ 00889 Once received by the nessage
server. GS6&pientfrec-peil ac@unteasthgeerver 506U loe wirslessednnedar gystemt 308 deteptaithe
account on the server 505. The w rel ess connector system 509 detects the
new nessage mesdagel and alie tletemiingsswivdtlet benot olie medsagelshould $e age vihbelviteless sent
via the wireless network to a nobile device for any recipient. If so, then
t he syst emvdiR t¢ @-niobijlarievies farlmay readsiemg df t@ tdrathe §RemEsrRgegdnidy tHe r St ,
followed by the digital signature and then the Cert, Cert chain and CRLs.
The Cert,méseige t6 PRE&thamessdgk Sody frst, TellbwRrE Sy elicadibital Sigak@et 4 thdiethe Exaf em 509
at the host system A nessage including at |east the nmessage body and

digital chooaitegd CRIENETheSEHE, Covil ehalo8d\CRES @feSthee pydérdibly lstoréd By ARbi 1 e
devices 512 and 514 of the recipients, users A and B, as shown at 522 and

526. The Gi@intsb a8 eN@stERterR A rﬁe%.gagie%nclﬁ:fci:xfé{&tlké/s@'ﬂé ﬁe&i%%& Qfd uyiip of the
original Signature, Cert,” Cert chain and conmponent 18. " Al t hough
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sender’ been attd 0 a previous secure
message sent ia the.wireless ne k, to. t [ eyvices 512, 514 and
subs equenﬁ“ﬁfill% ;ﬁber &% a_h’ée ﬁ%r}?fa}tee& %@\[}}ecee%?ﬂ ﬁ?\n%gﬁo?&g- E%i geﬁf,&r? F’rl%aﬁh ? nd5
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signature, based on an assumption that the Certs and CRLs may already have been pre-loaded

onto a storage device in the devices, for example using a physical connection 515, 517 to the
user’s desktop computer system 511, 513. It is also possible that the sender’s Cert and Cert
chain may have been attached to a previous secure message sent, via the wireless network, to
the\mobile devices 512, 514 and subsequently stored on the mobile devices. An up-to-date
CRL might similarly already be available on the mobile devices 512, 514. In these
circumstances, a Cert, Cert chain and CRL would not be used at the mobile devices 512, 514
even if they were sent. If émy of this information is r;aquired but not available on the mobile
devices 512, 514, it may then be requested from the wireless connector system 509.

As described above, a user may view the content of a signed message without first
verifying a signature. The Cert, Cert chain and CRLs are only required when a mobile device

user, user A for example, wishes to verify the signature 524 on the message from the e-mail
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circunstances, a Cert, Cert chain and CRL would not be used at the nobile
devices 512, 514 even if they were sent. If any of this information is
requi r ed wotoznoteomavai | abl e on the nobile devices 512, 512CTidAoxeysst hen be
requested fromthe wrel ess connector system 509. As descri bed above, a
user may view the content of a signed nessage without first verifying a

Si gnat ur esenddh S0ZerIf thesecompbeniy @A dvairble @ the andbiler degiceriad, wha ighatmdbi | e
device wuser, user A for exanple, wishes to verify the signature 524 on the
message fvegficitidn epeftiohs mdy MWOCORHERA 6OTthRACTLEAD 2400 HbEcatisN BevedD Zhe | f

t hese conponents are avail able on the nobile device 512, then signature

verifi catmehileoReicats1onsd MRy LAY SOTPHEWekkr W tiile Wert dndt ORY. igformativh GahboNs
bet ween the nobile device 512 and the LAN 506. However, if this Cert and

CRL i nf or fRfiduMfdr & M@baged¥miek Aolewhiel 2 dighBS 6RAeS RNEGH vl Bih Whilogdin@tcsi gned
message i s received, then according to another aspect of the system. the

user can S} hsplet P He&§itethOht Qs é#&%ﬁ@%&e@t t%QH@ﬁfsiéﬁl $095th serf thé P&t
nmessage ori gi nal nmessage, particularly any rts and CRLs that were renoved

before t ry@ﬁa , I A 1 bile
devi ce an s{rglr%s;sggg? é%% ?’\qaglccgltla ﬁ%\ﬁh}zﬁgﬁ%&s by fkt hvzérgg?sl{l%rﬁll%gfé’@me

Cor t . — ! 512,
Si anat ar e Sase O sénfias Rl Ao fp BT ericetb Wil e |
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§i gned mRSEIRBAE FU88 Sl 7 HehEnr e THECHS: ML CRISGane BT
ignifi tl. d t ' f s t hat t f d
hrough RECS FErES 2 oGy Hsrienae o PR BB dORAR YT AW r el cos net wor k.

: duci h dwi dt ti Lred t ] [ d
measages. | o o Ry RIS 6 el Suraial effott S Col i St Re
system a_user's, hpost system 511, 513 includes a Pgert ) hroni zati on
system sHoRNTGCRVEd amel wetsages pefom; ey gare, fpnspuited fo b"lné daVIESr §78 of a

systemin which the size of a_sjgned nessage is reduced based on,
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out side the host system |l ocation at ) : .
network 510, thereby conserving wireless network resources, and reducing the bandwidth and

time required to transmit signed messages to mobile devices.

Ina further embodiment of this aspect of the system, a user’s host system 511, 513
includes a Cert synchronization systém, shown in further detail in Fig. 6, which is a block
diagram of a system in which the size of a signed rr;essage is reduced based on information
stored at a mobile device. In Fig. 6, system components outside the host system location at
whic;h the wireless connector system is operating have not been shown in order to avoid
cbngestiqn in the drawing. Connections between the message server and host computer
systems have also been omitted for clarity. It should be apparent, however, that the system
shown in Fig. 6 may include such other components and connections as are common in
messaging systems.

The example system in Fig. 6 includes a message server 602, wireless connector

system 604 and two desktop computer systems 606, 614. Each desktop computer system
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whi ch the wirel ess connector systemis operating have not been shown in
order to avoid congestion in the drawi ng. Connections between the nessage
server amdohloaoieednputer systens have al so been omtted frem/cAoa00s8y. |t
shoul d be apparent, however, that the system shown in Fig. 6 may include
such ot her conponents and connections as are common in nessagi ng systens.
The exanphdudspst phisical Forgect®n 408 G4@ shraughewhigh Cestsr CRLs,60%, paspiblyl etber
connector system 604 and two desktop computer systens 606, 614. Each
deskt op celapvele bukkysinéammatich Way 02/ t9GB06d PCH ©40'2/106818deviasclnad swvan).

physi cal connection 608, 616 through which Certs, CRLs, and possibly other
rel ati vel Acdotdihgy ta rifio rembbdiornimaf thee sitstean sfaelr degktdpo campiser Systenp 606,e61devi ce
(not shown). According to this enbodi nent of the system each desktop
conput er igyadesn GdGsyntikénizatioa l(syclessyatefasd10, Si8nehichrin zkt iampldnsyitatpnsylt em
610, 618, which in nost inplenentations will be a software application.
The Cert wyfGoftexstmphcafidh), ThkSCirhisaict aeRmsi 410, B ipbysk oRith teopHyeiRhll ons
608, 616 and data stores 612, 620 on the host conputer systens 606, 614.

The dat aoph&iBs 60826152 dadSstérBOEE2, SO bh €@ Hobt doguek ystdohd 608PPIL CTIRL €,
coul d possibly be any conputer storage medium including for exanple a

| ocal har@fisgles BinY 620 a0ty sBAPIY theUdt twill ldpplesiaf] $6u18 QdtEHP! Rt A t hat
Certs and CRLs, which are public information, could be shared between

conput er &\‘xﬁ)tuf'eﬁr%to\“d.g& hhddidn NREIMARK féOdxafPRMPloBal RKE Bisk MBVe LP8thef RERSHO12,
620 are actually the sanme data Store, tor exanple on a network filé

server. Ushd'on il CebdemMiia e B AAO CRES Shnih SRS hithAbkin SehReh, and

transfer rts and poss y CRLs | s or her nobile device

when th Il ' ' iath

Comnect | chRbE e FEteiE S fAAFE R o B RO RA A Rty ey 2 (e
ignifi £ f , [ | l'i kel t oft

Ty anst or - B ARr e R e oL Mnc BBt i Pt My t hen be

configured to ..consult a corres ing CRL to.e [ hat, a has, not
been revoked b[éﬁa € ét G VS egp 8ﬂf user A'can prefera%?s}j se?ecE amf trans%re Elterts S

possibly CRLs if desired, to his or her mobile device when the mobile device is connected to
the desktop cbmputer system via the connection 608. However, since CRLs tend to be large
and thus require significant memory resources- for storage, users will likely most often
transfer only Certs to mobile devices. The Cert sync system may then be configured to
consult a corresponding CRL to-ensure that a Cert has not been revoked before the Cert is
transferred to a mobile device, or alternatively to remove any revoked Certs from a list of
Certs available for download. On a device, Certs could be stored in a data store such as a
Random Access Memory (RAM), flash memory or other such memory component to which
data may be written on a mobile device. Certs may instead possibly be written to a
removabie memory card, smart card or similar component with which a mobile device is
designed to operate.

As shown in Fig. 6, each Cert sync system 610, 618 is also enabled for

communication with the wireless connector system 604. This allows a Cert sync system to
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transferred to a nobile device, or alternatively to renove any revoked
Certs froma list of Certs available for downl oad. On a device, Certs

coul d be wooradiédhi a data store such as a Random Access NeERITA020688D) ,
flash nenory or other such nmenory conmponent to which data nay be witten
on a nobile device. Certs,my instead possibly be witten to a renovable
menory cafdorns thervwirelas dorokctst sYislear ofowtiiftoCednd hawk bhenohdald catondiWel’e nebbile ce 1S
designed to operate. As shown in Fig. 6, each Cert sync system 610, 618 is
al so enabldedcd. OThis fRIBY AécdaiplishHad Wor dXafple by tfa@bBistinCOMBEL Eddipley S Loriio4 .
This allows a Cert sync systemto 25 WD 02/101605 PCT/ CA02/ 00889 inform
the wirel g§SofcANOGE! &F a IyEELon HfistTi G 4Ritions BAY BelRRS ch@PEIRE a WHrOsyac USer ' s
nobil e device. This may be acconplished for exanple by transmtting either

a conpl et gyddin tOnsd@tepertorditany e Abd-reflSd Spefifios. dCt G1aRE cBulliiafb vofseheabt
additions and deletions each time a Cert sync systemis used to perform

any devi Ceqd wiatRLoReloRt)sRAS 604 Rhdne v dal @2re kel dtedled YnBEnSER eliBe b BE
wi rel ess connector system 604 whenever new Certs are detected on a Tobile
t

devi ce by @, LRE tsg&é/ﬂ?(\mﬁ%sﬁ)&ﬁ dﬂﬂghrhe%iﬁg i{TROd e Y iiﬁedegﬁofg&g e%xﬁ%s#eg}.i ts

deskt op conput'er System oug e Cert sync system
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expects to receive sig nessages, e uations In

obil'e eyl e uahte 1 2B, (LA HNGE S MECES, U S AR AnCvo ) €1 S

ync ™ Ssyst coul ur rm ne et her "an
Certs have en l.oaded ,aonto bi | devi ce since . the |l.ast Cer ransfer
usi ng the “82’? Iag‘ﬁ}ﬁecusgglg‘fl Sagﬁ%‘gﬁoﬁ @Be:r SPHCYTRRL AT ¥ CA ggﬂligase’éeﬁé Update to
the wireless con t or st.em 604.. When, such devi ce rt ate i
ocer ved FraT So0d ok iR et MR Bty ot Bivebept Tt Bt Gnote
mai nt ai ned for the rticular user b he wirel ess cqopnector system 604 in
 dat o ot Geucesns b RHEED FanskT IABEd CHESTRCST TR b, & dansahe Jrire
i nclude such inforpation as user nane, configuration settings to control
whi ch mes <&awdae & B Hirelssesonpgeeor system 604. }

When such a device Cert update is received from a desktop computer system 606,

=

614, a user profile maintained for the particular user by the wireless connector system 604 in
a data store 622 is updated. Although the user profiles 624, 626 may include such
information as user name, configuration settings to control which messages are sent over the
wireless network, mobile device identification information and possibly further user-,
configuration- or mobile device-related information, the wireless connector system 604
preferably also stores a list of Certs that are stored on a user’s mobile device. In the example
shown in Fig. 6, user A’s mobile device stores a Cert for an entity X, és indicated by [Cert
X], whereas user B has stored a Cert for entity Y, [Cert Y], on their mobile device. A single
Cert is shown in the user profiles 624, 626 for illustrative purposes only; a mobile device
preferably has sufficient memory resources to store multiple Certs.

When a signed message 628, including a Cert, Cert chain CRLs and digital signature

component 630 and message body 632, arrives at the message server 602, it is detected by the

26



wi rel ess network, nobile device identification information and possibly
further user-, configuration- or nobile device-related information, the

Wi r el ess wornacteos syst em 604 preferably al so stores a | ipst/@¥02/@ensts t hat
are stored on a user's nobile device. In the exanple shown in Fig. 6, user
A's nobil e device stores a Cert for an entity X  as indicated by [Cert X],
wher eas u¥ispless cqprector syséamn §040es des¢ried ahove: yThfz orjgina} messpge ishenreirrangeshi | e
device. A single Cert is shown in the user profiles 624, 626 for

i 11 ust r atsugle that theomessagsritody inplaend fisst, deliawed byﬁh@ﬂmtalbﬂlgnahﬁ@ and, pighatirent
menory resources to store nmultiple Certs. When a signed nessage 628,

i ncl udi ngrelte@einform@on. cdhatasordRios will this gémizddiény eft the esystsmrrphﬁne\{imemso and
nmessage body 632, arrives at the nessage server 602, it is detected by the
26 WO 02/ cat&ids spadn@©lo HepoBasmines if @ehp of the signemtearclagyisnform@dh isseqiestr i bed
above. The original nmessage is then rearranged such that the nmessage body
i s pl acedbyf ¢achtmobileldevivec vayich the nabisgpigt & toshegseat! iy eorsnlding itignatprefilerfet at ed
information. In accordance with this enbodi mrent of the system the wireless
connect oreasly atidrmasedhobiiedevite tueerSieee thd searist’ so€ert, I@ertsX,graa begnestored & esdr
information is required by each nobile device to which the nessage is to
be sent, h¥% @ebifuldvidgalrbrager mpdsadd 634, fidludignohlyadd nrssge bbBPEBE afieVi ce
user. Since the sender's Cert, Cert X, has been stored to user A s mobile

devi ce, aditRAlARURIGITER S840 694 A’} BRbidliAgD Uiholiftea TBE FQOR aelyY ®d2 and
digital signature 636, is sent to user A's nobile device. Al though a Cert

for an enpdeh¥rored\@SusePBRMIGHiIR UF e PhelS&t XBoBSthEBdtdbLofARY bi§@nal lkt8sag86h8 X f or

the sender of the original nmessage 628 is not available on user B s nobile

devi ce, suchy Lhatablcheh (AT @Hﬁ%ﬂe ABASAGEcH Mat/BR reRrahg ecm%ie&éage HPUieF B's
i ncl udes both the message body 632 and si gnature-related infornation and

di gi tal St aRAL HeRocCAPRANORI BilneAecPBRN 32! (R WloRh SR &P HIGHERbn BUET ©M

604 may instead store the S|gnatur rel"at ed rmation for at er

transm ssj Haltsgﬁng&l?er ccﬁ% n&R %?. ' Ag %.Kb\%e th%r\éel%sg 'chluéHoy ﬁ nl]nX)é %@E&aﬁm ssage

body and glt St ghature. use of a sync syst and
device si &Qraettﬂé glgﬁﬁh%-rglgteh ?Eﬂﬁﬁ%%‘oh Q8 1ater transmission to user B’s mobile device and

initially send only the message body and digital signature.

The use of a Cert sync system 610, 618 and device signature-reiated information
accessible to the wireless connector system 604 allows the wireless connector system 604 to
determine the information that a particular mobile device requires and to remove any
unnecessary information from a message sent to that mobile device. Instead of assuming that a
mobile device may have stored a Cert as in the preceding embodiment, the wireless connector
system 604 can determine whether or not the device has stored the Cert. The user profiles may
also possibly be used to specify other configuration settings, to indicate for example that CRLs
should never be sent to a user’s mobile device or that signature-related informatidn should only

be sent to a user’s mobile device only if requested.

In reference now to Figs. 7 and 8, the impact of performing either message signing or

encryption first, to generate a message that is both signed and encrypted, will be discussed.
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accessible to the wirel ess connector system 604 allows the wirel ess
connector system 604 to determne the information that a particular nobile
devi ce regoimzasieahd to renove any unnecessary i nformati oCirr@weassessage
sent to that nobile device. Instead of assum ng that a nobile device may
have stored a Cert as in the preceding enbodi nent, the wrel ess connector
syst em 60Whe&nh ntbedaQE 13 Berydhel fiet ardl thewbighdte ofl€ ¥étaf rbafasibag edd/ohmessags . The
user profiles may also possibly be used to specify other configuration

set tings, refiRtibMiheMEScAnWe aBXIAAP MehehAdhessdge 35 sigilda el an®ihes elt@ypie)bthtirea
user's nobile device or that signature-related information should only be
sent to ayPaRfing afd®Rizk SedRMOL Rchildbs dre EPIESIECTAs Wil beTagpRatComMPW hddt Fi OS.
7 and 8, the inpact of perform ng either nmessage signing or encryption

first, t Olth%Bﬁrp%}t?ona(]n@%@g;@rvEﬂ“ﬁ’ﬁd e RQ! Borsbdfes sl ENCM¥RLAHg sWidd ibe
di scussed. 27 WO 02/ 101605 PCT/ CA02/ 00889 When a nessage i S encrypted

first andshBQE%éicH@?ﬁi S. aget of re-organizing and/or nmessage reduction
schenmes can be appl1 ed. en a nessage is signed first and then encrypted,
other re- organizing and size reduction techniques are_applicable. As wll
be apparent, dngy7 & hblock diagem ilbwirgingt jeewre (Raseasg gizeJedugten 1 wceisedss
connector system of a nessaging systemis shown in each of Figs. 7 and 8.
Fig. 7 i smessigeothkt bidsalppenrenciyptad tand tthengsigredur Suchres swefegs 709G woaldutypically f or a
received nessage that has been encrypted and then signed. Such a nessage
706 woul dintlpgé eabdssage bodyt Tideha inmsypgd ubingy ofid-fintelsetsionkey atabligheddyubs ng a
one-tinme session key established by the sender. The session key is then
encr ypt edsendérngTte padidn kek ésythed esagpted nsiegdeghbiie kep@é eachemigpi@htnessage t hi s
exanpl e users A and B, to generate an encrypted session key 712, 714 for
each user gecipleft, i €hiy pladthlaEmesay and By gehbragnth @roypidisediondseyi7oD, Kdyfsr 712,
714 are then signed, substantially as described above. Al though signing is
per f or medeagh uedr. EM@reyiftyped mdsdage boBSPHUMACHIPORANEssIDSeyy711) 784 GRS then
possibly a Cert chain and one or nore CRLs in addition to the digital

Ssi gnat ur egighBay subStaiallly RS dERAbdANbBEE. OAltHough Sighidf & PERREAEEfRs eclypibh]thdE f or

message component 708, with a Cert, possibly a Cert chain and one or more CRLs in addition
to the digital signature, may be at the beginning of the secure message as in S/MIME for
example.

This encrypted and signed message 706, with the session keys 712, 714 and digital
signature and signature-related information 708, is received by the message server 702, which
processes the message and places it iﬁto the appropriate mailboxes for users A and B. The
wireless connector system 704 detects the new message and begins the process to send the
message to each recipient that has a mobile device. Before the message is sent to a mobile |
device, the digital signature and Cert section‘ 708 of the message is preferably at least
rearranged such that the digital signature and signature-related information is moved to the
end qf the message. Since the encrypted message body 710 aﬁd session keys 712, 714 are all
signed, only the signature and signature-related information can be rearranged or removed

from the message. If the wireless connector system 704 were to process the message 7Q6 tfo
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exanple. This encrypted and signed nessage 706, with the session keys 712,
714 and digital signature and signature-related information 708, is

recei ved w9 ochelenessage server 702, which processes the meggage/oessd pl aces
it into the appropriate nail boxes for users A and B. The. wreless
connector system 704 detects the new nessage and begins the process to send
the nessegengooezoiove ey of tetighérhtonpents befbiel sendiny theenesBegede @ mdtilenessage
is sent to a nobile device, the digital 'signature and Cert section 708 of
t he nessalgeice, shqigfaaraidrificafionl veill f3il atrtieamolsitegledics.uch t hat the digital
signature and signature-related information is noved to the end of the
nmessage. Si ncastdescridad shove atle whsless@nheaty systéin 04 nag sanhor the@at, ai Hell714 are
all signed, only the signature and signature-related information can be
rearr anged afliy Cefhafdnd CROSf in€ludsiSs digemedshget 106, Md tdre Sifes€ Compmbits fayst em
704 were to process the nmessage 706 to 28 WO 02/101605 PCT/ CA02/ 00889
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to a nobile device, the signature verification will fail at the nobile
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706, and b%tsgﬁteoni}hﬁ?tels GATRAMBM h the ;nobh@a@vﬁcet TR AR ExaShRRhd¥n C%heoﬂ@w ces.
Where the wrel ess connector system 704 can determ ne which rts are
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sent onl not avall abl e on"the nobi device. In the exanpl e shown
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along with the signed components 710, 712, 714 in a message 720 to user B’s mobile device,

. if the wireless connector system 764 determines that the Cert in the original message 706 has
not been loaded on user B’s mobile deviee for example.

Therefore, when a secure message is encrypted and then signed, a digital :signature
and any signature-related information may be rearranged to the end of the message and some
or all of the signature-related information may be removed from the message.

Fig. 8 is a block diagram illustrating secure rﬂessage size reduction for a received
message that has been signed and then encrypted. In this case, a sender generates a digital

 signature for a composed message and attaches the digital signature, Cert, and possibly a Cert
| chain and CRL to the message. For an S/MIME message, the digital signature, Cert and any
chained Certs and CRLs are attached at the beginning of the message. The entire signed
message is then encrypted using a one-time session key, and the session key is encfypted for

each receiver addressed in the message, using the public key of each receiver, as described
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if the wireless connector system 704 determnes that the Cert in the
original nessage 706 has not been | oaded on user B's nobile device for
exanpl e. Woharabwp®, when a secure nessage i s encrypted anecCrhew2sisgned, a
digital signature and any signature-related information may be rearranged
to the end of the nessage and sone or all of the signature-related

i nf or mat iabovenEYhehesulanmmedader io shévine atn3ss agdinki agdigital isignatutel adksighiatuge-am
illustrating secure nessage size reduction for a received nessage that has
been si gneigteanffoitifione308r 3dt £ ehesdage bBEE 0@ Svth ana@iett sige niey sdssion &eyli gi t al
signature for a conposed nessage and attaches the digital signature, Cert,
and possifglioved Hphtryptel démiondst thitesdioh kdySB1 DS g dgeaciRteinst. S' M ME message,
the digital signature, Cert and any chained Certs and CRLs are attached at
the begi nni ngvpfent NR HBRIAGER eddPpteNtnhdstigsi WECH rddBFS&RARd | Hackiaftoeter ypt ed
using a one-tinme session key, and the session key is encrypted for each
recelver g%bﬁié GehitbBhek B6r NRRSR8/I BUS (HY nle 8P ibver 80K BHe RireRFCIbNhELS Ver ,
as descri 29 WD 02/101605 PCT/ CAO2/00889" above. The resultant nessage
IS Shomsg&telgogm aé(}gétywae@ ﬂ%sgig%aéndsaaaﬁm 6ir Yl ot B alddFRred BbRARA.
information 808 and a nessage body 810, both encrypted using the session
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system 804 to the mobile devices of users A and B each include the encrypted digital

signature and signature—relgted information 808 and the signed and encrypted message body
810 of the original message and only the respective encrypted session key 812, 814 for the
mobile device. At each mobile device, the session key can be decrypted and used to decrypt
the encrypted portions.808, 810 of the message to expose the original message body, the
digital signature and the signature-related information components. The message may then
be viewed and digital signature verification can proceed on each mobile device.

As descﬁbed above, when the wireless connector system 804 sends only the required
encrypted session key to each mobile device, the RecipientInfo field (not shown) may also be
removed from an encrypted message to further reduce the size of a message transmitted over
a wireless network.

The embodil:r;ents of the system described above focus on rearranging and reducing

the size of a secure message before sending it to a mobile device. Several further
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system 804 to the nobile devices of users A and B each include the
encrypted digital signature and signature-related information 808 and the
si gned amdoanaowspt ed nessage body 810 of the original nessagaroanesonl y the
respective encrypted session key 812, 814 for the nobile device. At each
nobi | e device, the session key can be decrypted and used to decrypt the
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body, the digital signature and the signature-related infornmation
conponentys. trahbMitied S&ag the nay tol 4 @tobild deviceewill now beddegiritell. SDmgnalvamtege of
verification can proceéed on each nobile device. As described above, when
the W r elg&sage prmGtesing kxhanlt&diveassiiaigosy oin bbepplied tw mesages et yptbeth
session key to each nobile device, the Recipientinfo field (not shown) may
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message transmtted over a wireless network. The enbodi nents of the system
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desktop computer system, one of which is shown at 907, and the user’s mobile device 912 or

914, effectively share a common address, a feature supported by the wireless connector
system 909. However, in some systems, a message might be addressed to both the user’s
mail account on a message server 905 and the user’s wireless mail account. When wireless
connector system 909 is implemented, it is more likely that the message will be addressed to
a user’s account on the message server 905.

In a preferred embodiment of the system, it is possible to share a single private key
between a user’s desktop computer system 907 and mobile device 912, 914 by loading the
private key into the mobile device using, for example, the physical connection 50 and
interface 65 as shown in Fig. 1 or some other frusted wired or wireless transfer mechanism.
Where a user’s desktop computer system 907 is configured for 6peration with a smart card or
similar removable security-enabling component, this private key loading could be performed

by a user by inserting their smart-card into a card reader and running a component of the
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not necessarily be in the order shown in Fig. 9. In this exanple, it is
assuned that a user's desktop conputer system one of which is shown at
907, and wbe2uaswps s nobil e device 912 or 914, effectivel PCTHaY0R/088820MDON
address, a feature supported by the wirel ess connector system 909.
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message using the session key, re-encrypts the message using a different key and possibly a
different encryption algorithm coxfresponding to a wireless-friendly security scheme
implemented between the wireless. connector system 909 and its associated mobile devices
912, 914, and sends the re-encrypted message to the receiver’s mobile device. Such re-
encrypted messages are shown at 924 and 926.

Since each version of the session key is encrypted with a specific public key of a
particular mobile device 912, 914, the wireless connector system 909 must somehow decrypt
the session key before the message body can be decrypted and re-encrypted. In one
embodiment of this aspect of the system, the wireless connector system 909 extracts the
correct session key 920, 922 for each mobile device 912, 914 to which the received message
is to be sent and sends it to each mobile device. For example, after extracting the correct
encrypted session key for a mobile device user such as user A, the wireless connector system

909 may build a message that contains only the encrypted session key 920. The mobile
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receivers. In accordance with an aspect of the system for each receiver
for which the nessage is to be sent to a nobile device, the wrel ess
connect orweytierwsdd09 decrypts the nmessage using the sessiPen/Ga®g/00889
re-encrypts the nessage using a different key and possibly a different
encryption algorithmcorresponding to a wireless-friendly security schenme
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to be sent and sends it to each nobile device. For exanple, after

extract i nfeskdp® By [cBf then@RCleYRESHes A6®kAI Kethe fvifel s fididlyescth@ity Geherer such
as user A the wireless connector system 909 may build a nessage that
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re-encrypted according to the above wireless- friendly security schene, and
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system 9 then decr e re-encrypted session key and uses t

decrypte i to decrypt the encrypted nmessage body on behal f of
user A $ﬁg§%%§$§gF§§%'nessage body can then be re-encrypted according to

the wireless- f’lrhiise ﬁgérypn%gcﬁée %%%Eg z)gfti}e ,?7@%1633% %%ﬂ%e%té%%t%ng gvﬂe&@ceg . The

re-encrypted nessage’ ‘may p evi ce and
95 27y ek BN PGB 0 R PO RES Pl=o
encrypt eddevice. Additionally, this allows the wireless connector system 909 to send only portions of
the message to each mobile device, in the case of a very large e-mail message. Although the
session key and message exchange described above could be repeated for each user, once the
session key is decrypted and returned to the wireless connector system 909 by one mobile
device and the encrypted message body is decrypted, the decrypted message body could then
be re-encrypted for each mobile device to which the message is to be sent. This could
simplify operations at the wireless connectoxt' system 909 in that the encrypted message body
is decrypted only once, even when the message is to be sent to multiple 1ﬁobile devices, and
may also result in faster message transmission to some mobile devices, since a response with
a re-encrypted session key need only be received by the wireless connector system 909 from
one mobile device, not from each mobile device to which a message is to be sent.

In some systems in which a desktop computer system such as 907 and a mobile

device share a common private key, the private key might be accessible to the message server
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nmessage is to be sent. This decryption of a nessage by the wirel ess
connector system 909 reduces the anount of conplex public key decryption
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extract the encrypted session key 920 from the message 916, decrypt the session key using

user A’s private key, and use the session key to decrypt the encrypted message body 918.
Once the message body is decrypted, it is re-encrypted using a wireless-friendly encryption
method and transmitted to the appropriate mobile device, substantially as described above.
The mobile device then decrypts the message and presents it to the user in its original form.
This procedure provides the fastest messagé delivery time with the least amount of public key
operations, which tend to be very processor- and power-intensive, on a mobile device.

It will be apparent that decryption and fe—eﬁcryption of encrypted messages by the
wireless connector system 909 would normally represent a seéurity concern. However, in the
system shown in Fig. 9, the decryption and re-encryption are performed behind the security
firewall 903 'and decrypted information therefore remains as secure as any other information
in the corporate LAN 906. When a strong encryption scheme such as 3DES is used between

the wireless connector system 909 and mobile devices 912, 914, any previously decrypted
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conmuni cation .service. Instead of sending an encrypted session, key
directly to a nobile device as in the precedi ng enbodi nent, the wreless
connect orweyrtierspiises the private key shared with the dewcCTraAoo/oekserypt

t he session key. The session key is then used to decrypt the encrypted
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woul d esafpiratiophmcliding, drcEpted JBEISaIHS KBy seagen ﬁ?ﬁmr?lﬂ%“sfré%"é@g@ Q @¢Mdecr ypt
the session key using wuser A's private key, and use the session key to
decrypt tiaesfesrrsibepyasa theasisaless conmgstonsystem 260 @ad pbilsdeayicss @18 i s
decrypted, it is re-encrypted using a wireless-friendly encryption nethod
and transmi tt Big. 1Gistaiockshirgspp phe sighesbnessagedye-pwcessigh SYsam.i Ahq ysigm in
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nmessage delivery tine with the | east anount of public key operations,
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Fig. 10, gt signature verifircation is pertforned on behalf of a nobile
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transm ssion o SI ghat ur
message should be sent to both mobile devices 1012 and 1014.

The wireless connector system 1009 then detects that the message has been signed
and attempts to find the public key of the sender. This public key could be retrieved from a
local storage area or possibly from a PKS 1028 somewhere on the WAN 1004. Once the
public key of the sender is retrieved, the digital signature can be verified by the wireless
connector system 1009 on behalf of each mobile device user. A message is then prepared
and forwarded to each mobile device 1012, 1014, preferably including an indication as to
whether or not the digital signature was verified. As shown at 1024, 1025 and 1026, 1027,
the original message body 1020 and' signature indication are re-enveloped and possibly
encrypted for security before being sent to the mobile devices 1012, 1014. Although the
signature indication is not necessarily confidential, encryption thereof prevents an

unauthorized party from inserting an incorrect signature indication or changing a signature
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and typically bulky signature-related data. A nessage 1016 signed by an
e-mai | nessage sender 1002 would include a digital signature conponent
1018 and wormmedsmge body conponent 1020, as descri bed aboveCTWmr/oogshe

si gned nmessage 1016 is received and forwarded to appropriate mail boxes by

t he nessage server 1005, the wirel ess connector system 1009 detects the
new nessaglcHign AMterihindee. RinHHSTVEPDs: Bt repeved did Ge meseenand S eor nore
mobi | e devices. In the exanple in Fig. 10, the nessage should be sent to
bot h nobiindicagiey preciserypted ifngeessany heforreingiprespriedtodthnisebt or syst em 1009 t hen
detects that the nessage has been signed and attenpts to find the public
key of the seftied] iFhiblockdiggram linptraiing| sgcuse messags axpadodepding for ajreeeaiedst or age
area or possibly froma PKS 1028 sonewhere on the WAN 1004. Once_ the
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t he di gi tshbuld ibeapdanene tortheseveiillefl i the afisthat himese carhpab@@d coulld BS implemdrdbin 1027,
the original nessage body 1020 and signature indication are re-envel oped
and possiddyytemanct yphedn imite prceding drabimpor e bei ng sent to the nobile

devi ces 1012, 1014. Although the signature indication is not necessarily
confidential, sepeuipibnned NiMoahit Has deanémrypted dndatiésiphedataypmeiuge fuchm
inserting an incorrect signature indication or changing a signature 35 WD
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renoved and 't he nmessage and signature indication are decrypted if

necessar YenBRHRH B §igA6d RIeSRSNb&H 112018 ehEfited Mhdsighell sessich Wy ki2mgr am
illustrating secure nessage pre-processing for a received nessage that has

been encrypkedaafathiiol&F bl HeIsagd b G20 defor®¥@iifl ERNIBOVL, OWheA JubR a
drawi ng, only the nessage server 1102 and w rel ess connector 'system 1104
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conponents c e I nplenmente
for users A and B, the wireless connector system 1104 detects the new message and

determines, in this example, that the message is.to be sent to the mobile device of each of
users A and B. Since the message has been both signed and encrypted, pre-processing of the
message includes several steps from each of the pre-processing schemes described above in
conjunction with Figs. 9 and 10.

The message 1106 has been encrypted first and signed second, such that the wireless
connector system 1104 preferably first verifies the digital signature using the sender’s public
key. This key may be retrieved from a local memory or through a PKS for example.
Whether or not the sender’s digital signature is verified, pre-processing may proceed to
obtain the session key used to encrypt the message. As describéd above, this may be
accomplished by the wireless connector system 1104 by sending to a mobile device a
corresponding encrypted version of the session key or, if the device’s private key is

accessible to the wireless connector system 1104, by accessing the private key and decrypting
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a system such as shown in the preceding drawi ngs. A secure nessage 1106

t hat has been encrypted and then signed may include such conponents as a
di gi tal swomatiorées and si gnature-rel ated i nformati on conpo®EMCADLOBBSY an
encrypted and signed nessage body 1110 and encrypted and signed. session
keys 1112 and 1114. Ceneration of such nessages has been described in
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avoid congestion. However, it should be appreciated that the arrangement in Fig. 12 would

normally be implemented as part of a larger system such as shown in Fig. 1' for example,
which enables electronic message exchange.

A signed and then encrypted message, as described above and shown at 1206,
typically comprises a digital signature and signature-related information component 1208 and
a message body component 1210, both of which were encrypted by a sender using a one-time
session key, as well as encrypted versions of the session key 1212, 1214 for each addressed
recipient of the message 1206, in this example users A and B. When the message 1206 is
received by the message server 1202 and distributed to apiaropﬂate user mailboxes, the
wireless connector system 1206 detects the new message and determines to which, if any,
mobile devices the message is to be sent.

Since the message 1206 has been signed first and then encrypted, the wireless

. connector system 1204 must first decrypt the message before any further pre-processing can
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1122, the nmessages sent to the nobile devices of users A and B include the
nmessage body 1118, 1124 and a signature indication 1120, 1126, both of

whi ch ar ewproefiersebl y encrypted. Each nobil e device can t iren/@@eoggsy t he
nmessage 1116, 1122 and present the nessage and signature indication to the
nobil e device user. Fig. 12 is a block diagramsimlar to Fig. 11 but

i |1 ust r atbermgricenak e Tnakis 208, he ovirglesy cewwttay systam 4204 obpipe dhqreassigg&ey:hat has
been signed and then encrypted. As in Fig. 11, only a nessage server 1202
and wi r elvedch e0desedbedr atwys sy 2 @utomplished dywsendingitg. cot@spondingweipgetive
congestion. However, it should be appreciated that the arrangenment in Fig.
12 woul d enagptedsésyiohédey npd ewbilt dayicaSopdectyptién ar byaacgessingyasitseris prirake key shown
in Fig. 1 for exanple, which enables electronic nessage exchange. A signed
and t hen paceypjtag thesssige kepsOdasihe istxeidn &bpliss eed ratumat tadr de26Bted by
typically conprises a digital signature and signature-related information

conponentihd 321ead) donrdctoE SFaaR 1204 the aitpape 1206 240 be kistipted anbitie digisle -
encrypted by a sender using a one-tine session key, as well as encrypted

versi ons @fnafuRe a8@ SidnafrkRYatk2 iformhddd cheictanc Mmadefcabardboveesiepinil of the
message 1206, in this exanple users A and B. When the nessage 1206 is

recei ved &gﬁtaﬁgécﬂ?afeﬁ% SRENEN byl 207evand i Siblik el et the saiRier. o0y isth@misser

mai | boxes, w rel ess connector system 1206 detects the new nessage and

det er m negaik Qiophl %121 gleﬁer?c@d’ and ARPIddGo URMLERSrelddRy MHRE 3dSsabS akPinBRatEAN! -

Since the nessage 1206 has been signed first and then encrypted, the

W rel ess I 4 t e any .
Further  re Sof EEEGRIT KRG e SMBLIAA RIS B ip R IR e ” 20
To this en t i, 4 Qbtains, t [ key, -
whi ch as %@%8¥$§%gkg§%§iaﬁ%@ﬁﬁg%%%%%ﬁ%fFE eéggyj%%%%kﬂd“ﬁ%g6%%??gggéhdyng
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_ rvat € e séssion
sesston kFZ\QO,hfZSMt%ﬁaEf "he Ellésl“slertgneek%d genosrigr% Ghd thhgﬁjlerbﬁ{xe digital signature was verified.

At a mobile device, the transmitted message is decrypted to retrieve the original message and
the signature indication.

Figs. 13 and 14 show a flow chart illustrating a method for pre-processing signed,
encrypted or signed and encrypted messages before sending them to a mobile device. In
these drawings, it is assumed that a message has been received and placed into a message
storage location and that a wireless connector system has detected the new message. It
should be apparent that the method shown in Figs. 13 and 14 applies to those messages that
the wireless connector system determines should be processed, that is, messages to be sent to
one or more mobile devices.

Turning now to Fig. 13, the method begins at step 1300 when a message that i§ to be
sent to a mobile device arrives from a message sender. The wireless connector system then
checks to see if the message is in plain text, at step 1305. This check can be performed for

example by checking the MIME type of the message, and/or looking for attachments with a
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the wirel ess connector system 1204, the nessage 1206 can be decrypted and
the digital signature and signature-related information extracted. As
descri bedwelwenel60t he digital signature can then be check@dThiaore8shevi ng
t he public key of the sender. A signature indication is then generated and
attached to the nessage body. The nessage and indication are then

pr ef er ablogrtaindoypt end YEMiytyae.wifrthe ewssage isatadh (exbribanyipis rontednta east of e
transmtted to each nobile device to which the nessage is to be sent. As
shown at miéhile devides] AP the iaformeimas)eotiplaim taxt thdne check isenddadd determingif theody of
t he message 1218, 1224 and an indication 1220, 1226 that the nessage had
been si gnasspedvasteidnaé but fe edérgptbdli.es signak enly) ovasigned tdast, iaestep 13%5. alf thebi | e
device, the transmtted nmessage is decrypted to retrieve the original
message anéksadeh@asshayRidined enlyrudisisabd tust, thik gouldldeantte Idessigowmay Halvebeanhar t
illustrating a nmethod for pre-processing signed, encrypted or signed and
encr ypt ecndBpfeadns ndekighal GRNehdrghtdd 6y} or sighaabfitse aftevh@Ppted fist, tahé Sie
drawings, it is assunmed that a nmessage has been received and placed into a

nessage &kAHASE wollithdvetoadplobatedafitt. I & B&ErmERMIBACISOlo Wivslie? or RS tistet ect ed
t he new nessage. It should be apparent that the method shown in Figs. 13

and 14 appldgs WA én@%%d%@sﬁ%&yhﬁétlast 1shBad ok Slef 33207 OIER ldelerBivied B
determ nes shoul d be processed, that is, nessages to be sent to one or

e oul . g ~sent ) 200
nore mobi e rﬁsﬁgﬁg@s ngt%{ngfyggd%gw 3r@nbily B ad 1%;, ltﬁéaqha_ﬁltemge Regbos fpf’atl gkep 1

when a nessage .sent to a i'le device arrives froma

_ i . if.th
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implemented. If the message was encrypted only or encrypted last, the method proceeds to

process the encryption, at step 1330, which is shown in detail in Fig. 14 and described below.

If the message has been signed only or signed last, as determined at step 1315, then a
digest of the message is generated at step 1340, as described above. The digital signature
attached to the message is then detected at 1345. In order to continue with digital signature
verification, -the public key of the sender is retrieved at step 1350 from local memory, from a
PKS or similar system or possibly from a Cert attached to the original message, included in a
SignerInfo compoﬁent of the message for example, The digest in the detected digital
signature is the extracted and the signature on the digest is verified, at step 1355, using the
public key of the sender.

The digests A and B are then compared at step 1360 to determine if they match. It is
also determined whether or not the signature of the digest was verified. If either of these

conditions is not satisfied, then the signature was not verified, and a “failed” or like signature
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message was not signed only or signed last,.this would nean the nessage may
have been encrypted but not signed (i.e. encrypted only) or signed first
and encrywoad/1bm8t, and the encryption would have to be pCooa®3@Bsdirst. A
determ nation as to whether or not the mnessage was encrypted only or
encrypted | ast is nade at step 1320. If it is determned that the nessage
was not eindicgtimerbubdbeattachadite theprasshge abstep 13¢8n Iiteth gpadisianrarpragt, Brendhep| ai n
text nessage or a signed only or signed | ast nessage that was not detected
st eps 130&gmuurd $/a6properly vehifiedambnerified’ ar silansignatiratindi¢agionisradfeskts the
connector system cannot handle. In either of these cases, an error may be
decl ar ed, mesageaistepi®). at 1325. As those skilled in the art wll

appreciate, error handling will be dependent upon the systemin which this
met hod i s i nmpAesepit3dd, it isfdeteheinad shabe orast o oryppesd sl leycrppted nif sy, fored

| ast, the nmethod proceeds to process the encryption, at step 1330, which
i's shown i meglap@ihht Wik dricptelicndfibndimed,ithesetied omtintds 4t bep 1B&GagROdREs been
signed only or signed last, as determ ned at step 1315, then a digest of
the messagRrjpredd®REhabiRvnth F5t. R a8 4bscribd id E6:Eher Bewil dblowe  If Tlaanddbgs ial
signature attached to the nessage is then detected at 1345. In.order to

continue whrtshn dh@iftad, dnGNAbLK Bay dehhde 4 8ep 885 thuBteRbiRb betiédor@bt & A sender
is retrieved at step 1350 fromlocal nmenory, froma PKS or simlar system

or possi bi)éénfernglgrh@d.@oli 2% JnB8 Fed ah@ ehd5pied 149 ﬂ@ésaé?ﬁ $RRACe dbddgiedasbuld a

Si gnerl nfo conmponent of the nessage for exanple. e digest 1n the detected

digi tal ﬁav@%%wéﬁﬂgg%a BG4 nﬁﬁé@%ﬂ%}&h% &ihgg eééﬁr&cﬂgt g,ptﬁerfia gRshgd S

ve&ifi ed, at step usi ng t c key of the sé The digests A
B . : 360 d ' i f. t o
a0 B 2t kA PRl SaPed Sk LRl bR Bl il S
veri 1 ed, A WA, peSRe Rl B ChorlaE aby T BB D3 Goseo
i ndi cati |.d. be, at d h t ~st 1365, b :
condi 1 ontor e e B RPR I s TR0 ORieRRse i mprsunr o goe

verifi edmogfle Sde@c&'a agt s%é&'l%d‘ rir(lacllllc{?:(sjl thé ts&g%gtulres in 1(%Egn tQat ttllx(ea message body.

Alternatively, if a mobile device user does not need to know whether or not a message was

originally encrypted, which could be a configurable setting stored in a user profile accessible
by the wireless connector system, step 1375 could proceed directly to step 1390 and no
encryption indication is sent. |

Although not shown in Fig. 13, the encoding, compression and encryption schemes
described above may be employed by the wireless connector system as part of steps 1390 and
1395 before pre-processed secure messages are sent to a mobile device.

Turning now to Fig. 14, method steps associated with processing of encrypted parts of
a message are shown. Encrypﬁon processing may begin either when a message has been
encrypted last or encrypted only (step 1330) or when signature verification operations have

been completed for an encrypted and then signed message (step 1380).
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nessage at step 1370. At step 1375, it is determ ned whether or not the
nmessage is still encrypted. If so, for a nessage that was encrypted and

t hen si gnwo,02tisodret hod conti nues at step 1380 to processPCaErA0g/O0888 dat a,
as shown in Fig. 14 and described in further detail below |If the nessage
is not still encrypted, then a check may be made at step 1385 to determ ne
whet her or notThetfirktasttp ib @eotesingripptretyptddodatanis o {nved the ersryparicsessiar keyt ed

| ast nmessage, nmessage decryption would have been conpl eted before

Si gnat ur efov @t pari@ilarafiobilef deivice haet, besep aat0, \hytwthg 4 Recipientiwfs Sl of itrecl udi ng
the appropriate signature indication, an encryption indication or flag

whi ch i ndigaidemetsa@s forhexafipsage hadeoy bgp Nals,ythb eeireles oydcad gmemt he
nmessage body, is constructed and sent to the nobile device at step 1395.

Qt her wi segenbhifs ARS 618 10588 inobfle Hdiece IMBIsh® tHA\Cof@ind theSdnefypied WhsioAdeyides t he
signature indication and the nmessage body. Alternatively, if a nobile

devi ce USKIq4afed ABbveNCRls hRsHROWaWARIREt RF tHOlseP o REFAY SudhasforREtid@l nal |y
encrypted, which could be a configurable setting stored in a user profile
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descr 1 bed SBYE a1
obi ¢ qedreRana O SRRl of B AGARERCRET oS TRARE o2E Pl ©

DI 00esS ! gy Qb SREY Bleath RAKIE p8esson TR BAURIA SO Mo A O e

processin I nei en-a ne S been “entryp ast or
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user, at cs)stieorr)lallsAt'ezlpoi43l§,ytheL:I ?1iserr] %na?f b@eg?\ire%itﬁengﬂo?c]ce%o fdiec6rlyg; tl(mjef setssqgn key (step 1435),

for example via a menu in a message list of the mobile device. The decrypted session key is
then passed back to the wireless connector system and the original message is decrypted, at
step 1440.

Once the decryption is complete, a test is performed at step 1445 to determine if a
digital signature is to be verified. If so, then the method proceeds at step 1450 to process the
digital signature as described above \‘«Vith reference to Fig, 13. If there is no digital signature
to be verified, then a further test is performed at step 1455 to determine if a digital signature
was already processéd. If the digital signature was alreao!y processed, i.e. when encryption
processing begins at step 1380, the decrypted message witﬂ the signature indication and
possibly an encryption indication described above are sent to the mobile device at step 1460.
Otherwise, if the message was not signed, then the decrypted message and possibly an

encryption indication are sent to the mobile device, as shown at step 1465.
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recei ved nessage for exanple. At the next step 1415, the w rel ess connector
system generates and sends to the nobile device a nessage that contains

t he encrywoad/18885i on key, as described above. This nessaga/amg/obsgye t ext
for the user to provide such informati on about the nessage as the size,
date and originator of the nessage, wth, an i%gi cation that it isl

encrypt ed. WheRefiqwschagsiaye i Fet dé apd Lyisdntepded fapHpytatizepiraeses ply pad
determ ned, by a secure nessaging software ap&l i cation on_the nobile

devi ce fonoté@(émﬁlﬂ@, scaproafifey sysiemn dite siges gitlinpdin thefloy qhge pnay Be PerEOTReddp 1 o
decrypt the session key is available on the device, at step 1425. |If the
devi ce doadiffesmt prdow setheofcthe steps mpr be/eambinedywithy othegsteps ar omiged R furidsht to
decrypt the nmessage, then the nmessage cannot be vi ewed by the user on the
nobi | e destepeandCoeeatinns 1ay &5 perfornagst | Beragxamplep theq@ger inhwhigh @peraignsiase gi ven
the choice to decrypt the session key (step 1435), for exanple via a nenu
in a nesspgéorined forafigitahsigmaniot verifibatipw may P diffteant thon ekbvweindiip 3k dy s¢ige t hen
passed back to the wirel ess connector systemand the original nessage is
decr ypt edsyseims, dieelzitildfnan@aaeagltibe ddected ptforrthe digesy ipiseersrated, toe sligestsB
perfornmed at step 1445 to determne if a digital signature is to be .
verified. gifht 9@, reédvered tleforendigesidA [is garenal. ahlss} mpssigdpretmmoqessigessild be
digital signature as described above with reference to Fig. 13. If there is
no di gi t ahalgddanalpn1860 ffehd@igitasighhteb is hbeverified.u Otiee variaiohs dithp arcilmdrird at
step 1455 to determne if a digital signature was already processed. I|f

the di git glgsSiPRRL L RiVESappafeBOBYthéNe QRAISS Blthe iartGand \WH €iicheR€ tat3iderd to be _
processi ng gt)egi ns at step 1380, the decrypted nessage with the signature

I ndi cat i oRiafthe RBSS bPthY iR BntAGE MENHBI dnBdiaGAdd RReislescri bed above are sent
to the nobile device at step 1460.. Qtherwise, if the nessage was not

signed, then tpg deer dhitespaRRmA% brBbeksiAdsicRIAICH eREHyPRd lafdlireat | on
are sent to thgféngﬁgsl éelﬂ{)jvgvi ce, as ghomr&%'?tsgrt epSlr;i%SG1 ) 41r V\iDIly 2/ 101605
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illustrative purposes only and not to limt the scope of The system The

steps outlineg |0 tREHLLUGRAL IndtRY dBGcPEd BEETRF R operating with a wireless

connector system can be configured such that the host system post-processes messages sent

from the mobile device.

In Fig. 15, the method begins at step 1500 when a user composes a message on a
mobile device. When the mobile device is enabled for secure communications, the user may
select at step 1505 additional message security features, including in the example of Fig. 15
“signed last”, i.e. encrypted and then signed, or “signed only” message security. This type of
message security could be providéd for example by using S/MIME or some other possibly
proprietary secure messaging scheme.

A test is then performed at step 1510 to determjn;e if the user has selected to encrypt
the message before signing. When the message is to be encrypted before signing, a session
key is generated at step 1515, the message is encrypted using the session key at step 1520,

and the session key is then encrypted at step 1525 using the public key of each intended
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a different order, sone of the steps may be conbined with other steps or
omtted, and further steps and operations nmay be perforned. For exanple,

t he or derwor2umiceh operations are perforned for digital PCFrREIR0E889
verification my be different than shown in Fig.. 13. In sone systens, the
digital signature m ght be detected before the digest Ais generated, or

di gest B mespagstredsiver. eEpepubiic keysrepfegbbt stored in yapmeryiadhe mphile defisesage
pre-processing could be halted at step 1360 if the di 1g(l tal signature is
not veri ftiugdnayGnbtead berequesteth §ropx an lesternat powce sich s PKB3orglilee systepy iff  be
apparent to those skilled in the art and as such are considered to be

wi t hin t reqeedpe of the invention as described and clained herein. Fig. 15
is a flowchart of a nmethod for post-processing signed or encrypted and
then signed Essahesnseage his beancemenipiade odthei messag8i iminbato beoerchwptade deage
pre-processing enbodi nents described above, a nobile device and host

syst em opasthdsd oentinidshatasteapi 1580Dearl the amseage,oas walk bethecmoryped censionguf @& such
that the hgst system post-processes nessages sent fromthe nobile device.
In Fig. Ifssidnieylifhbatsdggivasemiypaideis pdsedtonhdigesafunston andthposeds @givarssage
on a nobile device. Wien the nobile device is enabled for secure '
comuni cakdyQdigsed td1Eended a dipial sipAteR] atdtepI58Q hERR eFdethdhingbignaties fohgel
security features, including in the exanple of Fig. 15 "signed last", i.e.

encr ypt edipnpdatidiesics home dender s C&k, ARCkhailand afiPERABY S HE Gidkdaby at tHdrindbiley pe of
nmessage security could be provided for exanple by using SSMME or sone

ot her posgiyRk Yor tRORF lothe¥ HelSRCHfiRcITR §iRe ATheHIIERBremAVELHE air Shd ABHile
performed at step 1510 to determne if the user has selected to encrypt
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signing, a session key Is generated at step 1515, the nmessage is encrypted

i t he, . ON._key.. i I ted
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in a rrermWy on

mobile device to send signed messages through a host system while avoiding the transfer of
bulky signature-related information via wireless communication linké. Therefore, at step
1535, the mobile device sends to the host system the original message (now possibly
encrypted), the digital signature, and the signature-related information indication, as well as
one or more éncrypted session kéys if the message was encrypted. All of this information
may be encoded, compressed and encrypted using a wireless-friendly method before it is sent
to the host system.

Post-processing of such a message at a host system begins at step 1540. The wireless
connector system operating at the host system extracts the signature-related information
indication from the message and determines what signature-related information should be
included with the message. The appropriate signature-related information identified in the
extracted signature-related information indication, including for example the sender’s Cert, as

well as possibly chained Certs and CRLs, is attached to the message at step 1545. The
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but may instead be requested froman external source such as a PKS or I|ike
systemif required. Wien the nessage has been encrypted, or the nessage is
not to bewerenypbed, the nethod continues at step 1530, &ad/¢Av/0MM83sage,
as well as the encrypted versions of the session key if the nessage was
encrypted, is passed to a digest function and the user's private key is
used to dgeaseage: digisal siggptnrg ang; ayAched signatyie-related inforpation 7Lg sy sy¥ fIom Behi ng -
signature-related information such as the sender's Cert, Cert chain and
any CRLs ho# sysiemiealbeegeivess. 2 6D K% | e  device for transfer to the wirel ess
connector systemat the host systemover the air, the nobile device

pref erably i ndVhedasmpbiletdewicerbses gefapasehi messagenandiseleets gyly magsage encryption
signature-related information indication which is processed by the

Wi r el ess craigningtand thgmseneryption,dostepra¢essing ofithe résultameneriypiadimessege alaztbed

i nformati on shoul d be attached to the nessage. This allows a nobile device
to send gegfornednesbabes syshemo ifthe svilelest camedtt@myysihinl apestiog di thg hbsieystemnst er

of bulky signature-related information via w reless comuni cation |inks.
Ther ef or eas atcess @pthe k63fon kehaisebti ¢rerype tearessaned SOtherwtisee thedwist Spetein t he
original message (now possibly encrypted), the digital signature, and the
si gnat ur amesik & @stryph fuwhiBhdsedpe iafidliheftdre tannetspewleltrh pes-praeasinglopetiens@ncr y pt ed
session keys if the message was encrypted. Al of this information may be
encoded, HOHRERSS CTh ARas) @ YdRbaRE combded an Wiriictile Wsvite,iatung withret simeheddef or e

it is sent to the host system Post-processing of such a nessage at a host

syst em begiins sihatiieeMdlng QequilB® 04t BAEERLs, GANNRCGNBIypEY Thahe ABBllaldig at the
host system extracts the signature-rel at ed information indication fromthe

message anghdelSidH IR Sandhid er%}ygfé@trﬁgsﬁgé S Bdn8H pled versiRs bfe Shab Reybsill

i ncluded wtth the neSsage. Theé appropriate signature-related information
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message on the mobile device, and encryption of the entire message and the session key must
be handled on the device.

. However, if the session key could be transferred to the host system, then some of the
encryption and possibly other secure message processing opefations could be performed by’
tiw host system, as shown in Fig. 16, which is a flow chart of a method for post-processing
encrypted or signed and then encrypted messages sent from a mobile device. For example,
instead of encrypting the session key using the public key of each addressed receiver, the
session key could be encrypted with the public key associated with the host system 6r the
mobile device user’s desktop computer system at the host system location. Provided tha; the
wireless connector system has access to the corresponding private key of the host system or
usér, the session key can then be decrypted at the host system. Similarly, if a wireless-
friendly security scheme is implemented for communications between the mobile device and

the wireless connector system operatinig at the host syster, then the session key could be
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nmessage, digital signature and attached signature-related information are
then sent fromthe host systemto all receivers, at step 1550. Wen a
nobi | e dewDae/1085 conposes a nmessage and sel ects only nePsagmoenessypti on
or signing and then encryption, post processing of the resultant encrypted
nmessage may be perforned at the host systemif the w reless connector
syst em opeerapted @y ahe mobile dsvics peroeling teadisatshens and thehedegwpisd b thefosised t o
encrypt the nessage. Qtherw se, the host systemis unable to decrypt such
a nmessageysien. tThiy pitentally alows thedoktosystepo snstepd of dhesinpbjleogryicat foopesfoon  t he
message. In this case, a nessage conposed on a nobile device, along with an
at t ached sevhraioperaticis direh runsteothardtisa by perégmed bylth€ayobge deviceCRLs, will be
encrypted on the nobile device wusing a session key, and the encrypted
message and eRefeyfiigenbw ar dhtdhe Rig. lbhe use semposek e ynesdapt on bencbdetleficeoah t he
nobil e device to either the host system for delivery to addressed

recei ver Step maoodindegldcys dithei bfcrgmdion ambpedr eaagitionr sfier Alpyinge@ndryged CGat)t s and
CRLs nust be attached to the nessage on the nbbile device, and encryption
of the enhiseRBasiaga sRpdo0seASESSIc0, ik etgtibined Whethavd heidhouset fetecadvi ce.
However, if the session key could be transferred to the host system then
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operations coul d be per?ormad by’ the host system as shown in Fig. 16,
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and then "encrypted nessages Sent froma nobile device. For exanple,
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the session key is encrypted using either a public key associated with a private key available
to the wireless connector system operating at the host system, a wircless-friendly security
rﬁethod, or possibly both, and the encrypted message and encrypted session key are sent to
the host system. Where a wireless friendly security scheme exists, it should be apparent that
the encrypted message might be double-encrypted for transfer to the host system. Encoding,
compression and message enveloping techniques may also be applied to the message and
session key for transfer to the host system.
When the message and encrypted $ession key are received at the host system, any
encoding, compression, encryption and enveloping that may be applied for data transfer
between the mobile device and the host system are reversed by the wireless connector

system. Where the session key was further encrypted by the device, using a public key for

example, it is then decrypted by the wireless connector system at step 1640 using the
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WO 02/ 101605 PCT/ CA02/ 00889 encrypted by the nobile device according to
this schene and then decrypted by the host system This potentially all ows
t he host wggameos nst ead of the nobile device, to perfor mPCIEABRAISSI
operations that nust otherw se be perforned by the nobile device. Referring
now in detail to Fig. 16, a user conposes a nessage on_a nobile device at
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(encrypted last) nessage security at step 1605. At step 1610, it is :
det er m newnwirstencrypt the sessioe ke vsing theaubbeiken of sagly eddrprsedrivseisgfeatsitined an
then encrypted. If so, then a digest and digital signature are generated
at step 16#5, andraftach theancnypted e¢saioe keynfodhermtesage befote faswarfiag ilremessageer t |
Cert chain and any required CRLs are attached to the nessage at step 1620.
When si gnfondeliveryctortid addeessedaecdifers, e imiratdge step 1630. bEnaypiop pf e sebsidnout
first being signed, the nethod proceeds at step 1625, where the device
gener at esked forach foeiker\is therebg offloedkdi fronethe myobile deyitete thedsstesystemThe nessage,
along with the attached digital. signature and signature-related information
if the messaggthoagh fétGh&eh iniFg. tIBehisenghioddas Be vsindpdtd prosids Soranork pystat st ep
1630. Then, at step 1635, the session key is encrypted using either a
public Kepo@ssas bPdrbsheiptdd eskigt Waihe his@¥yasal Sat the witeléss @omiet el §8Rm
connector system operating at-the host system a wireless-friendly security
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information. Once this information is attached, the wireless connector system can then re-
encr‘ypt the message using the session key and encrypt the session key for each addressed
receiver. According to this method, typically bulky signature-related information is added to
the message by the host system, such that encryption of this infofmation by the device, as
well as transfer of the information over the air, is avoided.

| If a strong wireless friendly security scheme is in place between the mobile device
and the host system, then the message and session key, as well as the digital signature and
any signature-related information indication could be encrypted according to this security
scheme and sent to the host system. The host system could then attach required signature-
related information identified in the signature-related information indication to the message,
encrypt the message, digital signature and signature-related information using the session key

and then encrypt the session key for the addressed receivers. In this case, the session key
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45 WD 02/ 101605 PCT/ CA02/ 00889 corresponding private key. The w rel ess
connector system using the decrypted session key, can then re-encrypt the
sessi on kwgp w4adwgst he public key of each addressed recei veCT/Gt029088p 1645,
and attach the encrypted session keys to the nessage before forwarding the
message for delivery to the addressed receivers, as indicated at step
1650. Enciopjsk possiblybe ighrerafed by tip hog aystdminsigad of the swbiledevics, funtherstodueiref | oaded
fromthe nobile device to the host system Although not shown in Fig. 16,
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encrypted nessage at the host system Since the wireless connector system
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Fig. 15, mobilegadce tcthe tlopd @averfof ost@kfean | ndi cation coul d be attached to

t he nessage. The w reless connector system using the session key, can
decrypt the neEWE&gehe Ws0§8REH Alfithas St@Radolthe mobilaldhtel udt0d sipiange kiy)dhecat i on
and then attach any required signature-related information. Once this
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The host system coul.d then attach i Lgnature- related information
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from the mobile device and the complexity of device-based processing operations required
for secure messaging, encryption at the host system using the session key, as well a;e,
signature generation at the host system, assume either a secure transport between the mobile
device and host system or that the host system has access to a users’ private keys.

Turning now to Fig. 17, a block diagram of an exemplary wireless communication
device that could be used with the systems and methods described herein is shown. The
mobile communication device 100 is préferably a two-way communication device having
voice and/or data communication capabilities. The device preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality
provided by the device, the device may be referred to as a data messaging device, a two-way

pager, a cellular telephone with data messaging capabilities, a wireless Internet appliance or a
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and then encrypt the session 'key for the addressed receivers. In this
case, the session key 46 WO 02/101605 PCT/ CA02/ 00889 could possibly be
gener at edwby2tibsohost system i nstead of the nobil e devi cepPCrurAodeossp educi ng
t he ambunt of data sent fromthe nobile device. The nobil e device then need
only use the wreless friendly security scheme to enabl e secure nessaging
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session key. The host system can then handle all encryption and signature
oper at i ongsnedunkatialsfsubkysidne 1 TMdbaddemaealsciacludy dthaydghict hbssystbme hTd2 ks r educe
both the amount of data that nust be transferred fromthe nobile device
and the gpmRegkt 171 10pretlRablE rchdse GaBhRCARISietiveoftemmbs ONG, NE1R)iar @deivdror
secure messagi ng, encryption at the host systemusing the session key, as
vel | as (Rixg ik fraf @RIRERLTP 178, ohé16r Rof! l06) Sk@MAtor8 SBOFEL AB] fifdra dighsicur e
transport between the nobile device and host systemor that the host
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di agram of” an exenplary w rel ess comuni cation device that could be used
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device may ‘be’referred to as a nessagi ice, a two-way
1724N for carrying out a plurality of other functions.

The mobile communication device 100 is preferably a two-way communication
device having voice and data communication capabilities. Thus, for example, the device may
communicate over a voice network, such as any of the analog or digital cellular networks,
and may also communicate over a data network. The voice and data networks are depicted in
Fig. 17 by the communication tower 1719. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations, network
controllers, etc., or they may be integrated into a single wireless network. References to the
network 1719 should therefore be interpreted as encompassing both 2.1 single voice and data
network or separate networks. |

The communication subsystem 1711 is used to communicate with the network 1719.
The DSP 1’}20 is used to send and receive communication signals to and from the transmitter

1714 and receiver 1712, and may also exchange control information with the transmitter 1714
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pager, a cellular tel ephone with data nessaging capabilities, a wireless

I nternet appliance or a 47 WO 02/101605 PCT/ CA02/ 00889 data comruni cati on
devi ce (vWwDh2a01608 t hout tel ephony capabilities). As nenti ecaddsboess9 such
devices are referred to generally herein sinply as nobile devices. The
dual - nrode device 100 includes a transceiver 1711, a m croprocessor 1738, a
di spl ay laadagceiteadlvelothy voic24nd At cor@Binications| ¢canyati npiogle dretpancy,(dr/ O)
devices 1728, a serial port 1730, a keyboard 1732, a speaker 1734, a
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and may al so include other device sub-systens 1742. The transceiver 1711
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(Rx) 1712, a transmitter (Tx) 1714, one or nore local oscillators (LGs)
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1724, the device 100 preferably includes a plurality of software nodul es
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digital cellular networks, an al so communi cate over a data network.

The voice are depicted in ‘Fig. 17 by the comuni cation
tower 171 -%Q %gg&\g%%s\épg@' data networks nay be separate comunication
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operate in a North American market may include a communication subsystem 1711 designed

to operate with the Mobitex or DataTAC mobile data communication networks and also
designed to operated with any of a variety of voice communication networks, such as AMPS,
TDMA, CDMA, PCS, etc., whereas a device 100 intended for use in Europe may be
configured to operate with the GPRS data communication network and the GSM voice
communication network. Other types of data and voice networks, both separate and
integrated, may also be utilized with the mobile device 100.

Depending upon the type of network 1719, the access requirements for the dual-mode
mobile device 100 may also vary. For example, in the Mobitex and DataTAC data networks,
mobile devices are registered on the network using a unique identification number associated
with each device. In GPRS data networks, however, network access is associated with a
subscriber or user of a device 100. A GPRS device typically requires a subscriber identity

module ("SIM"), which is required in order to operate the device 100 on a GPRS network.
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The DSP 1720 is used to send and receive conmuni cation signals to and from
the transmtter 1714 and receiver 1712, and may al so exchange contr ol

i nf or mat iwo 0101803 he transmtter 1714 48 WD 02/101605 PCPCCANLOGB89 and
receiver 1712. |If the voice and data communi cations occur at a single
frequency, or closely-spaced set of frequencies, then a single LO 1713 ‘may
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network 1719 are processed, including modulation and encoding, for example, by the DSP

1720 and are then provided to the transmitter 1714 for digital to analog conversion, frequency
up conversion, filtering, amplification and transmission to the communication network 1719
via the antenna 1718. Although a single transceiver 1711 is shown in Fig. 17 for both voice
and data communications, it is possible that the device 100 may include two distiﬁct

| transceivers, a first transceiver for transmittiﬁg and receiving voice signals, and a second
transceiver for transmitting and receiving data signals.

In addition to processing the communication sigﬁals, the DSP 1720 may also provide
for receiver and transmitter control. For example, the gain levels applied to communication
signals in the receiver 1712 and transmiiter 1714 may be adaptively controlled through
automatic gain control algorithms implemented in the DSP 1720. Other transceiver control
algorithms could also be implemented in the DSP 1720 in order to provide more sophisticated

control of the transceiver 1711.
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wi th each device. In GPRS data networks, however, network access is
associated wth a subscriber or user of a device 100. A GPRS device

typi cal | ywoaeguorees a subscriber identity nodule ("SIM), Poifi@te2i06880 equi r ed
in order to operate the device 100 on a GPRS network. 49 WO 02/101605

PCT/ CA02/ 00889. Local or non-network comunication functions (if any) may
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conver si qgvedofft@niceRi dpphcatibalch 23lal Vol cIBitmaliz fplicaisnln24atandn
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network 1719 are processed, i ncludi ng nmodul ati on and encodi ng, for exanple,
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to anal og conversion, frequency up conversion, filtering, anplification

and transpihgsi on L8viabe BT WEa! thRFaQEPIbE ikRsmi¢iafd tdi8ivaRbRORAIsL718.

Al t hough a single transcefver 1711 1s shown in Fig. 17 for both voice - and

data cormmpul Cald0Ralhde ﬁ?ﬂféséévmeeldohﬁfd 4 Pﬁfsﬁﬁ}y bE Bttt PoiBBYeyits | Vifl gnel WO
di sti nct transcelvers, a first transcel ve or transmtti ng and recei Vi ng
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organizer information, short text messages, etc., between the dual-mode mobile device 100
and a plurality of other data devices via the network 1719. On the device 100, a secure
messaging software application may operate in conjunction with the data communication
module 1724B in order to implement the secure messaging techniques described above.

The microprocessor 1738 also interacts with other device subsystems, such as the
display 1722, Flash memory 1724, random access memory (RAM) 1726, auxiliary
input/output (i/O) subsystems 1728, serial port 1730, keyboard 1732, speaker 1734,
microphone 1736, a short-range communications subsystem 1740 and any other device
subsystems generally designated as 1742. For example, the modules 1724A-N are executed
by the microprocessor 1738 and may provide a high-level interface between a user of the
mobile device and the mobile device. This interface typically includes a grdaphical

component provided through the display 1722, and an input/output component provided

through the auxiliary /O 1728, keyboard 1732, speaker 1734, or microphone 1736.
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signals in the receiver 1712 and transmtter 1714 may be adaptively
controlled through automatic gain control algorithnms inplenented in the
DSP 1720.wOtohaoi6bs anscei ver control algorithnms coul d al seChacAopossaent ed
in the DSP 1720-in order to provide nore sophisticated control of the
transceiver 1711. 50 WO 02/ 101605 PCT/ CA02/ 00889 The m croprocessor 1738
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temporarily loaded into a volatile store, such as RAM 1726 for faster operation. Moreover,
received communication signals may also be temporarily stored to RAM 1726, before
permanently writing them té a file system located in the persistent store 1724.

An exemplary application module 1724N that may be loaded onto the dual-mode
device 100 is a personal information manager (PIM) application providing PDA
functionality, such as calendar events, appointments, and task items. This module 1724N méy
also interact with the voice communication module 1724A for managing phone calls, voice
mails, etc., and may also interact with the data communication module 1724B for managing

" e-mail communications and other data transmissions. Alternatively, all of the functionality of
the voice communication module 1724A and the data communication module 1724B may be
integrated into the PIM module.

The Flash memory 1724 preferably provides a file system to facilitate storage of PIM

data items on the device. The PIM application preferably includes the ability to send and
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subsystens generally designated as 1742. For exanple, the nodul es 1724A-N
are executed by the mcroprocessor 1738 and may provide a high-1|evel

i nt erf acewbamerwns a user of the nobile device and the nolpClracadewisse. This
interface typically includes a graphical conponent provided through the
di splay 1722, and an input/output conponent provi ded é rough the auxiliary
| / O 1728 reqetipisistaritemsy sither By, dsglie pr inzepnjunefionyith ﬁswewsa& Ha C%Tmmc’t‘f?f‘lom%
PCT/ CA02/ 00889 Sone of the subsystems shown in Fig. 17 perform

communi camedsiesrldaR4h .24 Bnvis ithmwirelgsseepyosk d¢ b The @5@%@%@?@? mpeeFPe
"“resident” or on-device functions. Notably, some subsystens, such as
keyboar d seqalessiin intetirated, ssyndiyonizadagndpepdatedd vie dbe pireiess airRaRE di9-owith el at ed
functions, such as entering a text nmessage for transm ssion over a data
communi cabirespondieg wwrdf datarittngestired or assoaasert with adiosioersnpsites Isysigma thesehyul at or
or task list or other PDA type functions. Operating system software used
by the micéatipg o adseed sysE38for datpitehe asabdiated wish e darticular usgier si st ent store such
as Flash nmenory 1724. In addition to the operating system and ‘
communi cat i on Tiedudbéls dbvied AONmay hdsoFbeambhnuatiysynchionzd vth ahess systehdge a
file systemfor storing data. A storage area is also preferably provided
in the Flasng@easyceliid4n hvinsdrfatecradielbitiich doaplss tha sgrial part ¢730e0f theamdbilst her.
information required for secure nessaging. The operating system specific
devi ce apgvice a0D @ treQeriAlgsbe 6fSthe Bbst Btdns. Thekani pomay3®hmay aisombermed toy

| oaded into a volatile store, such as RAM 1726 for faster operation.

MDI €0VEr , enabl8 CE YR Cho CRIMMPTEERIch ARroBstl BilesiteFRY daViS® obeoft@ameodpplitdiipnStoor ed to
RAM 1726, before permanently witing themto a file systemlocated in the

per si st enfouii Rl Rehkf 2fplicAMbnSY SR A7 Y4 RR i sE-Akii6H) aRP@UbR1 deiddRbyt ad offiBy be
| oaded onto the dual-node device 100 is a personal information manager

(PI'M  appl kA bo Qgév,@éerhg dBRAved 36 I BRMyirbd dovilledd path A} RNEad oavaNt S,
appoi ntnments, and task itenms. This nodule 1724N may also interact with the
voi ce conpunh Gald ANkAP ot debitel WnidkPR2Y Hicke PROME HsthbS thaOb£anging
encryption information via the wireless network 1719.
Additional application modules 1724N may be loaded onto the dual-mode device 100
through the network 1719, through an auxiliary T/O subsystem 1728, through the serial port
1730, through the short-range communications subsystem 1740, or through any other suitable
subsystem 1742, and instailed by a user in fhe Flash memory 1724 or RAM 1726. Such
flexibility in application installation incfeases the functionality of the device 100 and may
provide enhanced on-device functions, communi;:ation—related functions, or both. For
example, secure communication applications may enable electronic commerce functions and
other such financial transactions to be performed using the device 100.
When the dual-mode device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, will be processed by the

transceiver 1711 and provided to the microprocessor 1738, which will preferably further

process the received signal for output to the display 1722, or, alternatively, to an auxiliary I/O
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mails, etc., and may also interact with the data communi cati on nodul e 1724B
for managing e-mail conmunications and ot her data transm ssions.

Al ternatiwelogiiombi of the functionality of the voice conmPoai@atioeso modul e
1724A and the data communi cation nodule 1724B nay be integrated into the
PI M nodul e.  The Flash nenory 1724 preferably provides a file systemto
facilitatdsvise d72fyed Bter pf dpalyaqds devised 0Q may Héo(fewese. dat, s, grchasi smad: | on
preferably includes the ability to send and 52 WO 02/101605 PCT/ CA0O2/00889
recei ve dngssages.aising thg kQYéPafo”g%sVéWh, isgwefprably drjompdate alphagumsrie keybpaidce and
data comuni cati on nodul es 1724A, 1724B, via the wirel ess network 1719.
The PI M daidaout irethe QWERTYestaleaplthpugls ethat ewles 9f Pemmplefe Alpbanumgricdieybeirdsed and
updated, via the wireless network 1719, with a corresponding set of data

i tens st ouctasthe kssorPYORAKistyle mmaynadst bearsed uUser inppstoghy devieerl@Bys fustherat i ng a
mrrored systemfor data itens associated with a particular user. The
nmobi | e deanhaeed O@hrmplumlisoobaxitanubDl devieyn tTR8pwhichdnayi inblude hdlgtmbsyhetlem by

pl aci ng the device 100 in an interface cradle, which couples the serial

port 1730npdt dehtiee, miovutiepad,de varisey dDOwitahes, herogler igut peitth, efc. t The ¢omgiosalyst em
The serial port 1730 may al so be used to enable a user to set preferences
t hr ough adut£Xdrey inpht také aser aiayhdn btk msapel iovatthe tommoni caionwmetadk 0T1ver
application nodules 1724N for installation, and to | oad Certs, keys and

ot her i nfi®maaiah@BiveNiT 12 Sdaut 6RssAgesdesbel b dnddodeéarandtittsd Hbmeabk sobid oad
path may be used to load an encryption key onto the device, which is a

Nor e secUi®iciBihart frbaRsedtNad ditd GomMBRIEMdh initule 2B laf Bssdtiatell Reuwd I €l ess
network 1719. Additional application nodules 1724N may be | oaded onto the

dual - ”Ddemgé%%%ﬁgeso%%e APplOMHRA ab BRI REIWRY KchhighSs ddsbiiR@Rovn auxiliary 1/ 0
subsystem 1728,  t hrough"the serial port 1730, through the short-range

communi cati on 1 1 Qr i@ SihfuaRhi®n SHAS Y§d em
1742, and instul ‘f*ﬁ%*?ﬁ“ﬁiﬁ?"?% %drggsgﬁgﬂgﬁﬁgng’ngﬁeﬁéﬁz%ﬁgr o B uch

flexibili %réllgo%rgd;iohcﬁtthg RetiBS 480 Iis%db?tht&aﬂ?s‘ﬁﬁﬁﬁ%o%ﬂ@ d‘;ffirlﬁ&ief) @ﬁ!eb@ aPf the

devi ce 100 an
received signals are preferably output to the speaker 1734 and voice signals for transmission

are generated by a microphone 1736. In addition, the secure messaging techniques described
above might not necessarily be applied to voice communications. Alternative voice or audio
/O subsystems, such as a voice message recording subsystem, may also be implemented on
the device 100. Although voice or audio signal output is preferably accomplished primarily
through the speaker 1734, the disialay 1722 may also be used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call related information.
For example, the micropfocessor 1738, in conjunction with the voice communication module
| 1724A and the operating system software, may detect the caller identification information of
an incoming voice call and dispiay it on the display 1722.
A short-range communications subsystem 1740 may also be included in the dual-
mode device 100. For example, the subsystem 1740 may include an infrared device and

associated circuits and components, or a short-range wireless communication module, such as
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provi de enhanced on-devi ce functions, conmunication-related functions, or
both. For exanple, secure comruni cation applications nmay enable el ectronic
comer ce Woretltdwns and ot her such financial transacti ons PCa/te2pesshor med
usi ng the device 100. Wen the dual -node device 100 is operating in a data
communi cati on node, a received signal, such as a text nmessage or a web
page dowal $Bldgtoosh! | mbédulprarces s&3. 1y modele 2ocendingeita cthe 1Hndatoethdomp B8 ted t o
the m croprocessor 1738, which will preferably further process the

r ecei ved spdcifivatiorfsprespactipely, tooprohide dors@inepunicagion vath sindilady-peablodedygtems o an
auxiliary 1/0 53 WO 02/101605 PCT/ CA02/ 00889 device 1728. A user of

dual - nodandiémticee 1t GGl beypmataiotochesp ckilledliattie drt thats Bleaiaith samdS0RILl referes sages,
usi ng the keyboard 1732, which is preferably a conpl ete al phanuneric
keyboar d setk @f dpsrifications BeailWERTom Shey igtitutt! 6fhBleghicalt andrElsdtyonizs Ragineaspl et e
al phanumer ic keyboards such as the known DVORAK style may al so be used.
User i np‘{'IEEBg, relRfn i@ Witdesd DANs and WirkldQrpersoid) afes @etwiirtsiirespaptivilyl i ty of
auxiliary 1/0 devices 1728, which may include. a thunbwheel 1 nput device,

a touchpad, a}Mﬁh%%ycri@Ed VHdtED 6%, profefrOf K@bodiMBME o e SRiens icluditpeths onposed
data itens input by the user may then be transmtted over the conmmuni cation

net wor k #Z&&edvxh@chéﬁ%frob%&ﬁh\i?fo b /ithdersto6 8 HELHIESHRAAES chiRe BE ¥RHeDontand to
be transmtted fromthe nobile device 100 are processed by the data

COMMUNI C &30 !eﬁnﬁczt%ﬂaﬁﬁ Aep @RS gfé?én%lél QLS ERINEIs PRRSREGbNY b3 Qalyirr €
application according to the Pechnl ues descri bed above. When the dual - node
device 1 I i ] ! i i , al |

oper at i on pe AR i Balcla Rk E PO RTHE AR IERR, B RamBEPERL 18
except th r. Y} ' r I . : 11734 and
voi co. si kg ERRYie BlEAGop (A oREIRLAN o AULAL dhaNARES IR [T
addition, the secur e npessagi ng techni ques descri bed above m ght not
necessar i‘i"?’“&lé““ B 5%€4°%0 voi ce communications. Alternative voice or audio
1/0 subsyste ch as a voice nessage recording,s St ..al so be

i mpl ement ed on & tslﬁeg‘?é%ﬁ Bé’r"l'ﬁf?.cesﬁflntgheéc%aﬁlevcli’eéeén dr h%ﬁg?%e%ﬁﬁ%ﬁ%%\éhv ?)%t is

pref er abll%esgfg(éol%i %r%)rrﬁeg m srslag(;a srelnclie\4 1802 addressed to one or more message receivers. A

wireless connector system 1810 generates a message 1812 for a mobile device 1814 that
corresponds to a message receiver. ‘ The wireless connector system 1810 performs
authentication and/or encryption message processing 1808 upon the sender's message 1804.
Many types of processing may be performed,’such as reducing the size of a sender's
encrypted message by excluding some or all session keys not needed by a message receiver
corresponding mobile device. Through processing 1808, the message 1812 transmitted to tﬁe
mobile device 1814 is a modification of the sender's message 1804 with respect to
authentication and/or encryption aspect(s). The mobile device 1814 contains memory for
stdring such pre-processed messages, such as volatile or non-volatile RAM (random access
memory).

The sender's message 1804 is similarly processed if other mobile devices are

identified by the wireless connector system 1810 to correspond to the recipients that should
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t hrough the speaker 1734, the display 1722 may al so be used to provide an
indication of the identity of a calling party, the duration of a voice
call, or woDhenomes ce call related informati on. For exanplP€T/Av2/00889

m croprocessor 1738, in conjunction with the voice comrunication nodul e
1724A and the operating systemsoftware, may detect the caller

i dent i f i aedeiverthg senderfsedssage 3B04. dn thim eeyy mepsagss Ceeg.c H10) mndifigd sithasgspeet on t he
di splay 1722. A short-range comruni cations subsystem 1740 nay al so be

i ncl uded to authéreicatioml andfwp ehecryfeion aspedi(s) (e.Epencedingpipects) dre sam bsgtberenotiig40 may
include an infrared device and associated circuits and conponents, or a
short - r anigeicy¥ (egl,@888)communi cati on nodul e, such as 54 WD 02/101605

PCT/ CA02/ 00889 a "Bl uetooth"” nodul e or an 802.11 nodul e according to the
Bl uet oot h or §0zhodlll beéspeieistdodahatdnch arsgspRahdWed yariddoinphayi sigysf euch as
communi cation with simlarly-enabl ed systens and devices. It wll be
appar ent Aiewin3aeSp:5kdshihe 08080 boferfiinned Bpdhe hBdt ¥Rt 1806, aighvB@2helireledser to

sets of specifications, available fromthe Institute of Electrical and

El ect r oni Gandsfiis $810(dpefake withif HRhbo§tGydiém WeTEbaspsrateINsa d@fferei flafopsS
personal area networks, respectively. ving described in detail the

pref err edy GrhpdingBNE SRl 18056 24SE Einet REAHSE N hd8yiaDESRN sethe "BERAMS of

operation, It Is to"be understood that this operation could be Carried out

with differes s,e{h@r%?.%le;ss gcﬁ%,éé{oﬂ@?stelﬂ_ %o Ria§1RE 1&AnRIROhEERIn ktiRERment ed

only by way of = exanp Is not neant tOo limt the scope of the present

| nvent i on, efaﬂ%ns% Jn%t mgésgges tollﬁPbiPe'Hévi%gs de{gléggiéf n%{gﬁSEé)?' processing and

post - processi ng of nessages I nvolving wre comuni-cati ons

ool T IR AP RIS o B S Rt O T
Tessage TR0 e mEerRspPs b ITuE 3R pial HREhE YA R g1 RRGEE
I L AT W R,
messagé processing 1908 is performed upon the message 1904. Many types of processing .
may be performed, such as: removing signature-related information indication from a device's
signed message and attaching signature-related information identified in the signature-related
information indication to the signed message. The processed message 1912 may then be sent
through the host system 1910 to oné or more receivers (e.g., 1914 and 1918).

Such pre-processing‘ and post-processing systems as described herein address many
issues, such as the difficulty that current systems do not attempt to deliver entire S/MIME )
messages to a mobile device, due primarily to bandwidth and battery limitations associated
with mobile devices. One difficulty is that S/MIME messages are usually too large to send
effectively to a mobile device over a wireless communication network. If an entire S/MIME
message is sent, either to or from a mobile device, it could use excessive amounts of memory

and battery power just for a single message. Considering the time necessary for reception or

transmission by a mobile device, the memory required for storage and the battery power
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Many types of processing may be performed, such as reducing the size of a
sender's encrypted nessage by excluding sone or all session keys not
needed bywe maswefe recei ver correspondi ng nobil e devi cePCTHIA®DR/QIBS9
processi ng 1808, the nessage 1812 transmitted to the nobile device 1814 is
a nodification of the sender's nmessage 1804 with respect to authentication
and/ or enequetito hanlp det iespage Thxehamghi d prodentitioa td@i 6 wppera straghreSMIIVES or
storing such pre-processed nessages, such as volatile or non-vol atile RAM
(random acadd havenmndesimpple qhhlities em ter dverage besigms 1804 Amtler axdngpldry ipnocessed

if other nobile devices are identified by the wireless connector system
1810 to ahitrtespareing curtdndy aesdiaple @ubkc kéyasersdoadcessibid o\ irélass IBtadks and

PCT/ CA02/ 00889 receive the sender's nessage 1804. In this way, nessages .
(e. 0., 18A&hilerdeslickd. eds Wirdshlt, RS RRCIF public Reit drgptbgaptic operativis & vegy Qiffialli on
aspect(s) (e.g., encoding aspects) are sent to other nobile devices (e.g.,

1818) . | tangdhRdhitbsOReav P ARETHO Wpelaticds BUEHRE hobNS tdRTicEBY dinivas i FRMliE Ké@ny
ways, such as  allow ng the processing 1808 to be perforned by.the host

system 1819&@%%1@9:&5&&&@' BShe ag@ln Qﬁdhﬁﬁgiﬁﬁ/%cﬁx@ ol B0 nRPREEL thewd t hi N
p

t he host system 6 or operate on a different atform fromthe host

system 1806 adnﬁﬁo&,l I;)Hbiéﬁ?sr thEXAORAEE (19Fihd BALMAL: SRR RUickND RYRLVEPuBlic
variations, the w reless connector "system 1810 may use techni ques ot her

than redi gfg%'gj&p E?}g%fgbg?m dobrypt ARSTbds %ﬁgﬁ%ﬂ%@ﬂ@tﬂ&a&%l essd e 9.,

1814 and epicts post-processing exanple wnerein’a

! o2 RGBSR 130 LS ER TGS ddisipl 44 0 ©

Commn ¢4 Yo 557 AP 0100, BREhI SOSL AR 90 AR e

Proces! el O, PRI B ShuiPas  TaNRASRL MALMACHS, . 1y

signatur eéxfc?;p%&? %QO%%SVHELQSQ ﬂrgbqgr%é fa}l %thieps ;['egt?lt ?rll nﬁaotolrJ 'a5d rfreuls aEuen% user
experience when trying to exchange S/MIME-based e-mail mességes using mobile devices.

The pre-processing and post-processing system and method described herein process
secure e-mail messages so that such messages, including for example S/MIME messages, can
be exchanged with mobile devices. The system and method also leverages the processor
power of a host system associated with a mobile device to enable a better user experience
when exchanging S/MIME messages with mobile devices.

Still fuﬁher exaﬁples of the wide scope of the system and method disclosed herein
are illustrated in FIGS. 20-22. FIGS. 20-22 describe additional uses of the system and
method within different exemplary communication systems. Fig. 20 is a block diagram
showing an example communication system. In Fig. 20, there is shown a computer system
2002, a WAN 2004, corporate LAN 2006 behind a security firewali 2008, wireless

infrastructure 2010, wireless networks 2012 and 2014, and wireless mobile communication ‘

devices (“mobile devices”) 2016 and 2018. The corporate LAN 2006 includes a message
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information indication to the signed nmessage. The processed nessage 1912
may then be sent through the host system 1910 to one or nore receivers
(e.qg., 19wo0anced®18). Such pre-processing and post- procesl)slrr(gsowmsens as
descri bed herein address nman i ssues, ch as th ficu at., current
systens dSFYRA028ta WHiEss CoPnseior sisfembeiZs 3, gdaip f\vplivémﬁg@bﬁglésﬂ {eay t4 P?HS%}H’e
device, due primarily to bandw dth and battery limtations _associated wth
nobi | e d@@r%ékoxetﬁ@%? flgskiop|compppisT gyisiem A2RhRring a sammERicaljon h&g P P 00

| arge to send effectlvely to a nobile device over,  a wirel ess connunlcatlon
net wor k. 2mobilg devieg sush a3 fiirouzh phisieal genneationdQR4 tuin isrfageornReckE &G | e
device, it could use excessive anounts of nmenory and battery power just
for a single wielessYatuatBrivite etwogk (YN} jorter ﬁ@i?es@}%ﬁf%tlop@if theesystem; is K r
transm ssion by a nobile device, the nenory required for storage and the
battery @@w&lbeﬁ&cmmzmwmaf@@mmmmwm &RiB4 enfd 2836handl e t he
nmessage exchange, a product that tried to support straight SMMe would
have undesi r afhe cqmahtet ispsent 200%engv €pagraniplsi ree s dapisgr deskaptduepalatopnpl ar y
issue is that there are no currently avail able public key servers

accessi blcempatemsysemadafinatdfor csnreoton tolis WANIZ004C Sach dsomputesydtém nlaje use
of public key cryptographic operations is very difficult and requires
heavy cachimg: Rks WAN DS04adia b ESIBASE  ARsrhaivelyothe compaad §stemH002 nitgy .
Infrastructure (PKI) requirenents. In the area of exchangi ng secure e-nai
nmessages, et tRorkaofineRfddicoinpiRt syteabitafBike Mgt confpted §stdnd P02 for lexatyile,i ty for
nobi | e devices to retrieve public encryption keys fromPKIs to encrypt

nessages Redsed txeWAN L6 thid8gH® RIANSordNer G8twokle ) Mhmemodet Riobild devides k@t i eve
public keys on received nmessages that are signed, (3) the inability to deal

Wi th ver e bk Of: Chltcsh BPWANIBYbRESariédnfrdlubiR doliFRted) ﬁﬁfar%@m@iﬁ%@' le

devices wth slower processors to perform conpl ex mat hematl cal

cal cul atig t'tl{%\églnéﬁg uﬁ%ﬁlﬁéélrﬂag}aks%%eamﬁ¥ﬁwl&n al gorithms. These

probl ems and ot her I'n a poor and frustrating user experience when

trying to exchaposmM MaRASeE & BR hndiBE5AYRMHE 20y TR sliftltaga The

pr e- processi ng an ost - processi ng system an od described herein
process messaging system that has been enabled for wireless communications. The corporate LAN

2006 may be referred to as a “host system”, in that it hosts both a data store 2017 with
mailboxes 2019 for messages, as well as possibly further data stores (not shown) for other
data items, that may be sent to or received from mobile devices 2016 and 2018, and the
wireless connector system 2028, the wireless VPN router 2032, or possibly other domponents
enabling communications between the corporate LAN 2006 and one or more mobile devices
2016 and 2018. In more general terms, a host system may be one or more computers at, with
or in association with which a wireless connector system is operating, as described above.
The corporate LAN 2006 is one preferred embodiment of a host system, in which the host
system is a server compliter running within a corporate network environment operating
behind and protected by at least one security communications firewall 2008. Other possible

central host systems include ISP, ASP and other service provider or mail systems. Although
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secure e-nmai|l nessages so that such nessages, including for exanple S/M ME
nmessages, can be exchanged with nobile devices. The system and net hod al so
| ever ageswbDhe/1preo essor power of a host system associ at e@ChiGAv2/00880bi | €
device to enable a better user experience when exchanging S/M ME nessages
wi t h mothe desliep icemputersyypipm 2054 epbintesieepisomaectes202gmaypeylocaied paside sicle syst em
and net hod di sclosed herein_ are illustrated in FIGS. 20-22. FIGS. 20-22
descri behosidustenns rerelags eemppnieaiion operetéans Mg be pimilaoty thpse Weseribed Helavent

exenpl ary conmuni cation systenms. Fig. 20 is a block diagram show ng an
exanpl e conmiie catnomte Wd%/é’ﬁﬂﬁ limpleimgnts 2he viitelese corpeethn @ystem Z9AH@s &1 syst em
2002, a WAN 2004, corporate LAN 2006 behind a security firewall 2008,

Wi r el essassdciatedagiraless commugigdiinns whabding semprenip wkish 201 20mmedly 26 2Asofte e

wi rel ess nobil e comruni cati on devices ("nobile devices") 2016 and 2018.
The 'cor paogtm, 4 Aditv2OE Gpplicetiangd es a aoftverss ageponbit BAMNX 2wdR bEHat REIF! @R0&/ 00889
server 2020, a wireless connector system 2028, a data store 2017 including
at | eastmeérephessaplei sewer, OfTheawitdleax esni20tdP systentl @63 t3pused N wérdlr ussy-sdlleerad2022
having a conmunication link directly to a nobile device such as through
physi cal infopnmasttb hd 20 Zeteilve irdbrmiafibe Fome Bncdir 16618 ARBIO ev2die2 6016 aldc0ag Wi r el ess
Virtual Private Network (VPN) router 2032. Operation of the systemin Fig.

20 Wi || g oftesiGhirb QGrelRed AMviikE ROTRLMRINBNE EThOwiréless TSRO SysRaBR28 20634 and
2036. The conputer system 2002 nmay, for exanple, be a | aptop, desktop or

pal m op LLHRWARS SN IR &fogliﬂegéagﬁg sg\%ém,c&nﬂﬁ%iiﬁfl?ié.ozot be mAthiadbe Such a
conputer systemnmay = connect to theé N 2004 via an ISP or ASP.'

Al t er nat ﬁﬂ@éll%(léof [aﬁtg?@nﬁu&gfoﬁa@ LR R Zcdifunidfioft s??c&fﬁ%éin}?dﬂ@xﬁ?.ﬁ 203

conput er” system e conputer system 2022 for exanple, accesses

enal od Fariey HOHERe HAVS0RT AT AMEROT o AR PRRIR, PRl Ren e ey
Gevi oo s MpEPEh el BONRH By R 208, IO R R Ry BB A

server- bc?fglgsqunctionality.

The message server 2020, running on a computer behind the firewall 2008, acts as the
main interface for the corporaﬁon to exchange messages, including for example email,
calendaring data, voice mail, electronic documents, and other personal information
management (PIM) data with the WAN 2004, which will typically be the Internet. The
particular intermediate operations and computers will be dependent upon the specific type of
message delivery mechanisms and networks via which messages are exchanged, and
therefore have not been shown in Flg 20. The functionality of the message server 2020 may
extend beyond message sending and receiving, providing such features as dynamic database
storage for data like calendars, tqdo lists, task lists, e-mail and documentation.

Message servers such as 2020 normally maintain a plurality of mailboxes 2019 in one
or more data stores such as 2017 for each user having an account on the server. The data

store 2017 includes mailboxes 2019 for a number of (“n”) user accounts. Messages received
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nmessagi ng systemthat has been enabled for w reless communi cations. The
corporate LAN 2006 may be referred to as a "host systent, in that it hosts
both a dawe ogtiorées 2017 with nail boxes 2019 for nmessages, PaI/CudR008RS
possibly further data s e not .shown) for other data itens, that may be
sent to hﬁrthPé’&eéFa\gécFe’f"P’b%&Poﬁ'laé éé%B itd rQ@fBeraWGO%l%,ma'ihﬂx’t‘?’ieﬁosﬂpyel ess
connector system 2028, the w rel ess VPN rou%er (% 32, or ossi,blg‘)é ther
conpone rRatherAdEss AEOEYRHR A7 AR RERHOPHEV IOAS dorestase rafPi o 98 and one
or nore nobile devices 2016 and 2018. In nore general ter a host system
may be dgicaly bestasedigipriearespaading ipailiox 19 df %%%B%Fiaé@fe%ﬁggf;? WB’% a '
W rel ess connector systemis operating, as described above, The corporate
LAN 2006eéipieniner pdistriution ligntherironestof de samedaessagp snayhe staeduei merethe host
systemis a server conputer running within a corporate network environnent
oper at i nmpe nimélhom2018n d\iprmtisely atie mpssage sehven3020oney sere @rsingle eoprefisiicBat i ons
firewall 2008. O her possible central host systens include | SP, ASP and

ot her semnsssage ipa dath diere azcessihle to sl) of thapsersavinguaglaccd®gt WOhe BedBIEBEVer,

PCT/ CA02/ 00889 .the desktop computer system 2024 and interface/ connector
2026 mayandetdros gbiatr otdthérddemsifienin cadstecipigat’ emsilboxi 20&9.e sty pioalmessagitgi on
operations may be simlar to those described below. The corporate LAN 2006

i mpl emendystetnbeeathr@ke sty Chiamacdesy hdyat ken RAADxa201anandass oaitadte dsing rael ess
comuni cati ons enabl i ng conponent, which will normally be a software

Progr am massigihd Wadn s@ihdsi MitdseR .Outloold oS DbtiyAIotes CRBR RetiiallyUipbiates @nwor k. Wit h
at | east one or nore nessage server. The w rel ess connector system 2028 is

used t 0 pENHcH 8Ehe JEKRDRehpuieP EyatRRL20NcdnRectétliEl thOLARCIB0E.L Althbuphoaty on
from one or nore nobile devices 2016 and 2018, via one or nore wrel ess

net wor kso&%’s’mﬁ%@br&&% systiR 208 18 LIRS 16 1Y) 26/ tR6se SHiBEELTH (BOZ8 wilbapprddfated

separ at e conporient ‘of a nessagi ng system as shown in Fig. 20, or nmay

i nstead Re, , RAN %i@iﬂg%ﬂafr? {n)é;[d(] RERIPOhEEEHK! aﬁfdolaggg RbmPRBITHRIeaRL | ON

syst em conponent s. xanpl e, e nessage server O may ircorporate a

o PR 80 e, SUIRIERS) MRBTN  0
although in some systems, a messaging client may enable direct access to the data store 2017
and a mailbox 2019 stored thereon by the desktop computer syétem 2022. Messages may -
also be downloaded from the data store 2017 to a local data store (not shown) on the desktop
computer system 2022.

Within the corporate LAN 2006, the wireless connector system 2028 operates in
conjunction with the message server 2020. The wireless connector system 2028 may reside
on the same computer system as the message server 2020, or may instead be implemented on
a different computer system. Software impleﬁenting the wireless connector system 2028
may also be partially or entirely integrated with the message server 2020. The wireless
connector system 2028 and the message server 2020 are preferably designed to cooperate and

interact to allow the pushing of information to mobile devices 2016, 2018. In such an

installation, the wireless connector system 2028 is preferably configured to send information
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of its functionality. The nessage server 2020, running on a conputer behind
the firewall 2008, acts as the nmin interface for the corporation to
exchange wesrages; incl uding for exanple email, cal endar ipag/@arma)ssyoi ce
mai |, electronic docunents, and other personal information managenent
(PI'M) dathat isvstotedtih ens\oNmRerOdnta Gies lassapipted (il the corpongte kAN 2086 & pRSLOT The
parti.cul ar internedi ate operations and conputers wll be dependent upon the
speci f i cnorgpebdé deviess 2ate 204, ithrevgh the etrperatsfirewrit2098 and viaghe WANRRh
nmessages are exchanged, and therefore have not been shown in Fig. 20. The
f unct i ormldiony ob fhetwieslere nstrpekss261220120 For aramplea userithbielas e apeovgbgpd sendi ng
and receiving, providing such features as dynam c dat abase storage for

dat a | i k®sccitednazdiibex 20 0in the ddts stote@Ok7 hiag o hevenmmbbikenddvidecucheast 26.0n.
Message servers such as 2020 norrmally maintain a plurality of mail boxes
2019 i n A descAbedibose,ddtBags aee@bved iyhtha sn&dQdcé seover @82(h thas édentifyva ngpran
account on the server. The data store 2017 includes nail boxes 2019 for a
nunber ofccdund o) meiSix 010 attdtsred b s sagporddagamyittdx 2699 WOiHIAhdsEH6 Qerver

PCT/ CA02/ 00889 by the nessage server 2020 that identify a user, a user

account, 2208 4 BRXhasd mBBIESARIcE, suah as P16, Adeh S FeRB20 Y BieedestigeReeser
account or nmail box 2019 as a nessage recrrpient will typically be stored in

the correspangibedi§id-rrd: 28 ihox|%01Raldgstaubly dsteaed by aRardfs Botnkdel €
recipients or a distribution |ist, then copies of the same nmessage may be

stored tQ Ik BaDsenPREmE Bl RNOLAL ivicd$018! Mis YR of fuldiBndIRP RBHSerde! Ver

2020 may "store a single copy of such a nessage I'h a data store accessible

t | | 13 ”” 1 3 1
poi nter _or PRE FSfahe ARG ARE IR R o e X e RS e
messagl ng, @’ %t‘iphq%” ga%ﬁ?r%gléeu IF th%yi]teg&e{!oxg& ?rﬁ%égaﬁhﬁ)é ?bl@?{e g@ﬂ[ {ogag Elogﬁ’elg and

its cont@Me Gs dagi ng client suc 0S0 or Lotus

Not es, i ch operat es._on C. .S . e er

syst em 209%° z@g{‘f:@% ge&p rﬁwteﬁ%aﬁﬁﬁeg(%ggceﬁ ‘{lf’%%&g‘ﬁmtéﬁﬁ 1)1/5‘?&?&%9%8@% op tonput er

system 2022 is sgomn i@ Fh&. 20. those skilled in the art will appreciate
or some combination of botlrtechnidues.

The vse of a .wireless connector 2028 thereby enables a messaging system including a
message server 2020 to be extended so that each user’s mobile device 2016, 2018 has access
to stored messages of the message server 2020. |

| As shown in Fig. 20, and similar to the system of Fig. 1, there are several paths for
exchanging information with a mobile device 2016, 2018 from the ébrporate LAN 2006. One
possible information transfer path is through the physical connection 2024 such as a serial
port, using an interface or connector 2026. This path may be useful for example for transfer
of bulky PIM and signature-related information, data synchronization, and private encryption
or signature key transfers, aé described above. In known “synchronization” type wireless
messaging systems, a physical path has also beén used to transfer messages from mailboxes

2019 associated with a message server 2020 to mobile devices 2016 and 2018.
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that a LANwll typically contain many desktop, notebook and | aptop
conputer systens. Each nessaging client normally accesses a nail box 2019
t hrough twe masseye server 2020, although in sonme systen®PCTAARSENRYI Ng
client may enable direct access to the data _store 2017 and a nmil box 2019
stored t her ednobier psthodefek dap cxhapget with 3 yrabilendoricn2010p Qe SVeree-2is) so be
downl oaded fromthe data store 2017 to a | ocal data store (not shomn) on
the deskihwpgh denpiseless copsecton TG, 2008 end Hsing &virskspaetaoks 2R 2906, Ashe

W rel ess connector system 2028 operates in conjunction with the nessage
server 202@n iftEg.v20; dhis souldonvaes orWielssseVPN opgenaydr et draditional tHANs ane
conputer system as the nessage server 2020, or may instead be inplenented
on a diddneection tawirplasscinfraspatom 2(BOfﬂnaNarcn'idesrph énatace faonens nre alireless
connector system 2028 nay also be partially or entirely integrated with
t he nmessggworke2082, AN20. TH &Vivdless | VERE rowren @A provelys fancrefR8 oind ViPhe
nmessage server 2020 are preferably designed to cooperate and interact to
al | ow t hgynpetsioh Agre@ly thifugh ABspedific Mrelmbidieot Q012 esa Atkss 2HAB.2006. fuch an
installation, the wirel ess connector system 2028 is preferably configured

to send prﬂﬁﬂry Rabdreite BQsMO DR#IEsE 60N RGTdrON2/1D0868 coiliadk anofstheshdf i n one
or nore data stores associated with the corporate LAN 2006 to one or nore

mobi | e dWNCc%ﬁapg{Qe}@ whidhlPould REORGHrd WR16R 1 RRdsahaulei 0201 VENQBnaadowi a t he
WAN 2004 and one of the wireless networks 2012, 2014. For exanple, a user

that haspgn,@ce eHRtmAREN CBREQATGbES ov@nbtmp Wy Daghat Broflcdl §ve2017 may
al so have a nnblle devi ce, such as 2016. escri bed above, nessages

recei vedgb%s 86 B AN RE m%Qs%g tdﬁ@& té%ﬂa frBﬂﬁ a%éb‘iﬁrdevm@ﬁﬁgunt or

mai | box sto correspondi g mai | box 2019 by the nessage

server  2020. gl w1?elé§§ VPI\hﬁ)ﬁteﬁ 25’.%;?8, fgt HABMIEE th 'abcltihl?t% 22N 2008 SndtRhalty

recei ved by t'he nessage server st'ored to the user's nallbox 2019
are prefer efecte i ent to
the User & TsH e dE %@ﬁéﬁlﬁﬁd%ﬁﬁécﬁgﬁ SRRRE) B SR BebRG00 B 2

" push” q e faes co%rei‘er}:gor sgstén? 585% qfloehanz[lh %hevgddpes §§§ of tROREE evRY 88 f‘éHﬁ%? nmay

I nst ea

other required interface functions, wireless infrastructure 2010 is preferably used.

In some implementations, more than one over-the-air information‘ exchange
mechanism may be provided in the corporate LAN 2006. In the exemplary communication
system of Fig. 20 for example, mobile devices 2016, 2018 associated with users having
mailboxes 2019 associated with user accounts on the message server 202.0'are configured to
operate on different wireless networks 2012 and 2014. If the wireless network 2012 supports
IPv6 addressing, then the wireless VPN router 2032 may be used by the wireless connector
system 2028 to exchange data with any mobile device 2016 operating within the wireless
network 2012. The wireless network 2014 may be a different type of wireless network,
however, such as the Mobitex nétwork, in which case information may instead be exchangéd

with a mobile device 2018 operating within the wireless network 2014 by the wireless
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enploy a "pull"™ technique, in which itens stored in a nail box 2019 are sent
to a nobile device 2016, 2018 responsive to a request or access operation
made usi ngotokaorsodbi | e device, or sonme conbi nation of bot RrCratwioepses. The

f i rel 028. sSagi
el uai g s el PRENAEY cGPtich I KA E S F AR RRR )

devi ceAgz%iﬁ, 2018 has access to stored nessages of the nessage server
2020. own in Fig. 20, and simlar to the systemof Fig. 1, there are

several paths for, exchangi ng Lnformati.on wth_ a.mbile.device 2016, 2018
from the cor [SHeEign Eﬁ&%eﬁ : gt#fé‘ Bélél?lg‘f ?%?ﬁog%ﬁmtii gﬁ?crt’?egr?é?vgf %})na?'h is

t hrough the physical connectipon 2024 such a seri rt,. usi.ng an

i nt er f acBAbMCEFHEH 0D SCBOTET e COmPYPT, SYSiFR %8@2[,3%({ 33&?58%)8(3 2 ‘%}?r
transfer of bulky PIMand signature-related jnformation, data .

synchr orfegiaieniobavingnbpth 2p \Fﬁ?%mgﬁ‘&jr 9‘6&?9%2018 ror dikg fiafa stereiasspeiaiednwit e o g
descri bed above. In known "synchroni zation" type wreless, messagéagg

syst ens, messpgeyserven?020anp aebilg deceaHA of 3BE- tFOWsvah St mal $1e8%8% 29350 m
mai | boxes 2019 associated with a nessage server 2020 to nobil e devices
2016 andis Z6te8dedsior Winsdzfive pepssePOTCATRE Goggnge Af othee tyrest Hoaforertiotat a
exchange with a nobile device 2016, 2018 is over-the-air, through the

W r el essbatweemabe onpayts LddN 20008s preterably algp eviablstl &g herivireiess RONRCIODSYSREN 4, As
shown in Fig. 20, this could involve a Wreless VPN router 2032 or a
traditi o2e8. WAN connection to wreless infrastructure 2010 that provides
an interface to one or nore wireless networks 2012, 2014. The Wrel ess VPN
router 2032 prievi-tes nfessage LOZE, san froin the Piputeosysent 2002 ik the WAN 200dough a
specific wireless network 2012 to- a wirel ess device 2016. A prinmary
advant aggaphe ESlyHg iR cidar,r sighedWiith 4 Gigltalrsigd@@E dnsl/or badrypted, dependinp epem

of f-t he-shel.f VPN conponent which would not require wreless

i nf r ast r g ufRuidPhBssadiny/ RO AERC tFop BxaniPhe] {BE cOmPUte sy sTbh 00NisGastiled|
Protocol over 1P (TCP/IP) or User Datagram Protocol over [P (UDP/IP)

connecti g JeBudehnkMRFindREHBISMIVIE, eGEd Yhd @040 rhdsye 22038 binke bdesiped, 2016.

encrypted, or both.
The e-mail message 2033 arrives at the message server 2020, which determines into
which mailboxes 2019 the e-mail message 2033 should be stored. As described above, a
message such as the e-mail message 2033 may include a user name, a user account, a mailbox
‘ identifier, or other type of identifier that may be mapped to a particular account or associated
méilbox 2019 by the message server 2020. For an e-mail message 2033, recipients are
typically identified using e-mail addresses corresponding to a user account and thus a
mailbox 2019.
The wireless connector system 2028 sends or mirrors, via a wireless network 2012 or
2014, certain user-selected déta items or parts of data items from the corporate LAN 2006 to
the user’s mobile device 2016 or 2018, preferably upon detecting that one or more triggering

events has occurred. A triggering event includes, but is not limited to, one or more of the
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If a wreless VPN router 2032 is. not available, then a link to a WAN 2004,
normally the Internet, is a comonly used connection nechani smthat nay be
enpl oyed w9 okhel6oi r el ess connector system 2028. To handl @Crhaoagelsessi ng
of the nobile device 2016 and any other required interface functijons,

wi r el esJollowings spigen L§aBer2@EEVatign pite fae 5y ngiaIked) FOMBHET | YBEBNESEAt i ons,
more than one over-the-air information exchange mechani sm may be provided
in the chycpereation ofahe BeUsmobile deviceRborpr 21 froaniha intedace 3A26. syipcent off . Fi g.

20 for exanple, nobile devices 2016, 2018 associated with users having

mai | box escop@iAd asr Goimea mabile demice 2816 er@Ob% it he best syienhiostairending 0ra0r2020 ar e
configured to operate on different wirel ess networks 2012 and 2014. |If the
Wi 1 el essmoretmussdge? &b@d s pheoindss systeu 6 Thakd tles wirelgss ¢onagetarsystoninr2dR8 $zayVPN
router 2032 may be used by the wirel ess connector system 2028 to exchange
dat a wi tdeteanyriggeting eveley agecized 6vidp dreamessgganseriirn2028e swahr & essipt €tanwor k
2012. The wireless network 2014 may be a different type of wireless

net wor K, confh@ingV@rwithsane or aord dvewddied donpuree tsystenks 2020, intludihg tesereémdasemat i on
may instead be exchanged w th a nobile device 2018 operating wi.thin the

W r el essypgealiyehtecbhl dvdiys ddR@ibatiradbass WHed WR1E32/atéks6 Ob corpdrhcARZ &89
connector system 2028 via a connection to the WAN 2004 and the w rel ess

i nfrast ryehit @&vicdBbde P01 hhdBedl actiPRed HStheMAN 606 foR @xdnSpls wheh @ie t 0 t hat
of Fig. 1, described above. An e- nmail nmessage 2033 sent fromthe conputer

system 2004 andnaddassed J00s @btekBasd o ErendeCst P irRRbridpAM ROt MoBilk account
and mai | box 2019 or |ike data store associated with the nessage server

2020 an dde@icg‘ﬁpei[rl Efie ER1eeRd 9% e 1ROLEe prERYRYPEent iR RefPbbiERIRICIL033  i'S

intended for Tllustrative purposes only. The exchange of other types of

| nf or et 1,00 o BSL UERD LS GOLRATBLS JAMiADRA: | BidRE el CoRM s bkl ed by

the wirel'ess connector syste message 2033, sent fromthe
comput e ing ya%\%ﬁnogqgez rﬁ/elss%gé 5833\/\@\!\1&1%018@%@6 server 2020 is detected by the wireless

connector system 2028, This may be accomplished, for example, by monitoring or querying

mailboxes4 2019 associated with the message server 2020, or, if the message server 2020 is a
Microsoft Exchange server, then the wireless connecfor system 2028 may register for advise
syncs provided by the Microsoft Messaging Application. Programming Interface (MAPI) to
thereby receive notifications when a new message is stored to a mailbox 2019.

When a data item such as the e-mail message 2033 is to be sent to a mobile device
2016 or 2018, the wireless coﬁnector system 2028 preferably repackages the data item, as
indicated at 2034 and 2036. Repackaging techniques may be similar for any available
transfer paths or may be aependent upon the particular transfer path, either the wireless
infrastructure 2010 or the wireless VPN router 2032. For example, the e-mail message 2033
is preferably compressed and encrypted, either before or after being repackaged at 2034, to
thereby effectively provide for secure transfer to the mobile device 2018, Compression

reduces the bandwidth required to send the message, whereas encryption ensures
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may be fully in the clear, or signed with a digital signature and/or
encrypted, depending upon the particular nessagi ng schene used. For

exanpl e, WD oheléednput er system 2002 is enabl ed for secuPeETHE®IMEESNY USI NY
SIM Mg, then the e-mail. nessage 2033 nmay be signed, .encrthed, or bot h.
The e- masanfifensighyof app Mepsapss\ & Lther nfpEn4Hies senydo Topilefevirss @01qpd:3018.
determnes into which nail boxes 2019 the e-mail nessage 2033 shoul d be
stor ed. Iascogwastreseagen bansterred vigrp YPAwutey 203 amighh enly begomprasisd 456 19033 may
include a user name, a user account, a nmilbox identifier, or other type
of i dent érfciypted; binge arMyNisonregpereestablishedparthe YENgputac2Qdris inhereatdstsensgt ed
mai | box 2019 by the nessage server 2020. For an e-mail nessage 2033,

reci pi enMsssages ar¢ fherabalsegurély eenti Yiaetthersénaryptiomal the adretass senneetor systepondi ng
to a user account and thus a mailbox 2019. The w rel ess connector system
2028 sen238pwhivhrmayr by cansemd vai net-gasiadeVRN rtmi2D 62a MPN-HE donneationon
user-selected data itens or parts of data itens fromthe corporate LAN 2006
to the emaipls oftli VRN demercE320bomobile2dtiRes pOES adadfll§. Vpoesstigtmsstdgey t hat
one or nore triggering events has occurred. A triggering event includes,

but is nedingd i Mdbae dévice 2016 @r200BHELthAs nb Nes s&cdrd/Bah) AéckiiOnailickésCAGR: 00889
follow ng: screen saver activation at a user's networked conputer system

2022,  di ANOI06 Glih©he Abskidpcofpter Systaabrdoe. devi ce 2016 or 2018 fromthe
interface 2026, or receipt of a command sent froma nobile device 2016 or

2018 to the h@gtn g Y¥s8Mct@mdlsafd 26RNGI2096 @R Pkt a ABHIE: IRELIVES oSdOISEd at
the host system Thus, the w réless connector system 2028 may detect

triggeripg Y GREEssARRAGLALRDOW] & Vil Bic TRAFAE TPREIURE 26402 the R RPick eCei Pt
of a comrand, or wth one or nore networked conputer systens 2022,

| ncl udi ngoidig: SAESEAORANES oud e HoREURNAGII BBn WERLRISBSCHLRRE BB YE. Vhen

wirel ess access to corporate data for a e device 2016 or 2018 has
e g S R A e
from a mobile device 2016 or 2018 and addressed to one or more recipients are preferably
similarly repackaged, and possibly compressed and encrypted, and sent to a host system such
as the LAN 2066. The host system may then remove the electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route the message
to the addressed recipients.
Fig. 21 is a block diagram of an alternative exemplary communication system, in
which wireless communications are enabled by a component associated with an operator of a
wireless network. As shown in Fig. 21, the system includes a computer system 2002, WAN
2004, a corporate LAN 2007 located behind a security firewall 2008, network operator
infrastructure 2040, a wireless network 2011, and mobile devices 2013 and 2015. The
corﬁputer system 2002, WAN 2004, security firewall 2008, message serve.r 2020, data store
2017, mailboxes 2019, and VPN router 2035 are substantially the same as the similarly-

labelled components in Fig. 20. However, since the VPN router 2035 communicates with the
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device user, data itens selected by the user are preferably sent to the
user's nobile device. In the exanple of the e-mail nessage 2033, assum ng
that a trwogenowgs event has been detected, the arrival offCTiaeessage 2033
at the nessage server 2020 is detected by the wirel ess connector system
2028. ngw&wpgetoa@@@ﬁﬁp}%ﬁéa@, ftoreedbneipgpassarily, bap Hitelsps VBN seutefud B ng

mai | boxes 2019 associated with the nessage server 2020, or, if the nessage
server 2§2Gm of Fg. M.cThs oftworkcepezaiereinfraspeiure 2048 enables Wirelesseigformatitfect or
system 2028 may register for advise syncs provided by the Mcrosoft

Messagi nexchmprgeibeseenithe PANG2Q0andgmobileedeiigee 2Q19ARP1S, trespegtivelyetssociaidei ve
notifications when a new nessage is stored to a nmail box 2019. Wen a data

i t em suchithshd bemerareybteme 2642%)end 003 argl canfigered dotopemateawithibithe wirelebsce 2016
or 2018, the wi rel ess connector system 2028 preferably repackages the data
item asnetivogk 20A1 edn die RANAL0aNdIa pliadity BepakiopgbmguttesyseigR942,3002 e si mi | ar
for any available transfer paths or may be dependent upon the particul ar

t ransf er sipainh eadhi KRl 4 Pleysital edr@sioni 2016,a3056uUotanr iatePd0 o connbrorn@48) ess VPN
router 2032. For exanple, the e-mail nmessage 2033 is preferably conpressed

and encr ygdgseds veieliSEonaedter Sstefn U8 L205064 Bgkritiigankade dogincZioB4vithteach t her eby
effectively provide for secure transfer to the nobile device 2018.

Conpr esstQfmuikraiiGR 3040 eodpandwi dth required to send the nessage, whereas
encryption ensures 64 WO 02/101605 PCT/ CA02/ 00889 confidentiality of any

nessages or Ofﬁbe(whjeﬁgsoéd}BEét&”sg%%ﬂis 30340854 fre AOMIIAES RO Mireddfl cefhbior | N

contrast, nessages transferred via a VPN router 2032 m ght only be

conpr ess g&te%gg%ﬁ%scn%ﬁ& SORE 8 that 1 REDIE R NGRIAEE hi QMo labbishadiy t he
(S) 1S | nNhe

VPN r out rently secure. Messages are thereby securely sent,

via el ther cqol ¥R ts{o?&l dg%ndagl\hﬁﬁ\énzb?é %ﬁ& Bgﬁfz}%ﬁﬁ;xﬁé’ SbRfin £ 828 orWelwdnc My be

consi der &7 A hon- St an jtunrie ( ke connection for exanple,
R e LS oy L e
mai | boxeil aﬁo“}egeer, thLeArll\clatv%gr%(sopue%a{tgtgin%rgﬁrug&?ek E&R) 81%%9& Gh iﬁt&%&c%n%e%\gge%' the
mobile devices 2013, 2015 and the LAN 2007. As above, operation of the system shown in
Fig. 21 will be described below in the context of an e-mail message as an illustrative example
of a data item that may be sent to a mobile device 2013, 20i5'. |
When an e-mail message 2033, addressed to one or more recipients having an account
on the message server 2020, is received by the message server 2020, the message, or possibly
a pointer to a single copy of the message stored in a central mailbox or data store, is stored
into the mailbox 2019 of each such recipient. Once the e-mail message 2033 or pointer has
been stored to a ma;ilbox 2019, it may preferably be accessed using a mobile device 2013 or
2015. In the example shown in Fig. 21, the e-mail message 2033 has been addressed to the

mailboxes 2019 associated with both desktop computei: systems 2042 and 2052 and thus both

* mobile devices 2013 and 2015.
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When a repackaged nmessage 2034 or 2036 arrives at a nobile device 2016 or
2018, via the wreless infrastructure 2010, or via the wireless VPN router
2032, thewopobitbwoslevi ce 2016 or 2018 renoves the outer elPettcamnioassenvel ope
fromthe repackaged nessage 2034 or 2036, and performs any required
deconpr essi orisaiftpselskillpdt inotheopr Wil GRRFeciBs SergEgnisEipn n¢tWETh Fraieasls e

devi ce 2016 or 2018 and addressed to one or nore recipients are preferably
si m | ar | gonaqrdy ksegeid, Wigasongswerks isheh asoip eSS @807 arl/amibe YHABH200478e 8eint to a
host system such as the LAN 2006. The host system may then renove the

el ect r onsuitakln we capatibleowitl Weelessappiivdch genmypissiageprogeels yend wifin wielssipr ess
the nmessage if desired, and route the nessage to the addressed recipients.
Fig. 21 hetwerkblsodkasd2@idr aFerodxasplealcommuaicition baadwisiiarprotoenimypibeat fnsh
system in which wireless communi cations are enabl ed by.a conponent

associ at petweikt lateasy, opihair® primhryaconvdrneinesiseless tnatywokk casmsmocations, rard-legs 21,
the systemincludes a conputer system 2002, WAN 2004, a corporate LAN 2007
| ocat ed pigfifibght dn @6t metworlts, Meitdl typidABBhaveahbr kighipenpdcity and speedstharuct ure
2040, a wreless network 2011, and nobil e devices 2013 and 2015. The

cConMput er wa¥REHGwRIR?  THEIbE QRdbile S8 GibEsi 203 hhd 2048 lchnndOfmallp s&agehsdia er
2020, data store 2017, mail boxes 2019, and VPN router 2035 are

subst ant i@gld %1% BRectidMErnd hefudek %de?ﬂtbﬁhfré/stru_&tﬁﬂeioh@@rcﬁrmpﬁ DEBkShdtReenithe  20.
However, since the VPN router 2035 communi cates with the 65 WD 02/101605

PCT/ moz%gg%netmkwﬁkarﬁwgmbobﬂf rastructure 2040, it need not

necessari a wmreless-VPN router in the systemof Fig. 21. The network

operator infrast : | i b ha e bet ween
The LAN 2007 TG PHER Sy uBaRSRRe MiTLadRs SRBIE 00, 20 POPOR i i1

th . .20 T _ it h
i rel oot SRLERERHETEIGNEETAL PR GEGaF B AN AR R A bl e er

t 2042 052 . i i i 46, 2056
oystems 2058 195 @RI SRS R HV Rl pRnacti oR2Rdo, 205
2054 1s %u%{egst éon Dicafion sdivicO e MY Elé i 58139%1%5015. In a pull-based system, a

mobile device 2013, 2015 may establish a communication session with the network operator

infrastructure 2040 using a wireless network compatible communication scheme, preferably a
secure scheme such as Wireless Transport Layer Security (WTLS) when information should
remain confidential, ami a wireless web browser such as a Wireless Application Protocol
(WAP) browser. A user may then request (through manual selection or pre-selected defaults
in the software residing in the mobile device) any or all information, or just new information
for example, stored in a mailbox 2019 in the data store 2017 at the LAN 2007. The network
operator infrastructure 2040 then establishes a connection or session with a wireless
connector system 2044, 2054, using Secure Hypertext Transfer- Protocol (HTTPS) for
example, if no session has already been established. As above, a session between the
network operato.r infrastructure 2040 and a wireless connector system 2044, 2054 may be

made via a typical WAN connection or through the VPN router 2035 if available. When time
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conput er system 2042, 2052. The wi rel ess connector systens 2044, 2054 are
simlar to the wireless connector system 2028 descri bed above, in that it
enabl es dapa2itowns, such as e-mmil messages and ot her it @CE/GAVN0SRY
stored in mail boxes 2019, and possibly data itens 5%?red,in,a | ocal , or

net wor k deliits Retsteet eceiving gacauetitrony pobilrdavier 20bh 20t vand felivringiapesigh | e
devices 2013, 2015. In Fig. 21 however, the network operator

i nf r ast riséermetoripgk tythedeviesargio bnminimized thersiwerk apprator imsiretge¢Pibs 2013,
2015 and the LAN 2007. As above, operation of the systemshown in_ Fig. 21
will be dustbe wireltshenpoptonsystams @@4\4{) 2034 oy b cenfigirad saeby Apemarnniggtion
illustrative exanple of a data itemthat may be sent to a nobile device
2013, 20ddanedtive eraainscopeniohcenstablghed.2033, addressed to one or nore

reci pients having an account on the nessage server 2020, is received by

t he. nessage shrnkesysBO06 Fig.l9d, regssssgeigimtingiemindbjle davipopArd0és andB 208F ngl e
copy of the nessage stored in a central nailbox or data store, is stored

i nt o t hewowld! Boxen?20d Sthefwiededs sundrtaresystpns 2044 Gmde2@SKe respeiivelyne¥pamge 2033
or pointer has been stored to a mailbox 2019, it may preferably be
accessedrdssiving ageqiell foeindérviation ROmM3hotnetwa® Wperatad infreretaap4n, alvwimtess n Fi g.
21, the e-mail nessage 2033 has been addressed to the nuail boxes 2019
associ at @dm%tbbs?la@m@iﬂ,s BOSAPref R HeQlies®Y ShfoBatidn 47na A da@(bZe.afdr thaes bot h
nobi | e devices 2013 and 2015. 66 WD 02/101605 PCT/ CA02/ 00889 As those

skill ed ifitdi&saehoss the VRLQCERhEOrGYSEM D0GAI1081 ritetwp il Pinall aftage
comonly used 1N wired networks such as the LAN 2007 and/or the WAN 2004

are not ,§i4 frgﬁltﬁ% Eépﬁ&%’é]r?@h'a@l&cﬁ W15 NeyPichIf) @chgh %tﬁg%ﬁé%i%m&lﬂbﬁéﬁtin@ An

protocol s used w el ess networ ks ‘such "as or exanpl e,

Communi ¢ gt ik BRQR L B Q1950 PYETSRC Alre UK dmkRIONS el ar e

prinmary concerns in wreless hetwork comuni cations, are less significant
el eas "Har i e SR e, A, O R PR )
access t 38519 ?&aﬁa} be configured _to access mailboxes 2019 itself, directly or through the message

server 2020. Also, other data stores, both network dé.ta stores similar to the data store 2017

and local data stores associated with each computer system 2042, 2052, may be accessible to

a wireless connector system 2044, 2054, and thus to a mobile device 2013, 2015.

If the e-mail message 2033 is addressed to the message server accounts or mailboxes

2019 associated with both computer systems 2042 and 2052 and devices 2013 and 2015, then

the e-mail message 2033 may be sent to the network operator infrastructure 2040 as shown at

2060 and 2062, which then sends a copy of the e-mail message to each mobile device 2013

and 2015, as indicated at 2064 and 2066. Information may be transferred between the

wireless connector systems 2044, 2054 and the network operator infrastructure 204Q via

cither a connection to the WAN 2004 or the VPN router 2035. When the network operator' ‘

infrastructure 2040 communicates with the wireless connector systems 2044, 2054 and the

mobile devices 2013, 2015 via different protocols, translation operations may be performed
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store 2017 directly. The network operator infrastructure 2040 provides a
bri dge between the wreless network 2011 and the LAN 2007. The network
oper at or wofoeastepiict ure 2040 enabl es a nobil e devi ce 2013 PCTRIAD2/0aB89
establish a connection to the LAN 2007 through the WAN 2004, apd may, for
exanpl e, bybthe nsprgristoparalsy infasgperE: 4001 Repagkagingcleehadduss (g #5026 fg%r a
service provider that provides wreless comunication service for nobile
devi ces OI@ndheiwireless conpecsprsystemp 3o 283Asandnhe setwepbhpRerterdpfresdiugg®3, 2015
may establish a communi cation session with the network operator

i nfrast riféduamsl Rou@nesrnmohiledevitecZ 3n21dcink tho RpFFOTkLIRET A HRIRTIEE 0N
schene, preferably a secure schene such as Wrel ess Transport Layer

Securit y20d0MWMLS) when information should remain confidential, and a

wirel ess web browser such as a Wrel ess Application Protocol (WAP)

browser. A uSdessagy of bther infepration {d by sngfromemmabile déviast 2038, 215 pnay-keel ect ed
defaults in the software residing in the nobile device) any or all

i nf or mat jreEessedrinj aUsiilemainaf, ovittaduch infofnmition ¥asteing temeferet fromaa mabildbox 2019
in the data store 2017 at the LAN 2007. The network operator

i nfrastrgsider 201304013 hemhe géabil shason ifaisfeire MD40r SRS aétonrkwopdratar

W rel ess connector system 2044, 2054, using Secure Hypertext Transfer.

Pr ot ocol jfhBdRSke 3090 m&HBedead tefinfofmaRs 3o QWikRss @nhatssyharnoeseed i shed.
As above, a session between the network operator infrastructure 2040 and a

Wi r el essse QRRRE 0L naNBd:e20138 Aftd delfeRAo gﬁ% a&lﬁessé’@i@@ipi&l@ b3 the/Rbkade SKARE

connection or through the VPN router 5if available. Wien tine 67 WO

02/ 10160 0 : Ve +Fs a nobil e
%D@gé%@%ge, gﬁﬁgy algﬁ{aﬁ%ﬁy REIVARRR S ii%h Qgthé‘add?éb'd&ﬁ%mtnreﬁtm

device 2 n elivering requested i1nformation back to the device

are to be m ny 260, aldf trb%tagggé%}g%ggﬂgg% zggkrafeg b4 pei-pisEd 89&%03@.%@ he

wirel ess connector syste 204« configured so that a
CorTT 3 0, AMAROKLEH, RIS, B0 ADGRESiAMLY Bkl i ypust o1 O
be sent geo cct) 1egurvgdrt8 lp%ShSdaﬁg HOGE L PhobeSdetilRs %9@43@%13.05\%015@%&6&}5%% y. Upon
system is also possible. For example, a notification of a new message or a list of data items
currently stored in a data store at the LAN 2007 could be pushed to a mobile device 2013,
2015, which may then be used to request messages or 'data; items from the LAN 2007 via the
network operator infrastructure 2040.
If mobile devices associated with user accounts on the LAN 2007 are configured to
operate within different wireless networks, then each wireless network may have an
associated wireless network infrastructure component similar to 2040.
Although separate, dedicated wireless connector systems 2044, 2054 are shown for
each computer system 2042, 2052 in the system of Fig. 21, one or more of the wireless
connector systems 2044, 2054 may preferably be configured to operate in conjunction with
more than one computer system 2042, 2052, or to access a data store or mailbox 2019

associated with more than one computer system. For example, the wireless connector system
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receiving a request for information fromthe network operator
infrastructure 2040, a wireless connector system 2044, 2054 retrieves
request edworkaorwat i on from a data store. For the e- mail PeEITaYe/0@B33, the
W rel ess connector system 2044,.2054 retrieves the e-mail nmessage 2033

f r om t he2Qfgmaydhei saansecdhascess & the grgboxey 80 1xaspapiated withybrth theewRpETYsEM ent
operating in conjunction with the conputer system 2042, 2052, which may
access a20¢Ridngddhe conEitazisysiem 2093. aRedqvestaderstaipeiteres fem eithgranehiledieriee s y .
Alternatively, a wireless connector system 2044, 2054 may be configured to
access n2013boxBs2MG19ay ttisml be prdicessest by the witslesu gonneeter Rystasago44.saieer 2020.
Al so, other data stores, both network data stores simlar to the data store
2017 ancbrfigoationdaiip be eafeldo asabdewatlesh animniungatiinsdetneen dre AN 12607 2842,

2052, may be accessible to a wreless connector system 2044, 2054, and

t hus to themdbilk dedeasi20e3 20d 301520iimut tefuiring aaleskaoy comgmsa gpst@ 3644, 203 dr essed
to the nmessage server accounts or nail boxes 2019 associated with both '

conput er 1Sys helhgA0d 2achngloBiR5&vive chsele v Aceizel 2 Icdnmdetbr 29kém nhdyeinsteddhise e- nai |
nmessage 2033 nay be sent to the network operator infrastructure 2040 as

shown at jympARG6ht&N din2 QBRjundMbinC Rvithh effie S aReigd @y 0020 he eendble| wiksage to
each nobil'e device 2013 and 2015, as indicated, at 2064 and 2066.

| nf or mat L AmaEYatRast ransferred between the wireless connector systens
2044, 2054 and the network operator infrastructure 2040 via either a

connection toglhe i‘é\%l\ﬁlg&%%é?z{m bR gnoHRNa QR RE ca8B3mnicRNyithE. TRE WRkdm

operator infrastructure 2040 communicates with the w rel ess connector

systerms ffifites & koo stdiein JBH WANIOHOL &S cqdre EE00) Bodidd! AL o

protocol s, trans perations may be performed 68 WO 02/101605

Pt G021 008 hne Pil bAIE, AF LRI ARAY 368, dhellSlAPIIBCLIEIE AR SARAGHAY

i ng
t echni quéeéc y a use e W reless connector systens 2044,

2054 and bl ETUREK ELAEE LTHORT TWGL S 2800n. AoBE! YSEM steh bl | @

devi ce 2 € networ K operator infrastru

or ot her V{’R&%O%,t s!eglgﬁtgr ?‘uel:)v?allsfda)%, rfmrss%artngeasern\}%p bbﬁ), A6 s %@117,3 mafBoxds 8%, be

desktop computer system 2022, physical connection 2024, interface or connector 2026 and
VPN router 2035 are substantially the same as the corresponding components described
above. The access gateway 2030 and data store 2082 provide mobile devices 2088 and 2090
with access to data items stored at the LAN 2009. In Fig. 22, a wireless connector system
2078 operates on or in conjunction with the message server 2020, although a wireless
connector system may instead operate on or in conjunction with one or more desktop
computer systems in the LAN 2009,

The wireless connector system 2078 provides for transfer of data items stored at the
LAN 2009 to one or more mobile devices 2088, 2090. These data items preferably include e-
mail messages stored in mailboxes é019 in the data store 2017, as well as possibly other
items stored in the data store 2017 or another network data store or a local data store of a

computer system such as 2022.
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processed in a simlar manner, with such information first being
transferred froma nobile device 2013, 2015 to the network operator
i nfrastruwDueao®0zl0: The network operator infrastructureP2GARo0gssH hen

send the informgtia a W reless conn r St 2044, 2054 .f.or_storage
in a mail box éﬁ@scﬁﬁfﬁf %%Evle’\/%}’ § R4 %?Fﬁaggg@?gsagg%ssre §?? prent $BY rffcﬁ%gnr?sessage
server 020 for exanpl.e, or -may al natively deliver the in tion to
the- adr B Gaser e Bh 16 meprREe B b AR b PRk St e PR 1
relates to pull-based gperatjons. Th wi.rel ess connect.ar te 2044,
2054 andP§ %‘%&V@W@%@F&SQ@%‘F}P% r“’tftpt“’tﬂtemﬁlsxsﬁﬂg g %%a@c?ﬁ red to
push data itens_to nobi] e devices 2013 and 2015. A co i,ne(ﬂ ﬁ#?fgl ul |
syst em i €23/598° 82 Praferably pas 2 gpulapitpictuze iqopndrpRains Spchrnized gl 8s¥4ye or a
list of data itens currently stored in a data store_at the LAN 2007 coul d
be pushedtore2® 7ndhiM afereptien ondatas stored g data\gkare ROfrapreferably andeperdepdy r equest
messages or data itenms fromthe LAN 2007 via the network operator

i nfrast r owdiffable2@4the RIM infpimtasion oy | detes stered o i the dgstviystemy Je thig esisiias on t he
LAN 2007 are configured to operate within different wrel ess networks,

t hen eackonfigueitios sthe etdepankdentiyymérdifiablainformetiorcitdheektemnaladatissiorn @0HbMRY
infrastructure conponent simlar to 2040. Al though separate, dedicated

Wi r el ess nodmisiacyahrayzatienst 2phuality 06data steres ssaniafed rwitheauser Cicayplateeen 8y st em
2042, 2052 in the systemof Fig. 21, one or nore of the wireless connector
systens 2fbbie d2¥ite} damyonpr gfremalbdompoer avindney detedit the cogerae EAN) ecOnThinct i on
with nore than one conputer system 2042, 2052, or to access a data store

or mai | baynchbhatias sagibataecbmiplishedrbsrexhinple, tieigh aippattsesens ywsthe rdataFore
exanpl e, the wireless connector system 69 WO 02/101605 PCT/ CA02/ 00889

2044 may 2bg2 By et witkles Gesecion sidhan DBIE He¥esn 2QEInBAARE bath ethenr éhuydhh t he
conputer system 2042 and the conputer system 2052. Requests for data itens

from ei t Rg P Rb Q0L 288eddr cBENE3d, QA cdBtaBOihes B IaY, e WhbR inititserg sed Ay t he
Wi rel ess connector system 2044. This configuration nmay be useful to enable
Wi rel ess 2p80MBiNine 3hdsRe sLREVBEID ée corphutdOdteMMED22, at the data store 2082, or
possibly by a mobile device 2088, 2090 through the accéss gateway 2080. In the case of the
e-mail message 2033 for example, an update sent to the data store 2082 some time after the e-
mail message 2033 is received may indicate that the message 2033 has been stored in a
certain mailbox 2019 in the store 2017, and a copy of the e-mail message will be stored to a
corresponding storage area in the data store 2082. When the e-mail messége 2033 };as been
stored in the maﬂboxe§ 2019 corresponding to the mobile devices 2088 and 2090 for
example, one or more copies of the e-mail message, indicated at 2092 and 2094 in Fig. 22,
will be sent to and stored in corresponding storage areas or mailboxes in the data store 2082.
As shown, updates or copies of stored information in the data store 2017 may be sent to the
. data store 2082 via a connection to the WAN 2004 or the VPN router 2035. Ifor example, the

wireless connector system 2078 may post updates or stored information to a resource in the

data store 2082 via an HTTP post request. Alternatively, a secure protocol such as HTTPS or
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t he nobil e devices 2013 and 2015 wi thout requiring a desktop conputer
system 2042, 2052 to be running for each nobile device user. A wreless
connect orweyetiewspdmay i nstead be inplenmented in conjuncti @cTWGAR/00dSE
nmessage server 2020. to _enable wire|es c

nications. Fig.. 22 is a block
di agr am Srcugendnckes LayerdShat mpR be gFfini 8eEi SGHI® 9%6@%?%f%338939@ﬁ3h¥ﬁb|udes a
conputer system 2002, WAN 2004, a corporate LAN 2009 | ocat %gé@;%@h% a
secur i t ysifigle eopyl of axdbtrpiteny Hord dB §10T¢ ek RS, LosHE® I g4l Lerg ekt ) “Wr el ess
net wor ks 2084 and 2086, and nobil| e devices 2088 and 209Q. In_the LAN 2009,
the conpuepinstepdbessnp oo danaiere 20834 Thiseqpyiof yher dataifpip could dhen bystorsdye
server 2020, data store 2017, mailboxes 2019, desktop conputer system
2022, . phsighec il maye thas on¢ emresmpdingilopation mdke data #oigRE8% OF 2 SiDgls camd™aX/BN r out er
2035 are substantially the same as the correspondi ng conponents descri bed
above. Thereddn deslagatiand)82080 apaintdnerother ddentifienof the sioreddlatedisim BeiRieyi ces
2088 and 2090 w th access to data itens stored at the LAN 2009. In Fig.
22, ‘a W steted$iseach noesspardingyletation irby Batoptere2082. on or in conjunction with
t he nessage server 2020, although a wireless connector system nmay instead
operate on or Tk jgewhy 2080vis tifeatinely an anmsepldéekt, apthatio pmyides mopde ens i n
the LAN 2009. The wirel ess connector system 2078 provides for transfer of
dat a it efsyisds @088 agd 2000 with Aced @9 tHeodabn storer 2083r eTiendritd stocke2082eBa?bBS,
2090. These data itens preferably include e- mail nmessages stored in
mai | boxeg,2hdia alrbRultBhecesdle 6n 2RTWANABOOMEAd thS agresssialmay AD8EMmay bt s
stored in the data store 2017 or another network data store or a |ocal data

store of , ISdIE QR & W%\I’Séa%Wa?l{%ug’fﬁwﬁiQR Znobil® NG 2089 3D 209G yCARRIH 0889
As described dbove, an e-mai[ nessage 2033 addressed to one or nore

recipi e”&éth@%vkg%gg@. n%;@'ﬁ!l"rﬁro@é%r LN RS SAGE cHRpABle Wl le Wiblkenaivugs by the

nessage server be stored into the mail box 2019 of each such

recipi entZOSéi Ahd ﬂ%6§¥a°}l &9 B ueli9o adRss thb Ba@ sloRE D@2, which is synchronized with
the data store 2017, and download stored data items either automatically or responsive to a
request from a mobile device 2088, 2090. As shown at 2096 and 2098, copies of the e-mail
message 2033, which was stored in the data store 2017, may be sent to the mobile devices
2088 and 2090. A data store (not shown) on each mobile device 2088, 2090 may thereby be
‘syrlxchronized with a portion, such as a mailbox 2019, of a data store 2017 on a corporate

LAN 2009. Changes to a mobile device data store may similarly be reflected in the data

stores 2082 and 2017.
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data store 2082 preferably has a simlar structure to, and remnains
synchroni zed with, the data store 2017. PIMinformation or data stored at
dat a st orwo208@i6ps ef erably i s i ndependently nodifiabl e t@crhaoRoodso
information or data stored at the host system In this particul ar
configuration, the independently nodifiable information at the external

dat a stoWé’ﬁ@CﬁﬂéWEPagﬁfr HOYISzati on of a plurality of data stores
associated with a user (i.e., data on a nobile device, data on a personal
conmputer at home, data at the corporate LAN, etc.). This synchronization
may be acconplished, for exanple, through updates sent to the data store
2082 by fhe wArm¢thaboftwsdwaing te sizg of emep@yBedimessage ai nhost systémmbeforeaths, each
tinme an entry in the data store 2017 is added or changed, at certain tines
of day, afessapeis transmitetiad aavirdldse niohile c@ffi@nicijont devicapths apthalaromprisig®20 or a
conput er system 2022, at the data store 2082, or possibly by a nobile

devi ce 2@f8tepr0O0 t hrough the access gateway 2080. In the case.of the
e-mai | message 2033 for exanple, an update sent to the data store 2082 sone
time after th@)eaecdiihg aMBS AR ABH WS chQ§picd afleso@y frodi £ ati@sdgBadenddie
nmessage 2033 has been stored in a certain mailbox 2019 in the store 2017,

and a copydredsed he fasimand sBRHE aesside! tecki®ers! Heeéhchptall neHMape SRMHEnSt Or age
area in the data store 2082. Wen the e-mai|l nessage 2033 has been stored

in the nmahdhR¥emeRBIohd9hhEaPaRAIPRA sbRichkey FRhdFofdRhERsse38RBemnd 2090 for
exanpl e, one or nore copies of the e-mail nessage, indicated at 2092 and

2094 in Fig. A&.gendhidg 0 neIRBL sybiBmBNGsSle@iRM sizb eﬁ&&dﬁt&?ﬂgﬁ%éﬁtﬁaﬁoﬁ{aﬁﬁe ar eas
or nmail boxes In"the data store 2082. As shown, updates or copies of stored

i nf or mat iﬂfy'bﬂcﬂlgte?ﬁ%é;% bg%m RO defery A @&i&ﬁ&} fhOthk Bfst niladage RLAVE, xt%gf via

a connection t 4 or the VPN router 2035. For eXxanpl e,

W rel ess : : 2 4 k8 i jqn to a
resourceflﬁgnm%ﬁug&d)géets%&s or%%% vfgggltr?m nggcgytér%gu%@%y%f%g%adtn?vely, a
secure pro Qa%‘gk%%w%ha&is HTTPS or 71 WD 02/ 101605 PCT/ CA02/ 00889 Secure

Socket s L:f%e may be used. Those skilled in the art will appreciate

that ‘a  singl g copt,abag ot LR e drfullP ofoskddlo P ik A58 GHRel 1 2

data store at

communication device that corresponds to the first message receiver.

2. The method of claim 1, wherein the step of generating a first reduced size encrypted
message comprises the step of removing an encrypted session key other than the encrypted
session key for the first message receiver in order to form the first reduced sized encrypted

message.

3. The method of claim 1, wherein the step of generating a first reduced size encrypted
meséage comprises the step of removing all encrypted session keys other than the encrypted
session key for the first message receiver in order to form the first reduced size encrypted

message.
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may instead be sent to the data store 2082. This copy of the data item
could then be stored either in nore than one corresponding |location in the
dat a st orw0208@160Hr a single copy nmay be stored in the d&Ca/t00es2082,
with a pointer or other identifier of the stored data itembeing stored in
each corresponding location in the data store 2082. The access gateway 2080
i s ef f ect4-vel yrhameteadeefslamad, metein the step of generasing qifgegedused piee engexpiades 2088
and 2090 with access to the data store 2082. The data store 2082 may be
conf i gur edessagerompsisnsithesterefasmpiinga oigssaberepainerigiommationdicldef thewessagegat eway
2080 may be an ISP system or WAP gateway through whi ch nobil e devices 2088
and 2090 wikiyvh mepsesch enaryptedheessiviNke® 004 megsagRcipieotwser or ot her browser
conpatible with the wireless networks 2084 and 2086 may then be used to
access the data store 2082, which is synchronized with the data store
2017, and downl oad stored data itens either automatically or responsive to
a requesi. fr ofheandtindd dfelaiteiwhere2088, 2090. As shown at 2096 and 2098,
copies of the.e-mail nessage 2033, which was stored in the data store
2017, may be skatectifingRepr@uchprisevhecasp of2@8Rviagdt RO Akt stadbmentytel ( not
shown) on each nobil e device 2088, 2090 may thereby be synchronized with a
portion, meghgedSord afidskdpesertid Rdrédbedato dajhrality OF enedfdtd reRbivers O PRirdit@l LAN
2009. Changes to a nobile device data store nay simlarly be reflected in
the data msdsasemcRRBR ANEnafddd midsadD 13} Ld6H5 RETHPORLIBABEY foV AT | S
CLAI MED AS THE INVENTION I'S: 1. A method of reducing the size of an

encrypt ed,pRs &iwd; @ host system before the nessage is transmtted to a
wi rel ess nobiTe comruni cati on device, the nmethod conprising the steps of.

(a) receiving @t nﬁeﬂfodhfa&hersaegépﬁ@esatﬁe SRE Tof RlcREmITRRS AR AP A thERIQde Sender

addressed to first and second nessage freceivers, the encrypted nessage

| ncl udi ng,alye € AT YREEEhOIERS 3E1 0 ¥R MEmANnRAGSVRIRE, Session key for each

of the message recelvers,;

the generating step (b) comprises the step of, for each message receiver that has a
éorresponding wireless mobile communication device, generating a reduced size encrypted
message containing the encrypted message body and the encrypted session key only for the
message receiver; and

the transmitting step (c) comprises the step of transmitting the reduced size encrypted

message to the wireless mobile communication device.

6. The method of claim 5, wherein a single address is shared by a message receiver and

a corresponding wireless mobile communication device.

7. The method of claim 5, wherein each encrypted session key is encrypted using a
public key of a message receiver, and a message receiver and a corresponding wireless

mobile communication device share the public key and an associated private key.
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(b) generating at the host systema first reduced size encrypted nessage
that contains the encrypted nessage body and the encrypted session key for
the firstwomgees recei ver, the first reduced size encrypradAmoessge not

i ncluding the encrypted session key for the second nessage receiver; and
(c) transmitting the first. reduced si.ze encrypted nessage to a wirel ess
mobi | e  donmmurfihe andting efecliivel twherein ther enspptedsmessagehie afessage rthat dag been
receiver. 2. The nmethod of claiml, wherein the step of generating a first
reduced siigned emtthgperedyptete sxhiyshardmbudes essercngtest digitabfignaweyindg an encr ypt ed
session key other than the encrypted -session key for the first nessage
recei ver in oraestep of garemtinge firstrstuceé dize edergptzeé dneasage yhpdkes thesseggef 3.
The nethod of claim1, wherein the step of generating a first reduced size
encr ypt edzenéressiig @ednobbizs efcrified aicsfag® torteimny i the eadrypte feysaietodLslsd on
keys other than the encrypted session key for the first nessage receiver

i n_order dnerypdmiditaFsifiatité andtieieiReypiddzsesseiniey BhraRe fiRPRERYR reckdeV\O 02/ 101605
PCT/ CA02/ 00889 4. The nmethod of claim3, wherein the step of generating a
first reduced size encrypted nessage conprises the step of renoving a
message receiver information field of the nessage which maps each

encrypt ety Ses SR JiRM drelafin RESRALS: recipient. 5. The nmethod of claim1l
wherein: the receiving step (a) conprises the step of receiving at the host

system an encrydiRe JaRsRage fﬁﬁlﬁmcﬁnﬂméssaﬁﬁyg&iaﬁgﬁatg?cdgraﬁea%ﬂ@nﬁﬁioﬁ; qurality

of message receivers, the encrypted  nessagd Ing an encrypted nessage

body and an engy ¥t9}% 6! géf%gagiing;} 11§gtyre n?«fed%?zghé\%ng?%ﬁe ?&gsa;gggﬁa%{ﬁ{eé i GedT5# hOd

further conprises the”s termnin n e nessdge

recei ver s, Nadufy §AREP N AGy LS ST ToRhhA CRITHASA! LRKIEYLES the

encrypted digital signature, the encrypted signature-related information and the encrypted

session key for the first message receiver.

10.  The method of claim 1, wherein the encrypted message is a Secure Multipurpose

Internet Mail Extensions (S/MIME) e-mail message.

11.  The method of claim 1, wherein the encrypted messége is encrypted according to

Pretty Good Privacy (PGP).

12. A first reduced size encrypted message generated in accordance with the method of

claim 1.

13. A system for reducing the size of an encrypted message for transmission to a wireless

mobile communication device, the system comprising:
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the generating step (b) conprises the step of, for each nessage receiver
that has a corresponding wreless nobile conmunication device, generating
a reducedweizaowptrypted nessage containing the encryptedCrasgagesshody and
the encrypted session key only for the nessage receiver; and the
transmtting step (c) conprises the step of transmtting the reduced size
encrypted nesshge systenh banfigured|te ssseivobi brerypethmessagetframn a degsagesen@er afile

met hod of claim5, wherein a single address is shared by a nessage receiver
and a coaddrspeahh Mesagerédeb®s, thelknégped Metsagcmtinding de ¢hagpted mesklige badyhod of
claim5, wherein each encrypted session key is encrypted using a public
key of a pBssp@rRrypheiakisiin keq st cachmssagecdep@fia@€r and a correspondi ng

wi rel ess nobile conmmuni cation device share the public key and an

associ ated pri Xaﬁi@el&@YGonﬂékthth%bnlQ&@Q&e@%Wﬁ&b@&@&em&ndTmﬂ@ﬁteﬂQd of
me

claim1l1, wherein the encrypte ssage is a nmessage that has been signed

and then @uermyiRt efhetRRthnl Ust NRI mbRGEIHREIvER BRCK YBir8hoRldisg twileldt GhcHilr €;
and the step of generating a first reduced size encrypted nessage conprises

the step QbmmYRREAGR deRe @nd BAHCRHRhZR S (B EANNERS AU6T&PH @I W Rdedshe
encrypted nessage body, the encrypted digital signature and the encrypted

sessi on key,ifi0 'boﬁlﬁﬁni]cc%tio?)t dVRE SRFRnERE G é@iced Size TGy TR H@Qéég contaBifig fhe

wherein: the encrypted nmessage further conprises ehcrypte

S1 gnat ur e gl at Bt BUORIBELAN: B0y (D65 TERNEhe BERSEAN tndiclah Shie fifduced

si ze encrypte sage co I Ses generating a re Sl ze

encrypt ed.r%%?@ﬁ?e °%f9'ﬁ’§‘%i‘eir%;a§d§% gbgthg. gr%%aég’strﬁ&ﬂz%ﬁgaﬁggjc?%ﬁydevicg? encrypt ed

di gital signature, Si ure-re ormation and the
encrypted session key for the first nessage receiver. 10. The nethod of
claim1, wherein the encrypted nessage is a Secure Miltipurpose Internet

Mai | Exte rﬁl ° ns[‘hg ss}éstNchaelfnnl?’:i, \lvher}gﬁﬁﬁegl%st system comprises a message server system.

15.  The system of claim 14, wherein the message server system is implemented in a

secure network behind a network security firewall.

16,  The system of claim 13, wherein the host system comprises a desktop computer

system or a laptop computer system.

17.  The system of claim 13, wherein a network operator infrastructure enables wireless

information exchange between the host system and wireless mobile communication devices.

18. A system for reducing the size of an encrypted message at a host system before the

message is transmitted to a wireless mobile communication device, said system comprising:
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11. The method of claim1l, wherein the encrypted nessage is encrypted
according to Pretty Good Privacy (PGP). 12. A first reduced size encrypted
nessage gwperAat®ds i n accordance with the method of cl ai mPCT/CIAR2/04888y St em
for reducing the size of an encrypted nmessage for transm ssion to a

wi rel ess nobile communi cation device, the systemconprising: 75 WO

02/ 101605 PCT/e0>faaemdvingatihe hoss jystem e eRAryRice messags from ainyssagn sender ypt ed
message froma nmessage sender and addressed to nmessage receivers, the

encr ypt edaddgasssdgto | andi pR§ORMh r@ﬁ@gygﬁwwﬁes@gge@cm@g megsegeaincidngya ed
session key for each nessage receiver; and a w reless connector system
associ at eenoripted meseagh body angamenerapiad eewpipn ket forieach of themessagneeceiversher any of
t he nessage receivers has a correspondi ng wireless nobile conmmunication
devi ce and if menns forgenemstingraishea fest spsien adirst feducel aize znoypted spemage Hgt

wirel ess nobile comuni cation device, to generate a reduced size encrypted
message comtansnthegnéripted messag dothpdyd drdenctyptedressigpt ey foesis finst keysagnl y f or
t he nessage receiver and to transmt the reduced size encrypted nessage to
t he wi r el essiverpthe Fiest exloordnsi zahtypted eesage ndtdnclidieg thy shampted sesdien koydr
wherein the host system conprises a nessage server system 15. The system
of cl ai m thé secohémessagd Recivesadge server systemis inplenmented in a secure
network behind a network security firewall. 16, The system of claim 13,

wher ei n t he hogéans Y& Q@R the ESst edhesKiifPerieB/pRid! BEssagd 6 heitess gobadt OP
conputer system 17. The system of claim 13, wherein a network operator

i nfrast r ugdnihenieiioR &G cdhhit@bof8hondsth AeTRit iRsRY sienee bet ween the host
system and w rel ess nobil e conmmuni cati on devices. 18. A system for

reduci ng the size of an encrypted nessage at a host system before the
nessage is transmtted to a wirel ess nobil e conmuni cati on device, said

system cop@ri SANgireless device comprising memory for storing a first reduced size encrypted
message, wherein the first reduced size encrypted message was generated by a rémote system
based upon an encrypted message provided to the remote system frorh a message sender, said
encrypted message from the message sender ﬁaving contained addresses to first and second
message receivers, the sender's encrypted message including an encrypted messagé body and
an encrypted session key for each of the message receivers,
wherein the first reduced'size encrypted message contains the encrypted message
body and the encrypted session key for the first message receiver, the first reduced size
encrypted message sent by the remote system to the wireless device not including the

encrypted session key for the second message receiver.

20.  The wireless device of claim 19 wherein the wireless device has an association with
the first message receiver, said association indicating that the wireless device is to receive

messages sent to the first message receiver.
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76 WD 02/ 101605 PCT/ CA02/ 00889 neans for receiving at the host system an
encrypted nessage from a nessage sender addressed to first and second
nessage rwoaepuerssy the encrypted nessage including an enecCyptadomsssage
body and an encrypted session key for each of the nessage receivers; neans
for generating at the host systema first reduced size encrypted nessage

t hat cont2di ns Thhevieakess yipriesl ofrelsima e whedtin thaderhdte sgsiem \cpmpdses dwsti gutekoey f or
the first nessage receiver, the first reduced size encrypted nessage not

i ncl udi ngnédne encrypted session key for the second nessage receiver; and
means for transmtting the first reduced size encrypted nessage to a

W reless nobile comrunication device that corresponds to the first nessage
receiver. 19. A wireless device conprising menory for storing a first
reduced size amerwipll@s deviesehgaim 1 ehekid thd Bost isyGém MRAHE 6shnsiséL waBlessy pt ed
nmessage was generated by a renote system based upon an encrypted nessage
provi ded dopnddien kRN Resi¢st em from a message sender, said encrypted
nmessage fromthe nmessage sender having contained addresses to first and
second nessage receivers, the sender's encrypted nessage including an
encrypted nessage body and an encrypted session key for each of the

message ree eV ey BiL5iBndl Mnbblifkd lin DEGHER dvavk ZBnBAGHY Al S HAE&A%E 7.

contains the encrypted neSsage body and the encrypted session key for the

first ne§§@§§g?§%§%%§{whhgﬁl&F%ﬁ&1%&&H§§Qe%h&?%€§3§£¥x sﬁggﬁ&§ﬁ9§b?%gt by

the renote he w rel ess device not I'n encrypte

sessi on kr\‘%}@gfe%ys{epﬁbé‘s%& %@ﬁne Al naybiel ﬁe‘?&a‘é@ :Pm\g&)ed ib e%&x%f&ﬁ&erﬂﬁ%&ﬁ% of

claim 19 rei’n e W.r SS as “an associatron w irst

nmessage recejver i Lation indicating th he wrel evice is
(o recel vEeSiESenat Ml ARTPEM Feb s bR Obe PRl b e bR S S o

PCT/ CAO2/ t%%%sstgand second message receivers, the sender's encrypted message including an encrypted

message body and an encrypted session key for each of the message receivers,

wherein the first reduced size encrypted message contains the encrypted message
body and the encrypted session key for the first message receiver, the first reduced size
encrypted message sent by the remote system to the wireless device not inclﬁding the

encrypted session key for the second message receiver.

24. A method for rearranging a signed message at a host system before the message is
transmitted to a wireless mobile communication device, the method comprising the steps of:
feceiving at the host system a signed message from a message sender addressed to
message receivers, the signed message having a digital signature and a signed message body;
determining whether aﬁy of the message receivers has a corresponding wireless
mobile communication device;
if any of the message receivers has a corresponding wireless mobile communication

device, then:
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21. The wirel ess device of claim 19 wherein the renote system conpri ses
host system neans. 22. The wirel ess device of claim19 wherein the host
system nmewoe2001ps i ses Wi rel ess connecti on system neans. PEI/CAN2/0eR3pUt er
data signal enbodied in a carrier wave conprising a first reduced size
encrypted nessage, wherein the first reduced size encrypted nessage was
generated by a rereArangipg ttharrgsaised sighesh mapsaghta gpeeale fesyEpechmsyiaged t o
the renote systemfroma nessage sender, said encrypted nessage fromthe
message senderinglugdingthestzmedinassagelidy dolloavsd by thefdigited sigmedurseandnd nmessage
recei vers, the sender's encrypted nessage including an encrypted nmessage
body and an encr ypttedsmsigig tha rkasangat messege ©f cacheonmewpendjeg maekss arobile
wherein the first reduced size encrypted nessage contains the encrypted
message body endninietiendewset ed session key for the first nessage receiver,
the first reduced size encrypted nessage sent by the renpte systemto the
W rel ess device not including the encrypted session key for the second
nessage receiver. 24. A nethod for rearranging a signed nessage at a host
system befsir e Thememes ageldih 24, rvtiesdih i bctitedsiphddeneSagd alibe£ comiprises
conmuni cation device, the nmethod conprising the steps of: receiving at the
host syst gifhaurs rgned inffBSHa6e the Bohed fillE&AeMpERRdRS stepddr:essed to nessage
receivers, the signed nessage having a digital signature and a signed

nessage body; i deCbiMiidk) Gf WHE thkagB MY cierd M8s HESSRGFodIBRE WHELSs RBild
corresponding wireless nobile communication device; if any of the nessage

recei ver s hasufcdh IEwR0 Ath arintif) &S% BRBHdife: COMmuNi cation device, then:
78 WD 02/ 101605 PCI/ CA02/ 00889 rearrangi hg the received signed nessage to

generate a rearran : i U i body fol |l owed
by the digital s g%gchgggfég%m Rl ROmb G o iENeM syBRSHAMA

transmitting the signature-related information to any one of the wireless
mobile communication devices only in response to a request from the wireless mobile

communication device.

26. The method of claim 24, wherein the received signed message further includes
signature-related information; and

the step of rearranging the received signed message comprises rearranging the
received signed message to generate a réarranged message including the signed message

body folloWed by the digital signature and the signature-related information,

27. The method of claim 24, wherein the received signed message further includes
signature-related information, |

the method further comprising the step of: if one or more of the message receivers has
a corresponding wireless mobile communication device, determining whether the signature-

related information is stored on each corresponding wireless mobile communication device;
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transmtting the rearranged nessage to each corresponding wireless nobile
comuni cation device. 25. The nethod of claim 24, wherein the received

si gned newoagaofeos t her conprises signature-rel ated infor ®ami@w2/o0dse net hod
further conprises the steps of: if one or nore of the nessage receivers has
a corresponding wreless nobile comunication device, then performng

st eps conpri sithegtepsif aearmapging thegeagivad sigued o¢ssagegoinpfises thetstapaofat  t he host
system and transmtting the signature-related information to any one of
the wirel ess nobi far eadnwineless aabie colemiigiestionnleyice on whish drességntwrearetatmgiuest
fromthe wireless nobile conmunication device. 26. The nethod of claim 24,
wher ei n t he r enfermvaidn sis gtoeetl, messagieg fther tdeeived sigheddesssage ¢natnerate nefiratt ed -
information; and the step of rearrangi ng the received signed nessage

conpri ses r eantanggdignichage rehefinge thes sigmeeld memsagadedy dolipevedr byt ¢hen digitalr r anged
message i ncluding the signed nessage body followed by the digital

si gnat ure and sigagufet gt ure-rel ated information. 27. The nethod of claim
24, wherein the received signed nessage further includes signature-related
information, the nedrkach WititRobae THhnGhiBAioni8visé ePwhich thefsigaRrdfeldialr € of

t he nessage receivers has a corresponding wreless nobile comrunication

devi ce, deter mBiRAioWiS tde stokd¥e rSIrARGhY tRe rdcBivad Q nédlh%ﬂ%& i1®Rehgatdtaor ed on
each corresponding wirel ess nobil e comruni cati on device; 79 02/ 101605

PCT/ CA02/ 0088Q¢cdnfl SeadtafiftdFhest#38 ifcRRMH 5P dRGEIgY 8aPionpRE HESS 8Gfal
conprises the steps of: for each wrel ess nobile comiunicati on device on

whi ch the si 9@%5%&'511%'@s?&xatdrélfe?efté@iﬂo?ﬁlatjio%; §I§(pred, rearrangi ng the
e

recei ved sign nessage to generate a first rearranged nessage incl udi ng.

the signed mesgage, BN hRkd AN aYndel faellaBl f¥ach corresponding wireless mobile

communication device comprises the steps of:
transmitting the first rearranged message to each corresponding wireless
mobile communication device on which the signature-rélated information is stored;
and
transmitting the second rearranged message to each corresponding wireless -
mobile communication device on which the signature-related information is not

stored.

28. The method of claim 27, wherein the step of transmitting the second rearranged
message comprises the steps of: |

transmitting the signed message body and the digital signature of the second
rearranged message to each corresponding wireless mobile communication device on which
the signature-related information is not stored;

storing the signature-related information at the host system; and
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signature; and for each w rel ess nobile comuni cation device on which the
signature-related information is not stored, rearranging the received

si gned nmewoaga0teos generate a second rearranged nessage i REruchongosshe

si gned nmessage body followed by the digital signature and the
signature-related information; and the step of transnitting the rearranged
message to eadtangoitiings thensignatprevialatéd sommpitioh go anynaneneic tiei wineleks vinclzle
conprises the steps of: transmtting the first rearranged nessage to each
cor r esponshinnguni¢atieh esgicesnob iwhichcthesignamet-retateddimforoatian isvhotcdtortdenly in
signature-related information is stored; and transmtting the second

r ear r angeadspoasstagaequestdanithe evirckzspmnoltdlegmmunéhesisdevivebi | e comruni cati on
devi ce on which the signature-related information is not stored. 28. The
met hod of claim 27, wherein the step of transmtting the second rearranged
nmessage conprises the steps of: transmtting the signed nessage body and
the digita, sigRahethed of clhide25 6006 tHeeagiaaeedatb® sFaaftibe iRR@bs one or
correspondi ng wirel ess nobil e communi cation device on which the

si gnat ur ems@l ¢t & Celrtic@renN®t {heNnésSagd MenddrOh hirtiffdal Eieh IltRIdRIURRL & Rofee! at ed
information at the host system and 80 WD 02/101605 PCT/ CA02/ 00889

transm t tdged @ $HARAL Mdes IRkt RALAUHIRIIIQNCE MAOY%BBRe Qhd taﬁ';‘? obiiiee! ess
nobi | e conmmuni cati on devices on which the signature-related information is

not st oreq, 084 ¥eltfticale€SPONse to a request fromthe wreless nmobile

conmmuni cati1on device. 29. The nmethod of claim 25, wherein the
signature-related information includes one or nore of a Certificate of the
message sender, a Certificate chain including one or nore

30.  The method of claim 27, wherein the signature-related information includes one or
more of a Certificate of the message sender, a Certificate chain including one or more
chained Certificates, and a Certificate Revocation List for the Certificate and any of the

chained Certificates.

- 31.  The method of claim 27, wherein the step of determining whether the signature-
related information is stored on each corresponding wireless mobile communication device
comprises the step of accessing a user profile stored at the host system for a user of each

corresponding wireless mobile communication device.

32.  The method of claim 24, wherein the signed message is a message that has been
encrypted and then signed, and further includes an encrypted session key for each message
receiver, such that the message body ié encrypted and both the encrypted message body and
the encrypted session keys are signed; and

the rearranged. message includes the encrypted message body and the encrypted

session keys followed by the digital signature.
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chained Certificates, and a Certificate Revocation List for the Certificate
and any of the <chained Certificates. 30. The nmethod of claim 27, wherein

t he si gnaworeeaowbat ed i nformati on i ncl udes one or nore offCa/@@dewidsh cat e of
t he message sender, a Certificate chain including one or nore chained
Certificates, and a Certificate Revocation List for the Certificate and any
of the chained Certificates. 31. The nethod of claim27, wherein the step
of determ ning whether the signature- related infornmation is stored on each
cor r esporidi ng The rmedtess ofrolbind @5,cwhareinithatigoed cessageis € arpeags d@mt hhebshep of
accessing a user profile stored at the host systemfor a user of each

cor r esporuiciyptediane ilensighod, dnd fotieiinvhciat bo Bndgied sssic? keylioe encht thesdagef cl ai m
24, wherein the signed nessage is a nessage that has been encrypted and
then si gneetivedntcH that the imdssugt beBSis afcrepted Mt Bdh SRSHEPel @esfagd beBcdhdmessage
recei ver, such that the nessage body Is encrypted and both the encrypted

nmessage hpsyn d deheoraRgs ¥ kRAeg @sbi On keys are signed; and the rearranged
nmessage i ncludes the encrypted nessage body and the encrypted session keys

followed by thg diagih ﬁabﬁﬁg?ehhhﬁﬁdeﬁ&e%c%ﬂ%@@ég?@dy%@&ﬁoéﬁ% pted3. The

met hod of cl aim 25, erein e signed nmessSage is nmessage t hat "has been
encrypt e%e?s%ﬁe?@fbll%wg@ﬁgthe%@taf %rta{ygg_ i ncludes an encrypted session key
for each nmessagé recelver, such That the nmessage body is encrypted and
both the encrypted nessage body and the encrypted session keys are signed;
and the rearranged message includes the encrypted message body and the

encrypt edy, sesg), C}Hetﬁ&%/ B cfd fCB.lnll %"egh&&nttﬂg sféh&l En%Lsagé 95“951# {‘ag%%t hﬂ‘ﬁeéﬁet hod

of claim 7 erein gned nessag

encrypt ed, @gteh%ﬂ fRdn® lgn%d a%'aquftﬁ‘er uﬁ‘c?udeé Ak 'eH&?Ete@Qes% DS k¥PhFd acﬁler% sé)“ key

for each %

receiver, such that the message body is encrypted and both the encrypted message body and
the encrypted session keys are signed,

wherein the first rearranged message includes the encrypted message body and the
encrypted session keys followed by the digital signature; and

wherein the second rearranged méssage includes the encrypted message body and the
encrypted session keys followed by the digital signature and the signature-related

information.

35. The method of claim 24, wherein:

the encrypted message is a message that has been signed and then encrypted, and
further includes an encrypted digital signature; and

the step of rearranging the received signed message comprises the step of generating a
reduced size encrypted message for each message receiver that has a corresponding wireless
mobile communication device, containing the encrypted message body, the encrypted digital

signature and the encrypted session key for the message receiver.
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receiver, such that the nmessage body is encrypted and both the encrypted
nmessage body and the encrypted session keys are signed, wherein the first
rearr angewormedsmge | ncl udes the encrypted nessage body anaecCorhe2/06889ypt ed
session keys followed by the digital signature; and wherein the second
rearranged nessage includes the encrypted nessage body and the encrypted
session keys followed by the digital signature and the signature-rel ated
information. 35. The nmethod of claim 24, wherein: the encrypted nessage is
a nmessagedt hatA hethddefon pré-grasessimgdant bromypéert mepiagel at ankbst fystenh defaradheudes an
encrypted digital signature; and the step of rearranging the received

si gned nessagge ic crapsniited tot hwirskessomolilegemenati¢atign devics dhecmelthed zempsingy pt ed
nmessage for each nmessage receiver that has a corresponding wireless nobile
comuni cahe stapsgvi ce, contai ning the encrypted nessage body, the encrypted
digital signature and the encrypted session key for the nessage receiver.

82 WO 02/ 1016QEceRaHy AR hEXD 838 m 36 encfypi®l iredadeofion aemddEpe 88sden gddaddsed
encrypted nessage at a host system before the nessage is transmtted to a

Wi rel ess taGhdskape GOCBINGRY, GRt drofypthdih@tagetihdudig AREn infekdage bddiearsit #Ps of :
receiving at the host system an encrypted nessage from a nessage sender

addr essetknctyptedRetRB%ey B @hdhahdssage heeRBEr YPt ed nmessage including an
encrypted nessage body and an encrypted session key for each nessage

receiver; det epRinty Wieh&ehnaby tRf mteé“sﬁ%é‘f?écéﬁr&% Ea%ce?ict{&és?oxﬁlﬁﬁg @ireless
corresponding wirel ess nobileée comunication device; and Tor each nessage

recei ver hbgle dasufidalsd &YReNGaNg Wi rel ess nobile comunication device,

for each message receiver that has a corresponding wireless mobile communication
device,
decrypting the encrypted message body to recover an original message; and
transmitting the original message to the co;responding wireless mobile

communication device.

*37.  The method of claim 36, wherein the step of decrypting the encrypted message body
comprises the steps of:
for each message receiver that has a corresponding wireless mobile communication
device, performing steps comprising:
generating a second message including the encrypted session key for the
message receiver;
transmitting the second message to the wireless mobile communication

device;
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decrypting the encrypted nessage body to recover an original nessage; and
transmtting the original nessage to the corresponding wrel ess nobile
comuni cawoon/10e9s ce. 37. The net hod of claim 36, wherei nPChaAARO830f
decrypting the encrypted nessage body conprises the steps of: for each
nmessage receiver that has a corresponding wrel ess nobile comrunication
devi ce, perform ngrestiging = derpypiasi segsiomkeeframi the) wirelpse orebilereemmgeicatingl udi ng
the encrypted session key for the nessage receiver; transmtting the
second neksiagahd encriptedniessidndey beingideayptedmsing € piivabmkeydevhe wirelgs tughile

02/ 101605 PCT/ CA02/ 00889 receiving a decrypted session key fromthe

Wi r el ess copimunécatiandavivecaidi on devi ce, the encrypted session key being
decrypted using a private key on the wirel ess nobile conmunication device;

and decrypting thedesgitingtiecno®ped aesdagelyodyising thddecopredgekiod kspssi on key.
38. The nethod of claim 36, wherein the step of decrypting the encrypted
nmessage body conprises the steps of: for each nessage receiver that has a
correspondi ng wirel ess nobil e conmuni cati on device, performng steps

conpri si ngg, I ethe inRYhJALIR1AMI 362 BerkB)hd Ha of c&c%@ﬁ@ih@teﬁ&yﬁfé& khebsage body
corresponding wireless nobile comunication device and stored at the host

system desh¥iRds thdsddierencrypted session key for the nessage receiver using
the private key; and decrypting the encrypted nessage body using the

decrypt ed sessh,08hcKS¥essage receiver that has a corresponding wireless mobile communication
deviée, performing steps comprising:
retrieving a private key that is associated with the corresponding Wireiess
mobile communication device and stored at the host system;
decrypting the encrypted session key for the message receiver using the
private key; and

decrypting the encrypted message body using the decrypted session key.

39.  The method of claim 36, wherein the step of transmitting comprises re-encrypting the
original message according to a security scheme implemented between the host system and-

the wireless mobile communication device.

40.  The method of claim 39, wherein the security mechanism is Triple Data Encryption

Standard.

41. The method of claim 39, wherein the step of transmitting further comprises

compressing the original message.
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39. The nethod of claim 36, wherein the step of transmtting conprises
re-encrypting the original nessage according to a security schene

i npl enentwo lkadween t he host system and- the wirel ess nobiPlC#/@®emussd cat i on
device. 40. The nmethod of claim 39, wherein the security nmechanismis
Triple Data Encryption Standard.  41. The nethod of claim39, wherein the
step of t4Zansrihematipdiafclaire 37 Jorimricomprisingthp stepssifng t he ori gi nal nmessage.
84 WD 02/ 101605 PCT/ CA02/ 00889 42. The nethod of claim 37, further

conpri si ng t het swapsomobilt commuiniaatiersdevive pelfermiognaps amtpirisingdevi ce,
perform ng steps conprising: receiving the second nessage fromthe host
system decrypti ngre¢desvinertbe ygobmbimewsgeifoom thefotisystgn;t he private key on the
wi rel ess nobile comuni cation device; re-encrypting the decrypted session
key accordi ng to adseagptidgt the spbigped sessiph depnising the biteas ke en s wirssd em and
the wirel ess nobile conmunication device; and transmtting the
re-encrypted sessie@omkRiyichor dwicbost system and at the host system
decrypting the re-encrypted session key. 43. The nmethod of claim 36,

wherein the step ofredREypiREi the ddBSPRACIYHASE LeBEEREA NBY seaﬁnfeseﬁéﬁﬁeﬁed
only once to recover the original nmessage. 44. The nethod of ai m 37

wherein the stigpfenRhted @B/ eah tRUoR sFRER AL B FIRAS ANl colmAaEhfidd awlcéhe
second nmessage are repeated for each corresponding wrel ess nobil

communi cati on ggvice, and the step of decrypting the encrypted msssage body
is. performed only once when a decrypted session key is received from any

one of the correspeRfifiting the re-encrypted session key to the host system, and
at the host system:

decrypting the re-encrypted session key.

43.  The method of claim 36, wherein the step of decrypting the encrypted message body

is performed only once to recover the original message.

44,  The method of claim 37, wherein the steps of generating a second message and
transmitting the second message are repeated for each corresponding wireless mobile
communication device, and the step of decrypting the encrypted message body is performed
only once when a decrypted session key is received from any one of the corresponding

wireless mobile communication devices.

43, The method of claim 36, wherein:
the encrypted message is a message that has been signed and then encrypted, and

further includes an encrypted digital signature;
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W rel ess nobil e comuni cation devices. 45. The nethod of claim 36, wherein:
the encrypted nessage is a nessage that has been signed and then encrypted,
and furtwero2iiawbiides an encrypted digital signature; 85 WOTAX020048805

PCT/ CA02/ 00889 the nethod further conprises, after the step of decrypting,
the step of performng verification operations to check the digital

si gnat ur e; andhd methed dprtlet comarisen; sftar e steprpf de@yptingathemtept ofhperfdmingr i gi nal
nmessage and an indication of the result . of the verification operations
t o each cerifiesijpangérnigonsits eleels therdighial $gnaamenandhi cat i on device. 46. The net hod
of claim45, wherein: the step of transmtting conprises transmtting the
ori gi nal nessakgested drarannditit doriprigds trahieittinghe drigifial tnfegsage and arciatiicadon
operations and an indication that the original nessage was encrypted to
each correrspRNedsay- i ikl eREficmdh| Bpe@ibias NioC 8ich0 Bortkeporidig aviftldskemositehod
further conprises the step, before the step of transmtting, of encrypting
t he ori gi damimERE898svidene 1 ndication of the result of the verification
operations and the indication that the original nessage was encrypted,
according to a security schenme inplenented between the host system and
each wrel ess nobile communication device. 47. A nmethod for pre-processing

a signed igass%gn?&hogoggﬁ;mgy%(}%@igefore transmtting the nessage to a

Wi rel ess nobile conmuni cation vice, the nethod conprising the steps of:

receiving a si DES g]gﬁ- i}lﬂb‘?l bost, : &?a}% : t he
si gned rressagetgégég?png aazl retsngg_tec tosone glrﬁﬂéﬁre %@%@3’& r p’gifggg?@agﬁge%avi ng
a digital gl QnAt Y £ %ﬂficﬁioﬁ'r%@ﬁﬂoﬁgeﬁﬁaﬁneh}ﬁg) Yon HEE %He{fb{i'%iﬂﬁ M%k@%g%e&/asor not
any of theé nessage recelvers has a corresponding wreles nobi [%e

commni ¢ aédc?y%teg?g bach ’coggs%onding wireless mobile communication device; and

the method further comprises the step, before the step of transmitting, of encrypting
the original message, the indication of the result of the verification operations and the
indication that the original message was encrypted, according to a security scheme

implemented between the host system and each wireless mobile communication device.

47. A method for pre-processing a signed message at a host system before transmitting
the message to a wireless mobile communication device, the method comprising the steps of:

receiving a signed message at the host system from a message sender, the signed
message being addressed to one or more message receivers and having a digital signature and
a signed message body;

determining whether or not any of the message receivers has a corresponding wireless
mobile communication device; and

if one or more of the message receivers has a corresponding wireless mobile
communication device, then

performing verification operations to check the digital signature; and
86



if one or nore of the nessage receivers has a corresponding wreless nobile
communi cati on device, then perform ng verification operations to check the
di gital swgmatiorees and 86 WO 02/101605 PCT/ CA02/ 00889 t pemarnooissy t he
nmessage body and an indication of a result of the verification operations
to each corresponding w rel ess nobile comuni cation device. 48. The nethod
of claim47, wher efrAnsmiing ithe messageibgan angd & indicntingicf agesligefdhe wirificpiéon
message body and a signature of the digest, wherein the verification
operations comperbensitteachcepesperiding Weeless mabig cemmnpgjeationgeviche message body;
extracting the digest fromthe digital signature; checking the signature of
the digest using a public key of the nessage sender; and conparing the
generated digest and the extracted digest, whereby the digital signature is
veri fi ed 48hen Thhensthgrhaf wiamod7, twileran ghes digitel vignatfiieeuicludesda tdigesgehdlreat ed

di gest and the extracted digest match. 49. The -nethod of claim47, wherein
t he messanesdpedypdynd 4 sigatmé ofithe digestencrypted according to a security
schenme that is inplemented between the host systemand the wireless nobile
conmuni cat i on viewic the voificatieopeitionsicaafiprizt dietep8of: Wwher ei n: the si gned
nmessage further includes signature-related information; the verification

operations conpri sgenekdtig aldeRstaff tehrGkige®olipie si gnature-rel at ed
information to determine if the digital signature is trusted; and the

digital signature iegirathg fheQthe@Tom fht dighal Sgriafad;ure is trusted. 51. The
met hod of claim47, wherein:
checking the signature of the digest using a public key of the message sender;
and
comparing the generated digest and the extracted digest,

whereby the digital signature is verified when the signature of the digest is verified

and the generated digest and the extracted digest match.

49.  The method of claim 47, wherein the message body and indication are encrypted
according to a security scheme that is implemented between the host system and the wireless

mobile communication device.

50. The method of claim 48, wherein:

the signed message further includes signature-related information;

the verification operations comprise the step of checking the signature-related
information to determine if the digital signature is trusted; and

the digital signature is verified only if the signature is trusted.

51.  The method of claim 47, wherein:
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87 WD 02/ 101605 PCT/ CA02/ 00889 the signed nessage is a nessage that has
been encrypted and then signed, and further includes an encrypted session
key for eaohmfessinge receiver, such that the message body PCI/CAn0088pt ed and
both the encrypted nessage body and the encrypted session keys are signed;
t he met hod further conprises, after the step of performng verification
oper ati ons, t H® signeg meksageisrapessagy thdt baschron pparppicdrankigesipiedyanddurtkaover an
original message; and the step of transmtting conprises transmtting the
ori gi nal imbskage easpted eessinul keyfor each méssagegeceinen | suclothat the messagé bodit ison
operations to each corresponding wreless nobile conmunication device. 52.
The net hedcrgpted hiad bath the endrgpted medshge Bidg pndthe enapsed sessiongkays aersigned
transmtting the original nessage, the indication of the result of the
verification ¢panahodfusthandnprisdsiafiet dteistap of phdbrtileverificgionadpertissate was
encrypted to each corresponding wireless nobile comunication device. 53.
The net h@gpef dedraitig B entybicl eies@@epédysd Rgotdian stigipal hataesandhe step of
transmtting, of encrypting the original nmessage, the indication of the
resul t of the measdp df@ahintifin@REMPH e Bnsnifliclg tHicoriphel Madsh @ ant i indibRioar i gi nal
nmessage was encrypted, according to a security schene 1 nplenented between
the host 3Yffepasaidofe ) vekifighies Sopdtiohe t6 0BITHNL&Rsh&diHEe WifeRss Sobild NMet hod
for post-processing a signed nessage at a host system before the nessage is
f or war deq ol @RS 8SPEViRCei vers, the nmethod conprising the steps of:
receiving a signed nessage addressed to one or nore nessage receivers from
a wreless nobile comruni cation device, the signed nessage including a
nmessage body, a digital signature and a signature-related infornmation

indicatiaqp, repRY t gha =T j ; ' i ndi i omthe
si gned rre(yg's age, \ﬁgég%&%ﬁﬁi%%gg&%&tﬁ%%gﬂ Bg%gﬁtﬁﬁé h&ﬂpﬁs@Q h&%ﬁhmﬂﬂg te
original message, the indication of the result of the verification operations and an indication

that the original message was encrypted to each corresponding wireless mobile

communication device.

53.  The method of claim 52, further comprising the step, before the step of transmitting,
of encrypting the original message, the indication of the result of the verification operations
and the indication that the original message was encrypted, according to a security scheme

implemented between the host system and each wireless mobile communication device.

54. A method for post-processing a signed message at a host system before the message is
forwarded to message receivers, the method comprising the steps of:

receiving a signed message addressed to one or more message receivers from a
wireless mobile communication device, the signed message including a message body, a
digital signature and a signature-related information indication;

removing the signature-related information indication from the signed message;
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attaching signature-related information identified in the signature-rel ated
information indication to the signed nessage; and forwardi ng the signed
nmessage Woh2tibwoat t ached signature-rel ated informtion t@®Crha02/0e883age
receivers. 55. The method of claim 54, wherein the signature infornation

i ncludes one or nore of a Certificate of the wireless nobile communication
devi ce, a Certatfacldag eigodtaesrelatad infolinmagjow iventified invhesighauraedatéeinforfuatiat es,
and a Certificate Revocation List for the Certificate and any of the

chai ned Cridicafidrctatiessigied meddage;nmd hod of cl ai m 54, wherein the signed
nessage i s a nessage that has been encrypted and then signed, such that
the signed nespagadipgdhe dignedmidsyagt @dth thagttdcheal SgpaseirelaBbid@Rafion foltke

i ncl udes an encrypted session key for each nessage receiver. 57. A nethod
for post- pegegsstdgeran encrypted nessage at a host system before the
nmessage is forwarded to nessage receivers, the nethod conprising the steps
of : receiving an encrypted nessage addressed to one or nobre nessage
receivers froma wreless nobile communication device, the encrypted

nessage i §§! UdrROmaRo@BEAMRL £9 whERHSRO LAY 11885h Ao BRAIIEHokESY mdr€BPY I N9
t he session key fromthe encrypted nessage; retrieving a public encryption

ey of eapliRas 88Re ARRLY RIbICRRINiAG bR F 28 Blak Bheit HoMlirshBe B! 1 ©

key of each nessage recelver to generate a plurality of session keys,

i ncl udi ng e caRd 'C%Hg%ﬁg%s T84 o %‘Elgi?icﬁg %%9(%%&5&1@@ 1%F {hg ARG g (a:.)lrl y& the

plurality of encrypted session ys to the encrypted nmessage ; and 89

WO 02/ 101&;;&)215111‘4:(’1 e/ 1(216/8'00889 forwardi ng the encrypted nessage body and

attached encrypted session keys to each nessage receiver. 58. The net hod
of claimb57, wherein:

56. The method of claim 54, wherein the signed message is a message that has been
encrypted and then signed, such that the signed message body is encrypted, and the signed

message further includes an encrypted session key for each message receiver.

57. A method for post-processing an encrypted message at a host system before the
. message is forwarded to message receivers, the method comprising the steps of:

receiving an encrypted message addressed to one or more message receivers from a
wireless mobile communication device, the encrypted message including an encrypted
message body and a session key;

removing the session key from the encrypted message;

retrieving a public encryption key of each message receiver;

encrypting the session key using the public key of each message receiver to generate a
plurality of session keys, including one session kéy for each message receiver;

.attaching the plurality of encrypted session keys to the encrypted message body; and
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the encrypted nmessage is encrypted by the wireless nobile conmmuni cation
device according to a security schene inplenented between the wrel ess
nobi | e cowmuwnilembs on device and the host system before becmgaentssho the
host system and the nethod further conprises the step of decrypting the
nmessage at the host systemto recover the encrypted nessage body and the
session key. Zgwaries theenutpted messagnbsly m@ﬁ#&%@‘ie{l%ﬁ’t@@ﬁ%ﬁt kysiesahge is a
nmessage that has been signed and then encrypted and further includes an
encr ypt ednedsagetredeivei.gnat ure. 60. A nmet hod of post-processing a nessage at a
host system before the nessage is forwarded to nmessage receivers,
conprising the steps of: receiving at a host system a nessage addressed to
one or nore nessage receivers froma wreless nobile conmunication device,
t he messai$e bdihametdof phoaSambereii:ng to a security schene inpl enent ed

bet ween the host system and the wirel ess nobile conmunication device and
including a neksageypraipessage Btencppet ynide ofiredess ingotdlt wommunivdii@adevie, a
signature-related information indication, an encryption indication and a
sessi on  deydingdes ray ety scheng ﬁqﬂérﬂaﬁhm@&hatwﬁdIES habile symingnication

det ermi ni ng, based on the signature indication, if the nessage is to be

si gned, afdlickhnd &0 hodth nQBePd\Qb@ L&&@Dﬁeﬁ&% /4d889 generating a
digital signature of t nmessage ody on behalf of the wirel ess nobile

comuni cat i on (geme®ed ﬁﬂ@he@éan@}ﬁllaésrtge §tBoflicdiybahg Gk GMadadE 6t tho hédh Systams®Age
body; and determ ning, . ased on the signature-related information

i ndi cati %code?the%h&ﬂ?&d%%sﬁ?el gndﬂﬁg@gsgggﬁkgp is to be attached to the
nmessage, and if hen ta |ng the signature-related information to

t he nessage body;

59.  The method of claim 57, wherein the encrypted message is a message that has been

signed and then encrypted aﬁd further includes an encrypted digital signature.

60. A method of post-processing a message at a host system before the message is
forwarded to message receivers, comprising the steps of:

receiving at a host system a message addressed to one or more message receivers
from a wireless mobile communication device, the message being encrypted according to a
sec;urity scheme implemented between the host system and the wireless mobile
communication device and including a message body and at least one of a signature

indication, a signature-related information indication, an encryption indication and a session

key;

decrypting the received message at the host system;

determining, based on the signature indication, if the message is to be signed, and if
so, then
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determ ni ng, based on the encryption indication, if the nessage is to be
encrypted, and if so, then determning if the received nessage includes a
sessi on kwg;02i1b160h1e recei ved nessage i ncludes a sessi on k@gT/aAvenosssi ng t he
session key to encrypt the nessage body; if the received nessage does not
include a session key, "then generating a session key and using the -

gener at ed sessi on gagratieg adégiiphsignatee ob siragesstgsdiedy carkehglhef Hg wikdessessi on
key used to encrypt the recei ved nessage using a public key of each
message recei mebile eominenicasioh denjcecandhatteghingythe digital siopture tk &g messaghbodncr ypt ed
message body; and forwarding the nessage body and any attached information
to each nessagmsl receiver. 61. The nethod of claim®60 wherein the host
system may be either signing the nmessage, encrypting the nessage, signing
first and then encdeyqrmining,t hescdessathe bign#mernylpted nipfotmmtiomemdmg@onhody, t he
digital signature and any attached signature-related information, or
encrypting fi sighataedelhfad nnfirgaiicngist ke beesiacige toythgemessadel agd df dbgitea
signature based on the encrypted nessage body and encrypted session keys
and at t achi ng agR¥ingitig vdrafiee-feddt@l i@fbrmhtinab HRirharage @ody;i fied in the
signature-related information indication if included in the received

nmessage, befo a@ceﬁﬁiﬁingﬁﬁm thé erfcBypion dRitkatich, ifiRe MBSBRUE td LAt Bled, an@1 WO
02/ 101605 PCT/ CA02/ 00889 62. A nethod of processing an encoded nessage at

a host sysiemehefore the nessage is transmtted to a wireless nmobile
communi cation device, the nmethod conprising the steps of: receiving at the

host system the enggdan e SSAOR.FAMAE SRAUEs $6AM6H k@Adr essed to  a

plurality of message recefvers; determ ning whether any of the nessage

receivers has a cofnfis RORJLd theWhiShbiites /RRLSEKGO MM Hsfi@ hPRsfGV kG0 and

encrypt the message body;

if the received message does not include a session key, then generating a
session key and using the generated session key to encrypt the message body;

encrypting the session key used to encrypt the received message using a public
key of each message receiver; and

attaching each encrypted session key to the encrypted message body, a;xd

forwarding the message body and any attached information to each message receiver.

61. The method of claim 60 wherein the host system may be either signing the message,
encrypting the message, signing first and then encrypting the message by encrypting the
message body, the digital signature and any attached signature-related information, or
encrypting first and then sigﬁng the message by generating a digital signature based on the
encrypted message body and encrypted session keys and attaching any signature-related
information identified in the signature-related information indication if included in the

received message, before the message is forwarded to the message receivers.
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for each nessage receiver that has a corresponding wreless nobile

communi cation device: processing the nessage so as to nodify the nessage
wi th respeotoztioiceh encodi ng aspect, said encodi ng aspect pogigng2eeisect ed
fromthe group consisting of an encryption aspect, an authentication
aspect, and conbinations thereof; and.transmtting the processed nessage to
the corresponding wireless nobile comunication device. 92

"62. A method of processing an encoded message at a host system before the message is
transmitted to a wireless mobile communication device, the method comprising the steps of:
receiving at the host system the encoded message from a message sender addressed to
a plurality of message receivers;
determining whether any of the message receivers has a corresponding wireless
mobile communication device; and
for each message receiver that has a corresponding wireless mobile communication
device:
processing  the message so as to modify the message with respect to an
encoding aspect, said encoding aspect being selected from the group consisting of an
encryption aspect, an authenticatidn aspect, and combinations thereof; and
transmitting the processed message to the corresponding wireless mobile

communication device.
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