; e3eez$ew !4": #HN$6$T$QZ612 MAR 2003 1 A SECURE DATA TRANSFER SYSTEM
This invention relates to secure data transfer systenms. TTReMpARVEpgiOn is
particularly applicable to secure data transfer involving a trusted third
party 5 (TTP). Encryption of nessages for reasons of security and
authenticity has been practised in many fornms. In the context of digital
conmmuni cations, encryption based on mat hematical algorithnms is under
continual devel opnment. A 10 discussion of encryption techni

found in many text books. for exanple Applied Cryptography mmmﬂmm’mmﬁmmf”
John Wley & Sons |Inc., Symmetri c cryptography invol ves tn% dse ot a
singl e key whiABBGUREAMA 1140 ] RANEIG SYddaMe sender and reci pi ent® The key
is used to encrypt the nessage 15 and the sane key is used at the nessage
destination for decryption. It is vital to the integrity of such a system
that the key r i f cirpk € sdoubt
as to the secu“Fl?itgyﬂlli'i,ﬁhﬁ'vﬁuril ixﬁ:ﬁ{tﬁi tﬁe@*“?sﬁghﬁgfagsﬁ giiﬂﬁgern‘i Sf)aﬂq?/ f&kﬁ%@rﬁ/&gs t he
integrity of tpetieylatlgrappticably totseeurepdata \transfer igvdiming @ dgstel thtikdke pheey can
use it to_decrypt the nessage. An exanple of a 20 symmetric key

crypt ograéhy Omis the well-known Data Encryption Standard (DES). To
address the security problem associated with symmetric key systens. public
key (asymmetric ) cryptography was devel oped. In this arrangenent the key
2~ sharing probh@ppedn HfnfREsdges doy ptaoha Ty secufityavad dadhéticity has deen

al gorithm which has two keys. One key is used to encrypt, the nessage and
the other key proctiseddntmanieforgst Iintthe vantext efhdigial comunisationso eneryption t and

share one key ~ ~ 2003 .J. b correspondent s, arty is able
Coyencrypt o nssdoan juienonied] FeABeT 81 GREE (b (MelPiehy )
the hol dgp of dibsussioResbf CREHPEDR) ckidiqas ¥l bei fouad!if i@ngeekd Bbokd. - fofor
muf ti-user systens, asymmetric key encryption techni ques are com"mnl&/

enpl oyed. Suchexsaiple dpplied &irgplography by dieSchacier, Joke ¥hileyedidangduc.bi99: or
exanpl e, RSA Laboratories of Redwocd City, California, USA. In practice
asymretric key algorithns are too slowto use for the encryption and
decryption of $anaRuG3RtEHAPhPINHNG. thE Usd BT £5iaglchks, WhdH &kfowaitglue 10
symmetric key i's generated Tor ‘each data transfer and this symetric key is
transferred friothdhemeasage scoderrandaetipients The kay isawsedrtetencypt phebimesspgkey
met hod. is proyides the speed antage of synmetric keys i le .retaining
t he advaﬁgagesarﬁlthﬁﬁaﬁgﬂég pied ?‘%Bmeé?dgﬁé‘ﬁ?“ tion for Cg‘?fr«‘é‘itf% it GhVHE 19 he
asymmetric key y{e?m hE o il t | Qicked! of$he SéHdef ndY
which to veri ft)}étlﬁa t%te)?g%cz]dgrg?%#thtt ae“ﬁ%ggggéelﬁﬁgésm?h%cparotfi pur portrilng to
have done so. the woipidits Aime deeltosr toethe spqurity an ovigets theokey ishieelddbyseither
(called a' hashi@% usi { he R%i vate.keé The di gest is nog/ deci ehﬁrabl e by
anyone using t R¥THUBIGE . MG intEEEYs Eég? S At PRY PEEREEY oifY"E he 20
sender knew thﬁn@we\aaé %fk1§1¥ Mt BanVaEE Ry td deAF P! WRbege. NN exdhoYi sies

aut hentication of the sen ) fact that the private key of

er to the user.
the asymdstri csymmenystiem icsykegiaplyl systeyn tibethseemaetickrpvovildats Enagefiom form
of authentication known as 'non-repudiation' as there is only one custodi an
of the privat eSI?é‘?a‘fderEz@crypti on purposes. The sender cannot deny being
the source 25 of the nessage.

To address the security problem associated with symmetric key systems. public
key (asvmmetric) cryvptography was developed. In this arrangement the key

sharing problem of symmetric cryptography is avoided by using an algorithm

(3%
W

which has two keyvs. One key is used to encrypt the message and the other key

is used to decrypt it. Thus, there is no need to transmit and share one key

MmN
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1 ~~ll~n ~~~~1 3 Assurances as to the identity of the decrypter, i.e. the
reci pient, are just as necessary as those associ ated \M'1t2hmme crypter. To
address this it is known to enploy the services of a trustét ? rd patty
(TTP) or certificate authority. The role of the TTP is to certify to either
or both parties that the other is who they 5 purport to be. Certificgation
links a particular key with the identijy of a party. Cearly, the security
of the TTP is vital to its standing as an issuer of certificates. The
certificate typically includes identification data as well as

i denti fi cat i betwsen 1®rteppongientsi fAnyapaoy iawbloté epctypt at messhge atsing ther whi ch

th tifi ' |id,. A so-called djsti i sh ovid

2t hont | cat | BRCESSFOPISEe PYGiT Kkt oblyahe Bakies oE e age(byvate) ey asnkc i n
cat i | i ; Ft Petie A |

ort fronto NeBaBIeCl SRR ¥ Br SR tRer 8 Rnis) s8R P ehotSirion o

enabl es user gchniqaesmatencominne etiptdyeddy SBEIE pUblid/pavdie IRy S3tknd haedi ng
themto _electronic nmail (e-mail) nmessages. The files cannot” be read by

anybody Sot hebeamh#isvelaped nbynderd exanipls, e RS AofLaborateniesi @énRiedywocd h€ity, ar e

many i npl ene I onsyfy such software, for exanple that described in the
article by J&éﬁﬁ)ﬁéﬁgi Psé‘ "Privacy Enhancenent for Internet Electronic Mil:

Part 20 1: Message Encryption and Aut hentication Procedures"” RFC 1421,
[Online] February 1993 (1993-02), pages 6-3D, XP002132590 Messaging". In
al | cases, hbwprastice pspmmetsicpkesnalgorithniy ere wocskaw to aise Her thesemgyptiqr ovi ded

that th ipjent's.priyate k I Ll abl.e. I t s th
5 provi si ontb eyl e! Birde Aiknies ot e g5 adiFess JuB HPL adipint o
gayn aqpess §anmbRiCREY Abendted fHP%§&9@atotggl@%DﬁBB'tH& %ﬁé@&rﬁnge\d%ﬂypt' n

g
i't"in special circunstiances. Two cases can I St1 ngui ~~ ~ ~~~~ 4
( I1 ) an Es;:t;mwifmghtﬁdfmzq;ebpamy Mnoﬂmta thexsmsingram:agan_d m&‘ﬁf d;jQ%bliﬁ)?l;}dyZ)
s encr ypt ecMesds B poideribe Spekikacysbiaes b PumBRC keyshie setREREge key
is divided iﬂfe%dvarﬂﬁééssoﬂﬂﬂia%?rgg{egrriéwﬁéfEéxb’ encrypted to escrow agents so

t hat Law Enforcenent™5 Agenc ori sed bodi es can recover them
later. In general this is done secretly and the sender is not able to
det ect .that fhe msssage EE been accEssed. EP- A 0, 798, 892 dj scl gses. an
exanpl d3of (éﬁ‘i‘n FHERYIOR AEINSASY RS KBy Systara, it & ppssibleplecdeveloptandigitgl def i ned

recipient. Taendiife By WhichSol Pty 2Bb HRESRPlof QAP message was the party
purporting to have done so. To do this the sender encrypts a digest of the
message (called a "hash’) using the private key. The digest is now decipherable
by anyone using the public key. but the sender is verified because only the
20 sender knew the private key with which it was encrypted. This provides
authentication of the sender to the user. The fact that the private key of the
asymmetric key system is kept only by the sender provides a useful form of
authentication known as ‘non-repudiation’ as there is only one custodian of the
private key for decryption purposes. The sender cannot deny being the source

25 of the message.



access the plaintext (or part of it) by neans of a paynent. In return for.

the- 10 paynent the nmessage key is released. It is not necessarily the case
that the sender can find out the identities of those recipients. ngjﬂﬁ 7?}5]3
K 200:

need for an el ectronic equivalent of the recorded and registered p

systens. In many instances, it is necessary for the sender of mail at |east
to 15 have verification that it has beeqg received by the authorised
reci pient (proof of delivery). A recordéd postal letter is signed for by

the recipi eniAsstwances ab tohdueditintityeof e ideerypfr] V.o tie redipifit, Sire" st al
letter is tracked through the postal zstem and | ogged asﬁha%isérfg jggtsggd

vari ous poi nhecessanyoasliose asspciateyl withthe engrypter.s Totaddress ahiseit is kwown e of

delivery is not.necessari| sured, hecause ejther 't he _acknow edgenent

sof tware of Fﬂ’é’l‘?%g?ep?%’tcegrﬁ?s%@ﬁ?% g&ﬂ’@ﬂa@f peeshificate autherity. nthes t he
I nt ended recl.pi RSl P~ g t . Rahe I ecure, Thus,
security of gén]b:d}{ntggl m?s%%%&@%‘n@f?@ﬁfﬂ%n@ﬂwm# Whottﬂ@'
message sand phepory Ye! | Qertifeationlinky el glrisylaPkey WIPBRNGR Ay bf affiRyDeSn |
proposed that recorded e-numil .delivery ‘can be effected by using a B 2
MAC 2b0 4a efdearly,i the seaurifyn bf thei TEPais wital ypties stawlimg s ant isss' of r ed
to, and held by,.,a central point associated with a TTP for onward delivery
to an aut henf tSuser. The nessage is stored at the TTP until it is

requested by the intended recipient in response to notification that the
nmessage is waiting. 5 However, it has been found that there is a practical

linit on theThewenifiaite itppicalinguddsided i i s
der?)endent upon the storatyg%l capaci tysof et%@%.%?ﬁ%ﬁrﬁﬁg&%@%ﬁ;&ﬂ he

erfcr yptilon s it eertificatiom euthesiy gad ithe dinfation for whicnfher certificiteds VARdS A
reception/transnission systemboth in.ternms of format and transmi ssion

medi um 10 ° s%%?‘iﬂfﬁ“‘t%‘é‘ﬁ?%m“ esauthentication of anddentity bekedatodat a
transfer sys . 1fied i el al . eferred features are, '
defined in tﬁéé%ﬁégﬁﬁ%ﬁb”ér%'h@?%%aé%%‘@%ﬁfm Y F&%ﬁ?’é&dﬁﬁ@m ch
the inventi oadditiontbehe eertifieaty dss6ciaRd Soiftiite thaRhétidg/sited " eceiver facility

and a key facility; the sender facility having neans for encrypting data
for the intended recipient, neans for splitting the data into encrypted

Paast o of ERREHRIER, Wce £TehS 5673 Ay ormhigile Cecurehy Y 1eaerypiing fley ot e

Bncr ypt od parts (EOCR Bend 07 el bR il (D R Rlaped e fids g B9

bl ock, the rees byanybady other thawithe inteaded feeipieastiprovéh ideatifiat ThireQrk
many implementations of such software, for example that described in the
article by J Linn title “Privacy Enhancement for Internet Electronic Mail: Part

) 20 1: Message Encryption and Authentication Procedures” RFC1421, [Online]
February 1993 (1993-02), pages 6-30, XP002132590 Messaging”. In all cases,
however, the recipient has free access to the message, provided that the

recipient’s private key is available.

25 In some protocols there is provision for parties other than the‘ sender or
specified recipient to gain access to the contents of a message by encrypting a
key and decrypting it in special circumstances. Two cases can be distinguished:



‘means for requesting decryption of the further encrypted part by the key -
facility which has neans for decrypting the further encrypted part and

means for 25 sending it to the receiver facility and the receiver 1?0Mﬁt¥ A
al so having neans for 1 2 ~1AR 2003 5 decrypting the encrypted part é ded3
the decrypted further encrypted part provided by the key facility. In one
formthe invention provides a data transfjer systemusing an asymetric 5
("public") key system with or w thout an underlying symretric data

encrypti on) t (b} arescrgpt eapabilitylibyia khown giegson oraorgatishiton; andR) relsase) of 0 an
i.-nt ended reci %egt. ﬁ@ﬂg‘ffi cient portion of the encrypted data can- be -
removed, suchtiekey( £imessage toparsens et defined when themessageris ensryptedi on

remai ni ng. Th r’ggv,efg i i i d ne-encrypted to, a,.third party.
Thi s re-encryg’{gl §h shoﬁ‘gés%&%nﬁﬁ%ggﬁ %‘?@Smadﬂ%gﬁ@ Feitdivided mtq ¢ he
nmessage t hat )Nh' s R 4 t&ﬁ? : | and
the TTP. Both portvflg%s; t%mﬁ?%ﬁ)@rﬂ% t vé’t“gg‘?t??gﬁ‘é#owxgﬂfﬁﬁhﬁ%
re-encrypted Agencied groautherisedrbodi¢secarc revover thean tatek, Olr gérleyalsthinRddonkhi S
data is then sent to t?ﬁ%gec' pi ent any suitable nmeans of electronic or

physi cald del ib §%¢ryt15'|a_nd ﬁﬁ@@&a%){%tcaé%ts%@abﬁletmessagﬁb@rb@ astessed. |

port1 on. d gi ERr0Z0892 Gibcladed o BRABBIEF (210 W HieCtrirypton brecss I g

party can val ndfisgedifie’ thdeiyt ddfined recipleftc CTRE Gifentibh'Is iR dn§CieRigidlit Gan
G e % o Th f ?lcllgl .r?g&rressage.

signature and can then decrypt the renoved portion of the o

Thi s i ncl udes attassstheddaintext (ompantiraf igh by trheansvof a Gayarnt. hin Femee fos the
i'dentity. As the recigFi ent shogqld haye checked the overall signature from

the send® thpaymenhithe cssagenksy i eeleased cltnis nof pecosserilycthieyease that thehe
reci pient. At i i N. £ hi.s_prpgess the unique identifier of the
nessage, the F%@l%%ﬁéﬁéj ‘f‘ﬁg?fﬁ’ﬁgegﬁﬁ}m&? er pertinent information
can be stored by the third party. The renpoved portion is then digitally
signed by the third party and sent to the 1 2 MaR 203 6 recipient. The
reci pi ent chediere s néedrfor paelectronic equivalest ofitie cevvbdedemdtregisteeed postal
portion with the remaiinder, -recreating the original encrypted text. The

recipi ent 5 t S¥SteTst | JBBRNY; IMStANCER At b Beesssarylor e sendet of mail atleasttn|

is the ord gin LRLf : i . | ¥. 1ot he
third pglrjt y fgllravget al Egﬁéﬂ thlag lan ﬂ\’/ﬁéﬁref %‘é’@é’é’:}gf’%ﬁﬂ%ﬁéa‘@é@f@g&a@%ﬁ on
of the renovedelivety)onA feebsiedspestileletter id Gignedbfor yote Rbipiait wRey iPfis t he
entire nmessage. Alt parties have sufficient proof of authenticity and

‘integrity of dianded avemby ithmdeliverer.nd registered postal ietterl ie tricked tirodgh the t he
ti t hod. is_ Pri E d Me i PEM, 1 ~ 2l th t]
Fomoved 1o naosaTutma et A m e BERAT yRflons pothts v livemige

Integrity Check (MC) field fromthe header of the re-encryption of the
portion renmoved. 4! the nmessage is transferred from sender to recipient by

Si ypl e M¥sagdnTamremail systemctie ySificationO of/delivery dsjmes necéssantlyd asstyped es
fromthe thir arty gare in g format specified by the third party usin
Transport Co nﬁ?ﬁ%ﬁﬂ%%?‘% Iﬂ‘%?@_&qﬂwlF eé?'l%ﬁtsqﬂf‘fﬁfﬁ the Mlmmg]“béélléﬁbéﬂ?

si gned by pri vacy.6banatqs oking (b iﬂ{enagalrbgibﬁ)( ﬂ:a%ﬁﬁfegﬁ)r'.aﬁpﬁaﬁ %8 h%

( PKCSH#7)

inherently secure. Thus, security of an e-mail message depends entirely upon
encryption of the message and the encryption system remaining
25 uncompromised. |

It has been proposed that recorded e-mail delivery can be effected by using an



25 In this formthe renoved part nmay conveniently be a key. The invention
can send the nessage directly to the intended recipient. This ~t tv A-
2003 allows the encrypted data to be sent to the recipient in angy f }_Wné
that is agroed with the sender. In this formthe key facility is ohlgAR 2003
responsi bl e fox passing on the further ggcrypted part in response to the
request nessage. The key facility is not required to hold the nessage until
it is called for by the intended recipient 5 after transm ssion by the
sender. Thus, enbryptionusystenebyawhichyan emorypted ahesssge Bntransfered b, adikelit y of
the key facility for storing and forwardi ng nessages from sender to

reci pi ent. Thibé"eﬁaﬁ‘?%?r Fo@éogﬂemé‘ﬂ@ & TR forponward)| delivery dg ahe

request for t crypte rt decrypt the ta, 14

A tornati vel y ek Hen A0 15Ess B IeB0H aF e R uRE Y IF requested Bine
onward deliveq d ecibRat Bhe | LsSiHar ol } he
TTP is able témﬁti)]gietor ! he progress 01§O ?ﬁgﬁ atg%%lnt %%eﬁ%g%ecﬁgvr@c#m of
t he inverfii on Héweewsry ityhasebesin foundathat theredgra pricticall imitSon the amemat 9ft t o
split the datg go that the header forns the basis of the further encrypted
part. The inv tign the, LTH qan;stars. Jrhus; thesystem.isdependent ppon thenstoragewhi ch
wll now be d s o] 2 ] eference t.o the acgo nyi ng
I now be IRaERRPeihe Pt ORuBAAIRYE, Mk Dol 6L ERGSplPa ek SRS
constituent pahdszagé itSelffBasitd ETEHR to IS TIPs feOptich/RadsiniSsibl @9%:&& th
di agram of the preparation and transfer of a nessage according”to a first
enbodi ment of intermsofdormatrandttansimissien mediuma f uncti onal di agram of the
prepar at'm)n and transfer of a nmessage according to a second enbodi nent of

the invention; Figures 4a) b) and c) are sequence charts of the nessage
preparation

Accor8nF t64R¢€ present invention there is provided a data transfer system as

specified in claim 1. Some preferred features are defined in the dependent
claims. |

15 The data transfer transmission in which the invention is émbodied comprises a
sender facility; a receiver facility and a key facility; the sender facility having
means for encrypting data for the intended recipient, means for splitting the data
into encrypted parts such that no part is decrypted on its own, means for
encrypting at least one of the parts for a third party to produce a further

) 20 encrypted part, means for combining the further encrypted part and the
remaining encrypted part to produce a data block and means for sending the
data block, the receiver facility having means for receiving the data block,
means for requesting decryption of the further éncrypted part by the key facility
which has means for decrypting the further encryptéd part and means for

25 sending it to the receiver facility and the receiver facility also having means for



according to Figure 2 and Figure 5 is a sequence chart of the nessage
preparation and transfer of a nessage according to Fi g g ﬂARSZB%data
transfer systemis shown in Figure 1. The system conprises a sender site
10, a receiver site 12 and a TTP site 14 having data processing capability
16. The sender and receiver sites 10 and 12 are each typically a personal
conputer connected to an intranet or Imrternet for conmmunicating with the
receiver site 12 and the TTP site 14. The TTP site nmay include a key

hol ding 10 part and a nessage/ data nanagenent part. Together the
constituent geerypting therenciyffed part laed thef decrygsted furdeer @nksptddyirt pioviddeet her
the differen arts £‘ai;lr(?.tcrgrouped together or renote from one anot her.
Referring to ﬁﬁb"tﬂf%’ ClltYst i r st enbodi nent of the invention includes a
Simple 1 ~ Mail Transfer Protocol (SMIP) connection between the sender and
receiver sites 10/ 12 and a direct connection-orientated network | ayer
protocol conheoh¢ form theciivation provritFediasddt frafiset §y3terP USin2CA] AdymhmERR!
protocol_ (TCP/1P) connection between the sender site 10 and the TTP site
1-1. and t he('ipEBlEEVerkey skstam, awitht ioe Withoui tan mmdeHying tshitenetribodatment i s
based on an e-nmi,: nicati on. syst.em r forms qf data

communi cat i ogn%qlﬁggg%%% pli%z%dn ‘SB?S?)(X gggﬁg.% I'(]@{"’f 8%[“.“"’1“91S [N Indeslsdi ment
the sender SideepiGRAlsaffidiént oRtbdl 8F thM i Jolv¥ lghgat i on
plug-in ( API ).epjl'he operati oﬁf of th?gwpﬁlgdgﬁ%@gﬁ c%%?’?gg%fgkg?’n%ggjh&

equi pment  of therarigindldextannotdse reaavéred from dregpuréioh remaiaingo UBhesmwnmovade

formats. Thi s%l(%.nbodi nenhérﬁkes use of a sg,féware toql kit produced by
Entrust TechR8M6GidS&F JEENCTAPLeS tq,a dhird pagtye THs versyCryntian sheuldai |
(PEM and  incRide ot prbduced tnigue iﬁ’é?Eﬁféﬁ fPHR- mdddfe E)'dusifl ﬁ%&‘hbﬁ% gystem
hds various architecture conponents. [he security-is based on a cholce of
symetric kel phgissi thersenderc thedienej vethandaie sl Hhc Byfi pormiofs;athd andryptos) .
Triple DES and, CAST; asymetric, or public key algorithms, such a RSA, DSA
and DLFFI E 5WHEI IenROTIgN, remaysd, gnd | s ferenesyried Hemevedypartionmre athennos,
These ace on : : t Iy, ke Ll kpown to
the skilled %%IPE%]%%?C lg%%lﬁfglgég&'uggigs 9%‘236‘5 % ?é@&ﬁ%c\gﬁlre}é%gf\?gy sari
TTP sites arsuitibhi inaansyofiel estrationphyRidahti¢lisety. Syst em conponent s confi gur ed
to recei_ve and decrypt data sent by the sender as described bel ow 10

Ref errilﬁg to Figure 4a, at the sender site 10 the plain text nessage PIT is

raci ptont o arh” HOMEh 5 Rk BERntobbiy HEMEGRRL L i ape et Bndey s

The " header' repipiéntaheri BardoestRge-cnsryphdd porfibh, digRally Sichdf Sidardas g (FEM

format that part fromi15 "..... BEG N PRI VACY- ENHANCED MESSAGE. ... ' to the
ternm nating &‘Fﬁh‘}dpﬁlﬁé. This is referred .to as the "inner header" 22. The
remai nder is the "encrypted text" 20. Referring to Figure 4b), still at the

sender site 10, the inner header 22 is further ~ 20 encrypted and si gned by

the PEMOMet hThe ubird @aithecanuallidatdal iden@ly $h@etrBLipbnPardnY tR8r¥eipiERts
prpduces an "encrypted header" 24-and an "outer header" 26. The encrypted

text 20, encHgpatues apthenn feepddecrypt thedremaved pestioreof 2i6e ariginadméssage. and
digitally si 9ﬂ§qncﬁg§s %%@3&?'5' srfér? rrietz}ﬁd%l?sc {('alg a ecs:)thc]-; iseer{(fjer%fidctarﬂﬁy. As
the recipient should have checked the overall signature from the sender this
establishes that the entire message was delivered to the recipient. At some point
25 in this process the unique identifier of the message, the identity of the recipient
and any other pertinent information can be stored by the third party, The

removed portion is then digitally signed by the third party and sent to the



Quter Header 26 is a convenient unique identifier as it is &(of t he
i nner 25 header 22 which, in turn, contains a hash of tHel pﬂ%ﬁ %B so the
outer header MCis dependent on the contents of the pl ai ntext. Also, the

‘i nner header varies even when the sane plaintext is used as the symmetric
key is | U chosen at random on each occasion. The encrypted text 24,
encrypted i nner header 24, the outer ader 26 and signature are sent as a
mul ti-purpose intenet nmail extension (MME) within an 5 e-mail nessage to
form a nmessage package. The unencrypted body of the nessage itself is an
expl anat i on re€iptdmé sent data and instructions to the recipient on howto
obtain software to decrypt the M ME inclusion. The sender (and recipient)
software for preparing the encrypted data conprises 10 M crosoft Exchange

Qut | ook : th new .pl interface, The
g;epar a??onma?ﬁygn@sgg%gpﬁégﬁﬁg% ba gé%la Po‘\\%d Fﬁfgbﬁlef Ic}g? 5OVedit t on to
click on if ;idﬁﬁoxse/ﬁthltﬁ@rdrﬁaxﬁ@&urdceéhtﬁ]@rth@aﬁgmat éﬁ&vﬁt’eﬂ%h grhgr}éapeﬁton 15

Thi s enbodi nent of the invention is a formof e-mail recor Ivery
Thus, the pribgmrvelidaies the sigpeing andsdeseynts he tae; SMFResudh e did original t he
receiver S|tg {éxfctly At the sane tinme an alerting nessage nmay be sent
fromthe sel %'P ‘te to the TTP. Upon receipt of the e-mail nessage package
the recipient is presented with the open e-nmail nessage containing the
instructions, the cipher 20 text, the encrypted header, the outer header
i nt ended forAttdmy ETe?. timbhdhe ectitclﬁ're:an @psotct e thirexparae for déreild 6nef amhd out er
t hem as, one bl ock usin or PKCS#7 and transmts themto

header s, S (lf
the TTP usi S(g'le-pdbﬁrpﬁlptpﬁhgequpﬁg deeRyp 8? ithe remoyedspartiene d hisyisttakeropen
| d
)ml 107€SS 3@ et o§1e<5‘ﬂdé’}fveh§6i5 fhet 1Ir§ ?lgéég%egur e%}gt,?ers k?a‘be%?ﬁ&grgtprgéfr

header 26toth TTP, as indicate as a ‘requ
decrypti on off authentcity spt e gdritnd€nll trihsddiend. TP t he signature i s checked.
This process reveals the identity of the 1 2 MAR 2003 11
In the particular example discussed:
1/ the encryption method is Privacy Enhanced Messaging (PEM),
15 2/ the portion removed is the PEM header,
3/ the unique identifier is the Message Integrity Check (MIC) field from the
header of the re-encryption of the portion removed.
4/ the message is transferred from sender to recipient by Simple Message
Transfer Protocol (SMTP)
20 5/ the requests to and replies from the third party are in a format specified
by the third party usihg Transport Communication Protocol/Internet
Protocol (TCP/IP). They are signed by privacy enhanced mail (PEM) or
public-key cryptography system (PKCS#7).

25 In this form the removed part may conveniently be a key.

The invention can send the message directly to the intended recipient. This




reci pient. The outer header is used to decrypt the encrypted inner header
24, generating the inner header 22 to reveal the identitﬁrof Rﬂ& ender.
The identities, date, tinme. nessage identifier (outer deliA 0 ield) and
other . pertinent information are stored by the TTP as evidence that the
reci pient 5. received the whole nessage, i.e. proof of.delivery. Satisfied
as to the authenticity of the sender agd the recipient by their respective
signatures, the TTP signs the inner header 22 using PEM or PKCS#7 and
transnmts it to the recipient. In the event that the recipient does not
receive the dlibwsnherencegded dataey bowsit tb alkerekipiéMan ang ordihttat ifl9gRed as
requesting the decryption is taken as evidence of receipt of the entire
message. TheWithitbe sérdsgeln tisstormethe key ifacititygistanly sesgonsiblecfor patsirez srender .

allowing the,r {ye i to. re-verify the source of th ssage,.. Usi ng

st andar d P_E&hfgﬁgééérr énpcﬁé)tﬁd tpﬁTét lpégﬁpﬁflé‘?\;f‘) g TEARRRF FSssAREr elfhgg‘eﬁl fgﬂ‘l‘ﬂéxt :

Thi s enbodi ngmot Rquiifed th AYRIhe esBERMIHIE % i caﬂémo?fbyftﬁs%&'&f&dﬁ%ig}’eﬁf y for
data transm ssion, such as e-mail. "The sender sends nessages directly to

t he i nt &ndedftasdrapseissiorHowehessendém Tudathetsecure atstdpe sysRaR@aI0t Reliahecei ver

site must 20 initiate a regyest to the TTP to obtain the appropriate key to
deci pher theuﬂ?é‘stilﬁé:@PaGI‘Weogg‘ﬁjﬁgtfg? W%@@le@a%énrm%wwa@om oof ~ of

delivery thafe [@Eipfine N IE?Q?IF j JARS : ender is
able to subm ?ng[c?ueryl/) tng :r#e B%lgﬁée(??%eeé %s?%‘%?i@&h@i@ﬁggﬁ  or each
i nt ended r eciequesnfortths dactypngul factheoencegsied pat enddcypitebe amasage. Because the

bul k of the data transferred does not reach the TTP, data storage capacity
within the TTP is of less concern than if the nessage were handl ed by the

TTP. Fuypt her nq..d is. hel.d TIP.uyntil Jt is..reqguested by the
i'goendzg rec’ir\rgi&g'ﬁttl{.)ay : ?{%eh&iB fed ~q-%?yf5€3’eliep"h§?eth?iﬁ?§ %SWW %&PBWP 2, a
regi stered pidivesntootierrecipient. (Tiés émabRRIre @Btk RABREY RNhd THPs! Mle &PNCEPL
to the recorded, deLi very system descri bed above. Inthis enbodi nent, the
sender sit e MeNQr{Re grogessf thadatgi rect |y by a SMPT communication as wel |
as a TCP/I P connection. There is no establishnent of 5 direct comrmunication
bet ween a sender and the receiver site. The receiver site has SMIP and

TCP/ | P conndatdrerpamitiilag Renil, Bﬂhe'iﬂvénlﬁiolﬁ tﬁ@EHérﬁfuteH heatd MASCDheRIRy phif€ 1€ Mai |

message package conprising the MME file of the cipher text. ehcrypted
header 1and d&ccenvendentelo split e datarso1batsthgheadati foirhstheybdsiy of theefurtherdi r ect | y
by the TTP, CUSisﬁJg (ﬁn xtra outer PO header 28, and sent via the SMIP
connecti on tPHE® 'as shown in Figure s. The TTP returns a proof of
submi ssion (tine and date stanp) of the e-mail nessage to the sender upon
recei pt. The header 28 contains a list of the intended recipients and any
ot her opt i ondhe knenting car hdput inds pretierinadriolih &a¥d. Rofrerofaviish $511 mbe: MTVE
content to gach of. t reci pients with a_.nmessage. body descri bing . the sent
data and i ngt{er{]eéfflgﬁcgg?'(%v%& FIamnie é‘H{?‘ TSECTRIYS tg’oth‘élﬁ‘f:é?’ﬂpagbﬂ%‘ia@’“?g? decr ypt
the MM i nghyaiier (as in the recorded delivery enbodi nent). Receipt of the
e- il package and forwarding to the receiver are events that are | ogged by
the TTP for opti dhgureinisea schpmatiorblosk diagraseofiédre constituent pants bfa data

pr epr ogr anmed ZPer%Bgi ons taken up on preparation of the nessage package. )

trans tem:
Figure 2 is a functional diagram of the preparation and transfer of a
message according to a first embodiment of the invention:
25 Figure 3 is a functional diagram of the preparation and transfer of a
message according to a second embodiment of the invention;

Figures 4a) b) and ¢) are sequence charts of the message preparation



The receiver is now in possession of essentially the sane package as was
received directly fromthe sender in the previous enbodj r;’efqud#op accordance
with the sane non-secure instructions in the e-mail recefved df é:ctly t he
25 receiver sends the outer header and the encrypted header back to the TTP
for decryption. Upon receipt. the TTP is able to confirminplicitly that
the receiver received the e-nmail and ig attenpting to open it. This event
is also | ogged for 1 ~ ~~an 2~~3 13 Interrogation by the sender, ar
preprogranmed notification, as confirmation of receipt by the receiver.
Once t he TTRccerdimg isFigert Zisand the authenticity of the receiver, based on
the digitally si %rged r %uest and recei vgr' S signature. the inner header is

signed for transmi8¥EISASHHENGELAR, Qfithe messagerpseparatioearditransfer ofie S
decryption rm previously described. Fromthe
perspecti Veﬂé?&?g%ﬁ@%%@g Zogﬁ'\ééerg' and recipient) the only difference
between this enbodi nent of the invention and the previous enbodinent, is
that the TTP can return a tinme-stanp (postmark) which provides proof of 10
submi ssPon thafata Hansfes sysemisshewnin thigereahd Thasystemecomprifesravserdied it .

Message del ivery, st at i nf orpat ;0N n.be vi ewed .by the sender by, neans of

an adgi ti onalt%o 0, sacx?egéeJl °% 3T lgg‘Pd&T?Eemggl#dié‘}W%g ﬂ%‘%sﬂﬂ%ﬂss@grfﬁﬁﬁg’?{‘?y The

sender can iyy.ermeRosdmdet ARd TEB:idér §ifes 10 MRJOI?2 akd éﬁkgmle)t)ﬁp@%aﬁg Eg&éﬁdn‘%ﬁ as and
, S

when 15 appropriate events have occurred. Additional nder can
arrange to ommiter ceghecieda tpaunt inttahalr oevieternet sfonatommuyujeatingy witte tHel P
wi thin a specif.ied.perjod, Simlarly, the intended recipjent is able to
obt ai n event™F Yyt ‘H% pnfn&q H%ﬁ?](gh sitg 14 sﬂ‘ﬁ llrg.}) HEyma gt 3 k%éﬁ?ld(b‘?g is.
i nyend to j j géggggﬁ' t rQui

6‘0)rrrrun?gati oél@ ﬁ?%ﬂ%@?ﬁﬁgh’énd nog? ?@'pt:r&?gt# Flgtrlllg C%%/{étﬁgﬁr?ﬁ%g& t féhemessage
t hrough t he TTPcan beeefetradpo ng adfeydatiline whethier theedifferenagartpackagoaped al so
possi ble as referred to above. Routing the cipher text directly to the = - .
i nt ended rec‘Pﬁ?tEﬁ’corchB‘é’t‘% OF PREANALRETS o o key fromthe recipient which can
be 2s tinme-stanped by the TTP as confirmation of recei pt whether or not the
TTP was a party to the transm ssion of the nessage fromthe sender to the
reci pi ent. Thefemrafd ar Figube 3t agfiss embodinhent BERhE ieventibs in€laie & Simp®y

decryption to reyeal KR 1 2 |?~ ~ zp~~ 14 is further |ogged and reported
to theldendeYlallsItanstsr Fantocok SMTE) conaectionr hetween dze sendep andnigceiner ci pher

text directl I vaj.ds .t h e (] t_ handl i,ng by the [TTP at
ail. 5 Both %te ogle/r%l?n?(i anpraov‘?i(rjge}: tg?%%c8§#%g§§ta¥e§ﬁ&%%ﬂr ) lﬁg?ﬁalrgoﬂ)@glsage

post mar ki ng, confiycticdl, saste agadrai3fission PHRERRbioGolintertet fitoc8DETCORIPRCI ity
in the data processor 16. In order to provide strong audit capability, each

entry in theoRpastion bgyween theeseaderssiteol Guansctbe P site bk and thecreciyensitredi a

access contr t L.oe 4 nt I he TTP to detect tanpering with
the audit |o§j. aﬁ%‘ﬁ)&d?ﬁg Hie lé‘ddf"f@%n.tﬁﬁo%ﬁ?%g}eﬂﬁas g??ﬁe‘geq"_eta_f’oﬁ'nbaflp |
entrieg0 ThejegnmenieatiorePste@nt Orheufdraisest dafa onfrhBnRhtisHicbiki 8§ kne hi gh
seturity. 15 In nore detail, the message processing by the data processor:

accepts a PHRVemiondoreadalafiessge from t he sender; validates the sender's
signature; creates a database entry for the nmessage which is updated as the
nmessage passes through the system calls a billing sub-routine passing the

tine) date. InaRBeimbodinehi ihekeadieditdBMpuRe HIKOVRIE8 WIRH dn aHiE&S uriffessages
identified, nunmber of 20 reci EI ents and messa&e size: returns an

appropri at e appdisatien pdug-ive (48hdelhe pperation exfpdiss pluferionanteotriespanding
sub-royti ne jndicate hat, the nessage.should be. refused._indicating the
reasonﬂﬁor reeqfu?gg?macﬁc}hﬁﬁgéff iPAY S han ﬁdﬁ“P%él?]W%ffmgVé’ﬁ@Paf%féwm formats,

This embodiment makes use of a software toolkit produced by Entrust

Technologies of Canada. It is used in the privacy enhanced mail (PEM) and



“a signed nmessage for each | ogged event noted in the audit log; and stores
nmessage header information in the TTP data processor so that one database

25 record exists for each recipient in order to provi de adequate digivaﬁ%
tracki ng. ~ 2 MAR ~~~ 15 Key rel ease includes: accepting the con i 003
fromthe sender; receiving the signed PEM based nessage, containing the
encrypted header:; verifying the recipiefl by the request; calling a billing
sub-routine; passing the tine, date, sender's distinguished nane, sender's

appropr i at o mERGUE gk oAt Earrpit seeuBy  AEecE B8 oFicH Risbieshies ¢ nat

t he nessage s r bdsed dnh
nmessage tg thte& Pigblnglﬁtgn?‘h Pfﬁeca‘typﬁg t he Jrnegs%ﬂ fe%e“?#"@ﬂ%”?%ﬁ% ng
the database dedludingy the dData; Enetyption i Signdird (IDES) Tepltc DES i aid tdST{Po

private key; sending.the en pted and signed PEM based rressage cont ai ni ng
10 the nateri éﬁ)’@é@ﬁ%ﬂ?eﬁf tﬂ)ﬁ’(‘% E‘f’léc algosithms, apurha (RSA, DPHAopnd aDH"FIE

i st 1ot i vSTEHEREASS %b?%stﬁé%ﬁ‘bwﬁﬁ B S, ms@?@#cﬁb

accepting the agé ot} ek hgldfq(@ogyg%gg gyﬁﬂe lflﬁﬁalm VI ng
an encrypted and signed PEM based enquiry; verlf I ng the giéglta Sl gnatures

fromthe send@kﬂlﬂd(ﬁmonw qhe@“!ﬂbhusedrtetqqudwﬂ’agtttﬁmmwandtmmd
fromthe database arlng?é t%s di sti ngui shed_nane to the -

dat abase entrfr?é é’r‘t‘ﬁ Stemy, Compo epnfigured o eereivsr an
aut hori sed adrg, M%tageﬁi %n&é}agrE?JnUeﬁbteﬂﬁvzo enquirer is
ur u a

umaut hori sed: rning a d ivery status nessage if the enquirer is-
authoris¢@d. It mnll be apparent to the skilled person that the keys used

can be varied accordln lo s curit reqU|renents and perceived risk of
conpr oni se. Fatel W ¢ ¢heatithe, sendee site | @lﬂeﬂlaﬂbtﬁﬁtalﬁésﬂgé BE is bgﬁr ously
encrypt ed but r re_are
so-called 'cr |é|gp the dt?ggi‘{"ﬁqﬁ‘sg‘%o’?? I#“e@'s%érq“&f’gﬁe‘é‘?wg c?ﬂqe ty

agai nst infil tsigiedrtgwmemamahod asihpehe sehd&’%nt?a key K46 Bel‘Rédm ey hash

routi nes can be used in place of a symmetric encr ptlan together wi'th

digital signatafrie @Gﬁmﬂtlﬁm L. ol §reig sthg estandagd rP&MrformhbﬂByspamﬁom t he

al thougn 7t 1 oS GRS PHSACTERHANCRE PERAGE . 21 w o eg”era"y a

fur ther " encr y i) TTHbeR Wiebd it 80ThE Ol ithdere 23T RYEP Rifeif o the
t he reC| pl ent

data is controlled by the TTP until it has authenti cat and
the sender. Aceocnipied txtt2b principles of the invention, which have been
di scl osed

Referring to Figure 4b), still at the sender site 10, the inner header 22 is further

) 20 encrypted and signed by the PEM method using the public key Krrp of the third
party only. This produces an “encrypted header” 24 and an “outer header” 26.

The encrypted text 20, encrypted inner header 24 and outer header 26 are

- combined and digitally signed. The Message Integrity Check (MIC) field of the

Outer Header 26 is a convenient unique identifier as it is a hash of the inner

25 = header 22 which, in turn, contains a hash of the plaintext; so the outer header

MIC is dependent on the contents of the plaintext. Also, the inner header varies

even when the same plaintext is used as the symmetric key is



by way of the above exanples, can be inplenented in various ways. Those _~
skilled in the art will readily recogni se that these and ot her

nodi fications and 10 changes can be nmade to the present invention wt?opﬁ\
strictly followi ng the exenplary applications illustrated and describéd' R 2003
herein and w thout departing fromthe sqbrit and scope of the present

I nvention which is set forth in the foll'Ow ng cl ai ns. 17 . j t_  CLAI M

1. A data transfer systemconprising: a sender facility; a receiver

facility and ghéstn dtzandom pn ebdleoconsidar facility having neans for -

encrypting data for the intended recipient, neans for splitting the data

I nto encrypted parts such that no part is decryptable on its own, neans for

encrypting at, least one,qf the. parts . for the key facility o produce_ a
further encry demq?drtﬁ’étngs’f B‘E‘”XB im%gﬂfé"f%ttﬁéro“&?cﬁiﬁﬁé@%aﬁ and
t he remai ni ng bifs ]Elﬂ“l Ll?‘fl‘?ﬁ ..sendi ng
the data bl ocﬁ@?ﬁ%greceelggéé a acl %a\ﬂ;iltéri%&?riggihgﬁ#éggaﬂm%wm%ata
bl ock, mBans &anail afessage 1o foanry méssageopadkage.l UThé lnefirypted! oty aFithdy t he
key facility which has grr:eeans for qlecro¥pt?ng tghe further encryptgfi part and
means for sentmesgageitself isian explanation of thei sent Jata and instructions tocthefrecipient y

al so having neans for ,dJecrypting,the enc art ,and the decrypted
further encryﬂ&?%&?bww&gm%émﬁ@ 108, 10 2. A system as
claimed in claim1 in which the sender facility includes neans for signing
the data block. 20 3. A systemas clainmed in claim1 or 2 in which the
means for sendihegsendert (and secipient)f sofividre foropreparingtheashcihypted datalddpiives
biyck to the key facility and the key facility includes nmeans for "receiving

the dat d0l ocMisresoficExghiange gr Ontlookimanagement softwase as ovsllas the et plng- 25
4. A system as_cl ai lnR claim3 in ich the kex facility further

i ncl udes rreanénflﬁﬂﬁgg gi% prgggﬁaﬁpnowﬁénﬁ&g?@ B g‘@ﬂ&"%@’b edy Dres

claimed in C g \ oD : ENALA0ept (T
facility are g?@a%%‘ggm?%ﬂ E%‘r’%icfthgﬁggttg@%?tg/é @Esoft eeraet(;dgi E\:/ﬁec?fqtggnlgi y 30
and the recei wansiissidn.ty i ncl udes nmeans for receiving the data bl ock.

18 6. A systemas clainmed in daim5 in which the key facility further
i ncl udes neans for 'l ogging recei pt of the further encrypted part.

7. A
ot em ol ai . ¢ . : s it
?%il udeglssrreanls’lﬁ gf"‘:“é’gg’?{erﬁ orf?(l:gl pt é?ﬁ &gf‘?’ghﬁgém&%a@y‘{ﬁﬁw o’rh‘%ﬂe
further encryphegrapardd seourerraedsagé isckeht by the SMTPhoonhkatidh fothé Feeives it er

facility. 8. A systemas claimed in Claim7 in which the sender facility

“includes meandlifesHyr &diba same tigreay alertinganessags mayberseat from the sendensitk ey
facility. . to the TTP. Upon receipt of the e-mail message package the recipient is

presented with the open e-mail message containing the instructions, the cipher
9 20 text, the encrypted header, the outer header intended for the TTP. The
recipient’s software extracts the inner and outer headers, signs them as one
block using PEM or PKCS#7 and transmits them to the TTP using TCP/IP.
Thus, the receiver site is instructed by the open e-mail message to send at least
the encrypted header 24 and the outer header 26 to the TTP, as indicated in
25 Figure 4c, as a request for decryption of the encrypted header.

At the TTP the signature is checked. This process reveals the identity of the



. An. ANf . As. A. AyL. AyNL. A9. A9. ASL. A . A@Q.9. AN9. A,

@6 A% Ar. AL Af R#. A9. A?) ./ ER >JKM 12 MAR %[]U

: Q K. {vqgl gb] X] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]
‘ca] ca] cRa] ca] ca] ca] ca] ca] ca] c<a]c”a]ca]c*a!. KWD1ZL] ozupkfa\Wca] ca]c"a] ca]c
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] cal] ca] cal] ca] ca] ca]ca]ca]c
aJcajcajcalcalLl ] b U " #t #$h$v$z?$d&(/)\+h+j +u++a, |, , -

OF00} xsni d_Z] c] ca] ca] ca] ca] ca] ca] ca] caJca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 0001B222) 3y333=4444<5555#6| 6666677h8

899" : H; recipient. The outer header is used to decrypt the encrypted inner header 24,

; }xsnid_Z]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cal c%] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] cajeSasratng dhe Jneey dgades] 2hte reveal the identity of the sen]der.] The | cal

: 0====>S>>772 ; b TEF) FXEEG Xs$ni c cg] ca] ca] ca] ca
] ga] ca] ca] céi?{rla%@gf gg?’ca cajca %%% l‘iﬂp@ﬁf{?j@ﬁ 58?%5@%;@}@31@31 %‘E}’rca] c"alc
a] cal kGH HHigettintnd JMEthrWWWWW értilgp &}r@ﬁ%ﬁﬂ% ca] ca c
a] ca] ca% ca] ca] ca] ca] ca] ca] ca] ca] ca] cd] ca] ce}] ca caf caj caj ca] caJcajca]ca]ca]c
a] ca] ca} ca! receRaE\NY YWID]¢ mesjage N €. praddadidbliveyce/ f f f f hehh} xsni d_Z] c] ca] ca] ¢
ajcalc a]ca]ca]ca]ca]ca]calca]calca]lca]ca]c S

aJ calca]calcalcalcalcalcalcalcalcalcalcalcalcalcalhiSiiiljjjlhlwi!l1ln]mmnn

BooOpxpai qqaagisictidsfo Ghﬁ%ﬁﬁﬁ]}%\ﬂhﬁ ALtk GRY the recipient by their respective
aJca] ca] ca]caJ ca]ca]calcalcalc

a] ca] ca] ca] s_'@mmv@&;ahca'ﬂia]sigiscﬁieghineit]headerazz:an]sn@] BEM }Jo# UPKICOZ véngb X c X f xxy
g]z gg? gg? ng gﬁ%ﬂggﬁggb%ﬁ%ﬁ? | in t%L%VglltCtﬁlltCt%L %ggigient does not receive the _

06T ) LU e Rl i Cake AR SkarSa) ST ARk P et Rcrovs
U&' () - EcwUB)is fakeriBa9euitlénde)of receipt of the entire message.

| &10%JUE () - S! &10%JUE () - S! &10%JUE () - S!' 109U () -!' 10%JU& () -R ; <=>JK~ @
@s10% h& ()-S f10% h& ()- 10 U 10 U 10 U'9910%

W& () - ! +1mt JuBHR e Lddel 0ot BeBr hd )d’lgital signature at the sender. allowing the

receiver site to re-verify the source of the message. Using standard PEM

15 decryption the recipient can now recover the plaintext.

This embodiment of the invention provides a form of recorded delivery for data
transmission, such as e-mail. The sender sends messages directly to the
intended recipient. However, in order to read the message the receiver site must
20 initiate a request to the TTP to obtain the appropriate key to decipher the
message. The request is loggéd by the TTP to provide proof-of-delivery that
the recipient has received the message. The message sender is able to submit a
query to the TTP in order to establish whether the or each intended recipient has

attempted to read the encrypted message. Because the bulk of the data

12
W

transferred does not reach the TTP, data storage capacity within the TTP is of
less concern than if the message were handled by the TTP. Furthermore. no

data is held by the TTP until it is requested by the intended recipient.



KM m\:~_@ !%0%h& ()-M9%W0%h& ()-M "10%& ()-s "10% h& ()-s!
"109%h& ()-s' 10% h& ()- ;}~SHEF | 10 h 10 h 10 hf1: 10%q h%;@?fz{mgm% h& () -
, GLO% hé& ()-! (9%40%hh& ()-!yf G'10% h. h& ()- Q dESH=F ! " 109BE’ |
109B& ()- T 109B& ()- y,g 109B& ()-109B& () - &s109B& () - YI K. dESH=F l 10 Lf
109B& ()-f 109B& ()- z#109B& ()- vy 109B& ()-109B& ()- 109B& ()- .KaBSH=F !
10. 109 ()-f, g 109B& ()- *S 109B& ()- & 10%BB& ()-G "S 109B& () - &f
f#109B& ()- W@ ! 19ss10% h& ()-!&10%M& ()- 10B 10B 10B4, 10%B& ()~ F93S
109B& ()- 1#1098& ()-DlaB @ !

Referring now to Figure 2. a registered post embodiment of the invention is

based on a similar concept to the recorded delivery system described above. In
this embodiment, the sender site is linked to the TTP directly by a SMPT
communication as well as a TCP/IP connection. There is no establishment of
S direct communication between a sender and the receiver site. The receiver site

has SMTP and TCP/IP connection with the TTP.

In this form of the invention, the e-mail message package comprising the
MIME file of the cipher text. encrypted header and outer header is further
) 10 signed digitally for receipt directly by the TTP, using an extra outer PO header -
28, and sent via the SMTP connection to the TTP as shown in Figure 5. The
TTP returns a proof of submission (time and date stamp) of the e-mail message
to the sender upon receipt. The header 28 contains a list of the intended
recipients and any other options that the sender has selected. The TTP forwards
15 the MIME content to each of the recipients with a message body describing the
sent data and instructions to the recipient on how to obtain software to decrypt
the MIME inclusion (as in the recorded delivery embodiment). Receipt of the
e-mail package and forwarding to the receiver are events that are logged by the
TTP for optional interrogation by the sender or they can be preprogrammed

20 options taken up on preparation of the message package.

The receiver is now in possession of essentially the same package as was
received directly from the sender in the previous embodiment. In accordance
with the same non-secure instructions in the e-mail received directly. the
25 receiver sends the outer header and the encrypted header back to the TTP for
decryption. Upon receipt. the TTP is able to confirm implicitly that the receiver

received the e-mail and is attempting to open it. This event is also logged for



19F10% h& ()- !3& 10%8hSh& ()-& @10% h& ()-& 10% h& ()- ~#10% h83' ()- 10%
h& ()-szZLa? @ ! !(' 10%h& ()- 3940% h& ()- “#, 10% h& (#-2 g 200
g#109%°hPh& ()-Ls- 10% h& ()- L- 10% h& ()- JodYNCF ! | 10 h 10 h 10 h4- 10%
h& ()- ~3110% h& ()- y/- 10% h& ()- - 10% h& ()-,- 10% h& ()- L1 dEYNCF ! !
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receipt by the receiver. Once the TTP is satisfied as to the authenticity of the
receiver, based on the digitally signed request and receiver’s signature, the inner
header is signed for transmission to the recipient, as before. Thereafter, the

5 decryption procedure takes the form previously described.

From the perspective of the message sender and recipient, the only difference
between this embodiment of the invention and the previous embodiment, is that
the TTP can return a time-stamp (postmark) which provides proof-of-

) 10 submission that the message was submitted and that the TTP forwarded it.

Message delivery status information can be viewed by the sender by means of
an additional on-screen tool bar on the sender’s personal computer. The sender
can interrogate the TTP at any time or arrange to be notified as and when
15 appropriate events have occurred. Additionally, the sender can arrange to be
notified if a particular event is not logged by the TTP within a specified period.
Similarly, the intended recipient is able to obtain event logging information in a

similar way.

20 The invention is intended to be used with e-mail communications to provide
secure communication, status éhecking and non-repudiation. By routing the
message through the TTP, time stamping of delivery of the message package is
also possible as referred to above. Routing the cipher text directly to the

intended recipient creates a request for a kev from the recipient which can be

19
\¥ (]

time-stamped by the TTP as confirmation of receipt whether or not the TTP was
a party to the transmission of the message from the sender to the recipient.

Thereafter, the request to the TTP from the recipient for decryption to reveal Ky
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Both embodiments provide three primary functions, namely message

postmarking, key release and enquiry processing using the logging facility in

the data processor 16.

In order to provide strong audit capability, each entry in the audit log of the data
processor is protected by a media access control (MAC) routine internal to the
TTP to detect tampering with the audit log. including the addition. modification
and deletion of entries. There is an important requirement of a TTP of

sufficiently high security.

In more detail. the message processing by the dafa processor: accepts a PEM
formatted message from the sender; validates the sender’s signature; creates a
database entry for the message which is updated as the message passes through
the system: calls a billing sub-routine passing the time, date, sender’s
distinguished name. sender’s e-mail address. messages identified, number of
recipients and message size; returns an appropriate message to the sender if the
response from the billing sub-routine indicates that the message should be
refused. indicating the reason for refusal and updating the audit entry; generates
a signed message for each logged event noted in the audit log: and stores
message header information in the TTP data processor so that one database

record exists for each recipient in order to provide adequate delivery tracking.
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message size: sending an appropriate message to the sender if the billing sub-
routine indicates that the message should be refused; updating the audit entry
and sending a message to the recipient indicating the reason for key refusal;
updating the database delivery status; extracting the inner header using the Kpq
private key; sending the encrypted and signed PEM-based message containing
the material required by the recipient; and writing appropriate information to

the audit log.

Enquiry processing which permits user or administrative enquiry as to the
delivery status of a message includes: accepting the direct real-time connection
from the enquirer; receiving an encrypted and signed PEM-based enquiry;
verifying the digital signatures from the sender and/or the recipient; retrieving
the appropriate record from the database: comparing the enquirer’s
distinguished name to the database entry to ensure that the enquirer is the
sender, recipient or an authorised administrator: returning an error if the
enquirer is unauthorised: and returning a delivery status message if the enquirer

is authorised,

It will be apparent to the skilled person that the keys used can be varied
according to security requirements and perceived risk of compromise. For
example. the inner header does not have to be rigorously encrypted but in some
way at least obscured. In the art, there are the so-called “crippling’ techniques

that provide a lesser level of security against infiltrating a message. In the

peaubroutinsybassing the Syel deig: () -
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alternative, hash routines can be used in place of a symmetric encryption
together with digital signatures authenticating a message originator. The
system of the invention is applicable to secure transmission of information
generally although it is designed for secure transmission on e-mail. The use of
5 a further encryption step which is controlled by the TTP means access to the
data is controlled by the TTP until it has authenticated the recipient and the
sender. Accordingly. the principles of the invention, which have been disclosed
by way of the above examples, can be implemented in various ways. Those
skilled in the art will readily recognise that these and other modifications and
10 changes can be made to the present invention without strictly following the
exemplary applications illustrated and described herein and without departing
from the spirit and scope of the present invention which is set forth in the

following claims.
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5 intended recipient, means for splitting the data into encrypted parts such that

no part is decryptable on its own, means for encrypting at least one of the, . -

parts for the key facility to produce a further encrypted part, means for
combining the further encrypted part and the remaining encrypted part to
produce a data block and means for sending the data blobk, the receiver
10 facility having means for receiving the data block, means for requésting
decryption of the further encrypted part by the key facility which has means
for decrypting the further encrypted part and means for sending it to the
receiver facility and the receiver facility also having means for decrypting the
- encrypted part and the decrypted further encrypted part provided vby the key

15 facility.

2. A system as claimed in claim 1 in which the sender facility includes

means for signing the data block.

20 3. A system as claimed in claim 1 or 2 ir;Which the means for sending at
the sender facility are arranged to send the data block to the key facility and
the key facility includes means for receiving the data block and forwarding

the said block to the receiver facility.

25 4. A system as claimed in claim 3 in which the key facility further

- includes means for logging receipt of the data block.

5. A system as claimed in Claim 1 or 2 in which the means for sending at
the sender facility are arranged to send the data block to the receiver facility

30 and the receiver facility includes means for receiving the data block.
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8. A system as claimed in Claim 7 in which the sender facility includes

means for requesting proof of delivery information from the key facility.
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