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-1 TI TLE. OF THE | NVENTI ON PROCESSI NG APPARATUS OF
PORTABLE ELECTRONI C DEVI CES, PORTABLE ELECTRONI C
DEVI CE, AND PROCESSI NG SYSTEM OF PORTABLE ELECTRONI C
DEVI CES 5 BACKGROUND OF THE | NVENTI ON The pr
invention relates to a processi ng appar at uslmmmm'I'I“l"”m”ml"'
portabl e el ectroni c devices, -a
devi ce, and a processing system of portabl e
el ectroni c devices, each configured to transmt and 10
recei ve various commeNdEEmE t{THEprotEsTdat a i n
various ways in accordance with the commands. IC
car dSRQUSERS |G por RARAEU @ @T t PORIT ABle Vi LRSTROMAPr DEEIGES,
mai n_body and an |1 C nodule. The main body is shaped
| i KPR EE e FraRfeN B PHGETE ¢, AN cPRAHES $ TG 55 WpBiEl eOF
is enbedded in the main body and has an I C chip. The

C il arls® EfentAr it ¢ | &8 y, a volatile menory,

d CPU. Th ' ' faor _exanple, an

:Pec?ronicalls gfgégéﬁéhéﬁﬁgegﬁﬁiﬁﬁeiNz§§818ﬁ|y nmenor y
T e MenD

%rEPwnp & abltﬁLR%l%}{?t e%r\la/\gr%e??%? n%:ov%rﬁ)]éégessmg

oper DONSey n
ISO’%EC7816 1 an Z%Q%iﬁenﬁﬁﬂg%o%% tand‘gafgd(grtable

O gadti zat kol X8 Scd N pod talh Hddys sithe dfs’@@rﬁ dof:aﬂﬁog@able
comuni cate with external appar atuses and can perform

conp Imctopatiat idnsicd$ rds caf ity be § 05906k ¢ angdy

l959

receive various commands and to process data in various
ways 1n accordance with the commands.

IC cards used as portable electronic devices
comprise a main body and an IC module. The main body
is shaped like a card and made of plastic, etc. The IC
module is embedded in the main body and has an IC chip.
The IC chip has a nonvolatile memory, a volatile
memory, and a CPU. The nonvolatile memory is, for
example, an electronically erasable programmable
read-only memory (EEPROM) or a flash ROM. The volatile
memory is, for example, a RAM. The CPU can perform
various operations.

Any IC card that accords with Standard
ISO/IEC7816-1 and 2 of the International Standards
Organization excels in pdrtability. The IC card can
communicate with external apparatuses and can perform
complex operations. 1IC cards can hardly be forged, and

can store data that should be kept in secret. IC cards
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can store data that should be kept in secret. |IC cards

- 2 are used in security systens, as |ID cards of

| icense holders, conpany enpl oyees, club nenbers and

i nsurance holders, credit cards, passports, or ID

cards for use in electronic transactions. 5 In recent
years, |C cards having various functions have cone

into use. Jpn. Pat. Appln. KOKAI Publication No.

2005- 216234 (Japanese patent docunment), for exanple,

di selresesean inC seangd itthyats ysgrmsi, se sa Idomtaacts of license
interface and a non-contact interface. The contact 10

i nt écflgled shasomsealy eaotoysles, THangembemsag@ind insurance
interface has an antenna. The antenna is designed to

t r aRSHdE T&nd TrECEIty € FT&F -0 PREFES T tany ArC Larcdrds £or use
non-contact | C card) that has a non-contact interface

can e RGOS MuNtEaSAGT P8 S-nvol vi ng no physi ca
contacts,. in order to traqﬁpit Cla?rg]re.ceive dat a. ghe fion
non- cont adt A€ Chr & etect’s 9 “haghet1E i @ps tunctions
ena i_n 0 card re r/vw.iter,. he - 1 .
IC %%%g gé%%}g¥§§)gﬁgélec ?Bng%FVeZﬂ%ﬁ%%ef&%gg23§%9§¥ﬁ§tlon
MagRELT o5 A eveD AR SrllaRBURRIdddutd,on

to the antenna. The electronotive force thus

genenahd «dr iMes e s GHMpeNentisy ahdhe prientacidiG et
card. Usually, an IC card and the processing apparatus

of liGteartdeerfer M presessesct! A rmwdientd cateath 2t
ot her, and thereby determ ne whether they can
interface has metal terminals. The non-contact
interface has an antenna. The antenna is designed to
transmit and receive radio waves.

Any IC card (i.e., non-contact IC card) that has a
non-contact interface can perform communication
involving no physical contacts, in order to transmit
and receive data. The non-contact IC card detects the
magnetic field emanating from a card reader/writer.
The non-contact IC card generates an electromotive
force, because the magnetic field achieves
electromagnetic induction to the antenna. The
electromotive force thus generated drives the
components of the non-contact IC card.

Usually, an IC card and the processing apparatus
of 1IC cérd perform processes, to authenticate each
other, and thereby determine whether they can

communicate to exchange data. Jpn. Pat. Appln.

Publication No. 2007-48103, a Japanese patent document,
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conmuni cate to exchange data. Jpn. Pat. Appln.
Publ i cati on No. 2007-48103, a Japanese patent

docurment, 3 discloses a technique of permtting an IC
card and an apparatus to comruni cate with each ot her,

if they are found authenticated to conmunicate

mutual ly. To process the reatl fsom for exanple, an IC
card 5 that accords with Standard |SQ | EC1444, Type

B, a processing apparatus of ICcard first perforns

an artscl oeeld issitarsaguencs aredntinen rac@n res ddhel catdl an
data (nmediumdata) fromthe IC card. To performthe

ant iapeeldatsisort cs exprenge,catire WiCh Hxrararad fregadery witiderare
I ncorporated in the processing apparatus of |IC-card

t r afncs aaltﬁz@wl@aﬁ%crq catpiniGateamit el Inecei vi ng
t he REQB connand the IC card transmts an ATB, as
response,’® FUHEIT O FEFLade?T wri terexaeplqy 13 1C card

PLofRRY B IPRA A /%%q%a%ac{r iﬁg}%cé‘aﬁg | e "BI‘"C 2

22?%%?%%%2% ARERA,2 ﬁe&‘n’f“'a%’fheoa°réocr§+sd &n anti-

tra SR J&@E%Bﬁé A5 JSSRANSE. aldd &ahtf
cardl rea q’

20 | Iwriter roc sing apparatus 0

| C- c@fedy ifund $fa RET frrdye tﬂé‘%ca%\i%’ ”Ent i oned
antl-coII|S|on sequence and then perforns a process

to acqui Ime tdhe taid Wl aarfi 1de 111G 1 Sardbqindd), arglerzc
to acquire the card data of the IC card,
card reader/writer incorporated in the processing

apparatus of IC-card transmits a REQB command to the IC
card. On receiving thée REQB command, the IC card
transmits an ATQB, as response, to.the IC card
reader/writer.

In the processing apparatus of IC-card, thé ATQOB
is supplied to the IC card reader/writer. The IC card
reader/writer transmits an ATTRIB command to the IC
card. On receiving the ATTRIB command, the IC card
transmits Answer-to-ATTRIB (ATA), as respanse, to the
IC card reader/writer.

The processing apparatus of IC-card first performs
the above-mentioned anti-collision sequence and then
performs a process to acquire the card data of the IC
card.

In order to acquire the card data of the IC card,
the processing apparatus of IC-card transmits a select

command and a read command to the IC card. The
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t he processing apparatus of IC-card transmts a sel ect
command and a read command to the IC card. The - 4

sel ected command contains the data that identifies one

of the files the IC card holds. To read the card data,

the processing apparatus of |G card adds the data
identifying the file containing the card data, to the

5 sel ect command. On receiving the select command, the

IC card selects a file in accordance with the data
desisgnatitag ch@ahid eonthenki keet klds aseheet adieng ifgat one
fromthe IC card and transmtted to the processing
apparfatie @filk6 th@ dar darAs hdésier.i b&d akewve thcheard data,
anti-collision sequence should be perforned to

acquihee pdata sriom tpealr@tosr ¢ fthy C-viartduedofs the data

non- contact conmmuni cati on. However, the conmmunication
may idengédiydnged hien fad eundasiedabing Wiy icrts dalve péwerthe
supplﬁ to the 1C card fromthe processing apparatus

of Beleatdccgmgicerrupted or if the noise is

generated in the I C card due to di sturbance. The

conmmuni c& GFGTEY 158 P GSHEF S AP ANhd&siS di €k
during the anti.-col.lision sequence or .20 hefore the .

L aRSHESSFOR Of WEnd T S50 4ORIRA LR (s “hgeepHdnating

ProGgssidg appahat us of hGcard e%%%%s it0 RS ff‘%n&@tt'?u% IC

anti-colT'i'si'on 'sequénce agai n. nsequently,

ti”%aWB'%n%'%R%%s?ﬁ&Q%% E%ethg'%%%%eéyﬂﬁﬁi%§§%¥¥yd§ﬁ$f IC-
25 To acconplish the nutual authentication the IC
card.

As described above, the anti-collision sequence
should be performed to acquire data from the IC card by
virtue of non-contact communication. However, the
communication may be performed in an undesirable way if
the power supply to the IC card from the processing
apparatus of IC-card is interrupted or if the noise is
‘generated in the IC card due fo disturbance.

The communication may be performed in an
undesiréble way during the anti-collision sequence or
before the transmission of the read command. In this
case, the processing apparatus of IC-card needs to
perform the anti-collision sequence again.
Consequently, much time will elapse before the IC-card
data is acquired.

To accomplish the mutual authentication of the IC

card and the processing apparatus of IC-card, the

processing apparatus of IC-card generates a random
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card and the processing apparatus of |IC-card, the
processi ng apparatus of |IC-card generates a random5
nunber. The processi ng apparatus then encrypts the

random nunber. The processing apparatus transmts the
random nunber encrypted, or encrypted data, to the IC
card. The I C card decrypts t-he ncrypted data and 5
transmts the data back to the processi ng apparatus of

| CGcard. The IC card generates a random nunber and
enchypbs rt heThandescagrher. abhe rhandomnrumeecrypts the
encrypted is transmtted to the processing apparatus

of rh&dear dumb@ rThe Theopessicry iagpapataus tafs tCacadnd ts the
decrypts the encrypted data and transnmits the sane to

t he re€deoar dumb&he ehCryateddeter mnoeypieet ertat,heo the IC
decrypted data that has been transmtted fromthe

pr ocessli-ngTappafatag di decirgemtsi ddle ooy teghderha and
nunber. Simlarly, the 15 processing apparatus of

| C- arasdetér MhReslaffePREK Re thGe ONPSIESSE idigt @pparatus of
transmtted fromthe I1C card is_ identical with the

r andbmCRERber TPEndS, CPRE PENEZAT S Sakd TERE P GBS Ignd
apparatustof C-card auth%%%kcatg eea%% 5%P%$h¢?Q-The

mut TR EERe it T AER SR dE8SEPBed AbSv & S adE 8RS shed

as a r re e a [ i

bot GOGRTPHEY Coc A AN TR procetarag ioa e us of
IC-%@Lgarhq nost cases, the nunber of tines the

commands and responses are exchanged directly 25

influencesd ke cxReed i)f HRGRSSING dald-cdit &YW Wts the

encrypted data and transmits the same to the IC card.
The IC card determines whether the decrypted data that
has been transmitted from the processing apparatus is
identical to the random number. Similarly, the
processing apparatus of IC-card determines whether the
decrypted data transmitted from the IC card is
identical with the random number. Thus, the IC card
and the processing apparatus of IC-card authenticate
each other.

The mutual authentication described above is
accomplished as commands and responses are exchanged
several times between the IC card and the processing
apparatus of IC-card. 1In most cases, the number of
times the commands and responses are exchanged directly
influences the speed of processing data. In view of
this, this number of times should better be decreased

as much as possible.
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this, this nunber of times should better be decreased
as nmuch as possible. - 6 The IC cards and processing
apparatus of 1Ccard and the IC card, which are

di scl osed in Jpn. Pat. Appln. Publication No.

2007- 48103, exchange commands and response with each
other, two tinmes, to 5 authenticate each other.
Consequently, the nutual authentication requires a
long tine including the tinme required to achieve the
exchange Tfe dohmendss el gesponsies; HBRIEF SUVMARY Gcard
THE | NVENTI ON 10 Accordi ng to one enbodi nent of the

i nvamd gme dC mragchs simghappar atiss lofsggbritrablmn . Pat.

el ectronic devices, a portable electronic device, and
a preFeSsi myldyistadrhasf Nopordlabl-« 8al0eit regrsine niesy isagnands
can be provided, each of which can process data at

hi gR$pEEFP OIS A e &SSP Hhi5idar dties TofSsor ttfébl ﬁ

el ectroni ¢ . devices ich is _an enbodi ment this
e Bt At Sl L e et sa: il el
conf.i r -t transmit. and receive .data to and fraoma .
po'r t‘-’laul%Il#le(ﬁcéellCgaé:tlrocglnir}cf‘e évﬁecse;a a % st Comie Cﬂdl 1ng the a“me

pro I unit .conf i.gur use t
b ans e g;E rec éi%vl%g’lg?e At %?( Sl 3 tcnjai‘”‘}au fqg and
compndd@dshe portable electronic device; and a

second command processing unit configured to add a

second comand t ertthe Bumsihreonmandrt hevEnrsby conmand

processing unit is to transmt to the portable 25

el ectronirfcatendioey to one embodiment of the invention, a
processing apparatus of portable electronic devices, a
portable electronic device, and a processing system of
portable electronic devices can be provided, each of
which can process data at high speed.

A processing apparatus of portable electronic
devices, which is an embodiment of this invention,
comprises: a transmitting/receiving unit configured to
transmit and receive data to and from a portable
electronic device; a first command processing unit
configured to cause the transmitting/receiving unit to
transmit a first command to the portable electronic
device; and a second command processing unit configured
to add a second command to the first command the first
command processing unit is to transmit to the portable
electronic device.

A portabie electronic device, which is an

embodiment of this invention, comprises: a
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A portable el ectronic device, which is an ‘enbodi nment

of this invention, conprises: a 7 -

transmtting/receiving unit configured to transmt and
receive data to and froma processi ng apparat us of
portabl e el ectronic devices; a first response

processing unit configured to performa first process

5 in accordance with a first comuand received at the
transmtting/receiving unit, thereby generating a
firstransespense /hased vamga ungsuldondfi guted idcSttransmit and
process, and to transmt the first response to the
processiing appar dicussndard ca e ot sEsIoN S HATECess iafy
unit 10 configured to performa second process in
accordanded e Wiltdrta ocxdcone vdoerend ddded tre s ss r st
command, to generate a second response fromthe

r esPIMOCER SHRY Wadok@Prpriecess drd g fagd thd sedomfocess
response to the first response. 15 A processing

systEm2 SHRIFR NS an ntodilidsit OMMa & S9ReRd o, Thss

a portable el.ectronic device and rocessing . . :
app&F&fﬁ?l&tlﬁl&/rﬁa?&eév&“&ct%'c h&rbYs geneting a first
processi ng apparat us conprising:.. a.first

tr aﬁfr%ptotn%ﬁg%%esceéjlt Ving ur%stuslgo%ffi %&reecf 8% PAPSHTS afgd to
20 [ data t d rtabl e t |

devi e A e sa sy niE S ot ed o
caus@ e t s :ansd td IRYJreC eladdig nidr d@ 441335 Wi @

first conmand to the portable electronic device; and

a seerifd CommBnd HrFeRsSsiaNGWind eafd-w ath tecddiance
second command to 25 the first comuand the first

comwarth pr eeessicngaimiand sdded to the first command, to

generate a second response from the result of the
second process and to add the second response to the
first response.

A processing system, which is an embodiment of
this invention, has a portable électronic device and a
processing apparatus of portable electronic devices,
the processing apparatus comprising: a first
transmitting/receiving unit configured to transmit and
receive data to and from a portable electronic device;
a first command processing unit configured to cause -the
transmitting/receiving unit to transmit a first command
to the portable electronic device; and a second command
processing unit configured to add a second command to
the first command the first command processing unit is
to trénsmit to the portable electronic device, and the

portable electronic device comprising: a
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to transmt to the portable electronic device, and the
portable el ectronic device conprising: a 8 -
transmtting/receiving unit configured to transmt and
receive data to and fromthe processing apparatus; a
first response processing unit configured to performa
first process in accordance witth a first command 5
received at the transmtting/receiving unit, thereby
generating a first response based on a result of the
firstapsadesd ngame ced viingnsmitc the ffiigustedr esparsestrat and
the portable electronic; and a second response

pr ocessiing uritk conkingurfednt ¢hperfrocmss 1sgc epdaprdcess a
10 in accordance with a second command added to the

fir $ti r scomesive so Pgetesatiada usétord nfdgpaese tior panfegm a
result of the second process and to add the second
respoAsE PEOCERS flily SCCrESERRse Y ithus, TiHRiSS iGERTicn

can provide a processing .15 apparatus ,of portab

el edEFEAVENET &, & aﬁ%ﬂ‘t%ﬁllé@p/ S1EEHTaMe u&%\ﬁlcé% SHEPY

a processing system of partable. el ectronic device

can SBESEASTIGed, “aach GF W CR BAYSprlofsdSahs 4t tne
hi gh . ed. iti | .abj d .adv es. qf
mveAton S0 Tl e S8 For TR The dcedr EerSTT
whi ¢, of 0lJ,0uws,) caRd o deh pald; Wrld beQRwious S emd he
description, or nay be I|earned by practice of the

| NVeHdRRys i e wehjte Gloh rarth r RO AN RGES & ot RRcond process
i nvention may be realized and obtai ned by neans of the

I nstinuRiticaldarices wanth 25 sebidaldrandsdpaiddeeulta lnhe first
poi nt ed out hereinafter.
command, to generate a second response from the result
of the second procesé and to add the second response to
the first response.

Thus, this invention can provide a processing
apparatus of portable electronic devices, a portable
electronic device, and a processing system of portable
electronic devices can be provided, each of which can
process data at high speed.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a block diagram explaining an exemplary
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BRI EF DESCRI PTI ON OF THE SEVERAL VI EWS OF THE DRAW NG
FIG 1 is a block diagramexplaining an exenplary 9
configuration of a processing system of portable

el ectroni c devices, according to a first enbodi nent of
the present invention; FIG 2 is a block diagram

expl aining an exenplary 5 confdguration of the card
reader/witer showmn in FIG 1; FIG 3 is a block

di agram expl ai ni ng an exenplary configuration of the

| C eandighewd ioh BIfGa brokEkGsitg $yateanqueEnee rdiadgdream

for explaining a 10 process of acquiring card dat a;

Fl Gelkcdtgoaidi agrarmesxplaaicoirag ngn texengliarsy feoratimeoft of
ATTRI B command that is used in the sequence of FIG 4;

FI Gthe ipyegeditaginamnédpingi ni ng an exenplary format 15

of Answer-to-ATTRI B conmand that is used' in the

sequence O -FIFGIS42 BIGCK? die % ah £GP iexpI%iddi mgeemplary
anot her_.exenpl.ary _sequence of process .for acquiri.ng

car FAMPGHTEt G OfFlt%\e §3rs & ed‘idggf/;’rﬁl&&ﬂ &'y tan
exegqhgr%.fornat 20 of REQB conmand that is used in

t he ‘'sedquerice of FIG 7; FIG 9 is a diagram

eAbL 3 Vg 21T Uk 0B ff ARATGR PP eponacy
sequencs (i agnam for (explidl NG &l oW 18X R any.
aut henti cation perforned in the processing

FIG. 4 is a sequence diagram for explaining a
process of acquiring card data;

FIG. 5 is a diagram explaining an exemplary format
of ATTRIB command that is used in the sequence of
FIG. 4;

FIG. 6 is a diagram explaininglan exemplary format
of Answer-to-ATTRIB command that is used in the
sequence of FIG. 4;

FIG. 7 is a diagram explaining another exémplary
sequence of process for acquiring card information;

FIG. 8 is a diagram explainihg an eXemplary format
of REQB command thaf is used in the sequence of FIG. 7;

FIG. 9 is a diagram explaining an exemplary format
of an ATQB command that is used in the sequence if
FIG. 7;

FIG. 10 is a sequence diagram for explaining an
exemplary authentication performed in the processing

system of portable electronic device according to a

second embodiment of this invention;
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system of portable el ectronic device according to a
second enbodi nent of this invention; 10 FIG 11 is a
di agram expl ai ning an exenplary format of ATTRI B
command that is used in the sequence of FIG 10; FIG
12 is a diagram expl aining an exenplary 5 format of
Answer -t o- ATTRI B conmand that @8 used in the sequence
of FIG 10; FIG 13 is a sequence diagram for
expl ai ning authentication performed in a processing
syst em ofrrqaontialilse seldgclgrom e 4e\wWicEsig asC g 410, a
third 10 enbodi nent of the present invention; and

Fl Gfotdhaits od @ATaGI@Mcexplaaidnithg tt Hes mmﬁdnﬂntuhﬁaséqmence
every command. DETAI LED DESCRI PTI ON OF THE | NVENTI ON
Proeds$ileg dfpar at us of portable electronic 15
devices, a portable electronic device, and a

processi fgC-syisk ém of ive T56T el 1 g1 iea raghi s v acess
accarding to _enbodinents of this invention, wll

be
desdPrBE} o ABSH& tw ﬁﬁTﬁé@eF€ﬁ€@n@otmﬁ§ is used in the

acconpanyi ng ng A non-contact IC card and a
nonsggﬁFﬁgf P% %ﬁkﬁ 38 ‘reader/writer, which accord

wth, for, e, Standard | EC 14443, pe B
will be dFescr ﬁ%e&%@ equﬁﬁ]é:enéjndacgornainéc% °q 5’%%@‘%1“1“9

' ead@ihiil o AN emRNd, 4ol @@fg%te% e

non- cont act recel ving the comman

nonpeeRtaatk Iecie%rr%nl%S gehaldes Pl l NG & PT0G8SSd N
accordance wth
embodiment of the present invention; and

FIG. 14 is a diagram explaining the maximum time
for every command.

DETAILED DESCRIPTION OF THE INVENTION

Processing apparatus of portable electronic
devices, a portable electronic device, and a processing
system of the portable electronic devices, according to
embodiments of this invention, will be described in
detail with reference to the accompanying drawings.

A noh—contact IC card and a non-contact IC card
reader/writer, which accord with, for example, Standard
ISO/IEC 14443, Type B, will be described below.

The non-contact IC card reader/writer transmits
command data (command) to the non-contact IC.

On receliving the command, the non-contact IC card
starts performing a process in accordaﬁce with the

command. The non-contact IC card transmits the result

of the process, as response data (response), to the
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command. The non-contact IC card transmts the result
of the process, as response data (response), to the -
11 - non-contact | C card reader/witer. The

non-contact IC card reader/witer transmts the
command and receives the response, as descri bed

above. The non-contact |C cardinteader/witer therefore
5 reads the card-characteristic data fromthe
non-contact |1C card. How the card characteristic data
i s headcbhagcthac renrdeertaaetr /Weieard during the
anti-collision sequence w il be explained. In the
first entiodi memt-cdriiect) Iforaowntraadd@weartcer transmits
reader/witer perfornms an optional function of

t r ansei coinng ncomminds aed vielse th€ carsghon steheresb W arseadibreg

"the card-characteristic data fromthe non-contact IC

car @0@uei-ng Thige n@Rricoediadtsilon coeguenaesler /Fhiig agartherefore
greatly shorten the tinme required to acquire 15 the
aréeéﬁér &bCe RSO Chgats taiST Ithéladarftr oFf thfe non-contact
nn%nlcat|on with the non-contact |1 C card. The

ant T*c 6P Csi on sequence is a sequence for preventing

t roubl es .t hat enw se resul.t. fr t he Vi :
interfer e}fnce eetm%errldjt%earnaocntecroln qo%acalrsd %Ge from the

rea ) ar '
P 200 Ul LG 0 i St

col ki;ghomeC@ipmand ndon- aontraet &m@ml%nﬂf the
performed between the IC card and the I C card

r eagen/-Wonttelot 1% Qfa reDWeSRie 7w rAR@ ! @ rms an optional

conmuni cation. This neans that no anti -
function of transmitting commands to the IC card,
thereby reading the card-characteristic data from the
non-contact IC card during the anti-collision sequence.
This can greatly shorten the time required to acquire
the card-characteristic data after the start of the
communication with the non-contact IC card.

The anti-collision sequence is a sequence for
preventing troubles that may otherwise result from the
wave interference between the non-contact IC card
reader/writer and the non-contact IC card. This is why
Standard ISO/IEC 14443, Type B, defines an anti-
collision command.

Non-contact communication, if performed between
the IC card and the IC card reader/writer, is of course
one-to-one communication. This means that no anti-

collision sequence need be performed if the IC card and

the IC card reader/writer undergo contact
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col l'i sion sequence need be perfornmed if the IC card
and the IC card reader/witer undergo contact 12 -
conmuni cation. Wiile the IC card and the |IC card
reader/witer are undergoi ng non-contact

conmuni cation, other I1C cards may exist in the region
where the I C card and the 5-1Cleard reader/witer can
communi cate by radio. If this is the case, the
responses made by the non-contact |C cards nay

col kicdeuniithtawe .anot her. . Such col lision of
responses can be avoided if the anti-collision ,
sequence Yihs Lgerther msd.cavist edderthe HE I ighttheadtsid 4w i L
sequence can establish the comuni cation between one
non2¢6ntaderoCisdr ore&dE-PANMt COFTARd CGté OMnoRdeht dét
| C card. After the qne-to-one .co ni cati on _has been

est &BEOShEGY Efe Slt_(:l&art CafFEHRE M e&&r &hree&&erc_/a\m g the

19 SEngRv QDU Y ses e LS SIS 1

anti1gal lji;sian sequence ., need nat, sbﬂ'g%%r fi f{‘?% o N ntact
P d nt er18

contact comunication is pertorne et we

car ¢ cand e G cand 120 readerdn ibgfnelhe contact

conmuni cati on can therefore be faster than the
non- cont agicrc N Gald Ur Quddhes Lt hamn wdavaihhfed if the

anti-collision sequence nust be perfornmed if the
CoNtzagli -c@MMURIiCaT iseiyuch ceparsf pared helveemdhed<E, the

card and the IC card 25 reader/witer. The non-contact

comammicablldn slissn sequence can establish the communication
between one non-contact IC card reader/writer and one
non-contact IC card.

After the one-to-one communication has been
established, the IC card and the IC card reader/writer
can perform various processes, while exchanging
commands and responses.

As indicated above, the anti-collision seguence
need not be performed if the contact communication is
performed between the IC card and the IC card
reader/writer. Thé contact communication can therefore
be faster than the non-contact communication.

On the other hand, the anti-collision sequence
must be performed if the contact communication 1is
performed between the IC card and the IC card
reader/writer. The non-contact communication is

inevitably slower than the contact communication.

The file format defined in Standard ISO/IEC 14443,
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i nevitably slower than the contact communication. The
file format defined in Standard |SQO | EC 14443, - 13
Type A, is sinpler than the file fornmat defined in
Standard |1 SO | EC 14443, Type B. Any IC card system

- based on the conmuni cation schenme according to

Standard |SQO | EC 14443, Type A3 can therefore achieve
faster 5 comruni cation than the I C card system based
on the communication schenme according to Standard

| SOTviEE AL4443,s ifyfie B.thEertéfeorfa,l e Heo rn@ tc ared isyest em
base on the communication schene according to

St arfdandlarSQIISEC THY 14443, e B.neddy dd oregal Syigten
to acquire the card data than the IC card system base

on th@éeﬁommm%tqmu%wram%@q@rﬁmm Standard

I SO’ | EC 14443, order to solve this
b OBISEH Hna HHd Bt A S Ear'd i AT ester

according to an e f thi nti rea s
B A P e (120 ke s Ha‘fﬁaaﬁ%ét

ant i i.Si se FI G a di

expi RS S ador S Gl

syst@m@f I%ealg e electronic devices, according to a
first ‘ento nt ‘of 20 the present invention As

shown in ’Iﬁ‘le@ef]oré ey ogessing systampde camrises
an processing apparatus of portable electronic

devicegsniesavind appalatdslorbdiand @ RAHRRE 150/1EC

el ectronic device (I C card) 2. The termnal 25

appdréatdss T ygemy irsesisa cdringer wiinte lhy sedliisd ayhelZard
data than the IC card system base on the communication
scheme according to Standard ISO/IEC 14443, Type A. In
order to solve this problem, the non-contact IC card
reader/writer according to an embodiment of this
invention reads card data from the non-contact IC card
during the anti-collision sequence.

FIG. 1 is a block diagram explaining an exemplary
configuration of a processing system of portable
electronic devices, according to a first embodiment of
the present invention.

As shown in FIG. 1, the processing system 10
comprises an processing apparatus of portable
electronic devices (terminal apparatus) 1 and a
portable electronic device (IC card) 2. The terminal
apparatus 1 comprises a control unit 11, a display 12,

a keyboard 13, and a card reader/writer 14. The

terminal apparatus 1 and the IC card communicate with
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a keyboard 13, and a card reader/witer 14. The

term nal apparatus 1 and the I C card communicate with
14 each other by radi o, exchanging data between them
The control unit 11 has a CPU, a ROM and a RAM The
control unit 11 controls the other conponents of the
term nal apparatus 1. For exanphe, _the control 5 unit
11 first selects a conmunication schene, such as

| SO | EC14443, Type A, 1SQO | ECl1444, Type B and Feli Ca,
and ealc$0 o NRILULY irthy10f, dRRha¢ALneNSattNeRcwll® them.
control unit 11 executes the communi cati on schene and

t he appl iteat icots.rolharfiel llawineg desHu,ptd ROM SirkasekaM.
10 on the assunption that the data is exchanged, using
t he Theormpuniredt uon tprldt coolt rofl sType B.ithE€antooaldcedrity of
the control unit 11, the display 12 displays various

i t efbeoftedatiaa lFeprpexanpise,l -t hé'ordiexplgyl €12 tdies ploanrs ol

the result of conmunication with 15 the IC card 2, the
r esuintl tofl ladtiveit isedeictns, aandmmne ickitien Wederepersatadd as

by

S|gﬂ§p§IE?Hé46§ergﬂp§nA3|&§§V§

the user, the keyboard 13 %Fnerates oper ati on

&ré 44 nguPef PomnchdeliCa,

keybo%rd 13 to ﬁontrol unit 11. 20 The car
urg

read&

d
) @riSCef P afVi ffePPRES PRACTSs  dOWHi ghéd

to %%E%%%% %e quﬁgg%%a Iong%etmg%ﬁm%qggFﬁ%$$ngeﬂf and

t he term nal” apparatus

car rea

SUpQ%'e%p QW%%tqg%sa C%%%kf%ﬁqgahegggﬁ§ugékgl%gﬁgszbased

per formns reset control on th
traggmihe aRdrResoresndat anko BRY fiomdherlded, using the

communication pfotocol of Type B.

Controlled by the control unit 11, the display 12
displays various items of data. For example, the
display 12 displays the result of communication with
the IC card 2, the result of authentication, and the
like.

When operated by the user, the keyboard 13
generates operation signals. The operation signals are
input from the keyboard 13 to the control unit 11.

The card reader/writer 14 is an interface that is
configured to achieve the communication between the
card 2 and the terminal apparatus 1. The card
reader/writer 14 supplies power and a clock signal to
the IC card 2, performs a reset control on the IC card
2, and transmits and receives data to and from the IC
card 2. That is, the card reader/writer 14 functions

as a data transmitting/receiving unit.
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card 2. That is, the card reader/witer 14 functions
as a data transmtting/receiving unit. 15 The contro
unit 11 causes the card reader/witer 14 to input
vari ous commands to the IC card 2. That is, the
control unit 11 functions as a conmmand processing
unit. The IC card 2 nay receivesa data 5 witer
command fromthe card reader/witer 14. In this case,
the data received is witten in the nonvolatile

menory i neer pematred iuhitthe 1l Caeaed ZhelheireDMd@letifiditer
11, which has transmtted a read command to the IC

car d 42 tor eags tdata ilbuemcohean@sc ard .t hel @ CThe redrit.r olThat
unit 11 then perforns various processes on the data

r eceisvedher acontthre 1| @ndar d 12 £ uBlc®io2si s sa ablawrknagidagr am
outlining the configuration of the card reader/witer

14 showesisingFu@Giti. IHeAdCslgewd i2n mEYGreZe itvige acglada~
reader/witer 14 conprises an antenna 141, a

comiFAit€at icoRMang f£42m éheCP@rP4EGQQQ£ﬂW§1ﬁéﬁbﬂ% -144n this
a RAM 145, and a ROM 146. The antenna 141 generates a .
maghétice ﬁhél Giattﬁatrecfdrvfegsﬁéndg 5 he Td fnvolatile

tr ansnlE to a%ard ‘ &%E ant enna 141
traﬁ§%o g ﬁg%ﬁgo gdtﬁg |8 &rdcf € antenna 141
recogni zgg, { *b% dat & tJ ?]{’hrou c{]k{q{e% *kt An%n&%fttdeoz a read

fron1the curren genera romagne

d L/IE 4 t t
| nduetiong fhe t%%mW'c%ggi on r/eadjs 25N ff@gﬁfﬂ"éh @atd g,

shoul 25 be transmtt to the ICcard
dat #heeeRn¥e®d1 unit 11 then performs various processes on

the data received from the IC card 2.

FIG. 2 is a block diagram outlining the
configuration of the card reader/writer 14 shown in
FIG. 1.

As shown in FIG. 2, the card reader/writer 14
comprises an antenna_14l, a communication I/F 142, a
CPU 143, a data memory 144, a RAM 145, and a RbM 146.

The antenna 141 generates a magnetic field that
corresponds to the data to transmit to the IC card 2.
Thus, the antenna 141 transmits the data to the IC card
2. The antenna 141 recognizes the data transmitted
from the IC card 2, from the current generated through
electromagnetic induction.

The communication I/F 142 controls the data should
be transmitted to the IC card 2 and the data received
from the IC card 2. The CPU 143 controls the

communication with the IC card 2. The data memory 144
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fromthe I1C card 2. The CPU 143 controls the

communi cation with the I1C card 2. The data nenory 144

16 is a nonvolatile nmenmory such as EEPROM or FRAM

The RAM 145 is a working nenory that tenporarily

store the data transmtted from for exanple, the IC
card 2. The ROM 146 is a nenpitg¢. storing contro

prograns. 5 The CPU 143 perforns a signal process on

the data received fromthe IC card 2 and the data to
traasniat nbavotlhe i€ eendr?. sThe GRUEEARPEromM. The
encodi ng, decodi ng, nodul ati on and denodul ati on. Note

t haRAMhé 45CRY 34 3 oparifngr memolrey  Sihgrralt epwwocess liyn store the
accordance with 10 the comuni cati on protocol of Type

B. Thate itganshetCrU I43nmperfoar exaawgle t Gde- ¥ faard 2. The
keyin% gASK) 10% nodul ati on and non-return to zero

( NREPMeRdSdiltfg 2 8FMOR - & 11€c &ved Flr BRAMEMSE car d

2 and the data to transmit thereto. Further, the CPU

143 15 amyl i(Files 4hédatd ToduISHEd lamf USE 1He it £at2
received by _the ante ..In this case, the Uu,143 . :
ApECF Ay SEhd "0 FE 61 CoF3 S Mty HGur LU b O
transm t.s. NRZ-.caded t t-he | rd 2. T I C

car&ﬁf &%dﬁﬁgge%'thgq%%g§%}gé%ﬁéﬁé@thhgwﬁqua%’

847d%c%@€ng%'%oddy§%i}%Eﬁﬁp%@mdayfg@i&ﬁ.C%&&ierhat the

frequency. "The 1'C card 2 transmts the NRZ-code
dat apui 183, JBFRORSE tHeO iR 0ardodeadar] Wddidakbe with

Proxi mal , non-contact |C cards can conmuni cate 25
W t kha eamthuhaaderi/on idetceell @f) T9%d tB.exi sts at a
That is, the CPU 143 performs amplitude-shift
keying (ASK) 10% modulation and non-return to zero
(NRZ) encoding, on the data received from the IC card 2
and the data to transmit thereto. Further, the CPU 143
amplifies the data modulated and also the data received
by the antenna.
In this case, the CPU 143 amplifies the carrier of
13.56 MHz, by about 10%, and transmits NRZ-coded data
to the IC card 2. The IC card 2 modulates the phase
with sdb—carrier.of 847.5 KHz, i.e., one-sixteenth
(1/16) of carrier frequency. The IC card 2 transmits
the NRZ-coded data, i.e., response, to the card
reader/writer 14.
Proximal, non-contact IC cards can communicate
with a card reader/writer so long as it exists at a

distance not exceeding 10 cm from the card

reader/writer 14. The card reader/writer 14 detects
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di stance not exceeding 10 cmfromthe card

reader/witer 14. The card reader/witer 14 detects 17
any |1 C card existing at distance of 10 cmor |ess, and
process the data transmtted fromthe IC card 2. FIG

3 is a block diagram explaining an exenplary
configuration of the IC card 213hown in FIG 1. 5 As
shown in FIG 3, the IC card 2 conprises a main body

and an |1 C nodule. The main body is shaped |ike a card
and apgde cotapliasiiiet i@lgC atThig st@nrseduwite 1i0s cremheddaed, and
in the miin body and has an IC chip 20 and a

t r apswicesisonheedepti araatrénnzdudirom( amteerlfa) a2t ZThe

10 1C chip 20 and the antenna 21 are incorporated in

the |C fddul & drsd card csynrrdciaadt @ <dch rotitteran Feenrgary
nodul e has a nonvol atile nenory, a volatile nenory,

and coa fdpyratherervéingt ilCe GReifordy ShEW ot &dnrplle, an

el ectroni cally erasabl e programmabl e read-only nenory

15 ( EEPRAV) Siovd fitadhROM: THE Vi 4t971% RFjges ‘a main

for exanple per '

, a_RAM The CPU_can f orm vari qQus .
opePR3YoRSd Phe IICCW“‘geZO g&r‘rs‘plﬂ}asl& bé)d@ i¥ 'shabed like a

B

, a nory 20 "and "a

generafdon unit &%%Sma' e JRAMlAd Y/ denpayl aton QUIiatnd a

201 1s connecte to the ant'enna 21. The antenna 2

and the sriedylat i/ damedul aldom Unidi 20k &M A2 1.  The
interface that achi eves non-contact conmuni cati on

bet weerrHike AC a2k aaied ahw@thd el card ireadeydmdderinldhe

of the term na
IC module and are connected to each other. The IC

module has a nonvolatile memory, a volatile memory, and
a CPU. The nonvolatile memory is, for example, an
electronically erasable programmable read-only memory
(EEPROM) or a flash ROM. The volatile memory is, for
example, a RAM. The CPU can perform various
operations.

The IC chip 20 comprises a modulation/demodulation
unit 201, a CPU 202, a co-processor 203, a memory 204,
and a power generation unit 205.

The modulation/demodulation unit 201 is connected
to the antenna 21. The antenna 21 and the
modulation/demodulation unit 201 serve as interface
that achieves non-contact communication between the IC
card 2 and the card reader/writer 14 of the terminal
apparatus 1. The modulation/demodulation unit 201 and

the antenna 21 function as transmission/reception unit.
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apparatus 1. The nodul ati on/ denodul ati on unit 201 and
the antenna 21 function as transm ssion/reception

unit. 18 The nodul ati on/ denodul ation unit 201

conprises a transm ssion/reception circuit that
anplifies the data to transmt fromthe IC card 2 and
the data received fromthe terdm nal apparatus 1. That
is, the 5 nodul ati on/denodul ati on unit 201 perforns

ASK- 100 nodul ation, nodul ating the carrier with the
data to Theamsaulationy/tbheobdCleatdn2uottwedh thapdatas a
received fromthe termnal apparatus 1. The CPU 202
functaossiasiconteokpunot thatul® thatrahsliheest hbe data
conponents of the IC card 2. The CPU 202 perforns
vartousrpnesessésonnthecofdante i éhd the deheropceived
prograns and control data that are stored in the
menbEgm 204e WﬁémEF%ﬂZQEpﬁé?FBFn% t hehpkotésskBse in

response to, for exanp a command received from 1
them%‘éP%IaFé‘a’aé??WijPé?tiﬁ“ RRom the PEEGPFESopSK-10%

th f CPU 202 dat a
L oRCaR e BlpoReauDthEss S CRtr30s Phnc: FbRecaEn
resggnﬁngEofﬁéﬁlFg?u??tCaI§e2C8rp 9€ﬁ$§ﬁ5 ﬁgga received
processes a Si h accor mnt_ t he
CO”FFQhC@BéOHeP&QBQ¢°5 pBE-dyRe B. That is, the

co- processor 203 can perfornlNRZ encodi ng and
NRZ- decoghBgcen bhe ¢ahatibnBassreeaived fihem ther CPU

202. The nenory 204 is a nodul e such as a ROM a RAM
or cdhtacnenvpkabthernesBp¥nents of the IC card 2. The
CPU 202 performs various processes in accordance with
the control programs and control data that are stored
in the memory 204. The CPU 202 performs the processes
in response to, for example, a command received from
theﬁcard reader/writer 14. From the results of
proéesses thus performed, the CPU 202 generates data
such as a response. Thus, the CPU 202 functions as
response-processing unit.
The co-processor 203 processes a signal that
accords with the communication protocol of Type B.
That 1is, the co-processor 203 can perform NRZ-encoding
and NRZ-decoding on the data it has received from the
CPU 202.
The memory 204 is a module such as a ROM, a RAM or
a nonvolatile memory;

The ROM is a nonvolatile memory storing control

programs and control data. The ROM holding the control
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The ROMis a nonvolatile nmenory 'storing contro
prograns and control data. The ROM hol ding the contro
"i 19 prograns and the control data has been
incorporated into the main body of the I1C card 2
during the manufacture of the IC card 2. The contro
prograns and the control datalftave been stored in the
ROMin 5 accordance with the specification of the IC
card 2. The RAMis a volatile nenory that functions

as Bro¥ekkikNEnABRBEY cohhabli §atkhaaRAMebanparakipbyated
stores the data the CPU 202 is processing. Further,

t he iRAM thenpatar bbyysbar ese fiar caxanpl eurtiheg data
transmtted 10 fromthe term nal apparatus 1 and

r eceavied aby utbe odnternaC2tardhé . RAVheemporamill progorss and
the prograns the CPU 202 executes, too. The .
nonvbkatiohe regndeyai saveobeeramplos edad NEEPROROMor na
flash ROM in which data can be witten and 15

r eWRICEPERaNTRe WAdHY GD&t SPE CHERSAT 1RBY Ot 68 dbntdd 2-
prograns and various data itens, so that the IC.card 2
may be udé§ o §§e@iWpéaﬁ&ﬁﬁbgggprfhg%ﬁgn NG YeEs @s @
menory, .for exanple, _halds program, files and.data

11 SR BWAEE SBont 0P prdgr ShE BRY 56 DsrPaud JuateTes

| tems arg Wi tteny,The ,Chy %9%c%%@i§§¥ec%5%t%%% he RAM
pr ogramnms stored imthe nofvelati e nory, = or RO@

the%% o&%rﬁq&f%%%E%QRiQB§ %&%ﬁ?ﬁ 9Sthgh%d@QM@iansmitted

generation unit 5 receives a radio wave fromthe

car ¢ fgpdel Warehal4 apd bR sPAWehd received by the
antenna 21. The RAM temporarily stores the programs
the CPU 202 executes, too.

The nonvolatile memory is, for example, an EEPROM

“or a flash ROM, in which data can be written and
rewritten. The nonvolatile memory may store control
programs and various data items, so that the IC card 2
may be used for specific purposes.

The nonvolétile memory, for example, holds program
files and data files, in which control programs and
various data items are written. The CPU 202 can
execute the programs stored in the nonvolatile memory,
or ROM, thereby to perform various processes.

The power generation unit 205 receives a radio
wave from the card reader/writer 14. In the power
generation unit 205, a rectifier circuit rectifies and

smoothes the wave received. Hence, the power

generation unit 205 generates a stabilized DC voltage.
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25 generation unit 205, a rectifier circuit rectifies
and snoothes the wave recei ved. Hence, the power
generation unit 205 generates a stabilized DC voltage.
- 20 The voltage is applied fromthe power generation
unit 205 to all other conponents of the IC card 2,

but the antenna 21. These eonpOnents can therefore be
driven (or activated). 5 In the term nal apparatus 1
of FIG 1, the control unit 11 causes the card

r eagee/ woiltegeld st @ppllagsimitirod t$et bon@ rce@miGtion unit
(initial-setting command) to the I1C card 2. The

t er gi0Balcappar athe rl coaponkearef ofe theoMiumiacat € widut the
the 1C card 2. Thus, the control unit 10 11 functions

as setenng plocedbewri conPloacsdist icrg cohwmedcd res bef giriven
exanpl e, an activation conmand or a nedi um sel ect
conf@Ad acTé V@seedt the 1C card 2, the card

reader/witer 14 repeatedly transmts an activation
comand tﬁbﬁ*ﬁt&ﬁﬁ&§“aﬂ5aﬁﬁﬂ¥aFW§ &oﬁﬁﬂﬁqéétﬂonthe control
pr ot ocol omard the IC card 2.

:
P ouPadl 91 cRlRR s dhredads Merter A itez dh e tegnsgrt

Z?mtg%%‘gm p%om%aﬁqq e YRETs gﬁ&t‘i%%"%%wéﬁ B e c
Carga%deaterﬁhrea %aln ﬁ%f4 tus ﬁa%anp%mg%%kcates

wth the car MWIte activate
m‘tEbﬂm@nﬁ%at@s%E@hngh%nIbdk%r%t@te T%%sth%%e C&3&®rol unit

the CPU 202 of the IC card 2 transnits, to the car

reaerEth&ank4asa%e&ﬁ§W%rp&@c@%@u%&thonﬁﬁﬁdsetting
command is, for example, an activation command or a
medium-select command.

To detect the IC card 2, the card reader/writer 14
repeatedly transmits an activation command that accords
with the communication protocol of Type B toward the IC
card 2. More precisely, the card reader/writer 14
transmits request command type B (REQB), wake-up
command type B (WUPB) or the like, toward the IC card
2.

When the IC card 2 enters a region in which it can
communicates with the card reader/writer 14, it is
activated within 5 ms, assuming an idle state. 1In this
case, the CPU 202 of the IC card 2 transmits, to the
card reader/writer 14, an answer to request command
type B (ATQB) that is a response to the activation

command.

In order to receive ATQB, the card reader/writer
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25 type B (ATQB) that is a response to the activation
command. In order to receive ATQB, the card

reader/witer 21 14 determ nes whether the I1C card 2
exists in the region where.the IC card can

communi cates with the card reader/witer 14. To this

end, the card reader/witer- l1l4ltransnits a

medi um sel ect command (ATTRIB), 5 selecting the IC

card 2. The card reader/witer 14 can therefore
comunideatemdnkl thethercand 2C thedcar@xists in the
reader/witer 14 transmts a HALT conmand to any ot her

| C cagdsn2whetrieclihiet Ifasanat ceel ectmedinithe eGPWiZ02 tdfe card
the IC card 2 receives ATTRIB from 10 the card

r eaderpberi/ter te4. 1¥n t Aics thdse endnswiie- It r JAFTERIBr /writer
(ATA), which is a response to ATTRIB, is transmtted

f r ofdt heanemdard a2 med itie sediegt ceadenw (ATER IR .,

Then, the termnal apparatus 1 and the IC card 2 are

set sedechdngr dhgaldy comdardd 15hsr 666Ssircgdesder iker 14 can
process aof acquiri D data

ng the card I car dat a)
stoF@&rFﬁoFﬁecﬁﬁﬁﬁpgcféf &FtphéhFCIGaF%r%'%rllT card
cxplagped oo The BLGERR OF, a0 IRe Soudy ocer
LI i, Pyl o atan scoorci o
the 1 C cand it 2 @CH d Mt d39 1 ECBRIE & ATTRIB from
contained in answer to reset (ATR). The card data is
st ored icRrd MeadYM@ter 14. In this case, Answer-to-

ATTRIB (ATA), whiéh is a response to ATTRIB, is
transmitted from the IC card 2 to the card
reader/writer 14. Then, the terminal apparatus 1 and
tﬁe IC card 2 are set to the ordinary command-
processing mode.

A process of acquiring the card ID data (card.
data) stored in the memory 204 of the IC card 2-will be
explained below. |

The process of acquiring the card data of an IC
cafd that transmits and receives data by virtue of
contact communication according to ISO/IEC7816 will be
described first. The card data of the IC card that
accords with ISO/IEC7816 is contained in answer to
reset (ATR). The card data is stored in, for example,
the historical character that is contained in the ATR

frame. A card reader/writer acquires the card data

contained in ATR received.
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25 the historical character that is contained in the

ATR frame. A card reader/witer acquires the card

data contained in ATR received. 22 That is, the card
reader/witer can acquire the <card data in the

initial response period. In order to process the data
transmtted fromthe contact-tgpe +C card, the card
reader/witer and the contact-type IC 5 card are set

into nmutual contact to achieve comunication between
them Theheardsjattdcbeiang ddsarsmwtied f rem tdweuire the
contact-type IC card can hardly be accessed. Hence,

t heceant adatat ype th€ dandiedn resaosiet peATRdAcoNntlal @wirmmgr to
the card data, to the card 10 reader/witer. A process

of acgaiesisnghehdatar d rdasaioftean firorcahg comgtact-type IC
transmts and receives data by virtue of non- contact
comraAide atthen ca&€orgieAg T o FESEr| ECE44he Pppé ast —twng IC
be descri bed. A card reader/witer first perfornms 15

an &AET- EOFl PSToR$8qINEE La@ REN PafRsTHEY Sa
t-faor- t | ect S to th
non CONPAGE L b FECURFY. “TRG-RATS L 6Hiand A s LACEs
the. | . th data int j SLori
chat BECST T Ree L5230 HEbne A GE | e Re Andksr L6 sdracly e

(ATSkceld €SP gi'%g,% et, 0 chiae RATS fommnd 1 d he I LCLaf & ransmit

r
stores the car ata in the ATS frane and_transnlts
ATSpTRO dohe a6 3L G of eadelaWd I lka, Ot o @6R1 Wag ATS, the

card reader/witer acquires the card data stored in
the AESer/writer.

A process of acquiring the card data of an IC card
that transmits and receives data by virtue of non-
.contact communication according to ISO/IEC1444, Type A,
will be described. A card reader/writer first performs
an anti-collision sequence and then transmits a
requesﬁ—for- answer to select (RATS) command tg the
non-contact type IC card.

The RATS command instructs the IC card to store
the card data in the historical character that is
contained in the answer to select (ATS).

In response to the RATS command, the IC card
stores the card data in the ATS frame and transmits ATS
to the card reader/writer. On receiving ATS, the card
reader/writer acquires the card data stored in the ATS.

Next, a process of acquiring the card data of an

IC card that transmits and receives data by virtue of -

non-contact communication according to ISO/IEC1444,
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25 Next, a process of acquiring the card data of an

IC card that transmits and receives data by virtue of

non- cont act comruni cati on according to |SQ | EC1444, 23
Type B, will be described. A card reader/witer first
perfornms an anti-collision sequence and then transmts

a select command to the non-cohBact type |IC card. The

sel ect command instructs the IC card to select 5 a

file that holds the card data of the IC card. In
respgpsent owthe del eesceaivednd, At kerkCreadé rgelréces first
the file that holds the card data. Further, the card

r eager/fwrinsernt ransnicd 1a siead segosmard ang fthen Cransmits
card, instructing the IC card to read 10 the card

dat @ sedesd icAMEREC itioe t&El BONeGONER CreddiPGi A CRES

read command, the IC card reads the card _data fraom

the file 96 SEIEE aR@VANS M T ATl dd &2 Hheelect

card reader/witer. The card reader/witer,. which ha
t r afs it Ced "E& tijfédlshc—g e&d o r?d,ovgtr:g & eceid dt'he%r1

card data fromthe I1C, card. As describ ve, t
car d SPEREES Wi £4F FPSCT 5T 5¥ﬁ§ %ﬁg ggi?g%b|ﬁ%§%§$s the

sequence. Lhen hranspd $.44 sghect comand, and
further transmts a read command, in order to acquire

the card (datg Jr omdhe d G caldie A0 NG AdiBrits a read

i nevitably el apses before the I1C-card data is

acquongraf ey ke 1cCard] has tstrttied GeBMUI Gatid1Go read
with the card reader/witer. During the process
desaridet rabesa,a the reupplry wfe fidwersdlraameche card

reader/witer to the I1C card may be
receiving the read command, the IC card reads the card
data from the file selected and transmits the card data
to the card reader/writer.

The card reader/writer, which has transmitted to
the read command, can receive the card data from the IC
card. As described above, the card reader/writer first
performs the anti-collision sequence, then transmits a
select command,_and further transmits a read command,
in order to acquire the card data from the IC card. A
long time inevitably elapses before the IC-card data is
acquired after the IC card has started communicating
with the card reader/writer.

During the process described above, the supply of
power from the card reader/writer to the IC card may be
interrupted or noise may be generated in the IC card

due to disturbance. In this case, the communication is

performed in an undesirable way. Assume that the
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25 interrupted or noise nmay be generated in the IC
card due to disturbance. In this case, the
communi cation is performed in an undesirabl e way.
Assune that the 24 conmunication is so perforned
during the anti-collision sequence or before the
transm ssion of the read comand.-Then, the term nal
apparatus 1 (i.e., processing apparatus of |C-card)
needs a long process 5 tinme to acquire the card data.
A cabgmdataadcaui fisngoppeeessmaecanding ket Rinki-collision
enbodi nent of this invention will be described. FIG 4
i S acgrguercerdibagoam expl airansgian ioexefpltary reetdhod
of acquiring the card data. 10 To performthe
car dodakadacqUineinng tpeotessiinadcapgiamgtue tthei.e.,
enbodi nent, the card reader/witer 14 wutilizes an
ATTREBCceowiand apPhagaCRy 043 I6f- celrel) carg dseaddoer inrercess
14 transmts REQB or WUIPB at predeterm ned intervals
i n ChBer égi aFIuLTowiEee CBRE Pet@ard 2 can conmuni cat e
with the card reader/witer 14 (Step Si1l). RE@B or
WPB, i.é& cargtidardt ifGHYddmidn® L oSG taidhs oF Pardarkt &inis
APf | se identitier AFl, an attribute-data,
o SHBCE TR P gy e Saant iy enear chdkedore.
B, etc. t,hat_ t.he 20 rangter APf 1s used in REQB
of Type E&%’ictlli 3ast &d Wi LJhel?'%ﬁe r%éagrﬁeatml ¢ |Siel ervanat | ng
from, g 6ar dereade/ii-ten 14y the LG card t%n starts
waiting for REQB or WJUPB com ng fromthe car
reader/ wiid @ferlbrm thd Rag SlRlke dRgilE At Zess
recei ves either REQB or

according to the -embodiment, the card reader/writer 14

utilizes an ATTRIRB command.

The CPU 143 of the card reader/writer 14 transmigs
REQB or WUPB at predetermined intervals in the region
where the IC card 2 can communicate with the card
reader/writer 14 (Step S11). REQB or WUPB, i.e.,
activation command, contains a parameter APf, a use
identifier AFI, an attribute-data parameter PARAM, a
cyclic redundancy check code CRC_B, etc. Note that the.
parameter APf is used in REQB of Type B.

Activated with the magnetic field emanating from
the card reader/writer 14, the IC card 2 starts waiting
for REQB or WUPB coming from the card reader/writer 14.
In this state, the IC card 2 receives either REQB or
WUPB (Step S12). Then, ;he CPU 202 of the IC card 2
performs setting (initial-setting) for achieving the

communicationvwith the card reader/writer 14. That is,
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25 WJPB (Step S12). Then, the CPU 202 of the IC card 2
perforns setting (initial-setting) for achieving the
conmuni cation with the card reader/witer 14. That is,
- 25 the CPU 202 functions as setting process unit.
After performng the setting, the CPU 202 generates

ATQB in accordance with REQB. AT(B-contains, for

exanpl e, a parameter APa, an identifier, applied 5

data, protocol data, CRC B, etc. The paraneter APa

wi | khkecegedoin tATQB ik sType sBrtihe ipdertdsfs emnits, for
exanpl e, 1D nunber such as PUPI or CID, inherent to

the |C edrtedr2petferapplg ethedates tdonyeyrhea@dHU cdld on

data. The protocol data contains data itens, such as

10 gemrunitest PIREs peedcovadaman fridie REIOPs, prldifocuintains,
type, etc., all supported in the IC card 2. The

noddloat eermedrodal aEiremelsitt AReL o tifente figdnd applied
perfornms a signal. process on ATQB, causing the

ant A& 2 PTOG Ocranswite  AFBE o e - carTéPer SXFANS MG diF e

15 14 (Step S13)., a reader/vvr| 14 rece i ves '
pop 1 RER L3RR o DECEALE HERECH Y Y abtara i q g, for
the AT card reader/ vvrlt 14 d m.n t

t he r'é™ cardI} é%mg)teg i%ucthhe re P%rPgn owhc;ectrIgDrthlen%leéena£ OFO the

2 C%% %%r%oﬁnunhﬁﬁ;% \Mléaléé %?d&d#éy tébéﬁléé%#?ﬂ“&%ta

exl st |nthsr I on ecase

car @hef SRARIJW (R sl E MRS i Qe MRIKRY, comrpnd o
adopts a time-slot scheme, receiving ATOBs fromthese

I C ‘(;e%ﬁrﬂﬁlnl%tﬁ%els\ﬁe@ﬁi AR ifamihiend Gicar,d ghotdd®1 type,
Caretc., all supported in the IC card 2.

The modulation/demodulation unit 201 of the IC
card 2 performs a signal process on ATQBR, causing the
antenna 21 to transmit ATQB to the card reader/writer
14 (Step S13).

The card reader/writer 14 receives ATQB
transmitted from the IC card 2 (Step S14). From the
ATQB, the card reader/writer 14 determines that the IC
card 2 exists in the region where the IC card 2 can
communicates with it. A plurality of IC cards may
exist in this region. If this is the case, the card
reader/writer 14 uses a Slot-Marker command or adopts a
time-slot scheme, receiving ATQBs from these IC cards.

On receiving ATQB from the IC card 2, the card
reader/writer 14 generates a medium-select command

(ATTRIB) .

FIG. 5 1s a diagram for explaining the format of
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25 reader/witer 14 generates a nedi um sel ect comuand
(ATTRIB). FIG 5 is a diagramfor explaining the
format of - 26 ATTRIB transmitted fromthe term nal
apparatus 1 according to the present enbodi nent. As
seen from FIG 5, ATTRIB contains, for exanple,
paraneter 1D, an identifier, paraneter PARAML-4,

hi gher-1layer 5 information, and CRC B, etc. The
paraneter 1D will be wused in ATTRIB of Type B. In

NS TCRIBS + rhhemiicgher -flraye it Henfrermhiadn aippaa a thiselld
used as an optional itemand can include any data as
desiacedrdimgt ltios terbodiesentt, crvedimgmér.- | Agersek® from
information is used, designating the ID of the file

t hat'IFol ds PRERIEr ¢ otded nsho o ke are lear oz amFfigt: 1P, an
the card reader/witer 14 adds the dat a deS| nati ng
theldﬁlqtéfllBr'a§aWa§W§|erl széﬁm’i or R GF TYEF il e- 1D

designating data is, r exa card-data 1
acquf TG LO8mang fC Fead t?g‘ef N8 Ao oty 111 e

t he rd d t cafd 2. The card
readlgr%/vrllnt %ﬁf&rﬁ ro;%ﬁsﬂrﬁ% aBrto the 1C card 2, ATTR B

t hat cont e ere [ f g/s%

the file- 1ﬁ:)r}%)Sfc,éljgcne!aytefg;r} je?ﬁgshérn—oloagﬁfedm(‘ksé tep 1@? is a
On re G d\”u%%ﬁggma% fJ mérﬂﬁ ciacre(?n readerdwriifarn, det any data
(Step S16) e IC ca 2 generates ATA and transnits

t he sank die dhe caf d Hieaderd M indert 1‘E1’1(eStl'%}'§1r7Qlayer

ATTRIB the IC card 2 has received may contain the
information is used, designating the ID of the file
that holds the card data about the IC card 2. That is,
the card reader/writer 14 adds the data designating the
file ID, as higher-layer information. The file-ID
designating data 1is, for example,-a card-data
acquisition command for reading the file that holds the
card data in the IC cérd 2.

The card reader/writer 14 transmits, to the IC
card 2, ATTRIB that contains the higher-layer
information to which the file-ID designating data is
added (Step S15). |

On receiving ATTRIB from the card reader/writer 14
(Step S16), the IC card 2 generates ATA and transmits
the same to the card reader/writer 14 (Step S17).

ATTRIB the IC card 2 has received may contain the
file-ID designating data. In this case, the IC card 2

selects the file holding the card data, in accordance

with the file-ID designating data. The card data is
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25 file-1D designating data. In this case, the IC card
2 selects the file holding the card data, in
accordance with the file-1D designating data. The

card data is 27 - read fromthe file and added to ATA.
FIG 6 is a diagramfor explaining the format of ATA
transmtted fromthe |1 C card 22accerding to this '
enbodi ment. As seen fromFI G 6, ATA contains, for 5
exanple, MBLI, an identifier CID, a higher-|ayer

r espense,f rcRCtBe etide MBI adsieal ldomaTaval ue for the
internal buffer. In nost cases, the IC card 2

transm t §'I&TA 6 dontaaidiauy arhe dr gharl-d iayierg ridgsposandto of
the card 10 reader/witer 14 when it receives ATTRIB
con?diPnitag nisive t tieidg Henam aper Ihfcemeatd erecanding o this
enbodi ment, the IC card 2 adds the card data read in
accEIRRACEWh Hige SeEN E1op, FAS -a i giér Goayerins, for
response.. The card reader/witer 14 receives ATA (Step

SlS)examPéeTh@Béér'd e aderyiirtiieer CféP'a@qlﬁilrgé? tHe& Y& d
data contain in ATA (St 19 e contral unit 1
of HELE 2%1 ﬂ%ppgltz% us%trs)[erlfso el digeue tor the
pro Ny rdance with the card data. Thus, the
con?%gl%%ﬁﬁlt %%% unctions as a unit for executing the

comuni caty 9, A0 Ssehene @and tdhe appld catd ans: Therd C

card 2 responds to the processes the control unit 11
per fcoms.i nitg tr@lemnnahecappanatrus b REGH HNG HO dUF

enbodi nent, which processes the data of the IC card 2,
add&e@ddiﬂdaﬂb%ﬁ gmahﬂmgldat&db@ﬂﬁ@%|MﬂﬁNﬂB|d@Hﬁaln1ng the
higher-layer information. In this embodiment, the IC
card 2 adds the card data read in accordance with the

file ID, as a higher-layer response.

The card reader/writer 14 receives ATA (Step S18).
The card reader/writer 14 acquires the card data
contained in ATA (Step S$S19). The control unit 11 of
the terminal apparatus 1 performs various processes in
accordance with the card data. Thus, the control unit
11 functions as a unit for executing the communication
scheme and the applicationé. The IC card 2 responds to
the processes the control unit 11 performs.

The terminal apparatus 1 according to this
embodiment, which processes the data of the IC card 2,
adds file-ID designating data to the higher-layer
information of ATTRIB before transmitting ATTRIB, as

has been described above. In accordance with the file-

ID designating data contained in the higher-layer
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25 information of ATTRIB before transmtting ATTRI B

as has been described above. In accordance with the
file- ID designating data contained in the

hi gher-layer - 28 information of ATTRIB, the IC card
2 reads the card data and adds the card data to the

hi gher-1ayer response of AYA 2¥%he-term nal apparatus
1 acquires the card data contained in the

hi gher -1 ayer response of 5 ATA. The term nal apparatus
1 canfbherefione odc QTITRA B, he hec dICd cdatda 2f mexadshéhleCcard
card 2 during the anti-collision sequence. As a

r esulatr aofandhiasid sa tpreocessi nig tappar athgs highegorlaalsite

el ectronic devices, a portable electronic 10 device,
and ra spooces sifndTéyst dmecoft eperitrall @pslagetiusnile acquires the
devi ces can be provided, each of which can process

dat #arat dsitgh @@é@dnemd{nhémeem@&egr;}apyre&cé@%nse of
acquiring card data wll be described. 15 FIG 7 is a
seq@@ﬁbe diagran1exp|aining another exenplary process

of acqui card dat As sho FI
143 of tl?J egafreor 1rr}s‘_‘h er Rir'i LeurS nrantgirrel]ljef,o Qf(#llre the
ant enn% 1ddélta ﬁ% car &e%f %d dd}t aéh% IEH’lttlh%OlllSlon

regi on where can co nicates wth it

(St Th % J©a8ies RER Idansy td
fro%%t card ?‘eéage%?év\sﬁlllt er 14 l(étep S22) . % é%gratus

a diﬁgrpﬁf?tfa%lee)@l'e%ﬂl'd?ﬁé hesfirdmt OfpoRE@ e electronic
transmtted fromthe term nal apparatus 1. As
device, and a processing system of portable electronic
devices can be provided, each of which can process data
at high speed.

Another exemplary process of acquiring card data
will be described.

FIG. 7 is a séquence diagram explaining another
exemplary process of_acqﬁiring card data.

As shown in FIG. 7,'the CPU 143 of the card
reader/writer 14 transmits, via the antenna 141, REQB
at prescribed intervals in the region where the IC card
2 can communicates with it (Step S21).  The IC card 2
receives REQB transmitted from the card reader/writer
14 (Step S22).

FIG. 8 is a diagram for explaining the format of
REQB transmitted from the terminal apparatus 1. As
seen from FIG. 8, REQB contains a parameter APf, a use

identifier AFI, an attribute-data parameter PARAM, a

cyclic redundancy check code CRC B, etc. Note that the
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25 seen fromFI G 8, REQB contains a paraneter APf, a
use identifier AFl, an attri bute-data paraneter

PARAM a «cyclic redundancy check code CRC B, etc.
Note that the 29 - paranmeter APf is used in REQ of
Type B. REQB contains a bit that shows whet her

Ext ended AT is supported-as2att+ibute-data
paranmeter PARAM If this bit is at high level, it
shows that 5 Extended ATB is supported. If the bit is

at bawamkevel apit ishowsdt hat RExkended yfEQB.i s not
supported. The IC card 2 refers to the bit contained

i n REQB amdBnshowitad nshet hare ExtsendedwAT@Bdther Extended
supported. Thus, the IC card 2 determ nes whet her

Ext anded 1ATEBpips ri@ds uppertted but et-lie teapd rameter PARAM.
reader/witer 14. That is, the IC card 2 determ nes

t hat Ext dfdédhisATAB iis suppordted sviglthd teahpws that
reader/witer 14, if the bit contained in REQB is

hi ghxitengled PHTOBhé ShiSPPOSHESi-ned |ﬁhﬁE@Bt|§fb@tl&Ww
level, the I1C card 2 15 determ nes tEWﬁ Ext ended AT

i s A6V Sduppdr £EQY ntthﬁé Ee%reﬂldteéia@ép iSt &P £unRerted-

e
4 A )
e e e D

the ¢ardd eagef /Z\Nrdett%rrngf}ietsh e tgrxacré%metct oa JREER

Int |s case, the CPU 202 generates AT(B that

cor respended QnB%tk@WQ%dfdAE%deFﬂ@rﬁérS wa di agram f or
expl aining the format of

That is, the IC card 2 determlnes that Extended
ATQB is supported in the card reader/writer 14, if the
bit contéined in REQB is at high level. 1If the bit
contained in REQB is at low level, the IC card 2
determines that Extended ATQB is not supported in the
card reader/writer 14.

In response to REQB received, the CPU 202 of the
IC card 2 generates ATQB. The IC card 2 transmits ATQB
to the card readeﬁ/writer 14 (Step S23).

At this point, the CPU 202 may determine that ATQB
is supported in the card reader/writer 14 that has
transmitted REQB. 1In this case, the CPU 202 generates
ATQB that corresponds to Extended ATQB.

FIG. 9 is a diagram for explaining the format of
ATQOB that the IC card 2 transmits to the card

reader/writer 14 if the CPU 202 determines that the

card reader/writer 14 supports Extended ATQB.
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25 ATQB that the IC card 2 transmts to the card
reader/witer 14 if the CPU 202 determ nes that the

card reader/witer 14 supports Extended ATQ@B. 30 AT(B
contains, for exanple, a paraneter APa, an

identifier, applied data, protocol data, CRC B, etc.

The paraneter APa will|l be used3on AT of Type B. The
identifier is, for exanple, |ID nunber such as PUPI or

5 CID, inherent to the IC card 2. The applied data
conveys @INE eaintenirdgt EorThexgpdtegcal datanaont #ms, an
data itens, such as communi cati on speed, maxi mum frane

si zedeprtotfoeal, typdleet dataal lprsypporlt editian tARE [BC etc.
card 2. 10 ATQB further contains a response to

Ext €fde®aAROB e rat Fish@ ifldueh Usied ¢in IQBpydt dole B. The
data. Inthe ICcard 2, the card data is stored in

t he 15edtaddieTdatsa, T REGMPIE /Exttte PP SAT GBI ChTHUS PUfHe o
card data is read fromthe IC card 2 if 15 the card

r eaderwhit&r o4 (rat-rad G CRAFShi% t ed REGBR S €S

to support Extended .ATQB. .The | C card. 2 stores the .
cor & R e REG G SER BRdad ATES. HEoE oty SRcbIcontains
dat . ATOB.. T ard r r/writer 14 recei ves AT

fr o%at%ﬁe l-E%w’l’Cllglac(r%d a% (:%%g%névfw -t eslpgfeor’e,mat%lénuén;% ame

rea@%rz/ev,w'ip,tr%rto]:%ld%wem RES .t,h%tllt @%ﬁlp%rct%rcp.i% et_)ﬂeStI% card
in the region where'the I1C card 2 can conmuni cat es

with it. If ATQB received contains the card data, the
card

ATQB further contains a response to Extended ATQB,
at the fourth bit of the protocol data. In the IC card
2, the card data is stored in the protocol data, at RFU
of Extended ATQB.

Thus, the card data is read from the IC card 2 if
the card reader/writer 14 that has transmitted REQB 1is
found to sﬁpport Extended ATQB. The IC card 2 stores
the card data at RFU of Extended ATQB, i.e., protocol
data of ATQB.

The card reader/writer 14 receives ATQB from the
IC card 2 (Step S24). Therefore, the card
reader/writer 14 determines that the IC card 2 exists
in the region where the IC card 2 can communicates with
it.

If ATQB received contains the card data, the card
reader/writer 14 acquires the cafd data (Step S25).
More precisely, the card reader/writer 14 reads RFU of

Extended ATQB contained in the protocol data of ATQOB
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25. reader/witer 14 acquires the card data (Step

S25). More precisely, the card reader/witer 14 reads
RFU of Extended AT contained in the protocol data

of ATQB 31 - received, and acquires the card data. On
receiving ATQB, the card reader/witer 14 generates a
medi um sel ect command (ATTREB)31The card

reader/writer 14 transmts the ATTRIBto the IC card 2

5 (Step S26). The IC card 2 receives ATTRIB (Step
S27}eckivetipspansect0i AZEREBe thedl Gacard 2 then
generates ATA and transmts the sane to the card

reader / wont eec24vingt ep0828)xhel@aThe readgr/writer 14
reader/witer 14 receives ATA (Step S29). The card

r eadentuniter aldetihen-sedecs pemfendi n§TTRAR) ous The card
processes in accordance with the card data received.
Thereedeardr2tesspdntsansmife Faei BUSRIBr 56e§s€s Itheard 2
card reader/witer 14 performs. 15 In the present
enbddicRENE26the I C card 2 adds the card data to ATQB

The enbodi t limted t ' fi tion,
nonet hel €56, e FE Card 3 Wy A0d" Fhd Card g (o
the _inf ti 1t It

14 “POPOBRA e 0 \He ShE Of ATGH 20 Slch as ATR" (1
t hi ' 1t i nal .
orodis TRE GACE Stora In the e tars B rsate. as” M
deEE%EQEdS@@QVe, the data showi ng whet her Extended

AT |

supported, in order to transmt REQB, and the
I'C The card reader/writer 14 receives ATA (Step S29).

The card reader/writer 14 then starts performing
various processes in accordance with the card data
received. The IC card 2 responds to the various
processes the card reader/writer 14 performs.

In the present embodiment, the IC card 2 adds the
card data to ATQB. The embodiment is not limited to
this configuration, nonetheless. The IC card 2 may add
the card data to the information to transmit to the
card reader/writer 14, for e%ample at the end of ATQB
such as ATA.

In this embodiment, the terminal apparatus 1 that
process the data stored in the IC card 2 reads, as
described above, the data showing whether Extended ATQOB
is supported, in order to transmit REQB, and the IC
card 2 reads the card data and adds the card data to
the protocol data, generating ATQB, if Extended ATQB is

supported in the terminal apparatus 1. The terminal
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25 card 2 reads the card data and adds the card data

to the protocol data, generating ATQB, if Extended

ATB is supported in the term nal apparatus 1. The
termnal - 32 apparatus 1 then acquires the card data
contained in AT it has received fromthe IC card 2.

The term nal apparatus 1 can thRerefore acquire the

card data fromthe IC card 2 during the anti-collision

5 sequence. As a result, an apparatus for processing

dat appaceitved 1f tormnp adaallre seltéet roamde ddena cesitadned in
portable el ectronic device, and a system for

pro@dEdi ng hdat aercedeieged HamornhgoritCalylaedel2ect r oni ¢

devi ces can be provided, each of which can process

data at Hihgh tspyeEdiall @Neradom detcadormmicfatiomdauire the
achi eved between the card reader/witer 14 and the |1C
car #2239 dernde fiFe thearl§ dard ray e it d1heén aitil¢ollision
being transmtted from the IC card 2 to the card
read&IWT Fer 4. 3 KA 0" ERPEraddie ffdadifrsessing
sho%a%abe t aken tgrgrevent %ﬁfgg ut hori zed accesses to

t he “C&fd 1§54 °thé *$&¢ _lﬁ)rqrtt)? _ ANCEd s S desiFed 2
becg%sfet Ahe %que% tggjglﬁ nag %%ehviirc%ns'gnt& d Lo the car g;nré)ec’essing

reader/witer e dnti-col Ii'sion sequ

as deser ihed 3oy e ofhe Lang e %q%rcjtwr%{iﬁ{) éi]e4/i QUITES be

the card-data 20 acquisition by the ~shown in
FI Gprbwaladd)e srtthed shewn dah |FiGcebs Idh 8l thehigh speed.

met hod, the tine of transmtting the card data can

hardly beigpeaidfiedt colbim icat previentadmiadtdiordezedben the

accesses to the card data.
card reader/writer 14 and the IC card 2. Hence, the
card data may be stolen while being transmitted from
the IC card 2 to the card reader/writer 14. In view of
this, some measures should be taken to prevent
unauthorized accesses to the card dafa. The security
is enhanced as desired, because the card data is
transmitted to the card reader/writer 14 during the
anti-collision sequence, as described above.

The card reader/writer 14 acquires the card-data
acquisition by the method shown in FIG. 4 or the method
shown in FIG. 7. In either method, the tiﬁe of
transmitting the card data can hardly be specified.
This can prevent unauthorized accesses to the card
data.

Moreover, the card-data acguisition method of

FIG. 4 or the card-data acquisition method of FIG. 7

may be selected in accordance with a random number. 1In
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25 Moreover, the card-data acquisition nethod of FIG
4 or the card-data acquisition nmethod of FIG 7 may
be selected in accordance with a random nunber. In 33
this case, the security will be nore enhanced. A
second enbodi nent of this invention wll be

described. In this enbodi neat,38he-1C card 2 and the
termnal 5 apparatus 1 perform nutual authentication.
That is, the IC card 2 determ nes whether it can
conuniiscaktee,Withk tkheutreérryi mall lappamatres ebhaared.he
termnal apparatus 1 determ nes whether it can
conmuni cdt sewicril et di@erdr e f2.tHifs timey &nC icar ov 12 ladek
the termnal 10 apparatus 1 are authenticated to
conRigricEaedni t h each other, they will exchange dat a.
To authentlcate each other as an _authorjzed

communi cdfi &r‘?lﬁa@t‘%‘j MERE /| ERGard Fadid 4 R dhR ﬁﬁrml“al

apparatus exchan

15 PR S s the e int B PTeAE g tdtual T haE 1S,

auth nt| atian i.s pe rfar.nmed i ther part or
ent it &ﬁfﬁn& e aan?§o|%F§P§E §§qu§nceomﬁunlcate

CO”WE_‘L'%%G th% t'é%n‘i%a 13%?25%'}%'1;%]@ hon, eyt 'Pnﬂ%l

apparatus ransmts adt Rent ioat i
commnd Lo the Leeard s The gl %‘étnh R GAL 'c%rt e with

contains a first authentication conmmand and a second
aut hert iteatdagi eomand .. nel Ge 1R dds 2a sseguerce Hragli-am

for explaining how the conponents of an |IC card
processirag syst emelQuthenticated to communicate with each
other, they will exchange data.

To authenticate each other as an autharized
communication partner, the IC card 2 and the terminal
apparatus 1 exchange a command and a response several
times. In the present embodiment, the mutual
authentication is performed, either in part or in
entirety, during the anti-collision sequence.

To commence the mutual authenticatibn, the
terminal apparatus 1 transmits a mutual-authentication
command to the IC card 2. The mutual authentication
contains a first authentication command and a second
authentication command.

FIG. 10 is a sequence diagram for explaining how
the components of an IC card processing system 10
according to the second embodiment operate to achieve

the mutual authentication.

The terminal apparatus 1 transmits REQB or WUPB at
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25 according to the second enbodi nent operate to
achieve the nutual authentication. The term na
apparatus 1 transmts REQB or WJPB at 34
predetermned intervals in the region where the IC
card 2 can comunicate wth it (Step S31). REQB or
WJPB, i.e., activation commangly contains a paraneter
APf, a wuse identifier AFl, an attribute-data
paranmeter PARAM 5 a cyclic redundancy check code

Beg€t&rmMNote thatrvhhe paranet eegABh WwBedsedhenIC card
of Type B. The I1C card 2 receives a nmagnetic

fi ebdcenapahinngichtenvibe car dscepdsBiwi t BEQB4oandUPB,
generates an electronotive force fromthe magnetic
fielide.Thesrit’theid t€mmand, 2cshantaswai bemgmeterREQB,

or WUPB conming from the card reader/witer 14. In

t hi asst atlenttheekCA€ar dan2atécébues-drthepaREQBter PARAM,
WUPB (Step S12). The CPU 202 of the IC card 2 then
perﬁopnslsettedQNﬁénCachhévkngod?thEQﬁwuﬁ¢§at|Bﬁt@|$ﬁat
the card reader/witer 14. That 15 is, the CPU 202

f unebpongragesetrt PR§ protess &ﬁlBEQBAﬁﬁerﬁérﬁornlng

t he settlng, the CPU_202 ener ates AT cor danc
vvlth REQ@ CATEB CAS 1t &i AECEFES é‘xﬁ“ﬁﬁlné@lg &dregr‘f’ete hating

entifier rotoco

B 5?8 %%8 SSangFS?% ﬁgriﬁeMAﬁ% se ugeaera%%%cﬁnof
Typ %ctggﬁokq%%tlf%%r E%bmeEe %é%qngE EQeQEWbe&hen, the

suc inherent to t car
appkied  dat g %Q%%%%SWQHQHh%a%anR@@%aor W@ sPekQee from

data contains data itens, such as conmuni cation

speede %ﬁ%b”%@bﬁ%@qﬁrﬁké%a 1@r.0t geol hti¥p&tate, the IC card
2 receives either REQB or WUPB (Step S12). The CPU 202
of the IC card 2 then performs setting for achieving
the communication with the card reader/writer 14. That
is, the CPU 202 functions as setting process unit.

After performing the setting, the CPU 202

generates ATQB in accordance with REQB. ATQB contains,
for example, a parameter APa, an identifier, applied
data, protocol data, CRC_B,‘etc.. The parameter APa
will be used in ATQB of Type B. The identifier is, for
example, ID number such as PUPI or CID, inherent to the
IC card 2. The applied data conveys application data.
The protocol data contains data items, such as
communication speed, maximum frame size, protocol type,
etc., all supported in the IC card 2.

The modulation/demodulation unit 201 of the IC

card 2 performs a signal process on ATQB, causing the
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25 etc., all supported in the IC card 2. The

nodul ati on/ denodul ati on unit 201 of the IC card 2
perfornms a signal process on ATQB, causing the 35
antenna 21 to transnmt ATQB to the card reader/witer
14 (Step S32). The card reader/witer 14 receives AT(B
transmtted fromthe IC card 235Fremthe ATQB, the 5
card reader/witer 14 deternmines that the I1C card 2
exists in the region where the I1C card 2 can
comaunkeaates Iwcbh ticknsAipl ATaBI ty ahel Gacar deany /writer
exist inthis region. If this is the case, the card
readdr /(@teteBs324 .uses a Sl ot - Mar ker conmmand or
utilizes 10 a tine-slot schene, receiving AT@Bs from

t hese | CThearcdsd @¢adeseiwiing rATdB rfacsmvigse ATQEcard 2,
the termnal apparatus 1 generates a nedi um sel ect
comyaRa@SPATTRABY romFeae If icerd di-agranr heexxgiCi nithg
the format of 15 ATTRIB transnitted fronlahe term na

app&?éfju§efd§668rrdutﬁg" 1§ PrESFregEst ERbodi ﬁe&tc cRed 2
seen fr %%ell égTRI% conttz?lln%,C for e Ie a
parane er an trdent’ ier, paraneter SA

h|g n iLon, h t
SR g B %gpzc.za?ﬁ Ry
Cas%%’lstth‘%nhltﬂﬁ%r rle@Y @ 1 NFIer makion d $13 el d li‘ﬁee%ard
as an opti onal |ten1and can |nclude any da ta

desirkgdie rl/R rtihies Qﬂb@@b@e@tSlbmeMﬁkﬁ@%r5dﬁﬂ@hd or utilizes
information is the first authentication conmand.
a time-slot scheme, receiving ATQBs from these IC
cards.

On receiving ATQB from the IC card 2, the terminal
apparatus 1 generates a medium-select command (ATTRIB).

FIG. 11 is a diagram for explaining the format of
ATTRIB transmitted from the terminal apparatus 1
according to the present embodiment. As seen from
FIG. 11, ATTRIB contains, for example, a parameter 1D,
an ldentifier, parameter PARAM1-4, higher-layer
information, CRC B, etc. The parameter 1D will be used
in ATTRIB of Type B.

In most cases, the higher-layer information is a
field used as an optional item and can include any data
as desired. In this embodiment, the higher-layer
information is the first authentication command.

Therefore, on receiving ATQB from the IC card 2,

the control unit 11 of the terminal apparatus 1

generates a random number Rr. The random number Rr is
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25 Therefore, on receiving ATB fromthe IC card 2,
the control unit 11 of the term nal apparatus 1
generates a random nunber Rr. The random nunber Rr is
36 used as authentication data in the present

enbodi nent. The control unit 11 encrypts the random
nunmber Rr, using a key set -A, 3@cquiring encrypted
data RrA. From the encrypted data RrA, the contro
unit 11 generates 5 the first authentication comrand.

As shn A dtGenkd,cdthed idatta aut hept igatdon SoMmntbnt .
contains a class byte CLA a conmand type INS,

par amet erss:thlo lanchiR2,1 1a edatraydtielthd engidor qiurdada Rr,
field DATA, and an expected response-data | ength Le.

10 Ifsitrfye amiteyals edutthe rtdatriony isiquenfterdrethtian RrA. From
Tripl e-DES schene, the first authentication conmand

i s ddea enconsited g tef RaifghtthEe8)cdmitresl UFhie rut ysnerates
aut henti cati on may be perforned in an encryption

schéhe LLdush astAEStdrcapdan Baamand thi s case,

the. nutual 15 authentication can be acconplished only

i f the fifStSNU Hehth Gt ildn ddfeind st Gred 9 dgr1on

hi gher -l ayer field is adapted to the encryption
sché&mE™aite COSHE IS l?nicﬁafpf gj(y&?ee§ltpheafi and type INS,

aut henti cation comyand,jn _the higher-layer infornation
20 E}?rﬁ% 752 Frie aélémn%r%l A o ls?&éip&e&gtﬁfﬁ's @

t he £;¢ar der iter , reader/ wiiter .1

tr ané% tog D{Aﬁ%'A'?/?\g § t gxibﬁéeCtl cr%%rg%fs%sgé%pdasslf)n% hné}“e'

t he TIfCrear chudualiheuePdntQ2 e ves ATHRBLNd Triple-DES
det ermi ned whet her the higher-1layer i nformati on of

scheme, the first authentication command is data
consisting of eight (8) bytes. The mutual
authentication may be performed in an encryption scheme
such as AES or RSA. Even in this case, the mutual
authentication can be accomplished only if the first
authentication command stored in the higher-layer field
is adapted to the encryption scheme.

The control unit 11 stores the first
authentication command in the higher-layer information
of ATTRIB. The control unit 11 supplies ATTRIB to the
card reader/writer 14. The card reader/writer 14
transmits the ATTRIB to the IC card 2 (Step S33).

In the IC card 2, the CPU 202 receives ATTRIB énd
determined whether the higher-layer information of
ATTRIB contains an authentication command. In this
case, the CPU 202 functions as a decision unit. If the

higher-layer information contains no authentication
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25 ATTRIB contains an authentication command. In this
case, the CPU 202 functions as a decision unit. If the
hi gher-1 ayer information contains no authentication 37
commands, the IC card 2 perfornms the mnutual

aut hentication in an ordinary manner. |If the

hi gher-1ayer information of -AT3RI B-contains an

aut henti cati on command, the CPU 202 perforns the 5
first authentication. In this case, the CPU 202

f uncbimanRsdas atichent iceatd @n penifiormEhathe syuttded CPU 202
decrypts the encrypted data contained in the first

aut henthiepaticen icommneén Atrdime ryamenmners, the | C card
2 generates ATA for ATTRIB. 10 FIG 12 is a di agram
for expl difnithg ttHeeorratyest inApAmatamsnat d Fridngdigains
IC card 2 according to this enbodi nent. As seen from
FI Ganlzut)szmté@mtau%ls Comamexz}m EPUNVBIOZ p@ﬁforms the
identifier CID, a her-IaIy response
I\/Bl_lflursstaalqtmetnt\}&a&é%r e Fﬁtsérrnéﬂheo&fﬁweﬁozlf

the IC card 2 recel es ATTRI.B cont ai ni hi.gher Iay
i nf dcrur?& GIORS B AHANEMTIS AFR T ot i ﬂg‘ L Hu 202

hi gher er .response t.o er I gratys
thedgr esent tr%e %’ncsr tptt tqiwe réasp():orgﬁl;%t he fﬁ%rst]fig(f'r{

aut '?a%‘%é! Al 'c%rtl%%ml%ﬂ%&d ¢ & ad it AldhentiLatdpn-re carg

conmand response) is added to ATA, as the higher-iayer
I espoRgee At JL0@iIVifg ALTRIB from the term nal

apparatus 1, the CPU 202 of the IC card 2 decrypts

the eanMﬂMBd12 is a diagram for explaining the format of
ATA transmitted from the IC card 2 according to this
embodiment. As seen from FIG. 12, ATA contains, for
example, MBLI, an identifier CID, a higher-layer
response, CRC B, etc. MBLI is a limit value for the
internal buffer.

If the IC card 2 receives ATTRIB containing
higher-layer information, it transmits ATA containing a
higher-layer response to the terminal apparatus 1. In
the present embodiment, the response to the first
authentication command (i.e., first authentication-
command response) 1s added to ATA, as the higher-layer
response.

On receiving ATTRIB from the terminal apparatus 1,
the CPU 202 of the IC card 2 decrypts the encrypted
data RrA contained in the first authentication command,
by using the key set A. The CPU 202 therefore acquires

decrypted data RrA. Further, the CPU 202 encrypts the
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25 data RrA contained in the first authentication
command, by using the key set A The CPU 202
therefore acquires decrypted data RrA Further, the
CPU 202 encrypts the 38 decrypted RrA using a key
set B. Thus, the CPU 202 acquires decrypted data R'B
Mor eover, the CPU 202 generate3ga random nunber Rc.
The CPU 202 encrypts the random nunber Rc, using 5
the key set A. Thus, the CPU 202 acquires encrypted

dat @eReAp t e RSB, 204 nighen kggnefat @& a Thiusst the CPU 202
aut henti cati on-command response fromthe encrypted

dat acoiBeandicensmprpicediadat & BcA. As shown in FIG 12,
the first authentication 10 conmand response contains

dat a- f i elMbRAFA T ,sttateuRUOIAR, oW rzaide SR, ragtdom Thaber
CPU 202 stores the first authentication- conmand
response Tihe (0R8) RI0Ghendrajpdrs téspoirselast namRer Reat using
is, the CPU 202 functions as response-processi

uni ttheTheYoP 282 t riawsni (- eAfA |%9%lﬁ§%ﬂﬁ%ﬁﬁuéﬁﬁfﬁgfed

(he LEEmTE. 088 3 b oy Sl SR
aut he tl C mmqnngn S R eo thrreoqn us-lé%cr%eced data

C
cont ro umJT al ermn a par a

per fQras 8 Q;%%§§§: quﬁggpce Mﬁth the first

authentlcatlo response and then transmts

the second aéﬂmmlrpaﬁ@n comand £ ordhesdiGeb@d ch2ion-
(Step S35). That is, upon receiving ATA fromthe IC

cardohmand response contains data-field DATA, status words
SW1l and SW2, etc.

The CPU 202 stores the first authentication-
command response in the higher-layer response of ATA.
That is, the CPU 202 functions as response-processing
unit. The CPU 202 transmits ATA via the antenna 21 to
the terminal apparatus 1 (Step S34).

On receiving ATA, the terminal apparatus 1
acquires the first authentication-command response
stored in ATA. The control unit 11 of the terminal
apparatus 1 performs a process in accordance with the
first authentication-command response and then
transmits the second authentication command to the IC
card 2 (Step S$S35).

That is, upon receiving ATA from the IC card 2,
the control unit 11 decrypts the encrypted data RrB
contained the first authentication-command response, by

using the key set B. The control unit 11 thereby
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25 the control unit 11 decrypts the encrypted data RrB
contained the first authentication-conmand response,
by using the key set B. The control unit 11 thereby -
39 acquires decrypted data RrB. The control unit 11
then determ nes whether the decrypted data RFBis
identical to the random nubess R~ If the decrypted
data RrB is identical to the random nunber Rr, the
control unit 11 5 determines that the 1C card 2 is an

aut hegti eatede8h@prefUnbher Rrihe epat Eghtubilt udlt 11 then
decrypts the encrypted data RcA contained in the

firatteanthept veathen- chenmaadrypspanserabyrBsipgitbatical
key set A. The control unit 11 thereby acquires
dectyptbd dahdohOnRoberTRe.comfr bheudetriptedcrppesRrB is
the decrypted data RcA, using the key set B. The
conteentyart 1o ther sbpdomchuimbes Bhcr fpeedonaralreBit 11

The control unit 11 generates a second authentication
conﬁﬁﬁarmaaﬁﬁtﬁaateﬁbﬁyéﬁeaaaata RéBanTﬁétgéeaﬁ&ated one.
aut hentication co nd 15 h t he confi t|on

she nﬁﬁrﬁs

as the c6MVEREFon oﬁ@ntFP u§lF FF@R
t CL DATA
POl S R R R Rt TP g ﬁa‘t Fhe 1c
t t
car g, 2, Lhausal s, enaenand auLRent | 6gl1, 88520 commnd...

response to

'S’Atheng C%Qngﬁ hh?tl 1C@Bgr%bge%E£BE§egh%ecrypted data

encrypted data RcB contained in the second

aut hent i cahioRcEeFBRNG1RY 10SkRg riBe skeyesabcBypthe data
RcA, using the key set B. The control unit 11 thereby
acqguires encrypted data RcB. The control unit 11
generates a second authentication command from the
encrypted data RcB. The second authentication command
has the same configuration as the conventional one. It
is information that contains CLA, INS, P1l, P2, Lc, DATA
and Le.

On receiving the second authentication command,
the IC card 2 transmits the second authentication-
command response to the terminal apparatus 1 (Step
S36).

That is, the CPU 202 of the IC card 2 decrypts the
encrypted data RcB contained in the second
authentication command, by using the key set B. The
CPU 202 thereby acquires decrypted data RcB.

The CPU 202 then determines whether the decrypted

data RcB 1is identical to the random number Rc. If the
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25 CPU 202 thereby acquires decrypted data RcB. The
CPU 202 then determ nes whether the decrypted data
RcB is identical to the random nunber Rc. If the 40
decrypted data RcB is identical to the random nunber
Rc, the CPU 202 determ nes that the term nal apparatus
1 is an authenticated one. Thes@PU 202 t hen generates
a second aut henticati on-comand response. The second 5
aut henti cati on- command response has same configuration

as Lbergpp¥gntihenakcones ltiehsikhfiotgathenrkhdbm number

cont ai ns DATA, SW, SW2, etc. If the IC card 2 and the

t er ppathappavatus deaeemiheswndhaut heat teameédaasapparatus
comuni cation partners, through 10 the process

destr ibednabovkenthewtednoperf ofhevaPlUod82 phecegsesrates
The term nal apparatus 1 transmts a process conmand

to theetGndapdtReSiept$87)ycompangdceornance -wi Fhet gecond
process comand received, the IC card 2 perforns a ,
proeesbeahdcEEARBNTPEMERE FESOPRSEf N5 ERBCSpFEEEIFUTES1oN
response, to the term nal apparatus.1_(Step 838%. In

t heaénbBEi FEAVSHESEFRBelNShovel tReffpPspation that

aut henti cation_co nd for initiating the nutua
autﬁ@ﬁFF&B?iBﬁTﬁs ég&edsﬁ8'tﬁéch@gher-|aygr
Infornat&%nt%% QE égﬁﬁ'%’an'%% '%e&%ﬁ%%q'%&ggyégﬁé 1 are
nunber of times the Cofmand and responseé a

excggggadaggkgﬁ%@c%@%d %%r@B%ﬁthE@%&%Euéa%tQQQSEh%h&@ugh

car I's thereby reduced. Hence, a processing
appanat gs ek spokkakleheal aebhani ¢ndeViceas pea RNt aklrd ous
a

el ectroni c device, and
processes. The terminal apparatus 1 transmits a
process command to the IC card 2 (Step S37). In
accordance with the process command received, the IC
card 2 performs a process and transmits the result of
the process, as response, to the terminal apparatus 1
(Step S38).

In the embodiment described above, the first
authentication command for initiating the mutual
authentication is added to the higher-layer information
of ATTRIB, which 1is transmitted. The number of times
the command and response are exchanged between the
terminal apparatus 1 and the IC card 1 is thereby

- reduced. Hence, a processing apparatus of portable
electronic devices, a portable electronic device, and a
processing system of portable électronic devices can be
provided, each of which can process data at high speed.

In the embodiment described above, random numbers
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25 processing system of portable electronic devices
can be provided, each of which can process data at
hi gh speed. 1In the enbodi nent descri bed above, random
nunbers 41 Rr and Rc are used as authentication data.
The enbodinment is not limted to this configuration,
nonet hel ess. For exanple, PUPl4ar €D, either
contained in ARQB nay be used as authentication data.
51f this is the case, the IC card 2 can determ ne
thakr e Rer Erkalusappasatus hkntdsatade 2 tef.l OITHaN
recognizing the ICcard 2, only if it collates the
dec eypioeld meatta 1w ottt Remdared! 1tD datis stoorfedyuna tike,
internal nmenory 204. 10 The enbodi nent descri bed above
i s conEitgerledst.o Fstrorexaripd i B8P lawirh €t c atlitdre r
command in the higher- layer field of ATTRIB. I nstead,
t he cointsti ngdd iseddR® mam entisest iaon asdmearidsarprbelata.
added to REQB and ATTRIB, respectively. In this case,
t he Ipr 6&e$s 1artse Caf@fpé;rhfeorlr?ec“faé@er?y% sletemmgne Fhat
S sequence di agram for 5xﬁ%gjnin a different

0

a
aut &t iCEATTOR [pPEEEL S T d M3 <ait & *&dr d Hat a

processing system according to the present N
enb oI TNt~ %ﬁies (‘Igjtcﬁern i2d ati"or plr oclgcsscoc}i 61 the

from.td . -desgrib r o 141 hat, first
(1 omhepraboUedesaDeg Prantpay 1ML 0% 1 e
act i;yaldon 1 RAEAd and the medi um sel ect command,

respectively. The term nal apparatus 1 according to
this The embodiment described above i1s configured to

store the first authentication command in the higher-
layer field of ATTRIB. Instead, the first and second

authentication commands may be added to REQB and

ATTRIB, respectively. In this case, the process can be

performed even faster.

FIG. 13 is a sequence diagram.for explaining a
different authentication process performed in an IC-
card data processing system according to the present
embodiment.

This authentication process differs from the
above-described process, in that the first and second
authentication commands are added to the activation
command and the medium-select command, respectively.

The terminal apparatus 1 according to this
embodiment transm;ts REQB or WUPB at predetermined
intervals in the region where the IC card 2 can

communicates with the terminal apparatus 1. REQB or
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25 enbodi nent transmits REQB or WJPB at predet er ni ned

intervals in the region where the I1C card 2 can

communi cates with the term nal apparatus 1. REQ or 42
WJPB, i.e., activation command, contains a paraneter

APf, a use identifier AFl, an attribute-data paraneter
PARAM a cyclic redundancy ehegk cede CRC B, etc. The

first authentication command contains CLA, INS, PI

P2, 5 Lc, DATA, Le, etc. The control unit 11 of the

t er mupal, appar,atds ivatgeneat@snal,r aathemingnendameter
The control unit 11 encrypts the random nunber Rr,

usi APfa keyssetidantliifa erc@itlr,olanuritt ributhkerdnys parameter
acquires encrypted data RrA. 10 From the encrypted

dat ZARAN, theycdior gledumidantly ofercdr atoele (RS fH,r sttc. The
authenticati on command. Then, the control unit 11

addg i8¢ RivtdErddRéAtnc SOMGR ncompatd inso Glide  INS, PI, P2,
actlvatlon command, which is transmtted to the IC

car &2 P&dp $£1) €tF5 The I1C card 2 receives a

t i eld na atin fromthe card reader/witer
e o ot B Ng SR e A RS g e
magn C fleld Th the | C.card starts |t|
ot oS g g Flifnel Rl dhes R W
202 ar 0 rat S r.o E

ﬁ%ﬁé%%fq‘é pTS e R ik ‘;%f Fs fse? Eon The

'de%bhkk%ﬁ’u%ﬁﬁlhth%%&%by RILEAGYs %%k%* Q%g—%ag"ﬁyﬂ

conmmand- response, etc. That 1S, oOn recei VI ng t he
act irvain @meCemmaneht ddheia tlCraar,d tA deieitrdesinahetiner

t he activation conmand
generates the first authentication command. Then, the
control unit 11 adds the first authentication command
to the activation command, which is transmitted to the
IC card 2 (Step S41).

The IC card 2 receives a magnetic field emanating
from the card reader/writer 14 and generates an
electromotive force from the magnetic field. Then, tbe
IC card 2 starts waiting for REQB or WUPB. On
receiving REQB or WUPB, the CPU 202 of the IC card 2
generates ATQB ffom the REQB or WUPB. ATQB contains,
for example, a parameter, an identifier, applied data,
protocol data, CRC B, first command-response, etc.

That is, on receiving the activation command, the
IC card 2 determines whether the activation command
contains the first authentication command. If the

activation command contains no authentication commands,

the IC card 2 performs the mutual authentication in an
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25 contains the first authentication command. If the
activation conmand contai ns no authentication
commands, the IC card 2 perforns the nutua

aut hentication in an 43 - ordinary manner. If the
first authentication command is added to the
activation command, the I1C eard32 will performthe
first authentication. To this end, the CPU 202 of the
5 1Ccard 2 acquires the first authentication command
added dtimatriye macinievat i on conmand recei ved fromthe
term nal apparatus 1. The CPU 202 then decrypts the
encrypt ed fddthee Rrix sdormtudinsed ligattisen fdamggand is added to
aut henti cati on command, using the key set A_ The CPU

10 202 BRériely iadqoresndecryst &6 datd R Al lthesgigrm the
202 further encrypts the decr.pted data Rr A us&gﬁ&if fhe

t he T&Pt SSRGS -acdd r @ﬁ’@t’lyﬁth@d nﬁ‘g&% .

Mo , CPU 202 t Rc.

e G5 S reA S RS aah B Rt sofiand
he Kk A. Thus,. th i t

t ead%%&?%%hghépﬁ%%dfqﬁﬁC%P%a%%%ﬁgxyg&$$¢%¥%ﬂ¥%1%gm

en generates a
aut Iscati anscompand r es S

dat Ia%%r}_&ﬁ!rl%‘%aln%%g%cr ypt e_cil1 'daﬁg{%R?gd '%li?g F%egg?{cfy%@ggs the
t he o fd g RUIRENT irGal I eamRNd f esRONSe dto ATQB, -
which is 20 transnitted to the term nal apparatus 1

( St e tSdd)ei cad1 drecRinviatd ATBNd hend adgti nalt apparmicispu

1 generates ATTRIB. At the sane tine, the term na

appartat us el edac raypis ave denorwptesd ddatea RRPB cdhteaidred 202

in the first authentication-comand response, by using
further encrypts the decrypted data RrA, using the key
set B, thereby acquiring encrypted data RrA.

Moreover, the CPU 202 generates a random number
Rc. The CPU 202 encrypts the random number Rc, using
the key set A. Thus, the CPU 202 acquires encrypted
data RcA. The CPU 202 then generates a first
authentication-command response from the encrypted data
RrB and encrypted data RcA. The IC card 2 adds the
first authentication-command response to ATQB, which is
transmitted to the terminal apparatus 1 (Step S42).

On receiving ATQB, the terminal apparatus 1
generates ATTRIB. At the same time, the terminal
apparatus 1 decrypts the encrypted data RrB contained
in the first authentication-command response, by using
the key set B. The control unit 11 therefore acquires

decrypted data RrB. The control unit 11 determines

whether the decrypted data RrB is identical to the
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25 the key set B. The control wunit 11 therefore
acquires decrypted data RrB. The control unit 11
deternmi nes whether the decrypted data RrBis
identical to the 44 random nunber Rr. If the
decrypted data RrB is identical to the random nunber
Rr, the control unit 11 determines that the I1C card 2
is an authenticated one. Further, the control unit 11
decrypts the 5 encrypted data RcA contained in the

firskndaut ReRbeecakiron- cgnmimad deesponsea, dasiangrishe skey

set A. The control unit 11 therefore acquires
decriyphedcdat ao RbA. rihebm hhebeenReol tbri tohtrol unit 11
encrypts the decrypted data RcA, using the key set B.
Thedeortmahesnithatlth@ flRecefrdr @ asqanr estégorypbedd one.
data RcB. The control unit 11 generates a second

aut hent i ¢atritdye roormnendofitaml e terndr yscad rdat & hRe B,

The second aut hentication command is information that
conBacHyPEEA, dpRs, RPR, cpptaipged BATARCLELTEEc. 15 The
control unit 11 stores the second authentication

conﬁﬁﬁ&epﬁlFﬁélﬁPQﬁQPmPEQeFe?ﬁPGPﬁatPéﬁngthﬁT¥ﬁﬂB?et A.
Th t I it 1 i ATTRI B t th d

e G bR s it LAPRpESR (ATTRLB LS (P 3B een data

| C d 2 3). ~ei- Vi TTRI. B, t

¢ BERG SrhEheD R ko o e L R B e T ek Fpted

the ssane pbnTe, dife ke GaLds2cPelf Orig E%%t%%qo%%it 11

i
authent!cat!on i n "accorda ce mnth t he secon
aUtH%@&b&%&bo%cﬁggﬁﬁgde%%%@%h%@ddeat@%B.Up@%%'b%ﬁ%&ol

i nformation of RI
unit 11 generates a second authentication command from
the encrypted data RcB. The second authentication
command 1s information that contains CLA, INS, PI, P2,
Lc, DATA, Le, etc.

Thé control unit 11 stores the second
authentication command in the higher-layer information
of ATTRIB. The control unit 11 supplies ATTRIB to the
card reader/writer 14, which transmits the ATTRIB to
the IC card 2 (Step S43).

On receiving the ATTRIB, the IC card 2 generates
ATA corresponding to ATTRIB. At the same time, the IC
card 2 performs the second authentication in accordance
with the second authentication command contained in the
upper-layer information of ATTRIB.

That 1is, the CPU 202 of the IC card 2 decrypts the

encrypted data RcB contained in the second

authentication command received, by using the key set
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25 That is, the CPU 202 of the IC card 2 decrypts the
encrypted data RcB contained in the second

aut henti cati on command received, by using the key set
45 B. The CPU 202 therefore acquires decrypted data
RcB. The CPU 202 then determ nes whether the
decrypted data RcB is identicab te the random nunber
Rc. If the decrypted data RcB is identical to the
random nunber 5 Rc, the CPU 202 determ nes that the

t er m.nalThapg@vats there fatcauidigntrictated Gt.ed Riddd ReB.
case, the CPU 202 generates a second

aut ITert iCeat i2012- corEmRbe teesiorse whEte CPYU 0 8ir0Sd data
t he second aut hentication- conmand response in the

hi giReB- lisy edengdpenis ¢ coft haTAandbih Themb@RURO2 tiferthe
transmts ATA via the antenna 21 to the term na
app&eR P ted Seép 848) 19 fldemd itcerdnitivalt hgpparatays mumber
and the | C card 2 are found authenticated as nutua
comini C&E & YpaPendes ermipgy Ear tpdiforitiarisdusgipparatus

. Thus, the t inal 15 apparatus 1 transmts
b proces e e MMRAEAHRS FEcar 47 2P0 6F S6a5) - oThe Y @02

Car%e%e&%%%%rgss.c %%F%%%Hé%ti §%¥ﬁ$ygg%ﬂgﬁan§é§%%§se.

C
process comrand It has recelve%i e resu

rocess ing Ar j t.he r tq .t L
Itoer m nal T}Epg?gfu@sdgl%%é{%gn&% .gegéjq%ﬁ ! %een 0 |etr%eon

desQﬁhQ%%daQ%%%Fn%%ei%i&%@ hQQ%@%ﬂﬂéy@f(yéé&ﬁﬁﬁpQH;%hA.

achieving nutual authentication is added to
act imnat icew cormenR@n ahénshhe ssegend iautthentEdgatin 21 to

command is added to the higher-layer information of
ATTRIhB, twherieby theafdatsts 1 (Step S44).

If the terminal apparatus 1 and the IC card 2 are
found authenticated as mutual communication partners,
they can perform various processes. Thus, the terminal
apparatus 1 transmits a process command to the IC card
2 (Step S45). The IC card 2 performs a process in
accordance with the_process command it has received.
The result of the process is transmitted from the IC
card 2 to the terminal apparatus 1 (Step S46).

In the embodiment described above, the first
authentication command for achieving mutual
authentication is added to the activation command, and
the second authentication command is added to the
higher-layer information of ATTRIB, whereby the first
and second authentication commands are transmitted.

This reduces the number of times the command and

response are exchanged between the terminal apparatus 1
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25 and second aut hentication comuands are transmtted.

Thi s reduces the nunber of tinmes the command and

response are exchanged between the term nal apparatus

1 46 and the ICcard 1. As a result, a processing
apparatus of portable el ectronic devices, a portable

el ectronic device, and a procdssi rg system of

portabl e electronic devices can be provided, each of

whi ch can process data 5 at high speed. In the

enbadidrente de€saardaed .abdvse,a trees want raolpratdds ikl afpparatus
the term nal apparatus 1 perforns signal processing,

sucly fapomsap 1zt iedre carrp rdenodul iats son.a Feer t agmttyodi Imgritronic
is not limted to this configuration, 10 neverthel ess.

For devagsl-e 2Nthe CRYCEAS 1619 the tealr T meudery W igleactugpnic
may perform signal processing. In the enbodi nent

des &EVBES Salsée P& i Aedfithalca Fp i atush Gy RrIReqss data
card 2 acquire card data or nutually authenticate

each fotHé" §B5SYg the anti 15 collision sequence.

. Nonet hel ess, _.the enbodinent is naot ,limted to this
confi gur ?r] e ﬁ%ooagf%?n%andeosecra%oeedd a4V §me-ne control

hi gher.-| I nf ti t i gher - |
| Ol q)ighflyq;lhf [ :E%r:mgq}aﬁ?%ﬂ%}keram& h;tpearyfecg‘rbmes Ssolgnal

response, lon t can

added.o 20 H0ly XA &s Eﬁﬂﬁﬁfﬁgﬂéﬁ]gﬁy £81dd% @ on.  The

comrand- wait” tine to the higher-layer response may be
addeshdo@iindie hisgheyt haygr: JeaRENge s Idbd i ¢asen t he

wait time can be shortened in the term nal apparatus
1. Thedremhulrals apparmatdsnb gasiifes Hithe 43 rer thhad card
reader/writer 14 may perform signal processing.

In the embodiment described above, the terminal
apparatus 1 and the IC card 2 acquire card data or
mutually authenticate each other during the anti-
collision sequence. Nonetheless, the embodiment is not
limited to this configuration. Any data can be added
to the higher-layer information and the higher-layer
response, only if it is information that can be so
added.

For example, information for setting a command-
wait time to the higher-layer response may be added to
the higher-layer response. 1In this case, the wait time
can be shortened in the terminal apparatus 1.

The terminal apparatus 1 measures the time that
has elapsed from the transmission of a command to the

IC card 1. If the terminal apparatus 1 receives no

responses from the IC card 2 within a predetermined
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25 has el apsed fromthe transm ssion of a command to

the ICcard 1. If the term nal apparatus 1 receives

no responses fromthe IC card 2 within a

predetermned 47 tinme fromthe start of neasuring

time, it determnes that the IC card 2 has nmade an
error and is unable to nake reé3ponses. The tine

el apsing until the term nal apparatus 1 5 receive a
response differs, depending on the type of commuand.

The tieentfrain apgasatus bt hessariagnedds,sdne dettiermines
determ ne whether the 1C card 2 has nade no

r espoaseshel ACvicewdol thhiss matiee anCegarod 2radds suelple to
data as 10 shown in FIG 14 (i.e., wait tine) to the

hi ghekel agsPronsesponse, thereby generating ATA. The IC
card 2 transmts ATA to the term nal apparatus 1. FIG

14 is a ditggrdms erlapesing Mgt e wdiqrmiinee apmagratus |
The data shown in FIG 14 is stored in, for 15
exan*ﬁ?:lcél"tehé1 RSO SS0 A L Sfife ldépc%dd“@ Bs et oRT

FI G 14, d ts th [
f or CERERMEbmang SR6 TS Gle S PERE e HIE IR ome
tlw%lh% %op% ﬁg%mﬁ%g ﬁ%e%%%%st%%tl %ggtﬁ%rma%wmade no

apparatus 1 receives a response a ter transmtti
20 cermRRAdesOn receiving the wait tine data, the
term nal apparatus 1 determnes, fromthe wait tine

data, whet Rered hee 11GiGAr dhe has dmde ARl Huddata as

cannot now nake a response. That is, the nonent the

tergheain in FIG. 14 (i.e., wait time) to the higher-layer
response, thereby generating ATA. The IC card 2
transmits ATA to the terminal apparatus 1.

FIG. 14 is a diagram for explaining the wait time
data. The data shown in FIG. 14 is stored in, for
example, the memory 204 of the IC card 2. As seen from
in FIG. 14, the IC card 2 sets the maximum wait time
for each command and stores-the same. The maximum wait
time is a period that elapses until the terminal
apparatus 1 receives a response after transmitting a
command.

On receiving the wait time data, the terminal
apparatus 1 determines, from the wait time data,
whether the IC card 2 has made an error and cannot now
make a response. That is, the moment the terminal
apparatus 1 transmits the command to the IC card 2, it
starts waiting for a response from the IC card 2 until

the maximum wait time elapses. If no responses come
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25 apparatus 1 transmts the command to the I1C card 2,

it starts waiting for a response fromthe IC card 2

until the maximumwait tinme el apses. |If no responses
cone 48 within the maximumwait tinme, the term na
apparatus 1 determnes that the I1C card 2 has nade an
error and now cannot nake a rd$ponse. Thus, the wait

time the termnal apparatus 1 has 5 if the IC card 2
makes an error and is unable to make a response can

be sharitienedhe T iemyodiantenttsindes arhidac ratiows heearatus 1
been described on the assunption that the

conmigriiccatiines Yhredt ddad I6f Chype BlHas wmtadd zed.error and now
Nonet hel ess, any other 10 conmuni cati on protocol can

be $Seddtn makss 4 meapdr@e- so far as the protocol can
use, as activation conmand or select conmand, a

command tHHS/i Shaarge terfoldih & tomtidial aipparatus 1 has
aut henti catijon co nd. In the enbodi nents descri bed

above HdVe 'G F&4 5 %& @2 ST GnéYhats peiFrgee make a

non- tact conngnic tign. The IC card 2 is not
Iirﬁ%%§%§%§%|%%§ tfbé%mn%§V¥$%heless. The 1 C card 2 nay

be, for %@{:mn%ocﬁm&g@i&@éﬁ%écypa%o q, that, £an

achi eve both contact conmmunicati on and non-cont act

CoMINIGaldn o n2Q Addidd anal; fdvantages %‘;rgrkuﬂjlcéad: j_l'or?

nodi fications will readily occur to those,

the paideocthersf ange B he ivivantien | mddes HUQAdEr any other
aspects is not limted to the specific details and

I epres@nindidatd cenpodividls cashean wrd desatiked nvention,

herei n. Accordingly, various ,
so far as the protocol can use, as activation command
or select command, a command that is large enough to
contain an authentication command.

In the embodiments described above have, the IC
card 2 1s one that performs non-contact communication.
The IC card 2 is not limited to this type,
nevertheless. The IC card 2 may be, for example, a
combination-type card that can achieve both contact
communication and non-contact communication.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown-énd described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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25 nodi fications may be made wi thout departing from
the spirit or scope of the general inventive concept
as defined by the appended clains and their

equi valents. - 49 - WHAT IS CLAIMED IS: 1. A
processi ng apparatus of portable electronic devices,
conprising: a transmtting/+ecédbving unit configured
to 5 transmt and receive data to and froma portable
el ectronic device; a first comand processing unit
configured to cause WT rEENYTAIMBTY/IERCEI Vi Ng uni t
to transmt a first conmand to the portable

el ectronilc devicecearndnt0 appsecand odmpard aprlecedsaigonic
unit configured to add a second command to the first
conmamdcehe fomptrisdmyand processing unit is to
transmt to the portable electronic device. 2. The
processi Ag tapparatiid nadEGCcEilvg Ndo Uelidi monf il aghdicei n
the first command processing unit causes the

t r ah SRR RgPREC ERFRAYSURPE 2t 60t ARAS ATPTMa 2s BOECRGLE
co nd to the portable electronic device, and the
secEAE EERMEAdFPdEESsi ng unit adds at |east a part of
a nutual _a thenticatio% c%nnand.to t%etset%%n red to
command. 2 l§.StTﬁé3mﬁnragce Si9 gesgﬁﬁgré]t us accor iurTg dt 0
clakm.ge HReLeL ke mibyal authent Leatl ob coamand .
conprises a first authentication comand and a secon

aUt@%@%EC%bhﬁﬁnQO%%ag@e d%%t%%ﬁ%i%ge%Q@%%@@ GRS €S ng

an activation command and a nedi um sel ect command, and

a second command processing unit configured to add
a second command to the first command the first command
processing unit is to transmit to the portable
electronic device.

2. The processing apparatus according to claim 1,
wherein the first command processing unit causes the
transmitting/receiving unit to transmit a setting
command to the portable electronic device, and the
second command processing unit adds at least a part of
a mutual authentication command to the setting command.

3. The processing apparatus according to claim 2,
wherein the mutual authentication command comprises a
first authentication command and a second
authentication command, the setting command comprises
an activation command and a medium-select command, and"
the second command processing unit adds the first
authentication command in the medium-select command.

4. The processing apparatus according to claim 3,
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aut henti cation command in the nedi umsel ect conmand.

4. The processing apparatus according to claim3, 50
wherei n the second command processing unit generates
the first authentication command by using, as

aut hentication data, card | D dagpa contained in a
response the portable electronic device transmts on 5
receiving the activation comand. 5. The processing
appaatres naGeer ¢k nldd cSnaMd? prodey8iny the il rates
aut henti cati on command conprises a first

aut hért ifdatsitor ucomnidsanidna ceeeend ButdEmd,catd on
command, the setting command conprises 10 an

act iavathieorn icamismd dand ,a caedi U skltectcocoonnared] iand

the second command processing unit adds the first

aut rersiceastsl dinec eararad Lteo etllee taciniivatdeon aeormmeamdarnic on
adds the second authentication conmand in the nedi um
sel é6cedommandnel s 1 vERd oy GEESEINgg appar at us
accordin%bto claiml1l, wherein the first command

processi uﬂﬁfféﬁﬁﬁﬁﬁﬁHRQ ARHISHRUR AP Y YiGRy claim 2,
unit .to t.ran n1 ttln% connand to t he portable
el edtFEHE & e GG SHWHUmts @
a d d % l% Sl{e %I Lllyp-eq}a‘tl% %C % I’ll SCIOtmI.m%rI]] rgrr%réd ) t h e .

setting command, process- per orn1ng un|t is
fur Lheh, rtqwac&q%,n %n&g S t%%nfgeqtt ArAEHY TS
medi um data transmtt from the ectro

devizge it iRRIRRS @ dhthanle a r§ﬁ%th@@ﬂﬁﬁn§@3$d¥“$dMMéﬂﬁ and
performs a process in
the second command processing unit adds the first
authentication command to the activation command and
adds the second authentication command in the medium-
select command.

6. The processing apparatus according to claim 1,
wherein the first command processing unit causes the
transmitting/receiving unit to transmit a setting
command to the portable electronic device, the second
command processing unit adds a medium-data acquisition
command to the setting command, and a process-
performing unit is further provided, which is
configured to acquire the medium data transmitted from
the portable electronic device in response to the
setting command and which performs a process in
response to the medium data.

7. The processing apparatus according to claim 6,

wherein the setting command comprises an activation
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25 response to the nmediumdata. 7. The processing
apparatus according to claim6, wherein the setting
command conprises an activation 51 conmand and a
medi um sel ect conmand; the second command processing

unit adds, to the nediumselect command, a

medi um data acqui sition comrandlcontaining file
designation data for designating a file that stores 5
medi um data of the portable electronic device; and the

pr ocessaper kadmangediiuin-aeqeicte s ohva nae dittd datcdrfd’ enmand
a response to the nedium sel ect command. 8. The

pr opessiensg iappandttusdascordi npet mecliaimmse,leothercgimand, a
the setting command conprises an activation 10 comuand
andmadredi-datse ke isamiand comnensle comd agormmand 1 1e
processing unit adds, to the activation conmmand, a
meddgmiaea 1eeqdiesiet ifen Eemiand tdowst & dildg fillag stores
desi gnati on data for desi%hating afile that stores
medPGRY-d8t 436F e thEr PRBI-E Pife SlFoTHIO Y ided:: S&rid e the

fr oRF Ao oF 85BBR48 16 Thi Hit PraIon SconiAR oM Fga from 2
PI 0GE35.00. ARRALALUS, BCCR dLg Lo el glm6,  wher ein
ting comma mp

t he séetti nd compri Sés an activati'on comrmand

and a nmedj u qgﬂgﬂﬂ, d t . :

per f or mi (r%g' meé Z)%g)lf%r es t éap%diau%uesd%trcgcoto bréoa{:c?decdlalm ©s
to hReHESRARSE LQ 1the Rataval IomcaTRNG, 10t iAation
portable el ectronic device conprising: a

t r aRSMinhhidN @/hHe GE méldA Gl cC@Nfdeit=ed ;t @ he IsaRAL command

and receive data to and froma processing
processing unit adds, to the activation command, a

medium-data acquisition command containing file
designation data for designating a file that stores
medium data of the portable electronic device; and the
process-performing unit acquires the medium data from a
response to the activation command.

9. The processing apparatus according to claim 6,
wherein the setting command comprises an activation
command and a medium-select command, and the process-
performing unit acquires the medium data to be added to
the response to the activation command.

10. A portable electronic device comprising:

a transmitting/receiving unit configured to
transmit and receive data to and from.a processing
apparatus of portable electronic devices;

a first response processing unit configured to

perform a first process in accordance with a first
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25 apparatus of portable electronic devices; a first
response processing unit configured to performa

first process in accordance with a first 52 comuand

received at the transmitting/receiving unit, -thereby
generating a first response based on a result of the
first process, and to transmtS2he-first response to
the processing apparatus; and 5 a second response
processing unit configured to performa second
processannd aecerdadcetwthk arsesondticgrmece iaddgd ungt,
the first command, to generate a second response from
t hethesebty gkneletsegondipretesssrandet baged tmea result
second response to the first response. 10 11. The

por PAblacefé&BioRirOCcEG c8Nactlr drAgSIat &h& miret
wherein the second response processing unit  perforns

9
aut RERPPEALI bR thaBEOFEaREE IMPPR 34 2itiaf e
aut henti cati on conmand when the fi.rst ca ndfﬁcgfgé to
at | easf 5T & ERE S Futda~ SaTt e Cat i ‘cotmmand,
15 generates a.ageangd respangg Lrom, g resdld, of dheng
aut-henfication, an dds “the “secon response to the

fir%%gﬁ%%BOQ%%edl%o }R% QriablenGlael r o Gedewate 4

according to claim11l, further conprising a nmenory

confieguhed 1@ potQeStrog ¢akd rkRidat 3 WhRr &l dnlte process
second response processi ng uni t detects an error the i

procesisicdg aappanat s bas MeeecnRe recegri Ziintgtt e sponse.

device in accordance with whether the card ID data

stored i nlt.he Thengror tiad liederitdatalortia tdwerice according to
claim 10, wherein the second response processing unit
performs authentication in accordance with a mutual
authentication command when the first command stores at
least a pért of the mutual authentication command,
generates a second response from the result of the
authentication, and adds the second response to the
first response.

12. The portable electronic device according to
claim 11, further comprising a memory configured to
store card ID data,

wherein the second response processing unit
detects an error the processing apparatus has made in
recognizing the device in accordance with whether the
card ID data stored in the memory is identical to the
card ID data stored in the mutual authentication

command, when the card ID data is stored in the mutual

authentication command stored in the first command
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25 card I D data stored in the nutual authentication
command, when the card ID data is stored in the nutua

aut henti cati on command stored in the first command 53

- received fromthe processing apparatus. 13. The
portabl e el ectronic device according to claim 10,

wherein the first command cenprEidses an  activation

command and a medi um sel ect command; and the 5 second
response processing unit reads medi um data from a

fil eclesigrat@okbbytree meddss datp aasunsidd on conmand
stored in the nedi um sel ect command, generates a

second rEsporiBes fpomdihes etk e data déwusces eacsoatitng to
adds the second response to the first response to the
mediuaino bl edte nomraie 04 s tTheompornt bt enget eet s oami C
device according to claim10, wherein the first

comiiol \Eomist SedvERd Ftd \athesH. WorifaRE @rePrmand; and the
medi um se| ect command; and the second response

pr oc¥ES MY TRTIROT A dRT IRAA U Hatst § rioids mediyre data from

d t.ed medi data acqui sition command
stef)'rag("fa lre?t T o h d?ﬁfgﬂﬂ? e i8S o SeorRpmans
espanse.d ramdfie et Aala sl ead and adds, theecong

secon response ponse

actiMald Oke ommng, e 20 diqyn ARTLGEIH NG SyStem haying y .

a portable electronic device and a processing
appaeiditi ofedfthsdard able elant rlczawor{ﬂseé”tccﬁsthé heedium-

DYOCESSIng appar at us conpr|S|ng a first
t ransaiddd rgdnregei vi ng unit. configured to

14. The portable electronic device according to
claim 10, wherein the first command comprises an
activation command and a medium-select command; and the
second response processing unit reads medium data from
a file designated by a medium-data acquisition command
stored in the activation command, generates a second
response from the medium data thus read, and adds the
second response to the first response to the activation
command.

15. A processing system having a portable
electronic device and a processing apparatus of the
portable electronic devices,

the processing apparatus comprising:

a first transmitting/receiving unit configufed to
transmit and receive data to and from a portable

electronic device:

a first command processing unit configured to
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25 transmt and receive data to and froma portable

el ectronic device; a first command processing unit
configured to 54 cause the transmtting/receiving
unit to transmt a .first conmand to the portable

el ectroni c device; and a second command processing
unit configured to add a secogg command to the first
command the first command 5 processing unit is to
transmt to the portable electronic device, and the
portabke ehectranismidevhed re@@RKisLENdnhitdto transmit a
transmtting/receiving unit configured to transmt
andfreeei vemalahd te and poemwbhe preecesshAg di@ice; and
apparatus; a first response processing unit configured

to perfargeachdr sorplace $$ doe sadear danee cwintfh ganfdd sto add

command received at the transmtting/receiving unit,

t hereebgcgedecatmmnagdatbi tee fesponsembasedtor diresulctommand

15 of the first process, and to transmt the first
r espsasessonghenpsr ttablte &lreosmoti ¢0 &hd aoséebie
response processing unit configured to performa
secBRECHrEEESs IPH1&€coP@8nce wWith a second comuand
added to the firs% command, tqQ generate a 20 second

r esponse HFoMHhEPHEs FHEGENRE SEVING (PBEEdS1NGd to

add the %e%%g%s%g Qg%%%r%%eEQ%n%y&%Etr%%%%Q%%red to

transmit and receive data to and from the processing
apparatus;

a first response processing unit configured to
perform a first process in accordance with a first
command received at the transmitting/receiving unit,
thereby generating a first response based on a result
of the first process, and to transmit the first
response to the portable electronic; and

a second response processing unit configured to
perform a second process in accordance with a second
command added to the first command, to generate a
second response from the result of the second process

and to add the second response to the first response.



