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DESCRIPTION

Information Providing System

Technical Field

This invention relates to an infonnatioﬁ providing system for provﬁc!ing
encrypted information, an information processing device and method, a management
device and method, an information utilization system, a program providing lnediuln,

an information storage medium, and an external storage medium.

Background Art

There exists an information providing system for encrypting information such
as music and transmitting the information to an information processing device of a
user who has made a contract so that the user decodes and reproduces the information
using the information processing device.

In such an information providing System, a key necessary for decoding
encrypted information is changed at predetermined timing in order to protect the
information from attacks such as tapping. Also, in the information providing system,
as a signature is provided on information to be transmitted, any tapping of the
mnformation during transmission can be detected. In addition, in the information
providing system, the user can receive and use information using a plurality of

information processing devices. An information provider can transmit information and
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thus provide services to a plurality of information processing devices. In the
information providing device, predetermined information including a key necessary
for decoding the information and accountin g information is stored in a storage section
that can exclude unauthorized access from outside.

However, in the system where a key is periodically distributed, since the timin g
for changing the key and the timing for distributing the key may not be matched, the
user may not be able to decode the data.

Even though a signature is provided on the information to be transmitted, an
unauthorized action by a person who has a valid key cannot be detected on the basis
of the signature.

Also, the user must take predetermined procedures for the contract, and the
information provider must investigaté whether the contact requested by the user is
possible or not. Therefore, the whole procedures are troublesome and it takes a long
time to complete the contract, Moreover, if the user who has made a contract took an
unauthorized action, it is difficult for the information provider to discover the
unauthorized action. |

In addition, a user who has a plurality of information processing devices must
make a contract and pay the fee for each information processing device. This is
tfoublesome.

Also, if information indicating the details of use are rewritten, the details ofuse

can be changed, for example, to cancel the lLimitation of the number of times of
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playback or to enable copy from playback alone, without paying the predetermined fee.

Moreover, the information provider must make a contract and clear accounts -
for each of the plural users, and must carry out settlement processing and profit
calculation processing. This is wasteful.

In addition, in the case where a new equipment is used, a contract must be
newly made with the information provider. If, for a certain reason, information stored
in the storage section that can exchide unauthorized access from outside is broken, the
user cannot use the information despite the contract which he/she made, and the
information provider cannot settle accounts as accounting information cannot be used
with respect to the information that is already used. Also, if the information stored in
the storage section that can exclude unauthorized access from outside is externally

stored as it is, the security against unauthorized access is lowered.

Disclosure of the Invention

Thus, in view of the foregoing status of the art, it is an object of the present
invention to enable a user to constantly and securely decode encrypted information
even in the case where a key is changed at arbitrary timing on the data provider side.

It is another object of the present invention to prevent reading of a key for
encrypting information when decoding the information.

It is still another object of the present invention to enable detection of an

unauthorized action by a person having a valid key.
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It is still another object of the present invention to enable a user to easily make
a contract for the offer of information, and to enable a provider to quickly determine
whether the contract of the user is possible or not and also to easily confirm an
unauthorized action by the contracting user and the validity of information to be
transmitted.

It is still another object of the present invention to enable detection of rewriting
of information indicating the details of use and enable measures to deal with the
rewriting,

It is still another object of the present invention to enable efficient settlement

processing and profit calculation processing.

It is a further object of the present invention to enable storage of necessary
information to outside while maintaining the security against unauthorized actions.

According to the present invention, in receiving encrypted information, an
encrypted first key for decoding the information and -a second key for decoding the
first key.so as to decode the information, the first key is decoded with the second key,
and when the first key cannot be decoded, transmission of the second key isrequested.

Specifically, according to the present invention, there is provided an information
processing device for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key so as to decode
the information, the device comprising; decoding means for decoding the first key with

the second key; and request means for requesting transmission of the second key when
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the decoding means cannot decode the first key.

According to the‘ present invention, there is al.so provided an mformation
processing method for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key so as to decode
the information, the method comprising: a decoding step of decoding the first key with
the second key; and a request step of requesting transmission of the second key when
the first key cannot be decoded at the decoding step.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
processing device for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key so.as to decode
the information, to execute processing comprising:-a decoding step of decoding the
first key with the second key; and a request step of requesting transmission of the

second key when the first key cannot be decoded at the decoding step.

Also, according to tiae present invention, in receiving encrypted information, an
encrypted first key for decoding the information and a second key for decoding the
first key so as to decode the information, whén an accounting value has reached a
predetermined value, transmission of the second key is requested.

Specifically, accordingto the present invention, there is provided an information
processing device for receiving encrypted information, an en'crypted first key for

decoding the information and a second key for decoding the first key so as to decode
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the information, the device comprising: accountingmeans for executing processing for
accounting; and request means for requesting transmission of the second key when an
accounting value obtained by the accounting means has reached a predetermined
value.

According to the present invention, there is also provided an information
processing method for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key so as to decode
the information, the method comprising: an accounting step of executing processing
for accounting; and a request step of requesting transmission of the second key when
an accounting value at the accounting step has reached a predetermined value.

According to the present invention, there is also provided an information
providing medium for providing a computer-readable program which causes an
information processing device for receiving e;ncrypted information, an encrypted first
key for decoding the information and a second key for decoding the first key so as to
decode the information, to execute processing comprising: an accounting step of
' executing processing for accounting; and a request step of requesting transmission of
the second key when an accounting value. at the accounting step has reached a
predetermined value. |

Also, according to the present invention, in receiving encrypted information, an
encrypted first key for decoding the information and a second key for decoding the

first key from a system managed by a predetermined management device so as to
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decode the information, data specifying an information processing device is stored,
and the data specifying the information processing device is transmitted to the
management device. When the data specifying the information processing device is
transmitted, transmission of the second key is requested.

Specifically, according to the present invention, there is provided an information
processing device for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key from a system
managed by a predetermined management device so as to decode fhe information, the
device comprising: storage means for storing data specifying the information
processing device; transmission means for transmitting the data specifying the
information processing dc.zvice to the management device; and request means for
requesting transmission of the second key when the data specifying the information
processing device is transmitted.

-According to the present invention, there is -also provided an informati"on
processing method for receiving encrypted information, an encrypted first key for
decoding the information and a second key for decoding the first key from a system
managed by épredetenm'ned management device so as to decode the information, the
method comprising: a storage step of storing data specifying an information processing
device; a transmission step of transmitt.ing the data specifying the information
processing device to the ﬂaanagement device; and a request step of requesting

transmission of the second key when the data specifying the information proceséing



device is transmitted.

According to the present invention, there is also pro;'ided a program providing
medium for providing a computer-readable program which causes an information
processing device for receiving encrypted infonnatioﬁ_, an encrypted first key for
decoding the information and a second key for decoding the first key from a system
managed by a predetermined management device so as to decode the information, to
execute processing comprising: a storage step of storing data specifying the
information prdcessing device; a transmission step of transmitting the data specifying
the information processing device to the management device; and a request step of
requesting transmission of the second key when the data specifying the information
processing device is transmitted.

| Also, according to the present invention, in an information processing device
having first storage means and first decodil-lg means for using encrypted information,
an encrypted first key for decoding the information and a s_econd key for decoding the
first key so as to decode the information, mutual authentication is carried out and a
tempor;ary key is generated. The second key is stored and the first key is decoded with
the second key. The first key is encrypted with the temporary key and the first key is

decoded with the temporary key. The information is decoded with the first key.
Specifically, according to the present invention, there is provided an information
processing device having first storage means and first decoding means for using

encrypted information, an encrypted first key for decoding the information and a
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second key for decoding the first key so as to decode the information, the first storage
means comprising first mutual authentication means for carrying out mutual .
authentication with the first decoding means and for generating a temporary key,
second storage means for storing the second key, secorid decoding means for decoding
the first key with the second key, and encryption means for encrypting the first key
with the temporary key, and ti]e first decoding means comprising second mutual
authentication means for carrying out mutual authentication with the first storage
means and for generating a‘ temporary key, third decoding means for decoding the first
key with the temporary key, and fourth decoding means for decoding the information
with the first key.

According to the present invention, there is also provided an information
processing method for an information processing device having storage meaﬁs and
deco_ding means for using encrypted information, an encrypted first key for decoding
the information and a second key for decoding the first key so as to decode the
information, the storage means including a first mutual authentication step of carrying
out mutual authentication with the decoding means and for generating a temporary
key, a storage step of storing the second key, a first decoding stei)' of decoding the first
key with the second key, and an encryption step of encrypting the first key with the
temporary key, and the decoding means including a second mutual authentication step
of carrying out mutual authentication with the first storage means and for generating

a temporary key, a second decoding step of decoding the first key with the temporary
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" key, and a third decoding step of decoding the information with the first key.

According to the present invention, there is also provided a program providing .
medium for providing a computer-readable program with respect to an information
processing device having storage means and decoding means for using encrypted
information, an encrypted first key for decoding the information and a second key for
decoding the first key so as to decode the information, the program causing'the storage
means to execute processing including a first mutual authentication step of carrying
out mutual authentication with the decoding means and for generating a temporary
key, a storage step of storing the second key, a first decoding step of decoding the ﬁrst
key with the second key, and an encryption step of encrypting the first key with the
temporary key, and the program causing the decoding means to execute processing
including a second mutual authentication step of carrying out mutual authentication
with the first storage means and for generating a temporary key, a second decoding
step of decoding the first key with the temporary key, and a third decoding step of
decoding the information with the first key.

Also, according to the present invention, in an information providing system
comprising an information providing device for providing encrypted information, an
information distribution device for distributing the provided information, an
information processing device for dec.oding and using the distributed information, and
a management device for managing the information providing device, the information

distribution device and the information processing device, information indicating the
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handling of information is appended to the encrypted information, which is then
transmitted. On the basis of the information indicating the handling of the transmitted
information, the use fee of the information is calculated and the use fee is appended
to the encrypted information, which is then transmitted. On the basis of the use fee,
accounting information corresponding to the use of information is prepared and the
accounting information is transmitted together with a part of or all of the information
indicating thg handling of information and the use fee. From a paﬁ of or all of the
accounting information, the information indicating the handling of information and the
use fee, an unauthorized action is detected.

Specifically, according to the present invention, there is provided an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and amanagement device for managing the infonnaﬁ on providing device,
the information distribution device and the information processing device. The
information providing device has first transmission means for appending information
indicating the handling of information to the encrypted information and for
transmitting the resultant inf'ormation to the information distribution device. - The
information distribution device has calculation means for calculating the use fee of the
information on the basis of the information indicating the handling of the information

transmitted from the information providing device, and second fransmission means for
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appending the use fee to the encrypted information and for transmitting the resultant
information to the information processing device. The information processing device
has accounting information preparation means for preparing accounting information
corresponding to the use of the information on the basis of the use fee, and third
transmission means for transmitting the accounting infonnatiop together with a part
of or all of the information indicating the handling of information and the use fee to
the management device. The ménagemént device has detection means for detecting
an unauthorized action from a part of or all of the accounting information, the
information indicating the handling of information and the use fee.

According to the present invention, there is also provided an information
providing method for an information providiné system comprising an information
providing device for providing encrypted information, an information distribution
device for distributing the provided information, an information processing device for
decoding and using the distributed information, énd a management device for
managing the information providing device, the information distribution device and
the information processing device. The information providing method for the
information providing device includes a first transmission step of appending
information indicating the handling of information to the encrypted information and
transmitting the resultant information to the information distribution device. The
information providing method for the information distribution device includes a

calculation step of calculating the use fee of the information on the basis of the
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information indicating the handling of the information transmitted from the
information providing device, and a second transmission stép of appending the use fee
to the encrypted information and transmitting the resultant information to the
information processing device. The information providing method for the information
processing device includés an accc;unting information preparation step of preparing
accounting information corresponding to the use of the information on the basis of tﬁe
use fee, and a third transmission step of transmitting the accounting information
together with a part of or all of the information indicating the handling of information
and the use fee to the management device. The information providing method for the
management device includes a detection step of detecting an unauthorized action from
a part of or all of the accounting information, the information indicating the handling
of information and the use fee.

According to thé present invention, there is also provided a program providing
medium for providing a computer-readable prdgram with respect to an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and a management device for managing the information providing device,
the information distribution device and the information processing device. The
program causes the information providing device to execute processing including a

first transmission step of appending information indicating the handling of information
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* to the encrypted information and transmitting the resultant information to the
information distribution device. The program causes the information distribution
device to execute processing incl;)ding a calculation step of calculating the use fee of
the information on the basis of the information indicating the handling of the
information transmitted from the information providing device, and a seco'nd
transmission step of appending the use fee to the encrypted information and
transmitting the resultant information to the information processing device. The
program causes the information processing device to execute processing including an
accounting information preparation step of preparing accounting information
corresponding to the use of the information on the basis of the use fee, and a third
transmission step of transmitting the accounting information together with a part of or
all of the information indicating the handling of information and the use fee to the
management device. The program causes the management device to execute
processing including a detection step of detecting an unauthorized action from a part
of or all of the accounting information, the information indicating the handling of
information and the use fee.

Also, according to the present invention, in an information providing system
comprising an information providing device for providing encrypted information, an
information distribution device for distributing the provided information, an
information processing device for decoding and using the distributed information, and

a management device for managing the information providing device, the information
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distribution device and the information processing device, information indicating the
handling of information is appended to the encrypted information, which is then
transmitted to the information distribution device. Thereceived encrypted information
and the information indicating the handling of information are transmitted. On the
basis of the information indicating the handling of information, use permission
information corresponding to the use of information is prepared and is transmitted
together with a part of or all of the information indicating the handling of information.
An unauthorized action ié detected from a part of or all of the use permission
information and the information indicating the handling of information.

Specifically, according to the present invention, there is provided an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and amanagement device for managing the information providing device,
the information distribution dévice and the information processing device. The
information providing device has first transmission means for appending information
indicating the handling of information to the encrypted information and then
transmitting the resultant information to the information distribution device. The
information distribution device has second transmission means for transmitting the
encrypted information received from the information providing device and the

information indicating the handling of information to the information processing
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device. The information processing device has use permission information preparation
means for preparing use permission information corresponding to the use of the
information on the basis of the information indicating the handling of information, and
third transmission means for transmitting the use permission information together with
a part of or all of the information indicating the handling of information to the
management device. The management device has detection means for detecting an
unauthorized action from a part of or all of the use permission information and the
information indicating the handling of information.

According to the present invenu:on, there is also provided an information
providing method for an information providing system comprising an information
providing device for providing encrypted information, an information distribution
device for distributing the provided information, an information processing device for
deéoding and using the distributed information, and a management device for
managing the information providing device, the information distribution device and
the information processing device. The information providing method for the
information provjding device includes a first transmission step of appending
information indicating the handling of information to the encrypted information and
then transmitting the resultant information to the information distribution device. The
information providing method for the information distribution device includes a
second transmission step of transmitting the encrypted information received from the

information providing device and the information indicating the handling of
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information to the information processing device. The information providing method
for the information processing device includes a use permission information
preparation step of preparing use permission information corresponding to the use of
the information on the basis of the information indicating the handling of information,
and a third transmission step of transmitting the use permission information together
with a part of or all of the information indicating the handling of information to the
management device. The information providing method for the management device -
includes a detection step of detecting an unauthorized action from a part of or all of
the use permission information and the information indicating the handling of
information.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program with respect to an information
providing system comprising an information providing device for providing encrypted
information, an information distribution device for distributing the provided
information, an information processing device for decoding and using the distributed
information, and a management device for managing the information providing device,
the information distribution device and the information processing device. The
. program causes the information providing device to execute processing including a
first transmission step of appending information indicating the handling of information
to the encrypted information and then transmitting the resultant information to the

information distribution device. The program causes the information distribution
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device to execute processing including a second transmission step of transmitting the
encrypted information received from the information providing device and the
information indicating the handling of information to the information processing
device. The program causes the information processing device to execute processing
including a use permission information preparation step of preparing use permission
information corresponding to the use of the information on the basis of the information
indicating the handling of information, and a third transmission step of transmitting the
use permission information together with a part of or all of the information indicating
the handling of information to the management device. The program causes the
management device to execute processing including a detection step of detecting an
unauthorized action from a part of or all of the use permission information and the
information indicating fhe handling of information.

Also, according to the present invention, in managing an information providing
device for providing encrypted information and an information processing device for
using the information, ID of the information processing device and data indicating the
availability of registration with respect to that ID are provided, and the information
processing device is registered on the basis of the ID of the information processing
device.

Specifically, according to the present invention, there is provided amanagement
device for managing an information providing device for providing encrypted

information and an information processing device for using the information, the
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management device comprising registration means having ID of the information
processing device and data indicating the availability of registration with respect to
that ID, for registering the information processing device on the basis of the ID of the
information processing device.

According to the present invention, there is also provided amanagement method
for managing an information providing device for providing encrypted information and
an information processing device for using the information, the management method
comprising a registration step of having ID of the information processing device and
data indicating the availability of registration with respect to that ID and registering
the information processing device on the basis of the ID of the information processing
device.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes a management
device for managing an information providing device for providing encrypted
information and an information processing device for using the information, to execute
processing including a registration step of having ID of the information processing
device and data indicating the availability of registration with respect to that ID and
registering the information processing device on the basis of the 1D of the information
processing device.

Also, according to the present iﬁvention, registration of another information

processing device subordinate to an information procesSin g device which is registered
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to a management device and which uses encrypted information provided from an
information providing device is requested.

Specifically, according to the present invention, there is provided an information
processing device which is registered to a management device and which uses
encrypted information provided from an information providing device, the information
processing device comprising registration request means for requesting registration of
another information processing device subordinate to the information processing
device.

According to the present invention, there is also provided an information
processing method for an information providing device which is registered to a
management device and whic}.1 uses encrypted i.nformation provided from an
information providing device, the method comprising a registration request step of
requesting registration of another information processing device subordinate to the
information processing device.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
providing device which is registered to amanagement device and whichuses encrypted
information provided from an information providing device to execute processing
including a registration request step of requesting registration of another information
processing device subordinate to the information processing device.

Also, according to the present invention, in an information utilization system
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comprising an information processing device for decoding information encrypted and
providéd thereto and a management device for managing the information processing
device, the management device has ID of the information processing device and data
indicating availability of registration with respect to that ID, and registers the
information processing device on the basis of the ID of the information processing
device. The information processing device requests registration of another
information processing device subordinate to the information processing device.

Specifically, according to the present invention, there is provided an information |
utilization system comprising an information processing device for decoding
information encrypted and prbvided thereto and a management device for managing
the information processing device, the management device having registration means
having ID of the information ﬁrocessin_g device and data indicating availability of
registration with respect to that ID for registering the information processing device
on the basis of the ID of the information processing device, the information processing
device having registration request means for requesting registrétion of another
information processing device subordinate to the information processing device.

Also, according to the present invention, there is provided an information
processing device which is managed by a management device and is connected to
another information processing device and which decodes and uses encrypted
information, the information processing device comprising: mutual authentication

means for carrying out mutual authentication with the management device and said
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another information processing device; decoding means for decoding predetermined
information; transmission/reception means for transmitting/receiving a registration
condition prepared by the management device; storage means for storing the
registration condition transmitted/received by the transmission/reception means; and
control means for controlling the operation on the basis of the registration condition
stored by the storage means.

According to the present invention, there is also provided an information
processing method for an information processing device which is managed by a
management device and is connected to another information processing device and
which decodes and uses encrypted information, the method comprising: a mutual
authentication step of carrying out mutual authentication with the management device
and said another information processing device; a decoding step of decoding
predetermined information; a transmission/reception step of transmitting/receiving a
registration condition prepared by tﬁg management device; a storage step of storing the
registration condition transmitted/received at the transmission/reception step; and a
control step of controlling the operation on the basis of the registration condition
stored at the storage step. |

According to the present invention, there is also provided a program providing
medium for pro&iding a computer-readable program which causes an information
processing device which is managed by a management device and is connected to

another information processing device and which decodes and uses encrypted
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information, to execute processing comprising: a mutual authenticatiqn step of
carrying out mutual authentication with the management device and said another
information processing device; a decoding step of decoding predetermined
information; a transmission/reception step of transmitting/receiving a registration
condition prepéred by the management device; a storage step of storing the registration
condition transmitted/received at the transmission/reception step; and a control step
of controlling the operation on the basis of the registration condition stored at the
storage step.

Also, accordingto the I;resent invention, in managing an infonnaﬁon processing
device which decodes and uses encrypted information, data to be supplied to the
information processing device is encrypted, and predetermined processing is executed
when a registration condition is transmitted from the information processing device.
The registration condition of the information processing device is prepared when
executing the predetermined processing, and the prepared registration condition is
transmitted to the information processing device.

Specifically, accordingto the present invention, there is provided a management
device for managing an information processing device which decodes and uses
encrypted information, the management device comprising: encryption means for
encrypting data to be supplied to the information processing device; execution means
for executing predetermined processing when a registration condition is transmitted

from the information processing device; preparation means for preparing the
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registration condition of the information processing device when executing the
predetermined processing by the execution means; and transmission means for ‘
transmitting the registration condition prepared by the preparation means to the
information processing device.

According to the present invention, there is also provided amanagement method
for a management device for managing an information processing device which
decodes and uses encrypted information, the method comprising: an encryption step
of encr_s;pting data td be supplied to the information processing device; an execution
step of executing predetermined processing when a registration condition is
transmitted from the information processing device; a preparation step of preparing
the registration condition of the information processing device when executing the
predetermined processing at the execution step; and a transmission step of transmitting
the registration condition prepared at the preparation step to the information
processing device.

‘According to the present invention, there is also provided a .program providing
medium for providing a computer-readable program which causes a management
device for managing an information processing device whicﬁ decodes and uses
encrypted information, to execute processing comprising: an encryption step of
encrypting data to be supplied to the information processing device; an execution step
of executing predetermined processing when a registration condition is transmitted

from the information processing device; a preparation step of preparin gtheregistration
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condition of the information processing device when executing the predetermined
processing at the execution step; and a transmission step of transmitting the
registration condition prepared at the preparation step to the information processing
device.

Also, according to the present invention, in decoding and using encrypted
information, information indicating a permission condition for the use of the
information is generated, and authentication information of the information indicating
the permission condition is generated and stored.

Specifically, according to the present invention, there is provided an information
processing device for decoding and using encx;ypted ixiformation, the device
comprising: permission information generation means for generating information
indicating a permission condition for the use of the information; authentication
information generation means for generating authentication.infonnation of the
information indicating the permission condition; and storage means for storing the
authentication information.

According to the present invention, there is also provided an information
processing method for decoding and using encrypted information, the method
comprising: a permission information generation step of generating information
indicating a penhission condition for the use of the information; an authentication
information generation step of generating authentication information of the

information indicating the permission condition; and a storage step of storing the
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authentication information.

According to thepresent invention, there is also provided a program providing
medium for -providing a computer-readable program which causes an information
processing device for decoding and using encrypted information to execute processing
comprising : a permission information generation step of generating information
indicating a permission condition for the use of the information; an authentication
information generation step of generating authentication iﬁformation of the
information indicaﬁng the permission condition; and a storage step of storing the
authentication information.

Also, according to the present invention, in storing information to a loaded
information storage medium and using the information, authentication information of
related information necessary for the use of the information is generated and stored.
Another authenti;:ation information is generated from the related information, and
coincidence with the stored authentication informatioﬁ is verified. Then, mutual
authentication with the information storage medium is carried out.

Specifically, according to the present invention, thereis provided an information
processing device for storing information to a loaded information storage medium and
using the information, the device comprising: authentication information generation
means for generating authentication information of related information necessary for

the use of the information; storage means for storing the authentication information;

verification means for generating another authentication information from the related
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information and verifying coincidence with the authentication information stored by
the storage means; and mutual authentication means for carrying out mutual
authentication with the information storage medium.

According to the present invention, there is also provided an information
processing method for an information processing device for storing information to a
loaded information storage medium and using the information, the method comprising;
an authentication information generation étep of generating authentication information
of related information necessary for the use of the information; a storage step of
storing the authentication information; a verification step of generating another
authentication information from the related information and verifying coincidence with
the authentication information stored at the storage step; and a mutual authentication
step of carrying out mutual authentication with the information storage medium.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
processing device for storing information to a loaded information storage medium and
using the information, to execute processing comprising;: an authentication information
generation step of generating authentication information of related information
. necessary for the use of the information; a storage step of storing the authentication
information; a verification step of generating another authentication information from
the related information an_d verifying coincidence with the authentication information

stored at the storage step; and a mutual authentication step of carrying out mutual
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authentication with the information storage medium.

According to the present invention, there is also provided an information
storage medium for storing encrypted information and being loaded on an information
processing device, the medium comprising: authentication information generation
means for generating authentication information of related information necessary for
the use of the information; storage means for storing the authentication information;
verification means for generating another authentication information from the related
information and verifying coincidence with the authentication information stored by
. the storage means; and mutual authentication means for carrying out mutual
authentication with the information processing device.

Also, according to the present invention, in collecting instead of an information
provider the use fee from a user of information provided by the information provider
and distributing the profit to the information provider, data specifying the information
and data indicating an amount to be paid to the information provider for the use of the
information are stored, and the total amount to be paid to each information provider
is calculated on the basis of the stored data. A settlement institution is instructed to
settle an account for each information provider on the basis of the profit of each
information provider.

Specifically, according to the present invention, there is provided an information
processing device for collecting instead of an information provider the use fee from

a user of information provided by the information provider and distributing the profit
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to the information provider, the device comprising: storage means for storing data
specifying the information and data indicating an amount to be paid to the information

provider for the use of the information; calculation means for calculating the total

amount to be paid to each information provider on the basis of the data stored by the

storage means; and settlement instruction means for instructing a settlement institution
to settle an account for each information provider on the basis of thé profit of each
information provider.

According to the present invention, there is also provided an information
processing method for collecting instead of an information provider the use fee from

a user of information provided by the information provider and distributing the profit

to the information provider, the method comprising: a storage step of storing data -

spec;,ifying the ipfofmation and data indicating an amount to be paid to the information
provider for the use of the information; a calculation step of calculating the total
amount to be paid to each information provider on the basis of the data stored at the
storage step; and a settlement instruction step of instructing a settlement institution to
settle an account for each information provider on the basis of the profit of each
information provider.

According to the present invention, there is also provided a program providing
medium for providing a computer-readable program which causes an information
processing device for collecting instead of an information provider the use fee from

a user of information provided by the information provider and distributing the profit
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to the information provider, to execute processing comprising; a storage step of storing
data specifying the information and data indicating an amount to be paid to the -
information provider for the use of the information; a calculation step of calculating
the total amount to be paid to each information provider on the basis of the data stored
at the storage step; and a seftlement instruction step of instructing a settlement
institution to settle an account for each information provider on the basis of the profit
of each information provider.

Also, according to the present invention, in decoding and using encrypted
information, mutual authentication is carried out with an external storage medium
loaded for managing an information processing device, andpredt;termined information
is encrypted with a predetermined key.

Specifically, according to the present invention, there is provided a management
device for managing an information processing device for decoding and using
encrypted information, the managemént'device comprising decoding' means for
decoding data stored in an external storage medium loaded on the information
processing device.

According to the present invention, there is also provided a management method
for managing an information processing device for decoding and using encrypted
information, the method comprising a decoding step of decoding data stored in an -
external storage medium loaded on the information processing device.

According to the present invention, there is also provided a program providing
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medium for providing a computer-readable program which causes a management
device for managing an information processing device for decoding and using
encrypted information to execute processing comprising a decoding step of decoding
data stored in an external storage medium loaded on the information processing
device.

Also, aécording to the present invention, in an information utilization system
comprising an information processing device for storing predetermined information
to an external storage medium loaded thereon and for decoding and using encrypted
information, and a maﬁagement device for managing the information processing
device, data stored in the external storage medium loaded on the information
processing device is decoded.

Specifically, according to the present invention, there is provided an information
utilization system comprising an information processing device for storing
predetermined information to an external storage medium loaded thereon and for
decoding and using encrypted information, anda 1ﬁénagement device formanaging the
information processing device. The information processing device has mutual
authentication means for carrying out mutual authentication with the external storage
medium loaded thereon, and encryption means for encrypting predetermined
information with a public key of the management device. The management device has
decoding means for decoding data stored in the external storage medium.

According to the present invention, there is also provided an external storage
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medium loaded on an information processing device for decoding and using encrypted
information, the external storage medium comprising mutual authentication means for

carrying out mutual authentication with the information processing device.

Brief Description of the Drawings
Fig.1 illustrates an EMD (electronic music distribution) system.
Fig.2 is a block diagram showing the functional stmcfure of an EMD service
center in the EMD system.
Fig.3 illustrates transmission of a distribution key of the EMD service center.
Fig 4 illustrates transmission of a distribution key of the EMD service center.
Fig.5 illustrates transmission of a distribution key of the EMD service center.
Fig.6 illustrates transmission of a distribution key of the EMD service center.
Fig.7 illustrates a user registration database.
Fig.8is ablock diagram showing the functional structure of a contents provider.
Fig.9 is a block diagralﬁ showing the ﬁ.lpctional structiire of a service provider.
Fig.10 is a block diagram showing the structure of a user home network.
Fig.11 is a block diagram showing the structure of a user home network.
Fig.12 illustrates contents and information accompanying the contents.
Fig.13 illustrates a contents provider secure container.
Fig.14 illustrates a certificate of the contents provider.

Fig.15 illustrates a service provider secure container.
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Fig.16 illustrates a ceﬁiﬁcate of the service provider.

Figs.17(A), 17(B) and 17(C) show handling policy, price information, and use
permission information.

Figs.18(A) and 18(B) illustrate single copy and multiple copy.

Figs.19(A), 19(B) and 19(C) illustrate handling policy and price information.

Figs.20(A), 20(B) and 20(C) illustrate handling policy, price information, and
use permission information.

Fig.21 shows an example of the operation of the EMD service center to collect
data necessary for settlement processing.

Fig.22 shows an example of a profit distribution database.

Fig.23 shows an example of a discount table.

Fig.24 shows an example of a user fee table.

Fig.25 illustrates the operation of the EMD service center to receive accounting
- information from the user home network.

‘Fig.26 illustrates the operation of the EMD service center for profit distribution
processing,.

Fig.27 illustrates the operation of the EMD service center to transmit
information on contents use results to the JASRAC.

Fig.28 shows the structure of still another embodiment of the user home

netwolrk 5.

Fig.29 illustrates a storage mode of an external storage section.
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Fig.30 illustrates a storage mode of a storage module.
Fig.31 illustrates another storage mode of the external storage section.
Fig.32 illustrates another storage mode of the storage module.
Fig.33 illustrates a-storage mode of key data.
- Fig.34 illustrates a storage mode of a storage section.
Fig.35 illustrates another storage mode of the key data.
Fig.36 illustrates another storage mode of the storage section.
Fig.37 is a flowchart illustrating the processing for distribution of contents.
Fig38isa ﬂowcharf illustrating the processing for distribution of contents.

Fig.39is a flowchart illustrating the processing for transmission ofa distribution

key from the EMD service center 1 to the contents provider 2.

Fig.40is a flowchart illustrating the operation of mutual authentication between

the contents provider and the EMD service center.

Fig4lisa ﬂowchart illustrating the operation of mutual authentication between

the contents provider 2 and the EMD servicé center 1.

Fig.42 is a flowchart illustrating the operation of mutual authentication between

the contents provider and the EMD service center.

Fig.43 is a flowchart illustrating the processing for registration of a receiver to

the EMD service center.
Fig.44 illustrates a certificate of a SAM.

Fig.45 illustrates a registration list.
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Fig.46 is a flowchart illustrating the processing for backup of data of the SAM
to an IC card.

Fig.47 is a flowchart illustrating the processing for backup of data of the SAM
to an IC card. -

Fig.48 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig.49 is a flowchart illustrating the processing for reading backuﬁ data of the
IC card to a new receiver.

Fig.50 is a flowchart illustrating the processing for reading backup data of the
IC card to a new receiver.

Fig.51 is a flowchart illustrating the processing in which the receiver registers
a subordinate recorder to the EMD service center.

Fig.52 is a flowchart illustrating the processing in which the receiver receives
a distribution key from the EMD service center.

Fig.53 is a flowchart illustrating the distribution key reception processing of the
recorder.

Fig.54 is a flowchart illustrating the processing in which the contents provider
transmits a contents provider secure container to the service provider.

Fig.55 is a flowchart illustrating the processing in which the service provider
transmits a service provider secure cdntainer to the receiver.

Fig.56 is a flowchart illustrating the accounting processing of the receiver.
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Fig.57 is a flowchart illustrating the details of the processing in which the
receiver receives an appropriate service provider secure container and carries out
accounting.

Fig.58 is a flowchart illustrating the details of the processing in which the
receiver receives an appropriate service provider secure container and carries out
accounting.

Fig.59is a flowchart illustrating the processing in which the receiver reproduces
contents.

Fig.60 is a flowchart illustrating the processing in which the receiver causes a
-decoder to reproduce contents.

Fig.61isaflowchart illustrating the processing for preparing a settlement object
of the EMD service center.

Figs.62(A), 62(B), 62(C) and 62(D) illustrate examples of credit settlement

objects.

Figs.63(A), 63(B), 63(C) and 63(D) illustrate examples of bank settlement

objects.

Figs.64(A), 64(B), 64(C) and 64(D) illustrate examples of credit settlement
objects and bank settlement objects.

Fig.65 is a flowchart illustrating the credit settlement processing.

Fig.66 is a flowchart illustrating the bank settlement processing.

Fig.67 illustrates another EMD system.
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Fig.68 is another view illustrating a registration list.

Fig.69 is another view illustrating a registration list.

Fig.70 is another view illustrating a registration list.

Fig.71 is a flowchart illustrating the processing for holding a registration list.

Fig.72 is a flowchart illustrating the registration processing of the receiver.

Fig.73 is another view illustrating a registration list.

Fig.74 is a flowchart illustrating the registration processing of the receiver.

Fig.75 is another view illustrating a registration list.

Fig.76 is a flowchart illustrating the distribution key reception processing.

Fig.77is aflowchart ,illustratiﬂg the details of the processing for encrypting non-
encrypted contents supplied from an MD driver and then recording the encrypted

contents,

Fig.78 is a flowchart illustrating the ﬁrocessin ginwhich the receiver reproduces
contents. |

Fig.79 is a flowchart illustrating the processing in which the receiver causes the
decoder to reproduce contents.

Fig.80 isa flowchart illustrating the processing for shifting contents from the
_ receiver to the memory stick.
Fig.81 is a flowchart illustrating the processing for shifting contents from the

receiver to the memory stick.

Fig.82 is a flowchart illustrating the processing for shifting contents from the



receiver to the memory stick.

Fig.83 is a flowchart illustrating the processing for shifting contents from the
receiver to the memory stick.

Fig.8l4 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig.85 is a flowchart illustrating the processing for shifting contents from the
memory stick to the receiver

Fig.86 is a flowchart illustrating thé processing for shifting contents from the
memory stick to the receiver

Fig.87 is a flowchart illustrating the processing for shifting contents from the

memory stick to the receiver

Fig.88 is a flowchart illustrating the processing in which the receiver reproduces

contents stored in the memory stick.

Fig.89 is a flowchart illustrating the processing in which the receiver 51

reproduces contents stored in the memory stick.

Best Mode for Carrying Out the Invention

Preferred embodiments of the present invention will now be described in detail
with reference to the drawings.

Fig.1 illustrates an EMD (electronic music distribution) system to which the

present invention is applied. The contents distributed to users in this system refer to
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digital data in which information itself has a certain value. Hereinafter, the contents
are explained with reference to music data as an example. An EMD service center 1
transmits a distribution key Kd to a contents provider 2, a user home network 5 and
the like. The EMD service center 1 receives accounting information corresponding to
the use of the contents from the user home network 5, settles accounts for the use fee,
and carries out processing for profit distribution to the contents provider 2 and a
service provider 3.

The contents provider 2 has digitized contents. The contents provider 2 inserts
a watermark into the contents so as to prove that the it owns the contents, then
compresses and encrypts the contents, then appends predetermined information
thereto, and transmits the resultant information to the service pfovider 3.

The service provider 3 sets a price to the contents supplied from the contents
provider 2 and transmits the contents to the user home network 5 through a network
4 made up of a dedicated cable network, the Internet or a satellite.

‘The user home network 5 obtains the contents which are priced and sent from
the service provider 3. The; user home network S decodes and reproduces the contents
so astouse the contents, and carries out accounting. Accounting information obtained
by the accounting is transmitted to the EMD ‘service center 1 when the user home
network 5 obtains the distribution key Kd from the EMD service center 1.

Fig.2 is a block diagram showing the functional structure of the EMD service

center 1. A service provider management section 11 supplies information on profit
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distribution to the service provider 3, and transmits the distribution key Kd to the
service provider 3 in the case where the information (handling policy) appended to the
contents supplied from the contents provider 2 is encrypted. A contents provider
management section 12 transmits the distribution key Kd to the contents provider 2
and supplies the informaﬁon on profit distribution. A copyright management section
13 transmits information on the result of use of the contents by the user home network
5 to an organization managing the copyright such as JASRAC (Japanese Society for
Rights of Authors, Composers and Publishers). A key server 14 stores the distribution
key Kd therein and supplies the distribution key Kd to the contents provider 2 or the
user home network 5 through the contents provider management section 12 or a user
management section 18. The user management section 18 inputs the accounting
information, which is the information indicating the result of use of the contents by the
user hpme network 5, the price information corresponding to the contents and the
handling policy corresponding to the contents, and causes a histo’ricgal data
management section 135 to store such information.

An example of periodical transmission of the distribution key Kd from the EMD
service center 1 to the contents provider 2 and areceiver 51 constituting the user home
- metwork 5 (later described in detail with reference to Fig.10) will be described with
reference Figs.3 to 6. Fig.3 shows the distribution key Kd held by the EMD service
center 1, the distribution key held by the contents provider 2 and the distribution ke}.f

Kd held by the receiver 5, of January 1998, for the contents provider 2 to start
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providing the contents and for the receiver 51 constituting the user home network 5 to
start using the contents.

In the example of Fig.3, the di.stribution key Kd is available from the first day
to the last day of the calendar month. For examplg a distribution key Kd of version
1 having a value of "aaaaaaaa", which is a random number consisting of a
predetermined number of bits, is available from J anuary 1, 1998 to January 31, 1998.
(That is, a contents key Kco for encrypting the contents distributed from the service
provider 3 to the user home network 5 during the period from January 1, 1998 to
January 31, 1998is encrypted with the distribution key Kd of version 1.) Also, a
distribution key Xd of version 2 having a value of "bbbbbbbb", which is a random
number consisting of a predeterm_ined number of bits, is available from February 1,
1998 to February 28, 1998. (That is, a contents key Kco for encrypting the contents
distributed from the service proﬁda 3 to the user- home hetwork 5 during that period

1is encrypted with the distribution key Kd of version 2.) Similarly, a distribution key

Kd of version 3 is available in March 1998. A distribution key Kd of version 4 is
évailable in April 1998. A distribution key Kd of version 5 is available in May 1998.
A distribution key Kd of _version 6 is available in June 1998.

Before the contents provider 2 starts providing the contents, the EMD service
center 1 transmits six distribution keys Kd of versions 1 to 6, which are available from
January 1998 to June 1998, to the contents provider 2. The contents provider 2

receives and stores the six distribution keys Kd. The reason for storing the distribution
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keys Kd for six months is that the contents provider 2 needs a predetermined period
in preparation for encryption of the contents and contents key before providing the .
contents.

Before the reéeiver 51 starts using the contents, the EMD service center 1
transmits three distribution keys Kd of versions 1 to 3; which are available from
January 1998 to March 1998, to the receiver 51. The receiver 51 receives and stores
the three distribution keys Kd.. The purpose of storing the distribution keys Kd for
three months is for the receiver 51 to avoid such a situation that the contents cannot
be used even during a contract period in which the contents are usable, because of a
trouble such as failure to connect to the EMD service center 1. Also, the purpose of
storing the distribution keys Kd for three months is to lower the frequency of
connection to the EMD service center 1 and to reduce the load on the user home
network 5.

During the period from January 1, 1998 to J anuary 31, 1998, the distribution
key Kd of version 1 is used by the EMD service center 1, the contents provider 2, and
the receiver 51 constituting the user home network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on February 1, 1998 will now be described
with reference to Fig.4. The EMD service center 1 transmits six distribution keys Kd
of versions 2 to 7, which are avai]lab]e from February 1998 to July 1998, to the

contents provider 2. The contents provider 2 receives the six distribution keys Kd,
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then overwrites the distribution keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center 1 transmits three distribution
keys Kd of versions 2 to 4, which are available from February 1998 to April 1998, to
the receiver 51. The receiver 51 receives the three distribution keys Kd, then .
overwrites the distribution keys Kd stored before this reception, and thus stores the
new distribution keys Kd. The EMD service center 1 stores the distribution key Kd
-of version 1 as if is. This is because the distribution key that was used in the past is
to be made available when ariy unexpected trouble occurs or when an unauthorized
action is g¢nerated or discovered.

During the period from February 1, 1998 to February 28, 1998, the distribution
key Kd of version 2 is used by the EMD service center 1, the cc;ntents provider 2,and
the receiver 51 constituting the user homc;, network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents provider 2 and the receiver 51 on March 1, 1998 will now be described with
reference to Fig.5. The EMD service center 1 transmits six distribution keys Kd of
versions 3 to 8, which are available from March 1998 to August 1998, to the contents
provider 2. The contents provider 2 receives the six distribution keys Kd, then
overwrites the distribution keys Kd stored before this reception, and thus stores the
new distribution keys Kd. The EMD service center 1 transmits three distribution keys
Kd of versions 3 to 5, which are availabl¢ from March 1998 to May 1998, to the

receiver S1. The receiver 51 receives the three distribution keys Kd, then overwrites
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the distribution keys Kd stored before this reception, and thus stores the new
distribution keys Kd: The EMD service center 1 directly stores the distribution key Kd

of version 1 and the distribution key Kd of version 2.

During the period from March 1, 1998 to March 31, 1998, the distribution key
Kd of version 3 is used by the EMD service center 1, the contents provider 2, and the
receiver 51 constituting the user home network 5.

Transmission of the distribution key Kd from the EMD service center 1 to the
contents pfovider 2 and the receiver 51 on April 1, 1998 will now be described with
reference to Fig.6. The EMD service center 1 transmits six distribution keys Kd of
versions 4 to 9, which are available from April 1998 to September 1998, to the
contents provider 2. The contents provider 2 receives the six distribution keys Kd,
then overwrites the di stribution. keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center 1 transmits three distribution
keys Kd of versions 4 to 6, which are available from April 1998 to June 1998, to the
receiver 51. The receiver S1receives the three distribution keys Kd, then overwrites
the distribution keys Kd. stored before this reception, and thus stores the new
distribution keys Kd. The EMD service center 1 directly stores the distribution key Kd
of version 1, the distribution key Kd of version 2 and the distribution key Kd of
version 3,

During the period from April 1, 1998 to April 30, 1998, the distribution key Kd

of version 4 is used by the EMD service center 1, the contents provider 2, and the
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receiver 51 constituting the user home network 5.

Thus, as the distribution keys Kd for the subsequent months are distributed in .
advance, the user can access the center to receive the key at user's convenience even
though the user has never accessed the center for the past one or two months.

A profit distribution section 16 calculates the profit of the EMD service center
1, the contents provider 2 and the service provider 3 on the basis of the accounting
information, price information and handling policy supplied from the historical data
management section 15. A mutual authentication section 17 carries out mutual
authentication with the contents provider 2, the service provider 3 and a predetermined
equipment of the user home network 5 as will be described later.

The user management section 18 has a user registration database. When
registration of the equipment of the user home network 5 is requested, the user
management section 18 retrieves the user registration database and carries out
processing to register that equipment in accordance with .the recorded contents or to
reject the registration. In the case where the user home network 5 is constituted by a
plurality of equipments having functions to enable connection with the EMD service
center 1, the user management section 18 desigﬁates an equipment for settlement in
accordanc.e with the result of processing to discriminate whether registration is
possible or not, and transmits a registration list prescribing the condition for the use
of the contents to the predetermined equipment of the user home network 5.

In an example of the user registration database shown in Fig.7, ID
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(identification data) consisting of 64 bits proper to the equipment of the user home
network 5 is recorded, and in accordance with the ID (that is, for each equipment
having that ID), information is recorded such as whether settlement processing is
possible or not, whether registration is possible or not, and whether connection with
the EMD service center 1 is possible or not. The information as to whether
registration is possible or not, Which is recorded on the user registration database, is
updated at a predetermined time interval on the basis of information on arrears and
unauthorized processing supplied from the settlement institution (e.g., bank) or the
service provider 3. With respect to the request for registration of an equipment having
the ID recorded as being rion-registrable, the user management section 18 rejects the

registration and the equipment of the rejected registration no longer can use the

contents of this system. -

The information as to whether settlement processing is possible or not, which
1s recorded on the user registration database, indicates whether the equipment can
carry out settlement. In the case where the user home network 5 is constituted by a
plurality of equipments that can reproduce or copy the contents, one of these
equipments which can carry out settlement processing outputs the accounting
information, price information and handling policy of all the equipments of the user
home network 5 that are registered to the EMD service center 1. The information as
to whether connection with the EMD service center 1 is possible or not, which is

recorded on the user registration database, indicates whether the equipment can be
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connected with the EMD service center 1 or not. An equipment recorded as being
non-connectable outputs the accounting information and the like to the EMD service
center 1 via another equipment of the user home network 5.

Also, the user management section 18 is supplied with the accounting
information, price information and handling policy from the equipment of the user
home network 5, and outputs the information to the historical data management
section 15. The user management section 18 further supplies the distribution key Kd
to the equipment of the user home network 5 through predetermined processin g (at
predetermined timing).

An accounting and charging section 19 calculates the charge to the user on the
basis of the accounting information, price information and handling policy supplied
from the historical data management section 15 » and supplies the result of calculation
to a receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank or the like, niot shown, and executes settlement
processing on the basis of the disbursement to the contents provider 2 and the service
provider 3 and the use fee to be collected from the user. An audit section 21 audits the
validity (that is, absence of unauthorized actions) of the accounting information, price
information and handling policy supplied from the equipment of the user home
network 5. |

Fig.8 is a block diagram showing thé functional structure of the contents

provider 2. A contents server 31 stores the contents to be supplied to the user and
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supplies the contents to a watermark appending secﬁon 32. The watermark appending
section 32 appends a watermark to the contents supplied from the contents server 31
and supplies the contents to a compression section 33. The compression section 33
compresses the contents supplied from the watermark appending section 32 in
accordance with a system such as ATRAC (Adaptive Transform Acoustic Coding 2:
trademark) and supplies the resultant contents to an eﬁcrypfion section 34. The
encryption section 34 encrypts the contents compressed by the compression section
33, using a random number generated by a random number generation section 35 as
a key (this random number is hereinafter referred to as a contents key Kco), and
outputs the result to a secure container preparation section 38,

Although in this embodiment, the contents are compressed in accordance with
the ATRAC system, the compression system is not limited to the ATRAC system. If
the contents are music or the like, a compression system such as ACC (Advanced
Audio Coding) or MP3 (MPEG-1 Audio Layer 3) i§ used. Ifthe contents are images
or the like, a compression system such as MPEG (Moving Picture Experts G'roup) or
JPEG (Joint Photographic Coding Experts Group) is used.

Thé random number generation section 35 supplies a random number consisting
_ of a predetermined number of bits as a contents key to the encryption section 34 and
an encryption section 36. The encryption section 36 encrypts the contents key Kco
with the distribution key Kd supplied from the EMD service center 1 in accordance

with a common key encryption system such as DES, and outputs the result to the
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secure container preparation section 38.

DES is an encryption system for processing 64 bits of a plaintext as one block
using a 56-bit common key. The DES processing includes a part (data stirring part)
for stirring a plaintext to transform it to a cryptogram, and a part (key processing part)
for generating a key (enlargement key) used by the data stirring part from the common
key. Since all the algorithms of DES are made public, the basic processfng ofthe data
stirring part is briefly described here. |

| First, 64 bits of a plaiﬁtext is split into HO of upper 32 bits and LO of lower 32
bits. A 48-bit enlargement key K1 supplied from the key processing part and LO of
lower 32 bits are used as inputs, and an output of an F-function obtained by stirring LO
of lower 32 bits is calculated. The F-function includes two types of basic transform,
that is, "substitution" for substituting the numeric value in accordance with
predetermined rules, and "transposition" for transposing the bit position in accordance
with predetermined rules. Subsequently, an exclusive OR of HO of upper 32 bits and
the output of the F-function is calculated, and the result thereof is set as L1. L0 is
changed to H1.

The foregoing processing is repeated 16 times on the basis of HO of upper 32
bits and LO of lower 32 bits, and the resultant H16 of upper 32 bits and L16 of lower
32 bits are outputted as a cryptogram.' Decoding is realized by inversely following the
foregoing procedure using the common key used for encryption.

A policy storage section 37 stores the handling policy for the contents and
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outputs the handling policy to the secure container preparation section 38 in
accordance with the contents to be encrypted. The secure container preparation
“section 38 prepares a contents provider secure container which includes the encrypted
contents, the encrypted contents key Kco, the handling policy, a signature prepared by
calculating a hash value of these data, and a certificate of a public key Kpcp of the
contents provider 2, and supplies the contents provider secure container to the service
provider 3. Amutual authentication section 39 carries out mutual authentication with
the EMD service center 1 before receiving the distribution key Kd supplied from the
EMD service center 1, and carries out mutual authentication with the service provider
3 before transmitting the contents provider secure container to the service provider 3.

The signature is appended to the data or a certificate, which will be described
later, and is intended to carry out check of any tampering and authentication of a
producer. The signature is prepared by calculating a hash value using a hash function
based on'the data to be transmitted and then encrypting the hash value with a secret
key for public key encryption.

The collation of the hash function and the signature will now be described. The
hash function is a function for using predetermined data to be transmitted as an input,
then compressing the data to data of a predetermined bit length, and outputting the
resultant data as a hash value. In the hash function, it is difficult to predict the input
from the hash value (output). When one bit of the data inputted to the hash function

is changed, a number of bits of the hash value change and it is difficult to find out
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input data having the same hash value.

A receiver who has received the signature and data decodes the signature with
the public key for public key encryption, and thus obtains the result (hash value).
Moreover, fhe hash value of the received data is calculated and it is determined
whether or not the calculated hash value is equal to thé hash value obtained by
decoding the signature. Ifit is determined that the hash value of the transmitted data
and the decoded hash value are equal to each other, it is understood that the received
data has not been tampered and is the data transmitted from a transmitter who holds
the s.ecret key corresponding to the public key. As the hash function of the signature,
MD4, MDS5, SHA-1 and the like are used.

Publickey encryption will now be described. The public key encryption system
uses different keys for encryption and for decoding, while the common key encryption
system uses the same key (common key) for encryption and décoding. In the case
where_ public key encryptién is employed, one of the keys can be kept secret though
the_othej one is made public. The key which may be made public is referred to as
public key, and the key which should be kept secret is referred to as secret key.

RSA (Rivest-Shamir-Adleman) encryption, ‘which is typical public key
encryption, will be briefly described. First, two sufficiently large prime nmr;ﬁers "p"
and "q" are found, and the product "n" of "p" and "q" is found. The least common
multiple L of (p-1) and (g-1) is calculated, and a number "e" which is not less than 3

and less than L and which is a primé with respect to L is found. (That is, the only
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number that can divide both "e" and "L" is 1.)

Next, a multiplication inverse element "d" of "e" related to multiplication using
" Lis found. Specifically, "ed = 1 mod L" holds with respect to "d", "e" and "L". "d"
can be calculated by the Euclidean algorithm. In this case, "n" and "e" are made public
keys, and "p", "q" and "d" are made secret keys.

A cryptogram Cis calculéted by processing an equation (1) from a plaintext M.

C=M"emodn Y]
The cryptogram C is decoded to the plaintext M by processing an equation (2).
M=C"dmodn . (2)

Although proof is not given, the transform of a plaintext toa cwptogén by
RSA encryption and decoding thereof are based on the Fermat's theor_eiﬁ, which leads
to the fol]owipg equa_tion (3).

M=C"d=M"e)y"d=M~Ned)modn ...(3)

If the secret keys "p" and "q" are known, the secret key "d" can be calculated
from the public key "e". However, if the number of digits of the public key "n" is
increased to such an extent that resolution into prime factors of the public key "n" is
difficult in terms of computational complexity, knowing the public key "n" alone is not
enough to calculate the secret key "d" from the public key "e" and therefore decoding
cannot be carried out. As described above, in RSA encryption, the key used for

encryption and the key for decoding can be made different.

Another example of public key encryption, that is, elliptic curve encryption, will
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be briefly described. A point on an elliptic curve "y"2 = x"3 + ax + b" is referred to
as B. Addition of the point on the elliptic curve is defined, and nB expresses the result
of addition of B for n times. Subtraction is similarly defined. It is proven to be
difficult to calculate "n" from B and nB. B and nB are made public keys and "n" is
made a secret key. Usiﬁg arandom number "r", cryptograms C1 and C2 are calculated
from the plaintext M by processing equations (4) and (5) with the public keys.

Cl=M+mB .. (4)

C2=1rB .. (5)

The cryptograms C1 and C2 are decoded to the plaintext M by processing an
equation (6). |

M=C1-nC2 ... (6)

Only the cryptogram having the secret key "ﬁ" can be decoded. As described
above, in elliptic curve encryption, similar to RSA encryption, the key used for
encryption and the key for decoding can be made different.

Fig.9is ablock diagram showing the functional structure of the service providér
3. A contents server 41 stores the encrypted contents supplied from the contents
provider 2, and supplies the contents to a secure container preparation section 44. A
~ pricing section 42 | prepares price information based on the handling policy
corresponding to the contents and supplies the price information to the secure
container preparation section 44. A policy storage section 43 stores the handling

policy for the contents supplied from the contents provider 2, and supplies the
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handling policy to the secure container preparation section 44. A mutual
authentication section 45 carries out mutual authentication with the contents provider .
2 before receiving the contents provider secure container supplied from the contents
provider 2, and carries out mutual authentication with the user home network 5 before
transmitting the service provider secure container to the user home network 5. In the
case where the contents provider 2 encrypts the handling policy with the distribution
key Kd and then supplies the handling policy, the mutual authentication section 45
carries out mutual authenticatioﬁ with the EMD service center 1 before receiving the
distribution key Kd supplied from the EMD service center 1.

Fig.10 is a block diagram showing the structure of the user home network 5.
The receiver 51 receives the service provider secure container including the contents
from the service provider 3 via the network 4, and decodes and expands the contents
so as to reproduce the contents.

A communication section 61 communicates with the service provider 3 or the
EMD ‘service center 1 via the network 4, and receives or transmits predetermined
information. A SAM (secure application module) 62 carries out mutual authentication
with the service provider 3 or the EMD service center 1, decodes encrypted contents
or encrypts contents, and stores the distribution key Kd and the like. An expansion
section 63 decodes encrypted contents, expands the contents in accordance with the
ATRAC system, and inserts a predetermined watefmark into the contents. An IC

(integrated circuit) card interface 64 changes a signal from the SAM 62 to a
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predetermined format and outputs the resultant signal to an IC card 55 loaded in the
receiver 51. The IC card interface 64 also changes a signal from the IC card 55toa
predetenniﬁed format and outputs the resultant signal to the SAM 62.
The SAM 62, which carries out mutual authentication with the service provider
3 or the EMD service center 1, which carries out accounting, which decodes and
encrypts the contents key Kco, and which stores predetermined data such as use
permission information, includes a mutual authentication module 71, an accounting
module 72, a storage module 73, and a decoding/encryption module 74. This SAM 62
is constituted by a single-chip dedicated IC for encryption processing, having a
multilayer structure in which an internal memory cell is held between dummy layers
such as aluminum layers. Also, the SAM 62 has a characteristic (tamper resistance)
such as a narrow width of operating _\;oltage or frequency, which prevents unauthorized
data reading from outside. |
- The mutual authentication module 71 carries out mutual authentication with the
servicé provider 3 or the EMD service center 1, and if necessary, supplies a temporary
key Ktemp (session key) to the decoding/encryption module 74. The accounting
module 72 generates the use permission information and accounting information from
the handling policy and price information included in the service provider secure
container received from the service provider 3, and outputs the use permission
information and accounting information to the storage module 73 or an HDD (hard

disk drive) 52. The storage module 73 stores the data such as the accounting
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mformation and the distribution key Kd supplied from the accounting module 72 or
the decoding/encryption module 74, and supplies the data such as the distribution key
Kd when another functional block executes predetermined processing.

The decoding/encryption module 74 includes a decoding unit 91, a random
number generation unit 92, and an encryption unit 93. The decoding unit 91 decodes
the encrypted contents key Kco with the distribution key Kd and outputs the decoded
contents key Kco to the encryption unit 93. The random number generation unit 92
generates a random number of a predetermined number of digits and outputsitasa
save key Ksave to the encryption unit 93 and the storage module 73. However, if the
random number is once generated and held, generation of the random number is no
longer necessary. 'i;he encryption unit 93 re-encrypts the decoded contents key Kco
with the save key Ksave and outputs the re-encrypted contents key Kco to the HDD
52. When transmitting the contents key Kco to the expansion section 63, the
encryption unit 93 encrypts the contents key Kco with the temporary key Ktemp.

The expansion section 63, which decodes and expands the contents and which
appends a predetermined watermark to the contents, includes a mutual authenticatic')n
module 75, a decoding module 76, an éxpansion module 78, and a watermark
appénding module 79. The mutual authentication module 75 carries out mutual
authentication with the SAM 62 and outputs the temporary key Ktemp to the decoding
module 76. The decoding module 76 decodes the contents key K co whic¢h is outputted

from the SAM 62 and encrypted with the temporary key Ktemp, with the temporary
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key Ktemp. Moreover, the decoding module 76 decodes the contents recorded on the
HDD 52 with the contents key Kco and outputs the decoded contents to the expansion
module 78. The expansion module 78 expands the decoded contents in accordance
with the ATRAC system or the like and outputs the expanded contents to the
watermark appending module 79. The watermark appending module 79 inserts into
the contents a predetermined watermark specifying the receiver 51, and outputs the
resultant contents to a recorder 53 or a speaker not shown, so as to reproduce music.

The HDD 52 records the contents supplied from the service provider 3.
Although the HDD 52 is described as being independent in Fig. 10, it may be integrally
formed as a matter of course. The recorder 53, which records and reproduces the
contents supplied from the service provider 3 to and from an optical disc (not shown)
loaded therein, includes a recording/reproducing section 65, a SAM 66, and an
expansion section 67. The recording/reproducing section 65 has an optical disc loaded
thereon, and records contents to and reprodﬁces contents from the optical disc. The
SAM 66 has the same function as the SAM 62 and therefore will not be described
further in detail. Tlie expansion section 67 has the same function as the expansion
section 63 and therefore will not be described further in detail. An MD (Mini Disk:
trademark) driver 54 records and reproduces the contents supplied from the service
provider 3 to and from an MD loaded thereon, not shown.

The IC card 55 is loaded on the receiver 51 and stores predetermined data such

as the distribution key Kd stored in the storage module 73 and the equipment ID. For
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example, in the case where the user wants to purlchase a new receiver 51 to substitute
for the receiver 51 that has been used, the user first stores onto the IC .card 55 the
predetermined data such as the distribution key Kd stored in the storage module 73 of
the receiver 51 that has b‘een used. Then, the user loads the IC card 55 onto the new
receiver 51 and operates the receiver 51 to register the new receiver 51 to the user
management section 18 of the EMD service center 1. The user management section
18 of the EMD service center 1 retrieves data such as the user's name and the credit
card number used for payment of the fee from the database held in the user
management section 18 on the basis of the data (such as ID of the receiver 51 that has
been used) stored on the IC card 55, and executes registration processing on the basis
of the retrieved data. Therefore, the user need not carry out troublesome input of data.
The IC card 55 includes a mutual authentication module 80 and a storage module 81.
The mutual authentication module 80 carries out mutual authentication with the SAM
62. The storage module 81 stores the data supplied from the SAM 62 via the IC card
interface 64 and outputs the stored dat# to the SAM 62.

- Fig.11is ablock diagram showing another exemplary structure of the user home
network 5. In areceiver 51 and a recorder 53 of this structure, the expansion section
63 of the receiver 51 and the expansion section 67 of the recorder 53 shown in Fig.10
are not provided. Instead, a decoder 56 connected to the recorder 53 has the same
function as the expansion section 63 or the expansion section 67. The other parts of

the structure are the same as those shown in Fig.10.
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The decoder 56, which decodes and expands the contents and which appends
a predetermined watermark to the contents, includes a mutual authentication module
101, a decoding module 102, a decoding module 103, an expansion module 104, and
a watermark appending module.105. The mutual authentication module 101 carries
out mutual authentication with the SAM 62 or the SAM 66 and outputs the temporary
key Ktemp to the decoding module 102. The decoding module 102 decodes the
contents key Kco which is outputted from the SAM 62 and encrypted with the
temporary key Ktemp, with the temporary key Ktemp, and outputs the decoded
contents key Kco to the decoding module 103. The decoding module 103 decodes the
contents recorded on the HDD 52 with the contents key Kco and outputs the decoded
contents to the expansion module 104. The expansion module 104 expands the
decoded contents in accordance with the ATRAC system or the like and outputs the
expanded contents to the watermark appending module 105. The watermark
appending module iOS inserts into the contents a predetermined watermark specifying
the decoder 56, and outputs the resultant contents to the recorder 53 or a speaker not
shown, so as to reproduce music.

Fig.12 illustrates information transmitted and received among the EMD service
center 1, the contents provider 2, the service provider 3 and the user home network 5.
The contents provider 2 stores the encrypted contents, encrypted contents key Kco,
handling policy and signature into the contents provider secure container (which will

be later described in defail with reference to Fig.13). Also, the contents provider 2
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appends a certificate of the contents provider 2 (which will be later described in detail
with reference. to Fig.14) to the contents provider secure container, and transmits the
resultant contents provider secure container to the service pfovider 3. The contents
provider 2 also appends a certificate of the contents provider 2 to the handling policy
and signature, if necessary, and transmits the resultant information to the EMD service
center 1.

The service provider 3 verifies the received certificate of the contents pravider
2, obtains the public key Kpcp of the contents provider 2, and verifies the signature of
the received contents provider secure container. After succeeding in verification of
the signature, the service provider 3 takes out the handling policy from the contents
provider secure container and generates price information based on the handling
policy. Further, the service provider 3 stores the encrypted contents, encrypted
contents key Kco, handling policy, price information and signature into the service
provider secure container (which will be later described in detail with reference to
Fig.15). Also, the service provider 3 appends a certificate of the service provider 3
(which will be later described in detail with reference to Fig.16) to the service provider
secure container, and transmits the resultant service provider secure container to the
~user home network 5. In addition, the service provider 3 appends a cgrtiﬁcate of the
service provider 3 to the price information and signature and transmits the resultant

information the EMD service center 1.

After verifying the received service provider secure container, the user home
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network 5 carries out purchase processing based on the handling policy and price
information included in the secure container. The user home network 5 selects a
purchase mode from the handling policy, then generates portable use permission
information, and generates and saves accounting information corresponding thereto
into the storage module in the SAM. The use permission information is saved into an
external memory of the receiver together with the encrypted contents and the contents
key which is decoded and re-encrypted with save key Ksave of the receiver. The
accounting information is encrypted and signed at predetermined timing, and is
transmitted to the EMD service center 1 together with the handling policy and price
information, if necessary.

The EMD service center 1 calculates the use fee based on the accounting
information and price information, and also calculates the profits of the EMD service
center 1, the contents provider 2 and the service provider 3. The EMD service center
1 compares the handling policy received ﬁ'om the contents provider 2, the price
information received from the service provider 3 and the accounting information and
handling policy received from the user home network 5, and audits whether there is
no unauthorized action in the service provider 3 or the user home network 5 such as
t_ampering of the handling policy and appendage of an unfair price. Although the non-
encrypted handling policy and price information are transmitted in Fig.12, such
information may be encrypted before transmission. If the information is encrypted,

the safety against attacks from outside of the system is improved.
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Fig. 13 illustrates the contents provider secure container. The contents provider
secure container contains the contents encrypted with the conténts key Kco, the .
contents key Kco encrypted with the distribution key Kd, and the handling policy and
signature. The signature is data obtained by encrypting, with the secret key Kscp of
the contents provider 2, a hash value generated by applying a hash function to the
contents encrypted with the contents key Kco, the contents key Kco encrypted with the |
distribution key Kd and the handling policy.

Fig.14 illustrates the ceﬁiﬁcate of the contents provider 2. The certificate ofthe
contents provider 2 contains the version number of the certificate, the serial number
of the certificate allocated to the contents provider 2 from an authentication station,
the algorithm and parameter used for the signature, the name of the authentication
station, the expiration date of the certificate, the name of the contents provider 2, the
public key Kpcp of the contents provider and the signature. The signature is data
obtained by encrypting, with the secret key Ksca of the authentication station, a hash
value generated by applying a hash function to the version number of the certificate,
the serial number of the certificate allocated to the contents provider 2 from the
authentication station, the algorithm and parameter used for the signature; the name
of the authentication station, the expiration date of the certificate, the name of the
contents provider 2, and the public key Kpcp of the contents provider.

Fig.15 illustrates the service provider secure container. The service provider

secure container contains the contents encrypted with the contents key Kco, contents
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key Kco encrypted with the distribution key Kd, handlin g policy, price information and
signature. The signature is data obtained by encrypting, with the secret key Kssp of -
the service provider 3, a hash value generated by applying a hash function to the
contents encrypted with the contents key Kco, contents key Kco encrypted with the
distribution key Kd, handling policy and price information. |

Fig.16 illustrates the certificate of the service provider 3. The certificate of the
service provider 3 contains the version number of the certiﬁca_]te, the serial number of
the certificate allocated to the service provider 3 from an authentication station, the
algorithm and parameter used for the signature, the name of'the authentication station,
the expiration date of the certificate, the name of the service provider 3, the public key
Kpsp of the service provider and the signature. The signature is data obtained by
encrypting, with the secret key Ksca of the authentication station, a hash value
generated by applyihg a hash function to the version number of the certificate, the -
serial number of the certificate allocated to the service provider 3 from- the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
service provider 3, and the public key Kpsp of the service provider.

Figs.17(A), 17(B) and 17(C) illustrate the handling policy, price information
and use permission information. The handling pol_icy (Fig.17(A)) held by the contents
provider 2 is prepared for each contents and indicates available use items to the user

home network 5. For example, the handling policy of Fig.17(A) permits the user home
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network 5 to carry out reproduction and multiple copy of the contents, but does not
permit single copy.

Figs.18(A) and 18(B) illustrate single copy and multiple copy. Multiple copy
is preparation of a plurality of copies from the contents in the case where the use
permission condition is purchased with respect to the contents for which copy
permission is provided in the use permission information. However, as shown in
Fig.18(A), further copying of the copy cannot be carried out (or is not permitted).
Single copy is preparation of one copy from the contents in the case where the use
permission condition is purchased with respect to the contents for which copy
permission is provided in the use permission information. In the case of the single
copy, too, further copying of the copy cannot be carried out (or is not permitted), as
shown in Fig.18(B).

The service provider 3 adds the price information to the handling policy
(F:g 17(A)) from the contents provider 2, as shown in Fig. 17(B). For example, the
price information of Fig.17(B) indicates that the fee for reproduction of the contents
is 150 yen and that the fee for multiple copy of the contents is 80 yen. Although not
shown in Figs.17(A) to 17(C), the price information of single copy represents the fee
for each copying. For example, for copying three times, the fee three times that for
single copy is to be paid. The contents for which multiple copy or single copy is
permitted are limited to the contents in the case where the use permission condition

is purchased with respect to the contents for which copy permission is provided in the
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use permission information.

The user home network 5 stores the use permission information (Fig.17(C)) -
indicating the use item selected by the user from the available use items (Fig.17(B))
of the contents indicated by the handling policy supplied from the service provider 3.
For example, the use permission information of Fig.17(C) indicates that the contents |
can be reproduced for use and that single copy and multiple copy cannot be carried
out.

Figs.19(A), 19(B) and 19(C) illustrate the handling policy and price information
in the case where the contents provider 2 adds the profit distribution information to the
handling policy and where the service provider 3 adds the profit distribution
information to the price information, compared with the examples of Figs.17(A), 17(B)
and 17(C). In the examples of Figs. 19(A), 19(B) and 19(C), in comparison with the
examples of Figs.17(A), 17{B) and 17(C), information is added which indicates that
the profit of the contents provider 2 is 70 yen for reproduction of the contents and 40
yen for mulﬁple copy of the contents (Fig.19(A)). Moreover, as the profit distribution
information, information is added which indicates that the profit of the service
provider 3 is 60 yen for .reproduction of the contents and 30 yen for multiple copy
(Fig.19(B)). The price is 50 yen for‘reproduction and 80 yen for multiple copy,
similarly to the case of Fig.17(A). The amount (for example, 20 yen) obtained by
subtracting the profit (for example, 70 yen) of the contents provider 2 and the profit

(for example, 60 yen) of the service provider 3 from the price (for example, 150 yen)



66

is the profit of the EMD service center 1. The EMD service center 1 can calculate the
profits of the contents prdvider 2, the service provider 3 and the EMD service center
1 by obtaining the handling policy, profit distribution rate and price information via
the user home network 5 as well as the accounting information (Fig. 19(C)) indicating

the result of use of the contents by the user home network 5.
Figs.20(A), 20(B) and 20(C) illustrate the handling policy, price information
and use permission information in the case where a plurality of 1ﬁodes are set for the
.use of contents reproduction. In the example of Fig.20(A), in the service provider 3,
unlimited reproduction, reproduction limited by the number of times (in this example,
5 times) and reproduction limited by date (in this example, until December 31, 1998)
are set for the use of contents reproduction, as the handling policy and price
information. In the case where the user selects the reproduction limited by the number
of times of 5 so as to uée the contents, when the user has received but has never
reproduced the contents, a value of "5" is recorded as the value corresponding to the
limitation by the number of times of the use permission information for the user home
network 3, as shown in Fig.20(B). The value corresponding to the limitation by the
number of times is decremented every time the contents are reproduced (used) in the
user home network 5. For example, after the contents are reproduced three times, the
value is decremented to "2" as shown in Fig.20(C). If the value corresponding to the
limitation by the number of times becomes "0", the user home network 5 no lon ger can

reproduce and use the contents.
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Fig.21 illustrates another operation of the EMD service center 1 to collect
necessary data for settlement processing from the contents provider 2, the service
provider 3 and the user home network 5. The contents provider 2 transmits contents
provider registration data made up of the name of the contents provider 2, the contents
ID, the profit of an entitled organization corresponding to the contents ID and the bank
account number of the contents provider 2 to the EMD service center 1. The contents
provider management section 12 of the EMD service center 1 receives the contents
provider registration data. Havingreceived the contents provider registration data, the
contents provider management section 12 of the EMD service center 1 generates
contents provider ID, then registers the contents provider registration data together
with the contents provider ID to a profit distribution database, and transmits the
contents provider ID to the contents provider 2. The contents provider 2 receives and
stores the contents provider ID.

The service provider 3 transmits service provider registration data made up of
the name of the service provider 3, the contents ID and the bank account number of
the service provider 3 to the EMD service center 1. The service provider management
section 11 of the EMD service center 1 receives the service provider registration data.
Having received the service provider registration data, the service provider
management section 11 of the EMD service center 1 generates service provider ID and
transmits the service provider ID to the service provider 3. The service provider 3

receives and stores the service provider ID.
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The user héme network 5 transmits user registration data made up of the name
of the user and the bank account number of the user to the EMD service center 1. The
user management section 18 of the EMD service center 1 receives the user registration
data. Having received the user registration data, the user management section 18 of
the EMD service center 1 generates user ID, then stores the user registration data
together with the user ID, and transmits the user ID to the user home network 5. The
user home network 5 receives and stores the user ID.

Fig.22 shows an example of the profit distribution database held by the profit
distribution section 16 of the EMD service center 1. In the profit distribution database,
data indicating the profit distribution to the entitled organization corresponding to the
contents ID are stored. The data indicating the profit distribution to the entitled
organization corresponding to the contents ID shows the rate of profit distribution to
the entitled organization which is generated when the contents corresponding-to the
contents ID are used by theuser.

In the example of the profit distribution database of Fig.22, if the contents
having the contents ID of 1 are provided to the user from the service provider 3, 10%
of the profit generated from the use of the contents by the user is distributed to the
entitled organization. Similarly, with respect to the contents having the contents ID
of 2, 20% of the profit generated by the use of the contents by the user is distljbuted

to the entitled organization.

Fig.23 shows an example of a contents use fee discount table stored in the profit
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distribution section 16 of the EMD service center 1. In the contents use fee discount
table, the contents ID and the discount rate of the use fee for the user corresponding
to the contents provider ID are stored. In the discount table, information on the period
during which the discount rate is applicable can also be stored.

The use fee of the contents which has the contents ID of 1 and which is supplied
from the contents provider 2 having the contents provider ID of 11is discounted by 2%
during the period from September 1998 .to December 1998. The use fee of the
contents which has the contents ID of 2 and which is supplied from the contents
provider 2 having the contents provider ID of 1 is disqountéd by 3%. The use fee of
the contents which has the contents ID other than 1 and. 2 and which is supplied from
the contents provider 2 having the contents provider ID of 1 is discounted by 1%. The
use fee of the contents ﬁvhich has the contents ID of 3 and which is supplied from the
contents provider 2 having the contents prdvider ID of 2 is discounted by 5%. The use
fee of the contents which has the contents ID of 1 and which is supplied from the
service provider 3 having the service provider ID of 1 is discounted by 3%. The use
fee of the contents which has the contents ID of 4 and which is supplied from the
service provider 3 having the service provider ID of 2 is discounted by 1%.

Fig.24 shows an example of a user's use fee table which is stored in the
accounting and charging section 19 of the EMD service center 1 and in which the use
fee of the EMD service center 1 with respect to the user is stored. The monthly fixed

rate in the user's use fee table represents the amount of fixed use fee which the user
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pays to the EMD service center 1 every month. The variable rate represents the
discount rate of the monthly fixed rate during a predetermined period which is
especially determined by the EMD service center 1 or the discount rate of the monthly
fixed rate in the case where the use fee including the contents use fee is not less than
a predétenm'ned amount.

In the example of the user's use fee table shown in Fig.24, the monthly fixed

“rate is 1,000 yen and the monthly fixed rate is discounted by 10% during the period

from August 1998 to September 1998. In the case where the use fee including the
contents use fee is not less than 3,000 yen, the monthly ﬁxed. rate 1s discounted by 5%.

The contents use fee is calculated from the profit distribution database or the
accounting information, and the discount amount baséd on the discount table is
subtracted from the contents use fee. The use fee of the EMD service center 1 stored
in the user's use fee table is added to the resultant amount, thus calculating the user's
use fee.

Fig.25 illustrates the operation of the EMD service center 1 to receive the
accounting information from the user home network 5. The mutual authentication
section 17 of the EMD service center 1 carries out mutual authentication with the user
home network 5 and then shares the temporary key Ktemp. The user home network
5 encrypts the accounting information and, if necessary, the handling policy with the
shared temporary key Ktemp, then appends the signature data there to and transmits

the resultant information to the EMD service center 1. The user management section
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18 of the EMD service center 1 verifies the received signature data. If there is no
tampering, the user management section 18 decodes the received accounting
.information with the shared temporary key Ktemp and transmits the decoded
accounting information to the historical data management section 15.

The user management section 18 receives the distribution key Kd from the key
server 14, encrypts the distribution key Kd with the shared temporary key Ktemp,
appenéis the signature data thereto, and prepares registration information from the user
registration database. The user management section 18 then transmits the distribution
key Kd 'encrypted with the temporary key Ktemp, the signature data and the
registration information to an equipment capable of settlement in the user home
network 5. The preparation of the registration information is as described with
reference to Fig.7 and therefore will not be described further in detail.

If it is determined that settlement is to be executed, the historical data
management section 15 transmits the received accounting information to the profit
distribution section 16 and further transmits the received accounting information and
handling policy to the accounting and charging section 19. The profit distribution
section 16 calculates the amount charged and the amount to be paid to the contents
- provider 2, the service provider 3 and the EMD service center 1 itself. The accounting
and charging section 19 calculates the amount to be paid by the user and transmits the
information to the recéipt and disbursement section 20. The receipt and disbursement

section 20 communicates with an external bank, not shown, and executes settlement
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processing. In this case, if information on unpaid fee of the user is provided, such
information is transmitted in the form of settlement report to the accounting and
: éharging section 19 and the user management section 18. The information on the
unpaid fee is reflected on the user registration database and will be referred to at the
time of subsequent user registration processing and settlement processing.

The eduipment capable of settlement in the user home network 5, which has
received the distribution key Kd encrypted with the temporary key Ktemp and having
the signature data appended thereto and the registration information, updates the
registration information which has been stored, and verifies the signature data. After
that, the equipment decodes the distribution key Kd with the temporary key Ktemp,
updates the distribution key Kd stored in the storage module inside the encryption
processing section, and deletes the accounting information in the storage module.

Fig.26 illustrates the operation of profit distribution processing of the EMD
service center 1. The historical data management section 15 transmits the accounting
information indicating the result of contents use by the user, the handling policy and
the price information to the profit distribution section 16. On the basis of this
information, the profit distribution section 16 calculates the proﬁts of the contents
provider 2, the service provider 3 and the EMD service provider 1, respectively, and
transmits the calculation results to the service provider management section 11, the
contents provider managc;,m'ent section 12, the receipt and disbursement section 20 and

the copyright management section 13. The receipt and disbursement section 20
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communicates with an extemal bank, not shown, and executes settlement processing.
The service provider management section 11 transmits the information on the profit
of the service provider 3 to the s.ervice provider 3. The contents provider management
section 12 transmits the information on the profit ‘of the contents provider 2 to the
contents provider 2. The audit section 21 audits the validity of the accounting
information, price information and handling policy supplied from the equipment of the
user home network 5. |

Fig.27 illustrates the operation of prdcessing in which the EMD service center
1 transmits the information on the result- of contents use to the JASRAC. The
historical data management section 15 transmits the accounting information indicating
the result of contents use by the user to the copyright management section 13 and the
profit distribution section 16. The profit distribution section 16 calculates the amount
charged and the amount to be paid to the ;TASRAC, and transmits the information to
the receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank, not shown, and executes settlement processing.
The cbpyright management section 13 transmits the result of contents use by the user
to the JASRAC.

Fig.28 shows the structure of an embodiment of the user home network 5 which
enables storage of supplied and encrypted contents to a memory stick, prevention of
an unauthorized actions, and use of the contents by another reproducing device.

Portions similar to those of Fig.10 are denoted by the same numerals and will not be
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described fuﬁher in detail. In Fig.28, the IC card interface 64 and the IC card 55 are
not shown.

A memory stick 111 loaded in the receiver 51 for storing the contents includes
a control block 121 for controlling storage of the contents or the like, and an
information storage block 122 for actually storing the contents. The control block 121
is constituted by a single-chip dedicated IC for encryption processing, having a
multilayer structure in which an internal memory cell is held between dummy layers
such as aluminum layers. The control block 121 also has tamper resistance such as a
narrow width of operating voltage or frequency, which prevents unauthorized data
reading from outside.

The control block 121 includes a communication section 131, a memory
controller 132, a mutual authentication section 133, an encryption section 134, a
storage' section 135,a décodiﬁg section 136, a random number generation section 137,
and a data check section 138. The communication section 131 receivers the encrypted
contents or encrypted contents key Kco from the receiver 51. The communication
section 131 also transmits the encrypted contents or encrypted contents key Kco to the
receiver 51. The memory controller 132 writes the encrypted contents or encryjated
contents key Kco received by the communication section 131 to the informatioﬁ
storage block 122. The memory controller 132 also reads out the contents written in
the information storage block 122 and supplies the contents to the communication

section 131 or the like. The mutual authentication section 133 carries out mutual
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authentication with the mutual authentication module 71 of the receiver 51 by mutual
authentication processing, and after mutual authentication, generates the temporary
key Ktemp to-be used for a predetermined period in the communication with the
receiver 51.
The encryption section 134 once encrypts the contents key Kco decoded by the
decoding section 136 with the save key Ksave, and supplies the encrypted contents key
Kco to the memory coﬁtroller 132. The decoding section 136 decodes the contents
key Kco encrypted with the temporary key Ktemp or the contents key Kco encrypted
. with the save key Ksave, and supplies the decoded contents key to the encryption
section 134 or the communication section 131. The storage section 135 stores the save
key Ksave and the check key Kch which have a value proper to the memory stick 111
(that is, a different value for each memory stick 111), and supplies the keys to the

| encryption section 134 or the decoding section 136. The storage mode of the storage
section 135 will be described in detail with reference to .Figs.34 and 36.

The random number generation section 137 generates a random number"
consisting of a predetermined number of digits, which is a necessary key for
encrypting inside the memory stick 111 the contents of a plaintext (not encryi:oted)
stored in the information storage biock 122 later described. The data check section 38
compares a predetermined check value (data for check) stored in the storage section
135 and a hash value of predetermined dafa stored as key data 143, thereby checking

whether the contents key Kco and use permission information stored in the
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information storage block 122 have been tampered or not. Also, when shifting the
contents stored in the information storage block 122 or when writing the contents into.
the information storage block 122, the data check s-ection 138 generates _a._
predetermined check value and stores it to the storage section 135.

The information storage block 122 is made up of a general-purpose non-volatile
memory which enables electric rewriting of storage contents such as an EEPROM
(electrically erasable progfammab]e read-only memory), a flash memory, or a
ferroelectric memory. In the information storage block 122, a data retrieval table 141,
identification information 142, key data 143, encrypted data 144 and non-encrypted
data 145 are stored. In the data retrieval table 141, data indicating the contents of
information stored as the key data 143, encrypted data 144 and non-encrypted data 145
and the recording positions ther.eof are stored. As the identification information 142,
-data indicating whethe_r the contents of stored information have been encrypted or not
is stored. As the key data 143, the contents key Kco, contents ID and use permission
information are stored for each contents stored as the encrypted data 144. The storage
mode of the key data 143 will be described in detail with reference to Figs.33 and 35.
As the encrypted data 144, the encrypted contents are stored. As the non-encrypted
data 145, the non-encrypted contents and the use permission information thereof are
stored. |

Thereceiver 51 of Fig.28 has such a structure that a memory stick interface 112

and an external storage section 113 are added to tﬁe receiver 51 of Fig.10. The
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memory stick interface 112 changes a signal from the SAM 62 to a predetermined
format and outputs the resultant signal to the memory stick 111 loaded in the receiver
51. Also, the memory stick interface 112 changes a signal from the memory stick 111

to a predet-ennined format and outputs the resultant signal to the SAM 62. The
external storage section 113 ismade up of a géneral-purpose non-volatile memory for
storing the contents key Kco supplied from the SAM 62 and for outputting the stored
contents key Kco to the SAM 62. The storage mode of the external storage section
113 will be described in detail with reference to Figs.29 and 31.

The SAM 62 of Fig.28 has such as structure that a data check module 114 is
provided in the SAM 62 of Fig.10. The data check module 114 compares
predetermined check data stored in the storage module 73 and a hash value of
predetermined data stored in the extémal storage section 113, thereby checking
whether the contents key Kco and use permission information stored in the external
storage section 113 have been tampered or not. When shifting the contents stored on
the HDD 52 or writing the contents to the HDD 52, the data check module 114
generates a predetermined check value and stores it to the storage module 73.

The storage mode of the external storage section 113 will now be described with
reference to Fig.29. The storage area of the external storage section 113 is divided
mto a predetermined number of key data blocks. (In Fig.29, it is divided into five key
data blocks.) In each key data block, for example, two sets of contents key Kco,

contents ID and use permission information can be stored. One set of contents key
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Kco, contents ID and use permission information stored in the key data block
correspond to the contents stored on the HDD 52 specified by the contents ID. When
the contents corresponding to the contents key Kco, contents ID and use permission
information which have been stored in the former half of the key data block 4 are
shifted to the memory stick 111 from the HDD 52, the contents key Kco, contents ID
and use permission infonﬁation which have been stored in the former half of the key
data block 4 are erased so that no contents key Kco and the like are stored in the
former half of the key data block 4, as shown in Fig.29. By similar operation, the
contents key Kco and the like are not stored in the latter half of the key data block 3
of Fig.29.

Fig.30 illustrates the-sforage mode of the storage module 73 in the case where
the user home network 5 has the structure shown in Fig.28. The storage module 73 of
Fig.30 stores cileck values corresponding to the key data blocks of the external storage
section 113, described with reference to Fig.29, in addition to the secret key Ksu of the
user, the accounting information, the save key Ksave and the distribution key Kd. For
example, the check value 1 of the storage module 73 is obtained as the data check
module 114 applied a hash function to the data of the key data block 1 of the external
. storage section 113 (that is, contents key Kcol, contents ID1, use permission
information 1, contents key Kco2, contents ID2, use permission information 2).
Similarly, the check value 2 is obtained as the data check module 114 applied a hash

function to the data of the key data block 2. Similarly, the check value 3, check value
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4 and check value 5 correspond to the key data block 3, key data block 4 and key data
block 5, respectively.

That is, if the hash value obtained by applying the hash function to the key data
block 3 is coincident with the check value 3, it can be seen that the contents key KcoS5,
contents ID5 and use permission information 5 stored in the key data block 3 have not
been tampered. bn the other hand, if the hash valﬁe obtained by applying the hash
function to the key data block 3 is not coincident with the check value 3, it can be
determined that any of the contents key Kco5, contents IDS and use permission
information 5 stored in the key data block 3 has been tampered.

Since the check values are stored in the tamper-resistant storage module 73 of
the SAM 62 and are difficult to read out by an unauthorized access from outside,
tampering is prevented. Therefore, the contents key Kco stored in the receiver 51 of
Fig.28 and the contents stored on the HDD 52 have extremely high resistance against |
unauthorized actions. |

F ig.31 illustrates another storage mode of the external storage section 113. In
- the case of Fig.31, the external storage section 113 stores check values corresponding
to the key data blocks in addition to the sets of contents key Kco, contents ID and use
permission information. For example, the check value 1 of the external storage section
113, shown in Fig.31, is a value which is obtained by encrypting a value obtained as
the data check module 114 applied a hash function to the data of the key data block 1

of the external storage section 113 (that is, contents key Kcol, contents ID1, use



80
permission information 1, contents key Kco2, contents ID2 and use permission
information 2) with the check key Kch stored in the storage module 73 and having the
value proper to the receiver 51. Similarly, the check value 2, check value 3, check
value 4, and check value 5 correspond to the key data block 2, key data block 3, key
data block 4, and key data block 5, respectively.

Fig.32 illustrates the storage mode of the storage module 73 in the case where
the user home network 5 has the structure of Fig.28 and where the external storage
section 113 has the storage mode of Fig.31. The storage module 73 of Fig.32 stores
the check key Kch in addition to the secret key Ksu of the receiver 51 (user), the
accounting information, the save key Ksave and the distribution key Kd.

That is, if the hash value obtained by applying the hash function to the key data
block 3 of the external storage section 113 is coincident with the value obtained by
decoding the check value 3 of the external storage section 113 with the check keyKch, -
it can be seen that the contents key Kco5, contents IDS5 and use permission information
5 stored.in the key data block 3 of the external storage secfion 113 have not been
tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data block 3 of the external storage section 113 is not coincident with the
value obtained by decoding the check value 3 of the external storage section 113 with
the check key Kch, it can be determined that any of the contents key KcoS5, contents
IDS5 and use permission information 5 stored in the key data block 3 of the external

storage section 113 has been tampered.
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In the external storage section 113 shown in Fig.31 and the storage module 73
shown in Fig.32, compared with the case shown in Figs.29 and 30, since the check
values are stored in the general-purpose memory which is less expensive than the
tamper-resistant memory, the receiver 51 capable of storing the check values
* corresponding to a large volume of contents can be realized inexpensively.

The storage mode of the key data 143 will now be described with reference to
Fig.33. The storage area of the key data 143 is divided into a predetermined number
of key data blocks. (In Fig.33, it is divided into four key data blocks.) Each key data
block is capable of storing, for example, two sets of contents key Kco, contents ID and
use permission information. One set of contents key Kco, contents ID and use
permission information stored in the key data block correqund to the contents stored
as the encrypted data speciﬁed by the contents ID. When the contents corresponding
to the contents kéy Kco, contents ID and use permission in_fonnation which have been
stored in the latter half of the key data block 3 are shifted from the memory stick 111
to the HDD 52, the contents key Kco, contents ID and use permission information
which have been stored in the latter half of the key data block 4 are deleted so that no
contents key Kco and the like are stored in the latter half of the key data block 4 as
shown in Fig.33. |

Fig.34 illustrates the storage mode of the storage section 135 in the case where
the user home network 5 has the structure shown in Fig.28. The storage section 135

stores the secret key Ksu of the user, the save key Ksave, the check value
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corresponding to the key data block of the key data 143 described with reference to
Fig.33, and if necessary, the accounting information. For example, the check value 1 .
of the storage section 135 is a value which is obtained as the data check section 138
applied a hash function to the data of the key data block 1 of the key data 143 (that is,
conténts key Kcol, contents ID1, use permission information 1, contents key Kco2,
contents ID2 and use permission information 2). Similarly, the check value 2 is a
value which is obtained as the data check section 138 applied a hash function to the
data of the key data block 2. Similarly, the check value 3 and check value 4
correspond to the key data block 3 and key data block 4, respectively.

That is, if the hash value obtained by applying the hash function to the key data
block 3 of the key data 143 is coincident with the check value 3 of the storage section
135, it can be seen that the contents key Kco5, contents ID5 and use permission
information 5 stored in the key data block 3 of the key data 143 have not been
tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data biock 3 1s not coincident with the check value 3, it can be determined
that any of the contents key Kco5, éontents ID5 and use permission information 5
stored in the key data biock 3 has been tampered.

Similar to the case of the receiver 51, since the check values of the memory
stick 111 are stored in the storage section 135 of the tamper-resistant control block 121
and are difficult to read out by an unauthorized access from outside, tampering is

prevented. Therefore, the contents key Kco and contents stored in the memory stick
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111 of Fig.28 have extremely high resistance against unauthorized actions.

Fig.35 illustrates another storage mode of the key data 143. In the case of .
Fig.35, the key data 143 stores check values corresponding to the key data blocks in
addition to the sets of contents key Kco, contents ID and use permission information.
For example, the check value 1 of the key data 143, shown in Fig.35, is a value which
is obtained by encrypting a value obtained as the data check section 138 applied a hash
function to the data of the key data block 1 of the key data 143 (that is, contents key
Kcol, contents ID1, use permission information 1, contents key Kco2, contents ID2
and use permission information 2) with the check key Kch stored in the storage section
135 and having the value proper to the memory stick 111. (Therefore, this check key
has a value different from that of the check key stored in the storage module 73 of the
receiver 51.) Similarly, the check value 2, check value 3, and check value 4
correspond to the key data. block 2, key data block 3, and. key data block 4,
respectively.

Fig.36 illustrates the storage mode of the storage section 135 in the case where
the user home network 5 has the structure of Fig.28 and where the key data 143 of the
memory stick 111 has the storage mode of Fig.35. The storage section 135 of Fig.36
stores the check key Kch in addition to the secret key Ksu2 of the memory stick 111
and the save key Ksave.

That is, if the hash value obtained by applying the hash function to the key data

block 3 of the key data 143 is coincident with the value obtained by decoding the
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_check value 3 of the key data 143 with the check'key Kch, it can be seen that the
contents key Kco5, contents IDS5 and use permission information 5 stored in the key
data block 3 of the key data 143 have not been tampered. On the other hand, if the
hash value obtained by applying the hash function to the key data block 3 of the key
data 143 is not coincident with the value obtained by decoding the check value 3 of the
key data 143 with the check key Kch, it can be determined that any of the contents key
Kco35, contents ID5 and use permission information 5 stored in the key data block 3
of the key data 143 has been farhpered.

In the key data 143 shown in Fig.35 and the storage section 135 shown in
Fig.36, since the check values are stored in the general-purpose memory which is less
expensive than the tamper-resistant memory, the memory stick 111 capable of storing
the check values corresponding to a iarge volume of contents can be realized

" inexpensively.

The processing in the EMD syétem will now be described. Fig.37isa flowchart
illustrating the processing for contents distribution and reproduction in this system.
Atstep S11, the contents provider management section 12 of the EMD service center
1 transmits the distribution key Kd to the contents provider 2, and the contents
provider 2 receives the distribution key Kd. The details of this processing will be
described later with referénce to the flowchart of Fig.39. At step S12, the user
operates the equipment (for example, the receiver 51 of Fig.10) of the user home

network 5 and registers the equipment of the user home network 5 to the user
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management section 18 of the EMD service center 1. The détai]s of the registration
processing will be described later with reference to the flowchart of Fig.43. At step
S13, the user management section 18 of the EMD service center 1 carries out mutual
authentication with the user home network 5 as shown in Figs.40 to 42, and then
transmits the distribution key Kd to the equipment of the user home network 5. The
user home network 5 receives this key. The details of this processing will be described
later with reference to the flowchart of Fig.52.

Atstep S14, the secure container preparation section 38 of the contents provider
2 transmits the contents provider secure container to the service provider 3. The
details of this processing will be described later with reference to the flowchart of
Fig.54. Atstep S15, the secure container preparation section 44 of the service provider
3 transmits the service provider secure container to the user home network 5 via the
network 4 in response to the request from the user home network 5. The details of this
transmission processing will be described later with reference to the flowchart of
Fig.55. Atstep S16, the accounting module 72 of the user home network 5 carries out
accounting. The details of the accounting will be described later with reference to the
flowchart of Fig.56. At step S17, the user reproduces the contents by the equipment_
of the user home network 5. The details of the reproduction processing will be
described later with reference to the ﬂo;vchart of Fig.78.

Meanwhile, the processing in which the contents provider 2 encrypts and then

transmits the handling policy will now be described with reference to the flowchart of
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Fig.38. Atstep S21, the contents provider management section 12 ofthe EMD service
center 1 transmits the distribution key Kd to the contents provider 2. At step S22, the
service provider management section 11 of the EMD service center 1 transmits the
distribution key Kd to the service provider 3. The processing of the subsequent steps
$23 to S28 is similar to the processing of steps S12 to S17 of Fig.37 and therefore will
not be described further in detail.

Fig.39 is a flowchart illustrating the details of the processing corresponding to
step S11 of Fig.37 and step S21 of Fig.38, in which ﬁae EMD service center 1 transmits
the distribution key Kd to the contents provider 2 and in which the contents provider
2 receives the distribution key Kd. At step S31, the mutual authentication section 17
of the EMD service center 1 carries out mutual authentication with the mutual
authentication section 39 of the contents provider 2. The details of this mutual
authenticatioﬂ processing will be described later with reference to Fig.40. When ;’t is
confirmed by the mutual authentication processing that the contents provider 2 is a
valid pfo{rider, the encryption section 34 and the encryption section 36 of the contents
provider 2, at step S32, receives the distribution key Kd transmitted from the contents
provider management section 12 of the EMD service center 1. At step S33, the
" encryption section 34 of the contents provider 2 stores the received distribution key
Kd.

The contents provider 2 thus receives the distribution key Kd from the EMD

service center 1. Similarly, in the case of the processing of the flowchart shown in
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Fig.38, the service provider 3 as well as the. contents provider 2 receives the
distribution key Kd from the EMD service center 1 through the processing similar to
that of Fig.39.

The mutual authentication processing at step S31 of Fig.39 for confirming the
absence of so-called disguise will now be described with reference to examples in
which one common key is used (Fig.40), two common keys are used (Fig.41), and
public key encryptioﬁ is used (Fig.42).

Fig.40is a flowchart illustrating the opefation of mutual authentication between
the mutual authentication section 39 of the contents provider 2 and the mutual
authentication section 17 of the EMD service center 1, using one common key and
DES as common key encryption. At step S41, the mutual authentication section 39 of
the contents provider 2 generates a 64-bit random number R1. (The random number
generation section 35 may be caused to generate the random number.) At step S42,
the mutual authentication section 39 of the contents provider 2 encrypts the random
number R1 with the pre-stored common key Kc using DES. (The encryption section
36 may be caused to carry out encryption.) At step S43, the mutual authentication
section 39 of the contents provider 2 &ansmits the encrypted random number R1 to the
mutual authentication section 17 of the EMD service center 1.

At step S44, the mutual authentication section 17 of the EMD service center 1
decodes the received random number R1 with the pre-stored commonkey Ke. At step

845, the mutual authentication section 17 of the EMD service center 1 generates a 32-
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bit random number. At step S46, the mutual authentication section 17 of the EMD
service center 1 replaces the lower 32 bits of the decoded 64-bit random number R1
by the random number R2, and thus generates concatenated R1H|[R2. It is to be noted
that RiH represents the. upper bits of Ri and that A||B represents concatenation of A
and B (i.e., m-bit B is connected to the lower side of n-bit A to generate (n+m) bits).
At step 847, the mutual authentication section 17 of the EMD service center 1 encrypts
R1H|R2 with the common key Kc using DES. At step S48, the mutual authentication
section 17 of the EMD service centér 1 transmits the encrypted RI1H|R2 to the
contents provider 2

At step 549, the mutual authentication section 39 of the contents provider 2
decodes the received R1HJ|[R2 with the common key Kc. At step S50, the mutual
authentication section 39 of the contents provider 2 checks the upper 32 bits, R1H, of
the decoded RIHJ||R2, and authenticates the EMD service center 1 as a valid center if
R1His c.oincident with the upper 32 bits, R1H, of the random number R1 generated
at step S41. Ifthe generated random number R1H is not coincident with the received
R1H, the pfocessing ends. If both R1Hs are coincident. with each other, the mutual
authentication section 39 of the contents provider 2 at step S51 generates a 32-bit
. random number R3. At step $52, the mutual authentication section 39 of the contents
provider 2 sets the received and decodes 32-bit random number R2 on the upper side
and sets the generated random number R3 on the lower side, thus generated

concatenated R2|[R3. Atstep S53, the mutual authentication section 39 of the contents .



89
provider 2 encrypts the concatenated R2||R3 with the common key Kc using DES. At
step S54, the mutual authentication section 39 of the contents provider 2 transmits the
encrypted concatenated R2|[R3 to the mutual authentication section 17 of the EMD
service center 1.

At step S55, the mutual authentication section 17 of the EMD service center 1
decodes the received concatenated R2|[R3 with the common key Kc. At step S56, the
mutual authentication section 17 of the EMD service center 1 checks the upper 32 bits
of the decoded concatenated R2|[R3, and authenticates the contents provider 2 as a
_valid provider if the upper 32 bits are coincident with the random number R2. Ifthe
upper 32 bits are not coincident with the random number R2, the contents provider 2
is regarded as an unauthorized provider and the processing ends.

Fig.41isa flowchart illustrating the operation of mutual authentication between
the mutual authentication section 39 of the contents provider 2 and the mutual
authentication section 17 of the EMD service center 1, using two common keys Kcl,
Kc2 and DES as common key encryption. At step S61, the mutual authentication
section 39 of the contents provider 2 generates a 64-bit random number R1. At step
862, the mutual authentication section 39 of the contents provider 2 encrypts the
rand(-)m number R1 with the pre-stored common key Kc1 using DES. At step S63, the
mutual authentication section 39 of the contents provider.2 transmits the encrypted

random number R1 to the EMD service center 1.

At step S64, the mutual authentication section 17 of the EMD service center 1
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decodes the received random number R1 with the pre-stored common key Kcl. At
step S65, the mutual authentication section 17 of the EMD service center 1 encrypts
the random number R1 with the pre-stored common key Kc2. Atstep S66, the mutual
authentication section 17 of the EMD service center 1 generates a 64-bit random
number R2. At s-tep 867, the mutual authentication section 17 of the EMD service
center 1 encrypts the random number R2 with the common key Kc2. At step S68, the
mutual authentication section 17 of the EMD service center 1 transmits the encrypted
random number R1 and raﬁdom number R2 to the mutual authentication section 39 of
the contents provider 2.

At step S69, the mutual authentication section 39 of the contents provider 2
decodes the received random number R1 and random number R2 with the pre-stored
common key Kc2. At step S70, the mutual authentication section 39 of the contents
provider 2 checks the decoded random number R1, and authenticates the EMD service
center 1 as a valid center if R1 is coincident with the randgm number R1 generated at
step S61.(i.e., random number R1 before encryption). If Rl is not coincident, the
EMD service center 1 is regarded as an unauthorized center and the processing ends.
At step S71, the mutual authentication section 39 of the coﬁtents provider 2 encrypts
- the decoded random number R2 with the common key Kcl. At step S72, the mutual
authentication section 39 of the contents provider 2 transmits the encrypted random

number R2 to the EMD service center 1.

At step S73, the mutual authentication section 17 of the EMD service center 1
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decodes the received random number R2 with the common key Kcl. Atstep S74, the
mutual authentication section 17 of the EMD service center 1 authenticates the
contents provider 2 as a valid provider if the decoded random number R2 is coincident
with the random number R2 generated at step S66 (i.e., random number R2 before
encryption). If the decoded random number R2 is not coincident with the random
number R2 genera’.ced at step S66, the contents provider 2 is regarded as an
unauthorized provider and the processing ends.

Fig.42 isa flowchart il]ustratiﬁ g the operation of mutual authentication between
the mutual authentication section 39 of the contents provider 2 and the mutual
authentication section 17 of the EMD service center 1, using elliptic curve encryption
of 160-bit length as public key encryption. lAt step S81, the mutual authentication
section 39 of the contents provider 2 generates a 64-bit random number R1. Atstep
582, the mutual authentication section 39 of the contents provider 2 transmits a
certificate (obtainea in advance from the authentication station) including its own
public key Kpcp, and the random number R1, to the mutual authentication section 17
of the EMD service center 1.

At step S83, the mutual authentication section 17 of the EMD service center 1
decodes the signature of the received certificate (encrypted with the secret key Ksca
of the authentication station) with fhe public key Kpca of the authentication station
that is obtained in advance. The mutual authentication section 17 of the EMD service

center 1 thus takes out the public key Kpcp of the contents provider 2 and the hash
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value of the name of the contents provider 2, and also takes out the public key Kpcp
of the contents provider 2 and the name of the contents provider 2 which are stored as
a plaintext in the certificate. If the certificate is the valid one that is issued by the
authentication station, the signature of the certificate can be decoded, and the public
key Kpcp and the hash value of the name of the contents provider 2 obtained by
decoding will be coincident with the public key Kpcp of the contents provider 2 stored
as a plaintext in the certificate and the hash value obtained by applying the hash
function to the name of the contents provider 2. Thus, the public key Kpcp is
authenticated as a valid key that has not been tampered. If the signature cannot be
decoded or if the signature can be decoded but the hash value is not coincident, .the
public key or the contents provider is not valid. In this case, the processing ends.

- Ifthe authentication result as being 'va]id is obtained, the mutual authentication
section 17 of the EMD service center 1 at step S84 generates a 64-bit random number
R2. At step S85, the mutual authentication section 17 of the EMD service center 1
generates concatenated R1 IR of the random number R1 and the random number R2.
At step S86, the mutual authentication section 17 of the EMD service center 1 encrypts
the concatenated R1J|R2 with its own secret key Ksesc. At step S87, the mutual
. authentication section 17 of the EMD service center 1 encrypts the concatenated
R1||R2 with the public key Kpcep of the contents provider 2 obtained at step S83. At
step S88, the mutual authentication section 17 of the EMD service center 1 transmits

the concatenated R1||R2 encrypted with the secret key Ksesc, the concatenated R1|[R2
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encrypted with the public key Kpep, and the certificate including its own public key
Kpesc (obtained in advance from the authentication station) t6 the mutual
authentication section 39 of the contents provider 2. -

.At step S89, the mutual authentication section 39 of the contents provider 2
de;codes the signature of the received certificate with the public key Kpca of the
authentication station that is obtained in advance, and takes out the public key Kpesc
from the certificate if the certificate is correct. The processing of this case is similar
to step S83 and therefore will not be described further in detail. At step S90, the
mutual authentication section 39 of the contents provider 2 decodes the concatenated
R1|[R2 encrypted with the secret key Ksesc of the EMD service center 1, with the
public key Kpsec obtained at step S89. At step S91, the mutual authentication section
39 of the contents provider 2 decodes the concatenated R1|[R2 encrypted with its own
pubiic key Kpcp, with its own secret key Kscp. At step S92, the mutual authentication
section 39 of the contents provider 2 compares the concatenated R1]|R2 decoded at
step S90.with the concatenated R1|[R2 decoded at step S91, and authenticates the
EMD service center 1 as a valid center if both are coincident with each other. Ifnot
coincident, the EMD service center 1 is regarded as an inappropriate center and the
. processing ends.

If the authentication result as being valid is obtained, the mutual authentication
section 39 of the contents provider 2 at step S93 generates a 64-bit random number

R3. At step S94, the mutual authentication section 39 of the contents provider 2
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generates concatenated R2||R3 of the random number R2 obtained at step S90 and the
generated random number R3. At step S95, the mutual authentication section 39 of
the contents provider 2 encrypts the concatenated R2||R3 with the public key Kpesc
- obtained at step S89. At step S96, the mutual authentication section 39 of the contents
provider 2 transmits the encrypte'd concatenated R2[|R3 to the mutual authentication
section 17 of the EMD service center 1.

At step S97, the mutual authentication section 17 of the EMD servic_e center 1
decodes the encrypted concatenated R2|[R3 with its own secret key Ksesc. .At step
598, the mutual authentication section 17 of the EMD service centef 1 authenticates
the contents provider 2 as an appropriate provider if the decoded random number R2
is coincident with the random number R2 generated at step S84 (i.e., random number
R2 before encryption). If not coincident, the contents provider 2 is regarded as an
inappropriate provider and the processing ends.

~ As described above, the mutual authentication section 17 of the EMD service
center 1 aﬁd the mutual authentication section 39 of the contents provider 2 carry out
mutual authentication. The random numbers used for mutual authentication are used

as the temporary key Ktemp which is effective only for the processing subsequent to

. the mutual authentication.

Fig.43 is a flowchart illustratipg the processing corresponding to step S12 of
| Fig.37 and step S23 of Fig.38, in which the receiver 51 makes registration to the user

management section 18 of the EMD service center 1. At step S101, the SAM 62 of the
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receiver 51 determines whether a backup IC card 55 is loaded in the receiver 51 or not.
If it is determined that the backup IC card 55 is loaded (e.g., if the receiver 51 is
changed to a new receiver 51, and the data of the original receiver 51 is stored for
backup on the backup IC card 55 so as to hand over the data of the original receiver
51 to the new receiver 51), the processing goes to step S102 and processing for reading
the backup data stored on the IC card 55 is executed. The details of this processing
will be described later with reference to the flowchart of Fig.48. Of course, to execute
the read processing, it is necessary to store the backup data onto the IC card 55 ih
advance. This processing will be described later with reference to Fig.46.

If it is determined at step S101 that the backup IC card 55 is not loaded, the
processing goes to step S103. At step S103, the mutual authentication module 71 of
the SAM 62 carries out mutual authentiqation with the mutual authentication section
17. of the EMD service center 1, and the SAM 62 transmits the certificate to the user
management section 18 of the EMD service center 1. This authentication processing
is similar to the processing described with reference to Figs.40 to 42 and therefore will
not be described further in detail. The certificate transmitted from the SAM 62 to the
user management section 18 of the EMD service center 1 at step S103 includes the
data shown in Fig.44. The certificate transmitted from the SAM 62 has a structure
similar that of the certificate of the contents provider 2 shown in Fig.14, but further
includes data indicating whether it is dependent upon another SAM or not. At step

S104, the SAM 62 transmits the information of the settlement institution such as the



96
user's bank, encrypted with the temporary key Ktemp, to the user management section
18 of the EMD service center 1 through the communication section 61.

At step S105, the user management section 18 of the EMD service center 1
retrieves the 'user registration database shown in Fi 8.7 on the basis of the received ID
of the SAM 62. At step S106, the user management section 18 of the EMD service
center 1 determines whether the SAM 62 having the received ID is registrable or not.
If it is determined that the SAM 62 having the received ID is registrable, the
processing goes to step S107 to determine whether the registration of the SAM 62
having the received ID is new registration or not. _If it is determined at step S107 that
the registration of the SAM 62 having the received ID is not new registration, the
processing goes to step S108.

At step S108, the user management section 18 of the EMD service cent'er 1
. carries out renewal registration, retrieves the user registration database on the basis of
the received ID, and prepares a registration list. This registration list has a structure,
for exai_nple, as shown in Fig 45, including a registration rejection flag indicating
whether the user management section 18 of the EMD service center 1 has rejected the
registration or not, a status flag indicating the use condition for the contents key Kco
_in the case of a subordinate equipment, a condition flag indicating whether the
equipment is a subordinate equipment or not, and signature obtained by encrypting a
hash value generated by applying a hash function to the registration rejection flag,

status flag and condition flag, with the secret key Ksesc of the EMD service center 1,
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n accordance with the ID of the SAM of the equipment.

The 1D of the SAM of the equipment indicates ID consisting of 64 bits proper
to the equipment. (In Fig.45, the ID is expressed by hexadecimal.) The registration
rejection flag "1" indicates that the user management section 18 of the EMD service
center 1 has registered the equipment having the corresponding ID. The registration
rejection flag "0" indicates that the user management section 18 of the EMD service
center 1 has rejected the registration of the equipment having the corresponding ID.

The MSB (most significant bit) "1" of the status flag indicates that the contents
key Kco can be provided from the primary equipment (e.g., receiver 51) to which the
secondary equipment (e.g., recorder 53) of the corresponding ID is subordinate. The
MSB "0" of the status flag indicates that the contents key Kco cannot be provided
from the primary equipment to which the secondary equipment of the corresponding
ID is subordinate. The second most significant bit "1" of the status flag indicates that
the contents key Kco encrypted with the save key Ksave of the primary equipment can
be provided from the primary equipment to which the secondary equipment of the
corresponding ID is subordinate. 'fhe third most significant bit "1" indicates that the
contents key Kco encrypted with the distribution key Kd can be provided from the
. primary equipment to which the secondary equipment of the corresponding ID is
subordinate. The LSB (least significant bit) "1" of the status flag indicates that the
primary equipment to which the secondary equipment is subordinate purchases thé

contents key Kco encrypted with the distribution key Kd, then encrypts the contents
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key Kco with the temporary key Ktemp, and provides the resultant contents key Kco
to the secondary equipment of the corresponding ID.

The condition flag "0" indicates that the equipment having the corresponding
ID can directly communicate with the user management section 18 of the EMD service
center 1 (i.e., the equipment is the primary equipment such as the receiver 51). The
condition flag "1" indicates that the equipment having the corresponding ID cannot
directly communicate with the user management section 18 of the EMD service center
1(.e,the equiplngﬁt is the secondary equipment such as the recorder 53). Whenever
the condition flag is "0", the status flag is set to "0000".

At step S109, the user management section 18 of the EMD service center 1
transmits the distribution key Kd which is encrypted with the temporary key Ktemp
supplied froﬁn the mutual authentication section 17 and which is supplied from the key
server 14, to the SAM 62 of the receiver 51. At step S110, the SAM 62 of the receiver
51 decodes the received distribution key Kd with the temporary key Ktemp and causes
the storage module 73 store the decoded distribution key Kd.

At step S111, the user management section 18 of the EMD service center 1
transmits the registration list encrypted with the temporary key Ktemp to the SAM 62
~ of thereceiver 51. At step S112, the SAM 62 of the receiver 51 decodes the received
registration list with the temporary key Ktemp and causes the storage module 73 to

store the decoded registration list. The processing then ends.

If it is determined at step S107 that the registration of the SAM 62 having the
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received ID is new registration, the processing goes to step S114. The user
management section 118 of the EMD service center 1 executes new registration, then
prepares a registration list, and proceeds to step S109. |

If it is determined at step S106 that the SAM 62 having the received ID is not
registrable, the processing goés to step S113. The user management section 18 of the
EMD service center 1 prepares a registration list of registration rejection and proceeds
to step S111.

The receiver 51 is thus registered to the EMD service center 1.

The details of the processing for storing, onto the IC card 55, predetermined
data such as the distribution key Kd stored in the storage module 73 of the receiver 51
that has been used, will now be described with reference to the flowchart of Fig.46.
At step S121, the mutual authentication module 71 of the SAM 62 carries out mutual
authentication with the mutual authentication module 80 of the IC card 55. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 apd therefore will not be described further in detail. At step S122, the
random number generation unit 92 of the SAM 62 generates a random number used

as a backup key Kic. At step S123, the encryption unit 93 of the SAM 62 encrypts the
ID number of the SAM, save key Ksave and ID of the HDD 52 stored in the storage

module 73, with the backup key Kic. At step S124, the encryption unit 93 of the SAM
62 encrypts the backup key Kic with the public key Kpesc of the EMD service center

1. (The SAM 62 obtained the public key Kpesc of the EMD service center 1 in the
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authentication processing (step S89 of Fig.42) with the EMD service center 1.) At step
S125, the SAM 62 of the receiver 51 transmits the encrypted ID number of the SAM,
save key Ksave and ID of the HDD 52, and the encrypted backup key Kic, to the IC
- card 55 via the IC card interface 64, and causes the storage module 81 to store these
data.
As described abqve, the ID number of the SAM, save key Ksave and ID of the
HDD 52 stored in the storage module 73 of the SAM 62 are encrypted with the backup
key Kic,-and stored into the storage module 81 of the IC card 55 together with the
backup key Kic encrypted with the public key Kpesc of the EMD service center 1.
The.details of another processing example for storing, onto the IC card 55,
predetermined data such as the distribution key Kd stored in the storage module 73 of
the receiver.51 that has been used, will now be described with reference to the
flowchart of Fig.47. At step S131, the mutual authentication module 71 of the SAM
62 carries out mutual authentication with the mutual authentication module 80 of the
IC card 55. At step S132, the encryption unit 93 of the SAM 62 encrypts the ID
number of the SAM, save key Ksave and ID of the HDD 52 stored in the storage
module 73, with the public key Kpesc of the EMD service center 1. At step S133, the
-SAM 62 of the receiver 51 transmits the encrypted ID number of the SAM, save key
Ksave and ID of the HDD 52 to the IC card 55 via the IC card interface 64, and causes
the storage module 81 to store these data.

In accordance with the processing shown in Fig.47, the ID number of the SAM,
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save key Ksave and ID of the HDD 52 encrypted with the public key Kpesc of the
- EMD service center 1 are stored into the storage module 81 of the IC card 55 by more
simple processing than that of Fig.46.

The backup data thus stored on the IC card 55 are read into the new receiver 51
in the. processing of step S102 of Fig.43. Fig.48 is a flowchart illustrating the
processing for reading out the backup data stored in the processing of Fig.46. At step
S141, the mutual authentication module 71 of the SAM 62 of the new receiver 51
carries out mutual authentication with the mutual authentication module 80 of the IC
card 55. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail.

At step S142, the SAM 62 reads out, via the IC card interface 64, the data of the
storage module 73 of the old receiver 51 (i.e., backup data indicating the ID number
of the SAM, save key Ksave and ID of the HDD 52) encrypted with the backup key
Kic and the backup key Kic encrypted with the public key Kpesc of the EMD service
center 1, which are stored in. the storage module 81. At step S143, the mutual
authentication module 71 of the SAM 62 carries out mutual authentication with the
mutual authentication section 17 of the EMD service center 1 via the communication
section 61. This authentication processing is similar to the prdcessing described with
reference to Figs.40 to 42 and therefore will not be described further in detail. At step
S144, the SAM 62 transmits the data of the storage module 73 encrypted with the

backup key Kic and the backup key Kic encrypted with the public key Kpesc of the
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EMD service center 1 to the user management section 18 of the EMD service center
"1 via the communication section 61.

At step S145, the user management section 18 of the EMD service center 1
decodes the received backup key Kic with its own secret kgy Ksesc. Atstep S146, the
user management section 18 of the EMD service center 1 decodes the received backup
data with the backup key Kic. At step S147, the user management section 18 of the
EMD service center 1 re-encrypts the decoded backup data with the temporary key
Ktemp supplied from the mutual authentication section 17. At step S148, the user
management section 18 of the EMD service center 1 transmits the backup data
encrypted with the temporary key Kten.lp to the communication section 61 of the
receiver 51.

At step S149, the communication section 61 of the receiver 51 transmits to the
SAM 62 the data received from the user management section 18 of the EMD service
center 1, and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S150, the user management section 18 of the EMD service center
1 sets the data of the user registration database (Fig.7) corresponding to the ID of the
SAM 62 of the old equipment the data of which is stored on the IC card 55, as being
non-registrable, and the processing ends. |

The new receiver 51 thus reads the backup data of the IC card 55.

The processing of step S102 of Fig.43 may also be the processing as described

with reference to the flowchart of Fig.49. Steps S151 to S153 are similarto steps S141
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to S143 of Fig.48 and therefore will not be described further in detail. At step S154,
the SAM 62 transmits the backup key Kic encrypted with the public key Kpesc of the
EMD service center 1 to the user management section 18 of the EMD service center
1 via the communication section 61.

At step S155, the user management section 18 of the EMD service center 1
decodes the received backup key Kic with its own secret key Ksesc. Atstep S156, the
user management section 18 of the EMD service center 1 re-encrypts the decoded
.backup key Kic with the temporary key Ktemp supplied from .the mutual
authentication section 17. At step S157, the user management section 18 of the EMD
service center 1 transmits the backup key Kic encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 51, and carries out processing for
accounting with respect to the service of decoding the backup key Kic to the user.

At step S158, the coﬁunur_u'cation section 61 of the receiver 51 transmits to the
SAM 62 the backup key Kic encrypted with the temporary key Ktemp received from
the user. management section 18 of the EMD service center 1, and the SAM 62
decodes the encrypted backﬁp key Kic with the temporary key Ktemp. At step S159,
the SAM 62 decodes the data of the storage module 73 of the old receiver 51 (i.e.,
baékup data indicating the ID number of the SAM, save key Ksave and ID of the HDD
52) read out from the IC card 55 at stex; S152, with the decoded backup key Kic, and
stores the resultant data to the storage module 73. At step S160, the user management

section 18 of the EMD service center 1 sets the user registration database (Fig.7)
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corresponding to the ID of the SAM 62 of the old equipment the data of which is
stored on the IC card 55, as being non-registrable, and the procéssing ends.

The read processing shown in Fig.49 enables reduction in the quantity of data
transmitted between the receiver 51 and the EMD service center 1 and thus enables
reduction in the communication time, compared with the processing of Fig.43. Atstep
S148 of Fig.48, similar to step S157 of Fig.49, the EMD service center 1 may carry out
the processing for accounting. |

The processing for reading out the backup data stored in the processing of
Fig.47 will now be described with reference to the flowchart of Fig.50. At step S161,
the mutual authentication module 71 of the SAM 62 of the new receiver 51 carries out
mutual authentication with the mutual authentication module 80 of the IC card 55.
This authentication processing is similar to the processing described with refel;ence to
Figs.40 to 42 and therefore will not be described further in detail. At step S162, the
SAM 62 reads out the data of the storage module 73 of the old receiver 51 (i.e., backup
daté indicating the ID number of the SAM, save key Ksave and ID of the HDD 52)
encrypted with the public key Kpesc of the EMD service center 1, via the IC card
interface 64.

At step S163, the mutual authentication module 71 of the SAM 62 carries out
mutual authentication with the mutual authentication section 17 of the EMD service
center 1 via the communication section 61. This authentication processing is similar

to the processing described with reference to Figs.40 to 42 and therefore will not be
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described further in detail. At step S164, the SAM 62 transmits the data of the storage
module 73 encrypted with the public key Kpesc of the EMD service center 1 to the
user management section 18 of the EMD service center 1 via the communication
section 61.

At step S165, the user management section 18 of the EMD service center 1
deéodes the received data of the storage module 73 with its own secret key Ksesc. At
step S166, the user management section 18 of the EMD service center 1 re-encrypts
the decoded backup data with the temporary key supplied from the mutual
authentication section 17. At step S167, the user management section 18 of the EMD
service center 1 transmits the backup data encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 51.

At step S168, the communication section 61 of the receiver 51 transmits the
data received from the user management section 18 of the EMD service center 1 to the
SAM 62, and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S169, the user management section 18 of the EMD service center .
1 sets the data of the user registration database (Fig.7) corresponding the ID of the
SAM 62 of the old equipment the data of which is stored on the IC card 55, as being
non-registrable.

Thus, in the backup processing using the processing of Fig.47, the new receiver
51 reads the backup data on the IC card 55 through the processing of Fig.50.

When registering itself (i.e., executing the processing corresponding to step S12
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of Fig.37), the receiver 51 executes the processing shown in the flowchart of Fig.43.
However, when registering the recorder 53 dependent upon the receiver 51 to the
EMD service center 1, the receiver 51 executes the processing shown in the flowchart
of Fig.51. At step S181, the SAM 62 of the receiver 51 writes the ID of the recorder
53 to the registration list stored in the storage module 73. At step S182, the mutual
authentication module 71 of the receiver 51 carries out mutual authentication with the
mutual authentication section 17 of the EMD service center 1. This authentication
processing is similar to the case described with reference to Figs.40 to 42 and therefore
will not be describéd further in detail.

At step S183, the user management section 18 of the EMD service center 1
retrieves the user registration database on the basis of the ID of the receiver 51 (i.e.,
ID of the SAM 62 included in the certificate of thé SAM 62 shown in Fig.44), and
determined whether the receiver 51 is non-registrable or not. Ifitis determined that
the receiver 51 is not non-registrable. The processing goes to step S184 and the SAM
62 of the receiver 51 encrypts the version of the distribution key Kd stored in the
storage module 73, the accounting information (stored in the proce;ssing of step S337
of the flowchart of Fig.56), the registration list, and if necessary, the handling policy
with the temporary key Ktemp, and transmits the resultant data to lll,1he user
management section 18 of the EMD service center 1 via the communication section
61. At step S185, the user management section 18 of the EMD service center 1

decodes the received data and then processes the accounting information. Then, the
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user management section 18 of the EMD service center 1 updates the data portions
such as the registration rejection flag and status flag related to the recorder 53 of the
registration list received from the receiver 51, described with reference to Fig.45, and
appends the signature for the data corresponding to the receiver 51. Although, in this
case, the data are encrypted with the temporary key Ktemp and then transmitted,
encryption need not be carried out as a matter of course.

At step S186, the user manaéement section 18 of the EMD service center 1
determines whether the distribution key Kd held by the receiver 51 is of the latest
version or not. Ifitis determined that the distribution key Kd held by the receiver 51
is of the latest version, the processing goes to step S187. The updated registration list
and accounting information reception message; encrypted with the temporary key
Ktemp, are transmitted to the receiver 51, and the receiver 51 receives the updatéd
régistration list and accounting information reception message and then decodes and
stores these data. At step S188, the receiver 51 erases the accounting information
" stored inthe storage module 73, ﬂ:en updates the registration list to the registration list
received at S187 from the user management section 18 of the EMD service center 1,
-and then proceeds to step S191.

Ifit is determined at step S186 that the distribution key Kd held by the receiver
~ 5lisnot of the latest version, the processing goes to step S189. The user management
section 18 of the EMD service center 1 transmits the distribution key Kd of the latest

version and the updated registration list and accounting information reception
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message, which are encrypted with the temporary key Ktemp, to the receiver 51. The
receiver 51 receives the distribution key Kd of the latest version and the updated
registration list and accounting information reception message, and then decodes and
stores these data. At step S190, the receiver 51 erases the accounting infom_lation
stored in the storage module 73, then updates the registration list to the registration ]ist
received at S189 from the user management section 18 of the EMD service center 1,
then updates the distribution key Kd to the distribution key Kd of the latest.version,
and proceeds to step S191.

At step S191, the SAM 62 of the receiver 51 determines whether the recorder
53 is non-registrable or not, with reference to the updated registration list. If it is
determined that the recorder 53 is not non-registrable, the proqessing goes to step
S192. The receiver 51 and the recorder 53 carry out mutual authentication and share
the temporary key Ktemp. This authentication processing is sﬁnﬁar to the processing
described with reference to Figs.40 to 42 and thefefore will not be described further
in detail. At step S193, the reéistration completion message and distribution key Kd
» encrypted with the temporary key Ktemp, are transmitted to the recorder 53. The
recorder 53 receives and decodes the registration completion message and distribution
key Kd. At step S194, the recorder 53 updatés the distribution key Kd and the
processing ends. | '

If it is determined at step S183 that the receiver 51 is non-registrable, or if it is

determined at step S191 that the recorder 53 is non-registrable, the processing ends.
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The recorder 53 dependent on the receiver 51 is thus registered to the EMD
service center 1 via the receiver 51.

Fig.52 is a flowchart illustrating the details of the processing in which the
receiver 51 receives the distribution key Kd transmitted from the EMD service center
1 at step S13 of Fig.37. At step S201, the mutual authentication module 71 of the
receiver 51 carries out mutual authentication with the mutual authentication section
17 of the EMD service center 1. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. At step S202, the SAM 62 of the receiver 51 transmits the
certificate to the user management section 18 of the EMD service center 1 via the
communication section 61, and the user management section 18 of the EMD service
center 1 receives the certificate. The processing of steps $203 to S210 is similar to the
processing of steps $183 to S190 of Fig.51 and therefore will not be described further
in detail.

“The receiver 51 thus receives the distribution key Kd from the user management

section 18 of the EMD service center 1 and transmits the accounting information of
the receiver 51 to the user management section 18 of the EMD service center 1.

| The processing for receiving the distribution key Kd by the recorder 53

dependent on the receiver 51 (i.e., the status flag of F ig.45 has a value permitting the

reception of the distribution key Kd by the recorder 53) in the case where the user

network 5 has the structure shown in Fig.10 or Fig.11 will now be described with
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reference to the flowchart of Fig.53. At step S221, the mutual authentication module
71 of the receiver 51 and a mutual authentication module, not shown, of the recorder
53 carry out mutual authentication. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. |

At step 5222, the receiver 51 determines whether or not the data of the recorder
53 is on the registration list to be stored in the storage module 73 of the receiver 51.
Ifit is determined that the data of the recorder 53 is on the registration list to be stored
in the storage module 73 of the receiver 51, the pl"ocessing goes to step S223 and it is
determined whether the recorder 53 is non-registrable or not on the basis of the
registration list to be stored in the storage module 73 of the receiver 51. If it is
determined at step S223 that the recorder 53 isnot non-registrable, the processing goes
to step S224. The SAM 66 of the recorder 53 encrypts the version of the distribution
key Kd (received from the receiver 51 at step S235 of Fig.53, later described) stored
in the built-in stora ge module and the accounting infonnation (stored in the processing
corresponding to step S337 of the'processing corresponding to Fig.56, later described)
with the temporary key Ktemp, and transmits the resultant data. The SAM 62 of the
receiver 51 receives and decodes the version of the distribution key Kd and the
accounting information.

At step S225, the mutual authen.tication module 71 of the receiver 51 carries out

mutual authentication with the mutual authentication section 17 of the EMD service
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center 1 via the communication section 61. This authentication processing is similar
to the processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. At step $226, the user management section 18 of the EMD
service center 1 retrieves the user registration database on the basis of the ID of the
recéiver 51, and determines whether the receiver 51 is non-registrable or not. Ifit is
determined that the receiver 51 is not non-registrable, the processing goes to step $227
and the SAM 62 of the receiver 51 transmits the version of the distribution key Kd

stored in the storage module 73, the accounting information, the registration list, and

if necessary, the handling policy and the accounting information of the recorder 53,

to the user management section 18 of the EMD service center 1 via the communication
section 61. At step S228, the user management section 18 of the EMD service center
1 decodes the received data, then processes the accounting information, théh updates
the data portions such as the registration rejection flag and status flag related to the
recorder 53 of the registration list received from the receiver 51, described with
reference to Fi .45, and then appends the signature for to the data corresponding to the
receiver 51.

The processing -of steps 229 to 8234 is similar to the processing of steps S186
to S191 of Fig.51 and therefore will not be described further in detail.

At step S234, the SAM 62 of the receiver 51 determines whether the recorder
53 is non-registrable or not, with reference to the updated registration list. If it is

determined that the recorder 53 is not non-registrable, the processing goes to step
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S235. The accounting information reception message and distribution key Kd ,
encrypted with the temporary key Ktemp, are transmitted to the recorder 53. The
recorder 53 receives and decodes the accounting information reception message and
distribution key Kd. At step 8236, the SAM 66 of the recorder 53 erases the
accounting information stored in the built-in storage module and updates the
distribution key Kd to the latest version.

If it is determined at step S222 that the data of the recorder 53 is not on the
registration list to be stored in the storage module 73 of the receiver 51 , the processing
goes to step S237'to execute the registration processing of the recorder 53 shown in
Fig.51. The processing then goes to step S224.

Ifitis determined at step S223 that the recorder 53 is non-registrab]e_, orifitis
determined at step S226 that the receiver 51 is non-registrable, or if it is determined
at step S234 that the recorder 53 is non-registrable, the processing ends.

The recorder 53 dependent on ’;he receiver 51 thus receives the distribution key
Kd via the receiver 51. |

- The processing corresponding to step S14 of Fig.37 in which the contents
provider 2 transmits the contents provider secure container to the service provider 3
will now be described with reference to the ﬂowchart of Fig.54. At step S251, the
watermark appending section 32 of the contents provider 2 appends predetermined
data indicating the contents provider 2 (such as the contents provider ID) as a

watermark to the contents read out from the contents server 31, and supplies the



113

resultant data to the compression section 33. At step S252, the compression séction
33 of the contents provider 2 compresses the contents having the watermark inserted
therein, in accordance with a predetermined system such as ATRAC, and supplies the
compressed contents to the encryption section 34. At step S253, the random number

generation section 35 generates a random number to be used as the contents key Kco
and supplies it to the encryption section 34. At step S254, the encryption section 34
of the contents provider 2 encrypts the compressed contents having the watermark
inserted therein, using the contents key Kco in accordance with a predetermined
system such as DES,

At step S255, the encryption section 36 encrypts the contents key Kco with fhe
distribution key Kd supplied from the EMD service center 1, through the I;rocessing
of step S11 of Fig.37, in accordance with a predetenm'ned system suéh as DES. At
step S256, the secure container preparation section 38 of the contents provider 2
calculates a hash value by applying a hash function to the encrypted contents, the
encrypfe‘d contents key Kco and the handling policy supplied from the policy storage,
section 37, and then encrypts the hash value with its own secret key Kscp, thus
preparing the signature as shown in Fig. .13. At step S257, the secure container
preparation section 38 of the contents prc')vider 2 prepares the contents provider secure '
container, as shown in Fig. 13, including the encrypted contents, the encrypted contents
key Kco, the handling policy supplied from the policy storage séction 37 and the

signature generated at step S256.
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At step S258, the mutual authentication section 39 of the contents provider 2
carries out mutual authentication with the mutual authentication section 45 of the
service provider 3. This authentication processing is similar to the processing
described with rcfergnce to Figs.40 to 42 and therefore will not be described further
in detail. At step S259, the secure container preparation section 38 of the contents
provider 2 appends the certificate issued in advance from the authenticatioﬁ station to
the contents provider secure container, and transmits the resultant contents provider
secure confainer to the service provider 3. Then, the processing ends.

The contents provider 2 thus transmits the contents provider secure container
to the service provider 3.

| The details of the processing corresponding to step S15 of Fig.37 in which the

service provider 3 transmits the service provider secure container to the receiver 51
will now be described with reference to the flowchart of Fig.55. At step 291, the
pricing section 42 of the service provider 3 confirms the signature included in the
certificate appended to the contents provider secure container transmitted from the
secure container preparation section 38 of the contents provider 2, and takes out the
public key Kpcp of the contents provider 2 if there is no tampering in the certificate.
The confirmation of the certificate is similar to the processing of step S83 of Fig.42
and therefore will not be described further in detail.

At step S292, the pricing section 42 of the service provider_3 decodes the

signature of the contents provider secure container transmitted from the secure
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container preparation section 38 of the contents provider 2 with the public key Kpcp
of the contents provider 2, and confirming that the resultant hash value is coincident
with the has'h value obtained by applying the hash function to encrypted contents,
encrypted contents key Kco and handling policy, thus confirming that there is no
tampering made in the contents provider secure container. If tamperiné is found, the
processing ends.

If there is no tampering made in the contents provider secure container, the
pricing section 42 of the service provider 3 at step S293 takes out the handling policy
from the cbntents provider secure container. At step S294, the pricing section 42 of
the service provider 3 prepares the price information described with reference to
Fig.17, on the basis of the handling policy. At step S$295, the secure container
preparation section 44 of the service provider 3 encrypts the encrypted contents,
encrypted contents key Kco, handling policy and price information, and the hash value
obtained by applying the hash function to these data, with its own secret key Kssp, and
uses the resultant value as the signature so as to prepare the service provider secure
container as shown m Fig.15.

. At step 8296, the mutual authentication section 45 of the service provider 3
carries out mutual authentication with the mutual authentication module .71 of the
receiver 51. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail. At step

8297, the secure container preparation section 44 of the service provider 3 transmits
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the service provider secure container with the certificate appended thereto to the
communication section 61 of the receiver 51, and the processing ends.

Thé service provider 32 thus transmits the service provider secure container to
the receiver 51.

The details of the accounting of the receiver 51 after receiving the appropriate
service providér secure container, corresponding to step S16 of Fig.37, in the case
where the user network 5 has the structure of Fig.10 or Fig.11, will now be described
with reference to the ﬂowchart of Fig.56. At step S331, the decoding/encryption
module 74 of the receiver 51 determines whether the contents key Kco can be decoded
with the distribution key Kd or not. If it is determined that the contents key Kco
cannot be decoded with the distribution key Kd, the receiver 51 at step S332 carries
out the processing for receiving the distribution key Kd described with reference to
Fig.52 and proceeds to step S333. Ifitis deténnined at step S331 that the contents key
Kco can be decoded with the distribution key Kd, the processing goes to step S333.
At steb 5333, the decoding unit 91 of the receiver 51 decodes the contents key Kco
with the distribution key Kd stored in the storage module 73 in accordance with the
processing of step S13 of Fig.37. |

At step S334, the accounting module 72 of the receiver 51 takes out the
handling policy and price information included in the service provider secure
container, and generates the accounting information and use permission information

‘described with reference to Figs.19 and 20. At step S335, the accounting module 72
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of the receiver 51 determines whether or not the current accounting is equal to or more
than the upper limit of accounting, from the accounting information stored in the
storage module 73 and the accounting information calculated at step S334. If it is
determined that the current accounting is equal to or more than the upper limit of
accounting, the processing goes to step S336. The receiver 51 carries out ihe
processing for receiving the distribution key Kd described with reference to Fig.52,
then receives the new distribution key Kd, and advances to step S337. If it is
determined at step S335 that the current accounting is less than the upper limit of
accounting, the processing goes to step S337. | |

At step S337, the accounting module 72 of the receiver 51 stores the accounting
information to the storage module 73. At step S338, the accounting module 72 of the
receiver 51 records the use permission generation information generated at step S334
to the HDD 52. At step S339, the SAM 62 of the receiver 51 records the handling
policy taken out from the service provider secure container to the HDD 52,

At step S340, the decoding/encryption module 74 of the receiver 51 applies the
hash function to the use permission information so as to calculate the hash value. At
step S341, the storage module 73 of the receiver 51 stores the hash value of the use
permission information. If the save key Ksave is not stored in the storage module 73,
the random number generation unit 92 of the receiver 51 at step S342 generates a |
random number, w_ﬁich is the save key Ksave, and the processing goes to step S343.

If the save key Ksave is stored in the storage module 73, the processing goes to step



118
S$343.

At step S343, the encryption unit 93 of the receiver 51 encrypts the contents key
Kco with the save key Ksave. At step S344, the SAM 62 of the receiver 51 stores the
encrypted contents key Kco to the HDD 52. Ifthe save key Ksave is not stored in the
storage module 73, the decoding/encryption module 74 of the receiver 51 at step S345
stores the save key Ksave to the storage module 73 and the processing ends. If the
save key Ksave is stored in the storage module 73, the processing ends.

As described above, the receiver 51 stores the accounting information to the
storage module 73, decodes the contents key Kco with the distribution key Kd, re-
encrypts the contents key Kco with the save key Ksave, and records the encrypted -
contents key Kco to the HDD 52. The save key Ksave is stored into the storage

module 73.
.. In accordance with the similar processing, the recorder 53 stores the accounting
information to the storage module in the SAM 66, decodes the contents key Kco with
the distribution key Kd, re-encrypts the contents key Kco with the save key Ksave, and
records the encrypted contents key Kco to the HDD 52. The save key Ksave is stored
into the storage module in the SAM 66. The save keys Ksave held by the receiver 51
and the recorder 53 are usually different key data.

The details of the processing corresponding to steps S15 and S16 of Fi g37in
which the receiver 51 receives the appropriate service provider secure container and

carries out accounting, in the case where the user network 5 has the structure of Fig.28
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and stores the check value to the storage module 73, will now be described with
reference to the flowchart of Fig.57. At step S361, the mutual authentication module
71 of the receiver 51 carries out mutual authentication with the mutual authentication
section 44 of the service provider 3 via the communication section 61, and whén the
mutual authentication is done, the communication section 61 receives the service
provider secure container from the mutually authenticated service provider 3. If the:
mutual authentication cannot be carried out, the processing ends. At step S362, the
conununication section 6 1 receives the public key certificate from the service provider
3 which is mutually authenticated at step S361.

At step S363, the decoding/encryption module 62 verifies the signature data
included in the service provider secure container received at step S361, ;chus checking
whether there is no tampering. If tampering is found, the processing ends. At step
S364, thereceiver 51 displays the handling information and price information included
in the received service provider secure container to a display section, not shown, and
the user determines the purchase item such as contents reproduction or copy and
indicates that item to the receiver 51. At step 365, the accounting module 72 of the
receiver 51 generates the accounting information and use permission information
based on the handling information, price information and purchase item.

At step S366, the SAM 62 records the contents encrypted with the contents key
Kco included in the service provider secure container, to the HDD 52. At step S367,

the decoding unit 91 of the decoding/encryption unit 74 decodes the contents key Kco
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encrypted with the distribution key Kd included in the service provid'er secure
container, with the distribution key Kd stored in the storage module 73 at stép S110
of Fig.43 ;)r at step S210 of Fig.52. At step S368, the encryption unit 93 encrypts the
contents key decoded at step S367, with the save key Ksave stored in the storage
module 73.

At step S369, the data check module 114 retrieves a key data block having.
vacancy of the external storage section 113. At step $370, the data check 1n6du_1e 114
applies a hash function to the data (such as contents key Kco and contents I.D)' sfored _
in the key data block retrieved at step S369, thus obtaining a hash value. Atstep S371,
the data check module 114 compéres the hash value obtained at step S370 with ihe
check value corresponding to the key data block retrieved at step S369 and stored in

. the storage module 73, and determines whether these values are coincident with each
other. Ifit is determined that these values are coincident, the data of the key data
block bas not been tampered. Therefore, the processing goes to step S372 and the
SAM 62 stores the contents key Kco encrypted at step S368 into the key data block
having vacancy of the external storage section 113.

At step S373, the decoding/encryption module 74 applies a hash function to the
data stored in the key data block in which the contents key Kco is stored, of the |
external storage section 113, thus obtaining a hash value. At step S374, the
decoding/encryption module 74 overwrites the check value corresponding to the key

data block in which the contents key Kco is stored, of the storage module 73, with the
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hash value calculated at step S373. At step S375, the accounting module 72 stores the
accounting information pfepared at step S365 to the storage module 73 and the . -
processing ends. |

Ifitis determinéd at step S371 that the hash value obtained at step S370 and the
check value corresponding to the key data block retrieved at step S3 69, stored in the
storage module 73, are not coincident with each other as a. result of comparison, the
key data block has been tampered and therefore the processing goes to step S376. The
data check module 114 determines whether all the key data blocks of the external
storage section 113 have been checked or not. Ifit is determined that all the key data
blocks of the external storage section 113 have not been checked, the processing goes
to step S377. The data check module 114 retrieves another key data block having
vacancy of the external storage section 113, then returns to step S370 and repeats the
processing.

If it is determined at step S376 that all the key data blocks of the external
storage .section 113 have been checked, there is not key data block in which the
contents key Kco can be stored. Therefore, the processing ends.

In this manner, the receiver 51 of Fig.28 checks tampering of the key data block
in which the contents key Kco and the like are stored, of the external storage section
113, and stores the new contents key Kco only to the key data block in which no

tampering has been made.

The details of the processing corresponding to steps S15 and S16 of Fig.37 in
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which the receiver 51 receives the appropriate service provider secure container and
carries out accounting, in the case where the user network 5 has the structure of Fi g.28
and stores the check vaiue to the external storage section 113, will now be described
with reference to the flowchart of Fig.58. The processing of steps S391 to S400 is
similar to the processing of éteps S361 to S370 of Fig.57 and therefore will not be
described further in detail.

At step S401, the decoding unit 91 decodes the check value corresponding to
the key data block retrieved at step $399, stored in the external storage section 113,
with the check key Kch to be stored in the storage 1nqdule 73. Atstep S402, the data
check module 114 compares the hash value obtained at step S400 with the check value
decoded at step S401. If it is determined that these values are coincident with each
other, the data of the key data block has not been tampered and therefore the
processing advances to step S403.

| The processing of steps S403 and S404 is similar to the processing of step S372

and S373 of Fig.57 and therefore will not be described further in detail.

At step 8405, the encryption unit 93 encrypts the hash value obtained at step
S404 with the check value Kch to be stored in the storage module 73. At step S406,
the decoding/encryption module 74 overwrites the check vélue corresponding to the
key data block in which the conteﬁts key Kco is stored, of the storage module 73, with

the hash value encrypted at step S405.

The processing of steps S407 to S409 is similar to the processing of steps S375
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to 377 of Fig.57 and therefore will not be described further in detai]l

Thus, in the’ précessing of Fig.58, too, the receiver 51 of Fig.28 checks
tampering of the key data block in which the contents key Kco and the like are stored,
of the external storage section 113, and stores the new contents key Kco only to the
key data block in whic_ﬁh no tampering has been made.

The details of the processing corresponding to step S17 of Fig.37 in which the
receiver 51 reprodﬁces the contents will now be described with reference to the
ﬂowchart of Fig.59. Atstep S411, the decoding/encryption module 74 of the receiver

51 reads out the use permission information stored at step S338 of Fig.56 and the
encrypted contents key Kco stored at step S344, from the HDD 52. At step S412, the
decoding/encryption module 74.of the receiver 51 applies a hash function to the use
permission infonnation so as to calculate a hash value.

Atstep S413, the decoding/encryption module 74 of the receiver 51 determines
whether or not the hash value calculated at step S412 is coincident with the hash \;ahie
stored in the storage module 73 at step S340 of Fig.56. Ifitis determined that the hash
value calculated :clt step S412 is coincident with the hash value stored in the storage
module 73, the processing goes to step S414 and predetermined information such as
the value of the number of times of use included in the use permission information is
updated. At step S415, the decoding/encryption module 74 of the receiver 51 applies
a hash function to the updated use permission information so as to calculate a hash

value. At step S416, the storage module 73 of the receiver 51 stores the hash value of
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the use permission information calculated at step S415. At step S417, the
decoding/encryption module 74 of the receiver 51 records the updated use permission

information to the HDD 52.

At step S418, the mutual authentication module 71 of the SAM 62 and the
mutual authentication module 75 of the expansion section 63 carry out mutual
authentication, and the SAM 62 and the expansion section 63 store the temporary key
Ktemp. This authentication procé,ssing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in détail. The
r.andom number R1, R2 or R3 used for mutual authentication is used as the temporary
key Ktemp. Atstep S419, the decoding unit 91 of the decoding/encryption module 74
decodes the contents key Kco recorded on the HDD 52 at step S344 of Fig.56, with the

‘save key Ksave stored in the storage module 73. At step S420, the encryption unit 93

of the decoding/encryption module 74 encrypts the decoded contents key Kco with the
temporary key Ktelﬁp. At step S421, the SAM 62 transmits the contents key Kco
encrypted with the temporary key Ktemp to the expansion section 63.

At step S422, the decoding module 76 of the expansion section 63 decodes the

contents key Kco with the temporary key Ktemp. At step S423, the SAM 62 reads out

the contents recorded on the HDD 52 and transmits the contents to the expansion
section 63. At step S424, the decoding module 76 of the expansion section 63 decodes
the contents with the contents key Kco. At step S425, the expansion module 78 of the

expansion section 63 expands the decoded contents in accordance with a
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predetermined system such as ATRAC. At step S426, the watermark appending
module 79 of the expansion section 63 inserts a predetermined watermark specifying
the receiver 51 into the expanded contents. At step S427, the receiver 51 outputs the
reproduced contents to a speaker, not shown, and the processing ends.

If it is determined at step S413 that the hash value calculated at step S412 and
the hash value stored in the storage module 73 are not coincident with each other, the
SAM 62 at step S428 carries .out predetermined error processing such as displaying an
error .message on a display unit, not shown, and the processing ends.

The receiver 51 thus reproduces the contents.

Fig60isa ﬂ-owchart illustrating the processing in which the receiver 51 causes
the decoder 56 to reproduce the contents, in the user home network 5 having the
structure of Fig.11. The processing of steps S431 to S437 is similar to the processing
of steps S411 to S417 of Fig.59 and therefore will not be described further in detail.

At step S438, the mutual a;xthentication module 71 of the SAM 62 and the
mutual authentication module 101 of the decoder 56 carry out mutual authentication
and share the temporary key Ktemp. This authentication processing is similar to the
processing described with referencé to Figs.40 to 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp. At step S439, the decoding unit
91 of the &coding/encryption module 74 decodes the contents key Kco recorded on

the HDD 52 with the save key Ksave stored in the storage module 73. At step S440,



126

the encryption unit 93 of the decoding/encryption module 74 encrypts the decoded
contents key Kco with the temporary key Ktemp. At step S44 1, the SAM 62 transmits
the contents key Kco encrypted with the temporainkey Ktemp to the decoder 56.

At step S442, the decoding module 102 of the decoder 56 decodes the contents
key Kco with the temporary key Ktemp. At step S443, the SAM 62 reads out the
contents recorded on the HDD 52 and transmits the contents to the decoder 56. At
step S444, the decoding module 103 of the decoder 56 decodes the contents with the
contents key K;:o. At step S445, the expansion module 104 of the decoder 56 expands
the decoded contents in accordance with a predetermined system such as ATRAC. At
step S446, the watermark appending module 105 of the decoder 56 inserts a
predetermined watermark specifying the decoder 56 into the expanded contents. At

step S447, the decoder 56 outputs the reproduced contents to a speaker, not shown,

and the processing ends.

The brocessing of step S448 is similar to the processing of step S428 of Fig.59
‘and therefore will not be described further in detail.

In this manner, in the case where the user home network has the structure
shown in Fig.11, the contents received by the receiver 51 are reproduced by the
decoder 56.

Fig.67 shows another exemplary structure of the EMD system to which the
present invention is applied. In Fig.67, the portions corresponding to those of Fig.1

and Fig.10 are denoted by the same numerals. That is, in this example, a user home
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network 200 is provided in place of the user home network 5, and in the user home
network 200, a receiver 201 and a receiver 202 instead of tlie recorder 53 are
subordinate (connected) to the receiver 51.

The receiver 201 has a structure similar to that of the receiver 51, havinga SAM
210 and a stofage module 211 corresponding to the SAM 62 and the storage module
73 of the receiver 51, respectively, and is connected to an HDD 203. The receiver
202, too, has a structure similar to that of the receiver 51, having a SAM 220 and a
storage module 221. The receiver 202 is also connected (subordinate) to the receiver
201. Héwever, the receiver 202 is not connected to any recording medium such as an
HDD.

The receiver 51 has the structure shown in Fig.10. However, in this example,
a registration list as shown in Fig.68 instead of the registration list shown in Fig.45 is
stored in the storage module 73 of the SAM 62. This registration list includes a list
part in which infqrmation is stored as a table, and a target SAM information part in
which predetermined information about the equipment holding the registration list is
stored. |

In the target SAM information part, the SAM ID of the equipment holding this
registration list, that is, in this case, the ID of the SAM 62 of the receiver 51, is stored
(in the section of "target SAM ID"). Also, in the target SAM information part, the
expiration date of this registration list is stored (in the section of "expiration date"),

and the version number of the registration list is stored (in the section of "version
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number"). Also, the number of connected equipments (includigl g itself) is stored (in
the section of "number of equipments connected"). That is, in this case, since the two
equipments of the receiver 201 and the receiver 202 are connected to the receiver 51,
the total value of 3 mcluding itself is stored.

The list part includes 9 items, that is, "SAM ID", "user ID", "purchase
iarocessing", "accounting”, "accounting equipment", "contents supplsl equipment",
"status information", "registration condition signature”, and "registration list
signature”. In this example, as the registration condition of the receiver 51, the |
registration condition 6f the receiver 201 and the registration condition of the receiver
202, predetermined information is stored in the respective sections.

In the section of "SAM ID", the ID of the SAM of the equipment is stored. In
this example, the ID of the SAM 62 of the receiver 51, the ID of the SAM 210 of the
receiver 201 and the ID of the SAM 220 of the receiver 202 are stored. In the section
of "user ID", the user ID of the user of the corresponding equipment (receiver 51,
receiver.201, receiver 202) is stored.

In the section of "purchase processing", information ("available" or
"unavailable") indicating whether the corresponding equipment can carry out the
processing for purchasing the contents (specifically, for purchasing the use permission
condition an.d the contents key Kco) is stored. In this example, since the receiver 51
and the receiver 201 can carry out the processing for purchasing the contents,

"available" is stored in the corresponding section of "purchase processing". Since the
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receiver 202 is not connected to any recording medium such as HDD for recording the
purchased contents and therefore cannot carry out the processing for purchasing the
contents, "unavailable" is stored in the section of "purchase processing" corresponding
to the receiver 202.

In the section of "accounting", infonnatioﬁ ("available" or "unavailable")
indicating whether the corresponding equipment can carry out accounting with the
EMD service center 1 is stored. Whether accounting can be carried out or not is
determined when registering the equip1ﬁent to the EMD system in the EMD service
center 1. In this example, since the receiver 51 is registered as an equipment that can
carry out accounting, “available" is stored in the corresponding section of
"accounting”. On the other hand, since the receiver 201 and the receiver 202 in this
example are registered as equipment that cannot carry out accounting, "unavailable"
is stored in the section of "accounting" corresponding to the receiver 201 and the
receiver 202. With respect to the receiver 202, sincé the purchase of contents is not
can_'ied out, no charge is summed up and accounting itself is not necessary.

In the section of "accounting equipinent", the ID of the SAM of the equipment
which carries out accounting with respect to the charges summed up in the
corresponding equipment is stored. In this example, since the receiver 51 (SAM 62)
can carry out accounting with respect to the charges to itself, the ID of the SAM 62 of
the receiver 51 is stored in the corresponding section of "accounting equipment". The

receiver 51 also carries out accounting with respect to the charges summed up by the
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receiver 201, in place of the receiver 201 which cannot carry out accounting.
Therefore, the ID of the SAM 62 of the receiver 51 is stored in the section of
"accountin g equipment" corresponding to the receiver 201. With respect to the
receiver 202, since the contents are not purchased and no charge is summed up as
~ described above, accounting for the receiver 202 is.not necessary. Therefore, in the
section of "accounting equipment" corresponding to the receiver 202, information
("none") indicating that there is no equipment for carrying out accounting is stored.

In the section of "contents supply equipment", there is stored the ID ofthe SAM
of the equipment which can supply the contents in the case where the corresponding
equipment receives the contents supply not from the service provider 3 but from
another coﬁnected equipment. In this example, since the receiver 51 and the receiver
201 receive the contents supply from the servicc.e provider 3, information ("none")
indicating that there is no equipment supplying the contents is stored in the
corresponding section of "contents supply equipment". Since the receiver 202 is not
connected to the network 4 and therefore cannot receive the contents supply from the
service provider 3, it receives the contents supply from the receiver 51 or the receiver
201. Therefore, in the section of "contents supply equipment"” corresponding to the
receiver 202, the ID of the SAM 62 of the receiver 51 and the ID of the SAM 210 of
the receiver 201 are stored. |

In the section of "status information", the operation limitation condition for the

corresponding equipment is stored. Ifthere is no limitation, information ("unlimited")
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mndicating that there is no limitation is stored. If a predetermined limitation is set,
- mformation ("limited") indicating that a predetermined limitation is set is stored. If
the operation is to be stopped, ﬁlfonnation ("stop") indicating that the operation is to
be stopped is stored. For example, if accounting did not succeed, "limited" is set in the
section of "status information" corresponding to that equipment. (This will be later
described in detail.) In this case, with respect to the equipment for which "limited" is
set in the section of "status information", the processing for reproducing (decoding)
the contents which have already been purchased is carried out, but the processing for
‘purchasing new contents will not be executed. That s, a predetermined limitation is
put on the equipment. On the other hand, if a violation such as unauthorized
duplication of the contents is discovered, "stop" is set in the section of "status
information" and the operation of the equipment is stopped. Thus, the equipment will
be able to receive no service at all from the EMD system.

In this example, as it is assumed that no limitation is put on the receiver 51, the
receiver.201 and the receiver 202, "unlimited" is set in the corresponding section of
"status information".

In the section of "registration condition signature", there is stored the signature
of the EMD service center 1 with respect to the information stored in the sections of
"SAM ID", "purchase processing", “accbunting", "accounting equipment", "contents
supply equipment", “status information" and "public key" as theregistration conditions

of each equipment (receiver 51, receiver 201 and receiver 202) as described above.
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In the section of "registration list signaturg", the signature of the EMD service
center 1 with respect to all the data set in the registration list is stored.

“ Fig.69 shows the registration list of the receiver 201, stored in the storage
module 211 of the SAM 210 of the receiver 201. In the target SAM information part
of this registration list, the ID of the SAM 210 of the receiver 201, the expiration date
of the registration list, version number, and the number of equipments connected (in
this example, since the two equipments of the receiver 51 and the receiver 202 are
connected to the receiver 201, the total number of 3 including itself) are stored. Inthe
iisf part, the same information as in the list pé.rt of the registration list of the receiver
51 shown in Fig.68 is stored.

Fig.70 shows the registration list of the receiver 202, stored in the storage
module 221 of the SAM 220 of the receiver 202. In the target SAM information part
of this registration list, the ID of the SAM 220 of the receiver 201, the expiration date
of the registration list, version number, and the .number of equipments connected (in
this example, since the two equipments of the receiver 51 and the receiver 201 are
connected to the receiver 202, the total number of 3 including itself) are stored. Inthe
list part in this example, only the registration condition of the receiver 202 is stored,
of the registration conditions of the receiver 51, the recei\'er 201 and the receiver 202
regiétered to the list part of the registration lists of Figs.68 and 69.

The processiﬁg procedure for sforing the registration lists of Figs.68, 69 and 70

to the storage module 73 of the receiver 51, the storage module 211 of the receiver 201
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and the storage module 221 of the receiver 202 will now be described with reference
to the flowchart of Fig.71.

At step 8501, the registration processing of the receiver 51 is carried out.- The
details of the registration processing at step S501 are shown in the flowchart of Fig.72.

The processing of steps S511 to S518 is similar to the processing of steps S101
to S108 of Fig.43 and therefore will not be described further in detail. At step S518,
the user management section 18 of the EMD service center 1 prepares a registration
list as shown in Fig.73 on the basis of the user registration database. The registration
list prepared in this case corresponds to the registration list shown in Fig.68 in which
only the registration condition of the receiver 51 is registered.

The pfocessing of steps 8519 to 8524 is similar to the processing of steps S109
to S114 of Fig.43 and therefore will not be described ﬁthher in detail. At step S522,
the SAM 62 of the receiver 51 decodes the registration list transmitted from the EMD
service center 1 at step S521, with the temporary key Ktemp, and stores the decoded
registration list to the storage module 73. Thus, when the registration list shown in
Fig.73 is stored in the storage module 73 of the receiver 51, the ;processing ends and
the processing of step S502 of Fig.71 starts.

At step 8502, the registration processing of the receiver 201 and the receiver
202 is carried out. The details of the registration processing at step S502 are shown

in the flowchart of Fig.74.

At step S531, the SAM 62 of the receiver 51 additionally writes the ID of the
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SAM 210 of the receiver 201 and the 1D of the SAM 220 of the receiver 202 into the
section of "SAM ID" in the registration list (Fig.73) stored on the HDD 52, as shown
in Fig.75, and writes predetermined information in the respective sections of "purchase
processing", "accounting", "accounting equipment" and "contents supply equipment"
in accordance with the added IDs.

In this example, in accordance with "SAM ID" in which the ID of the SAM 210
of the receiver 201 is written, "available" is written in the section of "purchase
processing", "unavailable" is written in the section of "accounting”, the ID of the SAM
62 of the receiver 51 is written in the section of "accounting equipment”, and "none"
is written in the section of "contents supply equipment". Also, in accordance with
"SAM ID" in which the ID of the SAM 220 of the receiver 202 is written,
"unavailable" is written in the section of "purchase processing", "unavailable" is
written in the section of “acéounting", "none" is written in the section of "accounting
equipment", and the ID of the SAM 62 of the receiver 51 or the ID of the SAM 210
of the 're_cei\}er 201 is written in the section of "contents supply equipment". In this
case, the information written in the respective sections of "purchase processing”,
"accounting”, "accounting equipment" and "contents supply equipment" is determined,
for example, in accordance with the conditions set when the receiver 201 and the
receiver 202 are conne.cted to the receiver 51.

" Next, at step S532, mutual authentication between the receiver 51 and the EMD

service center 1 is carried out. This mutual authentication is similar to the processing
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described with reference %o Figs.40 to 42 and therefore will not be described further
in detail.

At step 5533, the SAM 62 of the receiver 51 encrypts the handling policy
associated with the accounting information, stored on the HDD 52, with the temporary
key Ktemp, and transmits the encrypted handling policy togethe_r with the registration
list having the new information added thereto at step S531 and the version of the
distribution key Kd and the accounting information stored in the storage module 73,
to the EMD service center 1.

At step S534, the user management section 18 of the EMD service center 1
receives and decodes the information transmitted from the receiver 51 at step $533.
After that, the user management section 18 of the EMD service center 1 confirms
whether or not there is an unauthorized action in the receiver 201 and the receiver 202
so that "stop" sh_oﬁld be set in the section of "status information" in the registration
list.

Next, at step S535, the user management section 18 of the EMD service center
1 sets the registration conditions of the receiver 201 and the receiver 202 into the list
part of the registration list on the basis of the user registration database and tﬁe result
of confirmation by the user management section 18 at step S534. Then, the user
management section 18 of the EMD service center 1 appends the signature to the
resultant data so as to prepare the registration list (Fig.68) of the receiver 51, and

stores the information of the list part.
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At step S506, the receiver 51 and the receiver 202 carry out mutual
authentication. This mutual authentication processing is similar to the processing
described with reference to Figs.40 to 42 and therefore will not be described further -
in detail.

At step S507, the SAM 62 of the receiver 51 transmits the registration list of the
receiver 202 (i.e., the registration list (Fig.70) in which only the registration condition
of the receiver 202 is stored), of the registration lists stored in the storage modu_]e 73
at step S537, to the receiver 202.

Next, at step S508, the SAM 220 of the receiver 202 receives and decodes the
registration list transmitted from the receiver 51 at step S507, and then stéres it to the
storage module 221. Thus, the registration list shown in Fig.70 is stored in the storage
module 221. Then,- the processing ends.

In the above-described manner, the receiver 51, the receiver 201 and the
receiver 202 obtain and hold their respective regis_tration lists.

‘The method for using the registration lists, which are prepared as described
above and held by the respective receivers, will now be described in association with
the processing for accounting described with reference to Fig.56.

In the processing for accounting described with reference to the ﬂowché.rt of
Fig.56, if it is determined at step S335 that the current total charée is equal to or more

than a predetermined upper limit, the processing goes to step S336 and the processing
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carried out in accordance with the procedure shown in the flowchart of Fig. 76, instead
of the procedure shown in the flowchart of Fig.52.

Specifically, at step S541, mutual authentication between the recéivc_ar 51 and

‘the EMD service center 1 is carried out. This mutual authentication processing is
similar to the processing describéd with reference to Figs.40 to 42 and therefore will
not be described further in detail. _

At step S542, the SAM 62 of the receiver 51 transmits the certificate to the user
management section 18 of the EMD service center 1, if necessary. At step S543, the
SAM 62 of the receiver 51 encrypts the handling policy associated with the
accounting, stored on the HDD 52, with the temporary key Ktemp, and transmits the
ehcrypted handling policy together with the version of the distribution key Kd,

accounting information and registration list stored in the storage module 73 to the

EMD service center 1.
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basis of the result of confirmation of step $544. Ifit is determined that there is no
uriauthorized action in the receiver 51, the processing goes to step S546.
At step S546, the accounting and charging section 19 of the EMD service center
1 analyzes the accounting information received at step S543 and carries out the
processing for calculating the amount to be paid by the user. At step S547, the user
| management section 18 of the EMD service center 1 confirms whether the settlement
has succeeded or n;)t by the processing of step S546, and prepares a return message
based on the result of confirmation. In this case, when the settlement with respect to
the charges to both the receiver 51 and the receiver 201 has succeeded (that is,.the
settlement with respect to all the equipments has succeeded), a success feturn message
is prepared. When the settlement with respect to the charge to either the receiver 51
or the receiver 201 has failed or when the settlement with respect to the charge to both
the receiver 51 and the receiver 201 has failed (that is, the settlement with respect to
all the equipments has failed), a failure return meséag'e is prepared.
At step S548, the user management section 18 of the EMD service ce-nter 1 sets
the registration conditions of the receiver 51, the receiver 201 and the receiver 202 on
the basis of the user registration database, the result of confirmation as to whether

there is an unauthorized action at step S544 and the result of conﬁnq_ag'mﬁg to
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For example, if an unauthorized 'action is-confirmed in the receiver 201 or the
receiver 202 at step S544, "stop" is set in the corresponding section of “status
information" and the entire processing is stopped in this case. That is, no service from
the EMD system can be received 4t all. If the failure in the settlement is confirmed at
step_SS47, "limited" is set in the section of "status information". In this case, the
processing for reproducing the contents that have already been purchased is possible,
but the processing for purchasing new contents cannot be carried out.

Next, at step S549, the user management section 18 of the EMD service center
1 encrypts the distribution key Kd of the latest version (distribution key Kd of the -
latest version for March shown in Fig.3) and the registration list prepared at step S548,
with the temporary key Ktemp, and transmits the resultant information together with
the return message prepared at step S547 to the receiver 51.

At step 3550, the SAM 62 of the receiver 51 receives and decodes the
information transmitted from the EMD service center 1 at step S549, and then stores
it to th’e'hstorage module 73. In this casé, the accounting information stored in the
storage module 73 is erased, and its own registration list and the distribution key Kd
are updated.

At step S551, tl_ae SAM 62 of the receiver 51 determines whether the return
message received at step S550 is a success return message or a failure return message.
If it is determined that the message is a success return message, the processing goes

to step S552. .
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At step S552, the SAM 62 of the receiver 51 carries out the mutual
authentication processing (processing described with reference to Figs.40 to 42) with
the receiver 201 and the receiver 202, and then transmits the respective registration
lists and the distribution key Kd to the receiver 201 and the receiver 202.

Ifit is determined at step S551 that the return message received at step S550 is
a failure return message, the SAM 62 of the receiver 51 proceeds to step S553 to
detect the receiver for which "limited" is set in the section of "status information" (in
this case, the receiver 51 itself or the receiver 201) with reference to the registration
list (updated registration list) stored in the storage module 73 af step S541.

Atstep 8554, the SAM 62 of the receiver 51 executes predetermined processing
(revoke processing) with respect to the receiver detected at step S553 and limits the
processing which is carried out in the receiver. That is, in this case, the execution of
the processing for purchasing new conterits is made impossible.

If an unauthorized action in the receiver 51 is confirmed at step S545, the
processing goes to step S555. The EMD service center 1 sets "stop" in all the sections
of "status information" corresponding to the receiver 51, the receiver 201 and the
_ receiver 202, then prepares the registration list, and transmits the registration list to the
receiver 51 at step S556. As the registration processing shown in the flowchart of
Fig.43 is carried out with respect to the receiver 201 or the receiver 202, the use of the
contents in the receiver 201 or the receiver 202 is made possible.

At step S557, the receiver 51 receives the registration list transmitted from the
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EMD service center 1 at step S556 and updates the registration list. Specifically, in
this case, the distribution key Kd is not supplied to the receiver 51, the receiver 201
and the receiver 202, and the receiver 51, the receiver 201 and the receiver 202 no
longer can reproduce the contents supplied thereto. As a result, the receiver 51, the
receiver 201 and the receiver 202 can receive no service at all in the EMD system.

If the registration list and the distribution key Kd are transmitted to the receiver
201 and the receive 202 at step S552, or if the revoke processing is carried out with
respect to. the receiver for which "1i1nited" is set in the section of "status information"
at step S554, or if the registration list is updated to the registration list such that "stop"
is set in the section of "status information" at step S557, the processing ends and step
S337 of Fig.56 starts.

The processing of steps S337 to S345 is already described and therefore will not
be described further.

As described above, as the registration list is transmitted to the EMD service
center 1 (step S543 of Fig.76), an unauthorized action in the receiver is confirmed and
whether the processing (in this case, the settlement processing) has succeeded or not
is confirmed (step S547) in the EMD service center 1. On the- basis of the results of
confirmation, the registration list is updated. Moreover, since the registration list thus
updated is held by each receiver, the operation of each receiver can be controlled.

In the above description, if the summed charge exceeds the predetermihed

upper limit at step S335, the processing goes to step S336 and the processing for
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receiving the distribution key Kd is carried out. However, it is also possible to proceed
to step S336 iﬁ the case where the upper limit of the number of contents to be
purchased is set and the number of purchased contents exceeds the upper limit.

In the above description, the method for using the registration list in the case
of the processing for accounting is described. However, also when the version of the
contents key Kco included in the handling policy is newer than the version of the
distribution key Kd held by the SAM 62 of the receiver 51 in the case where the
contents are decoded, the registration list is transmitted to the EMD service center 1
" from the receiver 51. In this case, too, the registration list is prepared in the EMD
service center 1 and distributed in each receiver, as described above.

In the above description, the regiétration list is transmitted together with the
accounting information to the EMD service éenter 1 at the tin'u'ng when the equipment
(e.g., receiver 51 or receiver 201) is connected. However, it is also possible to transmit
only the registration list. In the above description, when the equipment is registered,
the accounting information is transmitted to the EMD service center 1. However, the
accounting information may also be transmitted to the EMD service center 1 at other
timing.

In this specification, the system represents an entire apparatus including a
plurality of devices.

As providing medium for providing a computer program for carrying out the

above-described processing to the user, a communication medium such as a network
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or a satellite as well as a recording medium such-as a magnetic disk, a CD-ROM or a
solid state memory can be used.

| The details of the processing for encrypting the non-encryptéd contents supplied
from the MD drive 54 and recording the encrypted contents in the case where the user
network 5 has the structure of Fig.28 will now be described with reference to the |
flowchart of Fig.77. At step S601, the random number generation unit 92 of the SAM
62 generates a random number and uses it as the contents key Kco. At step S602, the
communication section 61 receives the contents recorded on an MD loaded in the MD
driver 54, from the MD drive 54. At step S603, the encryption unit 93 of the SAM 62
encrypts the contents received at step S602 with the contents key Kco generated at
step S601. At step S604, the SAM 62 records the encrypted contents onto the HDD

52. Atstep S605, the encryption unit 93 of the SAM 62 encrypts the contents key Kco

with the save key Ksave stored in the storage module 73.

The processing of steps S606 to S614 is equivalent to the processing.of steps
S369 to S377 of Fig.57 and therefore will not be described further in detail.

In this manner, tfle receiver 51 encrypts the non-encrypted contents supplied
from the MD driver 54 and records the encrypted contents onto the HDD 52.

The details of the processing corresponding to step S17 of Fig.37 in which the
receiver 51 reproduces the contents will now be described with reference to the
flowchart of Fig.78. At step S621, the decoding/encryption module 74 of the receiver

51 reads out the use permission information stored at step S338 of Fig.56 and the



145
encrypted contents key Kco stored at step S344. At step 5622, the
decoding/encryption module 74 of the receiver 51 applies a hash function to the use
permission information so as to calculate a hash value.

At step S623, the decoding/encryption module 74 of the receiver 51 determines
whether or not the hash value calculated at step $622 is coincident with the hash value
stored in the storage module 73 at step S340 of Fig.56. Ifit is determined that the hash
value calculated at step S622 is coincident with the hash value stored in the storage
module 73, the processing goes to step S624 to upﬂate predetermined information such
as the number of times of use included in the use permission information. At step
S625, the decoding/encryption module 74 of the receiver 51 applies a hash function
to the updated use permission information so as to calculate a hash value. At step
S626, the storage module 73 of the receiver 51 stores the hash value of the use
permission information calculated at step S625. At step S627, the decoding/encryption
module 74 of the receiver 51 records the updated use permission information to the
HDD 52, |

At step S628, the mutual authentication module 71 of the SAM 62 and the
mutual authentication mmodule 75 of the expansion séction 63 carry out mutual
authentication, and the__SAM 62 and the expansion section 63 store the temporary key.
This authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. The random number

R1, R2 or R3 used for mutual authentication is used as the temporary key Ktemp. At
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step S629, the decoding unit 91 of the decoding/encryption module 74 decodes the
contents key Kco recorded on the HDD 52 at step S344 of Fig.56, with the save key
Ksave stored in the storage module 73. At step S630, the encryption unit 93 of the
decoding/encryption module 74 encrypts the decoded contents key Kco with
temporary key Ktemp. At step S631, the SAM 62 transmits the contents key Kco
encrypted with the temporary key Ktemp to the expansion section 63.

At step S632, the decoding module 76 of the expansion section 63 decodes the
contents key Kco with the temporary key Ktemp. At step S633, the SAM 62 reads out
the contents recorded on the HDD 52 and transmits the contents to the expansion
section 63. At step S634, the decoding module 76 ofthe expansion section 63 decodes
the contents with the contents key Kco. At step S635, the expansion module 78 of the
expansion section 63 expands the decoded contents in accordance with a
predetermined system such as ATRAC. At step S636, the watermark appending
module 79 of the expansion section 63 inserts a predetermined watermark specifying
the receiver 51 into the expanded contents. At step S637, the receiver 51 outputs the
reproduced contents to a speaker, not shown, and the processing ends. If it is
determined at step S623 that the hash value calculated at step S622 is not coincident
with the hash value stored in the storage module 73, the SAM 62 at step S638 carries
out predetermined error processing such as displaying an error message on a display
unit, not shown, and the processing ends.

In this manner, the receiver 51 reproduces the contents.
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Fig.79 is a flowchart illustrating the processing in which the receiver 51 causes
the decoder 56 to reproduce the contents in the user home network 5 having the
structure of F 1g 11. The processing of steps S641 to S647 is similar to the processing
of steps S621 to S627 of Fig.78 aﬂd therefore will not be described further in detail.

At step S648, the mutual authentication module 71 of the SAM 62 and the
mutual authentication module 101 of the decoder 56 carry out mutual authentication
and share the temporary key. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp. At step S649, the decoding unit
91 of the decoding/encryption module 74 decodes the contents key Kco recorded on
the HDD 52 with the save key Ksave stored in the storage module 73. At step S650,
the encryption unit 93 of the decoding/encryption 1ﬁodu]e 74 encrypts the decoded
contents key Kco with temporary key Ktemp. Atstep S651, the SAM 62 transmits the
contents key Kco encrypted with the temporary key Ktemp to the decoder 56.

At step S652, the decoding module 101 of the decoder 56 decodes the contents
key Kco with the tempdrary key Ktemp. At step S653, the SAM 62 reads out the
contents recordéd on the HDD 52 and transmits the contents to the decoder 56. At
step S654, the decoding module 103 of the decoder 56 decodes the contents with the
contents key Kco. At step S655, the expansion module 104 of the decoder 56 expands

the decoded contents in accordance with a predetermined system such as ATRAC. At



148

step S656, the watermark appending module- 105 of the decoder 56 inserts a
predetermined watermark specifying the decoder 56 into the expanded contents. At
step S657, the decoder 56 outputs the reproduced contents to a speaker, not shown,
and the processing ends.

The processing of step S658 is similar to the i)rocessing of step S638 of Fig.78
and therefore will not be described further in detail.

As described above, in the case where the user home network has the structure
of Fig.11, the contents received by the receiver 51 are reproduced by the decoder 56.

The processing for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the
structure of Fig.28 and where the check values are stored in the storage module 73 and
the storage section 135, will now be described with reference to the flowcharts of
Figs.80 and-81. Atstep S701, the mutual authentication module 71 of the receiver 51
carries out mutual authentication with the mutual authentication section 133 of the
memory stick 111 loaded in the receiver 51 and shares the temporary key Ktemp. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail.

At step S702, the receiver 51 retrieves the data related to the contents from the
HDD 52 and displays the data onto a display unit, not shown. The user selects the
contents to shift to the memory stick 111 and inputs predetermined data to the receiver

51 by a switch, not shown. At step S703, the SAM 62 of the receiver 51 retrieves the
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contents key corresponding to the selected contents from the external storage section
113. At step S704, the data check module 114 of the receiver 51 applies a hash
function to the data (such as contents key Kco and contents ID) stored in the key data
block of the external storage section 113, which stores the contents key Kco
corresponding to the contents to shift, thus obtaining a hash value. At step S705, the
data check module 114 compares the hash value obtained at step S704 with the check
value corresponding to ti]e key data block storing the contents key Kco, stored in the
storage module 73, and determines whether these values are coincident with each other
or not. Ifitis determined that these values are coincident, the data of the key data
block has not been tampered and therefore the processing goes to step S706. The
communication section 61 of the receiver 51 transmits the write request command and
contents ID to the communication section 131 of the memory stick 111, and
communication section 131 of the memory stick 111 receives the write request
command and contents ID.

At step S707, the communication section 61 of the receiver 51 transmits the
contents selected at step S702 to the communication section 131 of the memory stick
111, and the communication section 131 of the memory stick 111 receives the
contents. Atstep S708, the memory controller 132 of the memory stick 111 stores the
contents received by the communication section 131 to the information storage block

122 as encrypted data 144,

At step S709, the decoding unit 91 of the receiver 51 decodes the contents key
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Kco with the save key Ksave stored in the storage module 73, and the encryption unit
93 re-encrypts the decoded contents key Kco \.vith the temporary key Ktemp and
temporarily stores it to a register, not shown, in the SAM 62. At step S710, the SAM
62 deletes the contents key Kco corresponding to the contents to shift and stored in the
external storage section 113. At step S711, the decoding/encryption module 74 of the
receiver 51 applies a hash function to the data stored in the key data block of the
external storage section 113 from which the contents key Kco corresponding to the
contents to shift has been deleted, thus obtaining a hash value. At step S712, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the storage module 73, with
the hash value calculated at step S711.

At step S713, the communication section 61 of the receiver 51 transmits the
contents key Kco, contents ID and use permission information to the communication
section 131 of the memory stick 111, and the communication section 131 of the
memory stick 111 receives the contents key Kco, contents ID and use permission
information. At step S714, the decoding section 136 of the memory stick 111 decodes
thé contents key Kco received by the communication section 131 with the temporary
key Ktemp, and the encryption section 134 encrypts the decoded contents key Kco
with the save key Ksave stored in the storage section 135 and temporarily stores it to
a register, not shown, in the control block 121.

At step S715, the data check section 138 retrieves the key data block having
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vacancy of the key data 143. At step S716, the data check section 138 applies a hash
- function to the data (such as contents key Kco and contents ID) stored in the key data
block retrieved at step S715, thus obtaining a hash value. At step S717, the data check
section 138 compares the hash value calculated at step S716 with the check value
corresponding to the key data block retrieved at step S715, stored in the storage
section 135, and determines whether these values are coincident with each other or
not. Ifitis determined that these values are coincident, the processing goes to step
S718 and the memory controller 132 stores the contents key Kco temporarily stored
in the register, into the key data block having vacancy of the key data 143.

At step S719, the data chc;,ck section 138 appiiés a hash function to the data
stored in the-key data block in which the contents key Kco is stored of the' key data
143, thus obtaining a hash value. At step S720, the data check section 138 overwrites
the check value corresponding to the key data block in which the contents key Kco is
stored of the storage section 135, with the hash value calculated ét step S719.

At step S721, the communication section 131 of the memory stick 111 transmits
areception co.mpletion signal to the communication section 61 of the receiver 51, and
the communication section 61 of the receiver 51 receives the reception completion
signal. At step S722, the SAM 62 of the receiver 51 deletes the contents from the
HDD 52 and deletes the contents key Kco from the register. Then, the processing

ends.

Ifit is determined at step S717 that the hash value obtained at step S716 and the
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check value corresponding to the key data block retrieved at step S713, stored in the
storage section 135, are not coincident with each other as a result of comparison, the
data of the key data block has been tampered. Thercfore, the processing goes to step
S723 and the data check section 135 determines whether all the key data blocks of the
key data 143 have been checked or not. Ifitis determined that all the key data blocks
of the key data 143 have not been checked, the processing goes to step S724. The data
check section 135 retrieves another key data block having vacancy of the key data 143,
then returns to step S716 and repeats the processing.

If it is determined at step S723 that all the key data blocks of the key data have
been checked, there is no key data block left for storing the contents key Kco and
therefore the processing ends.

Ifitis detenm'ned‘ at step S705 that the hash value obtained at step S704 and the
check value corresponding to the key data block storing the contents key Kco, stored
in the storage module 73, are not coincident with each other by the data check module
114, the contents to shift have been tampered and therefore the processing ends. |

In this manner, the contents stored on the HDD 52 are shifted to the memory
stick 111.

The proces'sin g for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the
structure of Fig.28 and where the check values are stored in the external storage

section 113 and the key data 143, will now be described with reference to the -
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flowcharts of Figs.82 and 83. The processing of steps S751 to $754 is similar to the
processing of steps S701 to S704 of Fig.80 and ther‘efore will not be described further
in detail.

At step S755, the data check module 114 decodes the check value
corresponding to the key data block storing the contents key Kco, with the check key
Kch stored in the storage module 73. At step S756, the data check module 114
compares the hash value obtained at step S754 with the check value decoded at step
S755 and determines whether these values are coincident with each other or not. Ifit
is determined that these values are coincident, the data of the key data block has not
been tampered and therefore the processing goes to step S757.

The processing of steps S757 to S762 is similar to the processing of steps S706
to 8711 of Fig.80 and therefore will not described further in detail.

At step S763, the encryption unit 93 encrypts the hash value calculated at step
S762 with the check key Kch stored in the storage module 73. At sfep S764, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the external storage section
113, with the hash valué encrypted at step S763.

The processing of steps S765 to S768 is similar to the processing of steps $713
- t0 $716 of Fig.80 or 81 and therefore will not be described further in detail.

At step S769, the- decoding section 136 decodes the check value corresponding

to the key data block retrieved at step S767 with the check key Kch stored in the
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storage section 135. Atstep S770, the data check.section 138 compares the hash value
obtained at step S768 with the check value decoded at step S769 and determines
whether these values are coincident with each other or not. If it is determined that
these values are coincident, the data of the key data block has not been tampered and
therefore the processing goes to step S771.

The processing of steps S771 and S772 is simiiar to the érocessing of steps
S718 and S719 of Fig.81 and therefore will not be described further in detail.

- At step S773, the data check section 138 encrypts the hash value calculated at
step S772 with the check value Kch stored in the storage section 135. At step S774,
the data check section 138 overwrites the check value corresponding to the key Aata :
block in which the contents key Kco is stored of the key data 143, with the hash value
encrypted at step S773.

The processing of steps S775 to S778 is similar to the processing of steps S721
to 8724 of Fig.81 and therefore will not be described further in detail.

If it is determined at step S756 that the hash value obtained at step S754 and the
check value decoded at step S755 are not coincident with each other as a result of
'comparisoﬁ by the data check module 114, the contents to shift have been tampered

and therefore the processing ends.

In this manner, the contents stored on the HDD 52 are shifted to the memory

stick 111.

The processing for shifting the contents stored in the memory stick 111 loaded
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in the receiver 51 to the HDD 52, in the. case.where the user network 5 has the
structure of Fig.28 and where check values are stored in the storage module 73 and the
storage section 135, will now be described with reference to the flowcharts of Figs.84
and 85. At step S791, the mutual authentication module 71 of the receiver 51 carries
out mutual authentication with the mutual authentication section 133 of the memory
stick 111 loaded in the receiver 51 and shares the temporary key Ktemp. This -
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail.

At step S$792, the receiver 51 retrieves the data related to the contents from the
data retrieval table of the memory stick 111 via the communication section 61 and
displays the data onto a display unit, not shown, and the user selects the contents to
shift to the HDD 52 and inputs predetermined data to the receiver 51 by a switch, not
sﬁown. At step S793, the communication section 61 of the receiver 51 transmits the
shift request connﬁand and contents ID to the communication section 131 of the
memory stick 111 and the communication section 131 of the memory stick 111
receives the shift request command and contents ID.

At step S794, the memory controller 132 of the memory stick 111 retrieves the
~ contents key Kco corresponding to the received contents ID from the key data 143, |
At step S795, the data check section 138 applies a hash function to the data (éuch as
contents key Kco and contents ID) stored in the key d;'«lta block storing the contents key

Kco corresponding to the contents ID, thus obtaining a hash value. At step $796, the
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data check section 138 compares the hash value calculated at step S795 with the check
“value corresponding to the key data block storing the contents key Kco con‘eéponding
;o the contents ID, stored in the storage section 135, and determines whether these
values are coincident with'each other or not. If it is determined that these values are
coincident, there is no tampering made in lthe contents key Kco and the like and
therefore the processing goes to step S797. The memory controller 132 retrieves the
contents corresponding to the contents ID from the encrypted data 144 with reference
to the data retrieval table 141. |

At step S798, the communication section 131 of the memory stick 111 transmits
the contents retrieved at step S797 to the communication section 61 of the receiver 5 1,
and the communication section 61 of the receiver 51 receives the contents. At step
S799, the SAM 62 sfores the contents received by the communication section 61 to the
HDD 52.

At step S800, the decoding section 136 of the memory stick 111 decodes the
contents key Kco with the save key Ksave stored in the storage section 135, and the
encryption section 134 re-encrypts the decoded contents key Kco with the temporary
key Ktemp and temporarily stores it to a register, not shown, in the control block 121.
At step S801, the memory controller 132 deletes the contents key Kco stored m the key
data 143 corresponding to the content to shift. At step S802, the data check section
138 of the control block 121 applies a hash function to the data stored in the key data

block of the key data 143 from which the contents key Kco corresponding to the
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contents to shift has been deleted, thus obtaining.a hash value. At step S803, the data
check section 138 overwrites the check value corresponding to the key datablock from
which the contents key Kco has been deleted, of the key data 143, with the hash _va]ue
calculated at step S802.

At step S804, the communication section 131 of the memory stick 111 transmits
the contents key Kco, contents ID and ﬁse permission information to the
communication section 61 of th.e receiver 51, and the communication section 61 of the
receiver 51 receives the contents key Kco, contents ID and use permission
information. At step S805, the data check module 114 of the receiver 51 retrieves the
key data block having vacancy of the external storage section 113. At step S806, the
data check module 114 applies a ﬁash function to the data stored in the key data block
retrieved at step S805, thus obtaining a hash value. At step S807, the data check
module 114 compares the hash value obtained at step 8806 with the check value
corresponding to the key data block retrieved at step S805, stored in the storage
module 73, and determines whether these values are coincident with each other or not.
If it is determined that these values are coincident, the data of the key data block has
not been tampered and therefore the processing goes to step S808. The decoding unit
91 of the receiver 51 decodes the contents key Kco received by the communication
section 61 with the temporary key Ktemp, and the encryption unit 93 encrypts the
decoded contents key Kco with the save key Ksave stored in the storage module 73.

At step S809, the SAM 62 stores the contents key Kco encrypted at step S807 to the
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key data block having vacancy of the external storage section 113,

At step S810, the decoding/encryption module 74 applies a hash function to the
data stored in the key data block in which the contents key Kco is stored, of the
external storage section 113, thus obtaining a hash value. At step S811, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block in which the contents key Kco is stored, of the storage module 73, with the
hash value calculated at step S810. At step S812, the communication section 61 of the
receiver 51 transmits a reception completion signal to the communication section 131
of the memory stick 111, and the communication section 131 of the memory stick 111
receives the reception completion signal. At step S813, the memory controller 132 of
the memory stick 111 deletes the contents transmitted from the encrypted data 144 and
deletes the corresponding contents key Kco from the key data 143. Then, the
processing ends.

Ifit i_s determined at step S807 that the hash value obtained at step S806 and the
check value corresponding to the key data block retrieved at step S805, stored in the
storage module 73, are not coincident with each other as a result of comparison, the
data of the key data block has been tampered. Therefore, the processing goes to step
~ S814 and the data check module 114 determines whether all the key data blocks of the
external storage section 113 have been checked or not. If if is determined that all the
key data blocks of the external storage section 113 have not been checked, the

processing goes to step 8815_ . The data check module 114 retrieves another key data
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block having vacancy of the external storage section 113, thenreturns to step S806 and
repeats the processing.

If 1t is determined at step S814 that all the key data blocks of the external
storage section 113 have been checked, there is no key data block left for storing the
contents key Kco and therefore the processing ends.

Ifit 1s determined at step S796 that the hash value obtained at step S795 and the
check value corresponding to the key data block storing the contents key Kco, stored
in the storage section 135, are not coincident with each other as a result of comparison,
there is tampering in the contents key Kco or the like of the contents to transmit and

therefore the processing ends.

In this manner, the contents are shifted from the memory stick 111 to the
receiver 51.

The processing for shifting the contents stored in the memory stick 111 loaded
in the receiver 51 to the HDD 5-2, in the case where the user network 5 has the
structure of Fig.28 and where check values are stored in the external storage section
113 and the key data 143, will now be described with reference to the flowcharts of
Figs.86 and 87. The processing of steps S831 to S835 is similar to the processing of
steps S791 to 8795 of Fig.84 and therefore will not described further in detail.

At step S836, the decoding section 136 decodes the check value corresponding
to the key data block storing the contents key Kco with the check key Kch stored in the

storage section 135. At step S837, the data check section 138 compares the hash value
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obtained at step S835 with the check value decoded at step S836 and determines
whether these values are coincident with each other or not. If it is determined that
these values are coincident, .ther'e is no tampering made in the data of the key data
block and thereforelthe processing goes to sfep S838.

The processing of steps S838 to S843 is similar to the processing of steps S797
to S802 of Fig.84 and therefore will not be described further in detail.

At step S844, the data check section 138 encrypts the hash value calculated at
step $843 with the check key Kch stored in ’ghe storage section 135. At step S845, the
data check section 138 overwrites the check value corresponding to the key data block
from which the contents key Kco has been deleted, of the key data 143, with the hash
value encrypted at sfep S844.

The processing of steps S846 and S847 is similar to the processing of steps
S804 and S805 of Fig.85 and therefore will not be described further in detail.

At step S849, the data check module 114 decodes the check value
corresponding to the key data block retrieved at step S847 with the check key Kch
stored in the storage section 135. At step S850, the data check module 114 compares
the hash value obtained at step S848 with the check value decoded at step S849 and
determines whether these values are coincident with each other or not. If it is
determined that these values are coincident, the data of the key data block has not been

tampered and therefore the processing goes to step S851.

The processing of steps S851 to S853 is similar to the processing of steps S808
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to S810 of Fig.85 and therefore will not be described further in detail.

At step S854, the encryption ﬁnit 93 encrypts the hash value calculated at step
S855 with the check value Kch stored in the storage module 73. At step S855, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block in which the contents key Kco is stored, of the external storage section 113,
with the hash value encrypted at step S854.

The processing of steps S856 to S859 is similar to the processing of steps S812
to S815 of Fig.85 and therefore will not be described further in detail.

In this manner, even in the case where the check values are stored in the
external storage section 113 and the key data 143, the contents are shifted from the
memory stick 111 to the receiver 51.

The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 5 has
the structure of Fig.28 and where the check values are stored in the storage section
135, willnow be described with reference to the flowchart of Fig.88. At step S871, the
mutual authentication module 71 of the SAM 62 carries out mutual authentication with
the mutual authentication section 133 of the memory stick 111 loaded in the receiver
51 and shares the temporary key Ktemp. This authentication processing is similar to
the processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. The k(_ay used for the mutual authenti;:ation at step S871

in the contents reproduction may be different from the key used for the mutual
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authentication at step S791 in the contents shift shown in Fig.84.

At step S872, the SAM 62 of the receiver 51 retrieves the data related to the
contents from the data retrieval table of the memory stick 111 via the communication
section 62 and displays the data onto a display unit, not shown, and the user selects the
contents to reproduce and inputs predetermined data to the receiver 51 by a switch, not
shown. At step S873, the SAM 62 of the receiver 51 transmits the read request
command and contents ID to the communication section 131 of the memory stick 111
via the communication section 61, and the commum'éation section 131 of the memory
stick 111 receives the read request command and contents ID. |

At step S874, the memory controller 132 of the memory stick 111 retrieves the
contenfs key Kco correspoﬁding to the received contents ID from the key data 143.
At step S875, the data check section 138 applies a hash function to the data (such as
contents key Kco and contents ID) stored in the key data block storing the contents key
Kco corresponding to the contents ID, thus obtaining a hash value. At step S876, the
data check section 138 compares the hash value calculated at step S875 with the check
value corresponding to the key data block storing the contents key Kco corresponding
to the contents ID, stored in the storage section 135, and determines whether these
~ values are coincident with each other or not. If it is determined that these values are
coincident, there is no tampering made 1n the contents key Kco or the like and
~ therefore the processing goes to step S877. The memory controller 132 retrieves the

contents corresponding to the contents ID from the encrypted data 144 with reference



to the data retrieval table 141.

Atstep S878, the communication section 131 of the memory stick 111 transmits
the contents retrieved at step S877 to the communication section 61 of the receiver 51,
and the communication section 61 of the receiver 51 receives the contents. At step
S879, the decoding section 136 of the memory stick 111 decodes the contents key Kco
with the save key Ksave stored in the storage section 135, and the encryption section
134 re-encrypts the decoded contents key Kco with the temporary key Ktemp and
temporarily stores it to a register, not shown, in the control block 121. At step 8880;
the communication sectio.n 131 of the memory stick 111 transmits the contents key
Kco, contents ID and use permission information to ﬂ:e SAM 62 of the receiver 51,
and the SAM 62 of the receiver 51 receives the contents key Kco, coﬁtents ID and use
permission information. _ |

‘At step S881, the mutual authentication module 71 of the SAM 62 carries out
mutual authentication with the mutual authentication module 75 of the expansion
section 63 and shares the temporary key Ktemp (which is different from the temporary
- key Ktemp shared at step S871). This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail.

At step 5882, the decoding unit 91 of the SAM 62 decodes the contents key Kco
with the temporary key Ktemp shared with the memory stick 111, and the encryption

unit 93 re-encrypts the decoded contents key Kco with the temporary key Ktemp
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shared with the expansion section 63. At step S883, the SAM 62 transmits the
contents key Kco encrypted with the temporary key Ktemp shared with the expansion
section 63, to the expansion section 63, and the expansion section 63 receives the
encrypted contents key Kco.

At step S884, the decoding module 76 of the expansion section 63 decodes the
contents key Kco received by the communication section 61 with the temporary key
Ktemp shared with the SAM 62. At step S885, the decoding module 76 of the
expansion section 63 decodes the contents received at step S878 with the contents key
Kco decoded at step S884. At step S886, the expansion module 78 of the expansion
section 63 expands the decoded contents in accordance with a predetermined system
such as ATRAC. At step S887, the watermark appending module 79 inserts a
predetermined watermark specifying the receiver 51 into the expanded contents. At
step S888, the expansion section 63 outputs the reproduced contents to a speaker, not
shown. At step S889, the SAM 62 of the receiver 51 transmits a reproduction
complétion signal to the communication section 131 of the memory stick 111, and the
control block 121 of the memory stick 111 receives the reproduction co:np]etién
signal. Then, the processing ends.

- Ifit is determined at step S876 that the hash value calculated at step S875 and
the check value corresponding to the key data block storing the contents key Kco
corresponding to the contents ID, stored in the storage section 135, are not coincident

with each other as a result of comparison, there is tampering made in the contents key

N
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Kco or the like and therefore the processing ends.

In this manner, only when there is no tampering in the key data block, the
receiver 51 reproduces the contents stored in the memory stick 111 loaded in the
receiver 51. At step S871, the eXpansion section 63 and the memory stick 111 may
carry out mutual authentication so that the memory stick 111 m;cly directly transmit the
contents key Kco to the expansion section 63, which then may receive the contents key
Kco.

The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 5 has
the structure of Fig.28 and where the check values are stored in the key data 143, will
now be described with reference to the flowchart of Fig.89. The processing of steps
S901 to S90S is similar to the processing 6f steps S871 to S875 of Fig.88 and therefore
will not be described further in detail. |

At step 906, the decoding section 136 of the ;nemory stick 111 decodes the
check value corresponding to the key data block storing the contents key Kco with the
check key Kch stored in the storage section 13l5 . At step S907, the data check section
138 compares the hash value obtained at step S905 with the check value decoded at
step S906 and determines whether these values are coincident with each other or not.
If it is determined that these values are coincident, the data of the key data block has
not been tampered and therefore the processing goes to step S908.

The processing of steps S908 to $920 is similar to the processing of steps S877
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to S889 of Fig.88 and therefore will not be described further in detail.

Ifitis determined at step S907 that the hash value obtained at step S905 and the
check value decoded at step S906 are not coincident with each other as a result of
comparison, the data of the key data block has been tampered and therefore the
processing ends.

In this manner, also in the case where the encrypted check value is stored in the
key data 143, only when there is no tampering in the key data block, the receiver 51
reproduces the contents stored in the memory stick 111 loaded in the receiver 51.

The processing for preparing the settlement object of the EMD service center
1 before the settlement processing, which will be later described with reference to
Fig.65, will now be described with reference to the flowchart of Fig.61. At step S451,
the historical data management section 15 of the EMD service center 1 selects the
accounting information related to the use of predetermined contents from the
accounting information received and stored from the user home network 5, and
transmits the selected accounting information to the profit distribution section 16. At
étep S452, the profit distribution section 16 determines whether or not the data
indicating the proﬁt.distﬁbution to the contents provider 2 and the service provider 3
is included in the accounting information received from the historical data
management section 15. If it is determined that the data indicating the profit
distribution to the contents provider 2 and the service provider 3 is included in the

accounting information received from the historical data management section 15, the
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processing goes to step S453.

At step S453, the profit distribution séction 16 calculates the amount to be paid
to the service provider 3 from the user who used the predetermined contents, with
reference to the data indicating the profit distribution included in the accounting
information. At step S454, the profit distribution section 16 calculates the amount to
be paid from the service provider 3 to the contents provider 2, with reference to the
data indicating the profit distribution included in the accounting iﬁformation. At step
S455, the profit distribution section 16 calculates the amount to be paid from the
contents provider 2 to an entitled organization, with reference to the data indicating
the profit distribution included in the accounting information. Then, the processing
goes to step S459.
| If it is determined at step S452 that the data indicating the proﬂf distribution to
the contents provider 2 and the service provider 3 is not included in the accounting
information received from the historical data management section 15, the processing
goes to step S456, and the profit distribution section 16 calculates the amount to be
paid to the service provider 3 from the user who used the predetermined contents, with
reference to the profit distribution database stored in the profit distribution section 16.
At step S457, the profit distribution section 16 calculates the amount to be paid from
the service provider 3 to the contents. provider 2, with reference to the profit
distribution database stored in the profit distribution section 16. At step S458, the

profit distribution section 16 calculates the amount to be paid from the contents
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provider 2 to the entitled organization, with reference to the profit distribution
database stored in the profit distribution section 16. The processing then goes to step
S459.

Af step $459, the profit distribution section 16 corrects the amount to be paid
from the predetermined user to the service provider 3, the amount tb be paid from the
service provider 3 to the contents provider 2 and the amount to be paid ﬁdln thé
contents provider 2 to the entitled organization, with reference to data of the discount
information database stored in the profit distribution section 16.

At step S460, the historical data management section 15 determines whether or
not the calculation of steps S453 to S459 has been carried. out with respect to all the
contents. Ifit is determined that the calculation of steps S453 to S459 has not been -
carried out with respect to all the contents, the processing returns to step S451 and the
subsequent processing is repeated. Ifitis determined at step S460 that the calculation
of steps S453 to S459 has been carried out with respéct to all the contents, the
processing goes to step S461.

At step 8461, the proﬁt'distribution section 16 calculates the amount to be paid
to each service provider 3 from each user, and prepares a credit settlement object 1
(e.g., in the case where the user pays the fee with a credit card, a credit settlement
object 1 shown in Fig.62(A)). In the credit settlement object 1, the user's ID is set for
the payer, the ID of the service provider 3 is set for the payee, and the amount to be

paid to the service provider 3 is set for the amount paid. At step S462, the profit
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distribution section 16 calculates the amount to be paid to each contents provider 2
from each service provider 3, and prepares a credit settlement object 2 (e.g., in the
" case where the user pays the fee with a credit card, a credit settlement object 2 shown
in Fig.62(B)). In the credit settlement object 2, the credit settlement object 1 is set for
the payer, the ID of the contents provider 2 is set for the payee, and the amount to be
paid to the contents provider 2 is set for the amount paid.

At step S463, the profit distribution section 16 calculates the amount to be paid
to the entitled organization from each contents provider 2, and prepares a credit
settlement object 3 (e.g., in the case where the user pays the fee with a credit card, a
credit settlement object 3 shown in Fig.62(C)). In the credit settlement object 3, the
credit settlement object 1 is set for the payer, the ID of the entitled organization is set
for the payee, and the amount to be paid to the entitled organization is set for the
amount paid. At step S464, the accounting and charging section 19 calculates the
amount charged to the user with reference to the user use fee table storing the fee for
the use of the EMD service center 1 by the user, stored in the accounting and charging
section 19, and prepares a credit settlement object 4 (e.g., in the case where the user
pays the fee with a creditcard, a credit settlement object 4 shown in Fig.62(D)). Then,
the amount charged to the credit settlement object 1 is set and the processing ends.
In the credit settlement objc'ct 4, the credit settlement obj ect_l is set for the payer, the
ID of the EMD service center 1 is set for the payee, and the amount to be paid to the

EMD service center 1 is set for the amount paid.
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In the above-described manner, the EMD service center 1 prepares the
settlement objects.

Figs.63(A) to 63(C) show examples of bank settlement objects in the case where
the service provider 3, the contents provider 2 and the entitled organization pay the
service 'charge. to the EMD service center 1. In a bank settlement object 1 of
Fig.63(A), the ID of the service provider 3 is set for the payer, the amount charged to
the service provider 3 is set for the amount charged, the ID of the EMD service center
1 is set for the payee, and the amount to be paid to the EMD service center 1 (equal
to the amount charged) is set for the amount paid. In a bank settlement object 2 of
Fig.63(B), the ID of the contents provider 2 is set for the payer, the amount charged
to the contents provider 2 is set for the amount charged, the ID of the EMD service
center 1 is set for the payee, and the amount to be paid to t_he EMD service center 1
~ (equal to the amount charged) is set for the amount paid. In a bank settlement object
3 of Fig.63(C), the ID of the entitled organization is set for the payer, the amount
charged to the entitled organization is set for the amount charged, the ID of the EMD
service center 1 is set for the payee, and the amount to be paid to the EMD service
center 1 (equal to the amount charged) is set for the amount paid.

Figs.64(A) to 64(D) show examples of settlement objects in the case where the
user pays the fee with a credit card while the service provider 3 and the contents
provider 2 carry out settlement through their bank accounts. Credit settlement objects

of Figs.64(A) and 64(D) are similar to the credit settlement objects of Figs.62(A) and
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62(D) and therefore will not be described further.in detail. In a band settlement object
2 of Fig.64(B), the ID of the service provider 3 is set for the payer, the amount from
the service provider 3 includin g the amount to be paid to the contents provider 2 and
the amount to be paid to the entitled organization is set for the amount charged, the ID
of the contents provider 2 is set for the payee, and the amount to be paid to the
contents provider 2 (equal to the amount charged) is set for the amount paid. Inaband
settlement object 3 of Fig.64(C), the ID of the contents provider 2 is set for the payer,
the amount charged to the contents provider 2 is set for the amount charged, the ID of
the entitled organization is set for the payee, and the amount to be paid to the entitled
organization (equal to the ainouﬁt charged) is set for the amount paid.

As the settlement is carried out on the basis of the payers, amounts charged,
payees and amounts paid described in the settlement objects of Figs.62(A) to 62(D),
Figs.63(A) to 63(C) and Figs.64(A) to 64(D), the predetermined amounts are paid to
the EMD service center 1, the contents provider 2, the service provider 3 and the
entitle organization. The settlement processing using the credit settlement object of
the EMD service center 1 will now be described with reference to the flowchart of
Fig.65. At step S471, the receipt and disbursement section 20 of the EMD service
center 1 finds the settlement institution such as the back of the payee, from the ID
described as the payee in the credit settlement object. At ;tep S472, the receipt and
disbursement section 20 of the EMD service center 1 finds the settlement institution

such as the credit company of the payer, from the ID described as the payer in the
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credit settlement object. At step S473, the receipt and disbursement section 20
determines whether credit processing of the payer is necessary or not from the pre-
stored information. If it is determined that the credit processing is necessary, the
credit processing is executed at step S474. Ifit is determined in the credit processing
of step S474 that the payer cannot pay the fee, the processing ends. Ifit is determined
in the credit processing of step S474 that the payer can pay the fee, the processing goes
to step S475. |

If it is determined at step S473 that the credit processing of the payer is not
necessary, the processing goes to step S475.

At step S475, the receipt and disbursement section 20 determines whether the
previously executed settlement object processing has been completed or not. Ifitis
determined that the previously executed settlement object processing has been
completed, the processing goes to step S476 so as to transmit a settlement instruction
corresponding to tﬁe amount charged and the amount paid described in the credit
settlement object, to the settlement institutions found at steps S471 and S472. At step
S477, the information of the settlement processing executed at step S476 is transmitted
to the payee corresponding to the ID described as the payee iﬁ the credit settlement
object. At step S478, the information of the settlement processing executed at step
S476 is transmitted to the payer corresponding to the ID described as the payer in the
credif settlement object. Then, the processing ends.

If it is determined at step S475 that the previously executed settlement object
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processing has not been completed, the processing goes to step S479 and the receipt
an d. disbursement section 20 carries out predetermined error processing for incomplete
settlement such as transmitting a predetermined message to the payer described in the
settlement object for which the processing has not been completed. Then, the
processing ends.

In the above-described manner, the settlex_nent processing using the credit
seftlcment object is carried out.

Fig.66 is a flowchart illustrating the settlement processing using the bank
settlement object of the EMD service center 1. The settlement processing using the

bank settlement object is similar to the settlement processing using the credit

settlement object of Fig.65 from which the credit processing of steps S471 and S474

" is eliminated. The processing of steps S481 and S482 is similar to the processing of

steps S471 and S472 of Fig.65 and therefore Will not be described further in detail.
The processing of steps S483 to- S487 is similar to the processing of steps S475 to
S479 of Fig.65 and therefore will not be described further in detail.

In the abové-described manner, the settlement processing using the bank
settlement object is carried out. Then, along the settlement processing using the credit
settlement object, the predetermined amounts are collected from the user, the contents
provider 2, the ;en'ice provider 3 and the entitled organization, and the predetenﬂned
amounts are received by the EMD service center 1, the contents provider 2, the service

provider 3 and the entitled organization.
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As the contents, music data are used in the above description. However, not
only music data but also dynamic image data, still il.nage data, text data or program
data may be used. Insuch cases,a system suitable for the type of contents is used for
compression. For example, MPEG (Moving Picture Experts Group) is used for
images. As for the watermark, a watermark of a format suitable for the type of
contents is used.

As the common key encryption, DES, which is block éncryp_tion, is used in the
above description. However, FEAL proposed by NTT (trademark), IDEA
(International Data Encryption Algorithm), or stream encryption for encrypting every
one to several bits may be employed.

In the description of the encryption of the contents and contents key Kco, the
common key encryption system is used. However, the public key encryption system
may also be used.

At step S184 of Fig.51, step S204 of Fig.52 and step S227 of Fig.53 in the above
description, the receiver 51 transmits the accounting information to the EMD service
center 1. However, all or a part of the use permission information may be transmitted.
Sincg the use permission information includes what right the user has purchased, the
EMD service center 1 can carry out the settlement processing by confirming the
information included in the use permission information, price information and
handling policy.

At step S706 of Fig.80, step S757 of Fig.82, step S793 of Fig.84, step S833 of
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Fig.86, step S873 of Fig.88 and step S903 of Fig.89 in the above description, the
receiver 51 may append the signature encrypted with the secret key of the receiver 51
to the command to be transmitted to the memory stick 111 and transmit the resultant
command to the memory stick 111 so that the memory stick 111 may check the
signature, thus reinforcing the resistance against unauthorized actions.

Moreover, in the processing for shifting the contents shown in Figs.80 to 87, the
contents key Kco is re-encrypted and temporarily stored and then deleted. However,
in order to avoid inconvenience such that the receiving side of the contents key Kco
deletes the contents key Kco and therefore cannot receive the contents key Kco
because of the z;bsence of any contents key storage area, the transmitting side of the
contents key Kco may temporarily make the contents key Kco unavailable (i.e.,
defining the flag indicating the status of the contents key Kco and usin g that flag) until
the reception completion signal is received, and may carry out processing for making
the contents key Kco available again when the reception completion signal cannot be
received.

In this specification, the system means the entire apparatus including a plurality
of devices. |

As a providing medium for providing a computer program for carrying out the
above-described processing, a cmmnunicatioﬁ medium such as a network, a satellite
or a cable, as well as a recording medium such as a magnetic disk, a CD-ROM or a

solid state memory can be used.
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As described above, according to the present invention, the first key is decoded
with the second key, and when the first key cannot be decoded with the second key,
transmission of the second key is requested. Therefore, even in the case where the
data providing side has changed the key at arbitrary timing, the user can securely
decode encrypted information at any time.

| Also, according to the present invention, when the accounting value has reached
a predetermined value, transmission of the second key is requested. Therefore, even
in the case where the data providing side has changed the key at arbitrary timing, the
user can securely decode encrypted information at any time.

Moreover, according to the present invention, the data specifying the
information processing device is stored and transmitted to the management device, and
whe;n transmitting the data spe_:cifyiﬁg the information processing device, transmission
of the second key is requested. Therefore, even in the case where the data providing
side has changed the key at arbitrary timing, the user can éecure]y decode encrypted
information at any time.

According to the present invention, mutual authentication is carried out and the
temporary key is generated. Then, the firstkey is decoded with the second key and the
first is encrypted with the temporary key. The first key is decoded with the temporary
key and tﬁe information is decoded with the first key. Therefore, in decoding the
information, the key for encrypting the information is not read out.

According to the present invention, the information providing device appends
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the information indicating the handling of information to the encrypted information
and transmits the resultant information to the information distribution device. The
information distribution device calculates the use fee for the information on the basis
of the information indicating the handling of the information transmitted from the
information providing device, then appends the use fee to the encrypted information,
and transmits the resultant infpnnation to the information processing device. The
information processing device prepares the accountiné information corresponding to
the use of information on the basis of the use fee, and transmits to the management
device the accounting information together with a part of or all of the information
indicatiﬂg the handling of information and the use fee. The management device
detects an unauthorized action from the accounting information and a part of or all of
the information indicating the handling of information and the use fee. Therefore,
unauthorized actions can be detected such as unfair lpn'cing by a person having a valid
key and tampering of the information indicating the handling.

Also, according to the present invention, the information indicating the handling
of information is appended to encrypted information and then transmitted to the
information diétribution device. The received encrypted information and information
indicating the handling of information are transmitted, and use permission information
corresponding to the use of information is prepared -on the basis of the information
indicating the handling of information. The use permission information is transmitted

together with a part of or all of the information indicating the handling of information,
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and an unauthorized action is detected from the use permission information and a part
of or all of the information indicating the handling of information. Therefore,
unauthorized actions can be detected such as unfair pricing by a person having a valid
key and tampering of the information indicating the handling.

According to the present invention, the ID of the information processing device
and the data indicating the registrability corresponding to the ID are provided, and the
information processing device is registered on the basis of the ID of the information
processing device. Therefore, the possibility of a contract with a user can be quickly
determined.

Also, according to the present invention, since registration of another
information subordinate to the information processing device is requested, a user
ha\}ing a plurality of information processing devices can easily carry out processing for
a contract.

Also, according to the present invention, the management device has the data
indicating the ID of the information pro_cessing device and the data indicating the
registrability corresponding to the ID, and registers the information processing device
on the basis of the ID of the information processing device. The information
processing device requests registration of another information processing device
subordinate to the information processing device. Therefore, the possibility of a
contract by a user can be quickly determined and a user having a plurality of

information processing devices can easily carry out processing for a contract.
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In addition, according to the present invention, since the registration conditions
are stored, thé operation in the case where a certain violation has occurred can be
easily and secu;-e]y controlled (limited).

Moreover, according to the present invention, in executing predetermined
processing, the registration conditions are prepared. Therefore, the operation in the
case where a certain violation has occurred can be easily and securely controlled
(limited).

According to the present invention, information indicating the use permission
condition of the information and information authentication information indicating the
permission condition are generated, and the authentication infor_mation is stored.
Therefore, rewrite of the use permission condition of the information can be detected
and suitable measures can be taken.

Also, according to the present invention, authentiqation information of related
information necessary for the use of information is generated and stored, and another
authentication information is generated from the related information. The coincidence
between the genérated authentication information and the stored authentication
information is verified and mutual authentication with an information storage medium
is carried out. Therefore, rewrite of the rglated information of the information can be
detected and suitable measures can be taken.

Also, according to the present invention, the authentication information

generation means generates authentication information of related information
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necessary for the use of information, and the storage means stores the authentication
information. The verification means generates another authentication information
from the related information and verifies the coincidence with the autheﬁtication
information stored in the storage means. The mutual authentication means carries out
mutual authentication with the information processing device. Therefore, rewrite of
the related information of the information can be detected and suitable measures can
be taken.

According to the present invention, the data specifying the information and the
data indicating the amount to be paid to the information provider for the use of the
information are stored, and the sum of the amount to be paid to each information
provider is calculated on the basis of the stored data. The settlement institution is
instructed to carry out settlement for each information provider on the basis of the
profit of each information provider. Therefore, settlement processing and processing
for calculating the profit can be efficiently carried out.

Accordingto the present invention, mutual authentication with aloaded external
storage medium is carried out and predetermined information is encrypted with a
predetermined key. Therefore, it is possible to externally store necessary information
while maintaining the security against unauthorized actions.

Also, according to the present invention, since data stored in an external storage
medium loaded in tl_le information processing device is decoded, it is pc;ssible to

externally store necessary information while maintaining the security against
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unauthorized actions.

Also, according to the present invention, the information processing device
carries out mutual authentication with an external storage medium loaded therein and
encrypts predetermined information with the public key of the management device.
The management device decodes the data stored in the external storage medium.
Therefore, it is possible to externally store necessary information while maintaining
the security against unauthorized actions.

Moreover, according to the present invention, since mutual authentication with
the information proceésipg device is carried out, unauthorized reading can be

prevented.
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CLAIMS
1. An information processing device for decoding and using encrypted
information, the device comprisigg:
permission information generation means for generating information indicating
a permission condition for 'the use of the information;
_authentication information generation means for generating authentication

information of the information indicating the permission condition; and

storage means for storing the authc-ntication information.
2. The information processing device as claimed in clajm 1 , Wherein the storage
means has a tamper-resistant structure. _
3. An information processing method for decoding and using encrypted
information, the method comprising: |

a permission information generaﬁon step 6f generating information indicating
a'permission condition for the use of ﬂle information;

an authentication info’nnation genemtion step of generating authentication
information of the information indicating the permission condition; and

a storage step of storing the authentication information.

4. A program providing medium for providing a computer-readable program which
causes an information processing device for decodin gand using encrypted information
to execute processing comprising;

a permission informati;m generation step .Of generating information indicating

a permission condition for the use of the information;
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an authentication information generation step of generating authentication
information of the information indicating the per:mission ééndition; and

a storage step of storing the authentication inforination.
3. An information processing device for - storing information to a loaded
information storage medium and using the information, the device comprising:

authentication information generation means for generating authentication
information of related infonnatioﬁ ﬁccessary for the use of the information;

storage means for storing the authentication information;

verification means for generaﬁng another authentication information from the
related information and verifying coincidence with the authentication information
sthed by the gtorage means; and

mutﬁal authentication means for carrying out mﬁtuai authentication with the
information sto_fage medium.
6.  The information processing device as claimed in claim 5 , further comprising
encryption means for encrypting the information.
7. The information pro:_.‘;essing device as claimed in claim 5 or 6, further comprising
encrthion means for encrypting the authentication information.
8.  The information processing device as claimed in clajim 7 , further comprising
decoding means for decoding the encrypted authentication information stored by the

storage means.

9. An information processing method for an information processing device for
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storing information to aloaded information storage medium and using the information,
the method comprising: “

an authentication information generation step of generating authentication
information of related information necessary for the use of the information;

a storage step of storing the authentication information;

a verification step of generating another authentication information from the
related information and verifying coincidence with the authentication information
stored at the storage step; and

a mutual authentication step of carrying out mutual authentication with the
information storage medium.
10.  Aprogram providingmedium for providinga computer-readable program which

causes an information processing device. for storing information to a loaded

.information storage medium and using the information, to execute processing

comprising:

an authentication information generation step of generating authentication
information of related information hecessary for the use of the information;

a storage step of storing the authentication information;

a verification step of generating another authentication information from the
related information and verifying coincidence with the authentication information

stored at the storage step; and

" a mutual authentication step of carrying out mutual authentication with the
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information storage medium.
’

11. Aninformation storage medium__ for storing encrypted information and being
loaded on an information processing device, the medium comprising:

authentication information generation means for generating authentication
information of related information necessary for the use of the information;

storage means for storing the authentication information;

verification means for generating another authentication information from the
related information and verifying coincidence with the authentication information
stored by the storage means; and

mutual authentication means for carrying out mutual authentication with the
information processing device.
12.  The information storage 1n§dium as claimed in claim 11, further comprising
encryption means for encrypting the authentication information.
13. The infomaﬁon storage medium as claimed in claim 11 or 12, further comprising

decoding means for decoding the encrypted authentication information stored in the

storage means.



