MULTI MEDI A ADM NI STRATI ON, ADVERTI SI NG CONTENT & SERVI CES SYSTEM
CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0001] This application clains
the benefit of United States Provisional Application Serial No.

60/ 982,089 filed Cctober 23, 2007, which is expressly incorporated by
reference herein. FIELD OF THE | NVENTI ON [ 0002] The invention rel ates
to multinedia, and nore particularly to systens and net hods for
providing nultimedia adm nistrative, advertising, content and

servi ces. BACKGROUND OF THE | NVENTI ON [ 0003] Certain inventions and

t echnol ogi BIUIPTMEDL L A BMINTSIRA TION NADY EREISRY GE€ONTENY R SERVIOES
state of the art, including the invegkirgng and technol ogi es descri bed

in US. Patent Nos. 6,587,873, 6,745,223, 6,785,716, 6,813,639, and
7,111,051 and U. S. Patent Pub. No. 2004/0205155, all incorporated
her ei n by reference. Certain additional inventions and technol ogies

have been developed EROSARPFEANEE TREEESTEDUHT-IACAHPDVe t he
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part i cuNar 60/982008\fied@stober®3, 2007, which is expressly incorporated by reference herein.

FIELD OF THE INVENTION
[0002] The invention relates to multimedia, and more particularly to systems and

methods for providing multimedia administrative, advertising, content and services.

BACKGROUND OF THE INVENTION
[0003] Certain inventions and technologies pioneered by ViaCLIX™ have dramatically
advanced the state of the art, including the inventions and technologies described in U.S. Patent
Nos. 6,587,873, 6,745,223, 6,785,716, 6,813,639, and 7,111,051 and U.S. Patent Pub. No.
2004/0205155, all incorporated herein by reference. Certain additional inventions and
technologies have been developed by the present inventors which improve the delivery and

manipulation of multimedia content.

SUMMARY OF THE INVENTION
[0004) The invention relates to multimedia, and more particularly to systems and
methods for providing multimedia administrative, advertising, content and services.
[0005] Certain embodiments that provide example Administrative Applications
according to the invention include: SmartStart™ -- a process that is contained on a smart card
that acts as a predefined wizard to help the user set up their service, including setting-up
accounts for each family member; SmartUser™ — a smart card that contains an individual’s on-
line account information that personalizes the user interface, such as the language used for text,
graphics, etc., access permissions, URL favorites, passwords for on-line accounts, personal email

accounts, etc.; SmartYouth™ — a smart card that has built-in safety features limiting system



met hods for providing nultinmedia adm nistrative, advertising, content
and services. [0005] Certain enbodi nents that provide exanple

Adm ni strative Applications according to the invention include:
SmartStart TM -- a process that is contained on a smart card that acts
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[ 0010] According to aspects of the invention a nethod of accessing
data by a user at a client system conprises: reading user specific
Information froma first smart card by a client system the

i nformation including a user specific ESN, transmtting the user
specific information to a server; processing the user specific

I nformati on béfthe server to deternine user aut horjzation to access
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to the invention; [0013]Figure 2 is a bl ock dlagran1of a first dient

System refergnsayERagesCVhash @ Vidge &s anangontaing wighin thedRorekst snolrenizriiopiess B

e N e o BT

t hi rd Chtreant; ASytstRlonding @biuedte- GQABEyitpenaitsathelpvaglaying of video on top of video,
computer generated content over video and vice versa; Remote Video Source Selection (RVSS)
permits the Client System user to select one or more video sources to be displayed on the Client
System Display device; Active Walled Garden™ -- a network related facility that only allows the
Client System user to go to specific websites that are pre-determined either by the recommended
sites on the Access Server 122a or pre-determined by the person setting up the user account with
the SmartStart™ smart card; Multiple Live Video Pages -- live video feeds that are scaled by the
Channel Server 121b and are either grouped by function (e.g. Sports, News, etc.) or by other
means (e.g. language, adjacent channels, HD channels, etc.) on the user’s display; Peripheral
Piggyback -- a device that attaches to another device such as a cell phone or personal digital
assistant that adds additional features and functions to the host device; Game Station —a
technology that provides for an emulation of popular video games to be executed on the Game
Server 123d and uses the Client System as a “thin client”’; Smart Peripheral -- a peripheral device
subsystem that is designed to facilitate adding various Smart components to an electronic device
that was not originally designed to support them and has, as a minimum, a smart card reader and
a connection to a Personal Computer 301; SmartUpgrade™ -- a service that permits a Client
System to be remotely upgraded on both a routine basis and an on demand basis without the user
having to participate in the process.
[0010] According to aspects of the invention a method of accessing data by a user at a
client system comprises: reading user specific information from a first smart card by a client

system, the information including a user specific ESN; transmitting the user specific information



to the invention; [0016]Figure 5 is a block diagramof a fourth

Client System-- Renote Client - according to the invention;
[0017]Figure 6 is a view of a screen |ayout according to the

i nvention; [0018]Figure 7 is a view of a video frame and overl ay
according to the invention; [0019]Figure 8 is a view of a video frane
and a crawl er according to the [nvention; 020]Figyre 9 is a vjew qf
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card, among others.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] These and other aspects and features of the present invention will become
apparent to those ordinarily skilled in the art upon review of the following description of specific

embodiments of the invention in conjunction with the accompanying figures, wherein:

[0012] Figure 1 is a block diagram of a System Architecture according to the invention;
[0013] Figure 2 is a block diagram of a first Client System -- Embedded Client -
according to the invention;

[0014] Figure 3 is a block diagram of a second Client System -- Personal Computer ~
according to the invention;

[0015] Figure 4 is a block diagram of a third Client System -- Mobile Client - according
to the invention;

[0016] Figure 5 is a block diagram of a fourth Client System -- Remote Client —
according to the invention;

[0017] Figure 6 is a view of a screen layout according to the invention;

[0018] Figure 7 is a view of a video frame and overlay according to the invention;
[0019] Figure 8 is a view of a video frame and a crawler according to the invention;
[0020] Figure 9 is a view of a video frame with a second video frame overlay;

[0021] Figure 10 is a view of a video frame with an overlay showing the position of

cameras on a playing field according to the invention; and
[0022] Figure 11 is a view of a video frame with eight overlays — one each for the eight

cameras of Fig. 10 — according to the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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device is a cathode ray tube, liquid crystal display, plasma display
or other visual imging device as currently inplemented as a nonitor,
tel evision, video or picture projector, autonmated bulletin board,
automated bil |l board, cell phone, personal digital assistant, or
virtual display device. See FIGs. 2 and 3. Future displays may

i ncl ude hol ographi c devices. Audio Qutput fromthe client systemis
acconpl FatieEd S?rﬁ?fd@éh’ lgyayeserverdafRiyideo sesyer d &t audie §eryer(J@4¢; and karaoke
Dol by- 54 ﬁJ% % -DTS) and a variety of audio transducers, and may be
enabl ed through wired or wirel ess technologies (e.g. radio frequency
devi ces[G086] udi ngTIBi disnoystam 0ghempedtidio tioterdet andmgy he cenmected direstly
wi de ba d or .thou h infr

100291 TR LR E© i We{é cala@rlme ggstg%‘ € O%%%Séﬁ%%%n*%%?ﬁ?%’é é‘t%?‘é
i npl erreadrﬂﬁumﬁtlbnaﬂr Biteﬁﬁétrsaﬂloe pse@videa (ISRY e r THeEESmuhichtiofsaertvidel previddre

client stem s turned on, has a different smart rd 115 i rted,
o handAmay B HSIOr IO RmmUp GRS EerYIeS s il @ PRRRE i W BrAiey
client 5&&&@#%311&@6@&9&&&1 5@&1&0%%%@49%&&&%9&&@111&@ phéhéedd @ataOdelPRbae

the node that the systemwas in g er sona uter or channel
based sgwsdatancatle te\}@/ﬁseoram Iptgenef B@é&cp AViMR. efet imrpﬁzté@mawmawrﬁgewe
the cli t

onot e EOViSs B RS Gl 4R Ahd MAR BUE Phricd AR AR Grs BfRIch as
ESN i s Gsmdastt ,Dirat@N't anfl\A ripheg discrdmta adicgidet er bitdnegitbrawset trmtane theugk,

and in unction with a s ard specifi i.denti an

ool da R TRl bt S S Bl mtdaPRRS Iy Bt 8hor
avai | abhgiticasttiagseixsiems a\danyeif\t_\m& corté pRIvidess wailize Ained st hm peifithasevarse
W rel ess comuni_cations interf e 11&; or one qr nore of the

fol | owi PRFPElCARRDEEY 14 E5EPE 0k ﬁ‘ilghs CENCRINAEELST on of a keyboar d

and renpjp@7Lont r ofpd Rkt §o8H mtmagso% aBRphINafidn §REiflc! dHibed8NREE R adh
one or nore audi o headsets or sets; connection to a video canera

or ot heVias3AyTY eystqvara sghiep 2bx suphds gvsneerifatiured by Sﬁ@mﬁiceA&Mt% ffienamsh
[0031] T et t
may be H%F %lggd O?Jr{’ﬁ :l’rg)g(r)\ %gcyafst em %%(fgk*g{e?g%gﬁ Bgr eq u éﬁélﬁm&n&

comuni ekistapner. otldierogeaomebleldednd. nay take the formof a rem)t e

dovi cos BB hchea T Ptrsag SrenabRihac i dmmome SasBra B eisplay

or an 'H'éi‘lé’&@b'(:&th@&rkﬁ?ﬁib%dll@hd aﬂﬁtal(disp@y, plasﬁﬁal,sﬁlﬂty 61 otRertvisuabimaigihg device
connected via a renote "hot spot"). ition, the.renote cl |§H‘é}e&n

150 rrayasa‘f%nﬁ%“%@%‘aer&%d ® as‘@&‘E}quttﬁle?;?‘é’Pe LAFPILLTE PRRIEGoTy AiRABAtE

and not },an4 Saﬁfb%%"te'ii blﬁwar&ééwpﬁ&w Rrsoasl %M%SES%W'&V{@@ &8 BGiRN See
or off, Tight HVAC a other itens in home or office. 100321The

renot e EIGseatand_SO Fujiute dlﬁéammefy inddudd fwéoar@phaz:@qym%dép@o @aﬁppbﬁu@n\vhecré@nt
out put fo a C t

the r emﬁs{ Sabc rgplﬁl\ﬁefd tth?0 %éla gt%egfnﬁl)ﬁe{& rlal O?r%cg%h?%{ﬁ a3< s 0

t he di saicba/var&t}ad)ﬁ agdmdranﬁdcexsadnldyx)aytbn elnabieldsmacpghmrtd o@mlemjedmomgles

of the displ is ali nedho al | a., The .
ol it (i Pafd e O R a-n R Bl 2 @heet YAF: BN YR iR Bioe
renot e gaAtdrPhro@fh nhe-réd (IRNGr \xsl mthi;ﬁt@nﬁowgiegne ermbodi nent wi | |
have a touch screen 502b for selection of various systemfunctions,

i ncl udi HY29thannelheplisyt iiemg! 1Byray preseet MAnEemed aarh%]éhabw*eglemiewg@ with
messagi ROLSOH, n]ttc é‘éﬁﬁﬁﬁ&%e? ?SN)CIQ 1 ( EM VR theQ:'lléﬂﬁls?éf&rﬂgs t%ﬂﬁﬁ Ion, ﬁa§ L GFROOH

or Vvoi ce over nt er net etc. Arenpte client wthout
t ouc hpastnamczedﬂa& enscmyi blechasm alChaIalehonﬁJRh,ra Pagk¢tiipsent Hdhses/eever withghe

but o PHEH g EF e 8 S RN R BBk s ST one PR

control.



[0033]FIG 5 shows a renote client 501, such as a renote control or
PDA. The renote client 501 is shown with: an LCD display 502a and
touch panel 502b; an RF conmuni cati ons subsystem 503a and RF sniffer
503b; and an interface to a smart card 504. [0034] The nobile client
160 is a device such as a nobile phone or cell-phone. When the nobile
client is a nobile phone, it may have nultiband/ multifunction
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without a touchpad interface may be used in a similar fashion. However, the function selection

will occur by using a scroll control and an enter button in a manner similar to a cell phone or

television remote control.



with a radio frequency interface 315 for DVB-T, -S, -C, -H, etc.; an
anal og TV/radi o tuner 316; an Ethernet 10/100/1000, etc. connection
317; an RF communi cati on subsystem 314; a keyboard 310 and renpte
control (mouse) 311; and connections for a television 312 and nonitor
313. [00391The snmart cards used in the invention neet the rel evant
parts of International Standards Organi zation 150-7816 standard.
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[0036] FIG. 2 shows an embedded client in a personal computer. The microcomputer
201 is shown with a system ESN 202; a radio frequency interface 203 for DVB-T, -8, -C, -H,
etc.; an analog TV/radio tuner 204; an Ethernet 10/100/1000, etc. connection 205; a peripheral
interface 206; an RF communication subsystem 207; a wireless interface 208 for a wireless
keyboard 210 and remote control 211; an interface for a smart card 209; and connections for a
television 212 and monitor 213.
[0037] Referring to FIG. 3, a personal computer 301 may also be positioned as a client
system with certain intrinsic limitations. For example, personal computers do not have the
capability to handle video with the same performance as a ViaCLIX™ client system nor do they
have the capability of supporting PAL/NTSC/SECAM standards. Other limitations relate to the

inability to support alpha blending or seamless control of audio/visual content. Also, karaoke

requires the independent control of the left and right audio channels and personal computers are



Fact or

Stripe(s) Smart Start TM MEM CR- 80/ 8

not able to support this function. However, by adding a smart peripheral 302 and with one or
more peripheral device attachments — for example, one or more of pen tablet 305, audio headset
306, video camera 307, bio-sensor 308 and other peripherals 309 - most of the features of a client
system 110 can be supported. The smart peripheral includes a system ESN 303 and an interface
for a smart card 304.

[0038] The personal computer 301 may be a lap top or desk top computer and is shown
with a radio frequency interface 315 for DVB-T, -S, -C, -H, etc.; an analog TV/radio tuner 316;
an Ethernet 10/100/1000, etc. connection 317; an RF communication subsystem 314; a keyboard
310 and remote control (mouse) 311; and connections for a television 312 and monitor 313.
[0039] The smart cards used in the invention meet the relevant parts of International
Standards Organization ISO-7816 standard. There are a number of different elements that are
specified, including: ISO 7816-8, which codifies internal card commands for security operations;
ISO 7816-10, which specifies the power, signal structures, and the structure for the answer to
reset between an integrated circuit card(s) with synchronous transmission and an interface device
such as a terminal; ISO 7816-11, which specifies personal verification through biometric
methods; and ISO 7816-15, which specifies cryptography standards. In addition, there are two
other specifications that the smart cards may satisfy, depending on their use. First is the EMV
Company, LLC (formed by Europay, MasterCard and Visa) "Integrated Circuit Card
Specifications for Payment Systems”. These specifications are related to ISO7816 and create a
common technical basis for card and system implementation of a stored value system. Second is
the national standards for implementing a secure electronic health transaction system in the U.S
adopted under the Health Insurance Portability and Accountability Act (HIPAA). Example
transactions affected by this include claims, enrollment, eligibility, payment and coordination of
benefits. Smart cards are governed by the requirements of HIPAA in the U.S. for data security
and patient privacy.

[0040] Table I provides a summary of typical smart card characteristics suitable for a
range of smart cards of the present invention. Card type specifies one of: MEM, which is a
memory card; MCU, which is a microprocessor card; and RFC, whichis a RF/contactless

memory card. Card form factor specifies one of: CR-80/8 8-Pin Card, CR-80/6 6-Pin Card;



NO NO Snart Yout hTM MEM CR-80/8 NO NO Smart| DTM MCU ANY OPTI ON NO
Snart GaneTM

GSM SIM/SAM Card; and Keychain Card. Encryption refers to the presence of encryption

software on the card and requires an MCU.
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MCU CR-80/8 YES OPTI ON Smart CouponTM MEM ANY NO NO Smart Loyal tyTM MEM
CR-80/8 NO

Smart Card Card Type Card Form Encryption Magnetic
Factor Stripe(s)
SmartStart™ MEM CR-80/8 NO NO
SmartYouth™ MEM CR-80/8 NO NO
SmartID™ MCU ANY OPTION NO
SmartGame™ MCU CR-80/8 YES OPTION
SmartCoupon™ MEM ANY NO NO
SmartLoyalty™ MEM CR-80/8 NO OPTION
SmartMaster™ MCU CR-80/8 NO OPTION
SmartBank™ MCU CR-80/8 YES YES
SmartMoney™ MCU CR-80/8 YES YES
Table L.
[0041] Certain embodiments that provide example administrative applications according

to the invention will now be described with reference to the attached figures.

[0042] A first embodiment is called SmartStart™. SmartStart™ is a process that is
contained on a smart card that acts as a predefined wizard to help the user through the set up
routine for their service. Once the basic service is connected for an account it will then help the
customer set-up associated accounts for each family member, or other user.

[0043] Each client system has a unique ESN, each smart card has a unique ESN, and
each family member, or other user, has a personal smartcard. For service initiation the service
provider creates a smart card “package” for each customer that includes a SmartStart™ card, a
SmartMaster™ card and an adult card or child’s card, as appropriate, for each family member. A
customer order is generated by the service provider’s customer service department with all of the
customer related information and a description of the service components that the customer is
signing up for. The service provider then creates a SmartStart™ and SmartMaster™ smart card

utilizing the customer information. SmartStart™ contains customer location and other

11



OPTI ON Smart Master Tm MCU CR-80/8 NO OPTI ON Smart BankTM MCU CR- 80/ 8
YES YES Smart MoneyTM MCU

appropriate service information for service initiation and serves as the “master” smartcard for
initializing the individual user smart cards.

[0044] With reference to FIG. 1, when the SmartStart™ card is plugged in to the client
system it sends a packet of information to the account server 122b that executes an initiation
routine that enables the client system 110 setup. Then the master user (SmartStart™ user) will
insert one of the blank smart cards into the system 110 at a time and the customer will step
through a set-up wizard for access permissions for each family member.

[0045] A next embodiment is called SmartUser™. The SmartUser™ smart card contains
an individual’s on-line account information that personalizes the user interface, such as the
language used for text, graphics, etc., access permissions, URL favorites, passwords for on-line
accounts, personal email accounts, etc. This is a personalized identification card for a single user
that facilitates multiple people using the same client system. For example, a SmartUser™ smart
card may contain: client system and network log-in information; the user’s graphical user
interface preferences; e-mail, chat and other account information; and subscriptions, passwords
and on-line account information. Maintaining this information on the SmartUser™ card
precludes the user having to maintain this information database and it will help to maintain
personal security.

[0046] A next embodiment is called SmartYouth™. The SmartYouth™ smart card is
similar in concept to the SmartUser™ smart card, but, has some other built-in safety features that
may be enabled or disabled by the person controlling the SmartStart™ set-up process. Also see
below the description of Active Walled Garden™.

[0047] With reference to FIG. 1, the system has an access server 122a which contains
recommended, age appropriate websites, parent approved email and approved chat / IM / SMS
partners for the child/youth. During the first access by the child using the SmartYouth™ card
the appropriate GUI is downloaded onto the client system 110. Thereafter, the GUI is updated
each time there is an upgrade available on the server 122a. If the SmartYouth™ card is used on
another client system it is downloaded there, also, and erased when the card is removed if the
client system is not the user’s home system. Every time a smart card is inserted into a client
system a packet of information is sent to the access control server to determine the access

permits.
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CR-80/8 YES YES Table I. [0041] Certai n enbodi nents that provide
exanpl e adm ni strative applications according to the invention wll
now be described wth reference to the attached figures. [0042] A
first enmbodinent is called SmartStartTM SrmartStart TMis a process
that is contained on a smart card that acts as a predefined w zard to
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card, asyswai,oVpat@alcompne, sl aafPradlil t card or child' s card, as

appropriate  for each fam |y nenber. A custopger order is gener d Db
t he sertﬂ%égl provi é‘Fthenﬁ]?Q't%%}s °§@?‘(/‘?"B@%E)ep'ag{%ﬁ§ﬁ:§ vﬂsf‘ﬁeag%ﬁe S %bﬁeesm rt
cust omegarf @lagh&h dorfbatBh bOEhBAEH AfI@EEsH MBhi an pdititdigidestilyitkeuser. The
conponents that the custqoner is signing up for. The servi ceTBrpvi der

i

then cread ey gomaamicturss.ibiameirie daagmengrace predicalipiormatinng etge The ideply
the CuSHRab QMR Aihe SHBHIDAMALIMIRAARA5S BRAORRIcr ALl ERR (R
ot her appropriate service 1 nformation for service initiation and
serves deesiheallovade esgionsofihe smarticdrd that hdstbeert previagsly heittemt ke edifiedisier
smart ngc((j)lsrfes a read-only zone on the smartcard. Encryption software is an option on the SmartID™
card, and may be used to control who may see the data on the card.
[0050] A smartcard enabled for SmartID™ is programmed in a pre-defined file format to
contain personal information such as a picture and finger print image. The personal
identification data is also stored on the server 120 in the account server 122a or loyalty server
124b data bases. This information may be used for identification purposes by comparing with
data collected from a finger print biosensor, for example. It is preferred to use the identity
information from the server 120, although the copy on the SmartID™ card is used when the
server cannot be contacted. Note that biosensors can include fingerprinting, retinal scanning,
voice identification, etc. Furthermore, emergency contact and medical information can also be
stored on the card as well as such items as a “living will”.
[0051] The SmartID™ card process will vary depending on the type of identification
required. For example, in a bank the identification may require a fingerprint and/or a picture and
the process might proceed as follows. The user approaches the bank teller or ATM machine and
inserts his SmartID™ card. If the transaction is a withdrawal or transfer of cash or other assets,
then the user’s picture can be sent via the ATM’s or bank’s security camera for comparison with
the picture data on the server 120 or SmartID™ card. In a similar manner the user’s fingerprint

may be scanned on a biosensor and compared to the data on the SmartID™ card. Assuming that

the user passes the comparison tests, then the requested transaction is completed.
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[0044]Wth reference to FIG 1, when the SmartstartTM card is plugged
into the client systemit sends a packet of information to the
account server 122b that executes an initiation routine that enables
the client system 110 setup. Then the master user (SmartStartTM user)
will insert one of the blank smart cards into the system 110 at a
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perm ssions process. Furthernore, SmartBankTM and/ or Snart MoneyTm

(see beteowyl onnse fequasieityener fiegparintsiroitiet $4capdly.che AmartLGEE3T Ttrd earcalse
many ap - . ) .e.ar

ost i ol saBk SRl Rl 3%  \BPCART ARY B30 09 op BB Gl AT

i nt er natdnpumation @itk a bcamsonf A idyake cird warvemn2db eopeins) thepbpogatiate applications
restricti,ons on vvherts arrl'p{r;ﬁ can be done, require age confirmation
and r esiAEfe PSR egjé'ﬁ 84 addi ti on, some ganes are hi gh- speed

and/ or joop®d ganeheVWmhdre o9ilBEMSa @ viork EWBthateIr NoSth@Wotel desl Baiffodtconter is
wth no tinme constraints. The "Smart" features contained herein wll

sati sf yabdg o re3d thegdrd- Fesarempley the usenebgekmindolipwipg hearimpel dracsrs lontn
region RAd/AELY. B RUNEeheck i RRAMEAALE O ShidRT BRAGTARHG Gltn the card is

restrictions, there are essentially two ways to determ ne

| ocat i oshowh ca chedkeintforsdistounts, wigeadns etci, iand theaardmsivied], ad the aentrat agcowtt oa
client £ t.hat take on a.trip. The, fist is,Wth | P
Addr es s 2% RREVSHINS setbae3 fecleinghisd rBronyidfly; Pein oo (&' pigpRiippof the
addr essflightortpuedhafed (e dakkbis Swiyled apaaandiatemehteé appropriedelys Hthé Speéiffic check-

home. |f the user is not_at hong, the system can.|.ocate the user in a
gener al PRy ARG T aﬂéh%%a@iﬂ%ygﬁﬁe”t @t MR fw@@&ile%gwl HERULy fhe qystoper
i s accegslidfkst thh @cBfCstth¥aMabaSe hffroptiabdy bt dABAR anll BhavRiuD ASE HehBer
system can check the user location by requesting the cell phone's

. 1 by g . >
gl obal §FofreasHMFRNL sxsianehs anpsyert hig Smadeoyaltyitgardiend thatpyalty infermation will
be updated on the card.
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[ 0055] Certai n enbodi nents that provide exanpl e adverti sing
applications according to the invention will now be described with
reference to the attached figures. [0056] A first enbodi nent is called
Smart CouponTM As an advertising facility, SmartCouponTM may be
mailed to a user. Alternatively, a coupon may be witten on the

user's UserT card 057]. W i ent ser_goes on-|i

a pac kef&@l i nfor e‘bﬂnl?o[éiﬂﬂ?rall%ﬁﬁﬁ‘iig MF]%F"TIa g’é“&ﬂ astery! g? ‘?‘r’é‘?‘?t%"}"’gty
sent t 0chlehACHESStAREN 6f thd 2d&:s ahﬂﬁB@fraakhpﬂmef ﬁgéd'g@' e tiksts | dap?ehtaq) Regpé
the client system 110 may be gleaned fromits system ESN 111 by

" pi ngi ngnd ewréine pyrehases; gist SmartMasiei ™ Moebo¢ p%,edtt%mcuﬂw@tmbéaltmrgdltﬁrw plil of
cause a , . .

access Eh eeﬁ\f/;gllr%écipﬁﬁt%%%tgﬁ%tsss ?ﬂtp grﬁﬁ%to fge;?&l&gmaﬂ{}gﬂ aebllgﬁgcﬁﬁt etﬁlggérrggl}ayffo
t 0o mat chsed @elinpan ntaintdihavebsitesapokies, inames, eddressen) gadsevorlsiaod agf othére user .
An appropriate Snar.t NTM i.s ener ted and sent to the us

nser 1 Ao Oe BrEs S b e poE e F miin uf e OGRS N apd
t he systgufypriontthalinad S itd SeartMaste@Dsihat wher e the coupon nmay be
redeened or_ other pronotional materials or _actions nmay be obtained.

Not e t hifl06Ehe coufidx| anbodimeyt 15621led BHAEMS ﬁ@aEAﬁﬁﬁtarggﬂyﬁéﬁ?@e%ﬂ@t
di sk Ofrel @fiGdre®1d dNiseP ¥ cidnt by%te?rpﬁ'aﬁcﬁidl;e@s proGudiS&Id s%bﬁ@@ﬁ?p&%nq} 1n{léli]és§that
is done on the client system [0058] A next enbodi nent is cal

Smar t Lojiasietbenmuatified by sireeusarinysetof fednigfnet, ageesed tlpmgjrtacrshmaxstqyeopl e
use: mle

gasol i nLd fc has e@’hen ?tcﬁénf#és?elgg %Ser %&%ﬂnply q%?rlgeﬁ ,E)f glgorgap 8n Pe%éu%% guhls ?r
to any hﬁmceqonalahfohﬁg&aintlysqm tmghammdeﬁmylm. frefbinmeidn acpdrdisgetite IDQCaaon of

single rcia ngit € associ a ith._a groyp of.
comrer cHEEHETFad 10 PSS PR e SN e RENR 1h b Pofings s dhientsystem.
di scussegchakedsRe thRNBE @sdFaysith &illBaise WY Eitichal %a@kar&nger HTBhARY 3 by/seit to
however, there are two key ways to utilize the SmartlLoyaltyTM

appl i cate@rcesEparegr| Il @ﬁlﬁﬁ infernatioy Imavadablednsthe pave 1d81¢ patchwa of
Smart | DJA\(JertEQﬁlem'tS"t}iérc%idn{kg?x{tir%k Bid 159'51'85'0?&}&%%& A ﬁ%t&&f“%seé%ni Bthe

ai rport hot el or other chec In services and my e used to record
or use ﬁsequbckmg orydhe Sprartdelreilt opgh sl“t)vnpiowrmsnct@@é ond \ygndo‘hen-mndOW”
Srart LO}/ al()k% de:x% g c&%@r%t% Y dglvere%egia@§ r%,ovgome agyerp Lenf3t il eﬁ)\é{xf or

any ki e ¢ erm ssion el oné or i n conjunction
with a tehpeeng wnndo;é\r drmyaihat ylagzeamdncftxemvleiissdlzéb/hemme@bnﬁerlcbsoaﬁm@pd bahe

St LolPy T etk devisipeBE Rapher Stk o PRELRBIAGYY o

count er SinrtCoupon™, the SmartBannerTM process displays an alpha blended banner advertisement on

the user client system’s display when accessing a related website or during a live stream
advertisement. An example is the displaying of a Pepsi banner during a Coke commercial. In a
live stream (real-time) the advertising agency knows what advertisements are going to be shown
and the network embeds a time code for the advertising feed to start so that their stations can
insert any local variation of the advertisement. In a situation where the local station does not
have access to the time feeds there are two other ways to insert an alpha blended overlay: the
advertising agency creating the advertisement can insert an audio sync in the advertisement or
the local station’s show producer may just link an insertion command. With a non-real-time

show the process is much easier because all manner of overlays can be added. For example, a
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able to read the card. For exanple, the user checks in, follow ng the
normal process for the hotel/airline. If the specific check-in
facility can read the SnmartLoyaltyTM card, then the card is shown on
check-in for discounts, upgrades, etc., and the card as well, as the
central account on the hotel/airline' s database is decrenented
appropriately. Upon check, out (or conpletion of the flight or .
purc hasésgr%wﬁ%%&w Sghi SheY 2 RMMhraging 2VAY e cage abfbﬂ% BFfvarepystatjon

the s pe@riagitﬁenoél@rfalsn ia@aﬁ&fé},'rééi&na@ 818641 BNEbanh& wARRIHE hﬁﬁ@é b EMeeafndd.

then the hotel/airline will Tdentify the custoner and adjust the

account [M651 he daWaasgelienssyspn vser apss oatlinerpanerkat of miermakien kegaiding hen
t he use : : Gl in j .

i i ERBPAIERD R Sk L M BP TRl SHRG L L ak
[ 0061] Atheestientesyiterdili® ntayibs gbeahédefiorbim sysidns ESNTIrhl brpingivias thercTiamti sgstem.

master lLoyalty.card that can contain all .of the user's airlin

r oquentat ek ek 18 i 0 e & Rl piither & ShessurSiiaronio b st o
pur chas g, acedss sertB Ml INE$HiS Infoingadion Reaveisle 10tha s&uerI2ate mafhaht ¥
credits fromall of the user's accounts_regardless of the type of
account ad¥ertieERRL tp Ehe copsuRRAInETSHS ardipeationod theaferh et SmaBamer ' ibsanpto the
Mei Nt ai fepebSb{ EimEOCKLIESs o' AEBRarBIHLOSER opRRS SWHAS-ANHuRRY rQtRer
information associated with an on-I'ine account in a secdre manner due
to the advettisengROneante beelivgsed.on facilities of the SmartMaster Tm
smart c [ 0062] A ne i ' | | ey r SThHu t AdsTM
are adv@j;()tg P]sementé‘nfﬂae?'{bgrﬁgp%gfsi%ggérdeé 0 gmgséfgrgl c@?eeaﬁ} %’g@%«%ﬁ%ﬁ? hat
addr essoywriagingtof vidael aduehtj seniests of tqparfsidealand ndmapaat gehbrated hdvesti earent
qualified by the. user's. use of .the lInternet, accessed through the,.

A Tent | SuTtavet oI INSH a1 PORISIPEL AT b PegUbEagres et tetliogof
of i nf oxdRttiseMerit® BRI 0TA Vided sBEark Bh a RRABRAAMasik BF &1 APIntRHUaBzeddAbis t O

t he access _server_122a. Information regarding the |ocation of the
client E&flem 110Pashyliens syttermhach g FIN whisdimesy; fegieed tpidetsymingiwhgt ng”
the ol alllrR¥REATL: FAGTNRRNNbAI LR AlsplJ€1 PR of b Shdeiiaibdo MRS FEH!
addi ti onal packet of user |nfornat|oﬁ 0 be sent to the access

ser ver . exaniplofif thére és 4 metionwitdeiadvertissnzenbior alohrecompanhen s panviewlar#ogram the
mat ch a dverti to the.con [ interes ation of. the
vaer . ACCREERASRTE Lk 0 SULTRY L IGRE O e Tl Sy

wi | | opBranéscoviBMaOdealdr-opi \anNe3s Stoeet ar call 4185551 123¢%i’ndow’ for t he
adverti si content to be_delivered. Hovering over the advertisenent
will opﬁlﬁggl terrpo?%%rgﬁtwrﬁﬁgmmmf Ei‘eﬁ?"g?‘élf’gioﬁif?ﬁ Y SYHIPE QIR SFRL A
t he poi Rét&ot 6H EERQHisplay WHBVE FoiaiRYdevi@O0 Glch st18td, SRPRFEABINE cbSp&dl th

Smar t Banng{ ™ Si m'p|a§’; to @?@Aﬂm and Smart CouponTM t%ﬁe pé ey
Srar t Bapitaraiiiilpeasé aradtiamplaysr ayiadosnorats aviedasnereigpiod iseridegdiresrs mderpdhe
on the WaptantddRbadShPHiSlisRORY piIE] PEAER! Dkt REMRRR L €
or during a live stream advertisenent. An exanple 1s the displaying
of a Pegeddctibmpanealsoduedtay Sma@okepon8homtheiSatartUser™ chridvoe thetabdiyrto link to the
(real-tupeésthgwq%%ertising agency knows what advertisenents are

goi ng t& B °showh™akd t he network enbeds a tine code for the

adverti @ioeg feed A aexglembbdinent BakllddSmdrtBiledardIMS HoaerindGRE hn ROY oh agpbdf
variation of the advertisement. In a_ situation where the | ocal

st at i on'"AEEURBEONERY ECTERNE #4L CregiernEniHrEhat derddiot hrve anysldng QsoBEelan the
ways t Opdripaefyt (i widiehd QliendsthaABfbay ™t he advertising agency
creating the advertisenent can insert an audio sync in the
advert i BD8Alnt or When 4 pantingdeyice davers svrpan proo dercaepredrigrmiingst peripd Rf time a
insertigp . AP = 1 pr i .
casi or TRAGORIRE pockbuhodh (e b ik U oM bR B BBl S B e cien
segnent of a novie mght show a BMVracing away in a car chase and
the network or station nmay then blend in a national, regional or
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[ 00661A next enbodinment is called SmartStreanTM Snart StrcanifM
permts the overlaying of video advertisenents on top of video and
conput er generated advertisenent content over video and vice versa.
Smart StreamlM as used herein features the al pha bl endi ng of
advertisenments on top of a video streamon a |ocalized basis or on an
i ndi vidual i zed basis. [0067] Each client system has a unique ESN which
may be systech ESN.dwilleelertibe opmient fuvisdispiapdin the smagBhgpard onht BifrcoalBLId

be displa eeﬁis&gl %bgé)ct 8{ m%diﬁﬂﬁa?i: | % &{gpgééfr%d $t & RRH pE9tr £2430P h&dio bntédieke

is a nati verti sene or a conpany on a particul ar

pr ogr amanhe liseaad toalnphacldnesydieny Tonerestes advppertinierte hethrmsisoaalige and to
sonething to the effect: "see your San Franci sco BMVN deal er on Van
Ness Stiogalizeghe confent DFFsenieds 1534 » [ 0068] Smart St r eamT™ al so provi des

the tecfpeicgy f QerfaliferibddanéntSthat @ovids etanipte Srineiat applibaionpatconiing toghe
di splay with a pointing device. Wen sel ect Edlinﬁghhe advertising
conpanyinwenyionyaH ngwke| deprsibed Withgefergnen tgyhea {&U5™ ot her wi ndow on

top of @Bf?ﬁvi deo &fﬁ;sg@mbmg{eﬁt & B 1M R ar AR B0 (iR BALKIM ik @Babkrt card
informat1on on a product or retailer. Making a SmartStreamlM .

sel ect i applicationdhateperateabs the SstameCudpefaanks compuish gt & & NPUgF pagher
the ability,to link to.the vertd : |

oo et dob Cesid e e el P TRy ByROU: ind RORRFLANE S Lecure fom.
of the [oms) or CwHABank®Y maniseswhdtitherlieat systamwisatioty uphidtanki aecounioyith a
have any skins or controls in t eri phery:. thi.s wandow | I

S t Bt Enaisis) mRiotio00 Tl e Bk R it i 0 ftobfnttnl o #
for a pgrg%%te?mea PdrsBed1 1@kt At atioh Muntbes GV 0411 saiebsideniy Ketuserswissndr the

to the content server 124a which, in conbi natlﬂ??é:gneth the,scllzlgﬁ)riltt

syst em &8Njs anitiel baglels kM mivshine t &dks QHREIEESYfieR]| P RIYLIFB S

Smart Bi | lcboq{ogl-ggéorimﬁisqg@%% SGARiABLARYteMt 2ty SingRMUBEOM. OREieguibiants
can be &t §ypq aye® 1 n a nedia player and any audi 0 content that can_ be

| i st eneghay thearbettfapsmitied it the ysetr end seThicly writen esthe SmapBer ™ srdyvhess BBt h
personalize and to localize the content presented. [00711Certain
embodi nB#ESSEHEE provi de exanpl e financial applications according to
the i nveiypn Wi | A neemenkieditest is dattell SinartMoedyd¥.eSmertMoneyT¥ ina saarheard
flgures application that may be used in place of a credit card, may be used on-line (similar to Pay Pal)
and in a limited manner pierces the bank’s computer firewall.

[0075] SmartMoney™ requires that the client system user sets up a bank account with a
financial institution. The SmartMoney™ smart card with its unique ESN in conjunction with a
pre-determined PIN will securely identify the user whether the user is at the bank’s ATM
machine or at his own client system. The Client System’s 128-bit encryption algorithm is more
than sufficient to protect any single transaction. Cash equivalents may then be transmitted to the
user and securely written on the SmartMoney™ card where it is again secured.

[0076] SmartMoney™ is an extension of SmartBank™ in that it can be used as a credit
card on-line. In this implementation, the SmartMoney™ user selects an item to be purchased
and the client system sends a token to the user’s bank in conjunction with the financial server
122d. None of the user’s personal information is transmitted on the Internet or to the

establishment from which the user wants to make a purchase.
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100721A first enbodinent is called Smart BankTM Smart BankTMis a
smart card application that operates on the custoner side of a bank's
conputer firewall in a simlar nmanner to a debit card and nmay be used
as a nethod for paying bills and noving cash in a secure form

[ 0073] Smart BankTM r equi res t hat the client systemuser sets up a bank

account _w a finpancial stit |on The Snart BanICTMs rt..card
win ST e R Cobod s High ik CRepRE oBTUR AR PRISHIY

| denti f h@o@tdlﬂgttol‘duab@ém(oﬁlvbﬁl O He deSiibed Wthlr@te&ht:d‘ﬁs thdRtadSRI fighta&t her
the user is at the bank's ATM pachine or at his own client system

The cli 878kyst enﬁﬁ@?@b@fhtmeéh@rcﬂﬁq e Mg iSrari YIS W@rtécmﬁ&gy that will
suffici g&tsoﬁ@at@ﬁuﬁft In§t i NibQQife R BREER eﬁt’& -di Wﬁhc‘?ﬂﬁi thﬁ%] SdHuENERY o

t hen be transmtte e user and secure ten on
Snart Ba sﬁpIMtQ:ss;rcdlahhec)e wmdqu-lragatum csemudced—m{mmM\] @ qrexler dptodvasent

may. be. DRUAENY EraREpisgeR SR et FE e S-SR L SRR

to Pay BRalrgthaBsiné exparibhogiof @ehovee) Bsortif eureﬁtesmt BehahiBVIK" 5ls€ allgaii @ient system
firewall. [0Q75] Smart{\/?nemi requires that client syshgem user

sets upUSETHRARCEELWIhiclaxision RrogrAmEn EpRgo lﬁﬁgtl. Wisgramsredd bsfar 3 RISHR§frm

smart cafds M 4 nglk IMURiN S BRNipIO IMANdiNRGE i on Wi th a pre-determ ned
PIN wi Il securely identify the user whether the user is at the bank's

ATM macH0@] or atAmis eovedishaneistcallgdsSraar Taikid. @Irriaétﬁalk@x‘/wetm@omgsﬁtﬂt is
encrypt I I

£ ans ot RaFloGH N o8 Rl Gn e cAEAEIPRbick B o Bl BBl
secur el (WalP) stteams amd pxtessenﬁrmc:mmmq/atmnccardd)rmp atredm tosthaglamm syseam) meabile
[0076] S neyImis an tension of SmartBankTM i n. that

sed s L PERTPECFR B IHEDTE pRera RS Betanpi B Drangh SméH shie
Smar t Mofieydite egkiesRlofatngovid) spdreiig évenetcp ar“eitaﬁfaénmﬁbmtmwlca@mlmes are
system sends a token to the user's bank in conjunction wth t

fi nanci ayailalle gepeumrontly: am&m@eaf’n‘terfétl%wwgerﬁw%ﬁ%tﬁ ang awttmtowrtyéme
transm %ggfaﬁ:uhhe Internet or to the establishment fromwhich the

user wants to make a purchase. [0077]Certain enbodi nents that
provi del0888hpl e chnetembadinnsisapiind Tearr\GHE™acBerharty alB™ $neart card permits

e 20,4 L U USRELL A A EEALANERE R, AL st

t echnol thgputposd ofidohimunicating worldwide via VolP technology. Here both audio and video
transmissions may be accommodated.
[0081] In the case of a client system, the SmartVoIP™ smart card has the account
information necessary to create a VoIP voice, video or data phone call over the Internet to
another SmartVoIP™ user or to a third party including POTS (i.e. a phone connected to a
landline) or cell phones. If a SmartVoIP™ user has a remote client 150 (see Fig. 5) and the
remote client has an RF Communications Subsystem 503a, it will then be equipped with an RF
Sniffer 503b. The RF Sniffer will alert the user to an available radio frequency network where
the user may make a phone call. As far as mobile clients 160 (see Fig. 4) are concerned, the
SmartVoIP™ user may either make a cell phone call to an access point, or if equipped with a
peripheral adapter 403, may locate a WiFi or WiMAX Internet interface with the attached

transceiver and RF Sniffer.
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consolidate nultiple Instant Messaging (IM streans and di splay them
in tinme sequence as a separate scroll able text wi ndowin-picture or

w ndow i n-wi ndow or craw er that noves horizontally across the

di splay. This permts users that are not in proximty to each other
to share the sane experience of a novie, sporting event, etc.

SmartI MIim al so allows cljent systemusers to inferact with tel evision
pr ogr an08%onsol i eratamsmbrdimnts thatrayde e ppsferlying feripolggict aspidingfo
a singl gl | Wik dovPbe Baskfibedl it Mk ah td thE 88achtPRAEA next

enbodi rrglﬁtnll\qe;sxﬁl(%{aw ed Smart a KTm Srer:qrtTaI KTm | s a_%echnol ogy that is
si m | ar [0083]Smar t | Affinst bmbodimehiciresited Vadeobifnctiedewt. didepatyne-tar dxtas a

vi deo over |nt el pr.ot ol P) st.r r ife
audi o sl A ubldetifter pallon B ERl R AR REERROC B Rk AL/
renot e @it tvithiahe [PTpicRetpendhrdrszatios keystth display enciot mone tgtigraphict yitdows
each other to share fhe sane experience of a. hovie, sporti vent
etc. Tuls e FUySHRAShEPe P 18&‘_&%‘6?‘?‘% e AP taphppEpfsextEnel Snportan
concur r ghtd Me spstd LR ILatCRAPUBE RAINAEIhORIABAhIS ¥AWBSR dh-’B@n@vent and
mul ticast, party-line type of circuit. [0080] A next enbodinent is

cal | ed ShuencvatsPrvEs. Tins eXraple oK Sashes isdegteringeans Rhengmenondhat can be
system | £ ' / BRUIARS hayBBLd & el &Y text
| og- on Iieglee?‘ﬁnteteedl ﬁtl‘ﬁﬂﬁdﬂr%@ﬁ@%@@{ﬁq@%&% lg%w(l:onnur??glgﬁ né ve\:/orl hl\a/v{; éstav?).fa
Vol Pt eladoicind gypoolef mathatiesmirdinltanaos!yw i Cledingronmswrios theovisdavesywdd bring it

dat ed. 100811ln the. f lient.system. th t Vol PT
Crart ot reen 4nd cheRnh At s oul Pfirh SR Tk AR BERIch G B

voi ce, Miede@atam elpéran@h one akakinnigdt mighebd attentest intportamab ABo put that video
Smart Vol PTm user or to a third IF rty chI udi n(I) POTS (i.e. a phone
connect Bad inR ¥PPRIRAYINARYY apt ntEy C?‘bcﬁ%?é etexttoy1d§0ar t Vol PTm user has a

renote @h&ﬁnt 15%%§gﬁr%f thy tyﬁ@gf dopEcdiRNRL & detil@n I\RBoileRfor the
Communi cat 1'ons Subsystem 503a, "It will th be equi pped with an RF

en
Sni f f erscEBBHayoTh eARExaginil¢ fsshowh b¢lowlieFIC.tth 'hg deshnical informgtian ralating to the
radio f 2 t wor K 1R | x
he ot TR O RiR s SUREL S " G S B TP SorhafOACRBLERI e Ao
user neyf eatli wardowake lacatieh bf thh omeent @hlthe ssranamcwksiser plod windowican be

equi pped with a ri pheral ad r 4 : | ocat W Fi. or W .
it e nepet el G RS s htpn B el g GERT ol i B pERNT i
[ 0082] Gerotah tha§ a2 GhdNRRUGribRE Triek PuheRneXx@ameeS topoiasi Forivgrd, etc.) that are
t echnol ogi es accordi nght o the invention wll npow be deﬁcrj b?d W th

[

r ef er ene@mally employed withailep; §ofrssamplegthg SFHenct IRICRANHS AilersiIsh 13ngueess) | ed

Vi deo Syl %ﬁ%fdeﬁﬂédckvmd&ﬂ%dlod-sI%Meoivﬁn@ov&,ewma@&vqgaoztabaiexit SvimStand

useful for education and reference purposes where a video feed may

cont ai n"Wikdow h60hes 4 Pxtpaiokewy. Ninddw bmilk hevesrvigeoyiaying dlangyagy lessan, gy in
nore text/graphi i j | . -ped i
the vi aiisndt PRGN A IARE tRSyahen ARL AL BIBRERO o RERLE WD
syst em hserthd &tual tessvptfionga text boakd \Eathevindelvatoirontohd ypedific fileemdalne files are

on-screen event _and reference our-ces. . For anpj.e.. a Si.C .
Feacher TAOEL O Fepreh 1o TR Mo TRMAEaN Bo s Pl eRbR fPepetien
third opsiRkegait 9IRIMBAIRWIRIdW (TR hisdaSRindoRy 1)16 thidhah¢ ether winGow e
course text book and a book of math tables sinultaneously. i cki nﬁer

on one ®mchienized. nHesnsl 1we Matkesp'| deding tvhep an pgtiondytoserarith EpReeide tif

it agaiﬁ,iﬁ%u,g'd return it to its original size and location. In the
event that an experinent was also mmng it mght be extrenely

i mpor t af085lo al scAlpba biehdibg.veels vidsedoure selesctipanrd Activeralledpatdendt (see

synchrophize, L0eyL &xhio} &1 Wi 8s feature.
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[ 0084] The designer of this type of application first decides on a set
of rules for the screen layout. An exanple is shown belowin FIG 6.
The technical information relating to the screen is contained in a
"Screen File." The screen file has information relating to the

di rensi ons of each wi ndow, the |ocation of the content on the server
and V\,het[&)r t he wi,ndow can, be nmaxim ze the entire screen 600

by doubl®88li cki ng next e‘P‘?‘th‘file’E 3 ‘G?IHF‘?@IP’?‘? Plepd] ’ég W%V\Alphﬁl tending ceatent

nmay al sQABQS pétefts\RE deHayind bi ﬁhed: é’rﬂt%}» 'oPOi%leo (cgﬁﬁdﬁt%r genefbd ARt over video
Forward, etc.) that _are nornal oyed with video. For exanple,

the desitpthuice versar ABGIaS rqgeddaefm Eqaglfﬁ8| thmlglaagldemdmﬂf adversisrmadngssoradier ned
W ndow w and

W ndow g lggé Oz?lstoﬁloit/deﬁt8 9%%% 8%\9{ W@g‘{%‘wﬁ’a&&t@ pn 1@1%8&\%11 6\’(eao}pa:)gf%ayl ng a

| anguagé08&Eson, Each qhnntl%lysatamhxas WumdomESNwHwh thaywee tided td dadarsdimt wien of

the videg in English.text d eth act ual

froma ?‘EW 58818%3 OEQbRr W@F&%"Bg ngpﬂ??'e OB ﬁg’cci FASReFi ¥ ﬁqtﬂ’etaﬂ’eitsofl es

are managecplwif ther is @ aaNhwied @lvéiiken@rkdractat Bfinpahl BR aWafakar fio &m the

This file conta| ns .information with regard to the "Master” wn &@1
cr

this cadsal\pREGdverfisanenhry add W@leétlﬁ%to e pldksis sea xoug §?ﬂ:ﬁfraé‘ﬁi5cz)é%f\4w1'
"Time Mg Wﬁ%esgﬁéep& %’aﬂﬂ%s%s 9684 6N BE pfd og&ﬁgg t#hd InlSREHon! @ a@ﬁet

ot her wi ndows. ha bl ending, renofe vidéo source selectli

and Act k%esmlnnoeldatm H’é/rBrmv(aé@e synshronizatiery abado@tefslvsicacsynghronizdtion based

A pha BPERHTRG! ead B EBE R kel BREnEDR ARG R0h AR, Phgrica

of vi deeetracosypubrenizgworer at ed content over video and vice versa. ABC

d f he al | end, f. ad h
cont ent DFBE op of APy PIRRE PR b CHHES FUESIFRUE WaErSEaH 161 appre fecorted
i ndi vi db'@t{térﬁeqfh@%fste‘ﬁt usef Q@&Jdrﬁamelettwabmgvasﬁ RMAas PhelRbadsrofRNnd

whi ch nmay be used to determ ne what advertisenments or other content
shoul d BeemPojsREPEaionns kegyviolty acapiegtionof thegdientsyyiem ssseratmbsx anpibe,

i T ther gniliSe &rdPhnoid }‘]"bgﬁxealg&esr S J‘tTl{eC}fosiahoﬁ%B tlfeowgp%oﬂi@or% known
parti cul ar program t | ocal ABC adverti senent sonething to

t he ef f either by se&-Y pinel SandiRatanc by tme Biladeradnt of tn 1n¢av1dlhté£xsnﬁtscaeehereby

T A e A R R e R

synchr opéizginitione dndgecmetpo rtrlmﬂveﬂiy tnaylﬂe mma;bhmgoﬁ@rte)tt e ding dtRdhd)Qn,
synchroni za£| on gn trgnsi t] "bl ack, " or verfl cal retrace

o ¥t

synchr olde Bl beBT RAPKEE Hromdit AP Pl PEIDGAEH st 1 cani ng
cont ent [)pBSRI - t | MR eQimM 6f nRAKRASLTICANY ABo imHRE 76 BL:BHVA BEHWY | Fﬁw )
has selected a programto watch. The user's profile and geographi cal

| ocat i okhis smEgFdAR besp Resitignest inatnresielingd lopation|ondheg sceses 78 imihe eelorunber
and the i S i

on the tlr'%ﬂ fhofe ni ? osr%idgéf%ﬁg%ﬁ%dtkﬁﬁrsgb? hgﬁv - ?)nggel ﬁi%kgtgltégm e}éitcg(? hat
tinme di e@hmmck&ﬂg is hleo predéfiiedudhe fctmmeas baimmérbate bympe bﬂ'dd:layeﬂg)ased

al pha bIen cur |n screen |l ocation in any .frame .startin
rom . WEORE feseref i Viad BRPSEBRET v enhe B wrdph s hi0 watfio
gr aphi cdi¢taet thel ﬂowe»fthe plrng‘aml’tﬂatﬁhé aivinglingr Thd dieycll ovdnt Sl bestotea id he
requireg size g]gd ran;{9 rency for di %%Lyaﬁj on the screen. [0089] An
exanpl e d‘F’O’étﬁS gatiogyn S Mg SoM cRyEripsmenbiigneisflow i n FI G
7. Thi S[7 omge hasmtmgh RORIeh iRARs uﬁc@sd@ra%eé tﬁéqgtagee&tdwbeqﬁgrtmc This
screen 700 in the colors, transparency and size deSired by t

adver t | Bede lsvnlelabiv &riadyeriiging psthe pilverssmentzaad be hasabiesdiforthe Nm’veoec urs
after c I C Qr . may
be del & éé) ase %aaol:?fgfﬁgn?@gé:u%g% be%g%%éb?"&: @Eﬁl@%& a a}lnro Ne sughvI wer
may be interested in the ad but not want to disturb the flow of the

program that he is watching. The del ayed event will be stored in a
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[ 0090] Al t hough a video inage is discussed above, the inmage can al so

be a graphic. This node is valuable for advertising as the
advertisenent can be localized for the viewer's geographical area.

For exanple a user is viewing a website advertising a product such as
a television. The clickable overlay is for a discount at a store

near the user's home |ocation. Wen the overlay is clicked a new web
page calsleyision e slieableygilanisfore §coynat 2 siom war hedstipdienicgpeation ¥then

the st O{hg ovér%&%%}]mgﬁ Q%EW%B:I%%?%JD% dfis‘ﬂ[aa/%i@ R wifdihe g?odﬂﬁtoa\ﬁ%?ﬁ Czugfon for

the abilTity o e content p er to add other features for th
vi ewer . udear thexstompl e, products used or worn in a particular scene of

roa 1 {8117 | ook Ry e R G Rab R B8R P B e e LR el it

cont ent toRid@btHée featitéstfBr the @iclep hPorkekenplieNgodamabied ot yorndn a@articeler scene of
provi der, such as a cable, satellite or Internet s%r Vi ce con‘g ny
I élng with a

coul d aMeyeatRIisHFTIS RIHET PEIROH? Bramy YOUPEANARATIHG 11 167 - 1Iag, 9 1§

br eaki ng,news, weather alerts, etc. can be added in real-tinme or at
pre-defined tines to the transm ssion. [0093] Exanpl es of ot her t_lypes
of al phi#082lendi ngnadditigmtamrovidingicaptentgpreyiders with thg, alghadtiengingpapability, a
"craw er" .802 alph I 1R i I

of e EEFEoRoBBr Sy A Fley e lyBor iR AT Bl O oo SR i

| ef t t ofeniugf3tto a paagertatidnotSubtitlespbredling wawst wedthqr akestsy acjiehn beladded int teel-time
| anguage or tg% desired Ef&ect . FIG 9 shows a screen 900 with a

vi deo f9rArBregteAneg Huestp M BSTIEHEY and al pha bl ended over a full

SCreen (o9s0 or gEaRlE S biessp&ll.alfha 0Rhling AtXhoeAOHIGEAtnd 8. BHJ.18ed
renote video source selection. Renote video source e\t?ecti 0] gRVS%Sr?
per mi t sshowe acFraaer” 80 alahs bisrdedwithseyidea ff@ﬂf‘eg(blral?l‘t%‘ge ?‘H%og'& pewt §09-

e 0, SDUY AR S kil St Sk o OB oot
required for the language or the desired effect. FIG. 9 shows a screen 900 with a video frame
902, scaled, positioned and alpha blended over a full screen video or graphics image 901.

[0094] A next embodiment is called remote video source selection. Remote video source
selection (RVSS) permits the client system user to select one or more video sources to be
displayed on the client system display device.

[0095] Many sporting and educational events have multiple video cameras either for
covering different regions of the field or for simultaneous outputs for multiple events. For the
observation of multiple camera outputs using RVSS the video feeds will be scaled prior to
transmission to the client system for display, or the user may select one video source at a time.
MPEG-2 standards provide for multiple camera angles as well and the different camera angles
may be selected one at a time.

[0096] For example, consider the sports application of RVSS using a U.S. football venue
analogy. Typically, producers of major sporting events have a number of cameras operating
concurrently. Some may be in fixed locations and some may be mobile. FIG. 10 shows a screen
1000 with a playing field 1002 with the locations of 8 video cameras 1003 depicted in an alpha

blended overlay on top of a video frame 1001. The scene to be viewed may be selected by the
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covering different regions of the field or for sinultaneous outputs
for nultiple events. For the observation of nmultiple canmera outputs
using RVSS the video feeds will be scaled prior to transm ssion to
the client systemfor display, or the user nay sel ect one video
source at a time. MPEG 2 standards provide for nmultiple canera angles

as well and thebdifh%rgnﬁ. canera anag,I es may be .selected. pne_at a
time. [ GOV RS DELYATIcECking AR g oy eialFamist SrEnisppe p Cypsia degtifipa/mish as a
usi ng anlnBer, hoptthatdmotesneonrnal ogy. Typically, producers of mgjor
sporting events have a nunber of cameras operating concurrently. Sone

may be il#0%7] xed | dsathpiorethegefl sslspdngamyidesesovdsiis presqnfed in F#G sHo B thas
screen 1 | i 1 t:] I
canor as 100" e BB Al Bnt LD IOB R irks LRl O e Imbp 436
frame 16@gle vidro fepenid 0 onlilee sereend d0rely deksgloadbenidbydunhexmesy sitagmi 102

b it i cki th I teri '
dant i1 1B EoR AR AR R T T BREES <R omer QoBrARG Re

met hod @bms&réatd page vithitbeRusipleritRgdsTah b sRBin@HsHed bl uSing 1hk. “Babk AloS,” or
met hod, the producer m xes the video fromthe various caneras and
i nt egr af®4¥V3'#E- i mages in a single video frame 1101 on the screen

1100. B @thki NYARBxASe biEkiYg HiatchABIORY B dnRAG LA ZpbINGLSY RithdMrithink
switch to that viewuntil the viewer selects another canera. _
Ret ur ni afsurgeonheUpisgrene ofrthgtesknigieg dessribed atiome,rild traipteemihavgitch te diifepant

acconpl bé?gr%s%éeg ?)th S%%gﬂl&%; ﬁxe'?i‘fnés%’si"olo%ﬁst 8{%3 st ?r{glts t{u{t’ e%ébfﬁtoring Ft]hee

exanple o nol ogy 1 n an educatl applircation 1's
t rai ni ngurgdrysur geons. Using one of the techni ques descri bed above,

the tra may switch.to different. viewn ngl es of the s ery or
ot he HREE hasi ottt of e s SOR ST s SCHBLCT & SFetuht S0ty e
sur ger yenHaBE839} itk Vides syathrbhiegeont (YRt xta BPddtE i dofdkst witls BelebéntPAnd alpha

education -, can be further enhanced with video synchroni zation
(vi ewi nBleading & ppvidap graphicalnyedex. Fyrthampaie thsse aphlicatienssan heeiansrdibyg

to provigenAngbBinh ©drard & dfi¥r anEMaLNBLIY S5 cohfgEe applications can
be enhanced by having the ability to branch to other ancillary

sour ces[M@PO0kont end next@roOfimant istcakedodetiviedtal lad Garddn™a d AAdicitive Walled ed
Gar denT, i | ' I t facility.
b 1t RSER L IOh SLB L 30 o

t hat onl ystem user to go
t hat ar eclwites that &t prendetermideddeithdr\byttherec @amanded dizek @i the scoess seher P22ess

oot BB A5 DSBS 5 W R DS
[0101] The Active Walled Garden™ (AWG) provides a safe environment for children.
The user of a SmartYouth™ smart card may only visit age appropriate websites that are pre-
defined on the access server 122a, as defined by the parent on the child’s smart card. AWG
disables hotspots and hyperlinks on web pages that have been approved for access. In addition
to pre-approved websites, the Smart Youth™ user is only permitted: to send/receive email A
to/from specified individuals; and chat, IM/SMS and play online games with pre-determined
individuals.
[0102] The smart card set-up service with the SmartStart™ card may define access

permissions during the first set-up or any time thereafter. This feature may also be used to
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[0101] The Active Wall ed GardenTM (AWG) provides a safe environnment
for children. The user of a SmartYouthTM smart card may only visit
age appropriate websites that are predefined on the access server
122a, as defined by the parent on the child' s smart card. AWG

di sabl es hotspots and hyperlinks on web pages that have been approved
for access. .In.addition to.pre-a ved websites, the.Smart Yoyt hTM.
user 1 s o) B pocsto ik aF PR YR ISR (Db PO Tpans prily tervice
i ndi vi dytigitiosd whdGhste entithds Shdorayitte Phed) tORhdIvICLIr@RBR Secutitytlearances.
pre-determ ned individuals. [0102] The smart card set-up service with

the Smaiti8hrt TM EaICH thagduidnitidsaiteapshp SsHs SrEHS vaneithipdmae i 1 sard
Set - Up Qoo 0difre Ry, AT S&EmSTill bbb & hRA MR, RM-aFSWARIUSLEN O Leaving
control, or limt, "acceSs to various Internet-based resources for

cor por athiomsdearsduipasishd wsereen/ofzm ddnktriontreitoeted SmartsenSbcastht An jolslsr et
require, "needqt naWem OF. , Ot her ..secuni t.y cl ear . : Unl

ot ¢ bR e sl PP B R B AR i R RRE B inne MR T 1S
card cheass @ whlfetl @afloh kigys ihlpéacs ydthertessilinhitdd@ohtentnctest.oWehehaghitd enters an
child-safe "Wl |l ed Garden." Leaving this node, uires the insertiaon
of an aCRATRYCO RS HE P RE e BUR (A sHoTVAQUIEAT, HARC B Iy aFitheT Ralspoigdhay
Smar t YoytinhM gRlHil & e REpprivddebshaticGetisewill B @dbrae by inserting
his card, in which case the ma!led(g%rden stays in place with a | ess
li nitedl®8fk ent ot sesmbpfisentischil¢dmalyplerlive yideappecsy dalewisippichennsls are
may roa [ . : . . )
ot spot et et b SERIRKBHG ploerdpl e Leib D Mer Rl g hane
wi | | beupltismbéletbwi| @y @4]asemetetcortnd] o dherer tifils liveavitlesdpaged are pétealllive @ideo

vi deo pages,. Tel evision, channel s ar urrently selected.eithey from
an o eCTRg PRt B SR dnt Hangs SRR 6 e B aEh B rGpebifle & B0k,
chgnnel hers; banreby dth‘éf\mF@é (@s, &ngw}gelﬁljefceﬂri]ttchmnels]'tl@ dlliuiaﬁeilspbegl ive

vi deo pages are actual liye video feeds that are sca .the )
channe! (8k or 1 5¢ferana 10 di § EPIGRISEREY 959/“%&35 ?BCﬁor(tg.g gdividysdplicat
news, efyGieln Wer B¥y ¢ BRKinEBRARSoUphlbf mdvid) YURE 8r ol RRRAE cHaRAS eWvhatetll?
channels, etc.). [0105]Referring to FIG 1, the content service

pr ovi dethe eBomahgipeping prlectinai forrda aixtesnilivpfeedsy wilkba s¢sled imegpiunstien yith ghe
the groyphig sQJvem\{F%nd Yiqd§ Serer 1948 hd AR (6 H%%@Jg%yst}!}pastcg&%{el the
s'w [l be scal ed

channel “grouprng selection, tour to sixteen live fee

i N conj sehetiboguide.t An ehenphafimeltipseliveendeb3bpesamshovinde d’1S el v eFheksBdamiagd
transmtted to the Pl'ient Fseésttem hanrﬂel se] ection gui de.. Ant g
exanpl e™&HALH TSR It R4 é‘&"ﬁ&%% S PSR RS VR B PO ote. Dome
st r eam QgntiBbfahdso tl&asoradt&ionk blthGeRRcR €slbé sthRdIutih & §ise sidcdpgfgated
sports, news, nusjc, novies, etc. Sonme quantity of these tel evision
st at i onBte# EnglRaile fiedcisedovs BE hevaring VeI of Hhedrlswsion dmagss A Paeiebls

into a sihnglthe YirigPeduthe RSBV foBhal\QURLH NBIIQNES 0P vifeo ikiSge will
television images a packet is sent to the server reguesting an audio

feed fotaushte sgtiem ireselecChiptsbiangel bor 2ty sedleidisplayrage will cause the

cmbodi mi08E <o B8k SEHEBBATn: U fetbher e GREUC DY PionchE BRLAIEN

a device that attaches to another device such as a cell phone or personal digital assistant that adds
additional features and functions to the host device. A peripheral piggyback may be used to
enable new technologies to be implemented on existing client systems without having to
purchase new clients. This facility also allows different technologies to be added or removed

from the client system when traveling. This is especially important for cell phone RF
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device that attaches to anot her device such as a cell phone or
personal digital assistant that adds additional features and
functions to the host device. A peripheral piggyback nay be used to
enabl e new technol ogies to be inplenmented on existing client systens
wi t hout having to purchase new clients. This facility also all ows
different technol ogies to be added or renoved fromthe client system
when t r $FBRolAges thafase pQt the FEs a31ong AYRY, semeimessver withinghg figemountry. A

t echnol ?gﬂiﬁreﬁ RRloyBIcR p)@/f?ﬁitst HE r ARl FxRAMRohd ﬁe\‘@hé"ral RONRL %Vﬁ@l‘?th@y &1 not

within the sane country. A peripheral piggyback permts e renova

of ext r agesled sngtheiefiire dedreages/the sige aitbpowen esguaemenipt Furthetheere athel peripheral
gment s, Fur%herm)re t he
Ie

her ef j . i ;
por | phop e ek as R e ot AIRioRE Rhel S RERR Tyt IR Cypnt

t her ef othat thectie@tsestérhenagrbeunded mffore ir¢vharghgt t he client system nay be
used betore rech ing. [0107].The enbodi men f .the per.ipheral .

pi g_gybahﬁog} par ta‘&g%?"gli")dglﬁ?'gro%ée pieglr’?eﬁ’g PEsY {’chffP@‘F‘glﬁbW gt ﬁéﬁlﬁ@dlﬂtyéo
per i pherashotel9\cbfiect Opiphedt dsiE e Bhost Bstdth ET RS preftricARhSIRRBABHIOSY 1Rk
this capability is to use the mcrocontroller (MCU) in a renote

cont r ol capabiligwisity uiedhamégrocantrallesdMGINGR girergelo cemdral devige forrgnuagkto a

bt aui t . oY per
e per PUTIFEPALTRINRGR o Bl UShheRaG TR LI ButHEPlty ROUEe!
power ed pmao E]imaﬁriphﬂjalptemicc ém Ol\Kf)&l,at 28 iWi@C)eirtn:we'rbe_cﬁxlteetmllyrpew_meyl Iby a I
access r dwgr under.. software control, then wirel ess
ot or b eldtRoe BACD. HIOF buRP R RS S AL P DM Al s S Y
at t achesbftvagatdnyrol,[Wall Qidn Tieelesalydate Fhceplis pepipheral devideas thrmostdesemhabifdt

to connect to tHg rﬁrmte control includes: smart cards; video
caner asVerfi AREsASEEY and headphones; headsets: still canera flash

nmenory EA0SE; PenTAaRhE&L TpelpiiRals Aat 10 Hbfhble t8EdmeAltd Rlcnahbiesntd the
peri pheral piggyback, Tor connecting peripherals to the renote

cont r ol inchidpy dmart 2@ dgiriddepramgeny; wiszophorns ank headpleonep;deadsein; sidkeamera flash
ont 1 : |. _ : _
enbodi n&%ﬂogﬁca&?&, h«?‘ptsgl@&e%ﬁﬁeaé6aﬂgkler§%e'?§ @%@%ﬂtﬁgs {o%ﬁ{gegipggrx{ @gg%ﬂggg Sor

for an e on opular video g € execu
server dRBdctangperiplesals toethe kinen¢ cayst moluds 12€C 4rtdiR8 devicasnfor txample.

0110] T, | i | abl t he. t. f .
hi g spRANL oo Bk AFRoBFRC &t sities i i olse Preaide s
popul ar an érulatish ¢l pppulaOvigeNEantR e bd &cutbd el the@hfe RBRYr 1P8HWAd Ksed the client

server based gaznﬁs vai | abl e. The game station will be an enul ator
sof t war ¥SEPbIS & dtrSHethat will run on a server and use one or nore of

the cli Fﬂtlﬂ}s yst enphetSart Mafly §hh€Brdole®avalRbIE BF fe dﬁﬁﬁet%ﬁlﬂhl‘ﬂ(pe%ﬂ ¢iggne
controller functions reQU|regkby t he various ganes runni hg on the

ser ver (gymingPlay $tationesnd ma o pEthe rdrepopsitaar In pislitiqaie game c@wales,

Per | phegal, a:?%ahrfn&w@ﬁ{ dr%%raéasé%e%ahr?e@ aval B> %%@ﬁ.&ﬁ?&ta{i& Sﬁ%%%ee%&lé%or
acilitate addimg various smart conponents to an el ectronic device

t hat wasftvate appligativalthat vdi sirgmedserer subperone bheorearfdhdd®nt ystems as thin

g‘ 02' mé o iel%fssét_)n%élgler%%tqhg &gﬁg}t anadngczlimae controlfer tf\iln(c):gox;[sore(?uipe?l rb%/(%ﬁ'ea\l/ari%gs alfltleesr
running on the server(s).
[0111] A next embodiment is called smart peripheral. Smart peripheral 302 is a
peripheral device subsystem that is designed to facilitate adding various smart components to an
electronic device that was not originally designed to support them and has, as a minimum, a

smart card reader and a connection to a personal computer 301. See FIG. 3.
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[0112] A smart peripheral smart card reader may have either a contact
or contact-less smart card reader. If smart card witing is required
for an application, then the smart card should engage a smart card
socket. The nost likely interface to a client would be a USB-2 wired
connection, but FireWre or other high-speed connections may be used.
Each smart peripheral nust al so have a system ESN 303. [0113] An
exanpl e[0d12]a smarA spett pprinheral sart e4ie readpmey ayaeibir agentiagtor sepastdesd

|0 the BSE] B8l PTARRAGK ﬁgﬁ@%&gﬁ@ﬁ%mr 80 RioR (URKL sREK bRBSAGd

may al s e Connect ost systemor renmptely using
any conngagcasmansart saien| Thgymost Bidelylihterfaex to ectizotiwomdbe 2 ISERR Martd

Smar t Upgr adeTM . Soar rageTM js a service that permts.a clien
oyot e CRITHRICP SRS LB O T PTGE A e AP RO R e G PRe B RE] s &g pEfbhera
demand HagiakoWal®siistedhESNS68. having to participate in the process.

[ 0115] Routi ne mai ntenance and upgrade services are provided tha

al | ow t 9813 i ent %W%&ag}ﬂlesofmaﬁyd}egpbgalgétheé%t)tg|c9nt&§éip\&a%@e%%oqqé in the
ft - il - Bes _ 1
o7 War%;@Eé%?ﬁg%};@‘gf%oﬁyl%vka?ﬁ@rghL@Qﬁﬁgﬁélﬁ%ﬂ | mbpaiBs 6V baifidcuERecRy

client ugs a perip al device into e client system
t hat r emguhe bsst systhni ergemotelyayspig astcPamupicetiersiiedhhalogy.s not currently

instal | ﬁﬁq?@]-r[“osi L{%%g%gqb%ig}\éi P%%alie%%n?a?‘{)ﬂﬁgg&ileﬂg.ogﬂqgrﬂﬁg%% elthe Fﬂe ervice that

opportu UsSi Ness el'li'ng peripheral devices
to the gdrin@Bh cEE bR sebesremp 1yl Ggfived endbth 4 reotint Habismadion a demand basis

Smart Upgr adeTM nmechani sns: "routine” and "demand." In the routine
mode ev¥phoyt theaiser ayue t%%‘f“é‘rﬁ"f“&é‘h&@ PSS ne it will interact with the

head- eng1g§icess quiHinemahiénite shd 2BgAbEsdraiaetant ploRIdell ght Slov dechadect
to the hetwork. Part of the infornation sent to the access caontrol

server $ysehisedftwanetodisirematcly uaradsd as vt safrrs fvloesrs PEFentvasgieem
110. Seg,fl.Gs vl bl r&xji]&d%}leﬁ'&tcliéﬁ(t.%gﬁ%%gér?{‘@%s% pefRbRAARICVRE fHiOthelcRefiol
current g 8 6(5) N askKil ng

Ial og X W th a questi the user whether or not
an updadystehsthatesquired awiriver dy@pslasation proghaen ki ie not cugrontly instabed. Aridsdsatures

yes then t@e dat e proceeds a IS t . i:
7o neh L B, MBS RFREE T A GBRRAS I R 2R STt e
mai Nt engegds &Ethy elient 8@fenh aséraci | itate the system sof t ware upgrade.
Dependi ng upon the type of syste d the operationg protocal..of the
ser vi celogﬂﬂvi der , Ther¢ #e W%W%%m%g%%agpﬂﬁ M ehairy p’é‘i’ﬁi‘%e | R
or it MBYhORUARE AVELeWER} lilne @ Hbb st RBmENen sk wall inkdiget SNBltROhdalisein
their own usage profile) does not normally use the client system
access control server 122a and request permission to connect to the network. Part of the
information sent to the access control server includes the software release version in the client
system 110. See FIG. 1. If the client system software release version is not current a dialog box
with a question asking the user whether or not an update is desired will be sent to the client 110.
If the answer is yes then the update proceeds. A message is then sent automatically from the
access control server 122a to the head-end upgrade and maintenance server 122¢ to facilitate the
system software upgrade. Depending upon the type of system, and the operations protocol of the
service provider, either an immediate download and update will occur or it may be delayed until

a time when the user of the system (from their own usage profile) does not normally use the

client system.
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10117] In the demand node: if a user attaches a peripheral to the
systemthat requires a software interface (driver) that does not
exist in the systemsoftware build, then a demand is sent to the
head- end upgrade and mai nt enance server 122c to reconfigure the
software on the client systemw th the necessary drivers, utilities

and appljications software,, as, required, and to upqgrade the entire,
sof t wgfédlpﬁi kage fs*rfL? Aemad raode: ddisenAttaghss i@fwfte%g &gﬁleﬁﬁ%ﬂﬁ?f@é Eqjires a
i nvent i gefkias iM&edte P@iver)GHAtRIobY nd @816t in FIRG Wil oftRhRRNAE &hEPa B&Rand is sent
preferred enbodi ments thereof, it should be readily apparent to those
of ordi frathy head-¢nd ypgrads andymeinteparcespRERC A Ecorfigurg haseibware o therrdient
form an I i i LT

gys?ﬁ Hith %hef@e)ée@gry{H?lqgrsy\ﬁthf?@y%%agﬁpﬁéatnbﬂﬂsompa %Qf‘egﬁig%%ﬁn% BB grade

scope o0 i nvention. Is’inten at the appénde
enconpa#e eatictsofivaregeskagadnodiliencystemns. CLAIMS 1. A net hod of

accessi ta by user, at _a client st em conpri si,ng:. .

r eadi ng ﬂﬁégf s pec‘l‘s‘%‘%ugg ﬁlfeogrﬁse?pflgxer?p 8%’%"%‘ P g‘?lg@ﬁﬁ-‘( f‘engP%d i wefgrgnoe to
client gygrebBiredahbbdiméns thetdoqit Shoeld e irendil@apiednt @6l df@rdth2¢ kKillih the
serial nunber; transmtfing said user specific information to a.
server ; art that chang?%@%?%agawna@ng a%@ fetaits may R hads Withay departing from

server sﬂf?{t Ghd'3ddfe HEME ifehia. 'I?ﬁtiﬁt%eﬁ%a@%%?ed&& @liairﬁs‘%compass such
provi ding said user is authorized, receiving data fromsaid server by
sai d cl| Feangesandgrgdificatipent syst em wherein said smart card

i ncludes a read-only nenory for storing personal identification data,
wherein said user specific information includes said personal
identification data and wherein said smart card includes an
encryption programfor encrypting said personal identification data.
2. Anethod as in claiml1, further conprising the step of sending
client systemlocation information to said server.
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3. Anethod as in claim2, wherein said client system | ocation

I nformation includes a client electronic serial nunmber. 4. A nethod
as in claim2, wherein said client systemlocation information

i ncludes a user Internet Protocol address. 5. A nethod as in claim
2, wherein said client system | ocation specific information includes
gl obal pdeiAiMSi ng systemdata. 6. A nethod as in claimi1, wherein
said data received fromsaid server permts said client systemto
access user information fromsaid smart card. 7. A nethod as in

claim6, mhey mieﬂwcﬁ:abﬂacufe%élrigrﬂété vnszta aSer 4t Sl s§steth bo@prisingt aphi cal
user interface preferences. method as in claimé6, wherein said

user i nfor mat |r@admsd4a%§§e§|§¢dnfgﬁr@atlcm tram adrdsparheardosadciont 9.
A net hod te'rﬁ' é&&".ﬂ%bﬁyaﬁ&?(n%l@@é%%shé@ﬁ %%H[c &d} a%@@%dej\“

|ncludes user'"s ent or na

met hod as | n ctramsmlftmgvdm asér waaiﬂmm&rrmaﬂbnrwﬁse:mm ncl udes said
user's internet access permssions. . ,11. A nethod as in claim10,

wherei n sai d iHPEOTRAT sriddiser ﬁ@?ﬁ'f'%éri feraatipby said satver i9relelaingbase
of age aFiJ%’é?BDﬂfﬁr&aﬂ@@Sdé SSS&)étg gag abase being on said server. 12

A nmethod as 1n clairm ere| n said internet access pernissions are
derived from gprovtsigesad obef isl aagharizess sedeieingrdata fmrrvaald seewmw
sai d dat abase,. bei ng on .sa erver. 13. A nmethod as in claiml10,
wher ei n $84UC I!fd'ﬁ gaﬁe@&?f‘@%ﬁ@ are set by a master user. 14. A

method as in %Hfér@?nlsalé!‘@ﬁ’fd?t Sard@heluBes adeal-driieridnmaoryabl SBriAgt a
I ncl udes bionetric data
personal |dent|f|cat|on data, wherein said user specific information includes
said personal identification data and wherein said smart card includes an

encryption program for encrypting said personal identification data.

2. A method as in claim 1, further comprising the step of sending client

system location information to said server.

3. A method as in claim 2, wherein said client system location information

includes a client electronic serial number.

4. A method as in claim 2, wherein said client system location information

includes a user Internet Protocol address.

5. A method as in claim 2, wherein said client system location specific
information includes global positioning system data.

6. A method as in claim 1, wherein said data received from said server

permits said client system to access user information from said smart card.

7. A method as in claim 6, wherein said user information includes said user's

graphical user interface preferences.
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15. A method as in claim14, further conprising: collecting a
fingerprint using a biosensor |inked to said client system conparing
said bionetric data and said fingerprint to identify said user. 16.
A nmethod as in claiml1, further conprising: sending client system

| ocation information to said server; wherein said user authorization
i s det er r8.nédmiyhdubas irs slatn B evhespiacidid aset iafdriation iscludas saidndessr’'sand
said client system|ocation information. 17. A nethod of accessing
data by #nh8eracgpunt ErerEtiosy st em conpri si ng: readi ng user
specific information froma first smart card by said client system
said information including a user specific electronic serial nunber;
transm t t9.nd\ sethibdiasin siaui& whereihaaihbndinetaccauskinfamation includes
processi %qsaid,u er specific infar n by said server to determne

ti
user aut Ysen pHepgenidies acgaynt in @aﬂon. providing said user is

aut hori zed, receiving data fromsaid server by said client at said
client system wherein said first smart card i s an account
initialiZ&i dnmethatl asiih elaind 1datherein saidesenipformationdndgludes said

| e snmart cards associated with a single account,

initializing rTUt|Ftié)[
wher ei n SEEUSHTMPERCIAREEPS PEITHSSESEn account initialization card for
t he single account.
11. A method as in claim 10, wherein said internet access permissions are
derived from a database of age appropriate websites, said database being on

said server.

12. A method as in claim 10, wherein said internet access permissions are
derived from a database of files accessible on a private network, said

database being on said server.

13. A method as in claim 10, wherein said access permissions are set by a-

master user.

14. A method as in claim 1, wherein said personal identification data includes

biometric data.
15. A method as in claim 14, further comprising:

collecting a fingerprint using a biosensor linked to said client system;

comparing said biometric data and said fingerprint to identify said user.
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18. A nmethod as in claim17, further conpri sing: readi ng user
specific information froma second smart card by said client system
entering user specific access perm ssions on said client system
transmtting said user specific access perm ssions to said server;
and storing said user specific access perm ssions on said server. 19.
A net hod 1§. #comedtsodhgs draclairby, furtrssrrcoatprsingd:i ent system conpri si ng:

readi ng user specjific information froma first smgrt card by said
l ent “syst emSeRaing PR sYsienlocrfien TP RBRIOU LA SERAT ¢ of ectroni ¢
serial nunber iwﬁé@ﬂ?ﬁéiﬁtds%aﬁgio‘?'izaﬁéﬁ iS@eihired BY B6MEddiPlsér 2

server; processing said user specific Informtion by said
server t epeeifieratecieonic serianurobérzand saidtalieat systemdacation information.
provi ding said user is authorized, receiving data fromsaid server by

said client at said client system sending to said server a
hi story ofi7weRhéthdd \df ackaskify dag By HiRer aaThbAt §)stEtconysishig:
storing said history on said server; and processing said history

to deterni ne gaRdingséserspeciisimermatiorefront a firsitsenat Aarkbyisaidicient
nt er eat SRR S48 HlbuARAE PRAENG A s ShRint B i Fhther
coupon is wi ttigisnfittingosdidudesspddificdféskmation to a server;
processing said user specific information by said server to determine
user authorization to access data; and
providing said user is authorized, receiving data from said server by
said client at said client system;
wherein said first smart card is an account initialization card and said
data is a set-up routine for initializing multiple smart cards associated with a
single account, wherein said first smart card is an account initialization card

for the single account.

18. A method as in claim 17, further comprising:
reading user specific information from a second smart card by said
client system;
entering user specific access permissions on said client system;
transmitting said user specific access permissions to said server; and

storing said user specific access permissions on said server.

19. A method of accessing data by a user at a client system comprising:
reading user specific information from a first smart card by said client
system, said information including a user specific electronic serial number;
transmitting said user specific information to a server;
processing said user specific information by said server to determine

user authorization to access data;
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21. A nethod as in claim1l1, further conprising: sending to
said server a history of websites visited by said user on said client
system storing said history on said server; and processi ng said
history to determ ne said user's consuner interests; wherein said
data includes an advertisenent matching said user's consuner

interests. 2ZroRidirgd Said user isauthaiize? Irecevitiged ata Saind saidvserizeésieyrent
i's displayed on said user's graphical user interface and wherein said
adver t i sethclient afSPhCcIRt§Y8®i th the i mage on said graphical user

i nterface. rzrﬁerf%iiﬁq?qué’ﬁd%%n}é? acllmi%‘{c{ﬂé%?we‘&'éftéé‘%it&&’m@a% 9SG dhing

client systemlocation 1nformation sai d server, erein sard
server aldientisgstesai d client system | ocation information to determ ne
geogr aphi cal I y rel evant, .consuner . jnformation for said user, and

wherei n said e?rt%'fg SRIANiIZONAHEA S %‘Wé@”@_é\dd geogr aphi cal |y rel evant
consumer i nf orgBEi&ding sa%“histﬁnﬂﬁf H8@rafd £aif LREPs ton¥thRER|rleRatd

client systemconprises a touchscreen, and wherein receiving data
from sai d ser whereircsaidetatainidas an elestronitateupon rvatahingsait sisecen.

25. A nethod as H}&Celiﬁgi m 8, wherein said data received fromsaid
server peqpr?isf"@egéri‘ 'eE3r to make paynents online using said on-1line
account i nformati on.

20. A method as in claim 19 wherein said electronic coupon is written on to

said smart card.

21. A method as in claim 1, further comprising:
sending to said server a history of websites visited by said user on said
client system;
storing said history on said server; and
processing said history to determine said user's consumer interests;
wherein said data includes an advertisement matching said user's

consumer interests.

22. A method as in claim 21, wherein said advertisement is displayed on
said user’s graphical user interface and wherein said advertisement is alpha-

blended with the image on said graphical user interface.

23. A method as in claim 19, further comprising sending client system

location information to said server, wherein said server also uses said client
system location information to determine geographically relevant consumer
information for said user, and wherein said electronic coupon matches said

geographically relevant consumer information.
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24. A method as in claim 1, wherein said client system comprises a touchscreen,
and wherein receiving data from said server includes displaying said data on said

touchscreen.

25. A method as in claim 8, wherein said data received from said server permits

said user to make payments online using said on-line account information.
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