F0448/ 3136 | SPECI FI CATION 2 0 SEP 2005 METHODS AND DEVI CES FOR CARRYI NG
QUT USER AUTHENTI CATION 5 Technical Field The present invention relates to
sonme net hgaa4@prhedevi ces for carrying out end-to-end user authentication
bet ween different networks. 1o Background Art In recent years, due to high
functions of nobile units such as cellular tel ephones, a nobile unit which
al one can perform WAWV browsi ng by inStfi| ling the browser of V\Y/\Wfl\%ﬂmu
Wde Wb) (hereinafter, referred to as" "WW/browser") in the nobile unit

is put on 15 the market. By usi ngPEMAFICATEONNI t, a user can receive
provi sions of several kinds of services fromthe information provider on

the Internet (hereinafter, referred to as "IP"). Anobng services provided
by an I P, there are sonme which are only rovided to users_who sign a

contract, METHGES t ANDr e OBEVIGESr ed§OR 20CARRY NG, ET P WSER

provi des t vices carries out user authentication to provide
services \ﬂrﬁiﬁﬁﬁﬁm f preventing a fraudulent wuse by a third party.
As a user authentication nmethod, the nethod of using a password has been
used in general. However, there is a danger that the password m ght |eak

to a frau%&?ﬁfcaﬂ ;&) party through the user 25 authentication method based
on the use of passwords, and anyone can use the service fraudulently once

the password getTheeptesent Hanestion orelatesstazoeme whethods oandi deviees efoti ce

such as a bank transaction service using NetWare (hereinafter, referred to

as "net bearying put epdvibrend asevapthensicasionubetweatndiffesepenetsorksi, a user

aut henti cation nethod, which can ensure F0448/ 3136

10 Background Art
In recent years, due to high functions of mobile units such as
cellular telephones, a mobile unit which alone can perform WWW
browsing by installing the browser of WWW (World Wide Web)
(hereinafter, referred to as “WWW browser™) in the mobile unit is put on
15 the market. By using the mobile unit, a user can recetve provisions of
several kinds of services from the information provider on the Internet
(hereinafter, referred to as “IP™).
Among services provided by an IP, there are some which are only
provided to users who sign a contract, or others that require secrecy;

' . 20 therefore, the IP which provides these types of services carries out user
authentication to provide services with the object of preventing a fraudulent
use by a third party. As a user authentication method, the method of using
a password has been used in general. However, there i1s a danger that the
password might leak to a fraudulent third party through the user

25 authentication method based on the use of passwords, and anyone can use
the service fraudulently once the password gets leaked. Hence, for
instance, when providing a service such as a bank transaction service using
NetWare (hereinafter, referred to as “net banking”), in which a complete

security has to be ensured, a user authentication method, which can ensure



2 0 SEP 2005 nore reliability needs to be used. Hence, in the IP which
provides this type of service, user authentication is carried out by using
excl usi ve Foaa®B3 i on such as a transmitted ID retained by a nobile
conmmuni cation network (hereinafter, 5 referred to as "personal

i dentification information"), by which a nobile unit can be identd PEfq200
brief description of this type of autheptication is as follows: i. Wen a
service is provided to a user of a nobiTe unit, the server owned by the IP
(her ei naf tm@;ef@ia@ﬁlﬁgﬂnégﬁgaﬁ; béRsegrver”) at first requests the nobile o
comuni cation networkK to transmt personal identification information. ii.
The nobil e comubengt] om rthewdPk whimhs rprovidése thes stypel ofdeervidegausen
information to an | P server, on the basis of the transm ssion request. iii.
An | P seradthemication sutcagsied gut Hent19agi exclasivendnfernation sieh pas sonal
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danger of causing sone unexpected danncgg)to the us o? tﬁ% nobi | e Ls‘raﬂt | f
t he nobi | as ollowst cati on conpany provi des personal identification
informati on_of users to an IP without any restriction. A nobile

comuni cali WhedbapgRyIcs igriroxideshte 2 usel of atmebHe wnitythe seryerr ewmed
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possi bl e {j0TheNmbBileWthihuiestion indtdoek arnmiitatie Yeiddorml ia8ifitation
comuni cati on conpany to use personal identificationh infornmation F0448/ 3136

information to an IP server on the basis of the transmission request.

iii. An IP server carries out user authentication on the basis of the personal
identification information transmitted from the mobile communication
15  network.
Conventionally, fraudulent use by a third party has been
effectively prevented by the above-mentioned user authentication method.
However, personal identification information is important
information as it pertains to the privacy and the property of the user.
20  Hence, there is a danger of causing some unexpected damage to the user of
the mobile unit if the mobile communication company provides personal
identification information of users to an IP without any restriction. A
mobile communication company signs a contract with the IP to which
personal identification information the company retains is provided
25 beforehand to prevent such unexpected damage, and ensures the
trustworthiness of the destination to which personal information is provided
in this manner. Since a contract has to be signed beforehand in this
method, it is not possible for an IP, which does not have a contract with a

mobile communication company to use personal identification information



2 0 SEP 20® 3 of users, to carryout user authentication. D sclosure of

I nvention The object of the present invention is to provide a user 5

aut hent i cgtgs@ay3®ms hod and a comuni cati on system which enable every IP to
carry out user authentication by using personal identification infornation
wi t hout having to nake a contract with nobil e comunication corrpanNe§EP 15
achi eve the above-nentioned object, the present invention provides a user
aut henti cati on nmethod conprising: a reception process for a to cellular
term nal hglpped ng d e dser Aehdi&atiénr ecei ve data fromthe first
network; a detection ;r)ﬁocess faor the cellular termnal to detect whether a
specific data string exists in the data received in the reception process;
a transm ssion process for the cellular termnal to transmt personal

i denti fi cddisolosuné of faventiofior i dentifying a user pre-stored in the
cellular 15 termpal with certainty, only when it (s determ.ned in the
detection procesdhet rRhjecheObiathe sPFEsEgt eimvamdion, 1SoriQar PRO¥Ader GteliSeFor a

| ayi deyi whi ch | ] SS| d j f.d b
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and an- autREATTORT, et AhEATRAGEh BF' doihg pereo Bl IRenl e B SRR ona

net wor k t qvighiblteldvinga! o makesecomtadthwithebbile'cdmirlinigation cottpRafiss of
t he personal identification information. In this configuration, personal

i dentification i iboachidven thteabaed-mertioned nobyatt,t thenpresentcanveation
transmtted in a format, whi.ch cannot be 25 read by any device other than
the serveProyides s useraiheptigation method CaRprising ehfecertiogpmcsssdor a

Cort iy ekt TRy bePhEis 58 B BRI (ool Ve R HoiR herhirar on
the basi spgfwbie QQIei@éﬁdgil ?yiseég'sf 'fcs?@m@eenﬁ[)sgr%?ﬁﬁﬁm tfldRBectPivhRihéP o he

reception process, the r I ng device can
specific data string exists in the data received in the reception process; a

transmission process for the cellular terminal to transmit personal
identification information for identifying a user pre-stored in the cellular
15 terminal with certainty, only when it is determined in the detection process
that the data string exists; a forwarding process for a relaying device, which
relays transmission and reception of data between the first network and a
second network to forward personal identification information transmitted
from the cellular terminal to the second network;, and an authentication
20  process for a server being connected to the second network to authenticate
a user of the cellular terminal on the basis of the personal identification
information.
In this configuration, personal identification information the
cellular terminal transmits can be transmitted in a format, which cannot be
25 read by any device other than the server. In this case, the server, in the
authentication process, deciphers the personal identification information
transmitted from the cellular terminal, and authenticates the user of the
cellular terminal on the basis of the personal identification information.

Also, prior to the reception process, the relaying device can be



F0448/ 3136 2 0 SEP 2005 4 equipped with a search process to search for an
address of the server in the second network in. accordance wth a request
fromthe dekhsBags terminal. In this case, the data the cellular terghggé%
receives in the reception process is data corresponding to the outc 2005
a search carried out by the relaying 5 device in the search process. In one
preferred enbodi nent, the data can be itten in a markup | anguage; and
the data string can be a markup of a specific identifier in the data.

Fur t her noeguippddwittoatseardh prsdEss ToueabElp§66 &n ddiesiedl thékerveé 1H figd can
be equi pped with the function to carryout a determnation 0 pronpting
process, whtend tetwaskrinoficedreanet | withy at mecpiestlfrorn theoopllathrt cerdairmim ne
whether tg transmt the personal jdentification information of the user

only whenlnthisscass; sherdataithe: celulardesainanranesiessin thearecapsiampsosess ng
The per soRatk i HARATE 101 BF RO RO bASgataramivg o By dBeglanine 15
e def or HERi St SRBFCRRIGR e 18 b PRSP B Rientath e eh e

to pronpt pbehQritearinSa kP f&?{oiu‘age; AhAMBe! ddtaldifingSG&in be E?Hizﬁﬂcd'rg‘BWa
i dentification information; an& tfahsmtting i nput-identificatio

i nf or mat i specifiepidentifiepyintthe daser al ong with the personal identification
information in 20 the transm ssion process are also possible. Also, after

t he aut henti cati BAItBEEDOsS, RI1OK algs nihssi Banymissier povcesshetheer celular
transmttjng .an. i npuf data to.proppt, the cellular termnal ,to enter input
i dentific ﬂb‘ﬁal r‘ﬁaﬁr hﬁt %Hpaﬁflewﬁéh%ﬁ%ﬁﬂ%&% TS & sdetesmigalEBs s f or
‘the cellu ' o) i ' ] I.n the
Lo | SpRimbEE lcostbAn SHEVNEY 4o PO B R A RIDHFRET 7

i nfor mat i getepmih®eviiethies t@tranlfit v pefRinal idesefiondon IRfUTMATHA dHhecess
for transmtting input identification information inputted in the process
for pronpsémepiynwhen ibnsidetermuoed iauhkedatection propessciims thedata string

authenticating a ., . .. . i
exists; and 1n the transmission process, the cellular terminal can transmit

the personal identification information only when the permission of the
15 user is obtained in the determination prompting process. In this case, in
the determination prompting process, instead of only displaying an image
to prompt the user’s determination, prompting the user to enter input
identification information, and transmitting input identification information
inputied by the user along with the personal identification information in
! 20 the transmission process are also possible.

Also, after the authentication process, a transmission process for
the server for transmitting an input data to prompt the cellular terminal to
enter input identification information after the authentication process; a
process for the cellular terminal, which received the input data transmitted

25  inthe transmission process to prompt a user to enter the input identification
information on the basis of the input data; a second transmission process
for transmitting input identification information inputted in the process for
prompting input; and a second authentication process for authenticating a

user of the cellular terminal on the basis of the input identification



user of the cellular termnal on the basis of the input identification
F0448/ 3136 2 o SEP 2005 5 information transmtted in the second

t ransm ssipga4pnegess can be further set up. Preferably, as the personal
identification information, a serial nunber of the cellular term ngj SEP 2005
shoul d be used. 5 In this case, if a conbination of a serial nunber of the
cellular termnal and information storgd in a user identification nodul e,
which is connected with the cellular termnal is further used as personal

i denti fi capf@inatidR tFRismeited if (e YeEURd thiMeaSsin m&%@té@rﬁ‘bieoﬂ.lﬁﬁe be
I nproved. Also, as the first network, the nobile co ni cati on networ to
can be useggtap.well. The present invention further provides a conmunication

system conprising a cellular termnal for transmtting to said first
network, per sonirefatably, f as athieopersaral mdentificasion dafoimating, wat berial

certainty a user re-stored in a termpal, by receiving data froma first
net wor k, dﬁl@gﬁﬂfﬂ& Q@EM$‘P@I’&I§§QQ$E€ ugla string exists in the data,
and onlLy when said data strdng is.determne Xj St ond networ kK,
whi ch Ps connect Z?i tgﬁ‘% ﬁaﬁ?‘relf ?%@bﬁﬁt@n@?\/ﬁﬁj&%&fd%"?@o e ecg,eﬁéﬁi@' a
server, h<h: ‘i‘ﬁ%}rﬁga ! SganRd bR migul¥] t-

aut hent i ‘é“;?ﬁglr{iagnﬁ{lﬂe asl stw(# Ql{oﬁ%&eigegsonallﬂlﬁggﬁ;b:éplbgat | or%flighp‘g?l%lgt fson. 20
The presemjonnBemd | @ithpr the deellalaeeltbrmirialt ejsni faatherorgyeldsi &9 prrsonal
communi cation unit for carrying out communication with others via a first
net wor k; adentafication oinformations they tristworthgnesst of oantientication, oana bet he

first network aag a slecond ne rk bei rkgﬁéonne ted with the.first network,
with a sedfroveds hélsecanthe rioRKIVYTK, H8S IBRRA1IR; CIMMWINIGAION BEIWQY;

{22019, tapEL 3Ry g0 cat fon ntormatton, from erory | nstal led i
transmtting to-fie pRIEE iMventiHE RRIRICHIAIdUE SN cOMMuARMEIN & tém
comprising a cellular terminal for transmitting to said first network,
personal identification information for identifying with certainty a user
pre-stored in a terminal, by receiving data from a first network, determining
15 whether a specific data string exists in the data, and only when said data
string is determined to exist; a second network, which is connected with the
first network via a relaying device; and a server, which is connected with
the second network for carrying out authentication on the basis of the
personal identification information.
20 The present invention provides a cellular terminal comprising
a communication unit for carrying out communication with others via a
first network; and a controlling unit, by carrying out communication, via
the first network and a second network being connected with the first
network, with a server in the second network by the communication unit,
25  for reading out personal identification information from memory installed
in the cellular terminal or memory connected with the cellular terminal, and
transmitting to the server via the connection when data containing a
specific data string is received from the server.

Also, the present invention can be carried out by an embodiment



specific data string is received fromthe server. Al so, the present

I nvention can be carried out by an enbodi nent F0448/3136 2 0 SEP 2005 6 of
di stri butiFm48308¢ users, a programto function as a cellular termnpal jn
this manner via a network, or distributing by storing in a recordi néﬂﬁéhimf'
such as CD or FD anong users. 5 Brief Description of Drawings Fig.l is a

di agram showi ng the entire configuratiop of communication system!| of the
present enbodinent. Fig.2 is a block diagram showi ng a configuration of IP

server W aif dishébedng sendediusery, a pfodratn fo ifinétidhag #ceHORw teerrARafiA! €
of an HTML data source of the sane enbodinment. Fig.4 is a diagram show ng
an exanpl ehef manmer vgea nebwods pandistgbutinghley dadmng Hava recordigg3meldig. 5 i s
a di agram showi ng_nenpory content of personal 15 identification database
113 of t hesushis ehbertibamong ¥s&sis a di agram showi ng nenory content of
search database OAS 1 of the sane enbodinent. Fig.7 is a block diagram
showi ng a configuration of nobile unit M of the sane enbodinent. 20 Fig.8

same chbodiiehPeEHgaBRE BrEP AL, Chowi ng an example of an inage

D! Lo o B £ MR SOVARS, (8 S, Loyl o

di spl ayed commungeatibrsysieal 1dfsthegyiesgnuemboddmenit.nobi l e unit MS of the

sane enbodi nent._. . . . .

Fig.2 is a block diagram showing a configuration of IP server W of
the same embodiment.

10 Fig.3 is a diagram showing an example of an HTML data source
of the same embodiment.

Fig4 is a diagram showing an example of the image
corresponding to the data shown in Fig.3.

Fig.5 is a diagram showing memory content of personal

15 identification database 113 of the same embodiment.

Fig.6 is a diagram showing memory content of search database
GWS 1 of the same embodiment.

Fig.7 1s a block diagram showing a configuration of mobile unit
MS of the same embodiment.

20 Fig.8 is a diagram showing memory content of record storage table
TBL of the same embodiment.

Fig.9 1s a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

25 Fig.10 1s a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

Fig.11 is a flowchart showing the process carried out by CPU 211

of mobile unit MS in the same embodiment.



Fig.11 is a flowhart showi ng the process carried out by CPU 211 of nobile
unit M5 in the sane enbodi nent. F044813136 Z0 SEP zoo 7 Fig-12 is a

di agram shpwd48@1a;m exanpl e of an i nage displayed on |iquid crystal

di splaying unit 24 of nobile unit M5 of the sanme enbodinent. Fi ?ﬁggnﬁ] ?
sequence chart showing the flow of a signal in 5 conmmrunication 0 of
the sanme enbodinent. Fig.14 is a sequenge chart showing the flow of a
signal in comunication system 1l of the sane enbodinent. Fig.15 is a

di agram showi ng &igepoejsps disdraan shﬁﬁ@ﬁ%@nsﬁa'ﬁmg‘{ab 6f anl irﬂ&g@dﬁs}i’lﬁ&éb on_
di splaying unit 24 of nobile unit M5 of the sa lo enbodinent. "Fig. 16 is
- a di agr amlsquudi ragystal edesppa@ngf w@mt | Bdgefdimpbdgedimn MS$ qoifd they shane

di splaying unit 24 of nobile unit M5 of the sane enbodinent. Fig-17 is a
di agram s Meery content of personal 15 identification database 113

[ dificati le 1. Fig. 18 i di ] ' I f

| mage. di spl ayed EHe- I dai & 5SOGE GRaRi SPORGnanthe 2HOY Gt | HEDAl (VS | n
age 4 S| : : . : ! IR !

bl af ac AR sydbiuf e e SaMe PRBBEIL S £ onr B tnt NE i n the

sanme nodificati gio 9anp! £. sdijuené chadt *gpewin | 39 AfToRI WY régl_sﬁgnﬁll in

configuration of bile unit "MsS2 in nodificatlfon exanple 3.
bl ock di agrommehevdtion systenf 1 @drthe isameoé¢mbblilizesd. in 25 the same

nodi fication exanple. Fig.22 is a diagram showi ng menory content of
per sonal 1g.15 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
10 embodiment.

Fig.16 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

Fig.17 is a diagram showing memory content of personal

15  1dentification database 113 in modification example 1.

Fig.18 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS in modification example
2.

Fig.19 is a diagram showing an example of an image displayed on

20 liquid crystal displaying unit 24 of mobile unit MS in the same
modification example.

Fig.20 1s a block diagram showing a configuration of mobile unit
MS2 in modification example 3.

Fig 21 1s a block diagram showing a configuration of UIM 2000 in

25 the same modification example.
Fig.22 is a diagram showing memory content of personal

identification database 113 of the same modification example.

Best Mode of Carrying out the Invention



i dentification database 113 of the sane nodification exanple. Best Mde of
Carrying out the Invention F0448/ 3136 2 0 SEP 2006 8 Hereinafter, the
enbodi mentFOak88Bha6 present invention is explained by referring . to Qﬁp e@
The present enbodi nent is achi eved by adapting the present inventi r 2005
t he nmobi |l e communi cation network, which is connected to the Internet. 5
<1-1. Configuration of the Enbodi nent> <A Configuration of the Entire
Systent Fig. | is a block diagram show ng the configuration of the

conmuni cat i on sy Hemwimdftér eho egsterdineermoof denpredéhtAavehdvn isrexplaihedur e,
communi cation system| of the present enbodiment consists of a plurality
of nobi | e yhrefermag ta fgurest | tThopresent embadimest BSachisvedebp adagiting
conmmuni catj on network MPN, gateway server GA5 |nternet INET, and a.
plurali tytb¢ prssent yayenyen [irhe mobye) Gommaunicationt netwerk,l svhught is base

station, and | P server fromanong a plurality of 15 nobile units M5, base
stations @Pnﬁﬁ@dﬁg @’&fﬂ@? e&/bel onging to communication system1 are

shown to avoid conplicating the figure. Mbile unit MSis a portable
el ectroni c apparatus, such as a cellular tel ephone, which is able to

per f or m daija]cOwpmfitiGatibaoMhe ERboldemeR@sket communi cati on net work MPN
showmn in Fig.!, and performs voice 20 communication via the nobile

t el ephone <fet@onkigmatios lod\thg Envivki $ystemit MS recei ves provision of several
ki nds of -servicegs fromlIP lsaerver W by data communication via nobile
packet communi cati®n Indswadr Rlogn diagraip shemving @he t comfigumtian pef sdeal

§ i or mt 1 ohgu RSt & e trefERERIHETRENT of "2 service wnicn

o S e SUAREIREEN P Malh STk aicalb SRR Fof r0 Greon

embodiment consists of a plurality of mobile units MS, a plurality of base

stations BS, mobile packet communication network MPN, gateway server

GWS, Internet INET, and a plurality of IP servers W. In Fig. 1, only one

specific mobile unit, base station, and IP server from among a plurality of

15 mobile units MS, base stations BS, and IP servers W belonging to
communication system 1 are shown to avoid complicating the figure.

Mobile unit MS is a portable electronic apparatus, such as a

cellular telephone, which is able to perform data communication via mobile

packet communication network MPN shown in Fig.1, and performs voice

20 communication via the mobile telephone network (not shown). Mobile

unit MS receives provision of several kinds of -services from IP server W

by data communication via mobile packet communication network MPN.

Aiso, mobile unit MS stores personal identification information, and

transmits personal identification information to IP server W to receive

25 provision of a service which requires user authentication. At this stage,

with regards to personal identification information, any information can be

used as far as the information uniquely specifies the user, but the serial

number of mobile unit MS is used in the present embodiment.
IP server W is a WWW (World Wide Web) server owned by an IP,



used as far as the information uniquely specifies the user, but the serial
nunber of nobile unit M5 is used in the present enbodinent. IP server Wis

a WW (\Vorrokagibdss Veb) server owned by an | P, F0448/3136 2 0 SEP 200§ S%Pafﬂﬂjﬁ
provi des several kinds of services, such as "net banking" (for instance,

"rem ttance", "balance inquiry" and so forth), or a service, which is
specified in the nenbership contract ofgnobile unit M5. Fig-2 is a block
di agram showi ng the configuration of P server W 5 As shown in the

figure, |Rmkpraid¥ soverabkindy oflséevitessuvhsad Ofiet BaLinioSt @of Nestiide, 111,
aut hentication unit 112, personal identification database 113, and
comuni cat'remittance™ 14balBace inqansyi smidsadiorth)ster ingemvice, 1%hichoris

i nstance, consjsts of CPU (Central Processing Unit ROM (Read Only
Menory), &BECH1ghiythe megnkership coaifraﬁhptimd:nge B8t Mfown) . In the hard

di , t d . d LN, HTM Text k L f

Cors eshondin t SFiE2 s b dianr e MR ng ik contipurtan ot 1B SesV Rk Whr
f dt ! " i f ta. |

rom | s50; dFs Fhovidl M Se® Heure Tt Syorfer B PEbntiRes Ut 3AEE (MR8 0

in HTTP (H)dhﬁhisTéﬁhg(lagnﬁr an3f efutRERtiesRon QhitHIIES bg alChide AR GAion

(hereinafter, refer to as’ "GET request™) is recelv fromnobile unit

MS, in reshtatsasetd 3, rad@mmegosson udRt]1édecut es several ki nds of
processes in accgordance with these prograns. RAMis used as the work area
of CPU. At this Radgdranspyssionnadmmisterang unityhbhi farcmstanne, ¢ansistgoof

e SRR BATUR b RO BEAT bR U BB E Bara
convetl OBl WIPBYGAIEN L8} SouhO. JnE RS AR ol LM, dha

Sl OHTML (s ot o) A Al ol 0>
page per t aligh hg at homigpage or Web Page &erginnafter,e referreglotroraessgﬁr'][‘l\ldri? da?a”),e
and a URL is set up for each HTML data. In Rom is stored a controlling
program which transmits data, when a message in HTTP (Hyper Text
15  Transfer Protocol) or HTTPS using GET method (hereinafter, referred to as
“GET request™) is received from mobile unit MS, in response to the GET
request. CPU executes several kinds of processes in accordance with
these programs. RAM 1s used as the work area of CPU.
At this stage, among the HTML data transmitted from data
20 transmission administering unit 111 to Intermet INET in the present
embodiment, there are some characteristic configurations, which
conventionally have not existed.
Fig.3 shows an example of HTML data’s source in the present

embodiment, and Fig. 4 is a diagram showing an example of an image

1~
[ 4]

corresponding to the data shown in Fig.3. In Fig.3, <A herf = “"></A> js
an anchor tag, and the URL corresponding to the page pertaining to the
service, which IP server W can provide to mobile unit MS is designated by
the anchor tag.

In the menu item “Remittance” in Fig.4, the anchor tag <A herf =



service, which IP server Wcan provide to nobile unit M5 is designated by
the anchor tag. In the nenu item"Remttance" in Fig.4, the anchor tag <A
herf = FO4ARB/4883% 2 0 SEP 2005 10 "http://ww. 00. co.j p/ Ad#ut n"></ A> shown
in Fig. 3 is attached, and at the end of the URL designated by tig SERqhgr
tag, is attached a data string "utn." The data string "utn" is a data
string showing that | P server W requesfss the transm ssion of personal
identification information (hereinafter,” 5 the letter string "utn" is

referred thtgs/news0i@).cogpntiAiseeatsa/Abf gioWhi @NFig e8US dtttaied, SaRdng") -
As expl ai ned above, anong Services provided by IP server Wto nobile unit
MS, t her e adrthe sadeofithiect Rledesigaateskby ahe hewhor sag,ds astacheda datd siring
banki ng" service, or a service which is specified in the nenbership io
contract . “HNSond hef detie SHE Sunis cheatarstingzshowing shatalP server W
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desi gnat eqegﬁemtbgtﬁﬂfgt).ws, mobile unit M5 transmts the GET request
containing the URL aftef 'addi ng personal identification information pre-
stored in nobi | e AmexpMined abble, GRIonE geesices Prosideas byhiP €Effverefers
contai ning personal_identification information is transmtted fromnobile
unit M, dagbile vaisM Ssthere asnsomet whichy require user antheaticationeswsh as 2o

At hont | cAPPbRODKIIE 1 E8icer P8 SV GE BYIGT: HeSRICHER ol IF PHRTBSSHRID o
et song! CHARAEL! 2 Rahld TEOTAIRIRE A AR el SO
dat abase idéntif2atididforduich Aa{irid Shewishinfeu®eny i¢addedtod TPRISEPA-
page pertaining to a service of these types. Then, as an HTML data
containing a URL to which personal identification information request data
string “utn” is added is received by mobile unit MS, and the URL is
15 designated by mobile unit MS, mobile unit MS transmits the GET request
containing the URL after adding personal identification information pre-
stored in mobile unit MS, to the GET request. Thus, as the GET request
containing personal identification information is transmitted from mobile
unit MS, data transmission administering unit 111 extracts the URL
20 contained in the GET request, and transmits to authentication unit 112.
Authentication unit 112 carries out user authentication on the basis
of personal identification information transmitted from data transmission
administering unit 111 and information stored in personal identification

database 113.

Fig.5 1s a diagram showing memory content of personal

o
=]

identification database 113.  As shown in the figure, personal
identification information corresponding to each user ID is stored in
personal identification database 113. At this stage, user IDs stored in

personal 1dentification database 113 are IDs given to each user by IP server



I dentification database 113. As shown in the figure, personal

I dentificati-on informati on corresponding to each user IDis stored in
personal igaassitgcati on database 113. At this stage, user IDs stored in
personal identification database 113 are IDs given to each user by K SEP 2005
server F044813136 2 0 SEP 1005 11 W |If the service provided to the user
by IP server W for instance, is a " nelﬁ| banki ng" service, the user IDIis
used to identify the bank account of t'he user. On the other hand, if the

service prgvi qeqhB%etviceepnriddl it thBeusdr’ BPIP s&rvel W, fopnhSiAnTe, ti§ea user
IDis used for calculating a service 5 charge. Al so, registration of

per sonal i“ntobanaking?” e¢rwserthiOsses HD ispesedorridentefyt tHe bahk crccdaimbefe -113
can be achieved in_several manners. For instance, the configuration can be
such t hat theaseser Onethiesodes handa if the sepdace puaviledoby tResarper WY ishthewns | P
server Wby shqwi.ng tge seri al iglo nunber  af nobj Ife uni.t . to the enpl oyee.
Al so, the UAOSMIZHOR Po CRUANISH LN BACK 18 hiesad fog: clcniating A servigsy

whi ch gSLélgfceurity Sockets Layer) conmuni cation can be perfornmed, and the
user régi & ‘personal identification information by accessing the site

by using mobile Wiy e istﬁ@'ﬂﬁ@#@%?&%ﬁﬁﬂ i'nfff)ﬁﬁlagbbﬁd’orpﬁfs%?”ibs ith

identification in or’matgon [ seril a er stored in no

- M5 needs tperdumal rideatifichednaditebagsidil3gcameies aohieviedein iskveml i mannegsest
data string to the HTM. data corresponding to the page of the site. As
per sonal ifdentnstaneg, ithe combgueation dag beasiseh tthet the onseraregistaranatriassi on
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Layer) communication can be performed, and the user registers personal
identification information by accessing the site by using mobile unit MS.
When this method is adopted, personal identification information such as a
15  serial number stored in mobile unit MS needs to be transmitted after adding
personal identification request data string to the HTML data corresponding
to the page of the site.
As personal identification information is transmitted from data
transmission administering unit 111, authentication unit 112 searches
20 personal identification database 113 on the basis of the personal
identification information. Then, if there is information, which accords
with the personal identification information in personal identification
database 113, the user ID corresponding to the personal identification
information is read out. Then, several kinds of services are provided in
25 accordance with the user ID. On the other hand, if there is no information,
which accords with the personal identification information in personal
identification database 113, authentication unit 112 determines that the user
of the mobile unit does not own the proper right, and refuses provision of

services.



25 accordance with the user ID_ On the other hand, if there is no

I nformation, which accords with the personal identification information in
personal foderifd cati on database 113, authentication unit 112 determ nes
that the user of the nobile unit does not own the proper right, arﬂ] SEP 7005
refuses provision of services. F0448/3136 2 0 SEP 2005 12 Conmuni catTon
unit 114 relays transm ssion and receptjon of the data between |nternet

| NET and data transm ssion adm nisteri unit 111. Specifically,

communi cati on uniCorhhturdicaN6aiddfit N f9h9s $SHsnlikSion! METr8edptidABT e dat a

transm ssion adm nistering unit 111, and transmts the data” 5 sent from

dat a-t r anslats dicoweean Mntersice INET anid datal traasiisseoneddrhididteriigx uniomdbl | e
packet conmuni cation network MPN is a conmunication network for providing
a packet cpecicaldy.i comsuricadonainifddidi wansinitsnbe datasient ifremointgametay

rocker Sl il Eanihlon ik Tt st el e " 1
connece. 1 AFat P PRI RS Bhib SR R LR INE TR o™
relays recepti onNaiyqd t k3o¥SiME S SRR f Cﬁhﬁlﬁ@ﬁ%”(}?tﬁi&kemmt ks,

Specifically, gateway server 15 transmts ta transmtted from

nobi | e uniconiBuaicarivn hetwedkdor prowidingcatpackenebmwininiadmosentiee et | NET
after converting its protocol to adapt to TCP/IP (Transm ssion Control

Prot ocol / mapliieamnit My eensistingiof igatawayrsarvenSWeoand iacplurality oflbase

gat eway se%er canverts éﬁ?ﬁ dﬁ’} tranl?m't ed frominternet LNET to the
transm ssPENPYE ProfBEdf SAYIPRASHIM! Ratket fTiest PBW%{%PR’W\EP@ and
ftransrlr(ijtsgmwngobi | e packet communication network MPN. Al so, as gateway
server receives a GET request in HITP transmtted fromnobile unit M5

gateway server Ghhiewagkeri&leGWE is a computer system installed in the mobile

packet gateway relaying station to connect Internet INET to mobile packet

communication network MPN, and relays reception and transmission of

data between different networks. Specifically, gateway server GWS

15 transmits the data transmitted from mobile unit MS of mobile packet

communication network MPN to Internet INET after converting its

protocol to adapt to TCP/IP (Transmission Control Protocol/Internet

Protocol) which Internet INET complies with. Also, gateway server GWS

converts the data transmitted from Internet INET to the transmission

" 20  protocol for mobile packet communication network MPN, and transmits to
mobile packet communication network MPN.

Also, as gateway server GWS receives a GET request in HTTP
transmitted from mobile unit MS, gateway server GWS checks the URL
contained in the GET request, and forwards the GET request to Internet
INET if the URL is general on Intermet INET. Then, the data returned

[ 8]
wm

from Internet INET in response to the GET request is forwarded to mobile
packet communication network MPN.

Also, as gateway server GWS receives a GET request in HTTPS
from mobile unit MS, it checks the URL contained in the GET request, and



contained in the GET request, and forwards the GET request to Internet 25
INET if the URL is general on Internet |INET. Then, the data returned from
I nt er net IF9Ed8/B1B6r esponse to the GET request is forwarded to nobile %%Eket
comuni cati on network MPN. Al so, as gateway server GA5 receives a cEt 2005
request in HITPS fromnobile unit M5 it checks the URL contained in the
CGET request, and F0448/3136 2 0 SEP 20q 13 enables the SSL site
corresponding to the URL and nobile unit MSto directly communicate with

each ot heepablest i BBILE sitda¢SMRYpSRANR! t&Be PURIUCAR %H%ﬂéghggrt S to

corresponding to, for 1nstance a honepage, a Wb page and s , In
response directy comnesiicireomthidacheothert MS. Gateway server GAB pr-ovi des
several kinds of _services to nobile unit M5 by transmtting the HIM. data
to mobile unit MSurthesmoud,cegataveatay SSEvarer ppooduizes  FBIMHDbI | datmi t
M5, for instance, ,.is a search service of IP seryer Wand sp farth. To

i s .
provi de t RETSSRPRGINGCIQ, k¥ IN§lanakay Bemepagens Webepaggpard scoforthy igear ch
dat abase < Fl Q. i S iagram shqw ng. ry gontent of se
dat abate %ﬁgﬁfe_{%gh@ﬂq&ﬂ f?‘ﬂ%‘ Wﬁﬂﬁg,uﬁﬁm*rc "Efgf”e?é’a§8%a‘ff,%}§re
stored s ; f [ 0 WA S
57| SPRREL KU i Sipess SSUSRAEhAR M b5 ythoFiGIng
stage, anBIMISdbEL® siobikRduhit BERI CA ﬁ&ﬁ@é‘gﬁtéﬁ’% Serdem&WSgtovides
identification data string (in other words, "utn"™) is added to the URLs of
pages per tamoiie voit MY, viordastangies hs aesparck seseceanft B2 seinaat Worandrgo
I nst ance, i rh)t hg_ exanpl.e ,shown i}n the figure, the pre-stored URLs which
cor responfPrtly » 48 PE¥Ide &ie search serykoe, gae¥aYeFENSTdGWBhis gquipped 0 0
20 b . CQ,: Pl boQr "http://ww. 0 A
bank. o.j%#ﬁ#&%?ﬁﬁ%@%?g'the equi val ents of such URLs. Gateway
server G/5 sear qes 6 eahCAIARAAPIREWHE thefibrySontent of search database

GWS 1. As shown in the figure, in search database GWS 1, are stored

some keywords for search corresponding to titles of each page stored in IP

server W and the URL corresponding to the page. At this stage, among

15 URLs stored in search database GWS 1, a personal identification data

string (in other words, “utn”) 1s added to the URLs of pages pertaining to

services, which require user authentication. For instance, in the example

shown in the figure, the pre-stored URLs which correspond to “QQO

Bank” or “ A A Bank” (in other words, “http:/www. O O

" 20  bank.co.jp/index.html#utn” or “http://www. A A
bank.co.jp/index.html#utn”) are the equivalents of such URLs.

Gateway server GWS searches search database GWS 1 on the

basis of a request from mobile unit MS. Then, gateway server GWS

transmits the URL hit as a result of the search to Intermet INET by

producing an HTML data specified by the anchor tag. For instance, in the

[aM)
[y ]

case shown in Fig.6, if the title “(O() Bank” is hit, gateway server GWS
reads out the URL “https://www. O O bank.cojp/index.html#utn”,
produces HTML data containing the URL, and transmits to mobile packet

communication network MPN.



basis of a request frommnobile unit -MS. Then, gateway server GA5

transmts the URL hit as a result of the search to Internet |INET by 25
produci ng Fox4B/BYBe dat a specified by the anchor tag. For instance, inzphep 2005
case shown in Fig.6, if the title "00 Bank"” is hit, gateway server GA5
reads out the URL "https://ww. O O bank.co.jp/index.htm #utn", produces
HTML data containing the URL, and tranjlrgiits to nobil e packet conmunication
net work MPN. F0448/ 3136 2 0 SEP 2005 1 <B. Configuration of Mbile Unit

MS> Fig. &BsCenfiguiktiehadMobsizonioMeSsonfiguration of nobile unit M of
the present enbodinment. As shown in the figure, nobile unit M5 is equipped

~~with 5 controllikig. Unista Block déagains showiapda cenfiguration uft mdbile empnd

inputting_.unit 23, liquid crystal displaying unit 24, and bus 25 for
rel ayi ng MPapkthespiesanaembodempnt.on of data between each el enent .

Transm ssion and Jeception, unijt -perforns, radi o nmuni catjon _ with base
station BS of nobM SHOWReln ¢ MW, | SIPRILE WeRik | 13 CQBPPESd Witut t i ng

cur sor Skeyentfingedf 48 Bantindisiof arkt Hictbrion™ il 22 pomimaBf thetibing | ne.
27 of comTTe T rng bt Coutfsb il i, R Bsrd I MLy e
user fromitanemipsioat arahret@ipaionadfidathbh epvesait €sct dlenseriimand. Liquid crystal

di splaying unit 24 consists of displaying devices such as a liquid crystal
panel , and di spl 3yansiaissian and meeeption nmnat A2 pesformsncistio tdoenoonticationf

controL 11 10 e 2 PR ELE G ULty 2L conel st o CRY SR 212
P P o PSRt S ad ol S el e 25, B
entire  such as PB (push button) and cursor keys, and as an inputting ‘operation is
carried out by a user, the operation data corresponding to the inputting
operation is provided to CPU 211 of controlling unit 22. CPU 211
identifies the inputted command by the user from the operation data, and
15 executes the command.
Liquid crystal displaying unit 24 consists of displaying devices
such as a liquid crystal panel, and displays several kinds of information
under the control of controlling unit 21.
Controlling unit 21 consists of CPU 211, ROM 212, RAM 213 and
' 20 flash memory 214, and controls each unit of mobile unit MS. In ROM
212, are contained the serial number of mobile unit MS as personal
identification information, the controlling program for controlling the entire
mobile unit MS, several kinds of controlling information, and the WWW
browser for displaying, by obtaining data desired from other
25  communication device (such as IP server W), the image corresponding to
that obtained data. RAM 213 is used as the work area of CPU 211.
CPU 211 executes several kinds of processes in accordance with
several kinds of controlling programs stored in ROM 212. For instance,
as CPU 211 reads out the WWW browser stored in ROM 212 and executes,



mobile unit MS, several kinds of controlling information, and the WAW
browser for displaying, by obtaining data desired from other 25

comuni catFogyp/shEéi ce (such as | P server W, the inmage correspondi ngtSEP 2005
t hat obtained data. RAM 213 is used as the work area of CPU 211. CPU 211
execut es several kinds of processes in accordance with several kinds of
controlling prograns stored in ROM 212. _For instance, as CPU 211 reads out
the \WWV browser stored in- ROM 212 and!Bxecutes, F0448/3136 2 0 SEP 2005 15

t he foll oyp Yoty | il ¢ 86k cPIUL 11§ | dur t her
wor s+ oo TR FEE LS ficR bl T LR eI RO e TR ol

23, CPU 2#irdsnas tiee-besi designates itiepdesieed AORIEBY dormmag@ ipisting pujt | Ng
unit 23, carries out the process for transmtting the GET request” 5 in HITP

or HTTPS 2ont@Pbi 241t hen URe basisolifl thedapattedocormnandi from nedmimiantPN.
Al so, durjng this pra;ess, _personﬁl I dentification information request
data stri HpUtHRgunt 234 gamies ouhdhemrogess dontwasmiving shedabT reqguest ng

unit 23 in cas t hat. cas 211 reads ou ersonal .lo.,
{Gent 51 oih FECTP RATTRS co @W%%Hﬁﬁg]-) 3 Bsae Commugigation
transmtspd pigquest to which personal identification information
request d?ata string "utn" is added. Then, as the HTM. data corresponding

to the GET requeAlsd, sdngingr nBis fmewess gRiryehal\VidenGALSMBN 1SRIYSALIGHS CPU
211 wites the HTM. data on RAM 213, and displays 15 the inmge

cor r esporifigigst datahstrimiutrit as addedquo the YR adesigapteal frogn uspmmddnd Fl ash
menory 214 is.equi p‘gszg.w’th record storage table TBL shown in Fig.8 to
regi st er MPNEIRE WIAGLL 4N SRING K8565-i nlR HadliGases EPT 211 masisout peesgnal abl e

T e R OB MRl P BONEIET R,
rec ?r (rje a atég;?&ggtg :ﬂlse: ?}i% %'élcg\gféfz Q(S)LJ?VE%IQ] pER®nal GAEhAFRANGL thfdinEdon " ecor d
request data string “utn” is added. Then, as the HTML data
corresponding to the GET request 1s returned from IP server W or gateway
server GWS, CPU 211 writes the HTML data on RAM 213, and displays
15 the image corresponding to the HTML data on liquid crystal displaying unit
24.

Flash memory 214 is equipped with record storage table TBL
shown in Fig.8 to register access records. As shown in the figure, in
record storage table TBL, is contained URLs of resources, which the user

( 20  has accessed by using mobile unit MS as access records (hereinafter, the
URL as access record is referred to as “record URL”™).  Also,
corresponding to each record URL, request data string flag F showing
whether personal identification information request data string “utn” is
added to the URL is stored. If request data string F 1s “1”, it shows that

the request data string was added to the URL, and if request data string F is

]
W

“0”, it means that the request data string was not added to the URL.
In some cases, after failing to download the HTML data from IP
server W, mobile unit MS makes another attempt to download the HTML

data again. In that case, mobile unit MS reads out request data string flag



whet her personal identification information request data string "utn" is
added to the URL is stored. If request data string Fis "1", it shows that
25 the requrgs/isdsg a string was added to the URL, and if request data string
Fis "0", it means that the request data string was not added to teSHBRICS
In sone cases, after failing to downl oad the HTM. data fromIP server W
nobi | e unit I\/IS makes anot her attenpt tq,.downl oad the HTM. data again. In
that case, nobile unit MS reads out 3ﬁest data string flag FO0448/3136 2 0

SEP 2005 I6ip Fedd}drs% r%él BbRs Mt@@d eldmineddvisaher b Rmswiiegeekohal

transmt personal 1de fication information. Specifically, en request
data stri rideftifigafowfinfarheatidil. cSpeedpmaill, mhemreduespdgta snm? fraga® afiai n
is "lI", controlling unit 21 transmits a CGET request after di ng personal

|dent|I|gahed}RL1¢t mrmpomi;n_g toghe@aggkﬂfbeiv?ad)ﬁﬂamel 1ercqrﬁmlll 1tmg1emnt
reques a strin () ro I N nmere ransmits a
ee? requezt reamrai |3n§ Eequgst @W@é@ﬁ%ﬁ&eﬁ%ﬁf&! laﬁ@tlﬁseeowm QUNaLey} ng

i dept 1 <]- d t>
A R e R e R e
system of cbhﬁogﬁﬁggnm&?igﬁ%@ ‘tr@sinf¥PA GEFOredust WOndidih@ WROURL -

expl anati on persona i dehtification

and searcl&o bﬂdfn 1 thee pdpe swith@s taddiagof pérsonal addedHfiCation and
t he seri al er of nobile unlt I\/Sls "AAAAAA" to nmake the explanation
nor e specmﬂfﬁl‘mﬁlomtly, In the instance that a user notices that he/she has
forgotten to pay the apartnent rent through bank rem ttance, he/she
performs an inputting operation to carry out browsing by command inputting

Sear ciif ng e OPRPIDGHYRABEUEERLT 07 "Res dhe hag an account by
:Jf]:OE? we SearCHe?an\é'f&%, ofpygatigf@yirier v6r Gdhred," dpepdtiziice 9 t hhehe
communication system of the present embodiment are explained. In the
following explanation, the memory contents of personal identification
database 113 and search database GWS 1 are the same as those of Fig.5 and
15  Fig.6, and the serial number of mobile unit MS is “AAAAA A to make
the explanation more specific.

Firstly, in the instance that a user notices that he/she has forgotten
to pay the apartment rent through bank remittance, he/she performs an
inputting operation to carry out browsing by command inputting unit 23 of

20 mobile unit MS to receive the “net banking” service by searching the
homepage of “OC bank” in which he/she has an account by using the
search service of gateway server GWS. In accordance with the input by
command inputting unit 23, CPU 211 reads out the WWW browser from
ROM 212, and carries out packet registration with the packet subscriber-

25  processing unit (figure is omitted). Packet registration is a registration
process for mobile unit MS to perform packet exchanges with mobile
packet communication network MPN. Thus, as packet registration is

carried out, mobile unit MS is able to perform packet exchanges with

gateway server GWS.



command inputting unit 23, CPU 211 reads out the WMNWVbrowser from ROM 212,
and carries-out packet registration with the packet subscriber 25

processi ngroums/8136f i gure is omtted). Packet registration is a regist rﬂf E@pm
process for nobile unit M5 to perform packet exchanges with nmobile pac 5
comuni cati on network MPN. Thus, as packet registration is carried out,
nobile unit MSis able to perform packelt7 exchanges with gateway server

GWN\5. F0448/ 3136 Z 0 SEP 2005 17 Hereinafter, as the user inputs the URL

correspondi ng t oHe€irRERrC s tﬁ@WSéi‘enqjutgaﬁféAﬂnyiﬁfOtﬁfe%dm C oHTEK
inputting unit 23 of nobile unit MS, nobile unit MS transmts a GET

request copamhnienyicdof gReway sebidreGlet bgt command ciaipiuttingenniir B3MN.  As
gateway server 5 OAS receives the GET request, it transmts the HTM. data
cor r espondioRjle ugit S s saolile iunag MBotrapsinits &k d: requast maainiRgnthewr k

MPN. Th f t f th h fash but

e or e L BB e LERREATORT LN Y el Reri 11,
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image is (4 ﬁ@@b&zﬁ‘éh%ﬁ%ﬁﬁ mlétsﬂg?a@k@t b@ﬁﬁﬂﬁhﬂiﬁﬂdﬂ heR¥of MPN | eTpel t M5,

and is transmtted to U 211. a result, the search image correspondi ng

to the Hedbhfigataidn of ehetseaﬁil'gimﬁgmMesmﬂlam/dfasmdm,qhudxmﬂysmésent

di splaying 15 unit 24. At thIS st age, the user_inputs the letter strings
f or searcﬁmhﬂskmpohlm i egunaéloge.ls”sgé hh8yat hietteir ssisingso fee search i areot her

wor ds, the trings for sea banki ng. nma utting
it 23" ofnpuffs i i o Borinm UEler the Elter SREnB RV oPe R ER o

‘det er neF@?a result, CPU 211 of nobile unit M5 transmts the CGET
request to I'ch the 20 letter strings are added to nobil e packet

ggm P' Eﬁs i on neThenk tNeNHTMIendatas doprespbhdiflu@stthies se@ebi Veshdy gat eway
received by transmission and reception unit 22 of mobile unit MS, and is
transmitted to CPU 211. As a result, the search image corresponding to
the HTML data (refer to Fig. 9) is displayed on liquid crystal displaying
15 unit 24. At this stage, the user inputs the letter strings for search
corresponding to the service he/she wishes to search (in other words, the
letter strings for search “net banking”) by command inputting unit 23 of
mobile unit MS, and carries out the inputting operation to determine. As a
result, CPU 211 of mobile unit MS transmits the GET request to which the
" 20 letter strings are added to mobile packet communication network MPN._
Then, as the GET request is received by gateway server GWS,
gateway server GWS extracts the letter strings for the necessary search,
contained in the GET request (in-other words, the letter strings for the
search, “net banking”). Gateway server GWS, on the basis of the letter
25  strings for the “net banking” search, searches search database GWS 1. As
a result, the URLs corresponding to “OQO bank” or “AA bank” are
selected on the basis of the key word “net banking” within search database
GWS 1 (refer to Fig. 6).

Then, gateway server GWS reads out the URLs “hitps://www. O



gateway server OAS extracts the letter strings for the necessary search
contained in the GET request (in other words, the letter strings for the
search, "metadanig ng"). Gateway server GAS, on the basis of the |ettdf SEB05
strings for the "net banking" search, searches search database GA5 1. As a
result, the URLs corresponding to "00 bank" or "LL bank" are selected on
the basis of the key word "net banking’_w thin search database GA5 1

(refer to Fig. 6). Then, gateway servef® GA8 reads out the URLs

"https:// @w GdiddS AR ehfiniiR2005 Hhd O bamtyemviwhindexnt it
and "http://ww. A A “bank.co jp/index.htm #utn" corresponding to "00 bank"

and " AA bankibotjlpﬁindaﬁanﬁﬁ#dﬁt’ammcﬁngAtot‘h@®t dgmk"siancke © Aot i

banking” is a service which requires security as described above, personal
5 i denti f baaki dromrrearchdatabaseda®é® ldat Atdhis stggeusmceei ‘et bankingd isn t he

URLs of the é)qaq%es corr.eﬁpo_ndi ng to these servi&cees.. Tgen, (gat eway server
QA8 produlesSAITME d¥fhiCReSTEgHEREd IRFUWTHY afth 595‘8: orap ,URpgrsonag

H . :l 0 . n n A n ) R
o 1.5 anirian s AR ronbst Maka SRR HSTRERRIARY WEnReThe,

t he HTML ' [ } &5 aJaghy eptrqgh | bile
unit M5, an |?¥tt?§ﬁ)gg\¥t§?g§)éts 6%@%%?%1% Zl{L&gdi sp ajﬂﬁgaﬁ%ﬁgep
correspon@Wg§ peodiicest Hirefii tdacal ddEiMnatedabyprthei anihbr eagy foalthei BIRByi ng

unit 24. As a result, the_titles (such as, "00 bank" 15 and "LLL bank") are
sel ect ed eeraspending tmm eadr '€y yubank” reagaputdyosersearcl®/s ar e

di spl ayed ,as. nenuy.Ji on liquid crystal., displaying unit 24 as shown in
Filo 10 daappre QS and wadsimitsr te ldbile Ptk CHORBURIGaGToBEMET N 1 o0
fchoosgothﬁdpﬁnu item corresponding to the name of the bank in which 20

L€

he/ she” has™an"account (in other words, "O O bank") by comuand
Then, the HTML data is received by transmission and reception

unit 22 of mobile unit MS, and is transmitted to CPU 211. CPU 211

displays the image corresponding to the transmitted HTML data on liquid

crystal displaying unit 24. As a result, the titles (such as, “OC) bank”

15 and “AA bank”) are selected as a result of the search carried out by

gateway server GWS are displayed as menu items on liquid crystal

displaying unit 24 as shown in Fig. 10.

At this stage, as the user carries out an inputting operation to

choose the menu item corresponding to the name of the bank in which

20 he/she has an account (in other words, “OQ bank™) by command

inputting unit 23 of mobile unit MS, the letter strings corresponding to the

menu item are-highlighted. In the highlighted condition, as the user

carries out an inputting operation to determine by command inputting unit
23, CPU 211 of mobile unit MS executes the process shown in Fig.11.

During this process, CPU 211 first extracts the URL “https:/www.

o
() ]

(OObank.co.jp/index.htmi#utn” corresponding to the menu item chosen
“(OQ bank”, and determines whether personal identification information
request data string (in other words, “utn”) is contained in the URL.

In the instance that, personal information request data string is not



I nputting unit 23 of nobile unit M5 the letter strings corresponding to
the nmenu itemare . highlighted. In the highlighted condition, as the user
carries owf04df/3ildfpoutti ng operation to determ ne by conmmand inputting unit
23, CPU 211 of nobile unit M5 executes the process shown in Fig. 27.5E250g5
During this process, CPU 211 first extracts the URL "https://ww.

OObank. co j p/index. htm #utn" correspondighg to the nmenu item chosen "00
bank"”, and determ nes whether personal identification information request
dat a stri rapntamedt frertheoexityactedt FRLI ¢StepntS@ idbn €RY UL detetfifines

I nstance that, personal information r%est data stri ng I's not F0448/3136 2
0 SEP zooswhetheg dhe Jdi/Rdd designases an S8 e goumRnuARasOTELStaw'SS). CRAIt 2this

athis Stagh G A g %e;f‘i'-ﬁasih%é‘afnﬁ% dhigr i DR audsbien ih°”ts'§ an SBsC

S St _ . 0 . Coh " bann or 5
Thttpe. - rolfimaRicRor B e hafS ol chlsiesclfie, PRY el withl bt or
"Yes")5 CPHiRhY exgfnt icafi THEaN:
(Stop & TofPAT ST, AP he TURIORSIEAR EISE, (ffimirhicafiBTISIAR SO0
the URL d6&eshnt @PYJ gidtle are&fes coteunparieison toSt epmmeencd\o'the CREI211

transmts a CGET request w thout the SSL handshake io (Step S11). Then, CPU

211 st or eSONMBULRIAtRN BStepcd &8} amt sransanis a0GEds requaptdStepB Bl st ring fl ag
Step S 12), Differences

ol A5 . U s TR 146 o 6
oher hango ot PO ANGnshER, IO LEMCIVRARE e SRS "

! rergueﬁé deSeepsS1inNg TRERPCPU 2Y¢Stdres! thel RS, £888 accESUredokdd '“6?%& he
ge shown in Fig.12 on liquid crystal displaying unit 24 (Step S3). In
ot her wor gequest ldata strirsg flagoFtin recorngstarage eablecT Bdkef flash memory 214 -
(Step S12).
Differences in operation at this stage will be explained in detail
later on.

15 On the other hand, in this instance, the menu item “OQ bank” is
chosen. Hence, in the URL extracted by CPU 211, is contained the
personal information request data string (Step S2 “Yes”). In this case,
CPU 211 displays the image shown in Fig.12 on liquid crystal displaying
unit 24 (Step S3). In other words, a letter string to prompt a user to make

20 a deciston such as, “Personal identification information is requested. Would
you like to transmit it?”, along with “Yes” and “No” buttons, are displayed
on the liquid display unit 24 of mobile unit MS. At this stage, if the user
hits the “No” button, CPU 211 determines a “No” in Step S4, and ends the
Pprocess.

25 On the other hand, if the user carries out an inputting operation
selecting a “Yes”, CPU 211 determines a “Yes” in Step S4, and determines
whether the URL extracted in Step S1 designates SSL communication
(Step 83). At this state, CPU 211 determines whether the URL designates

SSL communication on the basis of whether the URL begins with “http” or



24 a decision such as, "Personal identification information is requested.
Wuld vyou like to transmt it?", along wth "Yes" and "No" buttons, are
di spl ayed Fmpastsngs | i quid display unit 24 of nobile unit MS. At this stage,
if the user hits the "No" button, CPU 211 determnes a "No" in StZdpSE4l005
and ends the process. 25 On the other hand, if the user carries out an

i nputting operation selecting a "Yes", .CPU 211 determines a "Yes" in Step
S4, and determ nes whether the URL ext“toact ed in Step S1 designates SSL

communi cattmps.( StHrerS5in aétoridanse swvathe the utdrhedsf ehai determfightioh ihe URL
desi gnat es SL communi cation on the basis of whether the URL begins with

"http" or $ep4853136 AiffeBER ppOScsaes, ast ipscribatherelony anc encamtedwin h- the -
outcone of the determnation in Step S5, two different processes, as

descri bed WUNBWNIGHOREEHEMLY. in  conmuni cation system 1. (i) Process 1 5

Thi s proce(s)a%}s exgcut ed when the URL is determ ned to designate SSL

comuni cat\{ ctqe]s,s ther words, Step S5 "Yes"). For instance, when the URL

whi ch hegins wi t Ry." N ht t ms: . .
bank. c8. j p/ i ndex &ﬁl‘?&’é_ﬁ%‘?ﬁﬁ §é@§%§?&ﬁ#&n‘g@oﬁwﬁ%‘%&?ﬁ8ﬁg"8(9%"&%!2“3 i s
desi gnat e siPreea@ntinicdtiorLHACHthRE wdills! IStEp FRSYed?), S FGLiddi8neE OGbch t ©
commence SSL communication is executed by CPU 211 °(Step S6), transm ssion
and receptthenURLt hehidht begiisowith n“Kitps 3asrthec AFRLe¢howgs :/wwean@dixat i on
system1l. In this process, CPU 211 of mpbile unit M first @sm’ts
"connect " bangmea. jmmdex hisnareweprerspoadinmg\gothg meansHEDS | dankZept i on
unit 22. As .Si %nals‘ésj% DS 1 is recei ved, gateway server GA5 transmts "TCP
Connect 45 grsigna TOCEES 145 GEFCYMLYASs transni ssion of signal DS2 to IP
'server,,Wends i ny, tgu n ' - 4 (.0N
est abIIPs hed" si ér%]a}f}b%égi‘t gfnﬁ%%ﬁ[e?@r(]:{sgf%ﬂonﬁﬂén&é @méo?nnﬁ}ﬁgﬁﬁbh
: is executed by CPU 211 (Step S6), transmission and reception of the data
shown in Fig.13 are carried out in communication system 1. In this
process, CPU 211 of mobile unit MS first transmits “connect” signal DS1
to gateway server GWS via transmission and reception unit 22. As signal
15 DS1 is received, gateway server GWS transmits “TCP Connect™ signal
DS2 to IP server W.  As transmission of signal DS2 to IP server W ends in
this manner, gateway server GWS transmits “Connection established”
signal DS 3 to mobile unit MS.
On the other hand, as “Connection established” signal DS 3 is
20 received, CPU 211 of mobile unit MS transmits “Client hello” signal DS4
to IP server W.  As “Client hello” signal DS4 transmitted from mobile unit
MS is received by communication unit 114 of IP server W in this manner,
data transmission administering unit 111 transmits “Server hello™ signal
DS5 to mobile unit MS. As a result of transmission and reception of

signals DS1~DS85 explained above, the SSL handshake takes place

i
n

between mobile unit MS and IP server W, and end to end SSL
communication between mobile unit MS and IP server W becomes
feasible.

Then, CPU 211 of mobile unit MS executes Step S7, adds personal



On the other hand, as "Connection established" signal DS 3 is 20 received,
CPU 211 of nobile unit Ms transmits "Client hello" signal DS4 to |IP server
W As "d irmatshetd 0" signal DS4 transnmitted fromnobile unit M s
received by communication unit 114 of IP server Win this manner, q:gt%g
transm ssion adm nistering unit 111 transmts "Server hello" signal D Zp’%ﬁ
nobile unit MS. As a result of transm ssion and reception of 25 signals DS
1 ~- DS5 expl ai ned above, the SSL handshake takes place between nobile

uni t M5 aridentrfisgtioginfdrnibe (g dthedndloRB, the aefiubinaaibar) “RatARCNNWDI | e
unit M5 and | P server Wbecones feasible. Then, CPU 211 of nobile unit M
executes Sheh &Y, GHills rgmuesdondSEHOcoBtEndey 2the- SHRIZf “hatps:/Fetenwi €Ddat i on
information (in other words, the serial number) "LS A A to GET request

DS6 cont aiDAnKEQ RANgAItIAL't pRITESRANING 0 themmed 1jgmi idb) thank™, and
ﬁgﬁﬁf’;%&%& %ﬁ?%%@%@ﬁﬁ%gﬁﬂﬁ%ﬂ?%%@b@rﬁpﬁ Isied $T2 LR
"htt p: 0 | Bld R9RY. R - e
rcquest astr0se moresa g URE: chilpy/ & PR CRERCed i ibet Himi ot o

(Step S8) ack¥ssifeeofd Al “hangh re?@;{e@ﬁﬁaf@??ﬂ%ﬂl@%?" i 26E0Rd §tBFade %Bl@qﬁjl e

unit M5 is received by conmuni I on un | P server W™ data
t ransm ssiflashademorytddi (§repr88). 111 extracts the URL "https://ww. 00
bank. co.jp/index. htn-il7 added to GET request DS6, and stores in RAM

Then, data transPstheatharmhand: 8 (g Tuisquesy DSG dransauiptesi frosa mpbilerL
t d i M, t ' th t he. ' .desi th f
Tobi Lo unPRIVMSclrPeavEd Y Ceanticabg, R d 14 ST Setbernts daton 15

is deterni 0iBE MIRSCERSMY udta 1t S Ml SL.01 ity 111
retur%ﬁs) %ﬁwlggta corrgesptj%dlllnﬁg1 lflc% téﬁgaﬁﬁLﬁigfc@)Jr%g itgﬂté%%w%@ggs t he
process. bank.co.jp/index.html” added to GET request DS6, and stores in RAM.

Then, data transmission administering unit 111, on the basis of the URL
stored in RAM, determines whether the service desired by the user of
mobile unit MS requires user authentication.  And if user authentication
15 is determined to be unnecessary, data transmission administering unit 111
returns the HTML data corresponding to the URL stored in RAM, and ends

the process.
On the other hand, in this instance, the service the user of mobile
unit desires 1s a “net banking” service. Hence, in the determination
20 process, data transmission administering unit 111 determines that user
authentication is necessary, and extracts personal identification information
“AOANAANAT added to GET request DS 6, and transmits to
authentication unit 112.  As personal identification information is
transmitted from data transmission administering unit 111 in this manner,
25 authentication unit 112 searches personal identification database 113 with
the personal identification information “AAAAAA™ as the search key.
Then, as a result of the search, if personal identification information “A A
ANANN is not selected, authentication unit 112 determines that the user
of mobile unit MS from which GET request DS 6 was transmitted is not the



On the other hand, in this instance, the service the user of nobile wunit
desires is a "net banking" service. Hence, in the determ nation 20

process, dpbqgtzasmsm ssion adm nistering unit 111 determ nes that USﬁ{

aut hentication is necessary, and extracts personal identification SEP 7605
information "L A LA AAL " added to CGET request DS 6, and transmts to
authentication unit 112. As personal idgntification information is
transmtted fromdata transm ssion admhistering unit 111 in this manner,

25 aut hent anthbriesd uiset, did ieamneiteanperderntal datdemahs intaionmdiaimRGngd 13
with the personal identification information "d AA AL A" as the search

key. Thenunlasllzl toderhinasé thh@ree%ﬂsch i f personal identification
information "LAA_ A AALS" is not selected, authentication unit 112
deterni nes that (O theepthesthambi e Kigid, perspnahmidentification, Utf@ématESlG was

transmtted ,F0448/ 3136 20SEP7005 2 aut hori,zed .
transm s NAAD AL S Sioretrpesonal ents e%téw@%talzﬂﬁetfﬁfl I this
termn t ” ation
i nforméti Oé]afgg Eﬁﬁ%ﬁﬁ%ﬂn I's éﬁoﬁejc]%argé a@?"’s%ﬂné; |lg£§t| ggﬁgﬁg&glla
In this 5q géﬁsorﬂ!ﬂfd%h'fﬁkicﬁﬁ 1ﬂmr&na“{18nr‘e@9|§3 @tAtAE‘AU‘S%ohPEéﬁSP -
corresponding to personal identification information rom
personal idédntifichtiont | databas@bakls3,11andanttansmmsni te t datdat aransamssiorsi on

adm nistering unit, 111. Then, data transm ssi on_admnistering unit 111
det er mi nesadrakusteRaguyBit & L notihea, ata msrgl&smn AATAEHstesg dait HAd t o

bt ps: | 1 ARIPOOESKS, 15/ P%&f%%ﬂfs SUROOE otredantand
Focoe3R, g B 3fer INETSHIMN, MDD b SRR e WL,
T 22 oL e Oesmanenat? i ettt s cept o of
(i) Process 2
This process is carried out when it 1s determined that the URL
does not designate SSL. communication (in other words, Step S5 “No™).
15 As CPU 221 of mobile unit MS executes Process 2, transmission and
reception of the data shown in Fig. 14 is camried out in communication
system 1. For instance, when a URL such as “http:/www. A A
bank.co.jp/index html#utn” corresponding to the menu item “A A bank”
which begins with “http” is designated, Process 2 is executed.
" 20 In Process 2, CPU 211 adds personal identification information (in
other words, the serial number) “AAAAAA” to GET request D1
containing the URL “http//www. & A bank.co.jp/index.html#utn”
corresponding to the menu item “AA bank”, and transmits to mobile
packet communication network MPN (Step S7). Then, CPU 211 stores
25 the URL “http://www.AA Abank.co. jp/index.html™ as an access record and
“1” as request data string flag F in record storage table TBL of flash
memory 214 (Step S8). GET request D1 transmitted from mobile unit MS
in this manner is received by gateway server GWS thereafter, and its

protocol is converted. Then it is forwarded to Inter net INET as GET



system 1. For instance, when a URL such as "http://ww.,L A

bank. co. j p/index. . ht mLl#utn" corresponding to the nenu item "AA bank” which
begi ns wi telp4ddistyg” i s designated, Process 2 is executed. 20 In Proceﬁﬂsgj_?p 2005
CPU 211 adds personal identification information (in other words, the
serial nunmber) "A AAAAA" to GET request DI containing the URL
“http://ww. A A bank.co jp/index.htnl gyutn" corresponding to the nmenu item
"AA bank", and transmts to nobile paCket comunication network MPN (Step
S7) _ Then,re@ggtal stores 25 the URL

"http://ww., LLbank. co.jp/index.htn-d"" as an access record and "1" as
-~request data strThenfan®ETirequesoDE s recegeed byl eoMBhunicativashnitnkdyy 214
(Step S8). GET request DI transmtted fromnopbile unit MS in this_nanner

i s recei vadprseesatdoniicalewith abpsermensigned: Progessi 15is prepwed) by sdata
ted. Th i.t is, for. ded t | NET, T F0448/ 3136 2 0 SEP
50055 25 HagsEussiop admaistermect, bl dnd BT el VX GorFSOERAAE Bt 1 on
it 114, ¥ . . : : t ed
by dats VENRRCERD AR S GpN R RPN rreSifified ko' Frebiifi ! ©
cor r eSpONGNET.t OTRe N YRlfotWakided | AWHTMIBI GO DD/ frofiepaliwag seiver
transmtted to Internet |INET. Then, it is forwarded as M. data D4 from

gateway s€fW&. OGNS, As HTM. data D4 or DS7 transmitted after going through
the above-nentioned Process 1 or Process 2 is received by nobile unit M5,

the to i mage shofs HiMilgdata 134 i gpY deansmittesdadtesr gewng thronghythag unit
24 of bj | it. M5, At this, st the.URLS .t to,t t

ecei ve APOYEERGHOTIA Bhpdrisck St RPEerunin Ho 4ol BRI e

{ . naiiy” to. o _ ‘h
URLs Tor Fmab8 s L FEELS I EFpLEMRIDn Ibidtcry s Gisp N R A o0 ' o
use the lgmdifle ng@nMeSni P ek sange, il WRLE qat gono Mopapeian respiest data

string "utn." If further authentication is necessary, URLs to which

per sonal provisions of services corresponding to each of the menu items correspond
to each of menu items shown in the figure. With regards to the URLs
corresponding to each of these menu items, it is optional whether to use the

15 URLs containing personal identification information request data string
“utn.” If further authentication is necessary, URLs to which personal
identification information request data string “utn” 1s added should be used,
and URLs without personal identification information request data string
“utn” should be used if user authentication is not necessary.

: 20 At this stage, a user who wishes to pay the rent by bank remittance
carries out an inputting operation selecting “bank remuttance” through
command inputting unit 23 of mobile unit MS. Then, the same process as
that of the above-mentioned Fig.11 is executed by mobile unit MS, and
transmits a GET request containing the URL corresponding to “bank

25 remittance” to mobile packet communication network MPN after adding
personal identification information “AAAAAA™ At this stage, on the
basis of whether the URL corresponding to the menu item designates SSL
communication, a process identical to one of the above-mentioned Process

1, or Process 2 is executed.



i dentification information request data string "utn" is added shoul d be
used, and URLs wi thout personal identification information request data
string "Woa48/8kawul d be used if user authentication is not necessarygg%@p%‘w
this stage, a user who wishes to pay the rent by bank remttance carries
out an inputting operation selecting "bank remttance"” through comand

i nputting unit 23 of nobile unit MS. Then, the sanme process as that of the
above-nmentioned Fig.11 is executed by nobile unit M5, and transmts a GET

request cont ai ni ThehhasURe HWEdemtogeﬁpoﬂdbmgktciﬁw €ET sapeest teopbi | e
packet conmuni cation network MPN after adding personal identification
i nf or mat i AR seover V-As rapsmittad, the $magedior bank remittances shownhit Feg. lithe URL

correspondging to the menu i.tem desjgpates. SSL communi_cati qp, a process
"dent | cal 18 (lisRiayer ORe RS9 cCreskal GHeRIaping aaait 24 6f MRl dinit; MS.

d. 0448131 2 0 SEP 200 4 T h M. d di
et e e Thetgates e Jer S eputiinpdfiiiy. oBRrdtiGnd 0ot FnEREFoRAN. "
(he Rit epus K OO
it 58" pudlifkitto whicH fhe réinittanct BRAYRA S, WAUOGHIS es IR0

oper ati onghé eennand $ddoadicouThe® thenber tarridki ohit taheiﬁlﬁmﬁltgaa?emtsoﬁ,ar ried
out, the anmount corresponding to the rent and so forth. Theén the user

carri es omthigh ¢communingtespardeteominatvbi.ch Themnumbiiecsnit MS etranseniison.
Then, nmobile unit MS tran rritgi he i nformati on. and a GET r,gqueglt .
cont ai ni nghpenéermatioaeands ac Ebnrequastr feRtaspngs pessortlT idepiibisatipa

transmtted.fromto. [ [ tA M5 1,n ' ner, | P.-server . racts
sever al k?ﬁ@mloq ngwéﬁéom %ﬁ%i@ﬁg&e‘&?tr ésqgl@{s,lmﬁl‘?ﬁx%%ﬂ% es
out a, panig Hiedmifid NS iQ‘tkﬁi‘%ﬁ\hﬂﬂE{, nars%n(ern Wh%xtfm@%ee%aﬂakiﬁdsewf s a
deterioration in conmunication I'e nobile unit Msis in the process of
downl oadi igfdrhratiohb ftM. tHet secxivedsBHTI rgyuest} lmd roxgeiest obt ga1banknd

fails to downl oad the HTM. data, nobile unit M5 nust attenpt once again to
downl oad fémittance.

On the other hand, in the instance that there is a deterioration in
communication while mobile unit MS is in the process of downloading the
15 HTML data corresponding to the image of Fig.16, and fails to download
the HTML data, mobile unit MS must attempt once again to download the
HTML data corresponding to the image of Fig.16 again. In this case,
mobile unit MS reads out request data string flag F in record storage table
TBL. Then, the process changes as described below, depending on
20  whether request data string flag F is “0” or “1.”
(a) When Request Data String Flag F = “17
In this case, CPU 211 of mobile unit MS, when transmitting a
GET request corresponding to the image for rereading, adds personal
identification information “AAANANA™ to the GET request.  For
25 instance, when personal information transmission request data string “utn”
is added to the URL such as menu items “OO bank” or “AA bank” of
the above-mentioned Fig.10, “1” 1s stored as request data string flag F in
record storage table TBL of mobile unit MS as a result of the process of the

above-mentioned Step S8 in Fig.11. In this case, when the HTML data



HTML data corresponding to the image of Fig-16 again. In this case, nobile
unit MS reads out request data string flag F in record storage table TBL.
Then, the K04d8/8336 changes as descri bed bel ow, depending on 20 whet her
request data string flag Fis "0" or "1." (a) Wen Request Data Str;ﬂ?@ %5
F="1" In this case, CPU 211 of nobile unit M5, when transmtting T
request corresponding to the inage for Jereadl ng, adds personal
identification information "A A AAA A' to the CET request. For 25

i nstance, odresspoadinad thef omageierereadsORS i 2T oéawediledanit MSlewds utn”
Is added to the URL such as nmenu itens "00 bank" or "Lbank" of the
above- rrentpe@mmalndgnmﬁcatmn infosmatied twstheeGUEE request and itramsiitg t& 1P
record stora {‘gbl TBL of mpbi | e unit MS as _a result of_ the process of
the aboveSShEsH SSt B85 Bflhﬁ mggq:@hom ihFagcdbas d/melaycdeonrmuubta

el RIS B LIRS, o A

requesg a W As a result, the |nage shovvn in Fig.
16 is %l sgﬁg@fe%ﬂ%e;lﬁ %&ﬁ&aﬁﬁgcﬁ@{e‘(ﬁ 8. splaying unit of nobile unit M. Then,

services 'ﬂ&@l@st ﬁ)artgrgthhg Br=e<@rovided |ikew se. (b) Wen
Request Data Strin lag F = ghls case, CPU 211 of nobile unit M

does not add perhmrihis CasharﬂPU thll ofi mobibe natit WS dods Aok ald\personisle GET

request wh transnits GET request ,cqnfaining the URL corres onding to
t he i mage 1€¢R qailqrerle%rrngtlorrh M 1s [of then O T eregiiest iwbennint ar e

expl ai ned r ence to i nst ere a us es _out bank '
P! e et i R B ISR e Sp R B B 5o
‘syste 1 wWogRdo user of nobile unit MS receives a service specified in a

menbership 15 contract.
Thus, operations of the present embodiment are explained with

reference to an instance, where a user carries out bank remittance, but
exactly the same process 1s carried out by communication system 1 when a
user of mobile unit MS receives a service specified in a membership

15 contract.

Thus, the configuration of user authentication method of the
present embodiment 1s such that the mobile unit transmits personal
identification information to the IP server with the consent of the user, and
the IP server carries out user authentication on the basis of personal

20 identification information when the personal identification information
request data string 15 added to the URL contained in the HTML data.
Hence, user authentication by using personal identification information can
be carried out by every IP without any special contract with mobile
communication companies.

25 Also, the configuration of the mobile unit of the present
-embodiment is such that it transmits personal identification information
only when the user’s consent is obtained by displaying the image for
obtaining the user’s consent on the liquid crystal displaying unit when

personal identification information is transmitted. Therefore, it is possible



Thus, the configuration of user authentication nethod of the present

enbodi nent is such that the nobile unit transmts personal identification

i nf or mat i oF0446/31h&é | P server with the consent of the user, and the 3Pspp 2005
server carries out user authentication on the basis of personal 20

i dentification informati on when the personal identification information
request data string is added to the U ontained in the HTML data. Hence,
user authentication by using personal identification information can be

carried outo effeetiecly prevent fraududent apeofgpersonal aluntifiddiornfermation
communi cati on conpani es. 25 Also, the configuration of the nobile unit of
t he presends 2dighB |¢iﬁeﬁtan5m1§m31 pemmnalt 1dam3“mtm pefosmation skeithoat ¢hei on
i nformati on only when the user s consent is obtained by displaying the

i mage for U S(?Btsa’ir# Mg the user's consent on the liquid crystal displ ayi ng

it wh fi f 1 1 tted.. Th
it is possi BFSEQ&% 193he % %éé#fs%@@@qtg e'frieleé SER0N, 5€0:6E ¢ Bdur ant
use of per%ﬁ kflscagé&ntqéf@mtq] awae! gr&wd%&aasge}ﬁ%@.g
per sonal enti I cation information wt out user I nt ent

the preseneqairbogi usuit auhEniddivmedy Othaﬁsermttes‘de dftert BrRldiRg OfHe VBorsdpaYer 1S

used, the URL of a page, which provides a service requiring user
aut hent i catentificadon riafiermatien refquest datd stringe dhesefort, evérnwilienc thé on
even when the IP server is

;22%228' 37 PR s csted by insi érs%é’q%esw%memmgmwamr ed
ber sonal A ok AR REonky. Bred S8, Wk rrr SRR b Bgntlvufled Sitn
‘errbodilﬁen}gerg@@dll—ﬁ%ﬁﬁ%ﬂgh infoMa8qonas the format for the data transmtted

froman IP server and so forth; therefore, the present invention can be
ef fective even whamherhmirepm tHeaprdseht embwdimenedthelHTMIS fiampaeianded

enbodi ment, the configuration in which the seri al
as the format for the data transmitted from an {P server and so forth;
therefore, the present invention can be effective even when existing
facilities are used.

15 In the present embodiment, the configuration in which the serial
number of mobile unit MS as unique personal identification information is
used was explained, but in formation such as the telephone number of
mobile unit MS can be used as well.

In the present embodiment, the data string “utn™ is used as

20  personal identification information, but different data strings can also be
used without any problem.

In the present embodiment, the case in which mobile unit MS
performs communication via mobile packet communication network MPN

was explained. But the present invention is not limited to this process,

and it can be adapted so it can perform communication also by using a

o
o

terminal such as a personal computer, which belongs to a fixed telephone
network. In this case, the same process as that of the above-mentioned
embodiment can be executed by equipping the personal computer with the

same function as that of mobile unit MS of the above-mentioned



nunber of nobile unit M5 as unique personal identification information is
used was explained, but in formation such as the tel ephone nunber of

nobi | e uni Fodyv3cam be used as well. In the present enbodi nent, the data
string "utn" is used as 20 personal identification information, but 75 sgp 2005
different data strings can al so be used wi thout any problem In the

present enbodi nent, the case in which {bi le unit M5 perforns

comuni cation via nobil e packet conmuni‘cati on network MPN was expl ai ned.

But the preabodiménwention is not limted to this process, 25 and it can be
adapted so it can perform comruni cation also by using a termnal such as a
per sonal conput erChentdath thatsingsed: doanfabiked umt ddifofeomnéP veariver | Wt bF s I
case, the sane process as that of the above-nmentioned enbodinment can be

execut ed BARWAY Hsrver G Sén dbapresenpambodimenttare explamadiastdata &s t hat
of nobile | of th bove- menti oned F0448/3136 .27 2 9. SEP 2005

enbodi mntﬁmelv{s%&%tmﬂﬁ‘fetrecﬁ?opw el MYG100s 15 3ok I?WEFIVE‘P theor
gateway s int ' e | ai a ain HTM
Porma ® rot Lol Hinid L HERE MhaPRER oiaet) otk o, A0he Tedtbasivt
format, ar}qag@ﬂ"thaﬁgﬁggl@ tangLagesd aueBlias XML (eXtensive Markup Language)
can be used as well” <"1I-3. Mdification Exanples> <Modification Exanple
> 10 In the present enbodi nent, the configuration is such that a search

service is provided to nobile unit MS by equi ppi ng gateway server GAB with
a search tUndt MedifggliendExammpéesbur ce of the search service can be the

byeqht e MR EXEmmE or the. present ambod: rent can be 15 achi eved
YhPPiNg thersedd phe & difibdliftledt, 168 DA HAIrARBASS such that a search
service is provided to mobile unit MS by equipping gateway server GWS
with a search function. However, the source of the search service can be
the search engine on Internet INET as opposed to gateway server GWS.
In this case, the same effect as that of the present embodiment can be

15 achieved by equipping the search engine with a search database.

<Modification Example 2>
In the present embodiment, the configuration is such that the
search of the search database is carried out by gateway server GWS in
“ 20  accordance with the keyword transmitted from mobile unit MS. However,
many of the services transmitted from gateway server GWS to mobile unit
MS can be carmied out in a different fashion. For instance, the
configuration of setting up menu items corresponding to several kinds of

services such as “net banking” or “game” on the homepage of gateway

2>
o

server GWS, and producing pages corresponding to each menu item is
possible. In this case, for instance, menu items such as “OQ bank™ are
set up 1n pages corresponding to each of these menu items. Then,
personal 1dentification information request data string “utn” is added when

the URL corresponding to the menu is designated by an anchor tag. The



b <Mbdification Exanple 2> In the present enbodi nent, the configuration is
such that the search of the search database is carried out by gateway
server GAF(1418/32%8 accordance with the keyword transmtted from m)biGIg@ stﬁgizbus
M5. However, nmany of the services transmtted from gateway server

mobile unit MS can be carried out in a different fashion. For instance,
the configuration of setting up nenu iztgems correspondi ng to several Kkinds
of services such as "net banking" or "game" on the honepage of gateway 25

server GiAiseand mobieairig Mgesn ford eepreliired tire &Rt batangy iseever GW S
possi ble. In this case, for instance, nenu itens such as "00 bank" are set
up in pagé&fﬂb$ﬁésﬁgudnmgnio each of these nenu itens. ‘Then, persona
identification information request data string "utn" is added when the URL
corresponding to the nenu is designated by an anchor tag. The t:1

F0448/ 3136 W@%@E 281 er of nobile unit Ms can find the required
site on géi ! XAl this configuration. Modification Exanple 3>
5 1n the presenty,i | : fj ' ' I r

5y LB D eoent 14 MRkl ihDen6 ! HUEGAARAr HEl M Blar B S WY

i denti fi cahin9es | bhor weet ORutkiditidatidedohlpmifotidcorddnide MvitHoW¢§bnal he -
configuration of using other information is possible to ensure user

aut hent i cademtsfiedtion mfoemegiarmiranymitted fromtmobde urdt M8s Howeveznthe to

options. i) thod a Inp this nethod, the user js promited to i nput his/her
password &PPEEUTALRR Qfit HEME RIEHN IR IOTEALIAN: dISoROSSIPIENE0 hEBFYIS T USRE sonal

Fdenti i caf iRhicabib” WAt Hore certainty. For instance, methods below can be

10  options.

1) Method a _

In this method, the user is prompted to input his/her password after
user authentication is carried out on the basis of personal identification
information.

15 The memory content of personal identification database 113 is
altered as shown in Fig. 17 when this method is adopted. In other words,
personal identification information and the password are stored in
correspondence to each user ID. At this stage, the password is the one
given by the IP when the IP and the user of mobile unit MS sign the

20  contract of service provision.

Then, data transmission administering unit 111 of IP server W, as
GET request DS6 or D2 to which personal identification information is
added (Fig. 13, Fig. 14) 1s transmitted from mobile unit MS, extracts the
URL added to GET request DS6 or D2, stores the URL in RAM, extracts

personal identification information from GET request DS6 or D2, and

o
n

transmits to authentication unit 112. Authentication unit 112 searches
personal identification database 113 on the basis of the personal
identification information, reads out the user ID corresponding to the

personal 1dentification information, and transmits to data transmission



15 The nenory content of personal identification database 113 is altered
as shown in-Fig. 17 when this nethod is adopted. In other words, personal

i denti fi cdiG4a8/3i13d or mati on and the password are stored in correspo Q@em%
to each user ID. At this stage, the password is the one given by t

when the IP and the user of nobile unit MsS sign the 20 contract of service
provi sion. Then, data transm ssion admigi stering unit 111 of IP server W
as GET request DS6 or D2 to which personal identification information is
added (Fi qdriBustering umi} 1il3. transmitted fromnobile unit M5, extracts the
URL added to GET request DS6 or D2, stores the URL in RAM extracts 25
personal identifldwn, & thefwserelDos trapsmaed :fﬁqneauthpsacanomzunanalz

transmts aut hentication,unit. 112, Eent i cation un rches

per sonal dada transEnesion. GRIBRLIAE Fh L RGTRIS, heopseh @L ; anr']d

per sonal * teandy el BT ol ?%ﬁ%%géﬁfw% LR ot Rt EA
F0448/ §13§3§§w0m aa?ﬁj s%D@Ertﬁd éi‘e?ﬂﬂ'téﬁgr Ed' tot s Tgsaswaédtigg? 1 IDis

transmtt entlcatl unit 112, ata transm ssi on ring

unit 111 $inapes) h§shosel inl Fig rlsi%d\flntaﬁﬂatINElﬁsmtS the HTM. data
corresponding to the image for inputting a 5 password and so forth

(hereinafter, ref%hﬂedlhc passwopdsspuiting ipage shown mbig.) 184s shsplayied Fi g.

18to|nternt e the passward | e shown in Fj 18 is
di spl ayed©lo qp; lﬁrﬁsté ;dé F‘YHI&?}S’I % 365{)% ﬁ,g,Mga 8@%‘%‘316’%%%

paseword PR B EMIE And Bs ABufie AHBHARP R BER, s orbbitha B « v

to copgunigat gpdn aﬁﬁﬁ{a@ﬂdnﬁfpu@ﬁn i€ 28TdfaEoBHE urﬁPMS%' ddifk fca?é aof

nobile unit M5 transmts equest contal ning the passwor and so
forth, todemrimieatipachkss c:mrmafdnoua,t icontrodlimgr knivPR1 A§ tﬂubllETumfthSt i's
recel ved, transmits a GET request containing the passwords and so forth, to mobile
packet communication network MPN. As the GET request is received,
data transmission administering unit 111 of IP server W extracts the
15 password and the user ID from the GET request, and transmits to
authentication umit 112.
Authentication unit 112 reads out from personal identification
database 113 the password corresponding to the user ID transmitted from
data transmission administering unit 111. Then, authentication unit 112
20 determines whether the password read out and the password transmitted
from data transmission admuinistering unit 111 accord, and transmits the
outcome of the authentication to data transmission administering unit 111.
Then, data transmission administering unit 111 provides a service only
when the user is determined to be the authorized user as a result of the user
25 authentication.
In this case, the authentication method can be altered whenever IP
server W provides a service for the necessity of ensuring security, or user
authentication can be camied out only by personal identification

information. Also, the configuration of transmitting biometrical



data transm ssion admnistering unit 11l of IP server Wextracts the 15
password and the user ID fromthe GET request, and transmts to

aut hent i caf?4#8/2J86t 112. Authentication unit 112 reads out from p%q égpnglfl'%
identification database 113 the password corresponding to the user 1D
transmtted from data transm ssion adm nistering unit 111. Then,
authentication unit 112 20 determ nes whether the password read out and the
password transmtted fromdata transm ssion admnistering unit 111 accord,
and t r ansninfgrmagon suchasefingenpintainsieati afathieqrasswatdtia posaitiei asweil .

adm nistering upit | 11. Then, data transm ssion admnistering unit |11
proevi des él)s&‘ﬂgeg tnl y when the user is determned to be the authorized

user as a result (of t.he user 5 authentication. In this case, .the

aut hent i cati on mePhEHs Jaﬁﬁ"&éi’at%‘f?e'r‘%q % erempted go gﬂ?‘#eﬁ’%ﬁ?@&hﬂé’éﬁ%\n
service f espit SULJ e b I henti,cation can
be carried 8Ep€oﬁﬁ§ B@S p%f?g%)lﬁgt?. P é%asjr%)?l!a? i @éﬁ‘?‘ﬁa‘ﬁ%ﬁf ESWE(S“’AP%{ USHE

conf i gyr atduehemicAti sEArrieiol ByFRiariseditting tﬁé’ﬁé&‘ ﬁé%ﬁg%ﬂ@d%ﬁ?tﬁ%%e?o

i nformati on such as fingerprints 1nstead of "the password Is possible as

wel | . ii)andepérsdnbl identificationt informavmmuseIP serverofpt ed to i nput the user

| D when nobile unit M5 transmts personal identification information, and
user 5 aut henti éathincase, dabex dar doputting the ssex {Dnyg added te the Dmaget t ed

oy, LU= hisp 0o R PAIEE PR S o 8 T Ok W Bl 2y
hove e 412 PaydLaRtpes SBbISTEuae .| P I (ot S
CXTpie i benpras hatlauesapiysnia tous g 1.0,
mobile unit MS in this case. At this stage, as the user inputs his/her user
ID, and hits the transmission button while the image shown in the figure is
displayed, controlling unit 21 of mobile unit MS transmits GET request
DS6 or D2 to which the inputted user ID and personal identification
15 information are added (Fig.13, Fig.14) to mobile packet communication
network MPN.
On the other hand, in IP server W, data transmission administering
unit 111 extracts personal identification information and the user ID from
GET request DS6 or D2, and transmits to authentication unit 112.
' 20  Authentication unit 112 carries out user authentication on the basis of the
transmitted information. Specifically, authentication unit 112 reads out
from personal identification database 113 the personal identification
information comresponding to the user ID transmitted from data
transmission administering unit 111, and determines whether the personal
25 identification information and the personal identification information
transmutted from data transmission administering unit 111 accord. Then,
authentication unit 112 transmits the authentication outcome to data

transmission administering unit 111.  Data transmission administering unit

111 provides a service only when the user is determined as the authorized



ID, and hits the transm ssion button while the inmage shown in the figure is
di spl ayed, controlling unit 21 of nobile unit M5 transmts GET request DS6
or D2 to whi‘#/3th@ i nputted user 1D and personal identification 15 7{ SEP 705
i nformati on are added (Fig.13, Fig.14) to nobile packet comunication
network MPN. On the other hand, in IP server W data transm ssion

adm nistering wunit i 11 extracts persgpal identification information and
the user ID from GET request DS6 or D2, and transmits to authentication
unit 112. @eragtaessuitoef user amhentid®ionr ri es out user authentication on the
basis of the transmitted informatjon. Specifically, authentication unit
112 reads out f AGHUBSEIE: BB anteRiicA{1IOR: beroags ANssble mot: orlypbysusklg
identification o the user |ID transmitted from

i nf or.omt i.on C(}.rreSﬁondibn? t1
data tradirQal denttication migemanon, buf alsq by ysing sa fcatyon
per sonal ' thiki i ' I; pe . Lhicatio
per sonel  ZReliRRLIhE AN RRARRA AR e Y7 Rk By
accords Them serdiddplitafiih a0 Ml propbety HRMSEsEr sHéh A MR HATKIhER, put Come
to data transm ssion adm nistering uni't 111. Data transm ssion ?
admi ni st eris mgeryneffectivé pr eaidesuw asgv cathemioatisne mstie moss thandeier m ned
as the authorized F0448/3136 Z 0 SEP zuo 31 wuser as a result of user

aut hent i cdneided, Bss @PPAsEdider Camy ing 1w ausesnapthentisations onbthe basiomfy by
usi ng personal Iirjraent.ﬁficati.ok: i nf.or maLi on, but al so by using other

aut hent i c&EryPal JEeRBHSAUPEAPIQEHAHOMALNEt hod in this manner. In
particular, with regard 5 to a service pertaining to the property of the
user such as "net banking", it 1is very effective to carry out user

‘aut henpi c atNfodificdtivn E;ramplba;rb one nethod, as opposed to carrying out user
aut hentication on the basi's of J)_ersonal identification infornation al one.
.di

to <Modificati onFBxa?plis a:bleck.diagram shawogk thi agnfigushnenngf thebile
ot Tar gl M8 Do b8 predent Modification: Ndentical Codes are given to the
elements in the figure, which are the same as those in the above-mentioned
Fig. 7.
15 As a characteristic configuration of the present modification,
mobile unit MS is equipped with UIM iaterface unit 26 to connect UIM
(User Identity Module) 2000 (hereinafter, “interface” is abbreviated as
“I/F’), and is used by being connected with UIM. At this stage, UIM
2000 is a module containing some information inherent to the user such as
20  the membership number of the user. Controlling unit 21 of mobile unit
MS 2 exchanges the data with UIM 2000 by UIM I/F unit 26, and receives
the packet exchange service of mobile packet communication network
MPN. Also, in the present modification, for instance, the membership
number is issued for each UIM 2000 as SIM of GSM (Global System for
Mobile Communications), and charging is carried out to each UIM 2000.
Next, UIM 2000 will be explained in greater detail. Fig. 21 is a

)
(1]

block diagram showing the configuration of UIM 2000. As shown in the
figure, UIM 2000 consists of CPU 2001, external I/F unit 2002, ROM 2003,
RAM 2004, and EEPROM 2005.
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elements in the figure, which are the sane as those in the above-nentioned
Fig. 7. 15 As a characteristic configuration of the present nodification,
nmobi | e uni ¥04¥B/3186 equi pped with U Minterface unit 26 to connect UM (User
I dentity Module) 2000 (hereinafter, "interface" is abbreviated as 79l ggﬁ"mﬁ
and is used by being connected with UM At this stage, UM 2000 is a
modul e contai ning sonme information inhefent to the user such as 20 the
menber shi p nunber of the user. Controlling unit 21 of nobile unit M 2
exchanges the datExtaimal DEVuRG0OA0DY t#lby$ /tFansmissifn amid resegrioresof tthe
packet exchan%e servi ce of nobil eUEacket comuni cati on network MPN. Al so,

etwgeniCBU 28001 rand UAM dAc anit-B6 ofemiedilenupit MS2er RGM ssued

for each 000 as SILM of GSM (d,obal System for 25 Mobile
Conmuni cag(g{iré)l,s an xEﬂaF&ifﬂﬂq’nggr ?ﬁoé'ﬁso‘if‘{: cenpdling) progras andxthey m

show no. CEGHT 20 cnaltHETiReolBbe. sand Brondidncro A oo
EEPROM 2008 ey T1Aach 0 e b MSCRTalofte iltidara BRI ariB:

transm ssi@PUR200T eoppbloead uhito UM 2600daNe OO0 theprogdavh Igtbradi t
-26 of nobile unit M52. ROM 2003 is a fixed nenory, and stores the

control | i 18 REYr2003nd RAM 200dgisamsedrasatied yrkgareaxof EPYg208dd In
respondi n trolling 5 co nd provi ded by nmobile unit M5 2 al ong
with dat amm}@t ?min?re égycgoeri% Q) SIDBEEENT, APt USATS USWER 0B the

e of QB DBBItpHUEBBET ne) SufOHAAT spEh e seda o RERT, QETUIM Lcr o

‘such ag tbgoorenbership nunbers, and information such as the serial nunber
of UM to 2000. At this stage, anong the services provided to nobile unit
M52 by At this stage, among the services provided to mobile unit MS2 by

IP server W, some of these transmit character contents, music contents and
so forth. A fee for these services is charged according to the contents of
these services; therefore, a user is not charged a second time for the same

15 service when a request for transmission is received. Hence, in the
communication system, which places a service charge according to a UIM
as in the present modification, downloading identical contents fraudulently,
by a plurality of mobile units MS 2 on the basis of a single service charge
by using identical UIM 2000 is possible. Hence, in the present

20 modification, the configuration is such that user authentication is carried
out by information unique to UIM 2000 (in the present modification, “the
serial number of UIM 2000") as personal identification information as
opposed to by the serial number of mobile unit MS2 alone.

Hereinafter, with regard to the operations of the present

o
o]

modification example, the portions different from the above-mentioned -
embodiment are explained.

First, in mobile unit MS 2 in the present modification, the same
process as that carried out in Steps S1~S6 shown in Fig.11 is executed.

Then, when mobile unit MS2 transmits 3 GET request in Step S7 in Fig. 11,



| P server W sone of these transmt character contents, nusic contents and
so forth. A fee for these services is charged according to the contents of
these servie®8/318herefore, a user is not charged a second tine for 7ylggpgme
15 service when a request for transm ssion is received. Hence, in the
comuni cati on system which places a service charge according to a UM as
in the present nodification, downloading identical contents fraudulently,
by a plurality of nobile units M5 2 on the basis of a single service charge
by using idBhl 2¢hireguaste ABMi 200ib e triaasmitksion,of thet dexigirmgaber F UIM

nodi ficati t he nfiguratjqon is such that user authentication is carried
out by inf e nilﬁﬂﬂ f WIV2GHKX i readneopt cthentsemadi numhérorfrom he

serial nun 000" s personal identification.informati on as
opposed toEEERtW? Pafts SHUSHABE Fequsst fovdRe sl npgbsis s8At wi ¢ h

regard to -al 1,Ans t L] ' xanpl e

ot 1 ons. dF T ARAR bARME2. I8 BaRSAHl, ke IO MiEMS2 " SisPuel
First, 5i n ygp2pe2unit M5 2 in the present nodification, the sane process
as that carried out in Steps S| ~-S6 shown in Fig.11 is executed. Then,
when nobi | e uni t Tyea, tCRUS#i 1 sofanf@bile emieMSLnraianit®7a IGET gequdst to
F0448/ 3136 2 0 SEP 2005 33  CPU 211 requests U M 2000 f-or transm ssion of
the ser i alWhighoihe serial Mumiben of BUVbaHagiedUfAImOUEM <2000 det added ster i al

o sent | A GRCKEC CRTEnRRi SgR A N, §ORgomit e semabnumber
t l |J¢F aung : 1 1 | t I t GET
equest 1o RPIETRICIET2 e onCHOA QM. 212 ndl et O 2B08° I 4 ea

to  mubi | eseeatitietRmtion cRithebaaRs veitle BNarmAEbY bR hEBilsaiR MYIADer
of nobile unit M5 2 read out from ROM 212. |IP server Wcarries out 10 user

aut hent i caniddheseriahaupasirofo/ Ivh2086raddedrtonther GET rexhidse. unit Ms 2 and

the serial nunber, of UM 2000. added to the GET request, .
As a result, the memory content of personal identification database

113 of IP server W is altered as shown in Fig. 22. In other words, the
serial number of mobile unit MS 2 and the serial number of UIM are stored

15 as personal identification information corresponding to each user ID.
Authentication unit 112 determines whether the two serial numbers
transmitted from mobile unit MS 2 and information stored in personal
identification database 113 accord, and determines that authentication has
been successful when they accord.

20 According to the present modification, the configuration is such
that user authentication is carried out by using not only the serial number of
the mobile unit but also the serial number of UIM as personal identification
information in this manner. Hence, simplicity, certainty, and
trustworthiness of authentication can be ensured not only when calculating

25 a service charge according to the mobile unit, but also for a system

according to a module such as UIM.



As a result, the nenory content of personal identification database 113 of
| P server Wis altered as shown in Fig. 22. In other words, the serial
nunber of nobile unit M5 2 and the serial nunber of U Mare stored 35 &P 2005
personal identification information corresponding to each user ID.

Aut hentication unit 112 determ nes whet heg the two serial nunbers
transmtted fromnobile unit M5 2 and i nf f}mation stored in personal

i dentification database 113 accord, and determ nes that authentication has
been successful when they accord. 20 AcChAM®g to the present nodification,
the configuration is such that user authentication is carried out by using
~not only the serial nunmber of the nobil-e unit but also the serial nunber
of U M ad- per Sovssr apthepticationmedipd GampisiBg:i on in thi s manner. Hence,

simplicity, certal : I us j.ness. of t hept i j on.can . he .
ensur ed not o%lr%gé\éﬁe(% %%?gsm fa(t)tr %né&ggérg{e?@}nﬂl %glo?%g}%go g?‘i‘r%t H%rg&gtrﬁ%ﬂve
nobi | e udhta frieisarl St hetwatksystem according to a nodule such as UM 2 a
SEP 2005 34 CLAIMS 1. A user authentication nethod conprising: a reception
process for aacddtéatioar prasess ot shidl celbilay tearmimalf for deteoe whethert o spenfic wiata
data fromsaid.first netwark; . a d&t ection process for said cellular

t er ni nal SEBEfEEEE I FResved Unsal fiEPHAR RIOSEYi ng exists in data received
in said recephinn i&?&?éioc%f,st fog%%[ﬁ gellular £hifial o fcr%gﬁﬁ' {s.coeﬂai e?lgiﬁf:aﬁon
termnal to transmt perSonal 1dentification nformation Tor 1dentrfying a
user preiffoaheton lﬁ)ﬁiﬂbﬂti%ﬁxg dhier pad-stored invdalid celilhPtetininal GRitl ceibiaby, oty
data string is determned to exist in said detection process; a forwarding
process Mdlengaidedaty stinedis detasmumgdle exastan saidrdetentiongiroeessnd reception  of

data bet id first network d k to forward |
denti 11 cat 1 of IPHFGP Ik PORCTT GhaFEYBE Jovaih WHIGh TP IS A r<cgpaoR d

second ngfwgy :befweeﬂE stﬂigft W&t | SbbRD BPCLSRchRd Rtk lo PRIREd Por&slatd

to said second networ
identification information transmitted from said cellular terminal to said second network;

and
an authentication process for a server being connected to said second network to
authenticate a user of said cellular terminal on the basis of said personal identification

information.

2. A user authentication method according to Claim 1

wherein said cellular terminal, in said transmission process, transmits said
personal identification information in a format, which cannot be deciphered by devices
other than said server, and

wherein said server, in said authentication process, deciphers said personal
identification information, and authenticates a user of said cellular terminal on the basis

of the personal identification information.

3. A user authentication method according to Claim 1 further comprising:
a search process for said relaying device to search for an address of said server in

said second network in accordance with a request from said cellular terminal;




aut henticate a user of said cellular termnal on the basis of said personal
identification information. 2. A user authentication nethod according to
Caim1l wherein said cellular termnal, in said transm ssion procepsSEP 2605
transmts said personal identification information in a format, which
cannot be deci phered by devices other thagssaid server, and wherein said
server, in said authentication process, deciphers said personal

server, in said i K sonal
Lot i nal on e orar aotd e AN oA R Too b Bt PRl e i gt

user aut heotrespahidintg tehhedrohCoRtoinghst ® rédudd BF b Jedrdhh@arre@MRIti B S8id Rlayi
search process for said relaying device to search for an address of salyélrl

server indeviae in said sparcherogask i n accordance with a request from said
cellular terminal; 2 0 SEP 2005 35 wherein said data said cellular termnal

receives in said rece&tion process is data corresponding to a search
out come aé- a r &ster apthepticationaRethed aceerdng tolylaimild rel aying device in

said search pr 4. u .aut henti cation nmethod,according to Caiml
wherein said dg@g&ﬁg S%dic{%tta_e%_%l['ﬂ&é‘ Hht Eﬁ‘gﬁfpa i add wherein said data
string is a spetifdif shideidtd &tiRp i€ 93D@iAE UdnfifRfbntdfled: inSaidHSE"
aut henti cation nethod according to aim1l further conprising: a
determ nation pronpting process for said cellular termnal to pronpt a user
of itself.to Aaiser mithensibrtionanhethad dcontann @l Cladf Nt futiheAtbMPrikigor Mati on
can be transmtted only when said data string is determned to exist in
sai d det ect i ona getrrByratioghpromptingaprpcess forl said cellwlan éérminal Kapbmpt a user of
transm ssi.Q r ss,. transmts.said rsonal j.dentjification information
onl'y when!Seth 8} deietftine aylieliiy sid personghidaniibiafion dafoamation Gam b tagamitied
pronpt i NQoRlAeIRSSsai® dat S isAt b8 A% i B8GEH fijagsd 0 A aims
wher ei n saig cel l ullar termﬁéngil, %}%ﬂggfgi%rg%kelr mtrlﬂg??ton prgﬂr?gfgsfshg process, :
di spl ays an iwhgein osad oogitulath ecrasiasl, sindehiel Miansinision PSceNs0 Pirsmiike super
to enter input .ider}lif.i catjion information; )

personal identification information only when a permission of the user is obtained in said

determination prompting process.

6. A user authentication method according to Claim 5

wherein said cellular terminal, in said determination prompting process, displays
an image to prompt the user's determination, and prompts the user to enter input
identification information; |

wherein said cellular terminal, in said transmission process, transmits input
identification information inputted by the user along with said personal identification
information; and

wherein said server, in said authentication process, carries out user authentication
on the basis of personal identification information transmitted in said transmission

process and said input identification information.

7. A user authentication method according to Claim 1 further comprising
a transmission process for said server for transmitting input data to prompt said

cellular terminal to enter input identification information after said authentication

process;



wherein said cellular termnal, in said transm ssion process, transmts

I nput i1dentification information inputted by the user along with said
personal identification information; and wherein said server, in Se?iUdSErP 2005
aut henti cati on process, carries out user authentication on the basis 0
personal identification information transr@éted in said transm ssion
process and said input identification information. 7. A user authentication

met hod accor di imd, f her conpri.sing a.transm.ssi o rocess. for
sai d server fﬁ%"&%’ﬁ? rﬁf P?‘rﬁ‘g"?{fﬁ@%ﬁ {eﬁ'gf"g?t"guﬁli’ g?qq%e(s %ﬂé‘indnplgéfqt‘glwsw Hal
to enter kgigufansHRNSA bflekORo b ' i Al LG ;
process; 2 0 SEFS> 2005 96 ah%r@% glirgﬁ%ﬁibg‘;tlo?fn?gf F%ﬁéﬁp@%ﬁﬂnﬁﬁ% glgormatlon
recei ves onithk baspuof thatispatrdatgmi tted in said transmi ssion process to
pronpt a user to input said input identification information on the basis
of the input datS§coR JEANSHUSSIOh PERcessifon tpansautingt mput ndentification ginferpeation
I denti ficaly 3 ' ' ed .in said process for pronpting input;
L R

and a seco _ ation pr ( _8? enfticati ng a _user_of sai d_

cel lul ar term agkconenaithentiasion hcssdi fr hﬂ@x‘éhtiéﬂﬂ-fggé uk&abe il 'c@ﬂﬁ’fa??ér&taﬂal
transmtted in said second transm ssion process. 8. A user authentication
met hod acewr tiendasis ©f asaid 1 ingher edentifiaatibp dnfoneaitiond énansmitest iinnsaid second
[ nformatign is. a serial nunber of said cellular termnal. 9. A user

aut hent i cAtFOHSHRR PSR 48 cording to Claim 1 wherein said personal
identification informati on consists of a conbination of a serial nunber of
said cell gl ar rmn nd . i nfor ion stored.ln user identification
modul e vvhiklch ils‘%é%ﬁ‘ztb?‘i%cm"f‘ﬁ“%@@ a&%?fﬁmgatf’dqlémi nal . 10. A user _

aut henti cat i onyHBlelP ¢aid Gfepd apﬂietnﬁvf\)%ﬁbﬂn]fo%%fcﬁi ’} §€érﬂd rlulritfer RESAR dotfufar®
nobi | e conmuni cati on network; and erein sald cellular termnal Ts a

nobi | e unfetminghi ch carries out conmunication via said nobile comrunication
net wor k.

9. A user authentication method according to Claim 1
wherein said personal identification information consists of a combination of a

serial number of said cellular terminal and information stored In a user identification

module which is connected with said cellular terminal.

10. A user authentication method according to Claim 1
wherein said first network is a mobile communication network; and

wherein said cellular terminal is a mobile unit, which carries out communication

via said mobile communication network.

11. A communication system comprising:

a first network

a second network which is connected with said first network via a relaying device
relaying data between said first network and said second network;
a cellular terminal which receives data from said first network, detects whether a specific
data string exists in the data, and when the specific data is detected in the data, transmits
to said relay device via said first network personal identification information for

identifying with certainty a user pre-stored in said cellular terminal; and,



11. A communi cation systemconprising: a first network a second network
which is connected with said first network via a rel aying device relaying
data between said first network and said second network; a cellul ar SEP 2005
term nal which receives data fromsaid first network, detects whet Izgr g

specific data string exists in the data, d when the specific data is
detected in the data, transmts to said rel ay device via said first

net wor k per sonal ion for, identif wi.th certainty
a user pre- sto?eﬁll\g g%ﬂa%?%é‘i’&]chég ?’ét }ésecogﬂdiet\go Bligates, said usgr

whi ch is ofbaidcietldlan tbininal &n I8€ BRSls BELUR feredith 34 r{?ﬁﬁhﬁﬁﬂﬁﬁﬁ)rﬁ?hgn?@@é’wﬂf

said cellular termnal on the basis of sai d persona enti

i nfor mat i fiemr eaid reley devicomiz sdid seatmnedwuilce via said second network. 12. A

cellular termnal conprising a communication unit for receiving data

including gne or nore data itens via a first network and a second network

connect ed I¢i t hAsellglaritempingbeamptisitgom a server in said second network;

and a controll uni t. for detecting.whet eC|f|c data stiring exists

in a data i ten#%gm'ﬁ%n JE’@F‘*‘?WH%%M% B ey JpTa AAaka ifgM viReh

det ect ngﬁidiaiet&aimaﬁcp%cgefcb d fdfl ' ed data

Item reading out personal ﬁdentiﬁkz'raé%%teaﬁﬁgfsﬁ% P?)% I?e % f ?ﬁrg?f H‘ed

i n the cebdidbegondaratwoek; and a menory connected with the cellular termnal,

and transmtting the persgonal identification information to said server.

13 A progr am &&0R{elling %hffm@tethgewb@tb@ea spew i dataystigeexists lin di dagp dam
nore d ne rk .a sec net wor k nnected

sai d fi rs?é]‘?icet%& %?Ba i\‘{ée?nifta&s{éﬁ'&fég TS%‘iliﬁe‘gég%naﬂ‘ﬁé"fqW&r tecting W@ﬂd

a speci fi gatdas@ingt ekiRes 61 §4id Iséieateaahata' iem, S et RGh£dody ng

said received data; and when said SpECIfIé g?ataziﬁg eftﬁgtctp%dg&%n sl<'51ﬂm<[ﬁt(?ﬁr&aEHB?l

sel ect ed mémmtto@nﬁromemdmmgy puiviged sotiel celludanterthimshior @meniopy Fehnedted WM

menory pr |n sai d . conguter or nmenpry connected with said conputer,
and trans t‘fei fremirals 3a I“?’EF@HW% ¢t ipsFronak afensification pinformation to said

sCrver.

13. A program causing a computer to execute;

receiving data including one or more data items via a first network and a second
network connected with said first network from a server in said second network;

detecting whether a specific data string exists in a data item selected by a user
from among said received data; and

when said specific data is detected in said selected data item, reading out personal
identification information from memory provided in said computer or memory

connected with said computer, and transmitting the personal identification information to

said server.

14. A recording medium storing:

a program for prompting a computer to execute;

receiving data including one or more data items via a first network and a second
network connected with said first network from a server in said second network;

detecting whether specific data string exists in a data item selected by a user from

among said received data; and



said server. 14. A recording nediumstoring: a programfor pronpting a
conputer to execute; receiving data including one or nore data itens via a
first network and a second network connected with said first netvvor:ﬁ iErpo
a server in said second network; detecting whether specific data sad; 52 5
exists in a data itemselected by a user fg m anong sai d received dat a;
and 2 0 SEP 1005 38 a process of when said specific data is detected in
said selected data item reading out personal identification information
from nenmory pr ayroess iof veiedndsat@ 8pedific data isHREI ROMESbIREteaWath ROMDHing

and transm tting the personal identification information to said server.
out personal identification information from memory provided in said computer or

memory connected said computer, and ftransmitting the personal identification

information to said server.



