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INFORMATION DISPLAY METHOD, DEVICE, AND
SYSTEM

TECHNICAL FIELD

[0001] The present application relates to the field of computer technologies, and
in particular, to information display methods and devices, and an information display

system.

BACKGROUND

[0002] With the support of the Internet and intelligent technologies, online
systems (e.g., websites) are transformed from conventional systems providing
undiversified services to users to comprehensive network platforms. Through the
online system, the users not only can interact with a back-end server of the online
system, but also implement operations such as service interaction and information
sharing with other users who use the online system.

[0003] In the existing technology, when users interact with each other based on an
online system, any user (which is referred to as "first user" for simplicity) who uses
the online system can view user information of another user (which is referred to as
"second user" for simplicity), for example, account name, comments to the second
user made by different users, self-introduction, or user tag, so that the first user
identifies the second user who the first user needs to perform interaction operations,
such as information sharing, service acquisition, and following the user.

[0004] However, the method in the existing technology still has the following
defects:

[0005] First, if the first user wants to learn of the user information of the second
user, the first user can access a corresponding page (e.g., a homepage of the second
user) only by using an end device. This method is complicated.

[0006] Second, the user information of the second user, viewed by using the
previously described method, is only information that the second user registers with

the online system. In other words, the user information viewed by the first user is
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virtual network information, and the second user cannot be determined in an actual
environment by using such virtual network information. Considering current offline
services tend to be moved to an online network, if a user can determine an actual user
by viewing user information of the user, the users can interact with each other more
easily. However, the method in the existing technology is difficult to implement a

mapping relationship between virtual information and an actual user.

SUMMARY

[0007] Implementations of the present application provide information display
methods and devices, and an information display system, to resolve problems when
users interact with each other.

[0008] An implementation of the present application provides an information
display method, including: receiving an image that is captured in real time and sent by
an end device; determining a user image included in the image; determining a user
identifier corresponding to the user image; obtaining user information corresponding
to the determined user identifier based on a pre-stored mapping relationship between a
user identifier and user information; and generating augmented reality (AR) graphics
data corresponding to the user information based on the obtained user information,
and returning the AR graphics data to the end device, so that the end device displays,
based on the received AR graphics data, corresponding AR graphics in the image that
is captured in real time, where the AR graphics follow the user image in real time.
[0009] An implementation of the present application further provides an
information display method, including: capturing an image in real time, and sending
the image to a server, where the image includes a user image, so that the server
determines the user image included in the image, determines a user identifier
corresponding to the user image, obtains user information corresponding to the
determined user identifier based on a pre-stored mapping relationship between a user
identifier and user information, generates AR graphics data corresponding to the user
information based on the obtained user information, and returns the AR graphics data
to an end device; receiving the AR graphics data that corresponds to the user
information and that is returned by the server; and displaying, based on the AR
graphics data, corresponding AR graphics in the image that is captured in real time,

where the AR graphics follow the user image in real time.
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[0010] An implementation of the present application further provides an
information display device, including: a receiving module, configured to receive an
image that is captured in real time and sent by an end device; a user image module,
configured to determine a user image included in the image; a user identifier module,
configured to determine a user identifier corresponding to the user image; a user
information module, configured to obtain user information corresponding to the
determined user identifier based on a pre-stored mapping relationship between a user
identifier and user information; and an AR module, configured to generate AR
graphics data corresponding to the user information based on the obtained user
information, and return the AR graphics data to the end device, so that the end device
displays, based on the received AR graphics data, corresponding AR graphics in the
image that is captured in real time, where the AR graphics follow the user image in
real time.

[0011] An implementation of the present application further provides an
information display device, including: a capturing module, configured to capture an
image in real time, and send the image to a server, where the image includes a user
image, so that the server determines the user image included in the image, determines
a user identifier corresponding to the user image, obtains user information
corresponding to the determined user identifier based on a pre-stored mapping
relationship between a user identifier and user information, generates AR graphics
data corresponding to the user information based on the obtained user information,
and returns the AR graphics data to an end device; a receiving module, configured to
receive the AR graphics data that corresponds to the user information and that is
returned by the server; and a display module, configured to display, based on the AR
graphics data, corresponding AR graphics in the image that is captured in real time,
where the AR graphics follow the user image in real time.

[0012] An implementation of the present application further provides an
information display system, including: an end device, configured to capture an image
in real time, send the image to an information display device, and display, based on
received AR graphics data that corresponds to a user image included in the image and
that is returned by the information display device, corresponding AR graphics in the
image that is captured in real time, where the AR graphics follow the user image in
real time; and the information display device, including: an AR intelligent module,

configured to receive the image that is captured by the end device in real time, and
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generate the AR graphics data corresponding to user information included in the
image; a recognition and verification module, configured to determine the user image
included in the image based on the received image, and determine a user identifier
corresponding to the user image; a tag management module, configured to obtain the
user information corresponding to the determined user identifier based on a pre-stored
mapping relationship between a user identifier and user information; a big data risk
control module, configured to obtain historical data corresponding to the user
identifier, determine a matching degree between the user information in a mapping
relationship that is to be established and the historical data based on the historical data,
use the matching degree as first reliability of the user information in the mapping
relationship that is to be established, store the first reliability of the user information
in the mapping relationship that is to be established, and establish the mapping
relationship between the user information in the mapping relationship that is to be
established and the user identifier in the mapping relationship that is to be established;
and a mutual authentication module, configured to determine, for each piece of stored
user information, other users who perform a specified operation on the user
information, determine, for ecach of the other users based on a level of the user, a score
generated by the specified operation that is performed on the user information by the
user, and determine and store second reliability of the user information based on the
score determined for each of the other users.

[0013] The implementations of the present application provide the information
display methods and devices, and the information display system. In the method, the
end device sends the image that is captured in real time to the server. In this case, the
server recognizes a character image (the user image) included in the image, further
determines an identity and the user information of the user, then generates the AR
graphics data corresponding to the user information, and returns the AR graphics data
to the end device, so that the end device can display the AR graphics corresponding to
the user image in the image. The AR graphics reflect the user information of the user.
Different from the existing technology, in the method of the implementations of the
present application, a user can view user information of other users without accessing
a corresponding interface. In addition, virtual user information can be associated with
an actual user by using AR graphics, and the user can view user information of other
users without any operation in the whole process. In this method, the user information

can be viewed more conveniently during user interaction, and a substantial association
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between virtual user information and an actual user is established.

BRIEF DESCRIPTION OF DRAWINGS

[0014] The accompanying drawings here are used to provide further
understanding of the present application, and constitute a part of the present
application. Example implementations of the present application and descriptions of
the implementations are used to explain the present application, and do not constitute
an improper limitation on the present application. In the accompanying drawings:
[0015] FIG. 1 is a flowchart illustrating an information display process, according
to an implementation of the present application;

[0016] FIG. 2a is a schematic diagram illustrating an AR helmet screen that does
not display AR graphics, according to an implementation of the present application;
[0017] FIG. 2b to FIG. 2d are schematic diagrams illustrating an AR helmet
screen that displays AR graphics, according to an implementation of the present
application;

[0018] FIG. 3 is a schematic architectural diagram illustrating a cloud user
information system and an end device, according to an implementation of the present
application;

[0019] FIG. 4a and FIG. 4b are respectively schematic diagrams illustrating an
AR glasses screen in different interaction scenarios, according to an implementation
of the present application;

[0020] FIG. 5 is a schematic diagram illustrating an AR glasses screen in another
scenario, according to an implementation of the present application;

[0021] FIG. 6 is a schematic structural diagram illustrating an information display
device on a server side, according to an implementation of the present application;
[0022] FIG. 7 is a schematic structural diagram illustrating an information display
device on an end device side, according to an implementation of the present
application; and

[0023] FIG. 8 is a schematic structural diagram illustrating an information display

system, according to an implementation of the present application.
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DESCRIPTION OF IMPLEMENTATIONS

[0024] To make the objectives, technical solutions, and advantages of the present
application clearer, the following clearly describes the technical solutions of the
present application with reference to the specific implementations and the
corresponding accompanying drawings of the present application. Apparently, the
described implementations are some rather than all of the implementations of the
present application. All other implementations obtained by a person of ordinary skill
in the art based on the implementations of the present application without creative
efforts shall fall within the protection scope of the present application.

[0025] As described above, when users interact with each other, if a first user can
learn of user information of a second user (e.g., information such as a user tag and
credit of the second user, and comments to the second user), the first user can
preliminarily know the second user by using the user information, so that the users
can interact with each other more easily. However, in this case, the first user can
access a corresponding interface only by using an end device, to view the user
information of the second user. In addition, if the first user wants to perform offline
interaction with the second user, because the user information is virtual information,
the first user cannot determine the second user by using the user information of the
second user.

[0026] Therefore, an information display method that user information can be
conveniently displayed and the displayed user information can reflect a mapping
relationship between the user information and a user is needed. In view of this, an
implementation of the present application provides an information display method, as
shown in FIG. 1.

[0027] FIG. 1 is a flowchart illustrating an information display process, according
to an implementation of the present application, and the process specifically includes
the following steps.

[0028] S101: Receive an image that is captured in real time and sent by an end
device.

[0029] In this implementation of the present application, the end device includes
an augmented reality (AR) device (the AR device in the present application has an
image capture function). The AR device includes but is not limited to AR glasses, an

AR helmet, a mobile phone with an AR function, a computer with an AR function,
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and a robot with an AR function (the robot in the present application is a physical
robot that has a capture and display function).

[0030] In some implementations of the present application, in a capture process,
the end device can be a device with an image capture function that is configured to
capture an image in real time, for example, a mobile phone, a camera, a computer
equipped with a camera, or a robot. A capture method can be taking a photo.

[0031] The image captured by the end device in real time can be a real-scene
image (the real-scene image is an image captured in the natural world).

[0032] S102: Determine a user image included in the image.

[0033] In this implementation of the present application, the user image can be a
character image of a user. When the end device captures the real-scene image in real
time, the user is in a real scene, and therefore the image captured by the end device
includes the user image.

[0034] For example, assume that the image captured by the end device is a
real-scene image of an office, an employee image included in the image is the user
image.

[0035] Determine the user image in the image, which is performing character
recognition on the image. In this implementation of the present application, the user
image included in the image can be determined by using different character
recognition methods. This constitutes no limitation on the present application here.
[0036] S103: Determine a user identifier corresponding to the user image.

[0037] After the user image in the image is determined, a user corresponding to
the user image can be further determined. In other words, feature recognition (e.g.,
biometric feature recognition such as facial recognition and gait recognition) is
performed on the user image, to determine an identity of the user corresponding to the
user image.

[0038] In view of this, the user identifier can be an identity (e.g., an ID of a user)
that is used to identify a user. In a method of this implementation of the present
application, the user identifier can be stored in an online system, and the user enters a
biometric feature of the user into the online system in advance, so that the online
system can establish a mapping relationship between a biometric feature of each user
and a user identifier. After the biometric feature of the user is recognized, the user
identifier of the user can be determined based on the mapping relationship (the user

identity is determined).
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[0039] S104: Obtain user information corresponding to the determined user
identifier based on a pre-stored mapping relationship between a user identifier and
user information.

[0040] The user information includes but is not limited to a real name of the user,
an account name, a self-introduction, comments to the user made by other users, a
user tag (the user tag can be a tag that can reflect some attributes of the user, for
example, "movie expert" or "gold member"), etc.

[0041] In the online system, a mapping relationship between a user identifier and
user information of each user is established. As such, once the user identifier
corresponding to the user image is determined, the user information corresponding to
the user identifier can be further determined.

[0042] S105: Generate AR graphics data corresponding to the user information
based on the obtained user information, and return the AR graphics data to the end
device, so that the end device displays, based on the received AR graphics data,
corresponding AR graphics in the image that is captured in real time.

[0043] The AR graphics follow the user image in real time.

[0044] The AR graphics corresponding to the user information can be graphics
such as a text and an icon that are displayed in a two-dimensional or
three-dimensional form. This is not limited here. In other words, in this
implementation of the present application, corresponding graphics processing is
performed on the user information to form the AR graphics of the user information.
As such, the end device not only displays the captured real-scene image, but also
displays the corresponding AR graphics of the user information above the user image
in the real-scene image.

[0045] For example, assume that the end device is an AR helmet. FIG. 2a shows a
real-scene image captured by the AR helmet. Assume that the real-scene image
includes a character image (a user image) of user Y. Based on the method described
above, a corresponding online system can determine that a user corresponding to the
user image is user Y (user Y has a user tag "movie expert"). Then, the online system
generates AR graphics data for the user tag "movie expert", and sends the AR
graphics data to the AR helmet. The AR helmet displays AR graphics of the user tag
"movie expert" above the character image of user Y, as shown in FIG. 2b.

[0046] In actual applications, a person in an actual environment can move

anytime, or the AR device can move with a user using the AR device (e.g., if the user
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using the AR device turns his head or walks, a shooting angle or location of the AR
device changes accordingly). In these cases, a location of a captured user image can
change. In view of this, the AR graphics in this implementation of the present
application follow the user image in real time, so that an association between the AR
graphics and the user image can be explicit.

[0047] Continuing with the previous example, assume that user Y moves to the
left side of the image in FIG. 2b, the AR graphics of the user tag "movie expert" of
user Y moves with user Y, as shown in FIG. 2c.

[0048] In the previous examples, only a two-dimensional view is used for
illustration. In actual applications, real-scene images viewed by users through AR
devices are all three-dimensional, and relative movement between the users is more
complicated. For example, if a user holding an AR device moves to a side of a user
corresponding to a captured image, AR graphics are always displayed from an angle
of an observer. For example, continuing with the previous example, as shown in FIG.
2d, a user using the AR helmet moves to a front-left side of user Y, and the AR
graphics of the user tag "movie expert" is displayed from an angle of an observer (in
other words, the AR graphics of the user tag always face the user using the AR
helmet). In this implementation of the present application, a display location, a
direction, etc. of the AR graphics can be determined based on parameters (e.g., a
translation parameter, a deflection parameter, and a focal length) of the AR device.
This constitutes no limitation on the present application here.

[0049] In a method of this implementation of the present application, the AR
graphics data can be easily transmitted data converted from the AR graphics after the
online system constructs the AR graphics. In this method, after receiving the AR
graphics data, the end device can directly display the corresponding AR graphics.
[0050] In another method of this implementation of the present application, the
AR graphics data can be data generated by the online system for constructing the AR
graphics. In this method, after receiving the AR graphics data, the end device locally
constructs the AR graphics based on the AR graphics data, and then displays the AR
graphics.

[0051] The previously described two methods constitute no limitation on the
present application.

[0052] In addition, the end device can display the AR graphics in different ways

based on different devices. For example, when the AR device is a wearable device
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such as AR glasses or an AR helmet, the AR graphics are directly displayed on lens of
the glasses or a screen of the helmet. When the AR device is a computer or a robot
with an AR function, the AR graphics can be displayed on a corresponding screen or
can be displayed through projection (including planar projection and holographic
projection). This is not limited here.

[0053] It is worthwhile to note for the content described above, a back-end server
(or a server cluster) of the online system can perform operations such as receiving and
recognizing an image and generating AR graphics data. The server and the end device
keep connected to each other via a network during application.

[0054] Based on the previously described steps, the end device sends the image
that is captured in real time to the server. In this case, the server recognizes the
character image (the user image) included in the image, further determines the
identity and the user information of the user, then generates the AR graphics data
corresponding to the user information, and returns the AR graphics data to the end
device, so that the end device can display the AR graphics corresponding to the user
image in the image. The AR graphics reflect the user information of the user.
Different from the existing technology, in the method of this implementation of the
present application, a user can view user information of other users without accessing
a corresponding interface. In addition, virtual user information can be associated with
an actual user by using AR graphics, and the user can view user information of other
users without any operation in the whole process. In this method, the user information
can be viewed more conveniently during user interaction, and a substantial association
between virtual user information and an actual user is established.

[0055] It is worthwhile to note the content described in this implementation of the
present application (including the method shown in FIG. 1 and subsequent content)
can be based on a structure shown in FIG. 3. Specifically, FIG. 3 includes a cloud user
information system and an AR device. The cloud user information system is used to
recognize a user image in an image sent by the AR device, and a user identity, and
generate AR graphics data. The AR device is configured to capture the image, and
display the image and AR graphics corresponding to the AR graphics data.

[0056] Determining of the wuser identity affects accuracy of subsequent
determining of user information. If the user identity cannot be accurately determined,
subsequently generated AR graphics cannot reflect real user information of the user.

Therefore, this implementation of the present application provides different methods
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for recognizing a user identity.

[0057] Specifically, in actual applications, a server stores biometric features of
different users, and therefore a user identifier corresponding to a user image can be
determined. Specifically, the determining a user identifier corresponding to a user
image includes the following: extracting an image feature based on the determined
user image; determining a user feature that matches the extracted image feature from
pre-stored user features that respectively correspond to user identifiers; and using a
user identifier corresponding to the determined user feature as the user identifier
corresponding to the user image.

[0058] The image feature is extracted for the user image in the image. In this
implementation of the present application, the image feature can be a facial feature, an
iris feature, a body feature, etc. that are extracted from the user image.

[0059] The pre-stored user features include a biometric feature. In this
implementation of the present application, the biometric feature includes but is not
limited to a facial feature, a fingerprint feature, a palm print feature, a retinal feature,
a human outline feature, a gait feature, a voiceprint feature, etc.

[0060] In actual applications, the image captured by the end device can be one
frame of image or multiple consecutive frames of images (video). In the two cases,
different image features are extracted. Correspondingly, different recognition methods
are needed to recognize the image features.

[0061] Details are as follows.

[0062] First, the image captured by the end device is one frame of image.

[0063] One frame of image can be considered as a static image. In this case, the
image features extracted for a character in the image can be some static features, for
example, a facial feature, a human outline feature, a fingerprint feature, a palm print
feature, and an iris feature.

[0064] In different application scenarios, different image features can be extracted
from the user image. For example, if a face in the user image captured by the end
device is clear, the facial feature can be extracted. For another example, if a camera of
the end device is associated with a fingerprint collector or a palm print collector, the
fingerprint or palm print feature of the user can be extracted. In a method of this
implementation of the present application, in actual applications, multiple image
features can be extracted, to improve accuracy of a subsequent recognition process.

This constitutes no limitation on the present application here.
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[0065] In addition, a corresponding feature extraction algorithm can be used to
extract the image feature, for example, a feature-based recognition algorithm or a
template-based recognition algorithm. This is not limited here. After the image
features of the character are extracted, recognition can be performed on the image
features based on the pre-stored biometric feature.

[0066] Second, the image captured by the end device is multiple consecutive
frames of images.

[0067] Multiple consecutive frames of images can be considered as a continuous
and dynamic video. In this case, the image features extracted for a character in the
image can include external features (e.g., a human outline feature and a facial feature)
of the character, and some dynamic features such as a gait feature.

[0068] In a method of this implementation of the present application, when the
image captured by the end device is clear enough, facial features of the character in
the multiple frames of images can be determined from different angles, to construct a
facial model of the character.

[0069] Specifically, when the biometric feature includes the facial feature, the
receiving an image that is captured in real time and sent by an end device includes the
following: receiving the multiple frames of images that are captured in real time and
sent by the end device.

[0070] In view of this, the determining a user feature that matches the extracted
image feature from pre-stored user features that respectively correspond to user
identifiers specifically includes the following: extracting a facial feature from a user
image in each frame of image, constructing a three-dimensional facial model based on
the extracted facial features, and determining a three-dimensional facial model that
matches the constructed three-dimensional facial model from pre-stored
three-dimensional facial models that respectively correspond to user identifiers.

[0071] It is worthwhile to note the server constructs a three-dimensional facial
model for each user in advance. To be specific, the server can perform multi-angle
scanning on a user's face such as a front face and a side face, and then construct the
three-dimensional facial model based on diagrams of the face that are obtained
through multi-angle scanning. This constitutes no limitation on the present application
here.

[0072] Based on this method, the user identity can be accurately determined, and

the user identifier of the user can be accurately determined.
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[0073] In another method of this implementation of the present application,
because different users have different walking postures and habits, the user identity
can be recognized through a gait feature of the user, and the gait feature of the user
can be determined from the multiple consecutive frames of images. Details are as
follows.

[0074] When the biometric feature includes the gait feature, the receiving an
image that is captured in real time and sent by an end device specifically includes the
following: receiving the multiple frames of images that are captured in real time and
sent by the end device.

[0075] In view of this, the determining a user feature that matches the extracted
image feature from pre-stored user features that respectively correspond to user
identifiers specifically includes the following: extracting a gait feature from a user
image in each frame of image, and determining a gait feature that matches the
extracted gait feature from pre-stored gait features that respectively correspond to user
identifiers.

[0076] In another method of this implementation of the present application, some
end devices have an audio collection function. If a user talks, the user's voice is
collected by the end device, and the end device sends collected user's voice data to a
corresponding server.

[0077] Therefore, the server can perform acoustic processing such as filtering and
noise reduction on the voice data sent by the end device, further extract a voiceprint
feature of the user, and match the voiceprint feature with a pre-stored voiceprint
feature, to determine a user identifier corresponding to the voiceprint, that is, to
recognize a user identity.

[0078] Certainly, in an actual process of recognizing the user identity, the
previously described methods can be used in combination to accurately determine the
user identity.

[0079] The process of recognizing the user identity, that is, determining the user
identifier corresponding to the user image, is described above. After the user identifier
is determined, the corresponding user information can be obtained for subsequently
generating the AR graphics data.

[0080] The user information in this implementation of the present application can
be edited by the user or edited by another user for the user.

[0081] Therefore, the pre-storing a mapping relationship between a user identifier
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and user information specifically includes the following: receiving user information
edited by a user for a user identifier of the user, and establishing and storing a
mapping relationship between the user identifier and the user information based on
the user information edited by the user for the user identifier of the user; or receiving
user information edited by a first user for a second user, and establishing and storing a
mapping relationship between a user identifier of the second user and the user
information based on the user information edited by the first user for the second user.
[0082] For example, the user information can be a user tag, and a user tag edited
by user X for an account userX of user X is "food expert". For another example, a
user tag edited by user X for an account userY of user Y is "movie expert".

[0083] Both the user information edited by the user and the user information
edited by another user for the user may be subjective to some extent (may be
inconsistent with an actual situation). This misleads other users to some extent when
users interact with each other.

[0084] Continuing with the previous example, assume that historical data (e.g.,
network sharing data and browsing history data in Weibo and blog) corresponding to
the account userX of user X does not include information related to food, in other
words, the user tag "food expert" edited by user X for the account userX of user X is
unreliable. When user X interacts with other users, the user tag may mislead the other
users into believing that user X knows information related to food.

[0085] In view of this, in this implementation of the present application, reliability
of user information is determined. Specifically, the establishing and storing a mapping
relationship between a user identifier and user information includes the following:
obtaining historical data corresponding to the user identifier; determining a matching
degree between the user information in the mapping relationship that is to be
established and the historical data based on the historical data, and using the matching
degree as first reliability of the user information in the mapping relationship that is to
be established; storing the first reliability of the user information in the mapping
relationship that is to be established; and establishing the mapping relationship
between the user information in the mapping relationship that is to be established and
the user identifier in the mapping relationship that is to be established.

[0086] It can be seen that for both the user information edited by the user for the
user identifier of the user, and the user information edited by another user for the user

identifier of the user, the server determines a matching degree (first reliability)

14



10

15

20

25

between user information edited by a user and historical data.

[0087] The historical data can be the network sharing data and the browsing
history data described above, or can be historical consumption data, chat data, etc.
This is not limited here.

[0088] In addition, the matching degree between the user information and the
historical data can be calculated by using multiple different calculation methods. A
relatively easy method for calculating the matching degree is used here for description,
which constitutes no limitation on the present application: calculating a percentage of
the user information in the historical data, and determining the matching degree
between the user information and the historical data based on the frequency. For
example, for user Y in the previously described example, the user tag (which is a type
of user information) edited by another user for the account userY of user Y is "movie
expert". Assume that the account userY is a Weibo account, historical data of the
account userY can be historical Weibo data. Assume that a percentage of data related
to movie in the historical Weibo data of the account userY is 95%, a matching degree
between the user tag "movie expert" of the account userY and the historical data can
be determined as 0.95.

[0089] A similar method is used to determine a matching degree (first reliability)
between different user information and historical data for any user identifier. The
server stores the first reliability of the user information in a process of establishing the
mapping relationship between the user identifier and the user information.

[0090] For example, the following Table 1 shows user tags corresponding to the

account userY and first reliability corresponding to each user tag that are stored on the

SEerver.
Table 1
User tag First reliability
Movie expert 0.95
Food expert 0.17

[0091] After storing the first reliability of the user information, the server can
determine a display form and a display state of the AR graphics in a subsequent

process of generating the AR graphics data.
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[0092] In the previously described content, the server determines first reliability
corresponding to user information based on historical data corresponding to each user
identifier stored on the server. This process can be considered as a big data
verification process.

[0093] However, in actual applications, some features of a user cannot be fully
reflected from historical data. Continuing with the previous example, although the
user tag "food expert" edited by user X for the account userX of user X does not
match the historical data, it does not mean that user X has no knowledge related to
food. In other words, the historical data is only data generated after a user performs a
corresponding network operation in a network environment, and does not absolutely
represent a user feature or attribute.

[0094] In view of this, in this implementation of the present application, in
addition to the first reliability determined based on the historical data, other reliability
of the user information can be determined based on some specified operations (e.g.,
giving a like and making a comment) performed between users.

[0095] Specifically, the method further includes the following: determining, for
each piece of stored user information, other users who perform a specified operation
on the user information; determining, for each of the other users based on a level of
the user, a score generated by the specified operation that is performed on the user
information by the user; and determining and storing second reliability of the user
information based on the score determined for each of the other users.

[0096] The specified operation includes but is not limited to following the user,
making a comment, and giving a like.

[0097] The level includes but is not limited to an account level, a credit level, and
an attention level (the attention level can be determined based on the number of
followers, in other words, more followers indicate a higher attention level).

[0098] It can be seen from the previously described content that, if a user with a
relatively high level performs operations such as giving a like or making a comment
on certain user information, because the user with a relatively high level has high
reliability, the user information is reliable. In actual applications, a specific value of
the second reliability can be determined based on a product of a level of a user who
performs the specified operation and a corresponding reliability coefficient (there is a
positive correlation between the reliability coefficient and the user level in a method).

This constitutes no limitation on the present application here.
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[0099] In a method of this implementation of the present application, whether
certain user information is reliable can be determined based on the number of other
users who perform a specified operation on the user information. Continuing with the
previous example, if 1000 other users perform an operation of giving a like on the
user tag "movie expert" of the account userY, it can be considered that the 1000 other
users accept the user tag. This method improves reliability of a user tag.

[0100] Based on the previously described content, the first reliability and the
second reliability of the user information can be determined. In actual applications,
corresponding user information can be obtained from all user information
corresponding to a user identifier based on the two types of determined reliability.
Specifically, the obtaining user information corresponding to the determined user
identifier includes the following: determining total reliability of user information
based on stored first reliability and second reliability of the user information, and
obtaining the user information whose total reliability is not less than a predetermined
reliability threshold based on the total reliability.

[0101] In this implementation of the present application, the total reliability of the
user information can be determined by using a weight. Details are as follows:
R = wyr; + wyr,. R is the total reliability of the user information, r; is the first
reliability of the user information, w; is a weight of the first reliability, 7, is the second
reliability of the user information, w; is a weight of the second reliability, and w; and
w, can be adjusted as required. This constitutes no limitation on the present
application here.

[0102] It is worthwhile to note in actual applications, a user identifier may have
multiple pieces of user information (e.g., a user's account corresponds to a dozen or
tens of user tags). If all the user information is obtained, after AR graphics data is
generated, all the user information is displayed in a corresponding AR device. As such,
the display is confusing because of the densely displayed information, affecting a user
when the user views corresponding AR graphics. Therefore, it is inappropriate to
obtain all the user information corresponding to the user identifier.

[0103] Therefore, in a method of this implementation of the present application,
after the total reliability is determined, the user information can be selected based on
the total reliability. For example, assume that the predetermined reliability threshold is

8, user tags whose total reliability is not less than 8 are obtained from all user tags of
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the account userY of user Y. As such, when an AR device subsequently displays AR
graphics, user tags displayed above user Y are user tags whose total reliability is not
less than 8.

[0104] In another method of this implementation of the present application, the
user information corresponding to the user identifier may include different types of
user information. For example, two user tags "love latte" and "financial management
expert" reflect two features of a user in different scenarios. In actual applications, user
information corresponding to a user identifier is usually associated with a
corresponding service scenario. Continuing with the previous example, the user tag
"love latte" is more suitable to be displayed in a scenario related to drink (e.g., when
the user is in a coffee shop), and the user tag "financial management expert" is more
suitable to be displayed in a scenario related to finance (e.g., when the user is in a
bank). In other words, in a process of obtaining the user information, the user
information can be selected from multiple pieces of user information corresponding to
a user identifier based on a corresponding service scenario.

[0105] Specifically, the obtaining user information corresponding to the
determined user identifier further includes the following: obtaining environment
information, determining a service scenario based on the environment information,
and obtaining the user information that matches the service scenario based on the
service scenario.

[0106] The environment information includes but is not limited to network
information, location information, geographical identification information, etc.

[0107] The network information can be specifically information such as an IP
address and a network name corresponding to a network accessed by an AR device.
The location information can be location information of the AR device. The
geographical location identification information can be information that is provided
by a signpost or an identification chip with a radio frequency identification (RFID)
function and that is used to identify an actual place. The actual place can include a
hotel, a company, a shopping mall, an airport, etc.

[0108] A current environment of a user using the AR device, and an environment
of a user captured by the AR device can be determined based on the previously
described environment information, so as to obtain the corresponding user
information based on the two environments.

[0109] For example, in a coffee shop, employee M uses AR glasses, and the AR
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glasses capture a real-scene image in the coffee shop in real time. Assume that the AR
glasses are connected to a corresponding server through a wireless network, and the
server determines that an actual place where the AR glasses are located is a coffee
shop based on a geographical identification chip that has an RFID function in the
coffee shop.

[0110] In this case, when user X walks into the coffee shop, the AR glasses
capture a user image of user X and send the user image to the server, so that the server
determines all user tags of user X. Because the server knows that the actual place
where the AR device is located is a coffee shop, the server selects a user tag of a
service scenario related to the coffee shop from all the user tags of user X. Assume
that one user tag of user X is "love latte". The server obtains the user tag "love latte",
generates corresponding AR graphics data based on the user tag, and sends the AR
graphics data to the AR glasses. As shown in FIG. 4a, user X and AR graphics of the
user tag "love latte" are displayed on the AR glasses. Therefore, employee M can
intuitively learn of a preference of user X for coffee.

[0111] In addition, if other users in the coffee shop also use AR devices, AR
graphics similar to FIG. 4a are also displayed in the AR devices used by these users.
[0112] Similarly, assume that employee N uses AR glasses in a bank, and the
bank has a similar RFID geographic identifier, a server can determine that an actual
place where the AR glasses are located is a bank through the RFID geographic
identifier. Assume that user X walks into the bank, the AR glasses used by employee
N capture a user image of user X, and determine a user tag of a financial service
scenario related to the bank from all user tags corresponding to user X. Assume that
one user tag of user X is "financial management expert", the server obtains the user
tag and generates corresponding AR graphics data based on the user tag. As shown in
FIG. 4b, user X and AR graphics of the user tag "financial management expert" are
displayed on the AR glasses. Therefore, employee N can intuitively learn of a feature
of user X for a financial service, and can subsequently recommend a corresponding
financial product to user X.

[0113] It can be seen from the previously described two examples that the server
can determine different service scenarios based on different locations of AR devices
or different actual places where the AR devices are located (different environment
information), to obtain user information that satisfies the service scenario from user

information corresponding to a user image captured by the AR device. In this method,
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the AR device is more intelligent to display AR graphics of user information.

[0114] In actual applications, the previously described two methods for obtaining
the user information corresponding to the user identifier (one method is obtaining the
user information corresponding to the user identifier based on the total reliability of
the user information, and the other method is determining the corresponding service
scenario based on the environment information) can be used separately, or can be used
in combination. When the two methods are used in combination, the user information
that matches the environment information and whose total reliability is not less than
the predetermined reliability threshold can be obtained in actual applications. As such,
more accurate user information can be obtained. This constitutes no limitation on the
present application here.

[0115] In addition, any user can edit corresponding user information for another
user, and can accept user information edited by another user for the user. In other
words, the first user edits the corresponding user information for the second user. In
this case, the method further includes the following: determining a user identifier
corresponding to the first user, and recording and storing an editing relationship
between the user information edited by the first user and the user identifier of the first
user.

[0116] In other words, when users edit user information for each other, the server
records a user who edits certain user information. In view of this, if the image is
captured in real time and sent by an end device of the first user, the obtaining user
information corresponding to the determined user identifier specifically includes the
following: determining user information corresponding to the user identifier of the
second user, and obtaining the user information that has the editing relationship with
the user identifier of the first user from the user information corresponding to the user
identifier of the second user.

[0117] For example, for a coffee shop, corresponding user tags are edited for
different customers based on consumption habits of the different customers. Assume
that user tags edited for user Y are "love latte" and "no need to heat the coffee", and
an editing relationship is stored on a server.

[0118] Assume that user Y walks into the coffee shop and employee M of the
coffee shop is using AR glasses at a certain moment. In this case, the AR glasses
capture a user image of user Y, and send the captured image to the server through a

network connection between the AR glasses and the server. The server determines that
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the user image is user Y, and obtains the user tags "love latte" and "no need to heat the
coffee" based on the stored editing relationship.

[0119] In other words, even though user Y has multiple user tags, and some user
tags may be edited by employees of other coffee shops, the server obtains only the
two user tags edited by the coffee shop where employee M works.

[0120] Therefore, as shown in FIG. 5, the two user tags "love latte" and "no need
to heat the coffee" of user Y are displayed on the AR glasses used by employee M.
Then, employee M can provide a corresponding service for user Y based on the two
user tags.

[0121] In an additional method of this implementation of the present application,
the server can adjust a display effect of the AR graphics based on the total reliability
of the user information. For example, if the user information has high reliability, a text
of the user information can be set to a larger size. Similarly, brightness or a color of
the user information can be set. In view of this, the generating AR graphics data
corresponding to the user information specifically includes the following: determining
a display state parameter of the user information based on the total reliability of the
user information corresponding to the user identifier, and generating the AR graphics
data that includes the user information and the display state parameter of the user
information based on the display state parameter.

[0122] The display state parameter includes at least one of a color parameter, a
brightness parameter, and a size parameter.

[0123] The information display method on a server side provided in the
implementations of the present application is described above. An implementation of
the present application further provides an information display method on an end
device side, and the method specifically includes the following steps.

[0124] Step 1: Capture an image in real time, and send the image to a server.
[0125] The image includes a user image, so that the server determines the user
image included in the image, determines a user identifier corresponding to the user
image, obtains user information corresponding to the determined user identifier based
on a pre-stored mapping relationship between a user identifier and user information,
generates AR graphics data corresponding to the user information based on the
obtained user information, and returns the AR graphics data to an end device.

[0126] In this implementation of the present application, the end device can be a

device with an image capture function. Details are described above and are omitted
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here.

[0127] Step 2: Receive AR graphics data that corresponds to user information and
that is returned by the server.

[0128] Step 3: Display, based on the AR graphics data, corresponding AR
graphics in the image that is captured in real time, where the AR graphics follow the
user image in real time.

[0129] The information display method provided in the implementations of the
present application is described above. Based on the same idea, an implementation of
the present application further provides an information display device, as shown in
FIG. 6.

[0130] The information display device in FIG. 6 includes the following: a
receiving module 601, configured to receive an image that is captured in real time and
sent by an end device; a user image module 602, configured to determine a user image
included in the image; a user identifier module 603, configured to determine a user
identifier corresponding to the user image; a user information module 604, configured
to obtain user information corresponding to the determined user identifier based on a
pre-stored mapping relationship between a user identifier and user information; and
an AR module 605, configured to generate AR graphics data corresponding to the user
information based on the obtained user information, and return the AR graphics data
to the end device, so that the end device displays, based on the received AR graphics
data, corresponding AR graphics in the image that is captured in real time, where the
AR graphics follow the user image in real time.

[0131] Specifically, the end device includes an AR device. In a method of this
implementation of the present application, the AR device includes at least AR glasses,
an AR helmet, a mobile phone with an AR function, a computer with an AR function,
and a robot with an AR function.

[0132] The user image module 602 is specifically configured to perform character
recognition on the image, to extract the user image included in the image.

[0133] The user identifier module 603 is specifically configured to extract an
image feature based on the determined user image; determine a user feature that
matches the extracted image feature from pre-stored user features that respectively
correspond to user identifiers; and use a user identifier corresponding to the
determined user feature as the user identifier corresponding to the user image.

[0134] The pre-stored user features include a biometric feature. The biometric
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feature includes at least one of a facial feature, a fingerprint feature, a palm print
feature, a retinal feature, a human outline feature, a gait feature, and a voiceprint
feature.

[0135] When the biometric feature includes the facial feature, the receiving
module 601 is specifically configured to receive multiple frames of images that are
captured in real time and sent by the end device.

[0136] The user identifier module 603 is specifically configured to extract a facial
feature from a user image in each frame of image, construct a three-dimensional facial
model based on the extracted facial features, and determine a three-dimensional facial
model that matches the constructed three-dimensional facial model from pre-stored
three-dimensional facial models that respectively correspond to user identifiers.

[0137] When the biometric feature includes the gait feature, the receiving module
601 is specifically configured to receive multiple frames of images that are captured
in real time and sent by the end device.

[0138] The user identifier module 603 is specifically configured to extract a gait
feature from a user image in each frame of image, and determine a gait feature that
matches the extracted gait feature from pre-stored gait features that respectively
correspond to user identifiers.

[0139] The user information module 604 is specifically configured to receive user
information edited by a user for a user identifier of the user, and establish and store a
mapping relationship between the user identifier and the user information based on
the user information edited by the user for the user identifier of the user; or receive
user information edited by a first user for a second user, and establish and store a
mapping relationship between a user identifier of the second user and the user
information based on the user information edited by the first user for the second user.
[0140] The user information module 604 is specifically configured to obtain
historical data corresponding to the user identifier; determine a matching degree
between the user information in the mapping relationship that is to be established and
the historical data based on the historical data, and use the matching degree as first
reliability of the user information in the mapping relationship that is to be established;
store the first reliability of the user information in the mapping relationship that is to
be established; and establish the mapping relationship between the user information in
the mapping relationship that is to be established and the user identifier in the

mapping relationship that is to be established.
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[0141] The device further includes a mutual authentication module 606,
configured to determine, for each piece of stored user information, other users who
perform a specified operation on the user information; determine, for each of the other
users based on a level of the user, a score generated by the specified operation that is
performed on the user information by the user; and determine and store second
reliability of the user information based on the score determined for each of the other
users.

[0142] The specified operation includes at least one of following the user, making
a comment, and giving a like.

[0143] The level includes at least one of an account level, a credit level, and an
attention level.

[0144] The user information module 604 is specifically configured to determine
total reliability of user information based on stored first reliability and second
reliability of the user information, and obtain the user information whose total
reliability is not less than a predetermined reliability threshold based on the total
reliability.

[0145] The user information module 604 is further configured to obtain
environment information, determine a service scenario based on the environment
information, and obtain the user information that matches the service scenario based
on the service scenario.

[0146] The environment information includes at least one of network information,
location information, and geographical identification information.

[0147] The device further includes an editing relationship recording module 607,
configured to determine a user identifier corresponding to the first user, and record
and store an editing relationship between the user information edited by the first user
and the user identifier of the first user.

[0148] When the image is captured in real time and sent by an end device of the
first user, the user information module 604 is specifically configured to determine
user information corresponding to the user identifier of the second user, and obtain the
user information that has the editing relationship with the user identifier of the first
user from the user information corresponding to the user identifier of the second user.
[0149] The AR module 605 is specifically configured to determine a display state
parameter of the user information based on the total reliability of the user information

corresponding to the user identifier, and generate the AR graphics data that includes
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the user information and the display state parameter of the user information based on
the display state parameter. The display state parameter includes at least one of a color
parameter, a brightness parameter, and a size parameter.

[0150] Based on the same idea, an implementation of the present application
further provides an information display device, as shown in FIG. 7. The device
includes the following: a capturing module 701, configured to capture an image in
real time, and send the image to a server, where the image includes a user image, so
that the server determines the user image included in the image, determines a user
identifier corresponding to the user image, obtains user information corresponding to
the determined user identifier based on a pre-stored mapping relationship between a
user identifier and user information, generates AR graphics data corresponding to the
user information based on the obtained user information, and returns the AR graphics
data to an end device; a receiving module 702, configured to receive the AR graphics
data that corresponds to the user information and that is returned by the server; and a
display module 703, configured to display, based on the AR graphics data,
corresponding AR graphics in the image that is captured in real time, where the AR
graphics follow the user image in real time.

[0151] With reference to the previously described content, an implementation of
the present application further provides an information display system, as shown in
FIG. 8. The system includes an information display device 80 and an end device 81.
[0152] The end device 81 is configured to capture an image in real time, send the
image to the information display device 80, and display, based on received AR
graphics data that corresponds to a user image included in the image and that is
returned by the information display device 80, corresponding AR graphics in the
image that is captured in real time. The AR graphics follow the user image in real
time.

[0153] The information display device 80 includes the following: an AR
intelligent module 801, configured to receive the image that is captured by the end
device in real time, and generate the AR graphics data corresponding to user
information included in the image; a recognition and verification module 802,
configured to determine the user image included in the image based on the received
image, and determine a user identifier corresponding to the user image; a tag
management module 803, configured to obtain the user information corresponding to

the determined user identifier based on a pre-stored mapping relationship between a
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user identifier and user information; a big data risk control module 804, configured to
obtain historical data corresponding to the user identifier, determine a matching
degree between the user information in a mapping relationship that is to be
established and the historical data based on the historical data, use the matching
degree as first reliability of the user information in the mapping relationship that is to
be established, store the first reliability of the user information in the mapping
relationship that is to be established, and establish the mapping relationship between
the user information in the mapping relationship that is to be established and the user
identifier in the mapping relationship that is to be established; and a mutual
authentication module 805, configured to determine, for each piece of stored user
information, other users who perform a specified operation on the user information,
determine, for each of the other users based on a level of the user, a score generated
by the specified operation that is performed on the user information by the user, and
determine and store second reliability of the user information based on the score
determined for each of the other users.

[0154] In a typical configuration, a computing device includes one or more
processors (CPU), an input/output interface, a network interface, and a memory.
[0155] The memory may include a form of a volatile memory, a random access
memory (RAM) and/or a non-volatile memory, etc., in a computer readable medium,
such as a read-only memory (ROM) or a flash memory (flash RAM). The memory is
an example of the computer readable medium.

[0156] The computer readable medium includes volatile and non-volatile,
removable and non-removable media, and can store information by using any method
or technology. The information can be a computer readable instruction, a data
structure, a program module, or other data. A computer storage medium includes but
is not limited to a parameter random access memory (PRAM), a static random access
memory (SRAM), a dynamic random access memory (DRAM), a random access
memory (RAM) of another type, a read-only memory (ROM), an electrically erasable
programmable read-only memory (EEPROM), a flash memory or another memory
technology, a compact disc read-only memory (CD-ROM), a digital versatile disc
(DVD) or another optical storage, a magnetic tape, a magnetic disk storage or another
magnetic storage device, or any other non-transmission medium. The computer
storage medium can be used to store information that can be accessed by the

computing device. As described in this specification, the computer readable medium
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does not include transitory media, for example, a modulated data signal and a carrier.
[0157] It should be further noted that terms "include" and "contain", or their any
other variant is intended to cover non-exclusive inclusion, so that a process, a method,
an article, or a device that includes a series of elements not only includes those
elements, but also includes other elements that are not expressly listed, or further
includes elements inherent to such a process, method, article, or device. An element
preceded by "includes a ..." does not, without more constraints, preclude the existence
of additional identical elements in the process, method, article, or device that includes
the element.

[0158] A person skilled in the art should understand that the implementations of
the present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use hardware only implementations,
software only implementations, or implementations with a combination of software
and hardware. In addition, the present application can use a form of a computer
program product that is implemented on one or more computer-usable storage media
(including but not limited to a disk memory, a CD-ROM, an optical memory, etc.) that
include computer-usable program code.

[0159] The previous descriptions are merely implementations of the present
application, and are not intended to limit the present application. For a person skilled
in the art, the present application can have various modifications and changes. Any
modifications, equivalent replacements, improvements, etc. made in the spirit and
principle of the present application shall fall in the scope of the claims in the present

application.
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CLAIMS

1. A computer-implemented method, comprising:
receiving visual media data from a client device, wherein the visual media data being captured
in real time by the client device;
detecting a presence of an image of a human in the visual media data;
determining a user identification associated with the human based on the detected presence
of the image of the human in the visual media data;
retrieving data corresponding to the user based on the user identification;
generating user graphics data based on the retrieved data corresponding to the user by:
determining a total reliability of the retrieved data corresponding to the user;
generating a display state parameter based on the determined total reliability, wherein
the display state parameter comprises at least one of a color parameter, a brightness parameter,
and a size parameter; and
generating augmented reality (AR) graphics data based on the total reliability of the
retrieved data retrieved corresponding to the user and the generated display state parameter,
wherein the user graphics data includes the generated AR graphics data;
transmitting the user graphics data to the client device; and
displaying, by the client device, the visual media data and the user graphics data proximate to
the image of the human in the visual media data;
wherein the client device is configured to continue displaying in real time the user graphics
data proximate to the image of the human in the visual media data as a position of the image of the

human in the visual media data changes in real time.

2. The computer-implemented method of claim 1, wherein the visual media data comprises

as least one of a single image frame, or multiple consecutive frames of a video.

3. The computer-implemented method of claim 1, wherein detecting the presence of the image
of a human in the visual media data further comprises:

detecting the image of a human in the visual media data using a human character recognition
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algorithm; and

extracting the detected image of the human from the visual media data.

4. The computer-implemented method of claim 2, wherein determining the identification of
the user based on the detected presence of the image of the human from the visual media data
further comprises:

extracting an image feature from the extracted image of the human;

comparing the extracted image feature to each biometric from a plurality of pre-stored
biometric features, wherein the plurality of pre-stored biometric features comprises at least one of
a facial feature, a fingerprint feature, a palm print feature, a retinal feature, a human outline feature,
a gait feature, and a voiceprint feature; and

in response to determining the extracted image feature matches the biometric feature,

retrieving a user identifier that corresponds to the matching biometric feature.

5. The computer-implemented method of claim 1, wherein retrieving the data corresponding
to the user based on the user identification further comprises:

obtaining environmental information from the visual media data;

determining a service scenario based on the obtained environment information; and

retrieving the data corresponding to the user that matches the service scenario based on the

obtained environment information.

6. The computer-implemented method of claim 5, wherein the environment information

comprises network information, location information, and geographical identification information.
7. The computer-implemented method of claim 1, wherein the generated AR graphics data is
configured to be displayed at a location of an image of the user within a current frame of the visual

media data when the visual media data is displayed by the client device.

8. A non-transitory, computer-readable medium storing one or more instructions executable

by a computer system to perform the method of any of claims 1 to 7.
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9. A computer-implemented system, comprising:

one or more computers; and

one or more computer memory devices interoperably coupled with the one or more computers
and having tangible, non-transitory, machine-readable media storing one or more instructions that,

when executed by the one or more computers, perform the method of any of claims 1 to 7.
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