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RECEIVING A DEVICE REGISTRATION REQUEST AND A DEVICE ATTESTATION
RESPONSE

l

PROVIDING A DEVICE REGISTRATION RESPONSE TO THE DEVICE, BASED ON
VALIDATION OF THE DEVICE INTEGRITY STATUS

l

RECEIVING A FIRST PAYMENT TRANSACTION REQUEST AND AN ENROLMENT
REQUEST

\ A

ENROLLING THE DEVICE TO THE FIRST TYPE OF AUTHENTICATION
TECHNIQUE
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"timestamp”: 9860437986543,

"nonce": "R2Rra24fVmSxaZMg",
"PackageName": "com.package .name.of requesting.app”,
"Certificate DigestSha256": ["base64 encoded, SHA-256 hash of the
certificate used to sign requesting app"],

"ProfileMatch"”: true,
"Integrity”: true,

i

FIGURE 4A

Device Status Value of ProfileMatch Value of Integrity
Certified and genuine device TRUE TRUE
Certified device FALSE TRUE
Genuine but uncertified device, FALSE TRUE
Device with custom ROM FALSE TRUE
Emulator FALSE FALSE
No device FALSE FALSE
Signs of mtegrity compromised FALSE FALSE
Signs of other active attacks FALSE FALSE

FIGURE 4B
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DETERMINING ONE OR MORE AUTHENTICATION
TECHNIQUES ASSOCIATED WITH AT LEAST ONE ISSUER

Y

PROVIDING DETERMINED ONE OR MORE AUTHENTICATION
TECHNIQUES TO AN APPLICATION IN A DEVICE

¥

RECEIVING A SECOND PAYMENT TRANSACTION REQUEST WITH
ONE OF THE ONE OR MORE AUTHENTICATION TECHNIQUES

¥

PROVIDING A RESULT OF PROCESSING THE SECOND PAYMENT
TRANSACTION REQUEST TO THE DEVICE
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