WO 2005/ 101872 PCT/ NL2004/ 000253 METHOD FOR PREVENTI NG THE DELI VERY OF
SHORT MESSAGE SERVI CE MESSAGE SPAM The invention relates to a nethod for
transmtting or delivery of a short nessage service (SM5) nessage to a

nobi | e t agghidhersMre specifically the invention rel atpeg/MiQ@00@EN0d and
system for identifying and/or preventing unauthorised deliv 5 ery of an SMS

nobi |l e term nated nessage. The sendi ng and receiving of SMS-nessages has
become a popul ar way of conmunication. The SM5 delivery service provides a
mechani smet@b FérpSEIERT NG TS Okt 1R e SRg SSorr OmERsled SRRV EERaAEn kb
termnals, such as wirel ess handsets and personal com 10 puters via the
signal ling conponent of w reless communication networks. Signalling is
based on signalling systemno. 7 (SS.7) which is defined as a

t el econmuni cations industry standard sig- nalling protocol. The SMs-service

makes use of the .7 .nohi a i.cati,on part R iLch i hes_ {he
nmet hods and mechaﬁ'l ?rr%nirgn(%?orsli g%%???a%gtoco%erﬁhcgif)g% ﬁ%aﬁﬁggﬁél% t\3/\],1l‘rel ess
net wor ksdeIerWieE pr shost messhig esexrhitce r EBMAC memsagap&loi bi mbsle

appl i catd of,;Rart MolteAR cCQFpeAEM, @ﬁe?fﬁ%éﬁ%ﬂ%ﬂ“f@ﬁ%%@s-t%ohhmé@héé Anprican
and European standards bodi es have defined a MAP | ayer using the ervices

of the ¥ SHHET GHFoAEFRLIFHENROREH Fhed SR tEingh FRPY tEeT) §esuﬁ?fyﬁéd by
Tel econmany catt iz0n SMBdusbiy cAsaoninttod makdge. referred to as | S-41 MAP,

whi | e the Europeagn,standard i efined . by t u Tel eco | ion
St andards Insti tu?ge( E‘T’gﬁ‘gan%ngi‘rséé:eejﬁfe%nr%é)f?%wgsq“%%%g%ﬁﬁ..hggl oW, %%25 term
SMVG- net vierrkuliar (wsed oft goaentirayionl TeamiMe cdeliloemyetsgavise bnevidesg e. g.

GPRS or 25,dME3inet Worrks rahbal t 8L hgVsieH R Rfe SME IBSS296% EMSSVE-
capable termnals. The_ SMs-infrastructure rgl o%s a short nessage service

centre (SNBHLq FATFRLE 08328 WHTEESHh o PFEFF?FPgr com-
SVE-1tes sagescs Hereeithaf sdgntheihegr oofiddiemt df bd neSed of eomaayid8tpbat formin
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subsequewitigh sladelefiaed ast anpel eeommumiptil ione indw@trys skandardf sigt i very
of the SMFTHRESAVLcBNQL TMO 2HE5EdPIRIL R N2RO0HF0RB258S. 7 mobile
application part (MAP), which defines the methods and mechanisms
15 of signalling communication in mobile or wireless networks. The
MAP protocol utilizes the transaction capabilities application
part (TCAP) component of the 85.7 protocol. Both North American
and European standards bodies have defined a MAP layer usgsing the
services of the 8S.7 TCAP component. The North American standard
20 1is published by Telecommunication Industry Association and is
referred to as IS-41 MAP, while the Buropean standard is defined
by the European Telecommunication Standards Institute (ETSI) and
ig referred to as GSM MAP. Below, the term SMS-network isg used
to identify all communication networks, including e.g. GPRS or
25 UMTS networks, that allow delivery of SMS-messages to SMS-
capable terminals.

The SMS-infrastructure employs a short message service
centre (SMSC) that functions as a store and forward platform for
SMS-megsages. Hereinafter the term SMCS will be used for any

30 platform in an SMS-network with identical, similar or equivalent
functions as that of an SMSC. If an SMS-message is received at
the SMSC it is stored and subsequently a delivery attempt to a
mobile terminal is made. If delivery of the SMS-message is not



2 possible, the SM5-nessage is stored at the SMSC until the desti- nation
for the SM5-nessage becones avail able. The delivery of SMS-nessages in an
SM5- network com prises two phases. In the first phase information of the

mobi l e 5 Wwenpsnais7e s requested froma Home Locati on Regirsibesodsy . here
inafter also referred to as HLR-request. This information may conprise the

| ocation of the nobile termnal, such a% the nobile swtching station (MSC)
or serving GPRS support node (SGSN) in case of a GPRS network and
alternative identifications of the 10 nobile termnal, such as the | ocal
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identifier ..l n the secon ase ssage itself is delivere
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in a range bet weefhe Hewivecynds aM8-sessagEs nim-an BMt-estwCukr eanty, the
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does 20 engitewtaly\HedRrora ot Ast HER opeaidstn) tBhifo. maiﬂn@ltlbhemdgl iv- ery
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25 This ﬂ)‘b}‘é@lM% setliiove dMSE ) a ore sATULRD rCRRS isuanpef rmdde SHBSNRssage in an

SMB- net WL ke GORY iGHRRD &t@@xﬁ@%&d%%@f’ﬁaﬁ?«@tldérﬁﬁsﬂlc%.'%%dﬁ%b'olfeth@r m nal
conpri si n%é{ he steps Qf: - receiving first routin data for delivery of said

SVB-fbs SR 1% LESEH Ndhi ISR HeAfi RBF 4PC3hi BPheSioTIRt s diosRtAfier
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SM5- ness 35 corrpr s ng Sécond Tt out
to the mebile termlnal The time gpan between these two phases

typically is in a range between a few seconds and several min-

15 utes.

Currently, the first and second phase in the delivery
of SMS-messages over an SMS-network to a mobile terminal cannot
be separately controlled at the receiving end, i.e. at the ter-
minating HLR and/or MSC. Information on the HLR-request does

20 e.g. not provide one with the opportunity to control the deliv-
ery of the SMS-message itself.

It is therefore an object to provide a method and sys-
tem having improved control of the information flows in SMS-
networks.

25 This object is achieved by a method for delivery of an
SMS-message in an SMS-network comprising a network element to at
least one mobile terminal comprising the steps of:

- receiving first routing data for delivery of said
SMS-message to said mobile terminal at said network

30 element;

- transmitting second routing data from said network
element in response to receiving said first routing
data;

- receliving at said network element said SMS-message

35 comprising said second routing data, and



WO 2005/ 101872 PCT/ NL2004/ 000253 3 - converting at said network el enent
said second rout- ing data to said first routing data for delivery of said
SM5- nessage to said nobile terminal. Instead of providing access to the

first routiobkdods72d for delivery of the SM5-nessage tgaci/RE200PH8bise ter m nal
in the HLR-request, the network elenent only transmts the second rout- ing

data in response to receiving the fi rst3routi ng data. The first routing
data, i.e. the data to conmunicate with the nobile termnal, is only

avai l able to the network el enment, such that 10 the second routing data
functions as a key febn¢esbimng cat i sxid Mdthioidke crebiche beidl Batond\ceartdi ngly

the HLR-request and the .recejpt_of . th -message_itself can. cord el at ed
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t he nobil e term nal . saidsH¥St edragp frecaddetiobhde themévaker 15 sion of the
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e. it i nly necessary that, the fjrst routin ata can be
found® i f TPRede et r%’ﬁtq’ e ressagecEPvERe ‘B‘?b%%vt\ﬁe.r‘ﬁﬂat%g'r“ itihes houl d be
appr eci atieH-iréatesthe ey métmeirk wikkeekearby " t sdroarhik dechw asond noakpr et ed
and may i.ncl V. c 'S | i ' \, i_ch e or nore
of the gﬁépégf%%géijg%sﬁ{l nsge %%&%égécgggd#%%é%p tglrl? vaégrﬁal 'orr'l[@1 grle
di st ri bufédst Theufinstdataut iing -déhe fapachapeerunigatlidridds tdfe mebile

term nat LagmMegs , the Aagdhabikhec Meb. ndtwshowW tbhe,ApphRa thd® ated
that_ data simlar_to L Dqu\/gad I re used ugger he Ameri can Standard

A | ar,
| S- 440 anGRENSECTHE T/ %%C%E%? PA-2 cFHleCt HESE S Hatar9dat a. |t
shoul d f withethdencipiile deatrethatthahccotribngl putlhe gHidatveqredt rssid ahd second

shoul d | e et cokten tzecpredt 1ot and
dat & andI0°EREorEl Tt g RLs Al uRRer ne” soone o TR P an

enbodi mefheoposiiihivighticowendaicd thestet buetnget déta Bbassege ke
B e b e e e
tsernjr%at Fﬁan the |%9chipnér 3:osut%ng data to the %irst routingssda%a stﬁould
be broadly interpreted, i.e. it is only necessary that the first
routing data can be found if the second routing data is received
or known. Purther it should be appreciated that the term “net-
work element” should be broadly interpreted and may include
20 several components or applications over which one or more of the
steps for executing the method according to the invention are
distributed.
The first routing data may comprise the address of the
terminating MSC, the LMSI and/or the IMSI. It should be appreci-
25 ated that data similar to LMSI and IMSI are used under the
Bmerican Standard IS-41 and that the term IMSI and/or LMSI in-
cludes these similar data. It should further be appreciated that
other routing data or first and second data suitable for per-
forming the invention to qualify as first routing data and
30 second routing data fall under the scope of the invention.
In an embodiment of the invention, said first routing
data comprises the international mobile station identifier of
the mobile terminal and said second routing data comprises a
different IMSI. The address of the terminating MSC is less pre-
35 ferred since it should preferably be included in a postfix of
the 15-digit Elé64-specification. As most numbering plans use 11
or 12 digits, too few digits are left for appropriate implemen-



35 ferred since it should preferably be included in a postfix of the
15-digit E164-specification. As nost nunbering plans use 11 or 12 digits,
too fewdigits are left for appropriate inplenen WO 2005/101872

PCT/ NL2004: 99395184 tation of the invention. However, gceRiLbRkMoosTLEN
range may be ?ﬁocat ed for application of the MC addressm%y t he

operator(s) in which case the use of tHe address of the terminating MSC as
the first routing data is an option. 5 In an enbodi nent of the invention,
the SM5-network fur- ther has access to a short nessage service centre
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actual SMs-nessage IS provi w'th the second 15 routing data
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appl i cat ithiar the h@be@éoiédanlﬁka@méHsatdée detfacentendrt| QWESEN @ the
SM5- net\/\oeg:m%n to |dent|% a\? q:r E:ﬁsrevent unaut hori sed delivery of SM5
no- bile™ &E %388‘58315 §HfciPl’e guar ant eed del i very 20 for
SM5- messages of courged&dvamgaatraaudvnetmlureel@ﬂem duectyndirogy sakidwever ,
unwant ed SMS- rressagesSMSQ; tee - I:Sgg?r E?%%ﬁorﬁtlngmﬁi@' . Wl be delivered as

as

wel | . The increased popul arit servi ces ‘recent|y been observed
to hafe triggered an qr@ns&iééépﬁgaaﬁ%ﬁﬂ@nﬁ W%&%Wr%%&eﬁiom‘

Accor di ngl y, net wor K 24 gtifaf fsa@daadcbﬁ@opw@telﬂgamatraenent s have increased

consi der | ar t of un pessages t hat to be
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corrprl ses the step of arin he address of In sad
routing data 1nstead of the first routing data.

In a particularly advantageous application, the im-
proved control of the information flows in an SMS-network is
used to identify and/or prevent unauthorised delivery of SMS mo-
bile terminated messages. The in principle guaranteed delivery

20 for SMS-mesgssages of course is an attractive feature of SMS-
technology. However, unwanted SMS-messages, often referred to as
“gpam”, will be delivered as well. The increased pcpularity of
SMS-services has recently been ocbserved to have triggered an in-
creasing amount of unwanted SMS-messages. Accordingly, network

25 traffic and resource requirements have increased considerably by
the large amount of unwanted 8MS-messages that have to be trans-
mitted over the SMS-network. Thus, there exists a need for
identifying and/or preventing unauthorised delivery of SMS mo-
bile terminated messages.

30 In an embodiment of the invention the method further
comprises the step of comparing the address of the SMSC in said
request and the address of the SMSC in said SMS-message for de-
tecting unauthorized delivery of said SMS-message. In today's
modern SMS networks, protection against hostile spam attacks is

35 getting increasingly difficult as spam techniques become more
advanced. For example, by changing the SMSC address ("address
spoofing") in the SMS message, spammers make it very difficult



request and the address of the SMSC in said SM5-nessage for de- tecting
unaut hori zed delivery of said SM5-nessage. In today's nodern SMS networks,
protection against hostile spamattacks is 35 getting increasingly difficult

as spam t egguogifisRecone nmore advanced. For exanple, PyyrRispgbdaskst he SMSC
address ("address spoofing"”) in the SM5 message, spanmers neke it very

difficult WD 2005/101872 PCT/ NL2004/ 000253 5 to distingui sh a spam message
froma legitimte nessage froman- other SMsS-network. Accordingly a charging
probl em exi sts, since operators send each other bills for term nating short

nessages tol algbﬂhéuﬂ@tlvwé@am SRafdgeg tremukt $e§ﬂt mﬂ@t@éésage@eﬂ'x\ann@nbi I'ls h5
e- nent at the

f SMS- { t nt

ot ware B BREogs et TieY A ISR PR R TOR T O e ot on
at the nepavakors esemnd eeﬁcln het HdRriddee$br fermihat ing sthovutmewsadmsa f or
delivery jof tﬁ@?r%n@%ﬂ@é‘g er@%e %@%bpinoépéiﬁt@@ FESSAHhg $4gh gt hat

it can be checked 10 et her dress MSC 1n the HLR-request and
the SVB- TREsSYGemeesqgrmtilal thlefY ﬁ@t"e 588r§§§ts%%‘f‘-‘?%v$% i eh 99588 “and
appropri akatagt i oife Selods dliaeaitdiofgcht FhesSMmdaessaged amslitoing data

t it def be tak | t
Shoul d bEPRGLER T HEr-Hh S Ty this, EefpER P Bt ey i i gheie Tor

i ssui ng §0HLR;1eeQLmt eouk one dftaddlorvdeyivetyt bE SMB- PSS seepsadihend

correl atigg P{e "!SB 15 U - nfé?:fsab'%e fshE:ﬁt tﬁQ&'tit'@Qnd’@é b ddre

SIVB—rressa% ows furt er types of "anal ysis ) entlf and/ or
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cof the SMS-message.

The correlation of the HLR-request for the first rout-
ing data and the SMS-message allows further types of analysis,
e.g. to identify and/or prevent unauthorized delivery of SMS-

20 messages. In an embodiment of the invention the time interval
between transmitting the second routing data and receiving said
SMS-message can be determined. It is known that spammers typi-
cally first gather large amounts of routing data for delivery of
SMS-messages before sending the unwanted SMS-messages, while for

25 authorized delivery of SMS-messages usually only a limited
amount of time expires. This criterion may therefore be applied
to distinguish authorized from unauthorized delivery of SMS-
messages.

In an embodiment of the invention the validity of said

30 second routing data expires after a predetermined time interval.
This prevents that SMS-messages are transmitted to a mobile ter-
minal, wherein the delay between the HLR-reguest and forwarding
of the actual SMS-message is long, being indicative of spam. The
embodiment also prevents that spammers re-use the data from the

35 HLR-request several months after retrieval. Re-use is attrac-
tive, since chances that such data are valid are high because it



In an enbodi nent of the invention the validity of said 30 second routing
data expires after a predetermned tine interval. This prevents that
SM5- nessages are transnmitted to a nobile ter- minal, wherein the del ay

bet ween th%vd"&o%/i(ﬁﬁﬂeﬁ and forwarding of the actual S)5;RESR@BR4:S | ONY,
bei ng indicative of spam The enbodinment also prevents that spanmers re-use

the data fromthe 35 HLR-request severalée nonths after retrieval. Re-use is
attrac- tive, since chances that such data are valid are high because it WO
2005/ 101872 PCT/ NL2004/ 000253 6 is very likely that the nobile termnal is

served by; 4 he,SaR Lk MFCnkP Bhe cbOM B nlihaliNg of BUeDLIOR,SEhE L4Adsmi tted
sec- ond routing data are different fromsaid received first routing 5

data. Acdbitdingly, the network el enent. cannot be bypassed. The invention
further relates tola artdéatoddfiestreeniheg int/eationstalutiragoditiesd seeh as

the I MSI. cordi.ngl nobile..termnal a S L r Y. The
i nventi onon% é)(l)lvépgré 5 egr?odjafg%xr}n;bﬁ?ef?m%'r %%gtgmggfgg%rggdggf,g{:aﬁ&g\%i%etvvork
and aSnetdedrek ékenwdingdy, pené ongfwerloreleisepity cagnohebaebiipdsaedording to

the invention. WO @géoi?rwéﬂtféécﬁmzaﬁé%heg EQV aP&;@L’RH&i f‘cgrdé‘é:}éé%hg_ of
unwant ed SMS- messages, ,wherein an SNMS r’r&g};}gge di scrimnation datapbase’is

enpl oyed &5 détEFm REt{REt fiak2 ansuWib e MSd - aACE8TGARENY ed™ ge. A
| ookup i rtdrivd nddkabasaoctane bacpesdad nbid-earlyt.he basis of sending and

receiving party in [ . ' sppscr| Lnie
services digital néﬁé@%‘lr%%%ﬁﬁma%ﬁe%gg%gﬁ ?%t%r%gﬁﬁ%‘%\%}% ]%%%]1%2“ station
i denfldf | errq@usl ) apufMS baetwarsk sajeth & thedwealwed Rmgpér 4061 Porfefeingdiwi dual

subscri bejpAGieenthel mdbhel SMeoidng RSIaeesndkardsehivered to an SMS
servi ce Subscriber. Thf%_zubl icatiqQqn does not_ disclose the transmttal of

second routing dat %9 A2 ¥ebbHs AL IRBES G AGEPPRSEOF oRF PRGNS dgdvery
del i very off usMBnnedsagesmefsagdes wheraiet hadsMandesgatendiscelywimskt kbt ai ni ng

sendi ng Qiga%aﬁa%%%i \i%ngmﬁfége\_{di 1?5 Oéé@éf;xﬁ e WheLRep! SHEE&EUQeEE'&%ei [ ofration
in a database and derining actions en such rnformatron s detected. This
i s alBabomwigsedcmpgpage. A lookup in the database can be performed on
the basis of sending and receiving party information, such as a
mobile subgscriber integrated services digital network (MSISDN)
number or an international mcbile station identifier (IMSI) num-
ber. As such, the network operator or the individual subscriber
20 control which SMS-type messages are delivered to an SMS service
subscriber. The publication does not disclose the transmittal of
second routing data in response to receiving first routing data
for delivery of SMS-messages. Further the methods and systems
rely on obtaining sending and receiving party information, im-
25 vplementing this information in a database and defining actions
when such information is detected. This is a laboriocus activity
and does not assgist to identify or prevent unauthorized delivery
of SMS-messages in cases of address spoofing as previously men-
tioned. Moreover, this method can only be applied after a first
30 spamming session is performed, since only then the sending party
information may be known. Also, address spoofing cannot be pre-
vented. .
The invention will be further illustrated with refer-
ence to the attached drawings, which schematically show a
35 preferred embodiment according to the invention. It will be un-
derstood that the invention is not in any way restricted to this
specific and preferred embodiment.



and does not assist to identify or prevent unauthorized delivery of
SM5- nessages in cases of address spoofing as previously nmen- tioned.
Moreover, this nethod can only be applied after a first 30 spamr ng session

i's perforngely 2g9kfi§20N! Y then the sending party inforngtiRi p0Rg known.
Al so, address spoofing cannot be pre- vented. The inventlkon \%m@f{ Ee further

illustrated with refer- ence to the attdched draw ngs, which schematically
show a 35 preferred enbodi mrent according to the invention. It will be un-
derstood that the invention is not in any way restricted to this specific
and preferred enboﬂiln@gg.dmi;%ogs_/ 101872 PCT/ NL2004/ 000253 7 In the
drawi ngs: Fig. 1 shows an exanple of a_part of a prior art, SM5- network;
Fig. 2 shows a protss Hi%ﬁﬁ%ﬂanIqﬁﬁﬁpéﬁiﬁ% fnheat f%f-a5p¥&ﬁ?(ﬁF?I§Mﬁ"in a

part of wkewSks:network of Fig. 1; Fig. 3 shows sone el enents of an

SMS- net wor k accor dj ' . [ lon: . Fi 4 . a
first process di ag#g% i;lt %U@S:{Ql)%q’lo{sﬁgg ?%?%?gn%t ?%ﬁ%*%%%% gc%earjtﬁ%\f@t he
SMVB- net woekieh Flgw Bnaederut d tiey MG -astwabbdpfeRigoflthe invention, and

Fig. 5 shows a secpd pf anesifss Ho@ dMehkhist bat ARN0sHdEn ot b9 REd AR iGoOW i n
a part of the SMS-network of Fig. 3 accord- ing to an enbodi nent of the

i nventi off® Bl geMROdHBRRE a1 i net¥RS °Eiconprising nobile termi - 15 nals
2A, 2B that are w Fafesslshaenredtiedtt proobist edsagtahi Nl ustiadt ianrs tEESC S)

oA, 90, SALGIBGHISE A RO 300 IR uc e EE 87 3% o oot
further R&as §@cé§sembpéﬁmﬁﬁﬁnPﬁ(ﬁhﬁiiﬂ?eﬁgép§teﬁn@HLR) 6 that conprises first
routing data 20 forig he MWL d eeFondl préfes2Biifgam tiEL i 20iald enal
nobile st tir(?lg i.glen%'fier (II\/%I of %h bi(lee tgrrri a}LiZ_V\gthin tép_e area
of the SRBECERAFORotHaY et that o fertoRarT Jo L Ker REEE o163 AP
connect edngota phuembodimerit baSelst dvensipnot
Fig. 1 shows an SMS-network 1 comprising mobile termi-
15 nals 2A, 2B that are wirelessly connected to mobile switching
stations (MSC’s) 3A, 3B, having MSC-addresses msc2 and mscl. Thé
MSC’s 3A, 3B are connected via lines 4 to a short message
gwitching centre (SMSC) 5. The SMSC 5 further has access to a
home location register (HLR) 6 that comprises first routing data
20 for the mobile terminals 2A, 2B, e.g. the international mobile
gtation identifier (IMSI}) of each mobile terminal 2 within the
area of the SMSC 5. It is noted that conventionally the MSC’s
3A, 3B are connected to a plurality of base stations (not
shown), the latter being in wireless communication with the mo-
25 Dbile terminals 2A, 2B.
In operation, an SMS-message may be sent from mobile
terminal 2A to mobile terminal 2B. The SMS-message is input to
the mobile terminal 2A and sent to the mobile terminal 2B by
choosing the mobile subscriber integrated services digital net-
30 work (MSISDN) number of mobile terminal 2B, i.e. msisdnl in this
example. The SMS-message is received at the MSC 3A covering the
area wherein mobile terminal 2A is present and is subsequently
forwarded to the SMSC 5 over line 4. The SMSC 5 is a store and
forward platform for SMS-messages to the mobile terminal 2B. If
35 immediate delivery of the SMS-message to the mobile terminal 2B
ig not possible, the SMS-message ig stored at the SMSC 5 until
the destination for the SMS-message becomes available.



shown), the latter being in wireless comunication with the no- 25 bile
termnals 2A, 2B. In operation, an SM5-nessage nay be sent from nobile
termnal 2A to nobile termnal 2B. The SM5-nessage is input to the nobile
term nal 2Aygnghsasidb, 10 the nobile termnal 2B by choo | e
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the MSC 3A covering the area wherein nobile termnal 2A is present and is
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SMBCLE. Tfe themmopids berwasnlt AB, tywﬁ 1m511 assigned to meisdnl, to
the SMSC 5. In the second phase the SMS-message itself, i.e. the
actual SMS-message including content, is delivered in message
MT FWD_SM to the mobile terminal 2B, by addressing the MSC 3B
with address mscl. The MSC 3B transmits a delivery confirmation

20 MT_FWD_SM RESP to the SMSC 5. The time span between the two
phases typically is in a range between a few seconds and several
minutes for authorized delivery of SMS-messages.

In a situation wherein multiple SMSC’s 5 are involved,
it is possible to send the SMS-message with a forged SMSC-

25 address in the MT_FWD_SM message, to hide the real identity of
the sending network and SMSC. For example, a party using an SMS-
network A to send (unwanted) SMS-messages to recipients in SMS-
network B may set the SMSC-address of the SMSC SA of network A
on both SCCP and MAP level in the SS.7 protocol stack to that of

30 a different SMSC 5 of SMS-network C, thus implying that SMS-
network C is the originator of the messages. This is possible
gince the malicious party in network A is not interested in a
delivery confirmation MT FWD_SM RESP from network B.

Fig. 3 shows some elements of an SMS-network 1 accord-

35 ing to an embodiment of the invention and a terminal T A in
communicative connection with a network A to send SMS-messages
to mobile terminals 2 in the SMS-network 1. The SMS-network 1



phases typically is in a range between a few seconds and several m nutes
for authorized delivery of SMS-nessages. In a situation wherein nmultiple
SMSC' s 5 are involved, it is possible to send the SMs5-nessage with a forged

SMEC 25 ad¢yesmsidisizne MI_FWD_SM nessage, to hide the rgalnisdRibdobss of the
sendi ng network and SMSC. For exanple, a party using an %RB network A to

send (unwanted) SMS-nessages to recipiefts in SMB- network B may set the
SMBC- address of the SMSC 5A of network A on both SCCP and MAP | evel in the
55.7 protocol stack to that of 30 a different SMSC 5 of SMS-network C, thus
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and the ©zfy Jhe network element 11 is an SMS-routing systemand wll
herei nafter also be referred to as SMR The SMR 11 com:. prises a converter

12 ah® a dat abase, ThiefdtS twsdk dp apdbF¥R tlumahbe imprmgedgoetiork 1
alnfl SMR thegﬁbbgr?wmmﬂbv@,gmé QJiquT ﬁaet ﬂ@lhﬁﬁﬁ&ﬂ'@@i?@jﬂ fépatewngelvu'd | be
illustrate reference to . 4. etywork el ement or M
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el enkht @ftpgdt@rb@orﬂ@g‘ﬁﬁgwc&r@h@@epe implemented in different ele-

ments or applications, e.g. in a distributed environment, in
which case the network element 11 is to be regarded as the set
of these elements and/or applications.
The first phase the delivery process again comprises
20 the HLR-request SRI_SM to obtain the first routing data of the
mobile terminal 2, e.g. imsil assigned to msisdnl. The router 10
is set such that this request is directed to the SMR 11. The re-
gquest SRI_SM is forwarded to the HLR &, however with the OGT set
to smrl, i.e. the address of the SMR 11. Subsedquently the SMR 11
25 receives the first routing data, i.e. imegil in this case, for
delivery of the SMS-message to the mobile terminal 2. Thus, in
contragt to the prior art process asg displayed in Fig. 2, imsil
is not transmitted to the SMSC 5 but to the SMR 11. The con-
verter 12 converts or translates the first routing data, i.e.
30 imsil, to second routing data, e.g. imsi2. The message
SRI_SM RESP comprises imsi2 and is transmitted to the SMSC 5 in
responge to receiving imsil in the SRI_SM RESP from HLR 6. The
LUT 13 stores the values of imsil and imsi2 such that imsil can
be derived from imsi2. As an example, imsil and imsi2 are re-
35 lated, such that:
imsi2 = £(imsil)
imgil = £ (imgi2)



of these el enents and/or applications. The first phase the delivery process
again conprises 20 the HLR-request SRI _SMto obtain the first routing data
of the nobile termnal 2, e.g. insil assigned to nsisdnl. The router 10 is

set such t\bﬁtzodsni) .fequest is directed to the SMR 11. TgnNi8pabess SR SM

I's forwarde HLR 6, however-with the OGI set to smrl, 1.e. the
address of the SI\/R 11. Subsequently th&9SVR 11 25 receives the first routing
data, i.e. insil in this case, for delivery of the SM5-nessage to the

nobile termnal 2. Thus, in contrast to the prior art process as displayed
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The method and system according to thig embodiment of

15 the invention enable that instead of providing access to the
firgt routing data for delivery of the SMS-message to the mobile
terminal 2 in the HLR-request SRI_SM, the network element 11
only transmits the second routing data in response to receiving
the first routing data. The first routing data, i.e. the data to

20 communicate with the mobile terminal 2, are only available for
the network element 11, i.e. the second routing data functions
as a key for communicating with the mobile terminal. Accordingly
the HLR-reguest SRI_SM and the receipt of the SMS-message
MT _FWD_SM can be correlated resulting in the possibility to con-

25 trol the delivery of the SMS-message to the mobile terminal.

It is noted that while in the above embodiment of the
invention, the first routing data comprises the international
mobile station identifier (IMSI) of the mobile terminal 2 and
the second routing data comprises a converted IMSI, other rout-

30 ing data may be used as well, such as the address of the MSC 3
or the local mobile station identifier (LMSI).

In a particularly advantageous embodiment for control
of the information flow in the SMS-network 1, the network ele-
ment 11 can be used for identifying and/or preventing

35 unauthorised delivery of an SMS mobile terminated message, i.e.
as a firewall. In an embodiment of the invention the method fur-
ther comprises the step of comparing the address of the SMSC 5



15 the invention enable that instead of providing access to the first
routing data for delivery of the SM5-nessage to the nobile terminal 2 in
the HLR-request SRI _SM the network elenent 11 only transmts the second
routing da@vgzb‘ggllq,p@ponse to receiving the first routi ng(ohdtResnbfsf1 st
routing data, 1.e. the data to 20 communicate with the nobile termnal 2,
are only available for the network el eient 11, i.e. the second routing data
functions as a key for conmmunicating with the nobile term nal. Accordingly
the HLR-request SRI _SM and the recei pt of the SM5-nessage MI_FWD SM can be
correl at ed Eﬁé“ﬂnﬁfk %%&é@%ﬂo%ﬁ lahh' EMet Q38P8s L% f NAle ts_ﬂ%cﬂeﬁ ivery.eof the
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and Ml F ddres qgofi ng) such that a maliciou ender. of unwanted
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SVE-Hes sae-mersadre arreb/éirpttr@msmhétsw ar@@%@@@w mmsesa@h tfﬂﬁat it can
be checkgdsahe! hergt hgh &-ror message, can be performed. The SMS-message

preferably will not be forwarded to the MSC 3 or the mobile ter-

minal 2, such that the user of the mobile terminal 2 is not
bothered. Further the capacity of the SMS-network 1 and require-

20 ments for the elements therecof are saved for delivery of
authorized SMS-messages.

Alternatively or in addition, the time interval AT be-
tween transmitting the second routing data in SRI_SM_RESP to the
SMSC 5 and receiving the SMS-message in MT_FWD_SM at the network

25 element 11 can be determined or monitored. Typically, spammers
first collect large amounts cf routing data for delivery of the
unwanted SMS-messgages to the mobile terminals 2 before actually
transmitting the SMS-messages, which takes a considerable mount
of time. In contrast, authorized delivery of SMS-messages is

30 usually performed in a range within seconds up to several min-
utes. Thus, the time interval AT can be used to distinguish
authorized from unauthorized delivery of SMS-messages. If e.g. a
time interval AT of more than 1 hour is determined, the SMS-
megsage is identified as unauthorized and appropriate action can

35 be taken.

Preferably, the transmitted second routing data to the
SMSC 5 are different from the received first routing data of the



dress of the SMSC 5 in the HLR-request SRI _SM and the SM5- nessage MI FWD SM
is identical. If not, address spoofing is identified and appropriate
action, such as discarding of the 15 SM5-nessage and/or transmtting a
predeflneqwbg&ggaﬁgzto the SMSC 5, e.g. an error nessagg/NigelobhRsperformed.
The SMS-nessage preferably will not be forwarded to the MSC 3 or the nobile
ter- minal 2, such that the user of thé2nobile terminal 2 is not bothered.
Further the capacity of the SMs-network 1 and require 20 nents for the

el ements thereof are saved for delivery of authorized SMS-nessages.
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SMSC t hat sends the SV5- nessage. The SMV5-nessage Ng FWD SM | s dlrectly send
to the tt&auest SRI_SM and the S-meszage MT FWD SM do paSs the SMR
or are available to the SMR 11, the information flows can be
controlled.
Finally it is noted that the method and network element
according to the invention can be applied together with other
20 methods for controlling information flows, such as identifying
and/or preventing unauthorised delivery of SMS mobile terminated

messages.
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m nating MSC 3. However, since the second routing data are 10 unknown for
the MSC 3, which only possesses the first routing data insil of the nobile
termnals 2, the delivery of the SM5- nmessage to the nobile term nal 2
fails. Accordingly, bypassing of the SMR 11 in the second phase, wherein
the actual SM5- nmessage MI FWD SMis sent, does not succeed. Since both the
HLR 15 request SRI _SM and the SNB—nessHbe MI_FWD _SM do pass the SMR 11 or
are available to the SVMR 11, the information flows can be controll ed.
Finally it is noted that the nethodsgﬁﬂ%ﬂﬁtmork el ement according to the

i nvention can be applied together w er 20 nethods for controlling
information flows, such as identifying and/or preventing unauthorised

delivery of S bj.l e.t rnlnated sa od for
ol 1 very of a DroPenE et SRals Snal TaRar st Babslmeint Mae ettt L o)
conpri si nglacongptising ko edtwsrendlenfdnt X1haoat lksaste aoeildndiningl (Br mihalethp?) , sai d
nmet hod risi the steps of: - receiving first routing data (insil) of
sai d noblf§avgwﬁgﬁéepi§§ for delivery of said SMS-message to said nmobile
termnal (2) at gSedethingefirswoioltingl daneibsil) bl y4id mobitaneeihdl e) addivEdyredkaid out i ng

data (insil) to cond routin at a snlt sai d second
rout i ﬁ]g datZi (i S35 IR Sfﬁiirgobﬂgfe\%'&%@laé%%drﬂm(%g elin?f‘ttdr]ggponse to

rlecei Vi n? s;ai d- fldcbfg\tl\e/gfr@@ild ng;tdaaﬁxagdatarr&mil)t,osccohaefbatuvgdaga(aﬁma;ai d network ~
el enent (11) sai - Message C is ai econ nsi
o onvert | hg RLG SHACTETY PR (il BHF and aehtl et AL dh: o

(inmsi2) to saldr&p@ﬁ&mr&guﬁg@gddmianmhgﬁud@nﬁ@r dellvery of said SMs-nmessage
to said nobile term nal % g nethodﬂg laim1, wherein, sald first
routing data conmpPieLd® & fed| “ﬁ‘twé?F'h EPhAl ) 35 BM EmSEasE PP HEATIdrFRNd (1 VB )
(imsil) of the mamhg&nagﬁﬂznam (2) and sai d second routlng dat a conprlses a
different IMSlI (insi2). 3. The thod of claiml or wherein said

SVB- network (1) fORYeHER ah%i I&&%Eglewtéméar%?efoqﬁléglgg}géatgém%@ SEEffY¥ e (SMBC)

(5) and said neth@dg b LRSI (GO SESaill BRISShRRSe Bfsaid mobBERIMMhAE)at sai d
net wor k el enent (11% a request (SRI_SM fromsaid SM5C (5) for said first

routing data (insil);
2. The method of claim 1, wherein said first routing data comprises the international

mobile station identifier (IMSI) (imsil) of the mobile terminal {2} and said second routing data

comprises a different IMSI (imsi2).

3. The method of claim 1 or 2, wherein said SMS-network (1) further has access to a
short message service centre (SMSC) (5) and said method further comprises the steps of:
- receiving at said network element (11) a request (SRI_SM) from said SMSC (5) for
said first routing data (imsil);
- transmitting a response message (SR1 SM_RESP) to said SMSC (5) comprising

said second routing data (imsi2).

4. The method of claim 3, further comprising the step of comparing the address of said
SMSC (5) in said request (SRI_SM) and the address of said SMSC (5) in said SMS-message for

detecting unauthorized delivery of said SMS-message.

5. The method according to one or more of the preceding claims, further comprising the
step of determining the time interval (AT) between transmitting said second routing data (imsi2)

and receiving said SMS-message.



- transmtting a response nessage (SRI _SM RESP) to said SMSC (5) conpri sing
said second routing data (insi2). 4. The nethod of claim3, further
conprising the step of conparing the address of said SMSC (5) in said
request (SRI_SM and the address of said SMSC (5) in said SMS-nessage for
detecting unaut horized delivery of said SM5-nmessage. 5. The net hod according
to one or nore of the preceding clai nsl4 furt her conprising the step of
determining the time interval (AT) between transmitting said second routing
data (inmsi2) and receiving said SVM5-nessage. 14 6. The nethod according to
one or nore of the preceding clains, wherein the validity of said second
routing data (6.fihsdjether ptavakingab ey orangpe efttbd mmmgdlahﬁsmhéreinémwaliditybf The

hod di h di wher e id
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first routing data (insil). 8. A nethod for delivery of a short nessage
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delivery of said SMs-nessage to said nobile termnal (2) at said network
el ement (11) ; - converting said first routing data (inmsil) to second

routi ng data (8. mn2thod andelivetylciaShor esagge Séide mmcbsiagumian@NMemc(rk nmsi 2)

fromsaid network el ement (11) i res nsetor IVI.I’l first routing
data (i msf}))comprising (‘?o‘ﬁf‘b‘ﬁ?rﬁre}"ﬁ'%etfib?]a%tbr visdi OIFCOF“O ‘P’g‘ ng “LI‘R? dressage
servi ce ( SMyprisiigazagpsoft N an SM5-network (1) conpri SI ng a network el enent

(11) to at least one. mobile termnal (2) a ast .inclu

execut abl e code PHFMEAYSrEting da Jn}a "3 }15“4 I“Pé’f ¢ PRt ey tgé?egwgr.y ST'§ of said
nobi | e term nal s(B)mésdge @HaidRIbite cefmaal(m) at MBrelRsE ag@erdi 01 15ai d nobi | e
termnal (2) at said network el enment ; - onvertlng{tsald first routing

data (insil) to §8‘&:V6ﬁtﬂ'g|5%ﬂ|ﬁf5h@“%&d&ta((i“ﬁ§ toypecond poptingdadimsiyy di d second
routing data (iMfasdmifting¥hid &ecbnd Q6L Kiad! (BRI frdnk 3did InBwoFiCSIBAEE €1 1) Qn
receiving said first routing data (insil); - receiving at said network

el ement (11) salf?ﬁp@ﬁ)smr’r%%l@éa‘ééfﬁbf"i“’éli‘&f@tasfé{‘i'sd second routing data (insi?2),
and - converting at said network elenent (11) said second routing data
(imsi2) to said first routing data (imsil) for delivery of said SMS-nmessage
to sai d nobi | e%tcempraar prozyam aroductrfos delygiy e @ shest Bgwagaspvise (BYS)aeeeedi ng to
claim9, ﬁdl:{nté’}%-n&%mr(!)Sdoﬁﬂnﬁﬁ)gmh@t@érk efcﬁn%ﬁttﬁ ﬁ% & l%%ethé féﬂ{%nil(?i) at

per form n(T:] the nethod of at |east one of the 'clains 2-7
east including computer executable code portions for:

- receiving first routing data {imsil) of said mobile terminal (2) for delivery of said

SMS-message to said mobile terminal (2) at said network element (11);

converting said first routing data (imsil) to second routing data (imsi2);

transmitting said second routing data (imsi2) from said network element (11) in

response to receiving said first routing data {imsil);

receiving at said network element (11) said SMS-message comprising said second
routing data (imsi2), and
- converting at said network element (11) said second routing data (imsi2) to said first

routing data (imsil) for delivery of said SMS-message to said mobile terminal (2).

10. The computer program product according to claim 9, further comprising computer

executable code portions for performing the method of at least one of the claims 2-7.



11. An SMS-network (1) conprising a network el enent for delivery of a short
nessage service (SM5) nessage to at | east one nobile termnal, said network
el enent being adapted for: - receiving first routing data (insil) of said
mobile termnal (2) for delivery of said SMs-nessage to said nobile
termnal (2); - converting said first routing data (inmsil) to second routing
data (inmsi2); - transmitting said secofd routing data (imsi2) in response to
receiVing said first routing data (insil); - receiving said SM5-nessage
conpri sing sai r.ou nei 2 in sald second
routing data (?hsf??agnaw &d??“mgF“P%u T &; "w"%&ﬁégv?yf%aSﬂ) TTVEFy of

sai d SM5- nesisa(§dIS) messagedo ardkdst @ctmeibile tading] z)ud ndtZorkkenebiMisingatiapoadkorf 1)

o oxecute. he" miKBEARRgP g E R i FOST "ORE B P L PL A o 5 3 AT

net wor k el ement SMElesbape tauail rhdbilarerduB-2)et wor k (1) for delivery of a short
nmessage service (SM5 e to termnal (2), said
network el ement (1Y mﬁé?@g%éffamge%taf(ﬂ?ﬁ © S?Cgﬂ‘g%\‘}fl??gdaﬁ(mﬂr outing data

(inmsil) of said npbimiftingekid sednd (rd)ting atad@héiYeiny refifonsiotrecsbiifiy 686 Siage t o
said nobile term nal (“?ré - converting said first routing data (inmsil) to
second routing &4 ¢4 ’i“%) transmitting said second routing data (inmsi?2)

in response to- res@mﬂgwasmsinéswgs&omm@mglsarwsdda{daco&ungamhhmsrz) agLei ving said
SM5- message conprising sajd second, routi (I ns -. converting
sai d second rout iAYcHEE ] Wﬁ‘?"ﬂ)rot‘tﬁ‘gs‘ﬁifad("?‘?‘?)sfto ﬁa@uf‘ish{ii)ué%& Qat% iCiemsil) forf or

delivery of sai del3¥g-dT8s$SUS-hcdsa %@-ﬂo@aﬁﬁﬁbﬂle&eﬁrﬁﬁﬁ(ﬁm (2). 14. The network
el enent (11) according to claim 13, wherein said network elenment (11) is

further adapted to execute the method according to at |east one of the
claims 2-7. 12. The SMS-network (1) according to claim 11, wherein said network element (11) is

further adapted to execute the method according to at least one of the claims 2-7.

13. A network element (11) for use in an SMS-network (1) for delivery of a short
message service (SMS) message to at least one mobile terminal (2), said network element (11)

being adapted for:

I

receiving first routing data (imsil) of said mobile terminal (2) for delivery of said

SMS-message to said mobile terminal (2);

converting said first routing data (imsil) to second routing data (imsi2)

transmitting said second routing data (imsi2) in response to receiving said first

routing data (imsil);

receiving said SMS-message comprising said second routing data {imsi2), and

converting said second routing data (imsi2) to said first routing data (imsil) for

delivery of said SMS-message to said mobile terminal (2).

14. The network element (11) according to claim 13, wherein said network element (11)

is further adapted to execute the method according to at least one of the claims 2-7.



