- 1 SO05P0734 DESCRI PTI ON | NFORVATI ON MANAGEMENT
APPARATUS AND | NFORMATI ON MANAGEMENT METHCD Techni ca
Field [0001] The present invention relates to an

i nformati on nmanagenent apparatus and an i nfornmation
managenent nethod which manage access to information
stored in a nmenory region having a relatively |arge
capacity. In particular, the present invention
relates to an information nagenent apparatus and an
i nf ormati on managenment nmethod which store electronic
value information in a nenory regi on and performSp5P°734
secure informati on comunication for electronic
paynent and so on. [OOB3FRIRBE@N specifically, the

resent invention relates to an infornation
ﬁ?@é’v&éﬁéﬁﬁ WG AREARATY R AN NN FORMATA RH AMERMIEMENT

met hod which all ocate Vﬁé&ﬂ%ﬁbfiles in a menory

regi on and -manage i nf or for service operation.
In particular, the present invention relates to an
i nformati on managenent apparatus and an information

ToEHagenent emgt hod whi ch copy or back up val ue
information electronically stored in a nenory region

[Gllsnoothly transfer the value information between
term nal s. SO5PO734

The present invention relates to an information
management apparatus and an information management method
which manage access to information stored in a memory region
having a relatively large capacity. In particular, the
?resent invention relates to an information management
apparatus and an information management method which store
electronié value information in a memory region and perform
secure information communication for electronic payment and
S0 on.

[0002]

More specifically, the present invention relates to an
information management apparatus and an information
management method which allocate various files in a nemory
region and manage information for service operation. 1In
particular, the present invention relates to an ihfprmation
management.apparatﬁs and an information management method
which copy or back up value information electronically

stored in a memory region and smoothly transfer the value

information between terminals.




Background Art [00031 A contactless proximty
communi cation system typified by IC cards, is
begi nning to becone wi despread because of sinplicity
in operation. Typically, for using an IC card, a user
holds the I1C card to a card reader/witer. The card
"reader/writer is always polling an IC card, so that,
when it detects an external 1C card, a conmmunication
operation therebetween is started. For exanple, with
an 1C card on which secret “codes, other personal
aut hentication information, and value i nf or mat i o1PoF0734
such as electronic tickets are stored, authentication
processing can be perfornmed on attendees and
Bgagsquxis at cash di spensers, the entrances of
orEe?t d &fbes, the ticket gates of stations, and so
£00041 Recently, | C cards having nmenories with
re? ively |arge capacities have energed in
CONjpUREhHEQBL YEL D pformmwws&uﬁuﬁfha& &@Péfaca{'
technol ogy. Wth an I C <Card aving aﬁ ge- capaC|ty
bYEND s r dal, OV b db &g ren ifrid @ oSpsteme widesprReEer yespase and
simul taneously storing nultiple applications therein
s i lowst tyhénsppefrat ja@ .calypticabéy stk Usdmgneht IQl eard, a
pur poses. For exanple, storing nultiple applications,
: 'u%‘%}?:ﬂloééise[t%t?%rﬁ%rqﬂﬁe? Fardereadenird tsrso5Hpy 3gard

%ﬁ% )];Fr&%gg J?Q a wea%/tsr %gllilmgcggtlé Ocrar%nt ] tﬂat, awhen it

~detects an external IC card, a communication operation

therebetween is started. For example, with an IC card on
which secret codes, other personal authentication
information, and value information such as electronic
#ickets are stored, authentication processing can be
performed on attendees and passengers at cash dispensers,
the entraﬁces of concert venues, the ticket gates of
stations, and so on.

[0004]

Recehtly, IC cards having memories with relatively
large capapities have emerged in conjunction with
improvemen£s in micro-fabrication technology. With an IC
card haﬁing a lérge-capacity memory, providing a file system
in a memory space and simultaneously storing multiple
applications therein allows the single IC card to be used
for multiple purposes. For example, storing multiple

applications, such as electronic money for electronic




concert venue, on one IC card allows the IC card to be
used for various purposes. The "el ectroni c noney" and
"the "electronic ticket" as used herein refer to a
schenme in which paynent (el ectronic paynent) is nmade
based on electronic data issued according to a fund
provided by a user or refer to such electronic data
itself. [0005] An IC card and a card reader/witer (a
card reader/witer apparatus) nmay be provided with
wired interfaces for connection with an externa
apparatus, in addition to wirel ess/contactless S05P0734
interfaces, and be incorporated into respective
pappertatarskesn sdehtasnhobiicketpliomesntPDARILA perspenafic
di gital assistances), CE (consunmer el ectronics)
CEPPAFatfEeE, QRACPer E%n‘é@rct@'r%&@tﬂér ghegfgrcard to be used
confl uration can proyid 1 ar at uses one
b Gl aﬁngg ¢ t%e
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" g%g; nc h S t
é echno [{n\(%lyttgg}ﬁg e %ésg%egs h%r%\l';;geir sg%gf te%l dlr}'r%ggﬁl onal
wﬂi@xlﬂﬂﬁrbénftomebﬁﬁéﬂaw pdRhtaces mi&OAY sde0lon
exanpl e, when a proximty conmunication systemis
elborstartivut edtbyissedd apparratingesoas fanpuyimivededdby a
informati on hone-el ectroni ¢ apparatuses, contactl ess
ugmnmMmirederobousiely elddtroaidsdata perferfived on a
one-to-one basis. Also, an apparatus can conmuni cate
[GREH a non- apparatus counterpart - 4 805P0734

devi Celcstl:'le(::rhd a3 daaC%gtrgcgr\legger}wrlqcar d. {a caSgCh a case,

reader/writer apparatus) may be provided with wired
-interfaces for connection with an external apparatué, in
additiqn to wireless/contactless interfaces, and be
incorporated into respective apparatuses, such as mobile

- phones, PDAs, (personal digitai assistances}), CE (cbnsumer
electronics) apparatuses, and personal computers. Such a
configuration can provide those apparatuses with one 6r both
of the IC card function and the card reader/writer function.
In such a case, the IC card technology can be used as a
versatile bidirectional proximity communication interface.
f0006]

For example, when a proximity commﬁnicationrsystem is
constituted by such apparatuses as computers and information
home-electronic apparatuses, contactless communication using
IC cards is performed on a one-to-one basis. Also, an

apparatus can communicate with a non-apparatus counterpart




application for perform ng one-to-many comruni cation

between one apparatus and nultiple cards is also

possi bl e. [0007] Further, various applications

i ncl udi ng communi cation of electronic val ue

informati on with outside, such as electronic paynent,

utilizing IC cards can be executed on information

processing termnals. For exanple, with a user

interface, such as keyboard,and a display provided on

an information processing fern1nal a user

instruction for an |1C card can be given by the 505P0734

i nformati on processing termnal. Also, when the IC
dREGE /i SUEBNABCE cRPRRGE vt 16 pavte, IoMcdng SEBEedN

in the |IC card can be communicated through a

SRR IGHIAR BT vRFKE OTRIdI% PBRAEPyRany &Pgw@lf:aitla% defetween
He phone

a d the . |C card fro
’f#&ﬁ’%ﬁa?ﬁg ol AP IS SREEE | b 21008 2 RLF e
@ﬁenwfor a service provider may be allocated in the
bU|It-|n menory of an IC card so that information

(€. Burthser vadeRuisl kel i o4 Bathamicl Gat hgNcomh@i TR im,
other value.information, and user history (a |o0g))
off gleskrvnte vaﬂuﬁzmnﬂmrmaampnewhthnodnﬁubhe sechi ge
provider is managed in the file system This can
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conmmuni cation and. t hat replace conyenti ona
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1n€%§@geélvghéﬂug%'keyboard and a display provided on an
information processing terminal, a user instruction for an
..IC card can be given by the information processing terminal,
‘Also, when the IC card is connected to a mobile phone,
content stored in‘the IC card can be communicated through a
telephone network. Additionally, a charge for usage can be
paid with the IC card from the mobile phone through the
Internet connection.
[0008]

A file system for a service provider may be allocated
~ in the built-in memory of an IC card so that information
{e.qg.., user‘identifiéation/authentication information, other
value information, and user history (a log)) for service
operation carried out by the service provider is managed in
the file system. This can achieve useful services that are
based on contactless proximity communication and that

replace conventional prepaid cards and service cards for




[ 0009] Conventionally, 1C cards are independently

i ssued for each service provider and are used by
users. Thus, a user rnust prepare |IC cards for
respective services he or she wshes to use and nust
carry them In contrast, according to an IC card
having a nenory space with a relatively |arge
capacity, a capacity that is enough to store
information regarding nultiple services can be
ensured in the built-in TeRory of a single IC card
(e.g., refer to Non-patent Document 1). [0010] SA3RP734
regard to the nenory region in an IC card, an IC card
respeerivarEges.t he entire menory region in its initial
state and a service provider, other than the IC card
[Pe&Rer, separates a new file systemfromthe nenory
regi_on an io cates the file systemto an

applACHEPSHOFIH Y Hite FRiGS. £h8 b%%"r%ﬁ‘}d@ﬁlt&ﬂ’ éggped for
V, soEne £l yst em separatio means yirtua
e%%ﬁd%% 1SS gﬁgége é%ggﬁ?ﬁb ﬁ% hﬁnﬂ? ?egﬁ‘ Sr & user

ms@:pagﬁ;ga% q&e&a}amc&r Pusgestdvat SUCHHE W2 WRI Ghe
mul ti ple | es systens exist I1n the nmenory region in

widieed Cﬁccanrsda ahlli BuLBreyrgy itdemul th pdéen i, cakken8ing
i.e., diverse applications, using one IC card. [0011]

to/aam s ceypebaving s wenionfyospateoni tls uclredstévetyr barge
S0520734 noney_and el ectronic tickets, can be
caRagirtaly 2sCEPRALEN WIRt He eRPHIBrtarstaTAngormathon

user conveglen e i s considered,
regarding multiple services can be ensured in the built-in

memory of a single IC card {(e.g., refer to Non-patent
Document 1).
[dOlOl

With regard to the memory region in an IC card, an IC
card issuer manages the entire memofy region in its initial

state and a service provider, other than the IC card issuer,

separates a new file system from the memory region and

allocates the file system to an application for achieving

the operation of each service. The file-system separation

means virtual IC-card issuance. Repeating the memory-region

- separation operation provides a structure in which multiple

files systems exist in the memory region in the IC card.
This can provide multiple applications, i.e., diverse
applications, using one IC card.

[0011]

Various types of value information, such as electronic




it 1s necessary to back up data held on the IC card.
Exanpl es include a case in which the nodel of nobile
phone incorporating an I C chip in which val ue
information is stored is changed and a case in which

a failure occurs to a card or apparatus incorporating
an 1 C card. [0012] When data in an IC card is copied
or backed up, - duplication of the data nust be
prevented. In the case of cash transfer, cash may be
noved froma wallet to andtfRef wallet, but does not
increase. In contrast, while value information, SHp&E734
as electronic noney or an electronic ticket, has a

myae v eared) H egdtephitot talsdt s, t lmansbbstanceef dtheredvahuen
information is digital data. Thus, there is a
Iﬁéo@%ﬂbiqn &y fRachihe dHiogi ﬁaprvgm'eeniﬁrmemtsi gangsdered,
licated in both the IC card of the dat
1‘Er HIHIATSAG e Par Ucl‘héialté es}a of WF‘e Irceccé‘r'f@u ng end

0 rm.t hoth the_ ends the ue |n o mat
2t SRR L R Mttt i I
1Mo r st i ngUsh Be é}ﬁﬂ{‘slfne%@i@ht Qailu&omﬁﬁmatt%hylsl n

this case, "when IC card is used for nmultiple
steqpdd cat ichasged. &nd a SadmAagediby aufdiple seevrseto a
provi ders, the procedure beconmes conplicated. - 7

CcBObRO7 3prp@etal iforrpexaing, avalOecardormation in the
| C chlp may be
[0012]
When data in an IC card is copied or backed up,
duplication of the data must be prevented. In the case of
cash transfer, cash may be moved from a wallet to another

wallet, but does not increase. In contrast, while value

information, such as electronic money or an electronic

ticket, has a value equivalent to cash, the substance of the

value information is digital data. Thus, there is a
possibility that the original value information is

duplicated in both the IC card of the data transmitting end

and the IC card of the receiving end to permit both the ends

to use the value information.

1 [0013]

When data in an IC card is copied or backed up, data
must be transferred to a correct party. In this case, when
the iC Card is used for multiple applications, i.e., is
managed by multiple service providers, the procedure becomes

complicated.




transferred in conjunction with a procedure for
changing the nodel of nobile phone. However, since
there are possibilities that value information is
| ost due to a communication failure or machine
failure during the transfer and'the value information
is fraudulently replicated or tanpered wth,
t el ephone conpani es have great responsibility. [0015]
On the other hand, a nethod in which each piece of
value information in the FC7’chip is transferred by a
correspondi ng service provider is also possible. SO5P0734
Al though this nethod is; effective in terns of
‘[oesppnsi bility separation, the user needs to undergo
mul ti ple procedures when the nodel of nobile phone is
chanpedexp@pls,] vdINen-ipdvembt Dot unernthel[C chip may be
"Musen- |1 C-tagu no Subete - Gonm-tsubu-chip de Bijinesu
tpansferfecuin  £eriierriorPmaptith 20proopdure F}P orp6hepoing, the
REI Techn Iog Edi ti ng Departnent, N kkei Business
nedt 19 rPGILe ﬁylwa?) DS 6Sar 818F° | TRRHR 267 Probl ens
péé@i%il%%&ggdtggtt¢$§#é“§aya Etiggqgghx§g5%9Z3%oAa
~prinmary object of e present Tnvention is to provide
cEmBHRRIEIEQbn | AL O IRL IQN IRAAGE BN 1. ARPYH AL WS @Ad 8Pansfer
i nformati on managenent net hod whi ch al |l ow vari ous
add |8 tvalubeinfdoeaiiet I8 EraRoMIshyiggireplandtali| ew
i nformation for

tampered with, telephone companies have great responsibility.
[0015]

On the other hand, a method in which each piece of
value information in the IC chip is transferred by a
corrésponding service provider is also possible. B&Although
this method is, effective in terms of responsibility
separation, the user needs to undergo multiple procedures

when the model of mobile phone is changed.

[0016]

[Non-patent Document 1]
"Musen-IC-tagu no Subete - Goma-tsubu-chip de Bijinesu ga
Kawaru" (issued on April 20, 2004, pp 106 to 107, RFID
Technology Editing Department, NIkkei Business Publications,

Inc.)

Disclosure of Invention
Problems to be Solved by the Invention

[0017]



service operation to be managed. [0018] A further
obj ect of the present invention is to provide a
superior informati on nanagenent apparatus and an
i nformati on managenent nethod which all ow val ue
information electronically stored in a nenory region
to be copied or backed up and allow value i nformation
to be smoothly transferred between term nals. Means
for Solving the Problens [0019] The present invention
has been made in view of Th& ~foregoing objects and
provi des an infornation managenent appar at us S05P0734
i ncluding: a comunication section for
- traks pirtihang/ slepetty iafy tihat aresdutip Uglivemtwonel 8Sso osrovide
wired transm ssion path; data processing section for
apseresisimgnfpenghi on marrmmrnemteapp@:caemse ceigly anhe
connunlcatlon section; nmenory space in which a file

1’{5 %@%Eé’&‘ BoT R RS St dﬂetﬁi‘%ﬁ’cé’%FHga%Je%‘fﬂbﬁﬂ%‘sanfﬂéﬁ@eﬁo
", qh |velf|Ie creatin neansdfo creaflﬁg ?
GEr GoinpaFFY AT 8Pt 1RO ToRBaFPR fRF
s@@vﬁ?&%?@r%mhd@é‘tﬂé cakien, | ”f ormation of a

destination at whi ch the archive fileis to be
[deconpr essed being attached to the archive file.
[0020] The "informati on managenent apparatus”
r ef &r fedthaxr object of the present invention is to provide
a superior information management apparatus and an
information management method which allow value information
~electronically stored in a memory region to be copied or

backed up and allow value information to be smoothly

transferred between terminals.

Means for Solving the Problems
[0019]

The present invention has been made in view of the
foregoing objects and provides an information management
apparatus including:

a communication section for transmitting/receiving data
‘through a wireless or wired transmission path; |
déta processing section for processing the data

transmitted/received by the communication section;

a memory space in which a file processed by the data
processing section is arranged; and

archive-file creating means for creating an archive




herein is an apparatus in which a wireless

communi cation section and a contactless TC card
incorporating an 1 C chip having a data

transm ssion/reception function and a data processing
section, a contact IC card having termnals on its
surface, or an I C card having function simlar to the
contact/contactless IC card are incorporated into an

i nformati on-comruni cation term nal apparatus, such as

a nobile phone, a PHS (p&r8onal handyphone system,

or a PDA (personal digital assistance). The |C 430734
having a contactless IC card function may be
filel &nenited edist honeeriBhite bet bavkedhupn Rferigliegtion
front end and a logic circuit (protocol control, RF
igEpoehilian of, acdewkirhjdoocessivhgch thgqﬁnnylaphfcle is to
processi ng, and nenory managenent) are |nte%rated or
Wwawsgﬁieﬁﬁéagm%qw &P fbRe2EfR e ifflenhi ch
[égg F analog front end and the logic circuit are

ated. Hereinafter, those may be sinply referred

10 88e alnkdhfaCidn aﬁég@méﬁ%'{E?Aﬁﬁ%&%ar?éfé e§%¥x>The

i nf or mati on nmanagenent appar at according to

he¥isenls anvepphost S A wiata Br 0CLsBé4Y EaEkingBaaneh a
menory - 10 - S05P0734 region including a data storage

sareniomy ansluehcastart =RERON] caaddiatspdas imgdahalC chip
conmuni cation function. For a nobile phone, an

h%%ﬁﬂﬁ'ﬁa@a§ﬁot§@@§mﬁﬁﬁM9@Mr§9@htaenaﬁPﬂQEMQQrQnﬁaalﬂgtaa
built-in I C chip, nmay be detachably configured. Al so,
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whi ¢

its sd}face, or an IC card having function similar to the
contact/contactless IC card are incorporated into an
information-communication terminal apparatus, such as a
mobile phone, a PHS (personal handyphone system), or a PDA
(personal digital assistance). The IC chip having a
contactless IC card function may be implemented with one

chip into which an RF analog front end and a logic circuit

(protocol control, RF demodulaticon, command processing,
cryptographic processing, and memory management) are

integrated or may be implemented with two or more chips in

which the RF analog front end and the logic circuit are
separated. Hereinafter, those may be simply referred to as
an QIC card" as a collective term.
[0021]

The information managemenf apparatus according to the

present invention has a data processing section and a memory




subscriber information issued by a nobile tel ephone
conpany is recorded may be included in the |IC card.
The informati on managenent apparatus may perform data
comruni cation through an information conmunication
network, such as the Internet, or may performdata
communi cation directly with an external term na
apparatus in a wired or.wreless manner. [0022] The
present invention relates to providing a service that
utilizes the tanper resistdfce and the authentication
function of an IC card and that requires security05P0734
i nvolving the comunication of value information. The
reghet Viddludihe al €aeardtdraggenenatly sefaraat @l EBPROM,
multiple areas and . encryption keys different for
am@sp@ﬁtmm@ ar dasa at@mpraviadédn fancoinn.ol Faccessobille
‘"area" referred to herein corresponds to a file
P%S@ﬁ«ﬂﬁﬂoﬁﬁéﬁﬁéalb@i%ﬁﬁﬁﬁ'@P h@ma ﬁ%ﬁﬁn%ﬁ apdcecdrdghaving

t d al t
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particular, an I use e app

sdlﬁ&:r@b@&oﬁh@&mé\tid}ﬁtlstsh%d b¥la m%l%QBH@ company
processi ng becones conplicated. [0024] In contrast,

id reichedpriesentbé nverltuided, i8i tlke BN cxrehi vehef ihEormation
including the termnal ID of a transfer destination is

nanagered tf ppRe tRit s inent berfore adatambrmingtcgtadni phpough

an information communication network, such as the Internet,
or may perform data communication directly with an external
terminal apparatus in a wired or wireless manner.
[0022]

The present invention relates to providing a service

that utilizes the tamper resistance and the authentication

function of an IC card and that requires security involving

the communication of value information. The memory in the
IC card is generally separated inte multiple areas and
encryption keys different for respective areas are provided
to control access. The "area" referred to herein
cofresponds to a file system obtained by separating a memory
space or a directory or an independent file in a file system.
[0023]

When user convenience is considered, data held in an IC
card needs to be backed up, and in particular, an IC card

used for multiple applications has a probiem in that the




predeterm ned storage place, value information can be
securely backed up. Further, the archive file can be
deconpressed by only an apparatus specified with the
termnal ID. [0025] A schenme in which access to a

file and directory in the 1C card is managed using a

counter is enployed. Further, after the archive file

is archived in a storage space, the .counter value of
the original file is erased to prevent access,

t hereby making it possible llo-achieve file transfer.

[ 0026] The informati on managenent apparatus accorsdiorg’34

to the present invention further includes file-link
bal€isig) pabicagsing afscdnls dempgnabteg. a | i nk bet ween

files to be sinultaneously opened. The file-Ilink
(e@zdlgnati ng means designates a link between a file

whose archive file was created and an access .

manafefeht: 35 orRatienPFEPeNt NMeNEACONacREREe an archive

f t f the fil d
oA BOL T oH i de e V8 PFI® Ve heateatrgstion is
cAGER35¥on_ALCESS, TRAGRTENL, TEARS, SIJY LANeQUS| Y

opens the access -- managément frle,

pRAYFRFIBENEE COSS SR RABBRN vh I ACLHHAREE onWEhR BhE
access managenent i nformation, and updates content of

sddigeagCchasSkemnggenent-thekor oBé | Lrchithe rageessn be
managenent information file describes a counter

decgmpaesasdtie cadoess appAvgewerdpdaiffdedari o, tior the

t;géi%ayhgg? archive file was

[0025]

A scheme in which access to a file and directory in the
IC card is manéged using a counter is employed. Further,
after the archive file is archived in a storage space, the
counter value of the original file is erased to prevent
access, thereby making it possible to achieve file transfer.
[0026]

The information management apparatus according to the
present invention further includes file-link designating
‘means for designating a link between files to be
simultaneously opened. The file-link designating means
designates a link between a file whose archive file was
created and an access management information file in which
access management information for the file is described.

When the file whose archive file was created is accessed,

access management means simultaneously opens the access




created, and the access managenent neans decrenents

the counter value every tine when the access

managenent information file is opened. Advantages
[0027] According to the present invention, it is
possible to provide a superior information nmanagenent
apparatus and an information managenent nethod which
allow various files to be allocated in a nenory area
and allow information for service operation to be
managed. [0028] According 10 the present invention

it is possible to provide a superior informatiom05P0734
managenent apparatus and an information managenent
mapagersenthifch cal benfoahsieadasfser managamert et ragmiocdbhye
stored in a nenory area to be copied or backed up and
Wt oW % A re SsnrgnRaERRE i fssmardenhl gndtyrdatfesr codtent
ge%Meen term nal s. %002%%§)Further obj ects, features,
Cand A H A BE BT RE -1 EG5peR 34 ThT AEHRSS AFBATERM T
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Brief Description of the Draw ngs

- created, and the access management means decrements the

counter value every time when the access management

information file is opened.

Advantages
[0027]

According to the present invention, it is possible to
provide a superior information management apparatus and an
information management method which allow various files to
be allocated in a memory area and allow information for

service operation to be managed.

[0028]

According to the present invention, it is possible to

provide a superior information management apparatus and an

information management method which allow value information

electronically stored in a memory area to be copied or
backed up and allow value information to be smoothly
transferred between terminals.

[0029]

Further objects, features, and advantages of the




FIG 1 is a diagram schematically show ng the _
configuration of a contactless |G card comruni cation
system to which the present invention is applicable.
FIG 2 is a diagram schematically showing the entire
~configuration of a service providing systemthat uses
el ectronic noney, electronic tickets, and other val ue
i nformati on which are realized using IC cards. FIG 3
is a view showi ng the state of a menory region in
whi ch the original card i sstrer manages only his or her
file system FIG 4 is a view showing that a card05P0734
i ssuer can permt lending (or releasing), of a blank
paeeent nrhigition filk beyste mpparestpfyom maerec eetai hed
region to a region admnister. FIG 5 is a view
dg et Mgl A Ss teasedi Anwie cinhassmsat dsepyiked mrdwivder has
creat ed n file system by separatin a menor
AFEEFHITT o e BECPEA i (TP haaBar B9 SATHPARY N6
d'fgw&rﬁg.ew showing a state in which a common region
dmmistrator separates, in a region permtted by the
- 14 S05P0O734 card issuer, the nenory, with
common-regi on systemcode SCO. FIG 7 is a diagram
‘Bsimfiv g car ipttrivat of echen Dafaiwdlageul tiple file systens
exist in a nenory regionin an ICcard. FIG 8 is a.
[@@HYr am schematical ly showi ng an exanple of the
structure of data in a file system FIG 9 is a

di a§fdm $hoWi A ta%e 2Pasrierdntsaiuvashenisy thee file

cgﬁggéﬂpation of a contactless IC-card communication system
to which the present invention is applicable.

FIG. 2 is a diagram schematically showing the entire
configuration of a servicé providing system that uses
electronic money, electronic tickets, and other wvalue
information which are realized using IC cards.

FIG. 3 is a view showing the state of a memory region
in which the originél card issuer manages only his or her
file system.

FIG. 4 is a view showing that a card issuer can permit
lending (or releasing), of a blank area in his/her file
system, a memory in a certain region to a region administer.

 FIG. 5 is a view'showing a state in which another
service provider has created a new file system by separating
a memory region in an area permitted by a card issuer.
FIG. 6 is a view showing a state in which a common‘

region administrator separates, in a region permitted by the




FIG 10 is a diagramshow ng a state in which areas
are hierarchized in the nenory space in the IC card.
FIG 11 is a diagram schematically showi ng the
functional configuration of firmvare in the IC card.
FIG 12 is a diagram showi ng a schene for archiving
files and directories in an IC card. FIG 13
schematically shows the basic configuration of a file
systemin which a link between files is designated.
FIG 14 is a diagram schemetd cally show ng the
configuration of a file systemin which a file i $#0F0734
directory and a counter file are Iinked or a directory
cand Isswountée hehergs evilibnketmoft fegildn isysaeti agdansCo.
schematically showing the configuration of hardware
of & G.C7capdasdirdnsm sboviding soruaneeedborhhent of
{1 resent invention. FIG 16 is a flow chart show ng
5 Hfg]cee ﬁgSHFB%ﬂLﬁ”e‘-Sff&n éef“ﬂ“ﬂ@yar?glrﬂ@ in an IC card.
rel onghi be ween fi stem
SosRaTant H & Sraeem, cpf S EH TG rOR Y St
i %@ﬁi&%x@%fa&g@ﬁmﬂ Fifilel §yBaupNg a file-1ink
rel ationship designated in the file system Reference
Nurrgttal s9 {9031dishram skawingeagerdadid @bonf2guratida of
car
the file system.

FIG. 10 is a diagram showing a state in which areas are
hierarchized in the memory space in the IC card.

FIG. 11 is a diagram schematically showing the
functional configuration of firmware in the IC card.

FIG. 12 is a diagram showing a scheme for archiving
files and directories in an IC card.

FIG. 13 schematically shows the basic configuration of

~a file system in which a link between files is designated.

FIG. 14 is a diagram schematically showing the
configuration of a file system in which a file in a
directory and a counter file are linked or a directory and a
counter file are linked.

FIG. 15 is a diagram SChematically'showing the
configuration of hardware of an IC card section according to
one embodiment of the present invention.

FIG. 16 is a flow chart showing a processing procedure '
for setting a link relationship between files in the file

system.




3 ... controller 111. ... issuer comrunication
apparatus 112 ... operator communi cati on appar at us
113 ... manufacturer comruni cation apparatus 114 ...
storage-regi on separating/registering apparatus 115
... operation-file registering apparatus 116 ... IC
card 117 ... network 121 ... card issuer 122 ..
card-storage-regi on operator 123 ... .apparatus
manufacturer 124 ... card-storage-region user 1001

... antenna section 1002 - .15 anal og section 1003
digital controller 1004 ... nenory 1005 externalS05P0734
interface - 16 1006 ... carrier-wave detector 1100
... FIehi 12 ieranifialw thi@t. shopimagramreeassohleprodsdiGe
... display section -1130 ... user input section
fan srcessipgwer Ll piagrigunier 6l ler LBU06RPEAM iBashivbde

for Carrying Qut _the Invention
designated in the file system.

Reference Numerals
[0031]
1 ...'card reader/writer

2 ... IC card

3 ... controller

111 ... issuer communication apparatus

112 ... operator communication'apparatus

113 ... manufacturer communication apparatus

114 ... storage-region separating/registering apparatus
115 ... operation-file registering apparatus

116 ... IC card

117 ... network

121 ... card issuer

122 ... card-storage-region operator
123 ... apparatus manufacturer

124 ... cérd—storage—region user
1001 ... antenna section

1002 ... analog section

1003 ... digital controller

1004 ... memory

1005 ... external interface




[0032] An enbodi nent of the present invention will be
descri bed below in detail with reference to the

drawi ngs. [0033] a. Contactless Data Contmuni cati on
Systemusing IC Car FIG 1 schematically shows the
configuration of a contactless |IC card comuni cation
systemto which the present invention is applicable.
[0034] This contactless card systemincludes a card
reader/writer 1, an IC card 2, and a controller 3.
Data is transmtted and Teteived between the card
reader/witer 1 .and the IC card 2 in a contact!| éP0734
manner utilizing electromagnetic waves. That is, the
car dooeéader / anttBsr-wavier alesBttsr a predet er m ned
command to the IC card 2 and the [C card 2 perforns
pr oddddi ng- corkh ebporrtinigatlo t he recei ved command. The
ICcard 2 then transmts response data, - 17 SO05P0734
cor rédBondi RFYHF FhEPitE6e48Fng result, to the card

reader/witer. 1. [0035] . The card reader/witer 1 is
conﬂ‘zgped'todﬁ%l%brﬁefg&ﬁo& 3 via a predeternined

i ntgrkgce (e,8p iq{% couplignt with the RS-485A
standard or the |1 3. By supplying a control signal

to theocard geaderduppit,etoderdecontrol l er 3 causes
it to perform predeterm ned processing.

Best Mode for Carrying Out the Invention

. [0032]

An embodiment of the present invention will be
described below in detail with reference to the drawings.
[0033] |
e £] D o . . : . IC Card

FIG. 1 schematically shows the configuration of a
contactless IC-card communication system to which the
present invention is applicable,

[0034]

This contactless card system includes a card
reader/writer 1, an IC card 2, aﬁd a controller 3. Data is‘,
transmitted and receilved between the card reader/writer 1
and the IC card 2 in a contactless manner'utilizing
electromagnetic waves. That is, the card reader/writer 1

transmits a predetermined command to the IC card 2 and the

. IC card 2 performs processing corresponding to the received

command. The IC card 2 then transmits response data,




[0036] B. Operation of IC Card FIG 2 schematically
shows the entire configuration of . a service
provi di ng systemthat uses el ectronic noney,
electronic tickets, and other value information which
are realized using IC cards. [0037] A system 100
shown includes, for exanple, an issuer comrunication
apparatus 111 used by an IC card issuer 121, an
operator communi cation apparatus 112 used by a card-
storage-regi on operator 1227 & nanuf act urer
.communi cation apparatus 113 used by an apparat us$05P0734
manuf acturer 123, a storage-region separating
cappasEingdinbl 4 oante apr opersicoreshike tegilst emirng
apparatus 115 used by a card-storage-region user 124.
re@d38|wriwean t-he | C card i ssuer 121 issues an |IC card
&ég o a - 18 S05P0O734 card holder 126, file data
[ 3 ding a service provided by the
car qrage 24 is re stered L0 t he
car 4756 Bt S8k, I e St R B e Dol o
3860 £ drleaerbtndddy e Gacd helder JZ6 L %l&ﬁﬁ@'é@th

- services fromboth of the IC card i ssuer 121 and
tIearRE-s193rAgeand el 05y USSR 1124) .[ 083 RupAs isgowncbitrol

FIG 2, in the system 100, the issuer

signal to the card reader/writer 1, the controller 3 causes
it to perform predetermined processing.
[0036]
B. Operation of IC Card

FIG. 2 schematically shows the entire configuration of -
a service providing system that uses electrdnic money,
electronic tickets, and other wvalue informatidn which are

realized using IC cards.

[0037]

A system 100 shown includes, for example, an issuer
communication apparatus 111 used by an IC card issuer 121,
an operator communication apparatus 112 used by a card-
.storage—region operator 122, a manufacturer communication
apparatus 113 used by an apparatus manufacturer 123, a
'storage—region separating apparatus 114 and an operation-
file registering apparatus 115 used by a card-storage-region
user 124,

[0038]

When the IC card issuer 121 issues an IC card 1l6 to a




communi cati on apparatus 111, the operator
communi cation apparatus 112, the nmanufacturer
comuni cati on apparatus 113, the storage-region
separating apparatus 114, and the operation-file
regi stering apparatus 115 are connected through a
network 117. [0040] The IC card issuer 121 is one who
issues the IC card 116 and provi des his/her service
through the IC card 116. [0041] Upon receiving a
request fromthe |1C card Tssler 121, the
car d- st or age- r egi on operator 122 provides a serV|%Q§PO734
for lending, of a storage region included in a
csrdrhgedsediiconfifa derh corwuctiony Aesery)ced mprdvede@ by
- card 116 issued by the IC card issuer 121, a storage
th@g%?msrratra@ RegieR ewsdy hafe isCreghserad der the1Ifo
% f@rd storage r géon user 124. [0042] Upon
C?Jé e Paqae%¥ ?fo%ﬁf%lﬁ@dcgpadg%?%ge qse@geﬁhe 19
PO34 r t.h ara nanufacturer
sHidle afztt PR FRE O st LR LR T e R Re B e
Fidft whtth &gl icMerscidard QLstsiﬁ%rCQQﬂ §ﬁ@rt§%e d=8QL QR UEGL -
124. [0043] By issuing a request to
regidh sfsmrage4regi on operator 122, the
card-storage-regi on user 124 uses the storage region
[&@#3%he I C card 116 to provide his/her own service.

The card stora%F reglon user 124 corresponds to a
As shown in in the system 100, the issuer

communication apparatus 111, the operator communication
apparatus 112, the manufacturer communication apparatus 113,
.the storage-region separating apparatus 114, and the
operation-file registering apparatus 115 are connected
through a network 117.
[oo40]

The IC card issuer 121 is one who issues the IC card

116 and provides his/her service through the IC card 116.

[0041]

Upon receiving a request from the IC card issuer 121,

the card-storage-region operator 122 provides a service for
lehding, of a storage region included in a storage section
{a semiconductor memory) in the IC card 116 issued by the IC
card issuer 121, a storage region that is not used by the IC
card issuer 121 to the card-storage-region user 124,

[0042]

Upon- receiving a request from the card-storage-region



service provider that creates a new file system by
separating the nmenory region and provides his/her
service by wusing his/her owm file system [0044] The
card hol der 126 is one who receives the I1C card 116
issued fromthe IC card issuer 121 and receives a
service provided by the IC card issuer 121, that is,
is an end user. After the issuance of the IC card
116, when the card holder 126 desires to receive a
service provided by the car¥ﬁ'3torage-region user 124,
he or she uses the storage-region separating S05P0734
apparatus 114 and the operation-file registering
opgpparet U2l 15heoapparet s manefdatareedgiddimguiaheures
service of the card-storage-region user 124 onto the
the TRRRIPIGS91iTheseRdaing Rppezrlupol HerarkPgleddners it
recei ve the service of the card-storage-region user
£q 2 [GIAS P EORRER PR HVTYi Y5 ta 1€ér vi ce of the IC card
[b§§yfr 121 and - 20 SO05P0O734 a service of the
card-storage-region user 124 by using the single IC
car gyl18suhe S¥RDs100:ha5 Lo guEghL PO 1 hat
makes it difficult for an unauthorized person to
ofpemtthd anapl ytiei terd-oitoaveewkbfeodlaiserd a2uhesssotige
region in which the file data regarding the services
stpfradee re@ionrdf thhsukr cB2d ahd tbepravridiestdisdberr egnon
user 124 are stored. [0046] Although FIG 2
S§UVAsst-r afBS GAERTEINRIARNITEAIORCUFE chtdl corresponds to a

service provider that creates a new file system by
separating the memory region and provides his/her service by
using his/her own file system.
f0044j

The card holder 126 is one who receives the IC card 116
issued from the IC card issuer 121 and receives a service
provided by the IC card issuer 121, that is, is an end user.
After the issuance of the IC card 116, when the card holder
126 desires to receive a service provided by the card-
storage-region user 124, he or she uses the storage-region
separating apparatus 114 and the operation-file registering
apparatus 115 to store a file data regarding the service of
the card—storagenregion user 124 onto the IC card 116.
Thereafter, the card holder 126 can receive the service of
the card-storage-region user 124.
[0045]

When providing a service of the IC card issuer 121 and




i ssuer 121, one card-storage-region user 124, and one
card holder 126 exist, nmultiple issuers, users, and
hol ders may exist. [0047] The IC card 116 nay be, as
its definition, a card-type data comruni cation device

or may‘ be enbodi ed as a nobile phone (or another

nmobile termnal or CE device) having a built-in

sem conductor chip incorporating the so-called "IC

card function”. The IC chip, jncorporating the

contactless |IC card funcTi%%'hay be i nplemented wth

one chip into which an RF analog front end and &095F0734

logic circuit (protocol control, RF

anbeEty e aff ddwwodakdt $orragomegndnpreeest2hdyy using the
tographi ¢ _processing, and nenory nmanagenent) are

sfrﬁ%ﬁ rat @6 Iy bERS rpisfBnt 88 hed e tepnicigugsFéon that
ngPLOS{ g ihioh e, RE, analog Lrons sad.and the togic,

ITCUlt arée” ‘separ -
chanat . 8ho configurati of _an
D S dot Y o T2 BR R B8 i oGl gTon
iprasien thev enlkofatAS cy2@Wingt BBe | Lo 6L SQGL kAR 16 card
constituted by an anal og section 1002 connected to an
izgutenid lseotli bhe 16044~ st cdiaget abgtomt uodt e241@83, sBored.
menory 1004, and an external interface 1005, and is
[}RA44% into a nobile ternminal 1100. This IC card

se;ﬂt be implenented with a one-chip

Sont L ORRE dF i neogrBhBtF €195 £ase 1n wnilh one TC card
issuer 121, one card-storage-region user 124, and one card
holder 126 exist, multiple issuers, users, and holders may
exist.

[0047]

The IC card 116 may be, as its definition, a card-type
data communication device or may be embodied as a mobile
phoné (or another mobile terminal or CE device) having a
built-in semiconductor chip incorporating the so-called "IC
card function". The IC chip incorporating the contactless
IC card function may be implemented with one chip into which
‘an RF analog front end and a logic circuit (protocol control,
RF modulation/demcdulation, command processing,
cryptographic processing, and memory management) are
integrated or may be implemented with two or more chips in
which the RF analog frppt end and the logic circuit are
separated.

[0048]




or may be inplenmented with two-chip

sem conductor-integrated circuits by dividing the RF

anal og front end and the logic circuit section.

[0049] The antenna section 1001 perfornms contactless

data transm ssion/reception to/froma card

reader/witer apparatus, which is not shown. The

anal og section 1002 perforns processi ng on anal og

signals sent/received to/from the antenna section

1001. Exanpl es of the procedsing include wave

det ecti on, nodul ati on/ denodul ation, and cl ock S05P0734

extraction. The antenna section 1001 and the anal og

sectiIénh 13082hemmsidalllye sacwonthet haxshvamt ephddguration

between the I C card section and the card

of edlet? WidnCe Feappar ad¢eerdigastl olpeembpedingint of the

controller %003 centrally controls the praocessing of
 PEPETRi YO PBe e pt T o B a ERRd IEnea T heqtdon 1s

' he | C card. .The digiital controller 1003

R A B b S T 95 P 0P R CTHIREE s 225l e
anfesm s sHB4oandobNUSs L3 td3echhtiS AIOMRBN 2 memory

application for electronic noney, electronic ticketss,
16 smdoan eetbordll pmagradaceodeosxemd ed Byitbeinto a

digital controller 1003, and to store work data
mefriiendeerdoal i bh00 | 00HLs] ICTheréxdertialn matyebéace 1005
.is a functional nodule via which the digital nodule
IRRYREgtrer Wibh3e g G eenacerfeptor-integrated circuit

or may be implemented with two~chip semiconductor-integrated
circuits by dividing the RF analog front end and the logic
circuit section.
[0049]

The antenna section 1001 performs contactless data
- transmission/reception to/from a card reader/writer
apparatus, which is not shown. The analog section 1002
performs processing on analog signals sent/received to/from
- the antenna section 1001. Examples of the processing
include wave detection, modulation/demodulation, and clock
extraction. The -antenna section 1001 and the analog section
1002 constitute a contactless interface betwéen the IC card
section and.the card reader/writer apparatus.
[0050]

The digitai controller 1003 centrally controls the
processing of transmission/reception data and the intérnal

operation of the IC card. The digital controller 1003 is




wi th an apparatus, such as the nobile term nal 1100 or
the 1like, based on an interface protocol that is
different from the protocol for the contactless
interface for linking wwth the card reader (not
shown). Data witten to the nenory 1004 can be
transferred to the nobile termnal 1100 via the
external interface 1005. [0052] 1In this case, when
comuni cation is perfornmed with the card :
reader/apparatus, data retetded fromthe card
reader/witer apparatus is transmtted to the nobi(a®0734
term nal 1100 via the external interface 1005, w thout
lbedbhly womeettddioafheradibiasgabdavestedy doder dindgthos
an appropriate conversion rule, or after being
CEBNYET tidd tonedone dif f aprhitcatigok fprsetectnarec money,

ibnverael&h ﬂata reg&ived fromthe nobile termna
IO ML THE BT er TRY Tt f &0l PRI tRERALA™ COFet BXtHerd

r rLweiter ar Vi he_cont actl es
of e (AR PR C o PP R Gty hRetc s Whamgee
dePINErd:@dutidd, SO05PO734 according to an appropriate
conversion rule, or after being converted into a
{dbsflerent packet structure. [0053] |In the present
enbodi nent, the IC card section is designed such that
it MThebekternat orttee faobi 105 ersriandluntt@0nal onodisks via
and a wired interface, such as a DART (Universal .
NS dReoAb g tRe crEe Traksrlieeri003 poaydegrgscoppection

external interface 1005.h}bmever, t he interface
Wi (ﬁWiﬁEBFF%ﬁu%T ﬁ?ﬁ? as the mobile terminal 1100 or the

like, based on an interface protocol that is different from
the protocol for the contactless interface for linking with
the card reader (not shown). Data written to the memory
1004 can be transferred to the mobile terminal 1100 via the
external interface 1005. |

[0052]

In this case, when communication is performed with the
card reader/apparatus, data received from the card
‘reader/writer apparatus is transmitted to the mobile
terminal 1100 via the external interface 1005, without being
converted, after being converted according to an appropriate
conversion rule, or after béing converted into a different
packet structure. Conversely, data received from the mobile
-terminal 1100 via the external interface is transmitted to
the card reader/writer apparatus via the contactless

interface, without being converted, after being converted




external interface 105 is not particularly limted and
thus may be a wired interface or a wirel ess

interface, such as a Bluetooth comuni cation

interface or | EEE 802.11 interface. [0054] The IC
card section can be driven by radio waves transmtted
fromthe card reader/witer apparatus and received
via the antenna section 1001. Naturally, the IC card
section may be configured such that a portion or al

t hereof operate in respon"séz 0 power supplied fromthe
mobi | e terminal 1100. [0055] The nobil e terni nalSOEFEG34
corresponds to an information processing term nal,
asoehdiayy domebi beppbpnis tePDAnvpessonatul e,onputagitetPEeing
The nobile term nal 1100 includes a program
ceRRTid dnte1e1differept pprokest pbAuAtW=. and a user
['Qggi section 1103. [0056] - 2 4 - SO05P0734 The

% amcontroller 1101 is constituted by, for

exanpl ] r SQor..a M. and nonge_ of
oo Eae ERELAPIABERIRCYL R P RLa0 s
aesRfdeSukar LRYS iProCessiRgies ViKeE SndbinRy tEbRi FAM Ao
a work area, in accordance with program code stored in
féherseOMandhe wpreteasiarFage| VEEES 4N6l WARTPN UACSST $HL
for the IC card section, in addition to the primry

Afyarditriopeys Bechiver dramspilltéephpnis fussst iagn thef exbernal

. hobile termnal 1100. . . .
interface 1005. However, the interface specification of the

external interface 105 is not particularly limited and thus
may be a wired interface or a wirelesé interface, such as a
Bluetooth communication interface or IEEE 802.11 interface.
[0054]

The IC card section can be driven by radio waves
transmitted from the card reader/writer apparatus and
received via the antenna section 1001. Naturally, the IC
card sectioq may be configured such that a portion or all
thereof operate in response to power supplied from the
mobile terminal 1100.
f6055]

The mobile terminal 1100 corresponds to an information
prbdeésing terminal, such as a mobile phbne, FDA, personal'

computer (PC). The mobile terminal 1100 includes a program

" controller 1101, a display section 1102, and a user input

section 1103.

[005¢]




Naturally, the programcontroller 1101 nmay be provided
with an external storage device, such as a hard di sk,
and anot her peripheral device. [0057] The program
controller 1101 can access the IC card section via
the external interface 1005. [0058] The display
section 1102 is inplenmented with, for exanple, a
liquid-crystal display. The display section 1102 can
di.splay, on the screen, the result of processing
performed by the progran1céﬁtrbller 1101, to notify
the user about the result. [0059] For exanpl e, SOR&0734
user input section 1103 is constituted by a key board
and Tae] pgogltarh d@mtreldenstioltid donsaitoued bpanedr
pl aced on the display screen of the.display section
exgyle amd misrogrecdssathe auféH, t ond nplROM (omsand which
and/ or data - 25 SO05PQ734 to the nobile term na
areviiard FRforhati onT}%et W&@@Pﬁ‘éﬁ?%ﬁﬁr ﬂ’@@utﬁéogﬁimus

r.ogram control | %Ql t he nobi.l e teHnnaI .
PG 10y SR LRt et Bal &8 T S8 Maur ce.
éema%eawﬂeﬁtls%@/ramo% E%o?@& Shown. gof0614,, When

the user of the nobile term nal 1100 having the

processing services include proce551ng for the IC card
section, in addition to the primary functions, such as a
mobile phone function, of the mobile terminal 1100,
Naturally, the program controller 1101 may be provided with
an external storage device, such as a hard disk, and another
peripheral device.

[0057]

The program controller 1101 can access the IC card
section via the external interface 1005.

[0058]

The display section 1102 is implemented with, for
example, é ligquid-crystal display. The display section 1102
can display, on the screen, the result of preocessing
.performed by the program controller 1101, to notify.the user
about the result.

[0059]

For example, the user input section 1103 is constituted
“by a key board and a jog dial .or is constituted by a touch
panel placed on the displéy screen of the display section

1102, and is used by the user to input a command and/or data




built-in IC card section holds the nobile term nal 110
to the card reader/witer apparatus,

Wi rel ess. communi cati on between the |1 C card section

and the card reader/witer apparatus is started and
data i s exchanged between the digital section 1003

and the card reader/witer apparatus via. the antenna
section 1001 and the anal og section 1002 which serve
as a wreless interface. [00621 C. File Syatem The

use of the tanper resi st anc® and the authentication
function of the IC card can provide a service tha&05P0734
requires security involving the communi cation of
tyathee riobfidemaeininal readditibdr, inflotire ipneseéntrage medium
enbodi nent, file systens for respective service
1pP@viders are allocated in a single nenory region and

[ &@ fingle IC card is shared by the nultiple service
@ U ders and is used to provide multiple services. -

26 0 PO ith ect .,to the.nenpry regi

"o TH PEbesn cohitolteR, BT sk OB IR Teni Yoo
id SBMBfenMBRaPERe NuRtiicie a MBIR! Yok &I hrciNeBuen as a

service provider other than the 1C card issuer
baepatyat @hiahnesy ddd eshwydt.em from t he nmenory region,

both the separation right of the nenory regi on and
[G0fel laut hentication of the IC card issuer are required.

[ 0064]

Wheén the user of the mobile terminal 1100 having the
built;in IC card section holds the mobile terminal 110 to
the card reader/writer apparatus, wireless communication
between the IC card section and the card reader/writer
apparatus is started and data is exchanged between the
digital section 1003 and the card reader/writer apparatus
via. the antenna section 1001 and the analbg section 1002
which sexrve as a wireless interface.

[0062]
C. File System

The use of the tamper resistance and the authentication
function of the IC card can provide a service that reguires
security involving the communication of value information.
In addition} in the present embodiment, file syétems for
respective service providers are allocated in é single
memory region and the single IC card is shared by the
multiple service providers and is used to provide multiple

services.




Once the nmenory region is separated, access to the
file .systemrequires authentication by the service
provider of the file systeminstead of by the
original ICGcard issuer. Thus, the boundary between
file systens serves as a firewall and can preferably
bl ock unaut hori zed access from another file system
This can ensure usability as if the IC card were
i ssued by a service provider itself during the use of
each service. Repeating thelfrenory region separation
operation provides a structure in which nultiple S03r8534
systens exist in the nenory region in the IC card. The
[bobBt'system separation neans virtual |C-card issuance.
[ 0065] The operation of the nmenory region in the IC
car @iwhl kespoot b désc mebedy wredi arefier ¢hee I€oc&dGS. 13
to 6. [00661 FIG 3 shows the state of the nmenory
thegimi-ial REPER: t B of iatdl iegpari Banagedlggestdaty
his or her file system - 27 S05P0O734 Syst %m code SC1
TFRICY HE G g n@‘i‘e‘gaﬁ FIISTE PFRVILSU ANy ghan the IC
cSYS1 AL QIS ARABASIRN L QS GaRLZR0L Oy MIED B RERSEDE!
e Tl e card

evice of program accesses e system of t
ré$SMEN bodll the s&eth A8 AN riidant bEi e imhdz9dechliof: and
an argunent for a request command). [0067 FIG 4

tish et Helnaati chheos as £l dissuer caad peswdt drendicagiréat
rel easing), of a blank region in his/her file system

[@O064]

Once the memory region is separated, access to the file
system requires authentication by the service provider of
the file system instead of by the original IC-card issuer.
Thus, the boundary between file systems serves as a firewall
and can preferably block unauthorized access from another
file system. This can ensure usability as if the IC card
were issued by a service provider itself during the use of
each service. Repeating the memory region separation
.operation provides a structure in which multiple files
systems exist in the memory region in the IC card. The
file-system separation means virtual IC-card issuance.
[0065] |

The operation of the memory region in the IC card will
now be described with reference to FIGS. 3 to 6. |
[0066]

FIG. 3 shows the state of the memory region in which

the original card issuer manages only his or her file system.




menory in a certain region to a region manager. At

this stage, the file systemin the nenory regi on has

not necessarily been separated yet. The card issuer

can permt lending nenory to nultiple region

managers, as long as his or her file systemhas a

bl ank region. For exanple, in a configuration.in a

file systemis identified with a 4-bit system code,

the nenory regi on can be separated into up to 16

areas (can be separated up 40715 tines). [0068] FIG

5 shows a state in which another service provi derS03F4d34
created a new file system by separating a nenory

- Sysggrorcoden S€1r égrobheermiditned byrtihisseed isssusensdThy sa
new file systemis given systemcode SC2 by the

S $SITRAES @ angapagerernaviganieat | ofheWrn exteareeér nal

dde.vice or_program accesses the file system operated
%V?%é’%%%rgﬁ Pefforesatimim Sttt BYStEhesdhn card

. i der)., ;th t is, . used
PR R dro e B’ O SRR R o Ghee-=2
a B3 o aUSSLu LN TR hng) [ 0069] FIG 6 shows a

. state in which a cormon region adm nistrator
[GepHErates a nenory in a region permtted by the card
i ssuer, by using comon-region system code SCO  Wen
an E%€er hathdeyidetothpr ogranmmocesses phenit |lerglisgem
that is an operation region of the comon region

(ordRedieesiagor , of e Wypskerrgdte Sodivhasedids anstem, a

memory in a certain region to a region manager. At this

“stage, the file system in the memory region has not
necessarily been separated yet. The card issuer can permit
lending memory to multiple region managers, as long as his

or her file system has a blank region. For example, in a

'configuratibn.in a file system is identified with a 4-bit

' system code, the memory region can be separated into up to
16 areas (can be separated up to 15 times).

[0068]

FIG. 5 shows a state in which another service provider
has created a new file sfstem by separating a memory regibn
in a region permitted by the card issuer. This new file
éystem is given system code SC2 by the system-code
management organization. When an external device or program
accesses the file system operated by the memory regioﬁ
administrator (the service provider), the system code SC2 is

used as an identification code {i.e., an argument for the



identification code (an argunment for a request
command). [0070] Repeating the separation operation
on the nenory region of the IC card provides a
structure in which nultiple files systens exist, as
shown in FIG 7. The original card issuer or the
servi ce provi der who have obtained his/her own file
systemon an | C card through the perm ssion by the
original card issuer can utilize his/her own file
systemto provide areas amf services for its own
busi ness expansion. (0071] The operation in one 4380734
systemw Il now be described. The sane operation is
reggest ianmanaghi eved in any file system [0072] A
file systemincludes one or nore file systens for
[8ehPkvi ng an application for communicating el ectronic
value information with outside, such as a case for

el ect¥onitcshovy a sspe7in Wbé?%t#nCOWQQ@eﬁﬁﬂyoPeglon
be referred

B Ry P RbT i MROEVolBs3i PR G P bR R oY
ehE 1 47 138 30B 1 GBIt o600 AE005] Maelsco,

correspondi ng sefvice menory regro referred

Whéh a5 cktesBhVi 86vicd A regrah hhees8Ey iR ifAtkUdPsten
read access to the nenory, wite access, and

thaldiits e/ spbtreacdén aregifon widl ket obfuhomm nea)ilde:

i nformati on, such as electronic noney. [0073]
administrator, the system code SCO is used as an
identification code (an argument for a request command).
[0070]

Repeating the separation operation on the memory region
of the IC card provides a structure in which multiple files
'systems exist, as shown in FIG. 7. The original card issuer
or the service provider who have obtained his/her own file
system on an IC card through the permission by the original
card issuer can utilize his/her own file system to provide

areas and services for its own business expansion.
[0071]

The operation in one file system will now be described.
The same operation is essentially achieved in any file
system.
[0072]

A file system includes one or more file systems for

achieving an application for communicating electronic value

information with outside, such as a case for electronic




In order to restrict the use of an application, i.e.,
the start of a service, in accordance wth whether or
not the user has an access right, a secret code,
i.e., aPIN is -allocated to the application so that
PIN verification processing is performed during the
execution of the service. Also, for accessing a
service nenory region, encryption comrunication is
appropriately performed depending on the security
‘level of the application.”[4074] |In the present
embodi nent, a hierarchal structure anal ogous to S#35P0734
"directory” is incorporated into each file system set
paymérte. m@noeyorggregiom dlleda€edatd. aftaygdpl izppliboati bh
all ocated in the nenory region can then be registered
be nreferrade 40 aﬁ a Uesiview meppaychedicen'ea. A POOTEEsFaw
exanpl e, multiple applicatiqgns that are used for a
°Berd noff"trr Hﬁ%?al:ﬂ%?‘brappéﬁﬁﬁfz&%ﬁ on< *crhd?oraﬁécessmg
a cmpr S on 9.!'1 SOSIP‘(T)J?CE?’GL]- aSSOCI at ed \NI hl elh%} e &l gre Q
regi's PA 28TV CR ISRy TePagT onst ehé- SHESEr B2
ad %d',serk&aeaer praan dhale ahe sdpeRly dssoekatedaiddess
each other are registered in the same primary area).
tWWViHe Wemsrl ranfedsticesshe anpphddat iysutedachieasef n

the nmenory region are arranged in an orderly manner
vaing ﬁhéfapplV@EMQ(ﬁnfqmmatébhbcsewnlqs(Hkﬁnﬂrbhéd aogkey .
[gggﬁnlzed for the user. [0076]

In order to festrict the use of an application, i.e.,
the start of a service, in accordance with whether or not
the user has an access right, a secret code, i.e., a PIN, is
-allocated to the application so that PIN verification
processing is ﬁerformed during the execution of the service.
Also, for accessing a service memory region, encryption
communication is appropriately performed depending on the
security level of the application.

[0074]

In fhe present embodiment, a hierarchal structure
analogous to a "directeory" is incorporated into eagh file
syétem set in the memory region in the IC card. Each
application allocated in the memory region can then be
registered in an "area" in a desired hierarchal area.

[0075]
For example, multiple applications that are used for a

series of transactions or applications that are deeply




In order to hierarchically control an access right to
a file system a PIN can be set not only for each
application but also can be set for each area. For
exanpl e, the arrangenent can al so be such that, upon
input of a PIN for a corresponding area, an access
right to all applications (and sub-areas) in the area
is given through verification processing and mnutua
aut henti cation processing. Thus, inputting a PIN for
a correspondi ng area only &fce can obtain an access
right for all applications used in a series of S05P0734
transactions. Thus, access control becones efficient
addsbidtee usahi baty ofhdiharappagastisrds iMpeavede memory
[0077] Additionally, the arrangenment can be such that
regddrisplie thecesseraght s(ahodr, fnetser viaeeawrmiay aegi on
are permtted and secret codes are set for the
deqrlyedepreiatedselth ey, othep arg giegisdsaed e the same
service co ﬁsguted in the service nenor

t t
PEAN S7E0! + ol 1 AEEPBATTEY G i 4B Loagions and
3 . n dll H n .
PPl Oheo ST GR LEB AN BT LB GLERP ko

wite” execu f e sane servicée reg

arth frfher app1 PEASi e Sa effoEiéﬁ@Pj{ easdd ke apgunt”
and "reduci ng the anount” for electronic noney or

oxifdmdrzedakue tid aigeat on. The arrangenent can al so be
such that inputting of a PINis not required for
[@erlor mi ng reading froma nmenory region but inputting
of iain Pclnr’\clleirs troe%liiegsggcgféafle; fc%ggirg gli;ci?,ggs's 12[1%(1)118 o a
file system, a PIN can be set not only for each application
but alsoc can be set for each area. For example, the
" arrangement can also be such that, upon input of a PIN for a
corresponding area, an access right to all applications (and
sub—areas) in the area is given through verification
processing and mutual authentication processing. Thus,
inputting a PIN for a correéponding area only once can
obtain an access right for all applications used in a series
of transactions. Thus, access contfol becomes efficient and
‘Ithe usability of the apparatus is improved.
100771 |
Additionally, the arrangement can be such that multiple
access rights for one service memory region are permitted
and secret codes are set for the respective access rights,

i.e., for respective service contents executed in the

service memory region. For example, different PINs are set




FIG 8 schematically shows an exanple of the structure
of data in a file system In the illustrated exanple,

a hierarchal structure simlar to a "directory” is
incorporated into a storage space of the file system
That is, each application allocated in the nenory
region can be registered in a service nenory region

in a desired hierarchal area. For exanple;

applications that are deepl associ ated with each
other, such as applicationssthat are used for a

series of transactions, can be registered in the SHM 34
area (and, further, areas that -are deeply associ ated
fottdh sacH et heeagtinabe  egirstieeetdrésd tdrel satRepr eratYted
area). [0079] Applications (i.e., service nenory
forgiltnsamengeavéas reajiocat @dsien theférdnt Ridtsearhavet
secret code definition blocks. Thus, PINs can be set
oo " inreraaedpactNe AmABH | @&C RSP ingG dde MRUBECERT

gi ht for the file system. can ?e aiven for__each
SHpPH EHS B78Y REI PERRT G YEachtarEatien 32 Theps5p0734

a.{égér)r%cgmedtn c@gdgﬁ.ggnbe PA %%%tb§n§§£tirg)% Jf?sap%%h' Y€ not

ce contents when the nunber access right to a
rSQIM L FRNBEY fofRh Pl d=21iRgt FOBR- a RdmEXAMRIB on but
different PINs are set for a service "read" and a
is@itticey ‘ofeadPanNdi swidopli rexdecotefef Dsrmitrhe wedngng.
service nenory region, and different PINs are set for
[99Hr easi ng the anount" and "reduci ng the anount" for

el ectronic noney or other value information, ‘
FIG. 8 schematically shows an example of the structure

of data in a file system. 1In the illustrated example, a
 hierarchal structure similar to a "directory" is
incorporated into a storage space of the file system. That
is,leach application allocated in the memory region can be
registered in a service memory region in a desired
hierarchal area. For example, applications that are deeply
associated with each other, such as applications that are
used for a sefies of transactions, can be registered in the
same area (andf further,lareas that are deeply associated
with each other can be registered in ﬁhe same primary area).
[0079]

Applications (i.e., service memory regions) and areas
allocated in the file system have secret code definition
- blocks. Thus, PINs can be set for the respective
applications or areas. An access right for the file system

can be given for each application as well as for each area.




[0081] A verification section verifies PINs,
transmtted via protocol interfaces for contactless
data conmuni cation or the |ike using IC cards,

agai nst secret codes set in areas or service nenory
regions allocated to each application or directory.
The verification section then permts an access to a
correspondi ng nenory region. Reading and witing can
be perforned to the nenory region pernmtted to access,
via the protocol interface3? [0082] FIG 9 shows a
basic configuration of the file system As alredfpP0734
described with reference to FIG 8, a hierarcha
[s0BOTture anal ogous to a "directory” is incorporated
into the file system so that a service nenory region
al | deaeddition arPAppldacabkeonetafrheaaspgicstiveedeinice
desired hierarchal area. In the exanple shown in FIG

contenles s@ep EBe nRWHSE Cffe@‘:&ﬁs?sr%‘é@‘i itredeFHiGR BPBAY

0000 def 00
R PR bPa%ka”F?%%sﬁm s Pifleront ddGapyecaet for
a NBODS e of egtega ni Gk udes, Qne.o ‘-reg&r%&wﬂ@nogkécu@& heor

user block 1s a mnimumdata unit or which an access
tIoPesAld GRrivScenBeti@d; YQ¥ oner whaedi frfidird Physaare set

service 0108 definition block, i.e., a service 0108,
foxufﬂnerpaeyndetheramdmatgeadeErémMﬂmng rag anouh©08&jr
- electronic money or other value information.
[0081]

A verification section verifies PINs, transmitted via
protocol interfaces for contactless data communication or
E the like using IC cards, against secret codes set in areas
or service memory regions allocated to each application or
directory. The verification section then permits an access
to a corresponding memory -region. Reading and writing can
be performed to the memory region permitted to access, via
the protocol interface.
[00B2]

FIG. 9 shows a basic configuration of the file system.
" As already described with reference to FIG. 8, a hierarchal
structure analogous to a "directory" is incorporated into
the file system, so that a service memory region allocated
to an application can be registered in a desired hierarchal
area. In the example shown in FIG. 9, one service memory

region is registered in an area 0000 defined by an area 0000




In addition to perform ng access restriction for each
area and for each application, a secret code can be -
set for each type of service to perform access
restriction for each service. Secret code setting
information regarding a service to be subjected to
the access restriction is defined as a
secret-code-specific service (i.e., a "secret-code
service"). In the exanple shown in FIG 9, a secret
code for the service 0108 % defined as a secret-code
service 0128 definition block. The content of tR95P0734
secret-code service is stored in a secret-code
defiwitcieorddflackl ock. [0085] Wen the secret-code
service for the service 0108 is enabled, secret-code
[G@33Fication using the secret-code service 0128 is
required, before the service 0108 is started. to
per oM AL PELKR TR GETWACE HEUOPeraion 6H°$P§eﬁs‘é‘?e o
bl ock. ecificall when read/wit.e.(read/wite.
nOSHIRT BLOR < bnc Yl AT BIg6Ra " o SUIRECRLHaEs P
£&r RiMhcH @h LPEess HbersdaRR/ 34 A8HVEEE BHB skeSvice
verified before nmutual authentication. [00861 Also, a
defindd ®ymanpéyvieyi i aldegcati edoh Btk ,afplel.caki sarehde
be registered in a desired hierarchal area and areas
0X&h hlenhber prehidesll i tde, sarease timorar eegéepl y
associ ated with each other can be registered in the
primary area). In this case, setting a PIN for
each arsg can nake the area to be an access

restthi g {ﬁ#?ﬂﬂﬁ? PELECTripNg access restriction for each

area and for each application, a secret code can be set for
each type of service to perform access restricﬁion for each
service. Secret code setting information regarding a
service to be subjected to the access restriction is defined
as a secret-code-specific service (i.e., a "secret-code
service"). In the example shown in FIG. 9, a secret code
for the service 0108 i1s defined as a secret-code service
0128 definition block. The content of the secret-code
éervice is stored in a secret-code service data block.
[0085]

When the secret-code service for the service 0108 is
énabled, secret-code verification using the secret-code
service 0128 is required, before the service 0108 is started
to perform a reading or writing operation on its user block.
Specifically, when a read/write (read/write) command with

encryption is used, a secret code, i.e., a PIN, for the




shows a state in which areas are hierarchized in the
menory space in the ICcard. In the illustrated
exanple, in the area 0000 defined by the area 0000
definition bl ock, another area 1000 defined by an
area 1000 definition block is registered. [00871 In
t he exanple shown in FIG 10, two service nenory
regions are registered in the area 1000. A service
1108 -defined by a service 1108 definition block and a
service 110B defined by a ¥ervice 110B definition

bl ock can be provided in one service nenory regi<pFP0734
I'n this manner, different nmultiple services defined
sepvbne EEiice veebiyd WeGiren mutiblhenehentheatdoerr ed
to as "overlap services". Wth regard to the overlap
[88B&l ces, different services are provided in the sane
service area in accordance with an |nput PIN. In the
ot hérlSQer ¢i BRTVETROMPAMCEYi SRI1AN sk A9 F0C2Wef i ned

a serV|ce 110C def|n|t| n_blo can
TPV Sdregf%‘if%j As8r @Féér%%tq“rerfaé%ﬁl area

aﬁ&ré’fé% rE%&E%)é heghord sl auted, Looal |G dheadiagy
or witing operation to be performed on its user

abtOckatAB wiehCehbrlottdh Jdaef eeenegistefddsidthe same

naturally, a secret-code service can be defined for
peatdry sere)ce. Ihnthis sacas e sevhiéng aa SEOY eforcedeh area

service for a service is enabled, the start of the
capmigkee the pepai tedee an access restriction unit. FIG. 10

shows a state in which areas are hierarchized in the memory
space in the IC card. In the illustrated example, in the
area 0000 défined by the area 0000 definition block, another
area 1000 defined by an area 1000 definition block is
registered.

- [0087]

In the example shown in FIG. 10, two service memory
regions are registered in the area 1000. A service 1108
defined by a service 1108 definition biock and a service
110B defined by a service 110B definition block can be
pfovided in cone service memory region. In this manner,
different multiple services definea in one service memory
region will herein be referred to as "overlap services”
With regard to the overlap services, different services are
provided in the same service area in accordanée with an
input PIN. In the other service memory region, a service

110C defined by a service 110C definition block can be




after PIN verification using the secret-code service
is perfornmed. [0089] Wien it is desired to set a
common PIN for nmultiple services, an area containing
the services is created and a conmon secr et -code
service can be provided in the area. [0090] In the
exanple shown in FIG 10, a secret code for the area
1000 is defined as a secret-code service 1020
definition block. The content of the secret-code
service is stored in a sect®et~code service data
bl ock. [0091] When a secret-code service for thé&0ePed34
1000 is enabled (described below), each service in
ptbeidgdea 1000 is started after secret code
verification using a secret-code service 1020 is
[(pe88brned, so. that a reading or witing operation
can be perforned on its user block. - 36 SO5P0734
[ 0082 PerEfes %T3§6héﬁﬁpiéﬁFV&C%rﬁﬁﬁpqﬂu§eﬁaﬁEtF%n%ﬁarted

confjguration.of fir re in the LC car%# n w@ich.
At & rPFEé“%V%EéHE-&&ﬁ BEEBFEVPUEt’ i FES PRES? n3f
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protocol contro or comunication wth the card
nd Qe W ial 8bc¥ée-cod @REFIEEEEESN | Ko C [ et bk aggch

conmuni cation with the card
service. In this case, when a secret-code service for a
service is enabled, the start of the service is permitted
after PIN verification using the secret-code service is
performed.
[0089]

When it is desired to set a common PIN for multiple
services, an area containing the services is created and a
common secret-code service can be provided in the area.
[0090]

In the example shown in FIG. 10, a secret code for the
area 1000 is defined as a secret-code service 1020
definition block. The content of the secret-code service is
'stqred in a secret-code service data block.

[0091]

When a secret-code service for the area 1000 is enabled
(described below), each service in the area 1000 is started.
after secret code verification using a secret-code service
1020 is performed, so that a reading or writing operation

can be performed on its user block.




reader/writer, communication via a wired interface,
and communication with another /O interface, and so
on. [0094] A conmand control section, for exanple,
processes conmmands received fromoutside via the
interface control section, issues commands to
out si de, and checks the commands. [0095] A security
control section achieves authentication processing
for accessing a menmory region or each file system in
a nenory region and securr@ﬁ processi ng, such as PIN
verification, for using a directory or a serviceS0§P0734
the file system [0096] A file-systemcontro
[6@zx] on perforns, for exanple, file-system
managenent, such as separating a nenory region into
fil &Isystenschawstdesdiybeldowhove ﬂpandigaﬂbellation of
t he separatlon) and perfornms managenent of the

C%n Fgprgitjon g% Emmmamansthaciaredd ignehich) Bultiple

stem 0097 A node nggenent sectiqn_mana es al

53 PGS, SERRS BhRY HiBHest of an-T A VLAISTOTT |

@%ﬁﬁenr The nobdes referred to herein include states,
such as the suspension and restart of using a file

syshemn{ddde dontaddi séemiort R dferaar grobstésmasontrol
firmvare for start
for communication with the card reader/writer via a
contactless IC card interface, communication with the card
reader/writer, communication via a wired interface, and
communication with another I/0 interface, and so on.
[0094]

A command control section, for example, processes
commands received from outside via the interface control
‘section, issues commands to outside, and checks the commands.
[0095]

A security control section achieves authentication
. processing for accessing a memory region or each file system
in a memory region and security processing, such as PIN
verification, for using a directory or a service in the file
system.

[0096]

A file-system control section performs, for example,
file-system management, such as separating a memory region
into file systems, as described above, (and cancellation of

the separation); and performs management of the directory




control, ROM-managenent, paraneter nmanagenent,
nonvol atile nmenory managenent, patch control, and

hardware control in the ICcard. [ 00 991 D-.----File
Archiying Data held by the I C card needs to be backed
up. FIG 12 illustrates a schene for archiving files

and directories in the IC card. [0100] As described
above, the nmenory space in the I1C card has a

hi erarchal structure simlar_to a directory structure.
An archive-file creating s€ction creates an archive
file for archiving a file or directory specifiedf®50734
backup. The format of the archive file is not

spanttwnd arfl walchniftéd. systamerminal 1D foridentifying a
term nal where the archive file is to be deconpressed
[P89¢becified, so that the archive file is stored in a

storage devi ce. This achi.eves the - 05PQ734
bacKku °8F BﬁP%g?TFRﬁn§%q§188rBana?%ﬁd%%-fﬁ@ ngFa@%FtemS
Vi C t e reve una thon
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the termnal ID. [O 02] The specified term nal
oﬂamﬂnﬁgessesethgsaémhlve fileto

[0098]

In addition, the IC card includes firmware for start
control, RCOM management, parameter management, nonvolatile
memory management, patch control, and hardware control in
the IC card.

[0099]
D. File Archiving

Data held by the IC card needs to be backed up. FIG.
12 illustrates a scheme for archiving files and directories
in the IC card.

[0100]

As described above, the memory space in the IC card has
a hierarchal structure similar to a directory structure. An
archive-file creating section creates an archive file for
' afchiving'a file or'directory specifiéd'for backup. The
format of the archive file is not particularly limited. A
terminal ID for identifying a terminal where the archive
file is to be decompressed is specified, so that the archive

- file is stored in a storage device., This achieves the




restore the original file and directory, so that the
use thereof is resuned. Wth this arrangenent, data
inthe IC card can be transferred to a correct
destination. [0103] On the other hand, a schene in
whi ch access to the file and directory in the IC card
is managed with a counter is enployed. Further, after
the archive file is achieved in a storage place, the
counter value of the original file is erased so as to
prevent access, thereby p?év%ﬁting transferred data
from bei ng duplicated. [0104] In the present S05P0734
enbodi ment, a counter file that is a .special file
béokuprerfaglatg tthethenbercafd.accesses to each file is
BfOVIded in the nenory or a directory. The counter
tPel descri bes the maxi mum val ue of the number of

05 R ot i el e e SR ik e BRI
-uhgu@m %fvead,legg LPa&heaeﬁéargﬁ L&l E‘Hé’”ﬂﬂe" b \@egeo%ge

nor e €s can bé s nmore files t

d@&fcéiecsaagﬁateeg ¥hé ha tdier fd |f@.1le' BB tl’i’@sltémﬁtrﬁrl, Eecified
restriction, that is, any of the files cannot e

wbendd: ¢Mrms&alhey are opened at the sanme tine, i.e.
unl ess they are sinultaneously subjected to
[@l8hkentication, is inposed. A file whose archive file
was creates is linked wth a counter file and the

||nghpssagg+fﬁﬁﬂ(i?qm}nglfg?%pmpresses the archive file to

restore the original file and directory, so that the use
thereof is resumed. With this arrangement, data in the IC
card can be transferred to a correct destination.

[0103]

On the other hand, a scheme in which access to the file
and directory in the IC card is managed with a counter is
employed. Further, after the archive file is achieved in a
storage place, the counter value of the original file is
erased so as to prevent access, thereby preventing
 transferred data from being duplicated.

[0104]

In the present embodiment, a counter file that is a
special file for managing the number of accesses to each
file is ﬁrovided in the memory or a directory. The counter
file describes the maximum wvalue of the number of accesses
to each file in the memory or a directdﬁy.

[0105]




link designating file. [0106] FIG 13 schematically
shows the basic configuration of a file systemin
which a link between files is designated. 1In the
illustrated exanple, a file-link designator for
desi gnating sinul taneous authentication of two or nore
files is configured to have a file format, simlarly
to other files inthe file system However, the
file-link designator = may he defined in another form
[0107] In the iIIustratéU:@xénple, files 1 to 3 and a
counter file are arranged in the file system S05P0734
Symmetric keys whose |1C-card issuer is common to al
| C fartseny ea SEtleniltihkr depighatar tilse efipleged, t o Xhatn a
“independent key is set for the counter file. [0108]
link tned atiipushintketwoeanpie, on mere-filse gesi §hatthy -For

o e B Beh TR o TRk PR bl Pl
BB, grepLAeu st 5 g iy oot
b B un B8t e d £ AldeORpWHER &t SYHETRIC thkRYX, CONEDN

toall ICcards, "as in Fhe case of the other files.
ud 39t heFherd i 4 andlittincdesiignatbgrifdd ecdelithest dcdtin,

-~ bet ween

is imposed. A file whose archive file was creates is linked

with a counter file and the link is designated by a file-

link designating file.
[0106]

FIG. 13 schematically shows the basic configuration of
a file system in which a link between files is designated.
In the illustrated example, a file-link designator for
designating simultaneous authentication of two or more files
is configured to have a file format, similarly to other
files in the file system. However, the file-link designator
may be defined in another form.

[01G7]

In the illustrated example, files 1 to 3 and a counter
file are arranged in the file system. Symmetric keys whose
TC-card issuer is common to all IC cards are set with
respect to the files 1 to 3. An independent key is set for
the counter file.

[6108]

In the illustrated example, a file-link designating




the file 2 and a counter file to be archived, i.e.,
defines that the file 2 nust be opened sinultaneously
with the counter file. [0110] It is assuned bel ow
that an authentication key required for opening a
file is obtained by conputing, using a function f, a
key conbi nation specified for the file. [0111] The
file 1 is not defined by any file-Iink designator.
Thus, perform ng nutual authentication using only a
symetric key Ks, set for tflefile 1 allows the file
to be opened. The authentication key in this cas@5e§734
as follows. [0112] Authentication Key KAUTH3 = f
fikeitireririreapedn KByiKSilflois &ismedial File] folut ual
aut hentication of the file 2 cannot be perfornmed - 41
%ﬁEHWFF&@gu§|ﬁ@m%i%®¢ﬁﬁﬁrQQ:fRé§Ssé¥a¢cﬁaﬁIﬁ@ file 2. The
entication nust be perfor i ul,t anepusly
T

| t
s 35533&%?89%@% alBBr fiktfee W HeeHanasits ng
s@lc the Ll e Link designating;file. Amiua
case

hentlca |on ey USG

awﬂﬁﬁ%q@man K¥sh sa NGRnR 88 uké Oéomﬁﬁf‘J%'onﬁfLﬂoﬁcof:aﬁds,
symmetric key Ks2 for the file % and an i ndependent

akein Kpef 6aséhef cthmtathefd IF@ 1ks. used. [ 0114]

[0109]

The file-link designating file defines a link between
the file 2 and a counter file to be archived, i.e., defines
that the file 2 must be opened simultaneocusly with the
counter file.

[0110]

It is assumed below that an authentication key required
for opening a file is obtained by computing, using a
function £, a key combination specified for the file.
[0111]

The file 1 is not defined by any file-link designator.
Thus, performing mutual authentication using only a
symmetric keyAKsl set for the file 1 allows the file to be
opened. The authentication key in this case is as follows.
[0112]

Authentication Key Kpymy: = £ (Authenfication Key K4 for
File 1)

[0113]

Mutual authentication of the file 2 cannot be performed




Aut henti cati on Key KAUTH2 = (Symretric Key Ks2 for

File 2 and I ndependent Key KP for Counter File)

[0115] When the file 2 is accessed with the

aut henti cation key KrUTH21 the counter file is

si mul t aneously opened and the counter value is

decrenented. Wien the counter value is Oxffff, the

counter file can be opened any tinme. In contrast,

when the counter value is O, the counter file cannot

be opened and thus the fit &1 -having the designated

i nk cannot be opened either. [0116] FIG 16 shd&ipP0734

in a flowchart, a processing procedure for setting a
ubid 4 &fadricdRshi RePedaeetvdf ithes filet he fiHee muzyatiem

It is assuned in this case that a link relationship
abetheweirad ibnl aust e machirmed sadubtzmemisdly fwiilte tbe

restricting the nunmber of accesses to that file is
coerteiedifep1iy] accadangespd B4 the sefting edukber fHge
fhat describhes the nunber of accesses to a file to he,
lja?i}&rﬁwr’ia%lﬁ‘ﬁeg’cﬁ?r (<t dptERy, av %%"e’q?fetrﬁqny,keﬁnuseg in

TR POt PR MRk SRy O g e ha

célRsaldthes 8:! hNkymialald q&e?hkgz hetvwegn aiféle 4 ke
archived and the counter ileis created (step S3). A

irkdgpdraienaCc RegSKNFdrhehki béunter file is used.

[0114]

Authentication Key Kpypyz = (Symmetric Key Kg, for File 2
and Independent Key Kp for Counter File)
[0115]

When the file 2 is accessed with the authentication key
Kayrazr the counter file is simultaneously opened and the
counter value is decremented. When the counter value is
Oxffff, the counter file can be opened any time. In
contrast, when the counter value is 0, the counter file
cannot be opened and thus the file 2 having the designated
link cannot.be opened either.

[0116]

FIG. 16 shows, 1n a flow chart, a processing procedure

for setting a link relationship between files in the file

‘system. It is assumed in this case that a link relationship

between a file to be archived and a counter file for
restricting the number of accesses to that file is defined.

[0117]




link designating file is set (step $4). As this key,
the symetric key used for all ICcards is utilized
(descri bed above). [0119] FIG 17 shows, in a flow
chart, a processing procedure for accessing a file
having a file-link relationship designated in the
file system It is assuned in this case that a |link
rel ati onship between a file to be archived and a
counter file for restricting the nunber of accesses to
the file is defined. [0I2 “When the file systemis
accessed, first, the presence/ absence of a fil e-[SOsR0734
designating file in the file systemis checked (step
S1l)kirsWhea ecdritlea- Ifiink destgdatdmidpds k@edoesbemtof
exist, each file in the file systemcan be accessed
apyessriepgondefit lauthers igahiiyrdpiocessdtmy (smdrt Alk-
Sthe access is perforned through authentication

WERBEATY - 2n3indepireiF ki A§T aCR™Y Kt hPoFOBAERT
ff'%ﬁ%{s%%p S 8%- %P the present enbodinment, a

%k ¢ K8YPhit’ is common to all IC cards is used
(@prdpe key for the file-link designating file. [0121]
On the other hand, when a file-link designating file
exi gt §ila-Oesecrdpliigpatingt herd iderd idelscéestgnatliing
file is checked (step S12). A determ nation is nmade
ralatieonshdphbe twasn rotfid ef itbhebki akchtlat iapnisbhp cousetr
for afile to be - .
file is created (step 83). A key for accessing the file-
link designating file is set (step S4). As this key, the
synmetric key used for all IC cards is utilized (described
above) .

[0119]

FIG. 17 shows, in a flow chart, a processing procedure
for accessing a file having a file-1link relationship
designated in the file system. It is assumed in this case
that a link relationship between a file to be archived and a
counter file for restricting the number of accesses to the
file is defined.

[0120]

When the file system is accessed, first, the
presence/absence of a file-link designating filé‘in the file
system is checked (step S11). - When a file-link designating
file does not exist, each file in the file system can be

accessed by independent authentication processing, and thus

the access is performed through authentication processing




~accessed (step S13). [0122] Wen a file-link
relationship is not set for a file to be accessed,
the file can be accessed by i ndependent
aut henti cati on processing. That is, access can be
performed through authentication processing using an
i ndependent key set for the file (step S20). In the
present enbodi nent, a symretric key common to all IC
cards is used with respect to the sanme file. [0123]
Wien a file-link relationsiid is set for a file to be
accessed (step S13), a key for the file to be acc¥s¥dd34
and a key for a file that has a link relationship
usihid) 4 haly fselce foar €adts efli lic0 (geBer at 8) an mutdhenpreaénon
key and sinmultaneous authentication processing is
epeodinersd @EStepmStdlc Ray thhet psesemmornbodiliedC, ceahds
file that has the link relationship is a counter file
ipnugkd i tihe KaibéPr ofhadddssddnkodentanating $3spor34
&iéf to be accessed is. described and an i ndependent
[RE§H s set for the file that has the |ink

rel af %gghgﬁe{ %}%dr,e\&ﬁ_@n &hfgl%-ghf‘:irﬁy%@?.?}xgtw file

conmon ards i s use t he e to be

cRfSesSed deSkhibt 880U 12 Fenticahk Ofe SRFNALinghEile is
performed w thout know ng the independent key for the
clhetitger(sftiebestp) t hex elntgrmawant ohhes atadd \aes friol ehétbar

being freely manipul ated. [0124]
or not a file-link relationship is set for a file to be

.accessed (step S13).
[0122]

When a file-link relationship is not set for a file to
be accessed, the file can be accessed by independent
authentication processing. That is, access can be pérformed
through éuthentication processing using an independent key
set for the file (step S20). In the present embodiment, a
symmetric key common to all IC éards is used with respect to
the same file.

[0123]

When a file-link relationship is set for a file to be
accessed (step S13), a key for the file to be accessed -and a
key for a file that has a link relationship with that file
are used to generate an authentication key and simultaneous
authentication processing is performed (step S14). 1In the
present embodiment, the file that has the link relationship

is a counter file in which the number of accesses to the




When t he sinul taneous authentication succeeds, the
counter file is then opened and the counter value is
checked (step S15). Wien the counter val ue stil
remai ns (step S16), a file to be accessed can be
accessed. Thus, the opening of the file is permtted
(step S17) and the counter value is decrenented by 1
(step S18). In contrast, when the counter value is
al ready erased, the opening of the file is not
permtted (step S21). [0I2 “As descri bed above, a
scheme in which a file-link relationshipis S05P0734
designated is enployed. As a result, even for a file

file whi de acsysredris desyrébedoand caml indePendeds kep is

- all ocated, setting a link relationship with a file to

sgihifer ahe Adépebldehthaceyheslgnkereliatidneshiiple Bydtefven
causes sinultaneous authentication to be required

WhifuEhe FVRBAAF LAt SR CEREOROtPheL b e GAT9 iR HABE hiRT
| C card by, using a comron.key known ht ai. ni.ng

el e Bergarhtiar e T st et R R gl doannot

bd k26 MAAN,2LALLE kwdh@l Bfel MnddiSedddt SXSt €8 the
désignating s file link™with a counter filé all ows

cdliccdiurbee eb BEEessSePpreventhehéidchiivd Ha1ki Feosyisd ey

to be freely set. For exanple, with respect to a file
fremllyemanchiveteda file link wth a counter file whose
~counter value is set to "1" is designated before that
[4334d i s archived. In this case,

When the simultaneous authentication succeeds, the

" counter file is then opened and the counter value is checked
(step S15). When the counter value still remains (step S16),
a file to be accessea can be accessed. Thus, the opening of
the file is permitted (step S17) and the counter value is
decremented by 1 (step 818). In contrast, when the counter
value is already erased, the opening of the file is not
permitted (step S21}).

[0125]

As described above, a scheme in which a file-link
relationship is designated is employed. As a result, even
for a file to which a symmetric key common to all IC cards
is allocated, setting a link relationship with a file to
which an independent key is given in the file system causes
simultaneous authentication to be reguired. Thus,
fraudulent access to the same file in another IC card by

using a common key known by obtaining another IC card can be




since the counter value is erased at the point when
the file 1is archived, the file cannot be accessed
after the archiving, wunless the counter value is
overwitten through the authentication with the
counter file. This achieves secure file transfer.
[0127] As described above, a directory structure can
be incorporated into a file system deconpressed in
the menory region in the ICcard. In this case, the
file-link designation sché ~can al so be applied to a
directory. FIG 14 schematically shows the S05P0734
configuration of a file systemin which a file in a
relsteidtoyd. and a counter file are linked or a
directory and a counter file are linked. [0128] File
(Q126]1 file 1-2, file 1-3, counter file 1, and file-
link designating file I are arranged under directory

1. pgroo]tilags %@ﬁeﬁsansywlﬂ% %éﬁ?mmeg%lqr@fd&ﬁds

]SS nmon to all rds e set with respect
S e P ERTE1opthd 1138 afFONF, i e bF LESBSE
td e&féefftlméehx A0 #ndependent ckey. i s ety | Qi theo,

counter file 1. The file-link deS|gnat|ng file 1is

e@lplsQ wibAt réspdianticcat iralei 8o pgs fOFdMGadSi AYFale link
symmetric key whose |C-card issuer is comon to al

- with cardentpflB8lle vHhsef icbentenkvalbsd greatsieng thi 'e" 113 s

a special file for
designated before that file is archived. In this case,
since the counter value is erased at the point when the file
is archived, the file cannot be accessed after the archiving,
unless the counter value is overwritten through the
authentication with the counter file. This achieves secure
ﬁile transfer.
[0127]

As described above, a directory structure can be
incorporated into a file system decompressed in the memory
region in the IC card. In this case, the file-1ink
designation scheme can also be applied to a directory. FIG.
14 schematically shows the configuration of a file system in
which a file in a directory and a counter file are linked or
a directory and a counter file are linked.

[0128]
| File 1—1, file 1-2, file 1-3, counter file 1, and file-
link designating file 1 are arranged under directory 1.

[0129] .




designating a conbination of files that can be

simul taneously authenticated. In this case, it is
defined that the file 1-1 and the counter file 1 are
linked, i.e., the file 1-1 and the counter file 1

nmust be sinmultaneously opened. [0131] Thus, the file
1-2 and the file 1-3 can be independently

aut henti cated using only respective synmetric Kkeys,
whereas the file 1-1 cannot be independently

aut henticated and nust be rft gal |y aut henti cated

simul taneously with the counter file 1. A nutual S05P0734
aut hentication key used in this case is an independent
key symseheie skaes iNHosef ICeodrdaid sarrofi sacsymomtttd alkieyC
K31_1 for the file 1-1 and an i ndependent key Kpl for
caids jargependenth kegpddl ¢oi shaséiﬂe [10132]file 1-2, and
Authentlcatlon Key KAUTH = (Symmetric Key Ksl1 1 f
filgz- SoﬁﬁéPgﬂtFY?JeYl ﬁnaﬁ&dﬁﬂ%%%%ésﬁy Ky SRpj f%rthe

t I 1 01331 V% the fil 1- d
e RsS e, T e a0 ab Tt Fidbe AR aRet S0
chde a%QH@B‘EEcé(@i&? is p%?c%%%&t@glng W‘%@m&@‘ér?@u Iwhose

value is Oxffff, the counter file can be op ened any
1d-+dErd hasa@ﬁtms&ommﬁrtot Belcognéerdval ue is 0, the

counter file cannot be opened and thus the file 1-1
[GeBdding the designated |ink cannot be opened either.

The file-link designating file 1 is a special file for
designating a combination of files that cah be
simultanecusly authenticated. 1In thisrcase, it is defined
that the file 1-1 and the counter file 1 are linked, i.e.,
the file 1-1 and the counter file 1 must be simultaneocusly
opened.

[0131]

Thus, the file 1-2 and the file 1-3 can be
independently authenticated using only respective symmetric
kevs, wﬁereas the file 1-1 cannot be independently
authenticated and must be mutually authenticated
simultaneously'with the counter file 1. A mutual
authentication key used in this case is an independent kef,
since a result of combination of a symmetric key Kg1-1 for
the file 1-1 and an independent key K, for the independent
-key file is used.

[0132]

Authentication Key Kyyry = £ (Symmetric Key Kgi; for




[01341 On the other hand, file 2-1, file 2-2, file
2-3, counter file 2, and file-link designating file 2
are arranged under directory 2. .[01351 Symetric
keys whose I C-card issuer is conmmon to all I1C cards
are set with respect to the file 2-1, file 2-2, and
file 2-3. An independent key is set for the counter
file 2. The file-link designating file 2 is set so
that the authentication thereof is performed using a
symetric key whose |C cardf issuer is comon to all
IC cards, as in the case of the general files. [(0P38734
The file-1ink desi gnating file 2 is a special file for
Filbsi piatandg Tadepabdent iy ¢f, ffdre<ouhatrcanldel)

si mul taneously authenticated. In this case, it is
[@&¥3hed that the di rectory 2 and the counter file 2
are_linked, i,e - . S05P0O734 the dlrectory 2
nus#hg8 BB%n%Hl%ljmﬂ tléné’BG‘é‘F? vt qoh‘é‘teEoEH%r fid e

137 Th
sgivirerio "Shandt e e SEHARE | VA RiA Han Ak apREn ke
whde éﬂe" COLAEYr 2va TSt D@ FYEHAl Lo %Lﬂ'gcr&‘ %@ﬁ@dcan be

simul taneously with the counfer fil 38]
opened any time. In contrast, when the counter value is 0,

the counter file cannot be opened and thus the file 1-1
having the designated link cannot be opened either.
[0134]

On the other hand, file 2-1, file 2-2, file 2-3,
:counter file 2, and file-link designating file 2 are
arranged under directory 2.

[0135]

Symmetric keys whose IC-card issuer is common to all IC
cards are set with respect to the file 2-1, file 2-2, and
file 2-3. BAn independent key is set for the counter file 2.
The file-link designating file 2 is set so that the
authentication thereof is performed using a symmetric key
whose IC-card issuer is common to all IC cards, as in the
case of the general files.

[0136]

The file-link designating file 2 is a special file for
designating a combination of files that can be
Simultaneously authenticated. In this case, it is defined

that the directory 2 and the counter file 2 are linked, i.e.,




When the directory 2 is opened, the counter file 2 is
si mul taneously opened and the counter value is
decremented. Wen the counter value is Oxffff, the
counter file can be opened any tine. In contrast,
when the counter value iis 0, the counter file cannot
be opened and thus the directory 2 having the
designated |ink cannot be opened either. [0139] Wen
a counter file is to be linked wth a directory, in
t he processing procedure Tdt8 setting the file-link
rel ationship, a file-l1ink designating file that S05P0734
describes a link relationship between the directory
thaddiratiortyel hiute bé opeapideednl tansd el Sriith the
flow chart shown in FIG 16. Al so, in the processing
cpuocedufide @r accessing a directory having a
designated file-link relationship, the
}%Egnce/absence of the file-link designating file is

hecked he d b d,
Fnefrﬁis"f%{sv e oo, FHo R e T i rActefd 70
i FBCHY ¥ riy en&&tgp%*’%%ﬂt%wég&% l%eaﬁagge{:bfftﬁd

and accessed |nste of a specific file 0140

mb & Hdreresl 1) heufrEradican cHob i ALCPANE MG 10N i®h HREE
directories or one or nore files can be achi eved.

cdireter: dtide £oll owing two options for archiving. This
can achi eve the backup or copy of a file. [0141]
[0138]

When the directory 2 is opened, the counter file 2 is
- simultaneously opened and the counter value is decremented.
Wheh the counter value is 0xffff, the counter file can be
opened any time. In contrast, when the counter value is 0,
the counter file cannot be opened and thus the directory 2
having the designated link cannot be opened either.

[0139]

When a counter file is to be linked with a directory,
in the processing procedure for setting the file-link
relationship, a file-1ink designating file that describes a
"link relationship between the directory and a counter file
is replaced, in step S$3 in the flow chart shown in FIG. 16.
Also, in the processing procedure for accessing a directory
having a designated file-link relationship, the
presence/absence of the file-link designating file is
‘checked in the directory to be accessed, in step S11 in the

flow chart shown in FIG. 17, and the entire directory is




(1) Archived data can be deconpressed only with a
termnal (a file systen) having an |ID specified when
it was archived. (2),Archived data can be
deconpressed in any file system [0142] For exanpl e,
a counter file is linked with a directory. Wen the
directory is opened, the counter of the counter file
is decremented. Wien the counter value is 1 before the
directory is archived, the counter indicates 0O after
the archiving. Thus, the di*éctory cannot be accessed
without accessing the counter file thorough an SO05P0734
aut hentication procedure and overwiting the counter
svlasempienfiiys anthervias tddhennpeenessedfinsteadi péchory
and the file. [0143] When the directory is a root
SH$¢¥&%QNﬁ}leEhe entire file systemcan be backed up,

@gg noved. Industrial Applicability 50
[ 734 [0144] The present invention has been

des%rlgﬁd above in t%et% 1on ﬁﬁi%&% e, to the

par tTcUl"af EHBGdi nent. Ver, 18857 00 t Hamore

aihase,skil bedohd df‘%ncﬁfet f‘i@@s”@&‘z‘? b'9e é@ﬁ'eﬁrbeat ' @He?é‘dare
substitution to the enbodinment in a scope wthout

FEERAitign@whr opt 1dtes IStzaebevohg! heriresemnt achieve the

i nvention. [0145] Although the enbodlnent in which a
bdchup ics sepuref ya file.
[0141]
(1) Archived data can be decompressed only with a terminal
(a file system}) having an ID specified when it was archived.
(2} Archived data can be decompressed in any file system.
[0142]

For example, a counter file is linked with a directory.
When the directory is opened, the counter of the counter
file is decremented. When the counter value is 1 before the
directory is archived, the counter indicates 0 after the
archiving. Thus, the directory cannot be accessed without
accessing the counter file thorough an authentication
procedure and overwriting the counter value. This achieves
the movement of the directory and the file.

[0143]
When the directory is a root directory, the entire file

system can be backed up, copied, or moved.

Industrial Applicability




archi ved and backed up has been described herein in
conjunction with an exanple of the file space provided
ina menory built inan IC card or IC chip, the
substance of the present invention is not limted
thereto. For exanple, the present invention can be
applied to a case in which access nmanagenent for
archiving of an anal ogous file systemor for an
archived file systemon a nenory device other than an
IC card or IC chip and ¢ar%r ovide the sane

advant ages. [0146] |In essence, the present i nveSOPER734
has been disclosed by way of exanple and the content
[@e%4l i bed herein should not be construed as limting.
The scope of the clainms should be taken into account

i n Bheéepreenndarvendndnt hes siernt gifserébedt flroYR esent

i nventi.on. - 51 S05P0734 CLAIMS 1. An_.infornatio
AeRR e TEREFH o CORPPEF G CORRTERET onbovever.

1980 g 600 Liansi L] nghiecal ving data Lirgug 2
wWrteléssor Wwred transni Ssion path; ata processi ng

" mGEGIRR 1 BAT aRd 06asH NG tiBE €8t Bhe tdmdeiTbhedi fegel vk

by the conmmuni cati on section; a nenory space in which
wikcHdute dppaeesse dfdyn tthe dabatapc® el dhegpgesthdn i s

arranged; and archive-file creating neans for creating
irarereriohi.ve file for at least one file to be backed

up, identification information of a destination at
[Q#iXdh the archive file is to

Although the embodiment in which a file is securely
archived and backed up has been described herein in
conjunction with an example of the file space provided in a
memory built in an IC card or IC chip, the substance of the
present invention is not limited thereto. For example, the
present invention can be applied to a case in which access
management for archiving of an analogous file system or for
an archived file system on a memory device other than an IC
card or IC chip and can provide the same advantages.
~ [0146]

In essence, the present invention has been disclosed by
way of example and the content described herein should not
be construed as limiting. The scope of the claims should be
taken into account in order to understand the substance of

the present invention.




be deconpressed being attached to the archive file. 2.
The i nformati on managenent apparatus according to
claim1, further conprising access managenent means
for managing access to the file whose archive file
was created. 3. The informati on managenent apparatus
according to claim?2, further conprising file-link
designating neans for designating a link of files to
be sinmul taneously opened, wherein the file associating
desi ghati ng neans deS|gnaﬂ85'a link between a file
whose archive file was created and an access S05P0734
managenent information file in which access
managenent information farLAdMs file is described, and
when the file whose archive file was created is
accessed, the access managenent neans si nultaneously
opens -- 52 - S05P0734 the access managenent file,
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according to . ,
processing section is arranged; and

archive-file creating means for creating an archive
file for at least one file to be backed up, identification
information of a destination at which the archive file is to
be decompressed being attached to the archive file.

2. The information management apparatus according to
claim 1, further comprising access management means for
managing access to the file whose archive file was created.

3. The information management apparatus according to
claim 2, further comprising file-link designating means for
designating a link of files to be simultaneously opened,

wherein the file associating designating means
designates a link between a file whose archive file was
created and an access management information file in which
access management information for the file is described, and

when the file whose archive file was created is

accessed, the access management means simultanecusly opens




claim1, wherein the nenory space enploys a directory
structure, and the archive-file creating neans creates
an archive file for a directory to be backed up,
identification information of a destination at which
the archive file is to be deconpressed being attached
to the archive file. 6. An information managenent
~met hod, conprising: a communi cation step of
transmtting/receiving data through a wirel ess or
wired transnmission path; a fata-processing step of
processing the data transnmitted/received in the S05P0734
comuni cation step; a step of arranging a file,
tpe oeessed manatbeegiat & 1epr peessirng st@pss manbhemaphroily
space; and - 53 S05PO734 archive-file creating step
aofoxdaratd ngtanthe ciiees f ilamagemenit ihEamataee.f ehd to
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managli ng access to the f ose archive file was
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according to claim7, further conprising a file-link
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si mul t aneously opened, wherein in the file-link

apkksi gnating step, a link between a file whose archive

- file was created and an access
the access management means decrements the counter

value every time when the access management information file
is opened.

5. The information management apparatus according to
claim 1, wherein the memory space employs a directory
structure, and

the archive-file creating means creates an archive file
for a directory to be backed up, identification information
of a destination at which the archive file is to be
decompressed being attached to the archive file.

6. An information management method, comprising:

a communication step of transmitting/receiving data
through a wireless or wired transmission ?ath;

a data-processing step of processing the data
transmitted/received in the communication step;

a step of arranging a file, processed in the data

processing step, in the memory space; and




managenent information file in which access managenent
information for the file is described is designated,
and in the access nanagenment neans, when the file
whose .archive file was created is accessed, the
access managenent file is sinultaneously opened,
access managenent is perforned in accordance with the
access nmanagenent information, and content of the
access managenent information is updated. 9. The
i nfor mati on managenment net k8d-according to clai m 8§,
wherein the access managenent information file S05P0734
describes a counter value, as the access nmanagemnent
i nf gr-EBt renti Iorctdrd inki beephos ecradatiinge ahi bechbs: file
created; and the counter value is decrenented every
o1 net ilkeistt hee- £8le 1305ROP34 kedcers sidmrdddseanton
information file is opened in the access _nanagenent
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deconpressed being attached to the archive file.
access to the file whose archive file was created.

8. The information management method according to claim 7,
further comprising a file-link designating step of
designating a link of files to be simultaneously opened,

wherein in the file-link designating step, a link
between a file whose archive file was created and an access
‘management information file in which access management
~information for the file is described is designated, and

in the access management means, when the file whose
archive file was created i1s accessed, the access management
file is simultaneously opened, access management is
performed in accordance with the access management
information, and content of the access management
"information is updated.

9. The information management method according to claim 8,
wherein the access managemeﬁt information file describes a
counter value, as the access management information, for the
file whose archive file was created; and

the counter value is decremented every time when the
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access management information file is opened in the access
management step.

10. The information management method according to claim
6, wherein the memofy space employs a directory structure,
and

in the archive-file treating step, an archive file for
a directory to be backed up is created, identification
information of a destination at which the archive file is to

be decompressed being attached to the archive file.




