- 1- ASURVEILLANCE SYSTEM Field of the Invention 5 The present invention relates to a
surveillance system and method, and, in particular, although not exclusively, to a surveillance system
and method for monitoring an Automated Teller Machine (ATM). Background of the Invention 10 It is
known to provide a surveillance system for monitoring an Automated Teller Machine (ATM) of the type
including a local monitoring system arranged to moni{aor the ATM, record video images of the ATM,
and determine when an alarm situation exists; and a remote surveillance station in communication with
the monitoring system. When an 15 alatiStiig¥Edinl iANRESMSTEMalarm signal is sent to the remote
surveillance station and on receipt of the alarm signal a user instructs a response team to investigate
and physically view the recorded video images. However, this type of surveillance system is
relatively un%ﬂ@hﬁﬁé@%ﬁ@%nds to be 20 unreliable. Summary of the Invention  In accordance
with a first aspect of the present invention there is provided a surveillance 25 station for a surveillance
system, the syVEllane SNAOCRIOASRY sunoR RN iNCIfRrs AA0aSH Bellinle,
communications'with a monitoring system arranged to nonitor a facility, the monitoring system located
remotely rel@ffeyehelRircieripiteteatonatianseroemamcangtaRsRosRIgPERGRY 3B receive an alarm
signal from thgtsM e ataIsnamieting @tem indicative that an alarm situation exists at a monitored
facility;

Background of the Invention

10
It is known to provide a surveillance system for monitoring an Automated Teller Machine
(ATM) of the type including a local monitoring system arranged to monitor the ATM,
record video images of the ATM, and determine when an alarm situation exists; and a
remote surveillance station in communication with the monitoring system. When an

15 alarm situation is detected, an alarm signal is sent to the remote surveillance station and
on receipt of the alarm signal a user instructs a response team to investigate and
physically view the recorded video images.

However, this type of surveillance system is relatively unsophisticated and tends to be
20 unreliable.

Summary of the Invention

In accordance with a first aspect of the present invention there is provided a surveillance
25 station for a surveillance system, the surveillance station comprising:

a network interface arranged to facilitate communications with a monitoring
system arranged to monitor a facility, the monitoring system located remotely relative to
the surveillance station;

the surveillance station being arranged to receive an alarm signal from the

30 remote monitoring system indicative that an alarm situation exists at a monitored facility;
the surveillance station further comprising a display arranged to display
information indicative of the alarm situation; and

a user input device arranged to enable selection of an alarm situation;



the surveillance station further comprising a display arranged to display information indicative of the
alarm situation; and a user input device arranged to enable selection of an alarm situation; - 2 -

the surveillance station further being arranged to send a media feed request signal to a remote
monitoring system associated with the selected alarm situation, and to display images associated with
the media feed when the media feed is received frompthe remote monitoring system. In one
embodiment, the surveillance station is arranged to display a map representation on the display and
information indicatitiee clutiveilid acem ssatiarni furtbar theing sgor epgsestorsatio atedlia detid rerpsdsentative of

the location gl fagibnRAsoRAIRT LG el ilualio, eSaeRhotime Lh b Susglance

station is arranged to show information indicative of the or each monitored facility on the map
representatiéfsPlanigages AsIgeAeRtviRdRBIsARi G hunenihe arediaBRdietPEei Ry 6%'??18?’%% a

facility 15 icoamist@n®aitcaingasysain the information indicative of the alarm situation comprises a
modified facility icon. The facility icon may be modified by flashing the facility icon, or changing the
colour of the facility icon. 20 In one arrangement, the information indicative of the alarm situation
comprises al &1BerAMRAd Msplalferison el abraciatiendsasinngrbIe. difplgha arpsaRiRssntatien
surveillance @ﬁ&ﬁ@mi%&%ﬁﬁﬁf&ﬁ%@iﬁfﬁ%mieﬂtﬁé a&mﬁém&%ﬁibﬁﬂwf%ﬁ@ﬁﬁ&ﬁ@hﬁﬂon of
the information |Td|cat|ve of the | Hatl' n th an ifaresentagton Iﬂﬁﬂ wbodlment the
surveillance %Egt 8?1%%&%%@38%3 3‘8[51 i/ 153 ho c % 8F AY A3FRTET 36'#He surveillance
station may béuatiemged such that selection of an alarm situation in the list causes display of a map

represenigtion including information indicative of the location of the facility associated with the alarm

situation. _ , o . o
In one embodiment, the surveillance station is arranged to show information indicative of

the or each monitored facility on the map representation.

In one arrangement, the information indicative of a monitored facility comprises a facility
15 icon.

In one arrangement, the information indicative of the alarm situation comprises a
modified facility icon. The facility icon may be modified by flashing the facility icon, or
changing the colour of the facility icon.

20
In one arrangement, the information indicative of the alarm situation comprises an alarm

icon displayed on or adjacent the facility icon.

In one embodiment, the surveillance station is arranged to facilitate selection of an alarm
25 situation by facilitating selection of the information indicative of the alarm situation on the

map representation.

In one embodiment, the surveillance station is arranged to display a list indicative of all
alarm situations.

30
The surveillance station may be arranged such that selection of an alarm situation in the
list causes display of a map representation including information indicative of the location
of the facility associated with the alarm situation.



- 3 - In one embodiment, the surveillance station comprises a touch screen associated with the display
to facilitate selection of an alarm situation. In one embodiment, the surveillance station comprises a
keyboard and/or a mouse, the 5 surveillance station being arranged to facilitate selection of an alarm
situation on the map representation using the keyboard and/or mouse. In one embodiment, the
surveillance station is arranged to display informatiorgindicative of a response team. The surveillance
station may be arranged to facilitate deployment of 10 a response team by facilitating selection of the
information idicetiew @idinecre sihers e eillan @nstaéomapmppeesentaticn stneenessnbiatichwiily the

surveillance ﬁt@ﬂ%la{qg%%%&é%gf&ﬂ@{ U?%H%ﬂﬁ?sﬂﬁﬁﬂ&fﬁmd with the media feed on the display

when the media feed’is received from the remote 15 facility. The images associated with the media
feed may be displayed in a window on or adjacent the information indicative of the selected alarm
situation. In onenershidichesit tireeswiveillance staivorcisgiiasgakégudisplantier inagessassociated

with the medja f Isp i 0 ich inf ' indicative of
the alarm@si%%rt\{%ﬁ%ﬁ ‘8?;% 6%1@535 ﬁ%% é@é@ﬁg%a{ﬁ r&? eérﬁfgt?ﬁge%%\%ﬂaﬁ (?yl\ﬁ.' gg{@n%@%ﬁ&ﬁr? gr%e%1 %2)94(1% Eplay
images assOCRIRILNRACA PRIPAIHTEIfaYRRAEIfARAST P®USDNe arrangement, the surveillance system is
arranged to process images associated with the media feed. The surveillance system may be

arranged to process images associated .Yvith tht? media feed so gs ?arcH) e%erfor facial recognition,
geo-fencing O A ERRBATER B IS SHYSNPAT e 240N 5 GE MRE A ARk RY oL RN AN Es W tem is
arranged to charyesppusagnastic Itreesky eitietee statiaomap hitarirapggdttenfacilitate deployment of

10 a response team by facilitating selection of the information indicative of the response

team on the map representation.

In one embodiment, the surveillance station is arranged to display the images associated
with the media feed on the display when the media feed is received from the remote

15 facility. The images associated with the media feed may be displayed in a window on or
adjacent the information indicative of the selected alarm situation.

In one embodiment, the surveillance station is arranged to display the images associated
with the media feed on a further display separate to the display on which information
20 indicative of the alarm situation is displayed.

In one embodiment, the surveillance station is arranged to display images associated
with a plurality of media feeds.

25 In one arrangement, the surveillance system is arranged to process images associated
with the media feed. The surveillance system may be arranged to process images
associated with the media feed so as to perform facial recognition, geo-fencing or
detection of occlusion tampering.

30 In one embodiment, the surveillance system is arranged to carry out diagnostic checks

on the or each monitoring system.



In accordance with a second aspect of the present invention there is provided a surveillance system
comprising: a surveillance station according to the first aspect of the present invention; a monitoring
system comprising: 5an image capturing device arranged to capture images of the facility desired to
be monitored; and a trigger determiner arranged to determine whether an alarm situation
exists at the facility; the monitoring system being arranged to transmit an alarm signal 10 indicative
that an alarm situation exists at the facility to the surveillance station when an alarm situation is
determined to existidande with a stdvend@sipennof $yst@esbelny entangodriisgrewded enedia feed

request sign%%ﬁ%j@éeg,yym @(ﬁﬁﬂﬁgﬁg:alarm situation from the surveillance station, and to send a
media feed including images captured by the image capturing device to the 15 surveillance station

when the media fedSHERIFRRGGHAINE REGRARE Khie firsh 23harh hiBS IS RESHEINGKiISFanged to
facilitate communicatiansibetyegstéhecounpediagice station and the monitoring system. In one

em bodimgnt, the captu rin.gndﬂé%e%c%gré?ﬁgﬁgea ea\t}" égaas& é}&% de{%egacﬁmgma gsl D grpeefséﬂé)g)diment, the

monitoring system comprises a evice arran to record images capture the image
capturing dedfsired thasrawpiediragst, the recording device is arranged to record images

substantially 25 continuouslyighitpaetembrdigneigéaed eetsaingedevicrdsa eaageditieatrreord images
periodically. é?(i é)tg% tetrrpeb%(ngimg;nt, the facility desired to be monitored comprises an ATM.
the monitoring system being arranged to transmit an alarm signal
10 indicative that an alarm situation exists at the facility to the surveillance station when an
alarm situation is determined to exist; and
the monitoring system being arranged to receive a media feed request
signal associated with a selected alarm situation from the surveillance station, and to
send a media feed including images captured by the image capturing device to the
15 surveillance station when the media feed request signal is received; and
a communications network arranged to facilitate communications between the

surveillance station and the monitoring system.

In one embodiment, the capturing device comprises at least one video camera.
20
In one embodiment, the monitoring system comprises a recording device arranged to

record images captured by the image capturing device.

In one embodiment, the recording device is arranged to record images substantially
25 continuously.

In one embodiment, the recording device is arranged to record images periodically.

In one embodiment, the facility desired to be monitored comprises an ATM.

30
In one embodiment, the monitoring system comprises a plurality of image capturing
devices arranged to capture images of one or more facilities.

In one arrangement, the surveillance system comprises a plurality of monitoring systems.
35



30 In one embodiment, the monitoring system comprises a plurality of image capturing devices
arranged to capture images of one or more facilities. In one arrangement, the surveillance system
comprises a plurality of monitoring systems. -5 - In one embodiment, the communications network
comprises a mobile wireless communications network. In accordance with a third aspect of the
present invention there is provided a monitoring 5 sygtem comprising: an image capturing device
arranged to capture images of a facility desired to be monitored; a trigger determiner arranged to
determine whnetihereambatiinmergittreticonerisigatidhe fiatiiiyk eoddBanewobkdmeeiase arranged to
facilitate commHRIGAH9RS Witha samotely located surveillance station; the monitoring system
being arranged to transmit an alarm signal indicative that an alarm situation exists at the facility to the
remote surveillance station when an alarm situation is determined to exist; and 15the monitoring
system bein¢haicangiedde webeavibird rasstat fefatl o rewsit sigeatias soeiatieruithieose lactedamigrm
situation gror];}(]g?gn%r\fﬁ' h%rﬁ  station, and to send a media feed including images captured by the
. . 0 ing: : . . . . ‘
image capturing device to the surveillance station when the media feed request signal is received. 20
In accordance witha@ ffia€e &3pbLtnerdRuiGhesandri EntiopfuisdragepehidadidyrReaisd 61 Barveilling a
facility, the meshrst§@mprising: at a monitoring system, capturing images of a facility desired to be
monitored,; rminipng wh r larm situation exi he facility; o .
onitored; dete a ﬁ%ger%@%rrﬁme&} %rransg1<:audattoode?err‘?ltlﬁcgJl \t/v%e%hgrc ar%yailarm situation exists at
the facility; and
10 a network interface arranged to facilitate communications with a remotely located
surveillance station;
the monitoring system being arranged to transmit an alarm signal indicative that
an alarm situation exists at the facility to the remote surveillance station when an alarm
situation is determined to exist; and
15 the monitoring system being arranged to receive a media feed request signal
associated with a selected alarm situation from the surveillance station, and to send a
media feed including images captured by the image capturing device to the surveillance

station when the media feed request signal is received.

20 In accordance with a fourth aspect of the present invention, there is provided a method
of surveilling a facility, the method comprising:
at a monitoring system, capturing images of a facility desired to be monitored;
determining whether an alarm situation exists at the facility;
transmitting an alarm signal indicative that an alarm situation exists at the facility
25 to a surveillance station when an alarm situation is determined to exist;
communicating one or more alarm situations to a user at the surveillance station;
sending a media feed request signal associated with an alarm situation to the
monitoring system in response to selection of an alarm situation by a user at the
surveillance station;

30 sending a media feed associated with the selected alarm situation from the
monitoring system to the surveillance station when the media feed request signal is
received, the media feed including images captured by the image capturing device; and

displaying images associated with the media feed at the surveillance station
when the media feed is received from the monitoring system.

35



transmitting an alarm signal indicative that an alarm situation exists at the facility 25 to a surveillance
station when an alarm situation is determined to exist; communicating one or more alarm situations to
a user at the surveillance station; sending a media feed request signal associated with an alarm
situation to the monitoring system in response to selection of an alarm situation by a user at the
surveillance station; 30sending a media feed associgged with the selected alarm situation from the
monitoring system to the surveillance station when the media feed request signal is received, the

media feed ihbkudietpach agyscoapiuse diispl dye (nrage  egpitaseg tdtomcandimdormataisphaéatveradges
associated vyﬁgu 5?@5@#%@5?@@@?&8&?%’%&%35 ,g&tég@,%}% the media feed is received from the

monitoring system. - 6 - The method may comprise displaying a map representation and information
indicative of the or each monitored facility on the map representation. In one embodiment, the method
comprises uginghéhenboatinast chthe emisuruonipaites dsitgy thesitidations ¢otbetesmimenighiither one or

more of the %| {h §lﬁ6%@§dsd%§r%%’e§ﬁ1 FRISS R hord PO & %@Rﬂ@ﬁ&%{é&n@% Iis w?9§og‘pr'ses

using the loca ons ofthe Gommunicated alarm situations and Information ndicative ot the weather at
the locationdas@lat@fthine 10 whether one or more of the alarm situations is likely to be a false alarm.
The method may comprise facilitating selection by a user of the information indicative of an alarm

situation on he ma rese one embodiment, the metho es di s ing a list
cicative of 3 B ST 09 Ha B LS SO Rrean s CeSe Hep R he
representatia@faincRidiaite nsfandanformaticratigicefitheol deatimaibetras faeilitgatiossdtadetewitnehe alarm
situationwhgmaR&ars SO sitdadiaRd S eRIr ek ivng Mefeljapbe iskerhgrmethod may comprise

facilitating selection of an alarm situation using a touch screen.
The method may comprise facilitating selection by a user of the information indicative of

an alarm situation on the map representation.

15 In one embodiment, the method comprises displaying a list indicative of a plurality of

alarm situations.

The method may comprise displaying a map representation including information
indicative of the location of the facility associated with the alarm situation when an alarm
20 situation is selected by a user from the list.

The method may comprise facilitating selection of an alarm situation using a touch

screen.

25 In one embodiment, the method comprises displaying information indicative of a

response team on the map representation.

The method may comprise using the information indicative of the alarm situation on the
map representation and the information indicative of a response team on the map

30 representation to determine which response team to deploy to the facility associated with
the alarm situation.

The method may comprise deploying a response team in response to selection of the
information indicative of the response team on the map representation.
35



25 In one embodiment, the method comprises displaying information indicative of a response team on
the map representation. The method may comprise using the information indicative of the alarm
situation on the map representation and the information indicative of a response team on the map 30
representation to determine which response team to deploy to the facility associated with the alarm
situation. The method may comprise deploying a respanse team in response to selection of the
information indicative of the response team on the map representation. - 7 - In one embodiment, the
method comiorizes asbhglithenmbigesatbsdcaeulivdthusmalinerinsiigetiansdisplegedtaEthelaumveillance
station to delagiaf WOsHYRa dRo QB ARSROTE IS iR REWheARIAE Blgsby U doganlarm

situation. 5 In one embodiment, the method comprises %ocessmg images assomated Wlth the media
feed so as 538G BMIYRSSIASRS Wi Hhs RIRF G M8H®on of occlusion tampering. In one

embodiment, the method comprises carrying out diagnostic checks on the or each monltorlng system.

The method
€ methp |W8‘Xe08ﬁ}]%g?%éﬁ9%%'ﬂ9e{%%98 %té’éﬁ%%s)ésstogcﬁléte d%cat%aa%%ifr %e\)él Aebig .

embodiment, the comprises capturing'imag |ty o aC| iti
Description &Qﬁé%ﬂﬁr@fmﬁ% faeiala AEANE AT 9 St W%QVM@MOWWWQ)T Exapsponly, with
reference to the accompanying drawmgs in which: Figure 1 is a schematic block diagram of a

Il ord bodi f the 21
Cingrammatl s AR GEER o QAR Lo B A BBk h o8 Lo e

surveillance mpsitarirgheyetein. Figure 1 and Figures 3 and 4 are flow diagrams showmg a surveillance
method ggcording to an embodiment of the present invention.

The method may comprise recording images captured by the image capturing device.

In one embodiment, the method comprises capturing images associated with a plurality
of facilities.

15
Brief Description of the Drawings

The present invention will now be described, by way of example only, with reference to
the accompanying drawings, in which:

20
Figure 1 is a schematic block diagram of a surveillance system in accordance with an

embodiment of the present invention;

Figure 2 is a diagrammatic representation of a map shown to a user at a remote

25 surveillance station of the surveillance system shown in Figure 1; and

Figures 3 and 4 are flow diagrams showing a surveillance method according to an

embodiment of the present invention.

30 Description of Embodiment of the Invention

The present surveillance system operates such that a facility is monitored for an alarm

situation and when an alarm situation at the facility is detected, an alert is sent to an

operator at a remotely located surveillance station. In response to the alert, the operator
35 is able to request transmission of a media feed, such as substantially live still images



30 Description of Embodiment of the Invention The present surveillance system operates such that a
facility is monitored for an alarm situation and when an alarm situation at the facility is detected, an
alert is sent to an operator at a remotely located surveillance station. In response to the alert, the
operator 35 is able to request transmission of a media feed, such as substantially live still images - 8 -
and/or video images captured at the facility, for examgle in order that the operator can assess the
alarm situation. If necessary, a response team or the police can be alerted. Referring to Figure 1, a
schematic blaok aiagieomnodges wailiadce BystealityOftorexampidtoriogler theilityeamueedongdo an

embodimenta the inuetian 4 SRBWN RIS SxRmanies o BB dHa gk &is Bl Attapated Teller
Machine (ATM), although it will be understood that the tacility 12 may take the form of any machine,

building or location desired to be monitored. 10 The surveillance system 10 comprises a monitoring
system 14 |orateding tba-jgirsimity sshidradicbitych diagchar cargadvs narstoydteenfacitisy 12, and a
remotely loc veill station. 16 | jcati ' itQri S 14 through a
communic%%t%ﬁ@ﬁﬁkﬁoéﬂia?ﬁl é%ég{azjﬁﬁglt{agiﬁglu Ing t%%ﬁrﬁgt@%@@ W%f@%@ pﬁr%e?é%t embodiment

is described fHa@RIoHeoMElsRAigCYalFiDAR Adtresiasd fllshidrrtNsyeM) 1altheugin Bevil

understood thatiadeistabity tahfaed itiRgid 2 ma P eaRONBGEREh BY Sienaeniteripgisysgemidditiena plurality
of facilities %ﬁg]ag e monitored by a plurality of monitoring systems. 20 The monitoring system 14
|

includes an é dcgpﬁﬁlri'ﬁ(aq &\ e, in this example a camera 18, arranged to capture still and/or
video images of the facility 12 or parts of the facility 12, and a recording device 20, for example in the

form of 3 gligitad WdGRINEREEUSEISHARAKHIHRECI MBS BNAY ST SRy e LYt GRESHK ki Bithis

example, the camera 18 is a CCTV video camera. 25 In this example, the monitoring system 14 is
arranged sultfdRg! Wako aRhEangsd {8 MaRiRP daplief 7P G SRIPIRYHAGIES S G HBURS: 20, or
such that onstatiomd Biplecstihamidetonimidy te ane rcaping ey pemotidaiyygualcas@uaicatend 30 images

per second, ﬂ&%é@rﬁﬂﬁ%t&am @rﬂggﬂggg}i@glﬁq%}ﬂgy\ﬁe}/er, it will be understood that any 30 suitable

capturing and recording process IS envisa the present example, multiple video cameras are
provided, with each camera 18 arranged to capture images of the facility 12 from a different location or

different gngihile e aseseitaseibodiméatikivesaibedinberioh & pastfatiatpaniahdasieh, image
capturing deyiees Mgy fS SRR RECFA RN SUTHENSISOIR A MRPIR) D tecities 12 may
be monitored by one monitoring system 14, or a plurality of facilities 12 may be

monitored by a plurality of monitoring systems.

20 The monitoring system 14 includes an image capturing device, in this example a camera
18, arranged to capture still and/or video images of the facility 12 or parts of the facility
12, and a recording device 20, for example in the form of a digital video recorder,
arranged to record the images captured by the camera 18. In this example, the camera
18 is a CCTV video camera.

25
In this example, the monitoring system 14 is arranged such that video images are
continuously captured and stored in the recording device 20, or such that one or multiple
still or video images are captured periodically, such as at a rate of 30 images per
second, and stored in the recording device 20. However, it will be understood that any

30 suitable capturing and recording process is envisaged. In the present example, multiple
video cameras are provided, with each camera 18 arranged to capture images of the
facility 12 from a different location or different angle. In a case wherein the facility is a
bank branch or part of a bank branch, image capturing devices may for example be
located in different rooms of the branch.

35



The monitoring system 14 also includes a trigger determiner 22 arranged to determine whether an
alarm situation has occurred in relation to the facility 12, and to produce an alarm trigger signal when
such a determination is made. In this example, the trigger determiner 22 may include one or more
sensors configured so as to indicate whether for 5 example a door has been opened without
authorization, a fire has started, an unauthorized pergan is present in a defined area, an attempt has
been made to tamper with the facility 12, or any other event has occurred that is not authorized or is
defined by opkeatmsitofitiiesgptam 4alse sufficiest tvigoamdeteamiatard? sitzated. (€ daseoiently, an
alarm situatigf gy IPLR-A B AT BURRIIPIIERATETRE RhPIASIUR (Befodiie 1 tioger

determiner 22 may also produce an alarm trl(;zgerlsq.nal when a lost or stolen cre [

t card d,
and/or may B HIFGSH S9RRbWNER si¥rhIa R RigYRe Q@rjr%lmﬁq%sﬂib%%%aé?%{ﬁ/é@ledc\é%%lrgefce:aptured

by the camedetdfnihee 2nondplintudysiseol haleatloda afigonstbboiag Mimdicngethétheondrol and 15

coordinate operRians NS aniarAsYSGIAd I RavieHltt NG CRILGal 24 s aranged o

receive alarm trigger signals fror gger determiner 27, andlin response to feceipt of an alarm
trigger signa¥fe\¢BABEatbPSrsamISPLIgRA] Arfidedingd aiecarPraAlSHRANGS hebmadsiR ABWPerough a

network inteffarendtdeityer e moie\sbivei kveee s iR ukfothiitiih ibeacamonreaicativastinetnsyk 17, 30.
In order that the surveip nce 20 station 16f. ay r adil¥ id?nti Ithe fa iliﬁy 12 associate Lwith the alarm
signal, the m°&%i8¥?ﬁ%°sﬁﬁeﬁ¥ M3 Bé%ﬁ@{ﬁ@‘ea {580 R AT TR Ve TPFE'ECHit? 12 to the

alarm signalalarthisitestionpletineiodenfikederfacanésoihpiissssascash ive aes@chefmuitieations
25 interfage ﬁ%ﬁ%@&%%iéﬁwiﬁ%ﬁém@é%1%%@%&iS%Md?e?*Pket Access

type (3.5G), although it will be understood that any suitable communications interface is envisaged. In
this exampleZ B! ARESTKSAte AAEC TG PSIPANARFEICRT IR HHERM BIPSYfIARA the network
interface 26 Eponsaicateslygih d imabde vapdless lopthencameatords network 30, and the mobile
network 30 communicates with the surveillance station 16 through the Internet 17 or though a high

bandwidth digital leased circuit. - 10 - However, it will be understood by a person skilled in the art that
the monitorid'@yReEHPI0YE R thRleh RskEIetAiI6AM®EIHAY 2bRTARSGIR W @ other using any

type of commotrigiatiansgeeaner inchedinghRonidesaseameswaio AMAN:, Wi o may untlpdesthe Internet,
or other networks s (ih as a LAN, CAN (cam us a{ea r’lﬁtV\{OI‘k or MAN.5 ez(rrg%trolpé)litan area network).
e and in res

.. arranged to receive aldrm trigger signals {ro rigger determi response :
The monitoring S)?Stem 1£|n IS exa e also inc uégs a media server% arranged to é)erve a media

feed, such atp dedeiebdban Alete ived 9r ignaEraaner sientiriiy Baigna i togise tedlrifte station 16
through the gRRAMIEAEORMIRRSH thio RhRIWIN fERatabbYIMeeCeRibt YD faN¥bile the

present example in Iuggs a media server 32 and a separate recording device 20, it will be understood
that the mecRALERVER 5oxHl 156 SRR BISALE 26 ALY Bty A Eidpe survellancs
20 station 16 may readily identify the facility 12 associated with the alarm signal, the
monitoring system 14 may be arranged to add meta data indicative of the facility 12 to
the alarm signal.

In this example, the network interface 26 comprises a mobile wireless communications

25 interface having an associated wireless transceiver 28, and may be of High Speed
Packet Access type (3.5G), although it will be understood that any suitable
communications interface is envisaged. In this example, the network interface is of
HSUPA type.

30 Inthe present embodiment, the network interface 26 communicates with a mobile
wireless communications network 30, and the mobile network 30 communicates with the
surveillance station 16 through the Internet 17 or though a high bandwidth digital leased

circuit.



The media server 32 or combined media server/recording device is arranged to receive 15
communications from the surveillance station 16, in particular a media feed request signal produced in
response to user input at the surveillance station 16 and, in response to the media feed request signal,
to stream media captured by the camera 18 through the network interface 26 to the surveillance
station 16. 20 As an alternative, the control unit 24 may-be arranged to receive a media feed request
signal produced in response to user input at the surveillance station 16, and to instruct the server 32 to
stream medidaeptarcitiviall tecucdarsicod ®yragegsothekiiethiotkénaerfaekti2s totiitersgregdtance station

16 when a media jaRd LERIARIRIGRLIST %ﬁﬂ’%ﬂc&ﬁdﬂ;ﬂ&%‘f’é Wi Q&%kﬁb‘ﬁ‘(@r" At b may

readily identify the facility 12 associated with a received media stream, the moniforing system 14 may
be arranged W HAHNTBHLRRES ATk ARVEdRG R WS PR RIWAE AN AN iy Righ méydf&'gﬂ%{ Beror
example cormpeisiag dderidyingriicerathmasdotimteAN dathpuaaiy dehenttjarthidapturing device

18 such t monitored ATM 12, and the location of the capturing 30 device
> OB

18 relative t e remo  surveillance station 16 comprises a network interface 40
arranged to facilitate communications with the monitoring system 14 through the communications

network 17, 3Qe mm‘éﬁﬁgogyé%mﬁ aonmm&iegaﬂmb@@mmmcmﬂw@@&aéﬁm aﬁaeugy@iuﬁnce
station 16, a dis Iay 44 for d| Qéll_l % mforgat ongassocjat Wlt one or m ?tored facilities 12

to one or mosr% sgr@?ﬁl é Y L ReY 'H’&%é\’ s e(f(%m le in the
form of a touohfms@eredisgomat@tmmﬁ mn@uatsme@rmgnwmmamnk D?n&&szvklerare also provided

for contrallings i AISPIMREEINGN SRR @PUV\ﬂﬁH\é‘%ﬁﬁeéeﬁh@x‘éﬁ%\@yrﬁﬂjb%%{@ﬂ&ﬁg edispiay a

representation of each facility 12 associated with the surveillance system 10 such that the faC|I|ty 12

can be identf¥HASFRAE r&Fﬂ{Q'%%Rféf e gt‘é(ﬂbtf‘?i@di%?t%%maé HAAGL Y VRIRP Ay several
ATM machimesdatjeghazvigit2 hfoagniati imepditaditog ethiire location of each ATM machine. In the
present 10 example, as shown more particularly in Figure 2, a map representation 50 is shown on the
display, with the ma{sﬁ representation 50 including icons 52 representative of monitored facilities such

as monitored PETVERIASKRIES WP FEELHIaS predertatirs/ IBeRNG Y e hARNSethIS E36aNBIe, the

map represeminmiapiis Songarosarasidafe isemsrb 26 apreseolmaniwed el rayaesines in
Singapore. 15 Th dis Iaéa44 m? also show res onsg team icons égt(? re entatlve of the locations

slgnal ro uced i onse to user Inpl e surveianc njesporise. .
of response respon5| rrespon ing t AlIarm siuations. for example ending a acility after

an alarm sutdaﬁhm madidé&ead rggeesirsignation sape fa@mgnmtured by the camera 18 through
the network interface 26 to the surveillance station 16.

20 As an alternative, the control unit 24 may be arranged to receive a media feed request
signal produced in response to user input at the surveillance station 16, and to instruct
the server 32 to stream media captured by the camera 18 through the network interface
26 to the surveillance station 16 when a media feed request signal is received.

25 In order that the surveillance station 16 may readily identify the facility 12 associated with
a received media stream, the monitoring system 14 may be arranged to add meta data
indicative of the facility 12 to the alarm signal, the meta data for example comprising
identifying information associated with the facility 12 and/or the capturing device 18 such
as the location of the relevant monitored ATM 12, and the location of the capturing

30 device 18 relative to the ATM 12.

The remote surveillance station 16 comprises a network interface 40 arranged to
facilitate communications with the monitoring system 14 through the communications
network 17, 30, a processor 42 for controlling and coordinating operations at the

35 surveillance station 16, a display 44 for displaying information associated with one or



20 The surveillance station 16 operates such that when an alarm signal is received by the surveillance
station 16 from a monitoring system 14, the processor 42 causes the map shown on the display to be
modified so as to provide an indication as to the relevant facility 12 that is experiencing an alarm
situation. For example, the relevant facility icon 52 associated with the facility 12 that is experiencing
an alarm situation may be modified 25 so as to flashy ghange colour, so that an additional alarm icon
56 is displayed, so that text indicative of the alarm situation is displayed adjacent the facility icon 52, or
in any other waxe noresped saciidies 18dcatienoharealsen sittatisuryailimeeatdtierstiByaitidace station

16 is 30 abiq o sigsldbadadinfiasienpiss b APA T albiPLaRdY sRisalig veleyant faciiy

icon 52, for example using the touch screen 46, and in response to selection of a facility icon 52, the
processor 45igR0%S %V?ﬁgﬁ?adféﬁléyrédu&rﬂ‘é‘?&%@ o %é'%% RESMARYer SORIEIIReB LislAIB D the
relevant monikieisgr sysieaelide Hee media feed request signal in this example includes information
indicative_of the facility 12 in relation to which 35 a media stream is desired. In response to receipt of
the media feed request signal, the - 12 - monitoring system 14 associated with the relevant monitored

facility 12 dirbeedispiatid fecirfrgndiie disrion s earesraigaoref BReRrial the Reserialercatibns
network 17, %%tmlwﬂw $tﬁ§@éhlﬁa%rﬁi€ﬂl@tm the Breriensiia@py at dber siveillance station

16, images, in thig exam id a es, rep entat e of the media str re di ed5toa
uselr for exal?Hb%éﬁ})arﬁ(?ﬁe&&iw 4 0(5 6(3@% g ?aq %IJ\{@HTQ@ (ﬁB?Vth:%)ef%r?@ Iﬁﬁll%%/ the video is
displayed ortapethispyédl idoimatiominoicaittgoétitatiecatipvahesabiftyM nanhirealtethativesstmple, the
video is gisplaygthRn é@%Wﬁ%?&@f%@ﬂFlW@ér@@Yd BRABGER R MAR F eSeRENIPAP0- 10 In

an implementation wherein multiple cameras are provided at a facility, for example multiple cameras

18 associatddS PR Ie fﬂ@%[ﬁ@r&ﬁﬁﬂ@@%aﬁﬂ)wwgécﬁﬂ%\ﬁ SEPLERSBIAINGIGI a user to select
one or moremueitiaddddsifiomsanly asnenonito@e AT theraammeragidjfoasd @tisdpa setiative facility, or from

any one or ”HH&%&%‘E%W%?? @ESQ%%SQVYHQ H‘éﬂ%ﬁ{)@&ﬂ Qﬂéﬁ&e Odlfésﬁ%@‘éggfed%&eeds are

selected, video 15 representat he media Streams e simult nted to the user,
for example 6 iFRQiSBIERPIEEERT FR_pEHEE f WAk tee %@d?aaéi%%tms the user may choose to
direct a ngsponse team to respond, for example because the video indicates that a theft is in progress.

20 This may-he implem nted by, selecting a respopse team i n54 sho ap representation
50, for exam-lr?l]e f%jﬂ%{ 2e tr88¥r¥'§8r%e%w4%38‘1? ebgg% SR o%rga (r)%Sseen Yﬁe tE]ﬁee[IJréjf"flettlanasejampIe is
described mr@lmmet@aﬂ@@spmmgméeﬁnmogﬁp@@rmmg@m@r@emne@@p&éumwe display

44, it will be pgersieacihakaiheiinnsh Radisarasiatd AMURABAdo RS RxAMPIe, the input device may
comprise a keyboard, a mouse and/or a voice enabled user interface. It will be understood that in this

example the processor 42 is arranged to control and coordinate operations at the surveillance station
16 by implenhbatingveiiermers@ten 16 operates such that when an alarm signal is received by the

surveillance station 16 from a monitoring system 14, the processor 42 causes the map
shown on the display to be modified so as to provide an indication as to the relevant
facility 12 that is experiencing an alarm situation. For example, the relevant facility icon
52 associated with the facility 12 that is experiencing an alarm situation may be modified

25 so as to flash, change colour, so that an additional alarm icon 56 is displayed, so that
text indicative of the alarm situation is displayed adjacent the facility icon 52, or in any
other way.

In response to an indication of an alarm situation, a user at the surveillance station 16 is
30 able to select the facility 12 associated with an alarm situation by selecting the relevant
facility icon 52, for example using the touch screen 46, and in response to selection of a
facility icon 52, the processor 42 causes a media feed request signal to be sent from the
surveillance station 16 to the relevant monitoring system 14. The media feed request
signal in this example includes information indicative of the facility 12 in relation to which
35 a media stream is desired. In response to receipt of the media feed request signal, the



30 processes, for example using a CPU, a memory and associated programs stored in the memory.
However, it will be understood that other implementations are envisaged, such as implementations
wherein the processes are carried out using dedicated hardware. - 13 - shown on the display to be
modified so as to show an alarm icon 56 adjacent the facility associated with the alarm signal
experiencing an alarm situation. A second process.6@may be arranged to detect an input from a user
indicative of 5 selection of a facility experiencing an alarm situation, such as selection of the alarm icon
56 using thenondhrsgegsidd, té pseatiaed witbdie fiedel st nestiwigotiaci ity d h dimes apriatia

information ideRipgRaBeaslenicd SELNELRA ARSI MRdRdARILoRMESICIgNGyp be sent o

the relevant faC|I|ty 12. 10 A third process 64 may be arranged to coordinate reception of a media
stream from ﬂ%%@%ﬂ%éfﬁ’tﬂ/)ﬂﬂ nPhorarkiet thimEmdingirRam e a8 tRRCERIBIS M EBfor
example for ipregestativns@xdhedisplay iradbwilcbessaatatisootitteahothe sastan gesndinttagse possible

for insigaing, 3 pegiadeed Ao ARV Lo emresening nagiareA el .8 map

representatl cém g an ala tuation to a user a ance s atlon by

modifying théﬁ@fﬁl@'?eﬁ?@é{@%ﬂﬁ)ﬁ'ﬁlgmé)ﬁ/ﬁiﬁ disalaystt dtingvindow atdecerele selaveility by

selecting of taeifgcilty praheRaBRPESHPRIBR: Figee adiryhiecivedaneaisiaiond argay be
arranged to sh w a list of faC|I| { £s with assom?ﬁggga én situations on the 20 display 44, with each
urveil

facility in the |I§ 'Bé’Yﬁé re@g&%sb eebr)?%od'gg X6 lance station 16. After selection of a facility,
for example using the touch screen 46, a mouse and/or keyboard, or in any other way, a map

represenialign A E-AlspRRRIEALinG R losRiem of s dorilly Joa RIBRNMER 8mgla feed for the

facility. 25 Howeuver, it will be understood that various arrangements are possible for selecting a facility
and subsequBH{g! 3@%”&?7% 1:?rﬂ%?fﬂ%?E@dwﬁqeeﬁ'ﬁB&T%tQﬁp?é’éY%Wﬁe[ﬁlaq%‘? R&%%on of an alarm
situation at aafesniliydisdicst woalionuaioste tbteeteusenabdtimose meiiarieedst&ton aandribeuseres then

able to subsguently controlably josiigniaia mediaifsed rm e, el A0 NRPLERRSS

embodiment, the megla stream transmltte(ﬁ to the su{a}ﬁelllance station 16 represents a substantlally live

feed of vided fheageciaipdanitidiRiodasiiiRsife by P RIBREIR BRISEEBIGEI)RE MBS may be
arranged 4o mb@mﬂ@@'@T@%kﬁdtﬁ%tﬁé@?ﬁgmé?wgl%K@%@Wﬁw@wmﬁﬂ@s@m&i"ame

station 16 on re u? 5 6n the display 44.

In response to viewing the media streams, the user may choose to direct a response

team to respond, for example because the video indicates that a theft is in progress.
20 This may be implemented by selecting a response team icon 54 shown on the map

representation 50, for example using the touch screen 46, a keyboard and/or a mouse.

While the present example is described in relation to a user input device in the form of a
touch screen 46 disposed over the display 44, it will be understood that other input
25 devices are envisaged. For example, the input device may comprise a keyboard, a

mouse and/or a voice enabled user interface.

It will be understood that in this example the processor 42 is arranged to control and
coordinate operations at the surveillance station 16 by implementing one or more

30 processes, for example using a CPU, a memory and associated programs stored in the
memory. However, it will be understood that other implementations are envisaged, such
as implementations wherein the processes are carried out using dedicated hardware.

For example, a first process 60 may be arranged to detect an incoming alarm signal and
35 send appropriate control signals to the drivers 48 to cause the map representation



- 14 - It will be understood that the surveillance system 10 may also be arranged to enable a user at
the surveillance station to request a media stream from a selected facility 12 even though an alarm
situation has not occurred, for example by appropriate activation of a facility icon 52 on the map
representation 50, or in any other way. 5 It will also be understood that by displaying indications to a
user as to the facilities with associated alarm situatigns, it is possible for the user to make a
determination as to whether one or more of the alarm situations represents a false alarm situation or a
real alarm sishatiorobabe dlispléyaddeatoaiied e s dorshsituati are n-ooeXdnadiecémniahel @libodiment

wherein amr%é@@f&%@ﬁﬁhﬁ%%@ﬁ@%%iﬁﬁ locationsspiuadnap, if multiple alarm situations

exist at relatively close locations, this may indicate that a localized event such as weather may be at
least partly causing the alarm situations. By comparing the alarm locations with weather information, it
is possible to\dwvoral poocigsion majdeherlieliibodetatfatlsmplafnfer eanmndiediesaiise a storm is
present 1o eé}e'&?cﬂ%'gf‘a T&%L@‘é‘?gﬁ%‘?@%%ﬂ%E?JG'%R%WC%]HQE é@?&%&%ﬁ@&%lﬁmﬂ&%ﬂm'ty' for
example implemented as an image processing routine y the processor 42. The image processing

routine may PRHoRE 1R IQURELSRIBRMAS dedredieasdrefitclansh eaunstisision Polvsknpering. Facial
recognition ig@sspaERtERnSiithatiim VesHigagn fassanpldeetiiizsann thehrwsref mdligitrlbgnage or

video frame. Certagn .featHre of a {e%cz are xtracF[edI nql calculated and compared to a reference
image stored RS UA4BESC. L5°EL 0T R%il;‘? eivsaﬂ} icé@ u%‘ed for child location services. A geo fence is
a virtual perimeter of a geographic area. If a device or a person leaves the geo fence, an alarm

situation,ill Pen RESSKREs F Q%S‘FSHQJ?@E&&SFW&%B%H&IR?F%&@M beGRBaHciRd M RBRCamera

has been spray-painted and therefore is prevented from capturing proper images. In accordance with
a specific erfH5¥ANACEMHAE BREdeHiiRCEREIACUTIRIAPE HAGHIEAT I0dho FHMESSHAR Aok Ei8R% Bescribed
above or othier fuastiotatisuch e diagiagstdc checks 35 on components of the or each monitoring
system 14, or other image processing are
It will be understood that other arrangements are possible for instigating a media feed as
15 an alternative to representing monitored facilities 12 on a map representation 50,
communicating an alarm situation to a user at the surveillance station 16 by modifying
the map representation in some way, and instigating a live media feed of a facility by
selecting of the facility on the map representation. For example, the surveillance station
16 may be arranged to show a list of facilities with associated alarm situations on the
20 display 44, with each facility in the list being selectable by a user at the surveillance
station 16. After selection of a facility, for example using the touch screen 46, a mouse
and/or keyboard, or in any other way, a map representation may be displayed indicating
the location of the facility together with a media feed for the facility.

25 However, it will be understood that various arrangements are possible for selecting a
facility and subsequently displaying a media feed, the important aspect being that an
indication of an alarm situation at a facility is first communicated to a user at the
surveillance station, and the user is then able to subsequently controllably instigate a
media feed from the facility.

30
In the present embodiment, the media stream transmitted to the surveillance station 16
represents a substantially live feed of video images. In an alternative embodiment or in
additon, the security system 10 may be arranged to enable media stored in the storage
device 20 to be communicated to the surveillance station 16 on request.

35



- 15 - implemented at the surveillance station 16. Accordingly, there is no need to implement any
additional software programs or provide separate hardware devices for analysis, maintenance,
diagnostics or further image processing at a facility. 5 In the present example, the surveillance station
16 is arranged to carry out diagnostic checks periodically on the or each monitoring system, at least on
the image capture devices 18. Further, since image pjocessing takes place at the surveillance station
16, software 10 updates or back-ups can be executed at the surveillance station. This has the
particular adiavitldypesnoenstred shad) thecinitie|IErseaydtemd G avaygessihesait @ged teeessiarg to

maintain or yadpts iR RAIMAIS b e RANISHEAUFE ) o AeeraIAlRSUpeilance

method using the surveillance system 10 shown in Figures 1 15 and 2 WI|| now be desScribed in relation

to Figures 3 8§ & CPH@Ut%‘?@ﬁ%%ﬁ%ﬂ\f@%@PéﬁF?WWGsfPéﬁ’@@Wﬁé%ﬁ@B%P%%‘ﬁﬂ%\ﬁ%ﬁ% an alarm

situation to atiseadispreacaton shsvedargs aiatiarickooE ookeynipoaiedwelative to at least one facility
12 desired to be monitored. 20 One or more facilities 12, in this example ATM machines, are
monitored by one or more respective monitoring systems 10 using one or more cameras 18 arranged

to capture vil&dlcHsRoiens Seadhet Ry diselsivieg Indicriinpaiopatssieps 1o tiedasildigenvithonitoring

system 10 iszgscigied taeateeimees, ansaéaamalﬂ@\tima Qseris riﬁbk@%ti@étéﬂrﬁﬁaﬂdﬁ%iﬁ% 12, for
example usi gv%gltg\(?sors and/or ot r detection d vices. As indicat ?%3 ?iaE ﬁ ! g an alarm situation is
I

detected, th A hOhitsYiR Stéi%@fﬂ%% SHIRSRASRY % H?\}Sﬂa?n@e tation 16
which uses tﬁermamalgn@a&edmmaﬁmém afukeatarn a'rtU@IMm:&E@&%ﬁreuistwamelatuon to a

faciity. 30 T BGUAARABIANE, 8 SAMBIEIALS AciealssdiopieRsridnpbed il hesHageilance

station 16 detects selection by a user of an ATM experiencing an alarm situation, and in response

sends a medi&YdRIG ARELEGRIAN RS Al ERIATN SN SHRRS Wﬁ%%ﬁhﬁmﬂ%'m@é?éﬁ%asteps 86 and
88, when thmmemonmmgssysmmmmmwmm paetd«Meeidgehmaﬁrmwtabtthasremant

monitoring Sgémr?n‘b ‘fﬁé‘ﬁ?aﬁﬁh%ég%l%s\tzﬁ art|cu ﬂw Sﬁ'gatﬁ)op gggygfedtg)odpag, §urvelllance station

for presentation on the display. - ar example, S|n e response team icons 54
representatif@yRihiRSIaAsIikaloRbA & 5%@6@5&59%%@@%&??%@%%%8”
communijsatatdmaatisar, the user at the surveillance station 16 is able to alert the surveillance team
nearest

The surveillance station may also include image processing functionality, for example
implemented as an image processing routine 66 by the processor 42. The image

processing routine may perform facial recognition, geo-fencing or detection of occlusion
20 tampering.

Facial recognition is associated with the verification of personal identities on the basis of
a digital image or video frame. Certain features of a face are extracted and calculated
and compared to a reference image stored in a database.

25
Geo fencing is typically used for child location services. A geo fence is a virtual
perimeter of a geographic area. If a device or a person leaves the geo fence, an alarm
situation will be triggered.

30 Detection of occlusion tampering may be conducted when the camera has been spray-
painted and therefore is prevented from capturing proper images.

In accordance with a specific embodiment of the present invention, software programs
performing the functions described above or other functions such as diagnostic checks
35 on components of the or each monitoring system 14, or other image processing are



5 to or most appropriate for the ATM 12 experiencing the alarm situation. As a consequence, the
response time may be reduced. In addition, the user may also send regular updates to the mobile
surveillance team. In order that the current location of the mobile surveillance teams can be accurately
10 displayed at the surveillance station 16, the mobile surveillance teams may be provided with GPS
devices and appropriate communications equipmentgapable of communicating the current location of
the surveillance team to the surveillance station 16. 15 It will be appreciated that since transmission of
the capturedmpielizetddti@tshessiltasitersattaiidb doeAacotdinglyr tetersaticakgdandnmpdteshis

ransmitted o g JSRASRSE R AHS BURRIsBribeicag, S ellRaceatiapdias significant

control over thé monitoring process, and in particular over bandwidth usage 20 In the claims which
follow and |ﬂﬁ@§@&ﬁr@%’é’§lﬁ%8ﬁ fotﬂ?é IMASRIRSACESRIBRAlAERE e context requires otherwise

due to express language or necessary implication, the word "comprlse" or variations such as

‘comprises Brth%gﬁg%éﬁgéatiﬁ]e%e%@s%&ﬁ&‘ﬂ&%dé(%tﬁ% 6 ﬁ?%%;%‘&'% g, Qﬁi%?&rﬁg‘&%fée stated

features but not presence or addition o resinv rlous e Iments of the
invention. 25%&)@6%‘@@%%@‘@@@@@%@'&&W@aﬁbi?@?éfet?édnﬁégfe?émy%ch reference
does not congditdte ag.admission that the publication forms a part of the common general knowledge
in the art, in Australia or any other country. 30 - 17 - CLAIMS What is claimed is: 5 1.A surveillance
station for a surveillance system, the surveillance station comprising: a network interface arranged
to facilitate domtreiiiac® sagipweassingriakes\sicoe alrtttmgenadano statiariddligoftvermonitoring

system 952lgsLEReIRlEbLtRlavc4n e cpirlipaem S aUiopiI A aere iANS A e ARRanged

to receive an alarm signal from the
advantages of increasing security, cost and time savings since it is not necessary to

maintain or update this type of software at the monitoring systems 14.

An example surveillance method using the surveillance system 10 shown in Figures 1
15 and 2 will now be described in relation to Figures 3 and 4.

Figure 3 shows a flow diagram 70 illustrating a method of communicating an alarm
situation to a user disposed at a surveillance station 16 remotely located relative to at
least one facility 12 desired to be monitored.
20
One or more facilities 12, in this example ATM machines, are monitored by one or more
respective monitoring systems 10 using one or more cameras 18 arranged to capture
video of the vicinity of the ATM machines. As indicated at step 72, the or each
monitoring system 10 is arranged to detect when an alarm situation occurs in relation to
25 afacility 12, for example using sensors and/or other detection devices. As indicated at
step 74, if an alarm situation is detected, the relevant monitoring system 14 transmits an
alarm signal to the surveillance station 16 which uses the alarm signal to communicate to
a user that an alarm situation exists in relation to a facility.

30 The flow diagram 80 shown in Figure 4 indicates at steps 82 and 84 that the surveillance
station 16 detects selection by a user of an ATM experiencing an alarm situation, and in
response sends a media feed request signal to the relevant monitoring system 14. As
indicated at steps 86 and 88, when the relevant monitoring system 14 receives the
media feed request signal, the relevant monitoring system 14 causes the requested

35 media feed to be transmitted to the surveillance station for presentation on the display.



remote monitoring system indicative that an alarm situation exists at a monitored facility; the
surveillance station further comprising a display arranged to display information indicative of the alarm
situation; and a user input device arranged to enable selection of an alarm situation; 15the surveillance
station further being arranged to send a media feed request signal to a remote monitoring system
associated with the selected alarm situation, and ta glgplay images associated with the media feed
when the media feed is received from the remote monitoring system. 20 2.A surveillance station as
claimed in claim 1, wherein the surveillance station is arranged to display a map representation on the

display and ipfgrmatianindicalive el he.8 ApILAaR B IResT AR FERIRRAVIAIAR iR location

representative of the location of the facility associated with the alarm situation. 25 3.A surveillance

station as clEHHEHRIEHIRIDS BIfAEIA BRPQYRAAMHIGE SRR 95 AReMRRIGYERENSRIRR iRfion
indicative of iiserptheacienao rHtoseel Eltitive@ativen e repeasentativie. sbAsluved e statien as

aimed in clai . ; e : il ) i as
con. L5 6 e S e odified by
flashing the FRERBANAIGCOMETRSEANSRHENCOTRRY b tREUERAitYI @AY, N usRsimMcaleAfA as claimed

in any one ofgyaigsigdas \Whesetbine suloemates iwrheative of the alarm situation comprises an
alarm icon displayed on or adjacent the facility icon.
In order that the current location of the mobile surveillance teams can be accurately
10 displayed at the surveillance station 16, the mobile surveillance teams may be provided
with GPS devices and appropriate communications equipment capable of
communicating the current location of the surveillance team to the surveillance station
16.

15 It will be appreciated that since transmission of the captured media to the surveillance
station 16 does not occur automatically, and instead is transmitted on demand in
response to a user request, a user at the surveillance station has significant control over

the monitoring process, and in particular over bandwidth usage.

20 In the claims which follow and in the preceding description of the invention, except where
the context requires otherwise due to express language or necessary implication, the
word “comprise” or variations such as “comprises” or “comprising” is used in an inclusive
sense, i.e. to specify the presence of the stated features but not to preclude the
presence or addition of further features in various embodiments of the invention.

25
It is to be understood that, if any prior art publication is referred to herein; such reference
does not constitute an admission that the publication forms a part of the common general
knowledge in the art, in Australia or any other country.

30



8. A surveillance station as claimed in any one of claims 2 to 7, wherein the 10 surveillance station is
arranged to facilitate selection of an alarm situation by facilitating selection of the information indicative
of the alarm situation on the map representation. 9. A surveillance station as claimed in claim 1,
wherein the surveillance station is arranged to display a list indicative of all alarm situations.  10. A
surveillance station as claimed in claim 9, wherein thezsurveillance station is arranged such that
selection of an alarm situation in the list causes display of a map representation including information
indicative of the location of the facility associated GIfAIM®& alarm situation. 11. A surveillance station as
claimed in any one of claims 8 to 10, comprising a touch screen associated with the display to facilitate
selection of an alarm situation. 12. A surveillance station as claimed in any one of claims 8 to 11,
comprising 4tk Bamadisd/or a mouse, the surveillance station being arranged to facilitate
selection of an alarm situation on the map representation using the keyboard and/or mouse. 13. A

surveilange station,ag ¢laieddn ANy ons SLMsEREeedlng siaime WhGRID S sypypilance station s
arranged to display information indicative of a response team. . A'surveillance station as claimed
in claim 13 WREIPW&EREndent on claim 2, wherein the surveillance station is arranged to facilitate

deployment of a regpeaseiemmeciasitiiaties gelgsligneddheninianatiowindicatveiide response
team on the£§‘s er%egrrr%?wggt ttci)OrrT]fonitor a facility, the monitoring system located remotely relative to
the surveillance station;
10 the surveillance station being arranged to receive an alarm signal from the
remote monitoring system indicative that an alarm situation exists at a monitored facility;
the surveillance station further comprising a display arranged to display
information indicative of the alarm situation; and
a user input device arranged to enable selection of an alarm situation;
15 the surveillance station further being arranged to send a media feed request
signal to a remote monitoring system associated with the selected alarm situation, and to
display images associated with the media feed when the media feed is received from the

remote monitoring system.

20 2. A surveillance station as claimed in claim 1, wherein the surveillance station is
arranged to display a map representation on the display and information indicative of the
alarm situation on the map representation at a location representative of the location of
the facility associated with the alarm situation.

25 3. A surveillance station as claimed in claim 2, wherein the surveillance station is
arranged to show information indicative of the or each monitored facility on the map

representation.

4, A surveillance station as claimed in claim 3, wherein the information indicative of

30 a monitored facility comprises a facility icon.

5. A surveillance station as claimed in claim 4, wherein the information indicative of

the alarm situation comprises a modified facility icon.



-19- 15. A surveillance station as claimed in any one of the preceding claims, wherein the surveillance
station is arranged to display the images associated with the media feed on the display when the
media feed is received from the remote facility. 5 16.A surveillance station as claimed in claim 15,
wherein the surveillance station is arranged to display the images associated with the media feed in a
window on or adjacent the information indicative of.thg selected alarm situation. 17. A surveillance
station as claimed in any one of claims 1 to 14, wherein the 10 surveillance station is arranged to
display the iages Aassocikottevitatibe asedinfeddnareinfurtiviedisplay separate to the display on

which informauogdpgisalive HldBRAIMEMANIRdTAlR Mslor S sy velaRas siafign as dlaimed

in any one of the preceding claims, wherein the 15 survéillance station is arranged to display images
associated WA $fQfality of media feeds. 19. A surveillance station as claimed in any one of the
preceding claims, wherein the surveillance system is arranged to process images associated with the

media feed. 20 20,44 spllpace sialian ax diained |y siainy 10sRn (i sugiance system is
arranged to process images assoclated with the media feed so as to perform tacial recognition,
geo-fencing BfBtalienMdcateLdretaldpeAiteption sompLspsaaesieanbaiedaahasddn any one of
the precedinggpdansinahgsaity thshsurveillance system is arranged to carry out diagnostic checks on
the or each remote monitoring system. 22.A surveillance system comprising: 30a surveillance station
as claimed in any one of the preceding claims; a monitoring system comprising:

8. A surveillance station as claimed in any one of claims 2 to 7, wherein the

10 surveillance station is arranged to facilitate selection of an alarm situation by facilitating
selection of the information indicative of the alarm situation on the map representation.

9. A surveillance station as claimed in claim 1, wherein the surveillance station is
arranged to display a list indicative of all alarm situations.

15
10. A surveillance station as claimed in claim 9, wherein the surveillance station is
arranged such that selection of an alarm situation in the list causes display of a map
representation including information indicative of the location of the facility associated
with the alarm situation.

20
11. A surveillance station as claimed in any one of claims 8 to 10, comprising a touch
screen associated with the display to facilitate selection of an alarm situation.

12. A surveillance station as claimed in any one of claims 8 to 11, comprising a
25 keyboard and/or a mouse, the surveillance station being arranged to facilitate selection
of an alarm situation on the map representation using the keyboard and/or mouse.

13. A surveillance station as claimed in any one of the preceding claims, wherein the
surveillance station is arranged to display information indicative of a response team.

30
14. A surveillance station as claimed in claim 13 when dependent on claim 2, wherein
the surveillance station is arranged to facilitate deployment of a response team by
facilitating selection of the information indicative of the response team on the map
representation.
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an image capturing device arranged to capture images of the facility desired to be monitored; and

a trigger determiner arranged to determine whether an alarm situation 35 exists at the facility; - 20 -
the monitoring system being arranged to transmit an alarm signal indicative that an alarm situation
exists at the facility to the surveillance station when an alarm situation is determined to exist; and the
monitoring system being arranged to receive a mediggieed request 5 signal associated with a selected
alarm situation from the surveillance station, and to send a media feed including images captured by
the image cdpturind dewedlaoabetatioveiitarisinsthtioanywben théhmpdiecidied cegueswvbigneal ibaeceived;

and  a C%GWBMHﬁéS‘%E‘cﬁu8#%’9%[’4&@@&?&\§8|JWHE%aﬁg@gégﬂ&ﬁ%ﬁ%m%qﬁ@dﬁﬁ%%‘& ygillance

station and the monitoring system. 1 A surveillance s%stem as claimed in claim 22, wherein the
capturing delie&isBlRapEES gﬁé’ﬁ%@'@ﬁ@‘?ﬂd@@&ﬁwgomi e feanireifshite system as claimed in claim

22 or claim 23, wherein the monitoring 15 system comprises a recording device arranged to record

mages captyged by e A0S CAPIHENGL ISR TP ASTClARR SIRISIAN aad g daim 24.

wherein the recordlng evice IS arranged to record images Su y continuously

surveillance &yafsiedds digiagdh iBaeRrassopBiethWAR theBremryfaediteliyngan o record images

periodically. adftet SHEVRIBANEESYIRRBA RS PRiREshiBcisty faendficlaiims 22 to 26, wherein the 25
trigger determiner is arranged to determine whether an alarm situation exists at the facility using one

Or more sensors.
17. A surveillance station as claimed in any one of claims 1 to 14, wherein the

10 surveillance station is arranged to display the images associated with the media feed on
a further display separate to the display on which information indicative of the alarm
situation is displayed.

18. A surveillance station as claimed in any one of the preceding claims, wherein the
15 surveillance station is arranged to display images associated with a plurality of media
feeds.

19. A surveillance station as claimed in any one of the preceding claims, wherein the
surveillance system is arranged to process images associated with the media feed.

20
20. A surveillance station as claimed in claim 19, wherein the surveillance system is
arranged to process images associated with the media feed so as to perform facial
recognition, geo-fencing or detection of occlusion tampering.

25 21. A surveillance station as claimed in any one of the preceding claims, wherein the
surveillance system is arranged to carry out diagnostic checks on the or each remote

monitoring system.

22. A surveillance system comprising:
30 a surveillance station as claimed in any one of the preceding claims;
a monitoring system comprising:
an image capturing device arranged to capture images of the facility
desired to be monitored; and
a trigger determiner arranged to determine whether an alarm situation

35 exists at the facility;



28. A surveillance system as claimed in claim 27, wherein the alarm situation is opening of a door
without authorization, start of a fire, presence of 30 an unauthorized person in a defined area, an
attempt to tamper with the facility, and/or an attempt to use a lost or stolen credit card. 29. A
surveillance system as claimed in any one of claims 22 to 28, wherein the facility desired to be
monitored comprises an ATM. - 21 - 30.A surveillangg system as claimed in any one of claims 22 to
29, wherein the monitoring system comprises a plurality of image capturing devices arranged to
capture images of one or theredaitilitiessys®h Besig\aeibaged Bystesnatariaiamd sigaaly one of claims

22 to 30, comprising: AraiuiAlARh TIRRIBHRSISISIRME: tachfy > HEGINANRS SYLERbAS AR in any

one of claims 22 to 31, wherein the communications network comprises a mobile wireless
communicatRREHEHRIRD EoleteBNRGH A RSIThR8Ystem comprising:  an image capturing device
arranged to capture imageseahariiasiliiy sies¢i@cbtingeamoyter eslieceive aartigigdedereueser arranged

to det.e.rmgnes%?f%?&@%?a%%%tﬁi??éﬁ%@tgqigﬁrﬂt AHSnf?rﬁH{XhS‘@Hweiu_a%&e&‘(@%!%ﬁ&f?b‘?e arranged
to facilitafe communicafions with a remotely located surveillance station; —  the monitofing system
being arrang@écrtrapdimiead ariveing dmaorrireRivieeHt e Anaoe srotite eRides 4 the facility to the

remote surveilidegrsatidmvmanaNAABHRE feibdatigndst driesmineddRaxisicand the monitoring
system being arranged to receiye a m%;iia feed re%ﬁﬁt Si natl associated with a selected alarm
il e

situation from the sERAIIARLE BN ARG RAY SPMRIlHIT iR RE ALY by the

image captusinyealévice stetian sud/Hikamoeitoanipaysiesn the media feed request signal is received. 25
10

23. A surveillance system as claimed in claim 22, wherein the capturing device

comprises at least one video camera.

24. A surveillance system as claimed in claim 22 or claim 23, wherein the monitoring
15 system comprises a recording device arranged to record images captured by the image
capturing device.

25. A surveillance system as claimed in claim 24, wherein the recording device is
arranged to record images substantially continuously.

20
26. A surveillance system as claimed in claim 24, wherein the recording device is
arranged to record images periodically.

27. A surveillance system as claimed in any one of claims 22 to 26, wherein the
25 trigger determiner is arranged to determine whether an alarm situation exists at the

facility using one or more sensors.

28. A surveillance system as claimed in claim 27, wherein

the alarm situation is opening of a door without authorization, start of a fire, presence of
30 an unauthorized person in a defined area, an attempt to tamper with the facility, and/or

an attempt to use a lost or stolen credit card.

29. A surveillance system as claimed in any one of claims 22 to 28, wherein the
facility desired to be monitored comprises an ATM.
35



34. A monitoring system as claimed in claim 33, wherein the capturing device comprises at least one
video camera.  35. A monitoring system as claimed in claim 33 or claim 34, comprising a recording
30 device arranged to record images captured by the image capturing device. 36. A monitoring
system as claimed in claim 34, wherein the recording device is arranged to record images substantially
continuously. - 22 - 37. A monitoring system as clapged in claim 34, wherein the recording device is
arranged to record images periodically.  38. A monitoring system as claimed in any one of claims 33
to 37, wheredf the faciityeildesireystorb@swiaiitae th @myprises caihd RR t829Awhersitothey system as

claimed in 2fofs b PR TS A BIRA DB TRANOUAG ISR RARASRR AR AR image

capturing devices arranged to capture images of one or more fac of surveilling
a facility, thd RAPHE B BFSIAE BCitRdnitoring system, capturing images of a facility desired to be
monitored; determining whether an alarm situation exists at the facility; transmitting an alarm

signal i”d§C2§¥? Aaly dBnPAﬁ‘é@‘?%‘e%H 42 %ﬁﬁ%%&ﬁ&'&%i%‘%i@%f%??‘i%é‘ é"é’%%%&%&ﬁ%@”awmn an alarm
situation is determined to exist; communicating one or more alarm situatiohs to'a user at the
surveillance RitEAkY:; of MosERHTEySHSIEEHia feed request signal associated with an alarm situation to the
monitoring system in response to selection of an alarm situation by a user at the surveillance station;

20sending a ediaAfeed aisociatedtwith thei selected alarm si uF\tion ggﬁgléﬂe monitoriﬁ% system to the
surveillance ation’ Wieh t %”ﬁ‘?e%’ia?géa%aﬂ‘é% é?g%%ﬁ %n?e%e?\?é@,st 121884 th ding images
captured by thenimenigaitapsunétyade giowpeses a mobile wireless communications network.

10
33. A monitoring system comprising:
an image capturing device arranged to capture images of a facility desired to be
monitored;
a trigger determiner arranged to determine whether an alarm situation exists at
15 the facility; and
a network interface arranged to facilitate communications with a remotely located
surveillance station;
the monitoring system being arranged to transmit an alarm signal indicative that
an alarm situation exists at the facility to the remote surveillance station when an alarm
20 situation is determined to exist; and
the monitoring system being arranged to receive a media feed request signal
associated with a selected alarm situation from the surveillance station, and to send a
media feed including images captured by the image capturing device to the surveillance
station when the media feed request signal is received.
25
34. A monitoring system as claimed in claim 33, wherein the capturing device

comprises at least one video camera.

35. A monitoring system as claimed in claim 33 or claim 34, comprising a recording
30 device arranged to record images captured by the image capturing device.

36. A monitoring system as claimed in claim 34, wherein the recording device is
arranged to record images substantially continuously.



displaying images associated with the media feed at the surveillance station when the media feed is
received from the monitoring system. 25 41. A method as claimed in claim 40, comprising displaying a
map representation and information indicative of the or each monitored facility on the map
representation. 42. A method as claimed in claim 41, comprising using the locations of the 30
communicated alarm situations to determine whethesmne or more of the alarm situations is likely to be
a false alarm. 43. A method as claimed in claim 42, comprising using the locations of the
communicat8d. alarmrsioiktiorgs syatdimfas clatoed mdadaitivé Hwhereie ditieoratritied ataiinis 35 to

determine WQﬁHﬁ%reaqg folasTeli-Ne ég%@llmgilwqions is likely to be a false alarm. - 23 - 44.A method

as claimed in any one of claims 41 to 43, comprising facilitating selection by a user of the information
indicative of an alarm situation on the map representation. 5 45. A method as claimed in claim 40,
comprising digplayiagrahisdringicgsteencisciiniatitineinglara sittlainens3 1047 Avheedhothasadidimned in

claim 45,$o%ﬁ§g.%%§ i rdqﬁrgdna%ﬁﬁgégsagmﬁr n 10 including information indicative of the location

of the facility associate e alarm situation when an alarm situation is selected by a user from the
list. 47. A method as claimed in any one of claims 40 to 46, comprising facilitating selection of an

alarm situatigg. using mdashgEReemEs d8inteiiathng dedatiRrgddBany 3B)evRE-Rime 41 to 43,
comprising displaying information indicative of a response team.on the map representation. 49. A
method as CARH KR T R BTmEaIY o e0e cantung doticss GEReeat eaptlie

images of one or more facilities.
10
40. A method of surveilling a facility, the method comprising:
at a monitoring system, capturing images of a facility desired to be monitored;
determining whether an alarm situation exists at the facility;
transmitting an alarm signal indicative that an alarm situation exists at the facility
15 to a surveillance station when an alarm situation is determined to exist;
communicating one or more alarm situations to a user at the surveillance station;
sending a media feed request signal associated with an alarm situation to the
monitoring system in response to selection of an alarm situation by a user at the
surveillance station;

20 sending a media feed associated with the selected alarm situation from the
monitoring system to the surveillance station when the media feed request signal is
received, the media feed including images captured by the image capturing device; and

displaying images associated with the media feed at the surveillance station
when the media feed is received from the monitoring system.

25
41. A method as claimed in claim 40, comprising displaying a map representation
and information indicative of the or each monitored facility on the map representation.

42. A method as claimed in claim 41, comprising using the locations of the
30 communicated alarm situations to determine whether one or more of the alarm situations

is likely to be a false alarm.

43. A method as claimed in claim 42, comprising using the locations of the
communicated alarm situations and information indicative of the weather at the locations

35 to determine whether one or more of the alarm situations is likely to be a false alarm.



20 information indicative of the alarm situation on the map representation and the information
indicative of a response team on the map representation to determine which response team to deploy
to the facility associated with the alarm situation. 50. A method as claimed in claim 49, comprising
deploying a response team in 25 response to selection of the information indicative of the response
team on the map representation. 51. A method asziaimed in any one of claims 48 to 50, comprising
using the images associated with an alarm situation displayed at the surveillance station to determine
30 whether to deploy a response team to the facility associated with the alarm situation. 52. A method

as claimed i 20y ORI EIIS MRS SYTAESREIRIASATHIAIMANSS SRRPRIBIRSHI the media

feed so as to perform facial recognition, geo-fencing or detection of occlusion tampering. - 24 - 53. A
method as cReIRRIPIPYAMSHE iepinimatiengsdicaiysiRiag _erinletie iy Hissit@Bhecks on the or
each monitoreépgesgsiation. 54. A method as claimed in any one of claims 40 to 53, comprising
recording.images 5 captured by the image capturing device. 55. A method as claimed in any one of

claims 40 to 54, comprising capturing images associated with a plurality of facilities.
45. A method as claimed in claim 40, comprising displaying a list indicative of a

plurality of alarm situations.

46. A method as claimed in claim 45, comprising displaying a map representation
10 including information indicative of the location of the facility associated with the alarm
situation when an alarm situation is selected by a user from the list.

47. A method as claimed in any one of claims 40 to 46, comprising facilitating
selection of an alarm situation using a touch screen.

15
48. A method as claimed in any one of claims 41 to 43, comprising displaying

information indicative of a response team on the map representation.

49. A method as claimed in claim 48, comprising using the
20 information indicative of the alarm situation on the map representation and the
information indicative of a response team on the map representation to determine which

response team to deploy to the facility associated with the alarm situation.

50. A method as claimed in claim 49, comprising deploying a response team in
25 response to selection of the information indicative of the response team on the map

representation.

51. A method as claimed in any one of claims 48 to 50, comprising using the images
associated with an alarm situation displayed at the surveillance station to determine
30 whether to deploy a response team to the facility associated with the alarm situation.

52. A method as claimed in any one of claims 40 to 51, comprising processing
images associated with the media feed so as to perform facial recognition, geo-fencing
or detection of occlusion tampering.

35



-24 -

53. A method as claimed in any one of claims 40 to 52, comprising carrying out
diagnostic checks on the or each monitoring system.

54. A method as claimed in any one of claims 40 to 53, comprising recording images
captured by the image capturing device.

55. A method as claimed in any one of claims 40 to 54, comprising capturing images
associated with a plurality of facilities.



