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The present invention relates to the transm ssion of data In a !
t el ecomuni cati ons network. The present invention nore particularly rel ates %

to identifying and locating points of failure in a tel ecormunications §
net wor k. Asynchronous transfer node (ATM is a standard }
protocol for transmtting tel econpuni cati ons data across a

t el econmuni cations network. It is based 10 on the transm ssion of data in
fixed size data packets known NEX MOPRILGOPBACIC N each ATM cell has 1
a 48 octet payload portion and a five octet header portion. ATMis H
wel | known in the art. ATM is frequently used for ;

transporting low bit rate data in ESI onmuni cati ons networks, for
exanple, low bit rate voice data. ndard 15 ATM does not

efficigntly transpo ecpg&%eg {m&mcf(al r@ﬁﬁ% %?E@Hgﬁﬁ ath'mfaSt andard ATM

tends To add a signi ssion of low bit rate

dat a. teleddMrRricktRing Inmvdﬂawmtprés%hﬁndai@n hidrelpartfcul @1y feldtes'dt € Vvoi ce
data, is highly sensitive to hese data transm ssion timng del ays.

Consequentdeptifying andilocating mmwtofmraata p tele¢oprmunications agtwosk (AALS) have
been devel oped so tha

t ATM can be ut q]N&O tra ort it 20 rate
data in a nore ef fi QSYACHTAROHGLFans %f*‘@ h(‘ﬁ&ﬁ? dt?f@ W{
One of the ﬁﬁﬂftelfégeﬁgﬁ&um&aﬂ%m fexfc%& n‘?élhgné"hit@oﬂ?sﬂngéseldt ist 0

low bit rate data; AAL2 is also we e art
nore 10 ontthmuan@iﬁhsioﬂeﬁdata ltmﬁxemsxzdnéathh&@hd IbMinAd AT NE dells, Whgrein Type 2

Speci ficati on, ommendat i on 363.2 (herein referred to as "the
AAL2 spec |ea¢tx:ATM ﬁd} hasea\&& oeﬁst pamwiemrvmmﬂ #rbive oetet headerportioni AMrisr
transportln | ow bi t %%}te data by inserting | ow bit rate data from
any nunber?’ klﬁ’“fnf é‘rtg Sources into AAL2 data packets, and then

nul ti pl exing the AALRTMIRE 3 ﬁ&hﬁﬁ&e&%@bﬁwﬁbx@ﬂh%ﬁﬁwxﬁmﬁi on.
In accordance with the AAL2 specification, the standard format of an

AAL2 dat a tq:iaaﬂmnumsatmmdeavorka fon aXam;ile,alowt kihrhte woied data e Hawever, stangdapd e, an
AAL2 30 et packel el ol Wttt RO RO AEA N8 iRl 0 2nR AR
tends to add a significant time delay to the transmission of low bit rate data.
Unfortunately, low bit rate data, such as low bit rate voice data, is highly sensitive to
these data transmission timing delays. Consequently, several different ATM adaptation
layers (AALs) have been developed so that ATM can be utilized to transport low bit
20 rate data in a more efficient manner, as is well known in the art.

One of the AALSs developed to make ATM more efficient, with respect
to low bit rate data, is AAL2, AAL2 is also well known in the art, and it is more
thoroughly described in the B-ISDN ATM Adaptation layer Type 2 Specification, ITU
Recommendation 1.363.2 (herein referred to as "the AAL2 specification”). AAL2

25 makes ATM a more efficient vehicle for transporting low bit rate data by inserting low
bit rate data from any number of different sources into AAL2 data packets, and then
multiplexing the AAL2 data packets onto a single ATM connection.

In accordance with the AAL2 specification, the standard format of an
AAL2 data packet is similar to that of a standard ATM cell. For example, an AAL2

30  data packet also has a header portion and a payload portion. However, the header



- 2- portion of an AAL2 data packet is 3 octets in length and the
payl oad of an AAL2 data packet can vary from 1l octet to 64 octets.
The header portion of an AAL2 data packet nore specifically |

an 8 bit cﬁp P3%dn identifier (CID) field, a 6 bit length Fﬁﬁ%@i’@?&(m
field, a 5 bit 5 user-to-user |nformat|on (UJ) field, and a 5 bit
header error control (HEC) code. The CIDfield defi nes the AAL2
channel to which the AAL2 packet bel ongs. According to the AAL2

specification, the AAL2 packet may be asgociated with one of 248 different
AAL2 channels. Accordingly, AAL2 data packets from as many as 248 different

Q?thi"‘iéces ik P@ﬁ&%é‘i’@ﬁ?ﬁﬁé@%@t i e SR RPN Tn A0 B 1

AAL2 data ﬁomloctettt@@@uﬁger of octets in the payload portion).
The HEC code |s speC|f|caIIy used for detecting errors in the header
portion of the AAL2 [®hekeader portion of an AAL2 data packﬂmomﬁppuﬁealbf carhprises)l

between a S0k Bbcomestion emien EXRL Rk & 6hitiensiipdifa? (AR X bRRC A
packet )¢ a desid gl hﬁ%ﬁ@y&?ﬁemtﬁﬁqwa s &‘?ott&m%l AIEENEode. The AAL2

dat a packet e ng sen 0S$ er of Inte at e nodes.

As St@l@ﬁeldtd&ﬁﬁés the 6\@..2) channélnotwitichtie AAER gacKeh delohgs. e AcGditigitber ent
bi nary conbi nati ons (i , _.codepoi nts) are possible. In accordance
with the AAnezAgﬁde?csprecxfmﬁmh thq MdLgrpacket may brassociagd ythrene of 248 4litferent cal | v

{)SZ f;;’?gnf 0 Lﬂ‘gﬁ%ﬁ ' @S@P@ quAéLl‘%om 23 manf 35548 d?f?er%ﬁi i
standard ATALES (sét_xl_lféﬁs?‘gﬁiébédﬁﬁidﬁw&%d B0 Pdihg lE LeTM oRhéEidn! hﬂle@ﬁa@das the

type indicator unctlono the PTlI fieid in an ATM cel |
header 10s name suggmtd alefines thidengtinaft the paylbad pm'tiimlofftheeAADZrﬂatmyM(Z gacket

header. For exa , two . of the e PTI . d t
o ed 1 GhF BEMBFY SF Qs inihe papoRh PoRRIE SEC Bod i apecfiCayearar | °
particul arl I ormloob k

test: n; Lo%%%%@ﬁ%stcl ndde?lgﬁgﬁbéﬁﬁﬁmlg%fgézg@%géto det e(F:)t a(t:)roken

connections in the The putpbsosfithe OUH firld iseonteyoinfardmrion absuttheci fical |y
identifies the ATMcell as an end- to-end Ioopback packet . . The ot her

codepoi nt i eherespending ARd.2packetdietwesa aasoyqurmdp @.e., the mswpﬁ@meﬁh%tket An

ond a8 Laophasle OEK bk il BLAR A0 HSHE Bl by 05"

AAL2 data packet is being sent), and possibly, a number of intermediate nodes. As

stated, there are 5 bits in the UUI field. Therefore, 32 different binary combinations

(i.e., codepoints) are possible. In accordance with the AAL2 specification, two of

these codepoints are specifically reserved for identifying the corresponding AAL2
20  packet as an operation and maintenance (OAM) data packet.

A standard ATM cell header includes a 3 bit field called the payload
type indicator (PTI) field. The function of the PTI field in an ATM cell header is
similar to the function of the UUI field in the AAL?2 packet header. For example, two
of the eight possible PTI field codepoints are used to identify the corresponding ATM

25  cell as an OAM cell, particularly, an OAM cell that is employed to perform loopback
testing. Loopback testing is an OAM function used to detect broken connections in the
.network. One of these two codepoints specifically identifies the ATM cell as an end-
to-end loopback packet. The other codepoint identifies the ATM cell as a segment
loopback packet. An end-to-end loopback packet is used for determining whether a

30 broken connection exists somewhere between a source node and a destination node,



- 3- wherein one or nore interned ate nodes exi st between the source

and destination nodes. However, the precise |location of the break
cannot be @efgfshdped. A segnent | oopback packet is al ded
froma source node to an adjacent destination node angeﬁ?en%ac

the source node, and it is only used for determ ning whether a 5 broken
connection exists between that source node and that adjacent destination

node. In practice, the ATM | oopback procedure is very
conpl ex. For exanpl e, the end-to-egd | oopback packet procedure does
not precisely |ocate a broken connecti on between a source node and a

non- adj aceihefbiss bhé 8t hove st hediafe ﬁdﬁéb%kﬁf‘betﬁv@&lthe source Hﬁ gﬁ)back
procedure does not detect nor can it precisely |ocate a broken

connect i onnodaswadeweves othe pregisediocation of thbbteaha&nmﬁbedelznuinbéss\ $dpenepk eak

speci fical ccurs between t source node and the adjacent
desti nati ok‘f}/"ﬁ%@{gﬁﬁ’gﬁﬁ‘? Y8, fo: {W?édec{]ﬁom%wo dedp gn adie %QJR#!IWIM or der

to preciselyy net wor k
oper at or - mibge BEPhen Sack RUEP $5OG A4S, Ua s Sy Yk sor gererrlfife WAHARE %
i ndi vi dial byoked ephmeetiby zxkﬁltﬁw&naﬁﬂ(mfdeﬁibﬁé afd thiat Bdjadeat ﬁéﬁﬂﬂaﬁ@éﬁade
Consequently, a 15 significant amount of network ti'me and network

resources (e.g., banMEﬂcﬁye»dhéATM loopbmi@pl@smellwvwxpemphd Farerefore, a
nore sinplif] d eff eded, to detectbthe

d
| ocati on OFX‘W@EE © eafli ﬁ%‘c??ﬁ? E‘?‘?&’B?ﬁ B #etaprﬂm Qoesg,qap{esxsalg lgeate)a broken g,
"as neededgohiRefién beWash atsﬁﬁ’x‘%e %d@aﬂ?ﬁi h@&l h@?&ﬁ h§§tmﬁ1grpnode In addition nthe

SUVVARY IS an o Ive O resent 1 nve

provide a ségmuntioapback procedmedeekmn d&tabt netcaanti precieelp K@d&t@@ﬂﬂﬁ@ﬁl ons in a
t el ecommuni cati gns_ net wor k It is another Oxflx ective of
t he priEsenfoRIFEOR P?FPY"F’&)"‘&PWP dedyand afestination node unlgp dhechreakespesifically ect i ng

br ok t Kk t tiated
by an end Seairs Bethietf o SRt SRR Y B30 B HBRGR e shei el oper at or
on a peri ogegindi® $ocpback packet. In order to preclseli locatt @broRerforREITHT Wsifky {lfI'M he

present invention to provide a nore efficient procedure for-locating
br oken confeciatwork eperatonmubicpersiodicalik tqsoevmmemk tiak \and/for camnection

properly re cfxvﬂufllyd aﬁ‘ypxgﬁfylf %ltng 1sa éc%g&ghéh'é as a Qbkagﬁgr%&rll({] tea(éf:l OCr(])isequently,

15  significant amount of network time and network resources (e.g., bandwidth) are

unnecessarily expended. Therefore, a2 more simplified and efficient procedure is
needed to detect the location of broken connections within a network, and to do so on

an "as needed" basis rather than on a periodic basis.

20 SUMMARY
It is an objective of the present invention to provide a simplified
procedure for detecting broken connections in a telecommunications network.
It is another objective of the present invention to provide a simplified
procedure for detecting broken connections in a telecommunications network that is
25  initiated by an end user on an "as needed” basis, rather than by the network operator
on a periodic basis.
It is also an objective of the present invention to provide a more efficient
procedure for locating broken connections within the network so that the network can

properly re-route data packets around the broken connections.



-4- It is still another objective of the present

I nvention to provide a sinplified and nore efficient procedure for
detecting 2’1998'55%?@“ ng broken connecti ons so that critical network
resources are erved. I n accor dancePWfsﬁ”mé“aspect

of the present invention, the foregoing and 5 ot her objects are achi eved
by a nmethod and/or an apparatus for detecting a failure in a

t el econmuni cati ons network which involves forwarding a first conmunication
packet froma first node to a secqogd node adjacent to the first node
in a first direction along a comuni cation path; forwarding the first

conmmuni cati on packet t ?‘d't 0, t. 4 hi e adj acent to
the second node in tﬁ{e{sﬁﬁpsa{ﬁgg??gg |Q%%ﬁ8%8retsﬁrgl§@n5§5§rw%aﬁi on pat h;
and tr ansmsirhplifiedar@afioreificientptbcsliutOfor Rty ARPIScAthf Brekaconnections"0de
to the first node. The nethod and/ or the apparatus al so invol ves generating

a f agbtthaticgitigal netwiorkresongees araconseevetiet ween the first node and the
second node if the second .conmmuni cati_on packet is_not_ received by the
first node within a SP@G‘@F@WH’Q One-3spert of the prgsent inyentien; the foregoing an

| d ; t ' Moo aT-PA o[ fl-Te (o]
and ot hor Gt CEiceE ARy SUY nellod R o APirahd X6 Al Wi 14" 10

det ecti ng deleerhmunications network wiitleinwoives f&%&diﬁgarfﬁﬁmmmmibnifpawves
forwarding a first comunication acket _in the direction of a

. P . Jon
dest i nat i orfremadirstnode 20 piseeond node adigcent se thefirshangls in@j firskdirection alonga t he

first de, | . .S, |l ocated al | cat | th
20" bet wosiRHRoh PR RIORRBERE Sl e AR OB A PR HE 00 Roee”
counter i n thAghird héde adjacent HAHES s¥ddRA nbl€ i ink %irst][mfié’cﬁf)ﬂ%@ the first

communi cati on packet to the second node; orwarding the first
comruni@at icommunidation pathngnd transmittingd sezwond comminhicationt packet from theé sezohd on of

he destinat i f d pod de ad h
Second noadodE Rithe st s RGO BuIor herApecatie s Ipveles EEEHDENG. sccond
node to 25 faul} %‘gPﬁtl'iﬁ&atﬂx%daefaiﬂféebéi?E%}ﬁﬂe%&V &g\etail& R S i(g'%degig g‘%e%'egc?/n% ves

generating a nessage | e second comuni ca S not
recei ved byotineurficatioh packie isvadt beceived by the fipsta@dde withing PradeterMéhedipefiode as
measured by the tim ng counter. In accordance with yet
anot her as;ﬂfé‘}m‘of t he present invention, the f oregoi ng and ot her

obj ects.are achi eved and/.or _an ratus for deteqti 3.0

and |O§%ti ng broken gg%ﬁ%@%?@%@@%Iaég%?rﬁﬁﬁﬁeé’éﬁeﬁémﬁﬁ%% &m ﬁ?ﬁof‘“ﬁ ng a
source and other objects are achieved by a method and/or an apparatus for detecting a failure

in a telecommunications network which involves forwarding a first communication
packet in the direction of a destination node from a first node to a second node adjacent
to the first node, wherein the second node is located along a communication path
20  between the first node and the destination node; setting a timing counter in the first
node when the first node forwards the first communication packet to the second node;
forwarding the first communication packet along the communication path in the
direction of the destination node from the second node to a next node adjacent to the
second node; and transmitting a second communication packet from the second node to
25  the first node. The method and/or the apparatus also involves generating a fault
messagé if the second communication packet is not received by the first node within a
predetermined period of time as measured by the timing counter.
In accordance with yet another aspect of the present invention, the
foregoing and other objects are achieved by a method and/or an apparatus for detecting

30  and locating broken connections in a telecommunication network comprising a source



- 5- node, a destination node and at |east one internedi ate node

| ocated al ong a communi cation path between the source node and the
destinatiq wherein the nmet hod and/ or the appara ' S
generat i ng&gg%gmrd | oopback packet in the source nodkﬁfg@p&&‘&eng
the forward | oopback packet, node by node, fromthe source 5 node to the
destination node al ong the conmmuni cation path; and transmtting a

backward | oopback packet, at each of the at |east one internedi ate nodes

and at the destination node, towargs the source node to an adjacent
node | ocated al ong the comuni cation path, if the at |east one

i nt er nedi a d . i (o) rward

| oopback pggﬁé;'% &Fﬂ J’{]‘EM% %&ta%ﬁggfaln&esd% Sngdlggo\e}%%ﬁ%éﬁﬁ)ao generati ng
a fault nmegsmafinidatibh 93&1%&\0@111!16 Sowrdél n6de dndothe ldestination A6dd, wiitlein the

i nt er medi at e nodes, if a backward Ioopback packet is not received

within a pmethadeand/orcthie ppparams dmvolves generating a forward 100pback packet in the

BRI EF DESCRI PTI ON, CF. THE ects and
advant ages SHHICE ARSF TOBNATLEE th FaTEd lnnaback Raskety gode by nocfeeifdnhéa

fol | owng gﬁ&k 4G R 4l n V\:hIChZ
FIG 1 éﬂl I (li}s é?adtﬂe‘)gdg gtnggﬁﬁrgg %él n g@g%l}dgfaéla&, Jv?\lﬁatt e p | or art;

FI G 2 shobaclewargicopbacie packieqaipbashioft the bt leastane ditsanakiativinbdestdnd ap theor
art; 20 FIG 3 shows the Next Hop Loopback test in
accor dance dgstingtipn aode, towar;ﬂséb,@murq:qw@dqtp@n adjacent node located along thep| g 4

shows an exenpl at r ot AA Ioo ack cket

FIG s 1 REicEn Ari o e AL B aneniermenin® SBOE R the droiles oo
FIG 6 is 3gceiediforivird RopYRKD a@lféioqflﬁ‘%ﬂéﬂx&i)én@& éﬂﬁaﬁt&@ﬂk@!@oﬁﬁge

FIG 7 is another exenplary hardvvare enbodi nent for "an internedi ate
node; B&id generating a fault message atfthSsodrce sodmanskeachlofithe dtdeastomeeintarmediateent

f desti nat : 3 Al LE
D(I;rSC%I p%s Olﬂggesl, Ha gg&%vard loopgack packet is not received within a predetenm[r)erg pcrLimli) of

time,

BRIEF DESCRIPTION OF THE DRAWINGS
15 The objects and advantages of the invention will be understood by
reading the following detailed description in conjunction with the drawings in which:
FIG. 1 illustrates an AAL2 connection in accordance with the prior art;
FIG. 2 shows an end-to-end loopback test in accordance with the prior
art; |
20 FIG. 3 shows the Next Hop Loopback test in accordance with the
present invention;

FIG. 4 shows an exemplary protocol for an OAM AAL2 loopback

packet;
FIG. 5 is an exemplary hardware embodiment for a source node;
25 FIG. 6 is an exemplary hardware embodiment for an intermediate node;
FIG. 7 is another exemplary hardware embodiment for an intermediate
node; and

FIG. 8 is an exemplary hardware embodiment for a destination node.

30 DETAILED DESCRIPTION



- 6- The present invention identifies and | ocates

br oken connections at or bet ween switching nodes in a

t el econmunj cati ons network. Although the follow ng di scussi on

descri bi ng™P&52,sent invention focuses on an inpl enent at i BRATEIHY 166
asynchronous transfer node adaptation |ayer nunber two (AAL2), one skilled

in the art 5 w Il recognize that the present invention could be applied
usi ng the asynchronous transfer node (ATM |ayer, or other ATM
adaptation | ayers (AALs) which are well known in the art.

FIG 1 represents an AAL2 connection 1066'between a source node 105

and a destination no 110. The AALZ2.c ection 100 i.ncludes three
intermediate 10  nodd§ PISSMHIYERIAR lfiﬂgﬂfeaapégocat?agrql@g CoReCtingS ¥t i nat i on

node 110. FBGyeHsHRERINE nodes in a telRBomihficaB s Hefv ORI eﬁltﬂoh%mczfoglg?gﬁ%or m t he

swi tching functions that are necessary to route an acket
(not shownjlisaission deseribiAg shecpresent iniventidiDfoclisesront ancimplementativansingthele 105 to
the destination node 110. In addition, the AAL2 connection 100 -

i ncl udes a2fiifBEanoRs trapsieramadeadaptatian Jayen SHMBFEWOA AL oae skilled in thajapt

channel. 15_ . _ Ltil.0on AA L Ak tween adj acent
nodes. 5AI t %%é%&gth%s@a t% Pﬁa\%? 1’“i[l &L '?9%%&@?’5 33{5@@5% E‘?ésy¥gr°éghf1 AAL2
channel 12@ahsferiotié PAENDday¥r! br GhBEATM adaptAidadafeia (WAL S) Whith afd\@efd) toO
conplete the |ink between each pai r of adjacent nodes. At each node,
an AAL2 chinemhint@art nultiplexed with different AAL2 channels. As

stated above, routin ata t hrough | ecomuni cati ons network using AAL2
is well 20 known ﬁ“ﬁgt h_é%FFf“:msgan RA&«%_ connection 103 betweeaAsIogFRE nogle 1 s
connect i o ofyh WRGhaliBR npll FEEMTnE AKI%H WrdnbeddH 100 fbfiteAihreg interibdif! ' At €
an exenpl ary procedure for detecting a broken connection g5 ng an end-

t 0- endid oopbdeskl IScseiwean the sburcenods Hethaml the idestination hedd 0] UEhe plrposeosf ce
node 210 and t he destination node 215 are defined as endpoints by the

net wor k opd&icinirmedigte nodes 415 isfoqeriom the,awitching Swictions thatare gecessary s  ATM

cell whose |.oad afel ra (PT, Leld identifles the ATM cel |
s an end-{g‘ﬁgﬁg%%%%gg%l?g‘g‘geg&g@m&wg %}%&Eﬂe ﬁéi,?ﬁgﬂnecﬁon 1%%&% € rom t he
sour ce Nnodgowrkl nodd 1G5 the Aestimtioh B6dd 1CET Pstidtich, RARAL2f Rhn&XBANLS

I ntermedi ate node 220, until the packet reaches the destination node 215.

No p inaiedes iamymiee of sordatenhted iAA 2 cleahnalsd 20pwhereinéaeh deAL2 nhanneh node
- i ) d 0, erein th
[Zjégkte[] f%nggaﬂ?%qgso l%t#%nms i Eﬂiﬂ% Rl% .fgf}l( ?1511( Ot\\EeQS a J%gérﬁ% gs. eA?tl}ough\%]lesr ern ©
difficult to visualize in FIG. 1, each AAL2 channel 120 is multiplexed with other

AAL2 channels (not shown) to complete the link between each pair of adjacent nodes.

At each node, an AAL2 channel 120 is multiplexed with different AAL2 channels. As

stated above, routing data through a telecommunications network using AAL2 is well
20  known in the art.

Occastonally, a connection between two adjacent nodes will fail. FIG. 2
illustrates an exemplary procedure for detecting a broken connection 205 using an end-
to-end loopback technique. In accordance with this technique, the source node 210 and
the destination node 215 are defined as endpoints by the network operator. Source

25  node 210 then periodically generates an ATM cell whose payload type indicator (PTI)
field identifies the ATM cell is an end-to-end loopback packet. The packet is then
passed from the source node 210, through each of the intermediate nodes, for example
intermediate node 220, until the packet reaches the destination node 215. No
processing occurs at the intermediate nodes. The destination node 215 then re-

30 transmits the packet to the source node 210, wherein the packet encounters the broken



-7- connection 205. After a predeterm ned period of tine el apses,
during which the packet fails to return to the source node 210, the
sour ce nodgolkRosyiovi des an indication that a br oken FRTRGS '

exi sts songwherggl%et ween the source node 210 and the destination wofils node
215. The technique illustrated in FIG 2 is currently inplenmented using
ATM 5 and it is well-known in the art. In
accordance with a preferred enbodi nent of the present invention, a

next hop | oopback test is perfornmed using-an AAL2 connection, as
illustrated in FIG 3, in response to the detection of a broken
connect i on¢cgmidchyn 208" edetarntiiéd Pt i - 4k Q&Efﬁk est
as illustrated fiﬁn FI G szff-:e?_?_ﬁg next #bdpﬁ\éll%ogp%fa%lﬁ@telg {ég'l <t1s‘ﬁ.l hi((:"gpa e 8‘%
preci sel y falsapiratyrn bethisrsokrse node 240t the sounce aod=2 1hproxides an yxlieatiohithat a
fashi on, such that the network operator can efficiently respond to

the break BYokeB.copueqtieq exists somewhers Retlysen thesgureg node 21 and ie dsstinationon
di ngl : : [ t. i n. d
355 gener afigde 215 The tschnique iltystratein'RIGH 2146 Bhlurynfplhertoa ol ATMCC "0°°

f orwar ds | oahd Gk waelickegiwn3idche artt hen 15 forwarded to the destinati on node

360 by way of each internedi ate node, for exanple, i nternedi at e node
365. Upon receivi ng tln@censdansatwitiva mmknubapb%m;:mﬂ«he pBe&t inventionemch

packwar d e WP IGHAREk oL B OV SR ARG £oB o os TS HABHICH or v d
por i on whiCh {oEoiRe o die detikion e abh6kerd Reciton 10 P er ek A5 MR T

Each i nt er ardndite-end timpbackesths illbstravalinFIG] 2. oDdAGK hop loopbieciésttist 0 t he

previous node, while forwarding the original segment forward | oopback
packet1305 cappbisaf pregisely derating fombioken ponnertion; inyardeliberate. gistamatio fishiok,

packet 305 t i L. node 360. . The stination node 360
simlarly Sgﬁletrh& {élgé}‘%gs&k Aﬁf)%@%%&%%%@%ﬁ%@ﬁ%? gfﬁ’g%ﬂﬂ TR f o1 war ded
to the previemwikidatacdroBat tiebrolRshecoahectiontReordingly. The
backwar d | oopback packets are then used to precisely |locate the

broken connection 350s Nustated imEIG.hE the source nodie3 Fhgenaratescosegment er nedi at e
d f ds .t d | b ket 305 h d
100 o SR RSO K 1SEL | goRtagk ppckol 05 coph node
Sour cey £100%orinRaaty d dBdtihalbn hBE: 38 by Wal o eRd] Al FmAR k! for bRl VE 2
pbac et node, one

backward | oo pac romthe nex
intermediate node 365. Upon receiving the segment forward loopback packet 305,

each intermediate node generates a backward loopback packet, for example backward
loopback packet 310, by making a copy of the segment forward loopback packet 305
but for the loopback indicator in the payload portion which identifies the packet as a
20  backward loopback packet. Each intermediate node forwards the backward loopback
packet to the previous node, while forwarding the original segment forward loopback
packet 305 to the next node. Eventually, the segment forward loopback packet 305
reaches the destination node 360. The destination node 360 similarly generates a
backward loopback packet 315 which is forwarded to the previous intermediate node
25  365.

The backward loopback packets are then used to precisely locate the
broken connection 350. As soon as the source node 355 and each intermediate node
forwards the segment forward loopback packet 305, each node begins measuring time.
If after a predetermined period of time the source node 355 and/or any of the

30 intermediate nodes fail to receive a backward loopback packet from the next node, one



- 8- or nore fault nessages, for exanple fault nmessage 330, are sent

to the network managenent system 320 by those nodes failing to
recei ve a backward | oopback packet. In FIG 3, the broken connection
i s | ocat edVBBRRZ i nternedi ate node 365 and i nt er medPET/EENAN 66325

In accordance with the next hop | oopback techni que described 5 above,
only the internedi ate node 325 fails to receive a backward | oopback packet.
Therefore, the internedi ate node 325 transmits the fault nessage 330 to the
net wor k managenent system 320, thgggby inform ng the network that a
br oken connecti on 350 has been detected and | ocated between the

I nt er medi at e nOdS%FEGS and tion.to

]E r aln_s mtti ngTF mﬁ@gg@dg(%%g@{np}q@u]t mressage 33 0s %reﬁlﬁé}etf%ig‘l’ netyggg afte Ei
565, ar'so FiAREHE 3yRAR IO ), hOGIRAES SR reldAf hfolald KBBICHEIHOCE

355, in  InFI&c8pthddncskenwonheaionrisioeated berveen ditermmidiané nbde365 agent
i nvention. jThe acknow egfse | oopback packet 335 contains a UU field

in the AALIntsemediate Redeid?s.i oagcprdanes, withdhe next hop lnopbackatechniquerdeseribednd

P oopback panis ogife? mEdiEke AG Bhe il To BILREaHaubidioopback BEF oiccn””
connect | on Thefbfufes ikh@fingdta®nibas 125 rankihid dieTRAPAERAES BORS S WindiR { he

net wor k management system 320. n accordance wth
anot her aspeanagerhentisystema20ntherebydnforming the aetwaork thadp broken connegioa 350t est

Is repeated ip the opposite direction. In other words, the de 360 20
becones thg%gﬁﬁnc‘gﬁtmcﬂgggayﬁ@ the dptemaediate ngdes 363, node. The node
360 t hen gener . R mited I pagke he node
355. Since the q&?@%@gﬁgnnect [ org%glti@ég%g%ﬁgﬁﬁ%léﬁ\%@%gﬁdé

i nt er neali aBR5nafler failing ao dedelve a backwatdloepbaeR ipatiet fedetheAterhiiiatd adde 360
recei ves a _backward | oopback packet fromthe i nt ermedi ate node 365,

but i nt er mB@P atleo awunitean wkagwirdge laspbackpasket I3k wa ke smrce nadeFdacin packet
368 gener ateer it drih fBegertar smpSEiRnl S prebdhE imBnfbaT 18 ficibdsige

confini ng fiékspback packet I4FeorANNE CUOHeld RPtHR A XES Baéﬂaﬁhédakﬁidaﬁd@}g%eodes
365 and 325. FIG 4 shows an"exenplary forfmat” for an

OAM AAL2 ppakket agan endivto-end packet oathiemthen wisegment packcer Thd pargoselofithiet of t he
presen

header{?)i);]ﬁg‘%i@g@%&g&@ggﬂ@% 3§3%WE¢%3§§§1 féé)t?xe isg‘%lcg 26de 355 éﬁ\tl_gbp"?(%ket

connection 350 was detected and that a fault message 330 was sent to the network

management system 320.
In accordance with another aspect of the present invention, the next hop
loopback test is repeated in the opposite direction. In other words, the node 360
20  becomes the source node and node 355 becomes the destination node. The node 360
then generates a segment forward loopback packet towards the node 355. Since the
broken connection 350 is located between the intermediate node 365 and the
intermediate node 325, the node 360 receives a backward loopback packet from the
intermediate node 365, but intermediate node 365 does not receive a backward
25  loopback packet from the intermediate node 325. Accordingly, the intermediate node
365 generates 2 fault message for the network management system 320 confirming the
broken connection 350 between the intermediate nodes 365 and 325.
FIG. 4 shows an exemplary format for an OAM AAL2 packet 400 in
accordance with a preferred embodiment of the present invention. The OAM AAL2

30  packet 400 includes an AAL2 packet header portion 405, as described above, and as



- 9- defined in the AAL2 specification, and an OAM payl oad 410. The
AAL2 packet header 405 includes a 5 bit UUl field, also as described

above, and of the UU bi nary code conbinatio hiegal | y
i dentify tm&"iﬁu packet 400 as an OAM AAL2 packet . R%r eofllg?, t he
first of these two UUl binary code conbinations, for 5 exanpl e, the

bi nary code conbi nation 11110 (i.e., 30 in decimal), indicates a segnent
OAM AAL2 packet. The backward | oopback packets and the segnent forward

| oopback packets are segnment OAM AAL2 pagkets. The second of the two UU

bi nary code conbi nations, for exanple, the binary code conbination
11111 (i.e. ' N ibn. Al 410.0T88 ,(m/b packet .
Acknow edgedeﬁgé%ggtgﬁ %%Zkg S 10®néﬂmﬁg&ﬁygﬂgwmﬁ AZEZQpaCke%Fg

FI G 4 al scheadéridOSrintladest habit UUI field) atsaras desdribed abgves fand thadl tworbb therfdul

of the present invention, ,the OAM | oad rtj 4 inclu a 1 _octet
OAM header binary mﬁ&@’“ﬁ‘“&“@&%’@“@&%@@ﬂ“ﬁ?&? &)“ﬁg@‘&g%d’aﬁkei apan i c

r edundancy ) ifi i 4 :

i ncl udes a ‘g‘gg‘?tpgfggég‘ptg@%b‘l’#; iﬁ}:ea 3% ofﬁlg%% ng“%mw Qg&%@h‘;@o&g’a@

correl asi orexhingle] t3binafébde cofidbihtiol 1MES0 Goe, 80 @l decf), iNdRatek alsk@fleritn t he
art will recognize that the position and |l ength of each field in the OCAM

payl oad 4100AM AALfapacket. yThe¢ backward tlgepbackpackets and the segmentdforwardope of
this inventio

, i fi f t, Qf . t head
425 is si milPapback pagketygtFsegment %%&Wﬁ%mh Seivta g bt W\H“Eeﬂ}%yte he
ATM as def '&,gg .cb&biqwoﬁie %E,‘ {8 binary cbaé&?nbgnadgn' M @gﬁ.gj@; i nwagd

Mai nt enance” Principles an I'ons, section 4.2,

speci fi cal | decinkdl}y, iodivhtes anlend-6i2énd OAMAALD packet. Acknovledgeoloopitckipatiets
bi nary code conbi nations which define the type of OAM function
cor r espéndi a7 endrte-gad OAM A&hRpaghess.packet 400. At | east one of these

The LB 430 15 a 2 bi F17: 40 THSRRES har, i ¢Blaaht R & brfhBa BiBnaititny
exanpl e, a éfthe Brdighvin¢&fiRdne BIEOAM Bﬁ’ﬂo&f p&goﬂugb indhities @2l SctétfOAM héade\M

AAL2 packet is a forward | oopback packet, a binary code of 01 m ght
i ndi cat e t hél5, ahleo@#Moopback fiehd £2¢andex 1 peteteyistic kedundancymode (CRECR4RRt In a

de of 10 njght indj t ti . acknow back
code 9 10 Al SIS 38 NSt o £ Koo AR PEBD FIE AR,
I nter mydl at oL RRRRBEIRR fieid 4351 %ankB 10bpBAcH ridsSahe ki 40| Bhe skilled in the
art will recognize that the position and length of each field in the OAM payload 410

may vary without departing from the intended scope of this invention.
The specific format of the OAM header 425 is similar to the OAM
header format used in conjunction with the ATM as defined in ITU Recommendation

20 1.363.2, B-ISDN Operation and Maintenance Principles and Functions, section 4.2, 6
and 7. More specifically, the OAM header 425 reflects one of a number of possible
binary code combinations which define the type of OAM function corresponding to the
OAM AAL2 packet 400. At least one of these binary code combinations is assigned
for loopback purposes.

25 The LBI 430 is a 2 bit field. It defines the loopback packet type. For
example, a LBI binary code combination of 00 might indicate that the OAM AAL2
packet is a forward loopback packet, a binary code of 01 might indicate that the OAM
AAL?2 packet is a backward loopback packet, a code of 10 might indicate that the
packet is an acknowledge loopback packet, and a code of 11 might indicate that the

30 OAM AAL2 packet is an intermediate loopback packet. The LBI field also identifies



-10- whet her the OAM AAL2 packet has, in fact, been |ooped back. For
exanpl e, backward and acknow edge | oopback packets are packets that

| oopback, %4@% éﬁrvvard | oopback packets do not | oop back. Packets
whi ch | oop 9%%le di scarded once they arrive at t hePFTSEIRIGS]
destination, whereas packets that do not |oop back nmay be 5 forwarded to
a next node. The | oopback correlation field 435 is a 3
bit code used to correlate | oopback packets that correspond with one
another in the event that a given node i i nvol ved with nore than one
set of pending | oopback packets at a given tine. In a preferred

23 10 el SnOORM AL Rie Rk, it Sy 18OE REPiL B, el (ron4I3gdi )
excl usi vel Ybablwardend acknoﬂ@&ﬁecl%oﬁwél% paéﬂeb@éﬂﬂcﬁeﬂ%&q%%d’acgogﬁﬂé Joivard

does not generate nore than one forward | oopback et at t rre a
node may bdogpback packetsadaonotiiooebatkl Packets whmhdom;cbackme dxsuarﬂécamuhéw
Therefore, a,node, nust, have, t he capagl lit B/ ﬁ di stingui shing between
di f ferent ?&g # theip 4 destination, Whereas packets that do not loop-bagk mgy BBack
nmessagecfi 3 bit code. As the nane suggests, the
Ioopbac ne?élg‘é%e i?géﬁil I's used to convey different |oopback nessages

or nodes. Al though t HFhe looptaek korrelatian fieldi435ds & 3rbibey_BéEto ddriefatei ght
di fferent nmessage codes, the actual nessage or node reflected by a

gi ven code @l@w@ﬁl@ma%@rthamrresmnd wﬂbmmoﬂmcwze avgpicthaket glnenindn;e ishe LBI
field 430. TA ont ai.ns t of se r exe | ar pback
messages. v Ig% Wftgémfrﬁ tlea}qeoggrsp %qqndl'ng ‘Q}ﬁﬂaﬁlﬁpaqlfﬁWé\fIé vep{ipe. tﬁ1

I i st of pogséfelred Ieﬁfaahasém g fe% %vﬁlfztfgn: Eﬁl}é@ﬁ’ ¢ c&*}a {lamsg I d §§h§r
f i el ds10n tﬁnewmgl\around coqntqu (Piet vl of Alie edumterds e(hmtelcd'rehﬁusiflﬁybjl theRCs i s

wel I -known s{){llrcte r}mde Although the source node typically does not generate more than one
forward loopback packet at a time, a node may be part of two or more AAL2
connections simultaneously. Therefore, a node must have the capability of
distinguishing between different sets of loopback packets.

15 The loopback message field 440 is also a 3 bit code. As the name
suggests, the loopback message field 440 is used to convey different loopback messages
or modes. Although the loopback message field can generate up to eight different
message codes, the actual message or mode reflected by a given code depends upon the
loopback packet type defined by the LBI field 430. TABLE I contains a list of several

20  exemplary loopback messages. One skilled in the art will recognize, however, that this
list of possible loopback messages is not limited to those shown in TABLE I.

The CRC field 425 is used for protecting the other fields in the OAM

payload 410. As stated above, the use of CRCs is well-known in the art.



-11- Loopback Packet Message Message
Type Code Forwar d 001 Basi ¢ Mode.
Packet prowadgisesajand copied as a Loopback Packet  persrosmiies
backward | oopback packet. Acknow edge

| oopback packet generated by the node at the

point of failure. 5 002 Basi ¢ Mode, See
nmessage code 001. No acknow edge
| oopback packet generat ed. -11- 003 Basi c

Mode. See nmessage code 001.
Acknowl edgE T OOPDACK PAacREL Qeneraj ed ny s
every nodg| Loopback Packet | Message 004 Meskapenot propagat e ajf next
hop packet§ Do nType Code generate an
acknow edgf |09€$§§; pacKEr. Used .
excl usi vel dconnkct iG01 wi { BasieiModeor Paclet propagated and copied as a .
node. || Loopbhck Pasiteedpe baékivard lodpbutk pdoRéte CAkhowiddpeot at fhis
time not ;:f Loopbfaick Packe} joopback packet generafél 8P ng&@g{gﬁgent 0
system Fa
002 HP et-ed- He%mﬁ+k—+Fﬂ%%§ég£§?h“§ St-e+r
notified. Jontinue generafi n@o20oppPakicMEdLt See message code 001.
until faulff is fixed. . acknowledge loopback pa&gg’generatg@m t Detpcted
and Fi xed. fRetrease—comrection nd
set up. o 003 Basx@(Mode SddoméERadd codeiopt! ed.
005 Dejst i nation Acknoi edge. Gp g%ld'o?ﬁack packet generated by
destinati node in respopse to fo @@@ xkﬂg
packet nespage—eegdes—08t—pRd—003—Hsed—t
i ndicate that forward | oo 3baqjg4pac (B0 ﬁ&‘iﬁbﬁa@ﬁte a next hop packet. Do not
by all intermedi ate nodes ge%e wledge loop acé%l g{sgd
Term nate f he packet. 15 Loopbdc
001 rmnate the pafket. uﬂi@ﬁﬁ%&k‘:*&é’%ﬁa‘m w1 nelg bor ng
TABLE | 2
Acknowledge 001 Fault Detected. Cannot at this time notify
Loopback Packet network management system. Fault possibly
mixed.
10 002 Fault Detected. Network management system
notified. Continue generating loopback packets
until fault is fixed.

003 Fault Detected and Fixed. Release connection
and setup.

004 No Fault Detected.

005 Destination Acknowledge. Generated by the
destination node in response to forward loopback
packet message codes 001 and 003. Used to
indicate that forward loopback packet received
by all intermediate nodes.

Backward 001 Terminate the packet.
15 Loopback Packet
Intermediate 001 Terminate the packet.
Loopback Packet
-TABLEI

20



-12- FIG 5 shows an exenpl ary hardware enbodi nent for

a source node 500, wherein source node 500 is connected to an

adj acent shown) by an AAL2 |ink 505. The sourc ode 500

i ncl udes a &gﬁltll nk mul tipl exer 510, a | oopback mul §§ g%%%@ 116815

| oopback | ogic 520, an AAL2 |ink denultiplexer 525, and a 5 | oopback
denul ti pl exer 530. As stated above, each AAL2 channel,
for exanple AAL2 channel 535, makes up but a portion of the AAL2
link. The AAL2 link actually consists ofjpa nunmber of AAL2 channel s
mul tiplexed together. In a preferred enbodi mrent of the pr esent

[ ti th [ ne t he AAL2 | k 10
i 41 pl oxer 810, By E13¢ 7 STft BB @y hefRikt BnBoine for ASoffig fogs
packet s, - 500, whabih so¥deade 500 i QMMhRAH @) i ARehOiOMB (HSSnbA) BPud acent

node via the AAL2 | i nk 505, wherein the  adj acent node na
dest i nat i oAATGkink 505.s Fhe sarfrce hederdQ0zincludes anchAh dink narltiplexeri 510 anedi at e

o L?éxiﬂ%ﬁyﬁvﬁsﬁb"s&gg 5oRbiari agino A0 ap Ak ik demuliplesel Sisapgre

forwar g %Bﬁﬁ‘ ﬁﬁ%ﬁé 3oWM th other AAL2 packets 545 associated with
t he sarre anne e ot her AAL2 packets may or may not be OAM AAL2

packet s. As stated aboVbgedch QpABZ khdna¢l|, forex@mbk ARTRGNaMAR] 635,07
receiving and generati Ioogback ackets for the source node 500. As

one ski | | edakes ¥mbut aﬁrpm%pn of theadA eAAL? Hak a@uplhamsistsgofca 520 may be

acbor dancer Bt & ANEZ Euilnels rifibleed BRI T brefiecs %mbf}s?i@ e "
connect i onpte'ﬁemh@éhhbﬁ hed 1vahb\§’s AAPPRAGHnel Ot sl rddci Ret ity of the

connection by periodically generating an end-to-"end ma | oopback
packetl0 i nmuitipiexta5d0. Byt multiplexing the venohst AAERdhamesb AAd.2 énﬂn packes,

recer ved byotRAMG e ONMY Ao re oRYARIS s ieent ARG B ABEE | of
accor dancel iy it RaTse fe AdcRERNEIES pg nrafition Holl fir RN AR ! 11

Under or di ummels and andhuemmamoesfortﬂieodhemhmlehaﬁfemge field 440 in the
segnent forward | oopback packe will indicate a next hop | oopback

basi ¢ mode 001 (see ThAglgopback m@ljml@qehglglmuitwéemforwaubmabackmagkets 590 can
expect; d o Efaxﬁpl\é?oone ?oopgoc pacﬁé%w, %tﬁe?%ﬂ?ff ac?cetskﬁ% associated with

the same AAL2 channel. The other AAL2 packets may or may not be OAM AAL2
packets.

The loopback logic 520 is responsible for receiving and generating

loopback packets for the source node 500. As one skilled in the art will understand,

20  the loopback logic 520 may be implemented in hardware or it may be implemented in
software in accordance with standard programming techniques. Once an AAL2
connection is established, the loopback logic 520 checks the quality of the connection
by periodically generating an end-to-end forward loopback packet, in accordance with
the end-to-end loopback technique illustrated in FIG. 1. If no end-to-end backward

25  loopback packet is received by the loopback logic 520 within the predetermined period
of time, the loopback logic 520 generates a segment forward loopback packet in
accordance with the next hop loopback technique illustrated in FIG. 3. Under ordinary
circumstances, the loopback message field 440 in the segment forward loopback packet
will indicate a next hop loopback basic mode 001 (see TABLE I). Accordingly, the

30  loopback logic 520 can expect to receive one or more acknowledge loopback packets,



- 13- for exanple, acknow edge | oopback packet 555, indicating the
presence and | ocati on of a connection failure, if one exists, and
possi bl y, lon taken to avoid and/or clear t he |

The AAL2 dmsg%zl&exer 525 separates the different AAL2 cha;r:%g)ﬁggﬁgl“

recei ved by the source node 500, for exanple AAL2 channel 560. For the AAL2
connection, which the source node 500 is an endpoint, the | oopback

derul ti pl exer 530 separates the | oopback OAM AAL2 packets fromthe
other AAL2 packets 565 (i.e., fromsthe non-1 oopback OAM AAL2
packets). The OAM payl oad is then opened and the CRC 425 is used to

check for Bnraﬁxp el £ S: ?gﬁggeﬁg ' | f
t he packet i!‘lws an é%%ﬁ%%ﬂ‘{élgg%éﬁgg%b“gé’ gc%ggﬁg’t?& or exgﬁ?%ﬂ%ecfﬂg&ﬁc@ge%

| oopback paclsgahection faiture pifloae lexistsd ahdpgssibly, theiadticn, takew toewvoiddnd/dratdanar d

| oopback _packet 550. |f the packet is either an acknow edge | oopback

packet or #hesfadiRigar d | oopback packet, it is passed to the |oopback

|l ogic 520 as illustrated, \P-ELG ;.5 . i1l ustrates
an exenpl ary har dwar ?@%’6@?9&%‘@6‘?“5?{%””#‘?&‘&?Wﬁ‘f‘éﬁﬁé@gﬁﬁ’&s wherein
the inter mpdiepled HyOHE sbRe ndds SOU) 6t Shnirle AATR ¢Hafinel 560. FRfe ARID

adj acen? Fﬁggﬂfcgdi atesnode in the di rectl?on of the esource node by an AAL2

| i nk 605. Tthendctibrywhithahesovoctend@@BG00ds ah sndpodint)thetleoptiack demeliplexet 53th node
or an adj acent_ i nternedi a node in_the directiqn of the destination
node by an Sgparates thedoopback Oyl packets from the other AAds2 packels 568 (-fc. 6,

foce. . p ) o ) '
b1 o o i RECEaRbR ORM AT 2pekkirsy THEAM payioad BindiCdhenkd Baf er
al so i ncl ugps CRCEEPRUsé e cileck foroeTork ! INUxE R LB# FieRIUB0ais TReckad té oopback

denul ti pl exer 650. The first and second |ink denultiplexers 615 and 645 are
used fb®  determinepifithet packetdsnn acknowledge loophack padket, ffor examplel acknowiadge

20RO S92 R S B RAS  B imRS TR, |,
I 'tipl d ' Iz ' hid th
T ) B 08 kBTG kb B EopRRpudt 8 kB 1

second loopback backet, nitiist passedxto theslbopbathdogic 520 asiltistrated il FIGofback
mul ti pl exers 630 and 640 are used for nultiplexing AAL2 packets into
a singl e AAL2 channel FIG. feillustrates a1 eemplary hardware embodiment for an

15 intermediate node 600, wherein the intermediate node 600 is connected to a source
node or an adjacent intermediate node in the direction of the source node by an AAL2
link 605. The intermediate node 600 is also connected to a destination node or an
adjacent intermediate node in the direction of the destination node by an AAL2 link
610.

20 As shown in FIG. 6, the intermediate node 600 includes a first AAL2
link demultiplexer 615 and a first loopback demultiplexer 620. The intermediate node
600 also includes a second AAL?2 link demultiplexer 645 and a second loopback
demuitiplexer 650. The first and second link demultiplexers 615 and 645 are used for
separating AAL2 channels, while the first and second loopback demnultiplexers 620 and

25 650 are used for separating AAL2 packets. The intermediate node 600 also includes a
first AAL?2 link muitiplexer 625 and a first loopback multiplexer 630. In addition, the
intermediate node 600 includes a second AAL2 link multiplexer 635 and a second
loopback multiplexer 640. The first and second loopback multiplexers 630 and 640 are
used for multiplexing AAL2 packets into a single AAL2 channel, then the first and



-14- second link nultiplexers 625 and 635 are used for nultiplexing
the AAL2 channel s onto the AAL2 |ink 605 or onto the AAL2 |ink 610.

It is the [bility of the internediate node 600 to re

packet s, a@ggﬁg?’%ld with the different AAL2 channels, to a #@f/ﬁéﬁhﬁbﬁ_ﬁ The
AAL2 link 5 mul tiplexers 625 and 635 as well as the AAL2 |ink

denul ti pl exers 615 and 645 operate the same way as the AAL2 |ink

mul ti pl exer 510 and the AAL2 |ink derultiplexer 525 in the source
node 500 descri bed above. These |ink mul{d pl exers and |ink

denul ti pl exers handl e the rel ayi ng of 2 packets fromthe internedi ate

node 600 t . ne i i he art,w Ll recogni ze,
an AAL2. chafRoR iRt A 3 BoCual o liplbrialfpR AARS om0

i nt er nedi atgargeeA ALY link G5 top dnd'the AATKIIROE10TRY be passed to the
AAL2 link nmultiplexer 635 and transmtted over the AAL2 |ink 610, or

the AAL2 channel 655 Ivistht cespousikitityi of the int¢renedigte moriei 680, to rélap AfL2an AAL2

i nk tiplexer (no ho; other, than the |ink | tiplexer 635, and
over an AAP3C qq,pl@ssomatet{ Wﬁ%tﬁ%%ﬁ‘témcms'ttﬂé XS Bode; r#‘%ﬁﬁLz Tigk

FIG 6 sho : it i I i '

backet 55 sucTliBxeR G5 TR '63 s Ui U ARE A Tink dithul R 61 L B E onerate

sour ce nodehe same why a¢the AADD linkenAdipRxédri 510 268 %he AAND likcimtltisletrcR9ar d
| oopback packets such as backward | oopback packet 665 fromthe

di rection dn thehsougeesnadeat00sieseried apoves . These dink mudtiplexers apalink | i nk 610) .
Mb , FlG _.6.sh know ed back . 670 heing.2
gener at ed ARTROUTRIERERS Becklle R SPRYG o AA LD RRES S0 1R, imemedibe RO s

t at ed t i : | | s,
state the ABARde ! PR dﬂéﬂﬁlﬂéﬁﬁn hﬁéﬁ@@ﬂh&sggf&%ﬂ AR1.2 fkhnbl %xcéélah%xéAZL ,

executed tw ce, once in eac I rection ong the correspond
connecl0on AAL2ebanreh653,vanteringthe internediate node 600 fidne thef AAE2 link&605 may

i nt er medi ate node 600 i ctyally capable of receiving forward | oopback
packet s fr inRRtEaAR e AARR inkomalipliabr 63X and; franspegited; qvir theoAA L3 Hiak 610,

packet s 1 r b PP ARLLchanct Ssx3nd) BOroui iR afpder SRR, APuBARRIRAL D RRD 12"
finally, t hﬁul&iPIeﬁéxl‘Tﬁﬁ't sticwri) Qticer Gh4N the liGR RAMisleRT 635, and @RPan AATRAd

routing acknow edge | oopback packets over both the AAL2 |ink 605 and
the AAL2 | i(nrt shown) other than the AAL2 link 610.As descri bed above, the

TR 21060 SO0 KR L el o e SRR
packets such as forward loopback packet 660 from the direction of the source node
(i.e., from the AAL2 link 605), and receiving backward loopback packets such as
backward loopback packet 665 from the direction of the destination node (i.e., from the
AAL2 link 610). Moreover, FIG. 6 shows an acknowledge loopback packet 670 being

20  generated and then routed in the direction of the source node. However, as stated

above, the next hop loopback test can be, and typically is, executed twice, once in each
direction along the corresponding AAL2 connection between the two endpoint nodes.
Therefore, the intermediate node 600 is actually capable of receiving forward loopback
packets from the AAL2 link 610 as well as the AAL?2 link 605. The intermediate node
25 600 is also capable of receiving backward loopback packets from the AAL2 link 605 as
well as the AAL2 link 610. And, finally, the intermediate node 600 is capable of
generating and routing acknowledge loopback packets over both the AAL2 link 605 and
the AAL?2 link 610.
As described above, the intermediate node 600 also contains a first and a
30  second loopback multiplexer 630 and 640 as well as a first and a second loopback



-15- demul ti pl exer 620 and 650. The function of the | oopback

mul ti pl exers and denul ti plexers is the sane as the | oopback

mul ti pl exe mul ti pl exer 515 and 530 respectivel

illustrated 1m e source node 500 of FIG 5. ¥CT%§9WH86

I nt ermedi ate node further includes | oopback |ogic 670. The 5 | oopback

| ogic 670 is responsi ble for analyzing the forward and backward | oopback
packets received from adjacent nodes, and in accordance with the
correspondi ng nmessage fi el ds, taklg the appropriate action (see
TABLE 1). For exanple, if the mess ge field in the forward | oopback

a1 o 670 AemapIets 620 A 501 g bat a"ﬁgb ¢ loppback myBBSiacicd 10 1o
670 arso | emuidhibiets MAESkhEE: B bOLE RUARME b BPa R STERAR 330110 ©

same corr elrgégepfivdly edsAlifftfiRed in the séﬁrcéh@dégﬂm@fﬂd@pb%k packet 660, to be
forwarded to the previous node in the direction of the source node:

In addi tion, the | oopBzcintdrmgiiateak@lefertbersinciudesigoptmokdegic 670. Thénot shown)

V\,hlchlsuedto rreas the a of time |t _takes to receive the 15
D cinar 8 | Josmack e B2 isyaspotmiaor aplyziie she foraarand b aﬂﬂcpa'éack

di rection fﬂq’%& 0 d "kw packet
665 is recgJ %?Beceltved E@Q@%}h%ﬂdé} q‘ﬁdldg" ¥ ggﬁore ‘f% g-counter
i ndi cates tiiésage fi€las, thﬁn?ﬂ%p@éﬁﬁdﬂ@dctﬁﬁf@szABLE I). Fot leﬁﬁn eslf&h@psed
t he | oopback Iogl c 670 w di scard the backward | oop ack

packet 665.me¢ssagenfieldm the ﬁon‘&anddopm,@k packsit 66@ elicitess next hop toopback basic

oopback | dBpde. dhbloopbad 5 AP Faetes she Torkine otk Packsb BER S he kabagdg |
I ndi cag hng t*:tiﬁe ROG ok it ¥ d?lfecﬁolpf)f)&ﬁ'heismauton g@n?ﬁé l&?}b%ﬂpgﬁ%ﬁ%&@n to

be taken, ere‘ar ur basic

| oopback pamb@és db&@aﬁ’ﬁlﬁ@pb&k@cﬂtt(hoﬂﬁhewn), havingalié sdindcdroslptivic Reldewte
forward | oopback packets, backward Iooggack packets, 2 5 acknow edge

| oopback paasiibe forzaad lqwbaq}fdwcseteﬁﬁoo@p éommdﬁdé@ dhe praviensraedeinghe

| oopback pag ke Sk ecifi aII deternnin tegrity of the
i nt er nal dirccti E?x S%Hﬁc&x}q Iélaaéﬁopn m 5%&‘?0@7&} se?s a Eml counter

FIG 7 depi &b@slﬁ;v&g HieDisQfsed o thRArEBd AhGurt 8F BmeGPukédtodeedidaece with

an alternative war e enbodi nent of the present invention, wherein the

i nt er nab Swackm&lwpma:k(packm 665, ifta¢ alipfrormthe mattewdeuieth%&ﬁrdcﬂom pbthect ed by

i nt er medi ate | oopback
destination node. If the backward loopback packet 665 is received by the loopback

)

logic 670 before the timing counter indicates that a certain predetermined period of
time has elapsed, the loopback logic 670 will simply discard the backward loopback
packet 665. If, however, the loopback logic 670 does not receive the backward

20 loopback packet before the predetermined period elapses, the loopback logic 670
generates an acknowledge loopback packet 675 indicating the possibility of a broken
connection and the action to be taken, if any.

As stated, there are four basic loopback packet types associated with the
next hop loopback test: forward loopback packets, backward loopback packets,

25  acknowledge loopback packets and intermediate loopback packets. Intermediate
loopback packets are specifically used for determining the integrity of the internal
AAL2 connection of an intermediate node.

| FIG. 7 depicts a portion of an intermediate node 700, in accordance with
an alternative hardware embodiment of the present invention, wherein the internal

30  AAL2 connection of the intermediate node 700 is protected by intermediate loopback



- 16- packets. The configuration of the internediate node 700 is
essentially the sane as the configuration of the internedi ate node
600, illustrated in FIG 6, except that the i nt ermedi ate node 700
further i n®QAWEIZn i nternediate | oopback mul tipl exer (e.g. PCT/SE98/01166

i nt ermedi at e | oopback multipl exer 705) between each AAL2 |ink mnultipl exer
(not 5 shown) and each | oopback multiplexer (e.g., |oopback nultiplexer
710). The i ntermedi ate node 700 al so includes an internediate

| oopback denul tipl exer (e.g., - internedi ate | oopback denul ti pl exer
715) between each AAL2 |ink denultipl exers-( not shown) and each

| oopback demul tiplexer (e.qg., |oopback demultiplexer 720). FIG 7

al so shows pheleR) aTke ¢ifighratdn GFIRE iérimd@iaf ihdR 70D Rkl thé Srfd AEMat €

| oopback 18 packet 7ngi n only one direction al ong tlﬁ%lgALZ connegltion
(e.g., in coefigiration ofithe iftermediate mbde 6R0; tillusaratedrin FIGP, exdepetharthei t wil |l be
recogni zed, that, the | o ck 19gic 725 al so I S capabl e of generating
and pr opag&RiFTRediaie Pﬂ‘%"e&ﬁg&rgleé chules am intermediate logphack multiplexerf§ei t e
direction al.ong & f . in accordance
Wiih thie Sepdeds ?3@@%%%@?‘3‘@2‘%’&8ZB?)c‘feé‘ﬁ'e?“rFaﬂ AAL? ligk spultiplexdf (i, 21
| ogi ¢ %25 ghaveh)odndseadh ldopbadinmultiphaeP ek , Bpbad meMplexes7i0)t eryeedi at e

| oopback packet 730, vvhed%ever a orvvagé(:jél gg%back pagket 7303 i's received.
Al t er nat i véntgrmediase nodgBRE klso duphede3 25 intemmediafeloepback demuitiplexergeligat e

| oopback packet .. n.a, per.i,odic Ls. Upon generating the internediate
| oopback piuRERedjate }oqpﬁgck dgnulup@e;ﬁrb F%F’g e@‘?B«ﬁ\ﬁé ﬁﬂkﬁ’g@“glﬁlﬁﬁf {Bot
counter (n M) ilﬁ%)b Clays 7 ' i into
the corr esgfé%‘?il ng A?XE%- C aﬁﬁg?&g}?ﬂ?ﬁgﬁtg@?@gﬁdgge?l})ﬂg%g%gg%é) ' ph@(ep
B i o ey Vi i S Y
the i t@r mpacket 330 in onl%qslsmgﬂowpng fheckAL2 zomegtien (e , imtherdiredtion of

| oopback denulti.pl exer 715..the . _internediate | oqpback pack 730 is
ext ract ed glpeoq'qsp oRygoste).  Hogaver, ft ‘fVHlef’ez%mgWﬁde%meﬁB%Pabasﬁg%% 555 s
denul tiple ; I : | : However ,
if a pr ede?ﬁ?a E%%d&%g}nis%gﬂ%?ﬁ? P%agﬁ&%@?&g@&ﬁgg&@ggﬁmﬁ Fltemtﬂll?ﬁ ng

count er, t lopposiepdirection aipng the? A AJ@neomaectiopna fault nessage (not shown) for

t he network managenent system and an appropriate acknow edge
| oopback packet (not 1BREGRT#ancs With this alterpative smbedimestidepicted in FIG. 7, the

15  loopback logic 725 generates an internal loopback packet, such as intermediate

>

loopback packet 730, whenever a forward loopback packet 735 is received.
Alternatively, the loopback logic 725 could generate an intermediate loopback packet
on a periodic basis. Upon generating the intermediate loopback packet 730, the
loopback logic 7235 initiates a timing counter (not shown). The loopback packet 730 is

20  then multiplexed into the corresponding AAL2 channel by the intermediate loopback
multiplexer 705, along with other AAL2 packets associated with that AAL2 channel.
Assuming there are no breaks in the AAL2 connection between the intermediate
loopback multiplexer 705 and the intermediate loopback demultiplexer 715, the
intermediate loopback packet 730 is extracted from the AAL2 channel by the

25  intermediate loopback demultiplexer 715 and returned to the loopback logic 725.
However, if a predetermined period of time elapses, as measured by the timing
counter, the loopback logic 725 generates a fault message (not shown) for the network
management system and an appropriate acknowledge loopback packet (not shown) for

the source node.



-17- FIG 8 represents an exenplary hardware

enbodi nent for a destination node 800, in accordance with the present
i nvention Ljjation node 800 includes an AAL2 | i ngceBvlidiiy exer
805, an AXIL 'k mul tipl exer 810, a | oopback derul ti pl exer 815, and

a | oopback nul tiplexer 820. These |ink and | oopback 5 mul ti pl exers and
denul ti pl exers operate in a simlar manner as those |ink and | oopback

mul ti pl exers and denul tipl exers descri bed above with respect to the source
node 500 and the internedi ate nodes 600 and 700.

The destination node 800 al so includes Jjgopback | ogic 825. The

| oopback | ogi ¢ 825 anal yzes incom ng forward | oopback packets (e.g.,

forward 10 | oopbac ) is an
end-to-end forward h@a&%g%%ggfnpéggﬁé@ %%g%ég%gac ogl ga%gﬁngagiﬁgr at es
an end-t o-myde 800¢ iveucOrdancivithkthe present iaventibn.f Destinitionaiode 800 ditfudek fant he

forward | oopback packet 830 is a segnent forward | oopback packet, the

| oopback | 4412 lpksieguidplaxers803, ea lipls sroléiplexer 83 ba taopbackk et 835
for the previ I ntar.medi ate no ot _sh ) v The,. 1 .00 ck | ogic 825 al so
_15d_ gener%‘&ﬂi@"%‘c@é@\ma %03%3%H§®WH?§§§26' dhes fﬂz’ﬁgﬁ% hRce no?ke,

i ndi cakin : S : gﬁ@g M{?Q

packet %8381n{§§tggesgsfalﬂd®ezﬁ.ra Ig?esrggﬂgﬁa ofa ﬁalsﬁt e }aﬁtersme |§tg?%gs.
The t echnimukiplexers didrdbaultiplexgrs desoribad abme witls esspedt @6l the sordedde &S00

hop | oopbac%lnges,tt desa%ti be§§above, ,qugovi de a si rrpFe, effici gnt, and precise
way of 20 and the utermediate pedescihand: 10 s in a tel ecommuni cati ons net wor k.
Consequently, the resegnt _inv ,on. conser v | ua twork tine
and network resour CeZh%ngggﬁﬁ%ﬁ%&%als ﬁ' Bﬂoﬁﬁa&&qﬂgﬁgﬁ. The

The pres e“foggﬂa&%%it@ ;825 %%al?ﬁ&”in@&ﬁﬁfg! flhlﬁﬁaggm?@ggla{ gﬁ&%%?‘l fopward

exenpl ary enbodi ne wever, It w apparent to those
ski | | ad i nlobpbackPacketr830).h i the forwearg daopbidkepacketed30ds wn ehd-to-end furivard i n
specific forns other than those of t enbodi ment s

descri bed 9BYack prakes, Hglosrbagk A‘égi&/ﬁgﬁ Sﬁ!erﬁébﬁ!?éﬂe‘ﬂ@[ ! ckward loophagkspi ri t
o ou 1S o Bl R R ok GO RO ST ! AV o0,
QZ . g Ir :/g tn i glrﬁopg%cé( p;lc{cagggpg%g 1%13 805 gefcritBe séghidht bBckwire t65PbAEk packet
835 for the previous intermediate node (not shown). The loopback logic 825 also
15  generates an acknowledge loopback packet 840 for the-source node, indicating to the
source node that the segment forward loopback packet 830 successfully traversed all of
the intermediate nodes. |
The techniques and hardware implementations associated with the next
hop loopback test described above, provide a simple, efficient, and precise way of
20 locating broken connections in a telecommunications network. Consequently, the
present invention conserves valuable network time and network resources as compared
with prior methods.
The present invention has been described with reference to several
exemplary embodiments. However, it will be readily apparent to those skilled in the
25  art that it is possible to embody the invention in specific forms other than those of the
exemplary embodiments described above. This may be done without departing from
the spirit of the invention. These exemplary embodiments are merely illustrative and
should not be considered restrictive in any way. The scope of the invention is given by

the appended claims, rather than the preceding description, and all variations and



-18- equivalents which fall within the range of the clains are intended to-
be enbraced therein.

-19- 0”@?&&'8 CLAI MED | S: 1. A met hod for
detecting Y% fe in a tel ecomuni cations network REWIFEISORAS6t he
steps of: 5 forwarding a first conmunication packet from
a first node to a second node adjacent to the first node in a first
direction along a conmuni cati on pat h; ' forwardi ng the
first conmunication packet fromthe second node to a third node

adj acent to the second node in the firs4l8direction along the comunication
path; 10 transmtting a second conmuni cation packet from

t he secondequivislents which fall withihiitliéiang® d£the@ms are intended to be embraced
generating a fault signal indicating a failure between the first node and

the secondt§8iB. i f the second communi cation packet is not received by the
first node within a predeterm ned period of tinme. 15 2.
The nethod of claim1 further conprising the step of:



transmtting a third conmuni cati on packet fromthe first node to a source
node, if the second comruni cati on packet is not received by the first node
wherein t third conmuni cati on packet inforns the Sop) hat
faul t hashﬁg R ected. 20 3. The net hod o{:ﬁg al m
wherein the third comruni cati on packet is transmtted al ong the
conmmuni cation path in a second direction that is opposite 'the first

di rection. 25 4, The nethod of claim1, wherein the
predeterm ned period of tinme is measured from when the first

comuni cati on packet is forwarded fromil8e first node to t he second
node. 5. - The nmethod of claim4 further conprising the
step of: WHAT IS CLAIMED IS: - 20-
setting a timng counter when the first comuni cation packet is

forwarded fromthe fi rst node to the second node. 6. A
nmet hod for_detectin i l.yre,in a tel ecomruni cations, networ

conpri si nglt he st epg t%odlfor detectmga%aﬁure n aftsl,%gm tépqs,qeg\yor?c

conmuni cat % ﬂ)st direction of a destination node from a
first node to a S coné e adjacent to the first node, wherein the second

node i % | ocated al ongomacmngurﬁmmommeatbnqﬁtmmnt B dirt nicile toadecamdd t he
destination node; 10 setting a tinmng counter in

the first Redpadjansat tode firstarodadua firgrdigsetion along a comanumication pathyuni cat i on
packet to the second nod

he f.
comuni cati on pac ket e%mg ﬁlée ﬁwat‘:%?f‘ B"?ﬂ(ﬁt frmm tHe f%oilﬁgoﬁrlf F‘i%t I on of
the desti naﬁf@ﬁb&%?actﬁm th&'€ecdfid 288 RPHE fir direbfidid alBRE treAHnBififiibadich

path;

Q -

10 transmitting a second communication packet from the second node to the
first node; and
generating a fault signal indicating a failure between the first node and
the second node if the second communication packet is not received by the first node

within a predetermined period of time.

15

2. The method of claim 1 further comprising the step of:
transmitting a third communication packet from the first node to a source

node, if the second communication packet is not received by the first node, wherein the
third communication packet informs the source node that a fault has been detected.

20
3. The method of claim 2, wherein the third communication packet is
transmitted along the communication path in a second direction that is opposite the first
direction.

25 4. The method of claim 1, wherein the predetermined period of time is

measured from when the first communication packet is forwarded from the first node to

the second node.

5. The methed of claim 4 further comprising the step of:

) O




t he second node; 15 transmtting a second conmmuni cation

packet fromthe second node to the fitTst node; and

generating a fault rressag om‘rum cation packet

recei ved g‘lp?‘?ﬁ?ﬂﬁ rst nod IIMHHHE“BT’WEQ erm ned peri od Opcg‘(sh;éwﬁlg&
measured by the timRg €0 The net hod of
claim®6 further conprising the step of: transmtting a -
third conmuni cati on packet fromthe first node to a source node i f

t he second conmuni cati on packet is not received by the first node within

t he predet ermi ned period of tinmes20wherein the third conmmunication

packet infornms the 25 source node that a failure has been detected
bet ween the first andemganﬂmngdemterwhen the ﬁr&commumcanonpam isret hod of
claim®6, wherein the first node is a source node.

The net hod feswagded fiom the first apde tonbe sesond node step of: 3 0
forwarding the fault nmessage fromthe first node to a network nanager.

-21- 10. The nethod of claim®6 further conprising the steps
of: 6. nﬁ&fmafd% n?hefaﬁhfesﬁx PRERHfAIchAShsPBH 2l Ong the
conmmuni cati on pat node fromthe next node to the

desti ned i ogomprising the steps of: at t he next node, the destination
node, and each node | ocated be é@men t he next nod and the destipation
node, if any, transmifPXWasging as bmmmwkﬁﬁn e directioniofa destigtion

'+ eapons o 1SR4 Rl fefe b d SROER TN Rt b MR ol U Bl B sEEord e
at the secqade ROdEated HRnE @ ComARfRcaB0H pRACHEIWESAhE FirvaRle bhe tHeeddstifatimn

and the destination node, if any, generating a fault nessage if a second
comuni cat inode;10 packet is not received within a predeterm ned period of
time. 10 setting a timing counter in the first node when the first node forwards
the first communication packet to the second node;
forwarding the first communication packet along the communication path
in the direction of the destination node from the second node to a next node adjacent to
the second node;
15 transmitting a second communication packet from the second node to the
first node; and
generating a fault message if the second communication packet is not
received by the first node within a predetermined period of time as measured by the
timing counter.
20
7. The method of claim 6 further comprising the step of:
transmitting a third communication packet from the first node to a source
node if the second communication packet is not received by the first node within the
predetermined period of time, wherein the third communication packet informs the

25  source node that a failure has been detected between the first and second nodes.
8. The method of claim 6, wherein the first node is a source node.

9. The method of claim 6 further comprising the step of:

30 forwarding the fault message from the first node to a network manager.



11. The nethod of claim 10 further conprising the steps of:

at the second node, the next node and each node between the next node

and the deatd%gzqn node, if any, transmtting a third com&irfs%t)bmﬂpacket
to the 15 sourcé node if a second comruni cati on packet is not recelved

wi thin the predeterm ned period of tine, ' ' ~

communi cati on packet infornms the source node thatgsds faul t has been
det ect ed. 12. The met hod of cl ai %ﬂﬁmm, :‘m H),I first node
Is the source node. 20 13. _2'[be net h #lurt her
conprising the step of: at the second node, the next

node and egeh node b @ﬁgﬁ- { ..ang t destination node, if
any, tra_ns?h&t ting a ?gu ﬁ‘?@%@ﬁ%%&%ﬁ“ﬁ%ﬁ%ﬁ&%&?a - fault
message is gener at edforarding the firdt communication packBt 16k the'cofitinfifiddtioa and

| ocating broken connections in a t el econmuni cat1 on network conpri si ng
a sour ce npath, nedechysnadea fioontheatst pods tatthe destination nodepne i nt er nedi at e node

| ocat ed al ong a commrunj cati.on r‘.{)et,we,en t he source node and the -

pat h
destinati on node, saPthFREHRAPIE, s destinationnode, and-cagh nodgylocated between

Igpe 218 MO et M ari P URATGAREIE 6o, iy ol £ 500 commupcarign e 1
node, fronpidket @i RKacent noderlockted slohf) thedRdBiriaédtion AR wak@ 4 sdliBe node

communi cat | on pat h; . . at each of 'the at |east one

i nt er medi aineregpanse to recaiving theifixgt communioation packet; andoopback packet towards
the source node to an adjacent node |ocated along th 5 conmuni cat i on
path, if the at Ieasﬁtﬁﬁée‘?oﬁaé’roﬂgd&ﬁlnﬁx%%f@ %@%ap%?‘?ﬁa&ﬂn% k

packet;  and the destination node, if ahy, ééﬁeﬁﬁﬁ% iﬁgﬁélg fHesdape 5 Ofieéercaﬂé %ﬁgﬁ:hﬂ%aﬁ n

backward | oopback packet towards urce-no to an acent node
| ocat & al paaket isenot peveived ovithima ppedetermided! fegiod of timedest i nati on node
received a forward | oopback packet; and

-

11. The method of claim 10 further comprising the steps of:
at the second node, the next node and each node between the next node
and the destination node, if any, transmitting a third communication packet to the
1S  source node if a second communication packet is not received within the predetermined
period of time, wherein the third communication packet informs the source node that a

fault has been detected.

12, The method of claim 11, wherein the first node is the source node.
20
13. The method of claim 10 further comprising the step of:
at the second node, the next node and each node between the next node
and the destination node, if any, transmitting a fault message to a network manager if a
fault message is generated.
25

14. A method for detecting and locating broken connections in a
telecommunication network comprising a source node, a destination node and at least
one intermediate node located along a communication path between the source node and
the destination node, said method comprising the steps of:

30 generating a forward loopback packet in the source node;



10 at the source node and each of the at | east one

I nt er medi ate nodes, generating a fault nmessage if a backward | oopback
packet is il received within a predeterm ned period of time.
15. ’FPn? met hod of claim 14 further conprising t hePST/SE1661 5

at the source node and each of the at |east one internedi ate nodes,
setting a timng counter when the forward | oopback packet is forwarded
towards the destination node to a next node al ong the comuni cation
pat h. 16. The nethod g4 claim15, wherein the
predeterm ned period of time is 2 0 nmeasured by the timng counters.

17. The | onpri s s of :

at each of the at r‘effgg\?ggﬁ% @%? g&ﬂ%@ Jq%@&munég%eeb%gﬁegefﬁ tf(?‘fﬁ\ﬂﬁ;"edge

| oopback m&%méd@tmmﬁwwaed@gnh@samﬁﬁﬁiésﬁodﬁatﬂot received within the 25
predeterm ned period of time; an transmtting the
acknow edge | oopbackatpadkeftheatldast cnelinteemediate nodes, transvhittieg a batleward

acknow edge |.oopba acket .inforns the source node that a broken
connect i oa opphac @gﬁm&& gze source node to an adjacent node located along the

-23- g&ﬁ?mcatmn rPatthﬁHE% h%sjtt Se 5t 18 1%173 no\ﬁg %c%liv%dt h@l‘%&t gﬂf%e

Ioopback pa 0- en
met hod of pakkétyn 14 further conprising the step of: 5
t he destination node,ég:ner ating an acknow edge | oopback packet; and

transnmtting the ackat dﬁgmmmnammgabammpbmm&ttowards

the source node to an adjacent node located along the communication path, if the
destination node received a forward loopback packet; and

10 at the source node and each of the at least one intermediate nodes,
generating a fault message if a backward loopback packet is not received within a

predetermined peried of time.

15. The method of claim 14 further comprising the step of:
15 at the source node and each of the at least one intermediate nodes,
setting a timing counter when the forward loopback packet is forwarded towards the

destination node to a next node along the communication path.

16. The method of claim 15, wherein the predetermined period of time is

20  measured by the timing counters.

17. The method of claim 14 further comprising the steps of:
at each of the at least one intermediate nodes, generating an acknowledge
loopback packet if a backward loopback packet is not received within the
25  predetermined period of time; and
transmitting the acknowledge loopback packet to the source node,
wherein the acknowledge loopback packet informs the source node that a broken

connection has been detected.

AR R A



wherein the acknow edge | oopback packet informs the source node that the

destination node received the forward | oopback packet. 10 20.
The net hodweyfegmbshm 14 further conprising the steps of: PCT/SE98/011
at an input portion of an intermedi ate node, generating an interne g?e

| oopback packet upon receiving a forward | oopback packet;

mul tiplexing the internedi ate | oopback packet onto a comruni cation

channel shared by the received forward | oopback packet; 15

forwardi ng the internedi ate | oopback paeX®t on the comuni cation

channel towards an output portion of the at internedi ate node;

demul ti pl ef8ng the | GhphrsthodefHaim 7 owhérem e aBkivwled eqaoﬁﬁh%ﬁfiﬁbkétfxsan
the internedi ate | oopback packet reaches t he out put portlon of "'th

i nt er medi a¢ed-foend packet. and 20 generating an acknowl edge
| oopback packet if the internediate | oopback packet does not reach
the output portion of the intermediate node within a second

predeterm ggd peri odyqb fidiEd of claig 14 férther comprising thJEi@ et hod of clai m 20

further conprising the steps tlatlng a second

ti.m ng £ounter in thattie demxoﬁﬁﬁdeﬁg&bfmﬂlgfﬁl&cnwlﬂedge loopbdikpackét; and
i ntermedi at e | oopback packet is generated;

det er m ni ng whet her {raBsmittieg mc&n@wleémmhaqkmwto@mmcqmeout put

t f
port}on of JhBkin e ea{cf&’i%@gg%i‘@%ﬁ#gpaggé&m Bt 36 SourBe hode e thé diStirtition
- 24- néde received the forJMI g gl aim 20 further conprising the step
of : ransm t néﬁ e acknow edge | oopback packet to the
sour ce node, wherein the acknow edge | oopback packet inforns the

source node that a broken
10 20. The method of claim 14 further comprising the steps of:

at an input portion of an intermediate node, generating an intermediate
loopback packet upon receiving a forward loopback packet;
multiplexing the intermediate loopback packet onto a communication
channel] shared by the received forward loopback packet;
15 forwarding the intermediate loopback packet on the communication
" channel towards an output portion of the at intermediate node;
demultiplexing the loopback packet from the communication channel if
the intermediate loopback packet reaches the output portion of the intermediate node;
and
20 generating an acknowledge loopback packet if the intermediate loopback
packet does not reach the output portion of the intermediate node within a second

predetermined period of time.

21. The method of claim 20 further comprising the steps of:
25 initiating a second timing counter in the at least one intermediate node
when the intermediate loopback packet is generated; and
determining whether the intermediate loopback packet reaches the output
portion of the intermediate node within the second period of time as a function of the

second timing counter,
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connection internal to the at | east one i nternedi ate node has been

detected. 5 23. The nethod of claim 14, wherein the

t el econmuni cat i ons net wor k enpl oys asynchronous tran é;?/ﬂ

24. WOI/S2 net hod of claim 23, wherein the | oopback pac§< S are
asynchronous 10 transfer node, adaptation |ayer nunber two, operation and
mai nt enance packets. 25. The nmethod of claim 14, wherein -
the forward | oopback packet is a segnent ‘| oopback packet. 15 26.

The net hod of claim 14, wherein the back%rd | oopback packets are

segnment | oopback packets An appar at us for detecting
a failure in a tel ecomuni cations network risin 20

neans for 23 wardi ng '@qm@d@ﬁﬁiﬂmﬂ@zﬁlﬂbﬁwg‘ gtep ofi r st node to a

second node adj acent to t st .nod | st |re i on _al on
communi cation path; l% e hexi3 Fedgem& 30@ & SOUEF B f| r st

comuni cat i acent to
t he secondv?t}gz e in ﬁl&xﬁ?ﬁ%%@%l rectpacket S%fg‘gﬁﬁ E%hg%%ﬁ‘#ﬂ%?@é?g{)n pat h;

25 connection intefahso fherat leastons ihtermediateade hds besmdenéotald, i on packet
fromthe second node to the first node; and

first |Bgic neans for generating a fault signal indicating a failure

comuni cat (% packet o RBROR o s VERRS p Ehebiml-BfaRGRI Motk

przgdet er m naabiBFy AslcitbnbusBans®? mode.

24, The method of claim 23, wherein the loopback packets are asynchronous

10 transfer mode, adaptation layer number two, operation and maintenance packets.

25. The method of claim 14, wherein the forward loopback packet is a
segment loopback packet.
15 26. The method of claim 14, wherein the backward loopback packets are

segment loopback packets.

27. An apparatus for detecting a failure in a telecommunications network
comprising:
20 means for forwarding a first communication packet from a first node to a
second node adjacent to the first node in a first direction along a communication path;
means for forwarding the first communication packet from the second
node to a third node adjacent to the second node in the first direction along the
communication path;
25 means for transmitting a second communication packet from the second
node to the first node; and
first logic means for generating a fault signal indicating a failure between
the first node and the second node if the second communication packet is not received

by the first node within a predetermined period of time.
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28. The apparatus of claim 27 further conprising:

means for transmtting a third conmunication packet fromthe first node

to a sourcwopsdes21i f the second conmuni cati on packet is not pcawsmoyefisdy t he
first node, wherein the third comruni cati on packet inforns the source
node that a fault has been 5 det ect ed. 29. The
apparatus of claim 28, wherein the third conhunicati on packet is
transmtted al ong the comruni cation path in a second direction that is
opposite the first direction. 10 -25- 30. The appar atus of
claim 27, wherein the predeterm ned period of tine is measured from
when t he f28st comuidheappanatysaaficiaim 27 furthes comprisingm t he first node to

L T [N 3 O L
" oo ok
COuTL % S0 i A, o 5T PSIE e BRI AT

detecting shpdih Wecthird coninRUmEAIGH pAck&ihforms MR sbakde adde thAQ Rkt Hal Heen
means for forwarding a first communication packet in the direction of a

destinddi odetected. froma first node to a second node adjacent to the first
node, wherein the second node is | ocated al ong a comuni cation path
between the first node and the destinati on node; 25

first | ogi ggneans for ' 1588 GO R the B | %ﬁgthe
first nodea?’orwarpls tlg%e#*’?{s&gmg%ftr#rlmm pdtlan%atgiglﬁf%t{dg{éﬁitgaeco cno e;
neans for tahyaitedadorgthe Comsiunteutioh Pattin Osecomt divéctidh a4t i§ bPposite the first
conmmuni cati on pat h inthe direction of the destination node fromthe second

node to a directiomext node adj acent to the second node;.

10
30. The apparatus of claim 27, wherein the predetermined period of time is
measured from when the first communication packet is forwarded from the first node to
the second node.

15 31 The apparatus of claim 30 further comprising:

second logic means for setting a timing counter when the first

communication packet is forwarded from the first node to the second node.

32. An apparatus for detecting a failure in a telecommunications network
20  comprising:
means for forwarding a first communication packet in the direction of a
destination node from a first node to a second node adjacent to the first node, wherein
the second node is located along a communication path between the first node and the
destination node;
25 first logic means for setting a timing counter in the first node when the
first node forwards the first communication packet to the second node;
means for forwarding the first communication packet along the
communication path in the direction of the destination node from the second node to a

next node adjacent to the second node;
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-26- means for transmtting a second comuni cation
packet fromthe second node to the first node; and

second | og| for generating a fault nessage if the second

conmuni cat%’ér?g}é%iet is not received by the first node withfQI/SE8/01166
predeterm ned period 5 of time as neasured by the timng counter.

33. The apparatus of claim 32 further conprising:

means for transmtting a third conmunication packet fromthe first node
to a source node if the second communi cagg-on packet is not received by the
first node 10 . within the predeterm ned period of time, wherein the third
conmmuni cati on packet | iBin od feal e has, been
det ect ed bet ween thelﬁa?gffdaﬁ%&secog%eseéw&%g:lé%&&olﬁ%“&t @ﬁl'ﬁe second

The appar ahode tof the lfizstnode; amdherein the first node is a source node. 15

35. The apparatus of claim32 further conprising:

means for forwardi ngse¢pndflggicimenns ferogentrating atfault inessage ifthe secomdnet wor k
manager . 2 0 .36 . The atus of, cl.aim 32 further

Conpr 1 51 ngeomAmaiciton packet is not reckiu A E Firs e Griffn ¢ peedeiergited period
communiat pPfimdasRbasted sy the Fiming court@TMuNi cation path, node by node, from
t he next node to the desti'nation %ode' at the next
node, the destination node, and each node | ocated between t he next
node and the destination node, if any, nmeans for transmtting a second 2 5
conmuni cat Bdn packet i apparaijsafciaimi2frther comprisinging t he conmuni cat i on

pat h towards a SOUL G& ungn%%ﬁgnxﬁgrae[ﬁﬁanse to.receivi ng the fi

i ISt
conmuni cati on packet T *OF communigatipp, packe 5‘?‘?5“ WS_&{*,“ Bods next
node and egeh shide nbat aBe séddd RirinuiRdRon packet AN HiRIIATY MR HAMOROTS. 1
any, third |l ogic neans for generating a ag?t message If a second
comuriiCat Mwithin thekpredétermined perdd oftimey whéreinathe tirtbenmunieaigiepdcker of tine.
30

informs the source node that a failure has been detected between the first and second

nodes.
34. The apparatus of claim 32, wherein the first node is a source node.
15
35. The apparatus of claim 32 further comprising:
means for forwarding the fault message from the first node to a network
manager.
20 36. The apparatus of claim 32 further comprising:

means for forwarding the first communication packet along the
communication path, node by node, from the next node to the destination node;

at the next node, the destination node, and each node located between
the next node and the destination node, if any, means for transmitting a second

25 communication packet to an adjacent node located along the communication path

towards a source node in response to receiving the first communication packet; and

at the second node, the next node and each node between the next node
and the destination node, if any, third logic means for generating a fault message if a

second communication packet is not received within a predetermined period of time.
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-27- 37. The apparatus of claim 36 further conpri sing:
at the second node, the next node and each node between the next node

and the degbiggabdpn node, if any, neans for transmtting a fsi98/01166
comuni cat 1 on packet to the source node if a second comunicatl on
packet is not received within the 5 predet erm ned period of tineg,
wherein the third comuni cation packet inforns the source node that a
fault has been detected. 38. The apparatus of claim 37,
wherein the first node is the source nod2?- 10 39. The appar at us
of claim 36 further conprising: . at the second node, the

next node 3hd each nUte appirams ofichdmB6furthericomprising:and t he desti nation
node, if any, nmeans for transmtting a fault nmessage to a network
manager if a fault nBkthggecond npdsetheinext nodejand eaglynode between the nexbaeda us

et vor kol ey HEh aple ' 8T, mESRIEE aaRRinie St onmmn Rt paoker | O

i nt er nedi a SmeRTTRABL QR ' RleS6ithi sour ce
node and fcﬁm@%gﬁ‘rgéggg% ?rjlaaﬁcgﬁgﬁode, sa?gﬁ%%]%gggg%%l Sl ng!&nﬁ*ﬂﬁe

first Isogi predermminedperjod of tinie) wherdin thethird conpinar¢ationPacketiinfokme tsour ce 2
0 node; means for forwarding the forward | oopback
packet, no8Rures nedefhat 3 faylt has been detectsdyr ce node to the destination node
al ong the comuni cati on path; at each of the at | east
one intermnedi ate nodes, neans for transmtting a backwar d | oopback
packet touggds (he STueGBpAana il iviicedth HOMR: hodisitle ShiBPndae  he
conmuni cation path, if the at |east one 1 nterned ate node recelved a
forward | oopback packet; at the destination

node, rreanz for transmtting a backward | gopback _ . packet towards the
sour c&hodd%t o an ad;TRESRPAABEOT claimy 36ifustheh gompasiagnmuni cat i on pat h,

if the dest. I nati on n(ﬁgﬁlers%@ﬂdvr%he? tﬂeoﬁe% rngdé SRP eba%ﬁ lﬁogéa Btl-i%;eén %{]ednext node

and the destination node, if any, means for transmitting a fault message to a network

manager if a fault message is generated.

15 40. An apparatus for detecting and locating broken connections in a
telecommunication network comprising a source node, a destination node and at least
one intermediate node located along a communication path between the source node and
the destination node, said method comprising:

first logic means for generating a forward loopback packet in the source
20 node;
means for forwarding the forward loopback packet, node by node, from
the source node to the destination node along the communication path;
at each of the at least one intermediate nodes, means for transmitting a
backward loopback packet towards the source node to an adjacent node located along
25 the communication path, if the at least one intermediate node received a forward
-loopback packet;
at the destination node, means for transmitting a backward loopback
packet towards the source node to an adjacent node located along the communication

path, if the destination node received a forward loopback packet; and

I




-28- at the source node and each of the at | east one

I nt er medi at e nodes, second | ogic neans for generating a fault nessage
if a backvt@bgé)p pback packet i s not received within a predeterm ned
period of 952 The apparatus of cl aifF4SEBQIher
conpri si ng: at the source node and each of the at

| east one internediate nodes, third | ogi c neans for setting a timng
counter when the forward | oopback packet is - forwarded towards the
destination node to a next node al ong thkg comunication path. 10 42.

The apparatus of claim4l, wherein the predeterm ned period of tinme is

measured by the tim Qgth‘é%ﬁtcg ndde and each of fifs atleastoréetméeg-grﬁ&@femlﬁ) at us of

claim40 further conprising: Sat | east
one i nt er ngstbad fogiofRans fobigeferh@sg & fAEAMBsshEY if A backw@ 66y Haae ket is not
acknow edge | oopback packet i 9al%)ackward Igcg)pback packet R s o
recei ved wrechived within p predeterminedpepiodioftimef ti ne; and

means for transmtting the acknow edge | oopback packet to the source :
node, wherein the acknow edge | oopback packet infornms the source node that

a broken conne The
appar atgus of cl ai m4§$kmﬁ%rg®ngfﬁﬁng39%%ﬁedmﬁgpgo§back packet is an

end-to-end packet. at the sourét node and each of TiCatdeRR6EY Mterflediatedhdted Othfrdr t her
conprising: 2 5 at the destination node, third |ogi c means

for gener alOSigmEANSHOK Sesiing agmnng countcrowpc;a&m forweard fqophack packet is
means for transm.ttin nova ed 00 acket to the source
node, vvher%t 8‘3‘8&%’8%& %’p’b‘?{g& &'P@E °4<°r£ e capmugication pgfdle t hat

t he dest| nation node rece| ved the forward | oopback packet. 30

10 42 The apparatus of claim 41, wherein the predetermined period of time is
measured by the timing counters.

43, The apparatus of claim 40 further comprising:
at each of the at least one intermediate nodes, third logic means for
15  generating an acknowledge loopback packet if a backward loopback packet is not
received within the predetermined period of time; and
means for transmitting the acknowledge loopback packet to the source
node, wherein the acknowledge loopback packet informs the source node that a broken
connection has been detected.
20
44, The apparatus of claim 43, wherein the acknowledge loopback packet is

an end-to-end packet.

45, The apparatus of claim 40 further comprising:
25 at the destination node, third logic means for generating an acknowledge

loopback packet; and

means for transmitting the acknowledge loopback packet to the source
node, wherein the acknowledge loopback packet informs the source node that the

destination node received the forward loopback packet.

O O
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- 29- 46. The apparatus of claim40 further conpri sing:
at an input portion of an internediate node, third | ogic neans for

gener at i Nngy8Rgksher Nedi at e | oopback packet upon receiVving apé&paiéaidics

| oopback packet; an internedi ate | oopback nul tipl exer
for multiplexing the internediate 5 | oopback packet onto a communi cation
channel shared by the received forward | oopback packet;

means for forwarding the internediate Ioo&?aok ‘packet on the

comuni cati on channel towards an output =p&rtion of the at internediate
node; an |nterned|ate | oopback denul ti pl exer for

separ at i ng4bhe | oopbdattie ﬂgparatpaokdaim%ﬁmheecompﬁsingtat i on channel if the

i nt ermedi at e | oopback packet reaches the p rrtion of_ the

i nt er nedi at e node; ar?aanmputwmom anmteﬂnedw i’é‘iﬁo gansipr

?ggg[)gf:ikngﬁﬁ r?a%%es ngﬁﬁreach e o tpu { porti onl 5fa tﬂdgyld @th a?keet'node

within a second predeirintirirdiabeioopbackmiltiplexerlfor multiplexifig the intermediateThe
apparatus of claim46 further conprising fifth logic

means f%r iloopbagk pmg:eaogmmmmnmcngott@mmdrshmdtmahateqewdtfomd
I nt er medi aée E dgpﬁ en the internediate | oopback packet is generated; and

si xth | ogi det er mi ni ng whet her the internedi ate | oopback 20
packet reaches the o 11“%? e'riﬁ% n the
second period of L?ngéﬁ"‘}rrfgp<l':ft(ss Iﬁ%ct I on &ﬁﬁ%b cag% t m ntgt;ﬁecounter

48. commiibfictipnashahnel towards anButfut purtionast thoaqintetinsdiate node;

means for transmtting the acknow edge | oopback packet to the source 25
node, wherein the ackibiftermediate nopback lexenffor separatiag shr loopbarkde t hat

3 DT OkER ket OB W LA HALN Bankd it U leriy A3t 100 aLR bRNIT RS B2°°
wher ei n t heydesilGioriion ot ARtihRARedaleHOMK; and

fourth logic means for generating an acknowledge loopback packet if the

intermediate loopback packet does not reach the output portion of the intermediate node
within a second predetermined period of time.
15
47, The apparatus of claim 46 further comprising:
fifth logic means for initiating a second timing counter in the at least one
intermediate node when the intermediate loopback packet is generated; and
sixth logic means for determining whether the intermediate loopback
20  packet reaches the output portion of the intermediate node within the second period of

time as a function of the second timing counter.

48. The apparatus of claim 46 further comprising:
means for transmitting the acknowledge loopback packet to the source
25 node, wherein the acknowledge loopback packet informs the source node that a broken

connection internal to the at least one intermediate node has been detected.

49. The apparatus of claim 40, wherein the telecommunications network

employs asynchronous transfer mode.

R Y D
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enpioys asynchronous transfer node. 30

- 30- 50. The apparatus of claim49, wherein the | oopback
packets ar ynchronous transfer node, adaptation |aye r. two,
operation g’r?dwrfr'&%it enance packets. 5 51. 1168t us of
cl aim40, wherein the forward | oopback packet is a segnent | oopback
packet . 52. . The apparatus of claim40, wherein the backward
| oopback packets are segnent | oopback packets.

50. The apparatus of claim 49, wherein the loopback packets are

agynchronous transfer mode, adaptation layer number two, operation and maintenance

packets.

5 31, The apparatus of claim 40, wherein the forward loopback packet is a

segment loopback packet.

52. The apparatus of claim 40, wherein the backward loopback packets are

segment loopback packets.
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