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*159159* TITLE OF THE | NVENTI ON | NFORVATI ON STORAGE
VEDI UM AUTHENTI CATI ON DATA GENERATI ON METHOD, AND
VEDI UM AUTHENTI CATI ON SYSTEM BACKGROUND OF THE

I NVENTI ON 5 The present invention reI at es tn fnr
exanple, an information storage ned

g
smartcard (1 C card) having |ncorporated |n it u
integrated circuit (1C chip having such a ccmmmwIll‘l\““lm”lm“‘
device as a CPU, ROM RAM or EEPROM The present«isorsor
invention relates to, for 10 exanple, an
aut henti cation data generat OBnTHEt ABAENAPPNi ed to the
i nformati on storage nedium The present invention
r el atl@gORYATION STANHCE, Mam Igt, héﬁﬂﬁ@éltfilﬁﬁTIQplstDéﬁhA
conprising the informati on storage nedium a
medi (7 e ¥ATHER » d Nle EERR U hAHJﬁﬁéiﬁtlﬁé\gtI@é’ EReTEM

15 infornmati on storage medium 1In recent years,

smartcards provi de P RSN Slfs THERINCYY %ve

appear ed. 7or exa l.e, Pat K |
PEEI icati 6['; e’f%& iﬂ%Pfé&F |%sesa tsorfa cared(ample’ an
provi %q_‘l(!vr\Mattrlo% %%tr%%fe ' td%f}na%%ﬁ%'ép” %h%%t:é'fstr%' 4% card)

termnals or the a non-contact inte

CONPIHS1 iR %c@&tp%&%efoormpeﬂtf AnMiRg Y-aReM $3ireniand Ic)
reception of a radio signal, and the I'i ke. Further,

smar takad s amiingh seash @cmttra;lpld@wa.lclet)as ef CPU, ROM, RAM,
communi cation protocols al so appear. For exanple, 25
Jpn. RAtEEERYM.n. TKEKAIreRuhiti datieon iNo. r2004eE51864 for

di scl oses a smartcard which can accept both
example, an authentication data generation method

applied to the information storage medium. The present
invention relates to, for example, an authentication
system comprising the information storage medium and a
medium authentication device which authenticates the
information storage medium.

In recent years, smartcards provided with variogs
functions have appeared. For example, Jpn. Pat. Appln.
KOKAI Publication No. 2005-216234 discloses a smartcard
provided with a contact interface comprising metal
terminals or the like, and a non;contact interface
comprising an antenna for performing transmission and
reception of a radio signal, and the like.

Further, smartcards which can accept a plurality
of communication protocols also appear. For example,
Jpn. Pat. Appln. KOKAI Publication No. 2004-151864
discloses a smartcard which can accept both

communication protocols of TCP/IP and IS0O7816.
-

NI

*G00002*



4

10

15

20

25

comuni cation protocols of TCP/IP and | SO7816.

1111a2aae 01222200t 2132IH NN *000002* - 2
Accordi ng to appearing of these smartcards,

application of the smartcards spreads, so that, for
exanple, smartcards are used in various fields as not
only a credit card, a commuter pass, a passport, a 5

| icense, and neans for business2ransactions but al so
such an I D card as an enployee 1D card, a nenbership
card, or an insurance card. Since the smartcard is

used i n aReddioy et appeguiined offor hiisgh sgecticiatrydsi, n
this manner, security 10 counterneasures of the

smar tagarld carte dnmpdr tart smActordidag spoeedlkansentheteof for
security applied to a smartcard, processing speed

Wi t hiarapd esmefecacd rdgeerr€asiésdand Noré oRendi¢ et REnnot
the smartcard is used as a general trend. 15

Srar (6 S ACGT So6Fy  Bo CRBBIY oRi BREF- sBcRAFEROTEe 2
smar t.cards, butcfh%% nmust consi.der _adverse %ffect% tofl o
the appiiari oS §§°48sEPbEY S AP6VE. "TREPEFGFENS Put als
al t haugh, thers arghigher, SGEULILY GRURLELTBASHERSe 8hip

fupd
case arises that the higher @écgrlty count ér measur es

20 cannef, ke applied AR saggtcard. BRIEF SUMVARY OF
THE | NVENTI ON An object of the present invention is to

provide aird¥ ayHEAtdnR} tH01Rde MREUMNWRer @nkiighehment
security
required for high security in this manner, security
countermeasures of the smartcard are important.

According to enhancement of security applied to a
smartcard, processing speed within the smartcard
decreases and more memory within the smartcard is used
as a general trend.

Smartcard providers try to apply higher security
to smartcards, but they must consider adverse effects
of the application, as described above. Therefore,
although there are higher security countermeasures, a
case arises that the higher security countermeasures
cannot be applied to a smartcard.

BRiEF SUMMARY OF THE INVENTION

An object of the present invention is to provide
an information storage medium where higher security
countermeasures can be performed according to a
situation. Another object of the present invention 1is

also to provide an authentication data generation

method which can generate authentication data based
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count er measures can be perfornmed according to a 25
situation. Another object of the present invention is
al so to provide an authentication data generation
met hod whi ch can generate authentication data based 3
upon hi gher security counternmeasures according to a
situation. Still another object of the present
invention is to provide a nmedi urB aut henti cati on system
whi ch can generate authentication data based upon 5
hi gher security counterneasures according to a
Si t uaigaon Highat erturdatye caunedirnexased uwpeprbieg to a
aut henti cati on data. According to one enbodi nent of
t he prigserition.nveénttiildn anltdwee o jprcovicdedthanpresent
informati on storage 10 nmedi um conprising: a storage
uni t igoiEnitgured st ¢ ostgo igle gl mediivpy agit hepgiggtilon system
keys therein; a signal receiving unit configured to
r ecei®fe %h RNt KEMSEHS G theaikRd 1Pnomeds based upon
authz?tication devi ce; a _ generation _unit confi%ured

ea

to deteHine s Bormum e oMeG oEESo R CES NG
aUthenH!C%?iontgeVi%ﬁfr&h%% % %n%{ EEkP% %%% upon. the
ence ﬁ%ﬁ) YatSon i 1 %ed ineﬁhe aufﬁ i i

ref erence i rmation 1 nclu entication

commangd Jhased 4p), g determnation result of the

comruni cati on protocol with the authentication device,

sel ect a tafgotqENerPtd N ddb GRS RANANY greddie 20
changed encryption key reference information fromthe

pl ur alrtgnhforgnahyrtd ars keys;icad agerierfatrenation storage

aut henti cation data based upon the target encryption
medium comprising: a storage unit configured to store a
plurality of encryption keys therein; a signal
receiving unit configured to receive an authentication
command from an authentication device; a generation
unit configured to determine a communication protocol
with the authentication device, change encryption key
reference information included in the authentication
command based upon a determination result of the
communication protocol with the authentication device,
select a target encryption key corresponding to the
changed encryption key reference information from the
plurality of encryption keys, and generate
authentication data based upon the target encryption
key and inclusion data included in the authentication
command; and a signal transmission unit configured to
transmit the authentication data to the authentication

device.

According to another embodiment of the present
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key and inclusion data included in the authentication
command; and a signal transm ssion unit configured to
25 transmt the authentication data to the

aut hentication device. According to another

enbodi nent of the present 4 invention, there is

provi ded an authentication data generation nethod
conprising: receiving an aut-henticati on command from
an aut hentication device; determ ning a communication
protocol with the 5 authentication device; changing
encr yiptveont ikey, thefrer erc @ rioRfidkedatinon ucbrhaiiread ion dhea
aut henti cati on conmand based upon the determ nation

r esuldgergfrathen cermngel campan spngt: ocelceuivtimat lre

aut henti cation device; selecting a target encryption
key corthesparditign somranty feeangad agndeypticert leay device;
reference information froma  plurality of encryption
keys TG iR dady &PEEUN IgdidCat PFE taFPreftlitEatinen

data b d th .get pt i k d

dain based upan he argel Snclyp on keyand vy
Comm%é%e%%ﬁ%t?fHF%E&&?QQLEQSm%in%%tg%PEh%ﬁ%'%%I%%E%ation
to the au enticatlon evi ce. ccor |ngto S‘:ltle|

anot har. et AL udered St UANIARd B TRUMP of the

aut hentication system conprising an information
St or aganiBi A0 i A rRIHNentiteatthen @GR ication device;

aut henticating the informati on storage nedi um wherein

20 t heeliadtoimatd o kicar age npdiivn kegnardryigsponding to the

encryption key storage unit configured to store a

pl ur athidngegf encryption key reference information from a
plurality of encryption keys stored in advance;
generating authentication data based upon the target
encryption key and inclusion data included in the
authentication command; and transmitting the
authentication data to the authentication device.

According to still another embodiment, there is

provided a medium authentication system comprising an
information storage medium and an authentication device
authenticating the information storage medium, wherein
the information storage medium: comprising a encryption
key storage unit configured to store a plurality of
encryption keys therein; a command receiving unit
configured to receive an authentication command from an
authentication device; an authentication data
generation unit configured to determine a communication

protocol with the authentication device, change

encryption key reference information included in the



encryption keys therein; a conmand receiving unit
configured to receive an authentication command from
an authentication device; an authentication data 25
generation unit configured to determ ne a
communi cation protocol wth the authentication
devi ce, change encryption key reference infornmation
included in the 5 authenticati @ command based upon
the determination result of the comunication
protocol with the authentication device, select a
t ar gedureartiptid tapk eyommeerid” espeadiupgnt @ hiehele¢bangedtion
encryption key reference 5 information fromthe
pl ur ata syl tofo fendrey pidmomurkieyd, i cang rogecerlatwe th the
aut henti cation data based upon the target encryption
key arithardligsitorprdatey iiasel wdd@dtn at harogyt Isasriyeaiponkey
command; and an authentication data transm ssion unit
conf i FAEPRBHhs1A tthen EPemIgch FETEYOALCON kgat Fefgrence
t he aut hentication device, .and. .the ﬁythenti ation

Q @) S

5 devi c& Oorrﬁﬁ'tllsqq’] -rom d:&,er ;Pd-[uir@r}llggy teélrcgdg ioio keys, and
cont | QS 10 SO & DL LKL 00 o6l YO ONKeYS oc

corr e plurall encr I'on Keys;

comang. 1/ ansif S& P At SORfIGUIEE 2 12 1R de@R8Mche

the authentication conmand to the information storage
medi Wt Hdh B @nhdatahd FRCenG tURizt ion data

configured to receive the authentication data from
t he itdaorgmaid rorstworiagedediqiifedan® aranaiitertthiecat i on
unit configured to change encryption key 20 reference
10 i nf oramthent iqrd idedlata ttve tdnet Rerithiepdtiicartrion device, and
the authentication device comprising: a decryption key
storage unit configured to store a plurality of
decryption keys corresponding to the plurality of
encryption keys; a command transmission unit configured
15 to transmit the authentication command to the
information storage medium; an authentication data
receiving unit configured to receive the authentication
data from the information storage medium; and an
authentication unit configured to change encryption key
20 reference information included in the authenticétion
command based upon the determination result of a
communication protocol with the information storage
medium, select a target decryption key corresponding to
the changed encryption key reference information from
25 the plurality of decryption keys, decrypt the inclusion

data from the authentication data based upon the target

decryption key, and authenticate the information
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command based upon the determ nation result of a
comruni cation protocol with the information storage
medi um select a target decryption key correspondi ng
to the changed encryption key reference information
from?25 the plurality of decryption keys, decrypt the
inclusion data fromthe authentication data based
upon the target decryption key,6and authenticate the
information 6 storage nedi um based upon the decrypted
i nclusion data. BRI EF DESCRI PTI ON OF THE SEVERAL

VI EVW tQr afdE nldAWNG a sEldie u@eeo ip@n il veitaw ngs:,l ushioehdata.
are incorporated in and constitute a part of the

speci fBREEF OPESCRI BT IGN rGH e HEs BRATE SV IHWS e THE DRAWING

i nvention, and together wth the general description

gi ven abovBharatadwerarddtrg [cadhwiessyi pthiisi gfre Hgrcorporated
enbodi nents gi ven bel ow, serve to explain the

pri ndiplags! gontie Guhrert ibert PIIGENE ispeg it 1@itagr am
showi ng a schematic 10 configurati.on of a smartcard

syst e‘tﬁgl(‘%%oﬁal}rﬁ STRIEMEEL i9dn TPs e dd O ditRyg! tte9ether
one enig:%dit nt %fenatlh%e%r esent. i nventi on: FIG. 2 a

i
W e cription givern, .above .and the
bl ocK''di' agr amEhowihg 4§ “S¢hémati’c @ cont i°Fgurat i1 of “a

card d é%aa%ﬁréalw é et% r ig;t {1he FMRICAE, o i nFHY v%FP‘Mé ow,

in FI ( a di agram show ng one exanple o
dat a sestr adh idkA Hat a e mihdipithe Falkthe invention.

reader/witer showmn in FIG 2; FIG 4 is a block

di agram shoye ng: ai schedmidic diagram showing a schematic
configuration of a smartcard system {(medium
authentication system) according to one embodiment of
the present invention;

FIG. 2 is a block diagram showing a schematic
configuration of a card reader/writer of the smartcard
system shown in FIG. 1;

FIG. 3 is a diagram showing one example of data
stored in a data memory in the card reader/writer shown
in FIG. 2;

FIG. 4 is a block diagram showing a schematic
configuration of a smartcard of the smartcard system
shown in FIG. 1;

FIG. 5 is a diagram showing one example of data
stored in a data memory in the smartcard shown in
FIG. 4; |

FIG. 6 is a flowchart for explaining an outline of
communication between the card reader/writer and the

smartcard; and
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20 configuration of a smartcard of the smartcard
system shown in FIG 1; FIG 5 is a diagram show ng
one exanple of data stored in a data nenory in the
smartcard shown in FIG 4; 25 FIG 6 is a flowhart
for explaining an outline of comunication between
the card reader/witer and the smartcard; and 7 FIG
7 is flowhart show ng one exanpl e -of change
processi ng of encryption processing based upon a
comuni cation protocol. DETAILED DESCRI PTI ON OF THE

| NVENTI ON g dEntyodisnemnios: cof rithe hpke signbnenegahbes witl khange
be explained below with reference to the draw ngs.

FI G prdcesaiblgock énagramishopirngeasschebated upon a
configuration of a smartcard system (nmedi um

aut hemningatiicart ioys pewfogedor di ng t o one enbodinent of
10 the present i nvention. As shown in FIG

smartcard syst PcHrﬁﬂu%&CRé&Téﬁﬂ r% TﬁEaﬁa]VéNTION

nfornatlon stora

d
Cerm nal fwﬂe FFOHRIES Weh B ST BOdY EAR U Do
readarrirel £1 s il el a Rl s Thsn T g ot o

r eader Wit &F F®1Ps Fgure

be capabl G‘Fzﬂf perd ar 'i@l%%kc% a‘Pnats O iWot B LRBematic

smart card ‘and the t erm nal per ornB transn1SS|on
of dats diQuhe i 3Rt Gaktha?z t3R¢dr e¢8RERONMeR 1 data from

the smartcard 2

authentication system) according to one embodiment of
the present invention. As shown in FIG. 1, the
smartcard system comprises a terminal 1 and a smartcard
2 (information storage medium). The terminal 1 is
provided with a main body (an upper device) 11, a
display 12, a keyboard 13, and a card reader/writer 14.
The terminal 1 is configured to be capable of
performing communication with the smartcard 2, and the
terminal 1 performs transmission of data to the
smartcard 2 and reception of data from the smartcard 2.

The main body 11 executes applications and handles
input and output of data. The display 12 displays a
communication result with the smartcard 2, an
authentication result, and the like. The keyboard 13
inputs characters, numerals, and the like into the main
body 11. The card reader/writer 14 communicates with
the smartcard 2.

Incidentally, in the embodiment, a case including

a combination type where the smartcard 2 supports both
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The main body 11 executes applications and handles 20
i nput and out put of data. The display 12 displays a
conmuni cation result with the smartcard 2, an

aut hentication result, and the like. The keyboard 13

I nputs characters, nunerals, and the like into the
main  body 11. The card reader/witer 14 conmuni cates
with 25 the smartcard 2. Incidentally, in the

enbodi nent, a case including a conbination type where
the smartcard 2 supports both 8 contact-type

CONMYEY atd 1ot 3l RefineQREAG VPRI neRPdhiteati-@ypand
simlarly a conbination type where the card

r eadesdmmdriiefa thidrs Wpporstis kel c entcaeio-itppe on type where
comuni cati on and non-contact-type comuni cation w |

5 be txplamed.edde@ /W iitera 13 coippdiragr dntdhowintgca -type
schematic configuration of the card reader/witer 14
accorgimmyticatgres @msb dianersondfa atitd: inee semunivaitiiogn Wwill
As shown in FIG 2, the card reader/witer 14 is
proviRfe XM 4R A0 contact termnal 141, a

communi cation interfa 142, a CPU 143, a data nenory

144, a RAM X 5,?alﬁadv|%1e]zf%c, gh- 2 Hite i A4 SrRFEmatPe
comuni cation .j.nterf 148. FlI ' |.o i agr

show Cnogn%gsucﬁaetr%acﬁ COtag%hef icgaurrdzztrlcé\‘éEl r%fé orlf/%é:&lst%arr fl 21 a(rja(facgJ Alng to

accorging 40, A SO et o Hfe LR dHEENt As shown in

inventlon. As shown in FIG 4, the_snartcard 2 s a
pl astiGs car d,t HOrc Sl Rie @Rt iided SL4 WO RARA dMd vidth a

IC chip 20 (IC nodule). The 1 C chip
contact terminal 141, a communication interface 142, a
CPU 143, a data memory 144, a RAM 145, a ROM 146, an
antenna 147, and a communication interface 148.

FIG. 4 is a block diagram showing a schematic
configuration of a smartcard according to an embodiment
of the présent invention. As shown in FIG. 4, the
smartcard 2 is a plastic card, for example, and it is
provided with an IC chip 20 (IC module). The IC chip
20 is provided with a contact terminal 201, a
communication interface 202, a CPU 203, a data memory
204, a RAM 205, and a ROM 206. Further, the smartcard
2 is provided with an antenna 21 and a communication
interface 22.

The contact terminal 141 of the card reader/writer
14 comes into contact with the contact terminal 201 of
the smartcard 2 so that data is transmitted and
received between the card reader/writer 14 and the

smartcard 2. The communication interface 142 controls
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20 is provided with a contact termnal 201, a

comrmuni cation interface 202, a CPU 203, a data nenory
20 204, a RAM 205, and a ROM 206. Further, the
smartcard 2 is provided with an antenna 21 and a
communi cation interface 22. The contact term nal 141
of the card reader/witer 14 comes into contact with
the contact term nal 201 of 25 dhe snmartcard 2 so
that data is transmtted and recei ved between the card
reader/witer 14 and the snmartcard 2. The

COMMUH KA i iotgyifracsd bhd aCaHaneinS tRed APUtth@Nn@martcard 2
out put of data transmtted to the smartcard 2 and

dat a aretelated dfacemvidie fsmar ttéar dridr tHaedakt.enna 147 of

the card reader/witer 14 conmmunicates with the

ant enna 2o artergyrartiaraf Xhen caxrdh nemdegomimidter 14
state, where data is transmtted and recei ved bet ween

t he mwwréécpére/s\/\mlttév the afndame dn@ft dded sparfgard 2 in
conmuni cation interface 148 controls . i nput and out put

of Gt A ATHR AT OE 6 Arhé et 1 g ed and
received fro [}e smar card 2, 10 The CPL% 314 4. th
generates Wit it Commaltds card FRSIf /e S comfRfadre

b ty uct
di‘i.egs@?%aﬁé et s B P s B, cgnerots
r andoyp UKThE{q Wllgﬁt i Hd 43mmi g the trl"ﬂinds‘?r@rtcard 2

nunber generation unit 143a generates a 15 random
nunbesndasedh uptedfed EtdctHOksdarpdhe amin - body

(upper device) 11. The data nenory 144 is a

The CPU 143 generates various commands
(authentication commands) based upon instructions from
the main body (upper device) 11. Further, the CPU 143
is provided with a random number generation unit 143a,
and the random number generation unit 143a generates a
random number based upon an instruction from the main
body (upper device) 1l1. The data memory 144 is a
nonvolatile memory such as EEPROM or FRAM. The RAM 145
is work memory temporarily storing data transmitted
from the smartcard 2 therein, for example. The ROM 146
is a memory storing a control program and the like
therein.

As shown in FIG. 3, the data memory 144 stores
decryption key information, encryption key information,
encryption algorithm information, and fixed data
therein. The decryption key information includes a
plurality of decryption keys A, B, C, . . . , and the

respective decryption keys A, B, C, . . . are managed
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nonv

olatile nmenory such as EEPROM or FRAM The RAM 145

is work menory tenporarily storing data transmtted
fromthe smartcard 2 therein, for exanple. The ROM 146

20 i
t her
st or
info
fixe
i ncl
are
1, 2
pl ur
resp
by 5
The

encrypti g

10 o
resp

managed by encryption algorithmre

1,
t he
info

S a menory storing a control programand the |ike

ein. As shown in FIG 3, the data nenory 144

es decryption key information, encryption key
rmation, encryption algeritbm+nformation, and

d data 25 therein. The decryption key information

udes a plurality of decryption keys A B, C

and dee ypraspe eV & cdeckypiel anmkeys A, B, €, .
managed 10 by decryption key reference nunbers 0,

,The ehve yeridropptkdegn ike€yp rinaftaomatincd udesl adeduaality of
ality of encryption keys A, B, C, . . . , and the
enduet ieme rgptsi én ey §$/A- B, -C, and thgr gepmragede

encryption key reference nunbers 0, 1, 2, . . .
ABFVETFE &FeF PespecCirve decr PBEi BANREFPS RY B,

. ._and the respective encryption keys A B, C
&€ W& Lo ééﬁ%ﬁ&ﬁﬁ?qﬁon e&ﬁogheﬁ! Fhe - - -
RS Rl O TR o o 0Eh YRS 81 a1
%ﬁtLVQ Qn%ﬁ%p%%%nf@s %@tﬁ@%seﬁFr§gt§on'kﬁgs %ﬁeB,

erence nunbers O,
L, .. .. .. arBhec3ut RMHGE/INAN Nk @eeSsileNBndlinkirZi NGhe
decryption key information, the encryption key 15
reTRid y@it, i drhe 1eariypind am falrgertiithmiinaf auest kopluaadity

The

of encryption algorithms A, B, C, . . . and the
respective encryption algorithms A, B, C, . . . are
managed by encryption algorithm reference numbers 0, 1,
2, . . . . The authentication processing utilizing the
decryption key inférmation, the encryption key
information, the encryption algorithm information, and
the fixed data will be explained in detail later.

On the other hand, the contact terminal 201 of the
smartcard 2 comes into contact with the contact
terminal 141 of the card reader/writer 14, so that data
is transmitted and received between the smartcard 2 and
the card reader/writer 14. The communication interface
202 controls input and output of data transmitted to
the card reader/writer 14 and data received from the
card reader/writer 14.

The antenna 21 of the smartcard 2 communicates
with the antenna 147 of the card reader/writer 14 in a

non-contact state, so that data is transmitted and
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the fixed data will be explained in detail later. On

the other hand, the contact term nal 201 of the
smartcard 2 cones into contact with the contact

termnal 141 of the card reader/witer 14, so that

data 20 is transmtted and recei ved between the
smartcard 2 and the card reader/witer 14. The

comuni cation interface 202-cohirots input and out put

of data transmtted to the card reader/witer 14 and
data received fromthe card reader/witer 14. 25 The
ant enexx<d¥veaf bielteresmmrtthearstha? tcamiuli eates hewicklrdt he
antenna 147 of the card reader/witer 14 in a

non- deceat/ watigea, 1do t Fae daraund cetarsniinted fang 22

11 received hetween the smartcard 2 and the card

r ead S9REOLSr 1DPULTIRE L Ovriite &Fi 67 tEnttépngad taed to the
control s i nput and .outpuyt of data transnmitted to the
car d PERHEPARET SF 1EE ard 43 CPeGelrosE FEGmIERE thfdcard
5 re%gg&éﬂpiter 14.. The CPU 203 perforns various kinds

writer H%. )
of processi'ng™ based ‘upon vari ous commands

(aut henti cafd %mega%sz?fsorfn{somatﬂ%u%ar Hgader ﬁ?\goicte%rsing

14. The data nenory 2 such a nonvolatile nory

as EERRAM pdriRAMrithe RAMb® 0203 alut hd ntalds t TR0y mmands )
tenporarily storing therein data transmtted fromthe

car d freademewdatrer rbbdefrowrigxanplie. The BAMal4Gmiosya204 is
menory storing a control programand the |ike
t her eiuth As nomowrl st 1el @Geroryt he daPaOMenr WR204 The RAM
stores the

205 is a work memory temporarily storing therein data

transmitted from the card reader/writer 14, for
example. The ROM 146 is a memory storing a control

program and the like therein.

As shown in FIG. 5, the data memory 204 stores the

encryption key information and the encryption algorithm
information therein. The encryption key information
and the encryption algorithm information are as already
described above.

Next, outline of communication between the card
reader/writer 14 and the smartcard 2 will be explained
with reference to the flowchart shown in FIG. 6.. |

First of all, the card reader/writer 14 transmits
a SELECT command for selecting an object application
via the contact terminal 141 or the antenna 147. The
smartcard 2 receives the SELECT command via the contact
terminal 201 or the antenna 21 to return a normal

status.
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15 encryption key information and the encryption
algorithm information therein. The encryption key
information and the encryption algorithminformtion
are as already described above. Next, outline of

communi cati on between the card 20 reader/witer 14

and the smartcard 2 will be explained wth reference

to the flowhart shown in FIG 62. First of all, the
card reader/witer 14 transmts a SELECT conmmand for

sel ecting an object application via the contact

term nal Ikl afaddeaticaima it4t 1Ehe el iskRr ttear oZmal
recei ves the SELECT conmand via the contact term na

201 atathe anteeruhg 2brt@atettermiaadonddl orsttatusntéBna 147
The card reader/witer 14 receives the normal status

vi a tanel dortreatl tseram daltexpregert keonannenaigsignatand a
transmts an interpreter conmand designating a
paramﬁﬁﬁmQHﬁﬁﬂﬁﬁf e rifdle tnédo & Sk o AR RIr8R twPhhiva tH in

the smartcard 2 v t he contact term nal r .the
ant e E?I‘fﬁﬁxgﬁﬁ‘FﬁhF e2cP§€€F§e§eFWé“aﬁtg4ﬁr8Fthe

connan%sgggtfy;co act tern1n%l ZQ%C%r t he %nteg@ng%eter
to rét Ui record i nfor PRGN corresponélng {8 RE-ETP

para a 34 Thc%eCQ{o‘?xtra%%decre/r‘ﬁﬁn*a‘ir Zaspils ‘%C%'h%e%n*t'éﬁna 21

recor |n ormati on via e contact term nal

the ay e rnl4eddrd rafFhnata oG EPRESESAUNG 0'815' @Ne
command to the smartcard 2. On the other hang
smar tgeadaheter.

The card reader/writer 14 receives the record
information via the contact terminal 141 or the antenna
147 to transmit a GET PROCESSING OPTION command to the
smartcard 2. On the other hand, the smartcard 2
receives the GET PROCESSING OPTION command via the
contact terminal 201 or the antenna 21 to return the
card reader/writer 14 to normal status.

Transmission and reception of necessary data are
performed between the card reader/writer 14 and the
smartcard 2 in this manner, so that, for example, the
card reader/writer 14 generates an INTERNAL
AUTHENITICATE command (authentication command) for
authenticating the smartcard 2 to transmit the INTERNAL
AUTHENITICATE command via the contact terminal 141 and
the antenna 147. The smartcard 2 receives the INTERNAL
AUTHENITICATE command via the contact terminal 201 and

the antenna 21 to return encrypted authentication data

and normal status.
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recei ves the GET PROCESSI NG OPTI ON command via the 15
contact termnal 201 or the antenna 21 to return the
card reader/witer 14 to nornmal status. Transni ssion
and reception of necessary data are perfornmed between
the card reader/witer 14 and the snmartcard 2 in this
manner, so that, for exanple, the 20 card
reader/witer 14 generates an INTERNAL AUTHEN Tl CATE
command (aut henticati on command) for authenticating
the smartcard 2 to transmt the | NTERNAL

AUTHENI Tl @Az ,camaniReg thiea tlilka téont ashmaadigeak ri4dapg the
the antenna 147. The smartcard 2 receives the | NTERNAL

25 AUEHENIrERGATEweatmanddvivalihbeconmtiacl yt ekpilaahed01 In
and the antenna 21 to return encrypted authentication

dat athgnémbodimienst apugirstlgutlengicaf@on command

aut henti cati on command generated by the card

r ead €PAREISPON L2 It ab%lgﬁweﬁpvméﬁgpaﬁﬁ@a.PrﬁtOFﬁé for
enbodi nent, a first authentication connang ,

cor r BSPofdNtG o TP FOFTEBHraAiCAt i{dnCpr dCoBBFCFIPnEessT)

non-%%%t%cgék%%e compuni cati on ( [=Ch ol %@?%%éggk $35) to a
and & SeCofd “auth&nti'CAti 6 "cofmand correspondrng to-a

SeCO%%C%%@U%Q&%%&}%@ﬁ?Fﬁt%Q%Eo%?ﬁ_%ggt%%%F%¥2$type

conmuni cat 1 on e expl al ne

aut hepbheatican 16emead ) f grmat 1,10 conEesRaNding to the
first conmmuni cation protocol for non-contact-type
conmuni caty & fsk=Gluyt Hes tdefaitnes, doatnareX&@yhet i n the

foll ow ng manner.

corresponding to the first communication protocol for
non-contact-type communication (T=CL) is defined, for
example, in the following manner.

First authentication command format:
CLA/INS/P1l/P2/Lc/Data/Le |

CLA: class byte

INS: instruction code

Pl: parameter 1

P2: parameter 2

A second authentication command format
corresponding to the second communication protocol for
contact-type communication (T=1l) 1s defined, for
example, in the following manner.

Second authentication command format:
NAD/PCB/Len/CLA/INS/P1/P2/Lc/Data/Le/EDC

NAD: node address

PCB: protocol control byte

Len: length
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First authentication comuand fornmat:

CLA/INS/ Pl /P2/Lc/Data/Le 15 CLA: class byte INS:

instruction code P1l: paraneter 1 P2: paraneter 2 A

second aut hentication command format 20 correspondi ng

to the second communi cati on protocol for contact-type

communi cation (T=l) is defined, for exanple, in the

foll owi ng manner. Second authentiécati on command

format: NAD/ PCB/ Len/ CLA/ I NS/ Pl / P2/ Lc/ Datal/Le/ EDC 25

NAD: node address PCB: protocol control byte Len:

| engt h 14 ppEDGr ref Qe fdeftaein @dvdeode For exanple, Pl

contained in the first and second authentication

conmmand f dlamtecasipdws & lemomyptinen ial gl tthmst and second

reference nunber j (j: integer, 0<j), and P2 5

cont @utédnitri ceitd ohi cotmand gecord saFhivest canicsyption

command formats shows a encryption key reference

nunberL9oF ithm irefegencep auAye ipdt e{JcoﬁPéleﬁ?&S"l R<gpe and P2
enti cati on command

first and second ut rmats
i ncl G2 ¥eghdom® ?‘ﬁ Eﬂérs Card % |S>?§é°“81ataé‘t entication

I nci dent al | t he .randam_nunmher Olsg % th
randor%“ﬁ“ur?odgrf g SRerat gﬁqsum 1438, £10 cr| bé heeumber
abov%r integer, 0£n). Data contained in the first and

second authentication command formats includes a random
number and fixed data. Incidentally, the random number
is generated by the random number generation unit 143a,
as described above.

Incidentally, in the embodiment, the communication
between the smartcard 2 and the card reader/writer 14
according to the first or second communication protocol
will be explained, as described above, but the present
invention is not limited to this communication. For
example, the present invention can be applied to
communication between the smartcard 2 and the card
reader/writer 14 accorxrding to a third communication
protocol (T=0).

Subsequently, authentication processing based upon
the authentication command will be explained. The
smartcard 2 which has received the authentication
command determines a communication protocol with the
card reader/writer 14 and changes or does not change an
encryption system based upon the determination result

of the communication protocol. Thereby, the encryption
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Incidentally, in the enbodi ment, the comunication
between the smartcard 2 and the card reader/witer 14
according to the first or second communi cation

protocol 15 will be expl ained, as descri bed above, but
the present invention is not limted to this

comruni cation. For exanple, the present invention can

be applied to communicati on-betgeen the smartcard 2

and the card reader/witer 14 according to a third
conmuni cation 20 protocol (T=0). Subsequently,

aut hedudggatd0n 4y eEeSSicdRy akased iwgoro the communication
aut henti cation command wi |l be expl ai ned. The

smar treartb O whi dhhahad o, eceiseetirtihy detvieéntciacabieorhanged
conmmand determ nes a conmuni cation protocol with the

25 carararshider /ter itther chimand celvdpge rotodeds (sgatus) -
change an encryption system based upon the

det er m nation &8 Ye, ot e FEEdRfAT catGhemIscotgesices not
Therehy, the encryption - 15 level can be ch n%ed . .
accordify s Fhishe iChtiSh PasEst dean tﬂ‘?a%ei grmgnation
security J.eve an be changed according to : e
connmﬁﬁ%%a%(ﬁ#;ﬁhﬁ(ﬁﬂﬂmﬁﬂﬁégaﬁ%. aﬁﬁ;ogfgﬁplg%gghés’ 1to1s

smart @srsdlkglkeggza}gégcgzcé%r Sq[%%t%h%qt(?etzg c%%%%t%i%ot#?l% encryption

encryption . upon erm nati resul t " of
t he coumpy £at | Pb PO GRIn-chdtadts cdrmunS caRASH Rlr@tocol

that the smartcard 2 changes the encryption key based

upon ddte duds Gt asHarGENTaHY GAid G tAref 0eGl baakd d@es the

not change the encryption key based upon the 10

cont andn tcoramuanno@tri iore tpravt gowltodedr.t héhyrthter,s it is
possible that the smartcard 2 changes or does not
change the encryption algorithm based upon the
determination result of the communication protocol.
That is, it is poséible that thé smartcard 2 changes
the encryption algorithm based upon the non-contact
communication protocol and does not change the
encryption algorithm based upon the contact
communication protocol.

One example of change of the encryption processing
based upon the communication protocol will be explained
below with reference to a flowchart shown in FIG. 7.

First of all, the card reader/writer 14 generates
a first or second authentication command. As described
above, the first and second authentication commands
include a encryption key reference number n, a

encryption algorithm reference number j, a random

number, and fixed data, and the card reader/writer 14
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possi ble that the smartcard 2 changes or does not
change the encryption al gorithm based upon the
determination result of the comrunication protocol

That is, it is possible that the smartcard 2 changes
15 the encryption al gorithm based upon the non-contact
comruni cati on protocol and does not change the
encryption al gorithm based uponléthe-cont act

comuni cation protocol. One exanpl e of change of the
encryption processing 20 based upon the comruni cation
pr ot eeelrew lthebenexpbaiinad kehelrewewehler el eberce,t @ha
flowhart shown in FIG 7. First of all, the card

r eademomyiptteonl 4 lgenerames e fa reincst nambsecgnd the random
aut henti cation command. As descri bed above, the first
and sewodred adride irhiec tlixen @@ﬁﬁaﬁ@@rzgninclude a
encryption key ref erence nunber n, encrypt|o

al gor i t hmTe &8t & sadimge gitex ﬁén&éﬁ“%ﬂﬁﬁﬁﬂ'heaﬁ&rSt or

flxed dat a an the card reader/witer 14 16 _store

t he %FQ}l éf-Pin E&™G eFO th@hémagﬁgﬁfgtlanhlle
algo hn1referen nunber and

t he flxe§ ﬁataatﬁggefec 5505% rea %%g%%
transa'ﬂa:thséntt & ftl il R %dsq%%q} aut H‘%%t 6RO of the
command to the snartcarg 2, whil the smartcard 2

receiges dde J ir sinaaly 2ecend x@eﬂeﬁeﬁé‘d Galrs@n GOt d
(ST10). The CPU 203 of the smartcard 2 anal yzes the

r eceialgtherfdircslt in see@RGd auw kentdredineon eomramnd daa ion

determ ne a conmuni cation .
protocol. The CPU 203 can determine the communication
protocol from the format of the received first or
second authentication command, or it can determine the
communication protocol according to whether the
authentication command is received by the contact-type
communication (the contact terminal 201) or the non-
contact-type communication (the antenna 21).

For example, when the CPU 203 determines that the
communication accords to the first communication
protocol (ST20, YES), it performs change processing of
the encryption key reference number. The CPU 203 adds
ml (ml: integer) to encryption key reference number n
contained in the received first authentication command
to change encryption key reference number n and selects
a target encryption key corresponding to changed
encryption key reference number (n+ml) from a plurality

of encryption keys A, B, C, . . . stored in the data

memory 204. For example, the CPU 203 adds 2 to a
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10 protocol. The CPU 203 can determ ne the

communi cation protocol fromthe format of the

received first or second authentication commuand, or

it can determ ne the communication protocol according

to whether the authentication command is received by

the contact-type 15 commruni cation (the contact

term nal 201) or the non- contatct-type contmunication

(the antenna 21). For exanple, when the CPU 203

determ nes that the conmunication accords to the
firstereypiniceatdegn reFicateneel nLRb2Q, 0YESK31it ypenf qsrs?2)
change processing of 20 the encryption key reference
nunmbeind Hee sCRU<203 yaddon mey( €l cormeegending to encryption
encryption key reference nunber n contained in the

r eceikesd feifregtenangt mexmtiegat?i-on Addemaad i ved yehghge CPU 203
encryption key reference nunber n and selects a

t ar getdEnct Vst iSOV IEE 108r respardiergcs enaRged 125ST31, NO)
encryftion key reference nunber (n+m) from

3137 RGP GRRARPS l&,n( BeYC! .CO.rr.e%gpalPé&gi O

pl ura
the data Menor y 204. Faor e>é§arrplg),e the CPU 203 adds 2
to a T YAt i%n Ky 1o E NEE Rurber 0 (ST31, YES)

(ST32) and, S8iS, & SNCTHRS inzﬁuagﬁoks%ﬁe%%orar%%mi%%&gjﬁogion

encryption ey r'eference er 2. ternatively,

CPU 20136 8008 2drG SIHIHRHPR KQY rfrirnes RumRen th
(ST31, O) 5 (ST33) and sefg a enchS??on key %% T

COr I eSPHWHMG trumRNC Y Ridra ikey rief enenge deurer f3rst

Further, the CPU 203 selects a target encryption

al gordudtimeraoraagsipondiangratral & remc et ipdu rallgary ifmencryption
algorithms A, B, C, . . . stored in the data memory
204. For example, the CPU 203 sets a encryption
algorithm A corresponding to encryption algorithm
reference number 0 (ST34, YES) (ST35). Alternatively,
the CPU 203 sets a encryption algorithm B corresponding
to encryption algorithm reférence number 1 (ST34, NO)
(ST36) .

Further, the CPU 203 generates authentication data
based upon set encryption algorithm A and encryption
key C, and the fixed data (ST37). Alternatively, the
CPU 203 generates authentication data based upon set
encryption algorithm B and encryption key D, and the
fixed data (ST37). The smartcard 2 transmits the
authentication data to the card reader/writer 14
(ST50) .

The card reader/writer 14 receives the

authentication data from the smartcard 2 and the CPU
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reference nunber j contained in the received first 10
aut henti cation command fromthe plurality of

encryption algorithms A, B, C, . . . stored in the
data nenory 204. For exanple, the CPU 203 sets a
encryption algorithmA corresponding to encryption
algorithm reference nunber 0 (ST34, YES) (ST35).

Al ternatively, 15 the CPU 203 sggs a encryption
algorithm B corresponding to encryption algorithm
reference nunber 1 (ST34, NO (ST36). Further, the

CPU 203 ggnenat es rauthenkirgatiieerdataanhaseedsupas set
encryption algorithm A and encryption 20 key C, and

t he fauteenddtcat@Sh3 dataAlher natiheeltycatke t@PUsR@3tcard
generates authentication data based upon. set

encr yptsiesh uglogortinehmnB lysd semesyptti-on Tkey CBU dadd t he
fixed data (ST37). The smartcard 2 transmits the

aut heHScaaiom teat & heo CoREVPACA tAeRd B PMOICOer Wighothe
(ST50). The card reader/witer 14 receives the :
authé%FVEéPFGthatngrﬁﬁﬁpﬁ S i Elar 62C§quﬁﬁed€§8rmlnes

18 3 .of .the card.reader/w.iter, 14 anal es the
aut hétﬁ}altcéctqeoﬁogg%uéuacﬁ T80k RESOESS: &8 ttﬁgygﬁécrskccard

baseQxﬁ%%Hﬁfégiﬁyﬁm iﬁ%d%%%”h%'aﬁ%% GRU(%ﬁQ intﬁgeg) to

di scrimnates t onmuni cati on protocol wth 't

snar tGald & i A0k BX dHB e RN ke rERY o143 d@IHRENTNRES in the

that the conmuni cation accords to the first

commai At 10t Hmtieealiod tooa@tGsidrit rgismiititicegen) the
smartcard 2 to change encryption key reference number n
and selects a target decryption key corfesponding to
changed encryption key reference number (n+ml) from the
plurality of decryption keys A, B, c, - - stored in
the data memory 144. For example, the.CPU 143 adds 2
to encryption key reference number 0 and selects
decryption key C corresponding to encryption key
reference number 2. Alternatively, the CPU 143 adds 2
to encryption key reference number 1 and selects
decryption key D corresponding to encryption key
reference number 3. Further, the CPU 143 selects a
decoding algorithm corresponding to encryption
algorithm reference information j contained in the
first authentication command. For example, the CPU 143
selects a decoding algorithm 0 corresponding to
encryption algorithm reference information O.

Alternatively, the CPU 143 selects a decoding algorithm

1 corresponding to encryption algorithm reference
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encryption key reference information n contained in
the first authentication conmand transmtted to the
10 smartcard 2 to change encryption key reference
nunber n and selects a target decryption key
corresponding to changed encryption key reference
nunber (n+m) fromthe plurality of decryption keys
A B C . . . stored in the daba menory 144. For
exanpl e, the CPU 143 adds 2 15 to encryption key
reference nunber 0 and selects decryption key C

corr esiFyreiarg dno 1€ncrypti on key reference nunber 2.

Al ternatively, the CPU 143 adds 2 to encryption key
ref er ence Thamuny 1 dhdieseldect $hedewmgdotn oruroey @Bnd the
corresponding to encryption key 20 reference nunber 3.
Fur t Herked ve tGPU ri4s tdel ectticat igatddinnglaglagbeiseimupon
correspondi ng to encryption algorjithmreference

i nf ordfEEYEF jore dirvaicn@drd rrhendeqadiay adaregitin®aldi-on

d. For le, the CPU 143 sel decodi
al QT HITRIT ‘Coiabporith 1k J 5 CBHERFit (15 PgorT Al oes

f i nf [ e Al [ .
; 2 | :(rﬁergdp Zc k{fg Cfgléircreaﬁg Ic%lr% gelg rfi rt%nn:t%rfn aatuI t\ﬁeeI nyc’l CE%I'{(?L o) t Olcia]t%?’ based

corr espondi ng

eNCr YO A AR IIMIRS & GCP IR Qd UATIALLOR Lcng .

CPU 1 deco e. random nunber an ed data

fromdhe @yt hent i Catdan datra Rasedidipan < Je Rt i’ the
key C and the decoding algorithmO. 5 Alternatively,

t he GRUHA I decades dihed andamenuthert anthdd datieth
data fromthe authenticati on data based
command with each other, and it authenticates the

smartcard 2 if both the data coincide with each other,
but it does not authenticate the smartcard 2 if both
the data do not coincide with each other.

In the above explanation, the case that the
encryption algorithm is not changed has been explained,
but the encryption algorithm can be changed like the
encryption key. For example, when the CPU 203
determines that the communication accords to thé first
communication protocol, the CPU 203 adds kil
(k1: integer) to encryption algorithm reference number
j contained in the received first authentication
command to change encryption algorithm reference number
j and selects a target encryption algorithm
corresponding to changed encryption key reference
number (j+kl) from a plurality of encryption algorithms
A, B, C, . . . stored in the data memory 204. For

example, the CPU 203 adds 1 to encryption algorithm
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upon decryption key D and the decoding al gorithm 1.

The CPU 143 conpares the decoded fixed data and the
fixed data contained in the first authentication 10
command with each other, and it authenticates the
smartcard 2 if both the data coincide with each other
but it does not authenticate the smartcard 2 if both

the data do not coincide with eagh ether. In the above
expl anation, the case that the 15 encryption al gorithm
I's not changed has been explained, but the encryption
al gorddftenecar benbleangednki ketshe ecercypptioonakgpriEom B
exanpl e, when the CPU 203 determ nes that the
COMMET S Pem ddegotds ene ryvd ibinr @tlgocémnir@éteir@nce number
protocol, the CPU 203 adds Kkl %E i nteger) t
encrﬂptl@@Qﬁ%ﬂﬂﬁ#ﬁﬁﬁ%eﬁ@ﬁeﬁ@@ R@Rbeddsj 1c ﬁtﬁpﬁéaptﬁon

t he received flrst aut henticatign conmmand to chan

encr yptadYr A RS SHEREE rufber Setsaﬁacgé%&gg key C

target encr tj.on al gorithm corr ng changed

encr Y P & R08 IS iTber (3%355“ FEarattd®Rumpe:
pl ura |ty of encryption algorithms A B, C . .

stored in the data nmenory 204. For exanple, the CPU

203 adds 174 orpncradtd onral Gy Yy gt raife@R®@ntication
nunmber 0 and sets a encryptlon al gorithm B

COr r eRRONAH NP d QEIICIEH i@ raipdardnt Rmgoefiehanee andnber

1. Alternatively, the CPU 203 adds 1 to encryption

al gordridwpgtefer eqrge undder thearfd xset slagrcr ypilitemrnkey vEly,

5 corresponding to encryption algorithmreference

nunberhe CPU 203 generates authentication data based upon
set encryption algorithm C and encryption key D, and
the fixed data. The smartcard 2 transmits the
authentication data to the card reader/writer 14.

The card reader/writer 14 receives the

authentication data from the smartcard 2 and the CPU
143 of the card reader/writer 14 analyzes the
authentication data and authenticates the smartcard 2
based upon the analysis result. For example, when the
CPU 143 determines that the communication accords to
the first communication protocol, it adds ml
(ml: integer) to encryption key reference number n
contained in the first authentication command
transmitted to the smartcard 2 to change encryption key
reference number n and selects a target decryption key
corresponding to changed encryption key reference

number (n+ml) from the plurality of decryption keys A,

B, C, . . . stored in the data memory 144. For



2. In this case, the CPU 203 generates authentication
data based upon set encryption algorithmB and
encryption key C, and the fixed data. Alternatively,
10 the CPU 203 generates authentication data based
upon set encryption algorithmC and encryption key D,
and the fixed data. The smartcard 2 transmts the

aut hentication data to the cardgyeader/witer 14. The
card reader/witer 14 receives the 15 authentication
data fromthe smartcard 2 and the CPU 143 of the card
readexhwpilber th4 anal yzesatihe 2avbhentigption Hayarafidrence
aut henticates the smartcard 2 based upon the analysis
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r esuhumbEar OexadpkelevhendeheypCPbn148ydét epniraegonfang to

t he conmuni cation accords to 20 the first

conmmeniccabicannpkevoceferpncaddsmper( At : PhtegepFively, the

encryption key reference nunber n contained in the

fi r s€PRuttHéneReat PoRocBRFENET 1PPak§ii FEEGTEBCRhRUMPer 1 and

smartcard 2 to change encryption ke ref erence nunb
Jer et b B§n35ndor

n and®dér&st §eT¥YRF

He DpEPBReRBy S5 G0 PosBBhEPRGC™

t o changed encrxgtign key ,reference nunber (n+m)
y

from

kFHerSFSF§P| n Pbgéc?yption keys A, B, C . .

stored i”é&%%&%@ﬁatﬁ%”%@b_%ﬁﬁ-aﬁ%% 1121, %%%@Bb%iokge

CPU 143 a

to encryption key reference nunber

f
and %qb%&q%h%quxgkegeek@xf@ragmagﬁzgneba@a&aed in the

encrypt’ion key reference nunber 2.

ternatively, the

CPU K43 saddsitBehe ienghnyppt commkey rehesedncecnurberhd

and

smartcard 2 to change encryption algorithm reference
number j and select a decoding algorithm (j+kl)
corresponding to changed encfyption algorithm reference
number (j+kl). For example, the CPU 143 adds 1 to
encryption algorithm reference information 0 and
selects a decoding algorithm 1 corresponding to
encryption algorithm reference number 1.
Alternatively, the CPU 143 adds 1 to encryption
algorithm reference information 1 and selects decoding
algorithm 2 corresponding to encryption algorithm
reference number 2.

The CPU 143 decodes the random number and the
fixed data from the authentication data based upon
decryption key C and decoding algorithm 1.
Alternatively, the CPU 143 decodes the random number
and the fixed data from the authentication data based
upon decryption key D aﬁd decoding algorithm 2. The

CPU 143 compares the decoded fixed data and the fixed
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5 sel ects decryption key D corresponding to encryption
key reference nunber 3. Further, the CPU 143 adds kli

to encryption algorithmreference informtion j
contained in the first, authentication command
transmtted to the 10 smartcard 2 to change encryption
algorithmreference nunber | and sel ect a decoding
algorithm (j+kl) corresponding22zo €hanged encryption
algorithmreference nunber (j+kl). For exanple, the

CPU 143 adds 1 to encryption algorithmreference

i nf otk @Bn@aanddlinsehectsratdecedengiabgooht Bodand with
corresponding to encryption algorithmreference
nunbefach. otAktrer natli i€l pothheh€EPdat43caddsidet with each
encryption algorithmreference information 1 and
sele@&@edec@@ﬁngPUaﬂééraphhﬁzteéﬁtégpéhélﬁ@arécard 2, but
encryption algorithm 20 reference nunber 2. The CP

143 ddcbeed the @éﬁéoﬁpnGﬁﬁeFOaHGl?ﬁerFPxéacﬁaPéhFFothe
t he aut hentication data Rased upon decr tlon

k
and &@@oélﬁgdﬁﬁéoPPFhﬁPf enaffa ﬁaFP@eF? Fﬁ@réPEyl43

decodes t I ndon1nunber 25 %nd th% e'é%%ed%%a fr
t he aut he t|c |on 5étaxggse5 upén Qecrypt i on key

3220%%g%ngq dat and t ?lxegpg2é4§3?g g%?iihggorlthm

the fiiy shaaent ¢ak %mﬁlgmeqlw kim@aghcothehg @Bdthe

if both the 'data coincide with each other, the CEU

143 authentdoaaies dahe csimpiriceacd12habubeen explained. Next,
processing at a communication time according to the
second communication protocol will be explained.

For example, when the CPU 203 determined that the
communication accords to the second communication
protocol (ST20, YES), it performs change processing of
the encryption key reference number. The CPU 203 adds
m2 (m2: integer) to encryption key reference number n
contained in the received second authentication command
to change encryption key reference number n and selects
a target encryption key corresponding to changed
encryption key reference number (n+m2) from the
plurality of encryption keys A, B, C, . . . stored in
the data memory 204. Incidentally, in the embodiment,
for example, m2=0 is set. Thereby, the encryption key
reference number is not changed at the communication
time according to the second communication protocol.

For example, the CPU 203 adds 0 to encryption key

reference number 0 (S5T41l, YES) (8ST42) and sets
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if both the data do not coincide with each other, the

5 CPU 143 does not authenticate the smartcard 2. In

t he above expl anation, the case that the encryption

key is changed or the encryption algorithm is changed

at the conmunication tinme according to the first

comruni cati on protocol has been expl ai ned. Next, 10
processing at a conmmuni cati oA tppe according to the
second conmmuni cation protocol wll be expl ained. For
exanpl e, when the CPU 203 determ ned that the
CoNMMcGaitanadkegr ds cbe rekgosedarnd toormdriygat bankey
protocol (ST20, YES), it perforns change processing of

15 t he feremnypt inombleey Or.ef lerceaniviedry, The CPU 203 adds O
adds nR (nR: integer) to encryption key reference

nunbér encgomtdionedeiyn rede reacel vedbeacdndST41, NO) (ST43)
authentlcatlon command to change encryption key

r ef erfé¥c & STHIMSEC Y PAA @ s éiedc Bs ©OF HesPGef 18Ac rtypﬁinsﬁypt ion
key corr espondln ed 20 encryption key

refe ﬁ*ﬁ%? omthe plurality of

encryptlo stored in, t '
nenory 20%1 nC|de§t§I Fu 203|%§%§(%% JH% %%%ryptlon

examy o, nuggolc%rs.c%ts omqhggxeo the ccrmt 'aqe;okﬁth

refere ged at e conmuni cati on

25 t 148 ACGIAiNGhH? Hhe AR CARMNL MR ved second
protocol. For exanple, the CPU 203 adds 0 to

encr yidHah die t iref eycareedurest the( pldkalYES) ofSEA2)ryption

and sets 23 encryption key A corresponding to

encr \ygtgoomi thens A,efter énce nunbert dredAlitnertiat idadlay metioe y

CPU 203 adds O
204. For example, the CPU 203 sets encryption
algorithm A corresponding to encryption algorithm
reference number 0 (ST44, YES) (ST45). Alternatively,
the CPU 203 sets encryption algorithm B corresponding
to encryption algorithm reference number 1 (ST44, NO)
(ST46) .

Further, the CPU 203 generates authentication data
based upon set encryption algorithm A and encryption
key A, and the fixed data (ST47). Alternatively, the
CPU 203 generates authentication data based upon set
encryption algorithm B and encryption key B and the
fixed data (ST47). The smartcard 2 transmits the
authentication data to the card reader/writer 14
(ST50) .

The card reader/writer 14 receives the

authentication data from the smartcard 2, and the CPU

143 of the card reader/writer 14 analyzes the



10

15

20

25

to encryption key reference nunber 1 (ST41, NO (ST43)
and sets encryption key B corresponding to encryption

5 key reference nunber 1. Further, the CPU 203 selects

a target encryption algorithmcorresponding to
encryption algorithm reference nunber j contained in

the received second authentication command fromthe
plurality of encryption 10 atgozdthas A B, C .

stored in the data nenory 204. For exanple, the CPU

203 sets encryption algorithm A corresponding to

encr yptthentakgaibhhaeteetadeacehsunhent8s( Shd4smyESrard 2
(ST45). Alternatively, the CPU 203 sets encryption

al gobiatskesh Bpeor tespendilygissreeuéhner yhieofiPHl §48i thhermines
reference nunber 1 (ST44, NO (ST46). Further, the

CPU 203 g@m@waﬂégtaanh@ﬁpkéapﬂowl@ataheba§ééteaéﬁ det For

encryption algorithmA and encryption key A, and the
fi xe@*@APA S} STHR). TARt EPNativePgterRanss cpatodhe
gener at es authentlcatlo dat a Based u

encr YPITOR &G &PPtﬁﬁFlr ffd “ent ﬁpFFSRR§e§O§m5H&CFHé°“
fixed d%%%OQST4 )adgge WQRECa gt% %E? 3?]%§ckg§tlon key

aut h&Ati ¢ati én dafa to™t he card
(STSQkfe%%nE%el%% Qma%qgﬁrhw%bh%%1%édrQﬁekﬁgssgﬁgngpu

aut hentication data fromthe smartcard 2, and
143 qfytthie tGakhe ibeadenmhahidt erahdmanaknzes the 2tartcard 2

aut hentication data and authenticates the smartcard 2
to change encryption key reference number n and selects
a target decryption key corresponding to changed
encryption key reference number (n+m2) from the
plurality of decryption keys A, B, C, . . . stored in
the data memory 144. For example, the CPU 143 adds O
to encryption key reference number 0 and selects
decryption key A corresponding to encryption key
reference number 0. Alternatively, the CPU 143 adds O
to encryption key reference number 1 and selects
decryption key B corresponding to encryption key
reference number 1. Further, the CPU 143 selects a
decoding algorithm corresponding to encryption
algorithm reference information j contained in the
second authentication command. For example, the CPU
143 selects a decoding algorithm 0 corresponding to
decoding algorithm reference information O.
Alternatively, the CPU 143 selects decoding algorithm 1
corresponding to encryption algorithm réference

information 1.
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based upon the analysis result. The CPU 143 determ nes
t he comuni cation protocol with the smartcard 2. For
exanpl e, when the CPU 143 determ nes that the 5
conmuni cati on accords to the second comuni cati on
protocol, it adds n2 (nR: integer) to encryption key
reference information n contained in the second
aut henti cation commuand transAitted +o the smartcard 2
to change encryption key reference nunber n and
selects 10 a target decryption key corresponding to
changed emey YU an XKeydefeer enee ravdber ntabeR) ahtorhe
the plurality of decryption keys A B, C .
st or ed denl dalte datoam mdrDERYth44t iEal iexanplce, bahedCQUon
143 adds 0 to encryption key reference nunber 0 and
sel ectes P tdecr st én akely thec decesiporadippgorathm 0.
encryptlon key reference nunber 0. Alternatively, the
U P43 egausioelvo émer fUi 31 ke crersr hee rﬁBﬁLﬁ@r nygmber

and sel ects ec tlon key B corre pondi n
encrfﬁF16ﬁ“ké§'e¥% énde Auibér 21t ﬁGFﬁﬁégloﬁhgaéﬁubased

143 select dec di ng, al gor.it hm caor p [
encryption Q ﬁ%re ere%%ghe 8F%&€%§ %H%OQQtR% L

cont mee%ﬂm 1t i oﬁga%% y h%%tag%%' %x%@mmq aﬁer the

exanpl e, the sel ect's a decoding al gorithmo

cor r espding 4 Q¢ ordecedidg g isthinelenere® ication
information 0. 25 Alternatively, the CPU 143 sel ects

decodidgihalgaridhmakh ecameaspendi 1§ o tenahgpidadd coincide
algorithmreference information 1. 25
with each other, the CPU 143 authenticates the
smartcard 2 but the CPU 143 does not authenticate the
smartcard 2 if both the data do not coincide with each
other.

Further, it ié_assumed that the data lengths of
encryption keys C and D are greater than the data
lengths of encryption keys A and B. For example, it is
assumed that encryption key A is 768 bits long,
encryption key B is 968 bits long, encryption key C is
1024 bits long, and encryption key D is 2048 bits long.
Thereby, the data length of authentication data
generated by encryption key C or D becomes greater than
the data length of authentication data generated by
encryption key A or B. That is, authentication data
having a greater data length is transmitted at a
communication time according to the first communication

protocol, while authentication data having a smaller

data length is transmitted at a communication time
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The CPU 143 decodes the random nunber and the fixed
data fromthe authentication data based upon
decryption key A and the decoding al gorithmO.
Alternatively, the CPU 143 decodes the random nunber 5
and the fixed data fromthe authentication data based
upon decryption key B and the decoding al gorithm 1.

The CPU 143 conpares the decedezl6éfixed data and the

fi xed data contained in the second authentication
command wi th each other, and if both the data coincide
10 watthoeadhgotberthet Bec6RY té4Bmauthentbocapestbhel.
smartcard 2 but the CPU 143 does not authenticate the
smar Thareb?,i Sebotrh tyheadabe wedmohigbi ati deewcphmgaghation
other. Further, it is. assumed that the data |engths

of ISmenacgeridéndkEps theahd rotaFrengreacaefr iPRarrehecol,
data |engths of encryption ke¥s A and B. For exanpl e,
it i $¥NidEsMROFERAN IedPFpLrEnRey SAUCE9788 BPfs | ong,
encryption key B is.968 bhits l.ong, encryption key Cis
1024 BITE S 158k {BRc PSP Woy OO TS 2658 61 ¢ &

Iongbd%%dpq%%% %h.%ﬁ%t@%%ﬁ | engt h of authentication
z L .

dat a enerate y encryption key C or D becones

greater thaps the dalaJangt bofs JHIRALGALLN sPl1dcation
generated by ‘encryption key A or B. That is,

aut heyt iceat isaid rdalaad PaViche 2ageeaher dakadaedgth is

transmtted at a 25 comruni cation time according to

t he fddasieromtrircatd ors prancodltteshithe first

aut hentication data having a snmaller data length is

t r ansmitthteed: igta td cocommmmacat i (Gmaliuggng encryption key
reference number n) corresponding to the first
communication protocol to the smartcard 2 and the case
that the card reader/writer 14 has transmitted the
second authentication command (similarly including
encryption key reference number n) corresponding to the
second communication protocol to the smartcard 2 are
different from each other regarding a encryption key
actually used, where, for example, the security level
can be made high at a non-contact communication time
and processing time can be shortened at a contact
communication time.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments

shown and described herein. Accordingly, various

modifications may be made without departing from the



26 according to the second conmuni cation protocol.
Thereby, security can be nade high at the

communi cation time according to the first

comuni cation protocol, while processing tinme can be
reduced at the 5 communication tinme according to the
second communi cation protocol. Thus, in execution of

a predeterm ned application -of2the-smartcard 2, the
case that the card reader/witer 14 has transmtted
the first 10 authentication command (i ncl uding

encr yptiiran key scopken@neaenyehetan) iaoenespendongepd as
the first communication protocol to the smartcard 2
and tdeef icase byt hae bippecded céades/ wnidt eheld kgeivalents.
transmtted the second authentication conmand
(simlarly including 15 encryption key reference
nunber n) corresponding to the second communi cation
protocol to the smartcard 2 are different from each
ot her regarding a encryption key actually used,
where, for exanple, the security |level can be nade
hi gh at a non-contact conmuni cation tinme 20 and
processing tinme can be shortened at a contact

conmuni cation tinme. Additional advantages and

nodi fications will readily occur to those skilled in
the art. Therefore, the invention in its broader
aspects is not limted to 25 the specific details and
representati ve enbodi nents shown and descri bed
herein. Accordingly, various
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nodi ficati ons may be nmade w t hout departing fromthe
27 spirit or scope of the general inventive concept
as defined by the appended clains and their

equi valents. 28 - WHAT IS CLAIMED IS: 1. An

i nformati on storage nedi um conprising: a storage unit
configured to store a plurality of encryption keys
therein; 5 a signal receiving uast eonfigured to
receive an authentication command from an

aut henti cation device; a generation unit configured
to determ ne a conmuni CGHADN Prot2IMED Vigdh t he

aut henti cati on device, change encryption key

ref erence 1 nf dkmeitn orrreomnitcei ecbrag® imediha comprising:
aut henti cation conmand based upon the determ nation
resul t of & hEtormRINiTE: iom prottrsbltangtpre e plurality of
aut henti cati on device, select a target encryption Kkey
cor r SPONtR Pt dere CIRAfyed encryption key reference

i nformation fronwthe gluralit qf encryption 15 keys,
and gener at e alftthentcat Y o ddta b%%b{f‘ M t%?e receive an
targel er%{é’ipé toi%#eé/on%‘%dd rkcr_logr?'a‘%{‘.a%a&\ae G NGd 5 e ;
the aut hentication commen ; ‘and a signa Transm ssion

uni t configured Lo transmid cdhe authentd cadd Ondal a

to the authenticatlon.deV|ce. ZQ 2. The informtion
St or agen e AHR B6C Q5 -4 10 wikdritAel,a R it dth®n device,

storage unit stores a plurality of encryption

change encryption key reference information contained
in the authentication command based upon the
determination result of the communication protocol with
the authentication device, select a target encryption
key corresponding to the changed encryption key
reference information from the pluralify of encryption
keys, and generate authentication data based upon the
target encryption key and inclusion data contained in
the authentication command; and

a signal transmission unit configured to transmit
the authentication data to the authentication device.

2. The information storage medium according to
claim 1, wherein

the storage unit stores a plurality of encryption
algorithms therein, and

the generation unit selects a target encryption
algorithm corresponding to encryption algorithm
reference information contained in the authentication

command from the plurality of encryption algorithms and
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algorithnms therein, and the generation unit selects a
target encryption 25 algorithmcorresponding to
encryption algorithm reference information contained

in the authentication command fromthe plurality of
encryption algorithnms and 29 generates the

aut henti cati on data based upon the target encryption
algorithm the target encrypti ofASkey, and the

i nclusion data. 3. The information storage nmedi um
according to 5 claim1, wherein the storage unit

St or eperee i tiersaltitey aoft hemariypttiiom daltgomatsens upoer eihre, target
and the generation unit changes a encryption algorithm

r ef ereamoeydrifasr reeltdcon themt dibee d aing etth e reputvipdritdne asivon and
10 command based upon the determnation result of the
conmurtic o Prdt 68312 -wi t h t he aut henti cati on devi ce,

selects a target encryption al gorithm corresponding to
t he changet: e%eyp’t‘? 14 gt tHR T ”i‘rﬁ‘coci'c?fe?gi% to

fromthe plurality .of encryption algorithns, and 15
genera@ & the wﬁlﬁ%e

ditication data based upon the

target engypli 9811 4 o LIe 4 A 08Ls BNOE W Ik ryption

key, and t clusion data. 4. ornati on
st or ageyEdinye agtrding 4y claiml, wherein 20 the

generation unit is configured such that, when the
conmmuni cat {19 ol @Col ol & heh et ieddd@tion algorithm

reference information contained in the authentication
command based upon the determination result of_the
communication protocol with the authentication device,
selects a target encryption algorithm corresponding to
the changed encryption algorithm reference information
from the plurality of encryption algorithms, and
generates the authentication data based upon the target
encryption algorithm, the target encryption key, and
the inclusion data.

4, The information storage medium according to
claim 1, wherein

the generation unit is configured such that, when
the communication'protocol with the authentication
device is a first communication protocol, the
generation unit adds ml (ml: integer) to encryption key
reference number n (n: integer, 0<n) contained in the
authentication command to change encryption key
reference number n, selects a target encryption key

corresponding to changed encryption key reference



10

15

20

25

device is a first communi cation protocol, the
generation unit adds m (m: integer) to encryption

key reference nunber n (n: integer, 0<n) contained in
the 25 authentication conmand to change encrypti on key
ref erence nunber n, selects a target encryption key
correspondi ng to changed encryption key reference - 30
nunber (n+m ) fromthe pluratityOof-encryption keys,

and generates the authentication data based upon the
target encryption key, and a random nunber and fi xed

dat e roomtead Nedmiln tfhemawhkeeptliucatlicy odneandypandnskeys,
when the conmuni cation protocol with the

aut hemd @mnieon tesvitbe ieathesédond ioonsaniacaesgd upon the
protocol, the generation unit adds n2 (nR: integer,

m#nﬂaart%atempﬂteﬁnkéfyﬁe@@rdeﬁcéaﬁl@mepuwbeﬁ nd’ fixed
i nt eger, contalned th t.hent, t

10 t6i%a U s ahéyurrimfea?téﬁéi RGnberRARe,  Sha
selects a .target enc t, d

changed éﬁg? 9§} ejprgogfeﬁg rf&r%§ﬁp?%kﬁ2f%%rom

the pluald tcya JorEREIMRY A e A SRRGHALET ibhe

authentlcatlon ased upon the target encryption

15 keypoandd it he Handem nunker wnd tbhRisf meedrdat @nteger,
contained 1in the authentication conmand. 5. The

i nf ormBA DN 54 QIrAge g N MeAC Geyfdirg deo nuaibirmnl, (n

wherein the generation unit is configured such that,

when ir2G:ddre domunicoetsigredriot ddel awithfenttigation command

aut henti cati on
to change encryption key reference number n, selects a
target encryption key corresponding to changed
encryption key reference number (n+m2) from the
plurality of encryption keys, and generates the
authentication daté based upon the target encryption
key, and the random number and the fixed date contained
in the authentication command.

5. The information storage medium according to
claim 1, wherein
the generation unit is configured such that, when

the communication protocol with the authentication
device 1is a contact-type communication protocol, the
generation unit selects a first target encryption key
corresponding to encryption key reference information
contained in the authentication command from the
plurality of encryption keys without changing the

encryption key reference information and generates

first authentication data based upon the first target
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device is a contact-type conmuni cati on protocol, the
generation unit selects a first target encryption key
corresponding to encryption key reference infornation
contai ned in the authentication command fromthe 25
plurality of encryption keys w thout changing the
encryption key reference informati on and generates
first authentication data based3lupon the first target
31 - encryption key and the inclusion data, and when
the conmuni cation protocol with the authentication
devi eacirypaibankegnkadt ehgpenctonini datapnapdot ocol ,
the generation unit changes 5 encryption key reference
i nf or mat i @heconhai cedmunithéioauphehpiceat Wokhcoidand,
sel ects a second target encryption key correspondi ng
to t hatbkandgedténor gpviea 1Rey P@ﬂe?@ﬁgécFﬁFépﬁation

fromthe plurality of encryption keys,  and energtes
a seCORAVRLEREAPNCREPOACPS- dats B588d2LHSA PHECsERBRESS

t L tion k d_the inclusion data. .6, Tt
| o OFREEVEh LBl 0P Ao HEaT GRFRCCOFAFAG e8P aPhijd I8 cne
wh in.the. ti e ( |
when 2182 SRR LBl LEaSaEs! dERECRUCRakhRE

aUth%%EEQ%%E%R KdeVicee rkSpRnei@RLAEH- kYiRE ceaNBURl eaktir9Btion
protocol ; "the generation unit Selects a first target

encr yjati 0R fke¥ncw tih fa rilatSbnd@t-am engt bloeanesgondi ng
to encryption Kkey reference information contained in
the encryption keys, and generates a second authentication
data based upon the second target encryption key and
the inclusion data.
6. The information storage medium according to
claim 1, wherein |
the generation unit is configured such that, when
the communication protocol with the authentication
device is a contact-type communication protocol, the
generation unit selects a first target encryption key
with a first data length corresponding to encryption
key reference information contained in the
authentication command from the plurality of encryption
keys without changing the encryption key reference
information and generates first authentication data
with a second date length based upon the first target
encryption key and the inclusion data, and
when the communication protocol with the

authentication device is a non-contact-type

communication protocol, the generation unit changes the
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20 aut hentication command fromthe plurality of
encryption keys w thout changing the encryption key
reference information and generates first

aut hentication data wth a second date | ength based

upon the first target encryption key and the

i nclusion data, and 25 when the conmmuni cati on protoco
with the authentication dewvice32s a non-contact-type
comuni cation protocol, the generation unit changes

the - 32 encryption key reference information

cont andeg¢pitAohh&eyautlienthecat infoenatand, ceptethsdain the
second target encryption key with a third data |ength

| ongeuthiean icheiohi commdatia Eehgthscer pespoddiagaed

the changed 5 encryption key reference informtion

f r omerige ypitdeal key wétheack bFﬁoﬁakéyée“aﬁH genepat egan the

second authentication data with a fourtg %a Ieagth
| ongér fSfraftetRe 1886GRd COdAESPPBAYPA has&GSupBRNER

Lot o) O B e AT e T
cl ai mel,, whe p%' hL%ye éggﬂd asmeg getcgnangquﬁt@catlon

cont act - typ gnal el vi n uni't contigured t

cont agft M LRt Be rAauthenyicat 1eR davieagke L86ai ¥Bet BEBcond
15 aut hentication command from the aut hentication

devi e ta aRG@MNYPIsCANLRSH- kYipe sslcognal thegeitvengrypition key
configured to receive the authentication command from
and the inclusion data.
7. The information storage medium according to
claim 1, wherein
the signal receiving unit includes
a contact-type signal receiving unit configured to
contact with the authentication device to receive the
authentication command from the authentication device,
and
a non-contact-type signal receiving unit
configured to receive the authentication command from
the authentication device in a non-contacting state
with the authentication device,
‘the signal transmission unit includes
a contact-type signal transmission unit configured
to transmit the authentication data to the
authentication device in a contacting state
corresponding to reception of the authentication

command performed by the contact-type signal receiving

unit, and
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the authentication device in a non-contacting state 20
Wi th the authentication device, the signal

transm ssion unit includes a contact-type signa

transm ssion unit configured to transmt the

aut hentication data to the authentication device in a
contacting state 25 corresponding to reception of the
aut henti cation conmand perferned by the contact-type
signal receiving wunit, and - 33 a non-contact-type
signal transmssion unit configured to transmt the

aut hent i cat inom-datna atca -tthee altghert itcahison sdevnceaniiti a
non-contacting state with the authentication device

cor r espdrdiurgc ¢or scepsimgn ¢hes avltbeagikentirpadpsa to the
command perfornmed by the non- contact-type signa

r eceiaktignirdica t ignd dend cgeder at NOR ~GRNE agétepnShaset Wath
comuni cation protqgcol w th the authentication devi

bas e Afpa Rt LT BitREn eSO Sofiand Fgception of
receiyved t he .10 cont act re el ying n|t

or tH &ﬁxgﬁﬁFééPtlty & §W§%§IF? é?ang %% %

aut hent j.cat at er c r|S|n
B g e ;

aut hent i C%H@%Q@’ﬂﬂorﬂﬂrﬁ@“d@ﬂ&nﬁ%“ﬂﬂ@ Q:Q)tnhr@%lcatlon

protocol wth aut henti cati on devi ce, changi ng
encr yJtdrKeWith the authentication device based upon

whether the authentication command is received by the
contact-type signal receiving unit or the non-contact-
type signal receiving unit.

8. An authentication data generation method
comprising:

receiving an authentication command from an
authentication device;

determining a communication protocol with the
authentication device, changing encryption key
reference information contained in the authentication
command based upon the determination result of the
communication protocol with the authentication device,
selecting a target encryption key corresponding to the
changed encryption key reference information from a
plurality of encryption keys stored in advance, and
generating authentication data based upon the target
encryption key and inclusion data contained in the
authentication command; and

transmitting the authentication data to the
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reference information contained in the authentication
command based upon the determ nation result of the 20
comuni cation protocol with the authentication device,
selecting a target encryption key corresponding to the
changed encryption key reference information froma
plurality of encryption keys stored in advance, and
generating authentication data based upon the target

25 encryption key and inclusion data contained in the

aut henti cation command; and transmtting the

aut henitiheattiieatdahadeo itke 34 - aut henticati on device.

9. A nedium authentication systemconprising an

i nformati &n sthomege uredivpineartd cart iam Besttiegatdosprising an
device authenticating the information storage nedium, 6 .
wher dinf oFmafte onnfséokadico Aestiofage dmedi @hﬁt@@ﬁgrl@itﬁg"@ gevice
encryption key storage unit configured to store a .
pl ur AYENP IS CAFdNPo e PSR P8 151 OF 286migg um, wherein
receiving ynit, configured to receive, .an Cos

aut hent i cat1nt &ﬁ?ha%omfnr St SIS S5 FeVi Ce;

10 an aut henti caf i d ' yni '

to deter man%r{ac%}cén%%&nr} ?aet%/l %ﬁt%ga éogg]lL{:\r/]viJtohn?hrbfedrg%lr % store

aut hentd Gatdon AWK cyc GRANGS &RGIYRIQR koY Tef erence
i nformati on contained in the authenticati on command

based upon tdgnrgaieryadtd oy nesid tcaff idierekd to receive an
comuni cation protocol with the authentication device,
sel eciutthdrarigeatt ienc rompdriaon Keyorc enr espdrditigrata.drhelevice;
an authentication data generation unit configured
to determine a communication protocol with the
authentication device, change encryption key reference
information contained in the authentication command
based upon the determination result of the
communication protocol with the authentication device,
select a target encryption key corresponding to the
changed encryption key reference information from the
plurality of encryption keys, and generate
authentication data based upon the target encryption
key and inclusion data contained in the authentication
command; and
an authentication data transmission unit
configured to transmit the authentication data to the
authentication device, and
the authentication device comprising:

a decryption key storage unit configured to store

a plurality of decryption keys corresponding to the



changed encryption key reference information from the
plurality of encryption keys, and generate

aut henti cati on data based upon the target encryption

20 key and inclusion data contained in the

aut hentication conmand; and an authentication data
transm ssion unit configured to transmt the

aut hentication data to the autbgnttcation device, and

25 the authentication device conprising: a decryption

key storage unit configured to store a plurality of

decr yitiren ikgy ® fcenceypaidnngeyes thersdsn; plurality of
encryption keys therein; a conmmand transm ssion unit

confi gurea tameas fHra N st saerhantitc #onéh JeoRdale toansmit
the informati on storage nedium 5 an authentication

dat a théc einiineg tisiatt ieoncogiesd teothecénfermpéion storage
aut hentjcation data fromthe information storage

medi BRI an aut hentication unit configured to

change ig;;y\%gﬁg} %¥¥5%feQ%Q%56%%%grg%ti%%i%o%%gkqggred

in the comran base

dete&%%@%%eQ@er%%%.% %%e%QQC%Qq%gnBSQE'@?eﬁrghgcgkformatlon

h nformati on storage nmedi um se t ar get

decr yid Qe kRWiGR(;r @sRONding to the changed
encryption key reference information fromthe

plurality of dagfericn ilbn keyis, @decadivigd k@ change

inclusion data fromthe
encryption key reference information contained in the
authentication command based upon the determination
result of the communication protocol with the
information storage medium, select a target decryption
key corresponding to the changed encryption key
reference information from the plurality of decryption
keys, decoding the inclusion data from the
authentication data based upon the target decryption
key, and authenticate the information storage medium
based upon the decoded inclusion data.

10. A medium authentication device comprising:

a decryption key storage unit configured to store
a plurality of decryption keys corresponding to a
plurality of encryption keys therein;

a command transmission unit configured to transmit
an authentication command to an information storage
medium;

an authentication data receiving unit configured

to receive authentication data from the information

I
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aut henti cation data based upon the target decryption
key, and authenticate the information storage nedi um
based upon the decoded inclusion data. 10. A nmedi um
aut henti cation device conprising: 20 a decryption key
storage unit configured to store a plurality of
decryption keys corresponding to a plurality of
encryption keys therein; a commahd transm ssion unit
configured to transmt an authentication command to
an information storage 25 nmedi um an aut hentication
dat asrteeeiwi ngdunomt eadfigured to receive
aut hentication data fromthe information - 36 -
storage medi amthand igataonhenticcapnéaguned Eenftrgueed
to change encryption key reference information _
cont&@ﬁédptﬁOﬂhéGYaG?ﬁéﬁﬁpéatFaﬁoéﬁﬁﬁﬁﬁa BaBEdlnpenin the
the determ nation 5 result of a comunication @roto 0

: geon

mﬁthaPﬁéePﬁFGPﬁéPPoﬁomQFBPaBéSﬁ@dPHHP §8Fefftg arg
gﬁg{%%%hgﬁ E zar%gg&gﬁgggg#ﬁgokgg%g%oih%@%gdthe information

ron~from-the

pluralit, gggﬁggﬁaxptggﬁeg%ya,ES@gged'egr'gehuaiqeydata

fromthe enti cation ata ased up the target
decr ypbi @R e n3nd cavhierhihaate chbe ybRfiehmkiOReference

st orage nedi um based upon the decoded inclusion data.
information from the plurality of decryption keys,
decoding inclusion data from the authentication data
based upon the target decryption key, and authenticate

the information storage medium based upon the decoded

inclusion data.



