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PORTABLE ELECTRONI C APPARATUS, | C CARD AND METHOD OF
CONTROLLI NG PORTABLE ELECTRONI C APPARATUS FI
Enbodi ments descri bed herein rel ate generallﬁ”@”ﬂﬂ“Mﬂﬂwm

portabl e el ectronic apparatus, an IC card an TEL Ne
of controlling the portable el ectronic apparatus.
BACKGROUND Conventionally, an I C card as portable
el ectronic apparatus was operatedto receive a
command froma 10 hi gh-order apparatus, to interpret

B et aola Aty e ety N T §Aﬁé§§§32§4§%aoa or
hehs | t onits
b BOHIROE BTG BPRTRALYS cubEDaSL BPERBALAG,S" L1

need of strictly defining 15 %TEgrnat of the conmand
or

to be supplied fromthe high- gr apparatus to the

| C card apdpadfigem®t abskhep.HefRODSE 12,0 erggurnSQly to a
Hhep. SR

fromthe IC card to the order "appara

exanpberaplsyslest c6AMABAP L SYSLEM £ 0fca-SPAMBAY 5 method
format and a response format is 20 defined In

| SO/ bECZ8A6raslingetnat ponakh st andardrb0i beapaRphisd.
to typical IC cards. Since the command system 1s

predefined for the | C card,Bacrlegyweep of freedom for

the response is actually less. For exanple, a response

to a wittragvenrwandlles andiCatesyd as poptebeéssebgctronic

result for the command, information such as "nornma

endi PP 2RaF dvaf eCefFored tqoreawt hoeia ycommandessdmoa

"no giéﬁ;;rggyﬁggéérgtus, to interpret the received command
for executing its processing, and to return a
processing result as a response to the high-order
apparatus without operating on its own. In the IC card
processing system, there is a need of strictly defining
a format of the command to be supplied from the high-
drder apparatus to the IC card and a format of the
response to be returned from the IC card to the high-
order apparatus. For example, a system (command
system) for a command format and a response format is
defined in ISO/IEC7816 as international standard to be
applied to typical IC cards. Since the command system
is predefined for the IC card, a degree of freedom for
the response is actually less.

For example, a response to a writing command

indicates, as a processing result for the command,

information such as “normal ending”, “hardware error”,

“no authority to access” or “no file.” However, a
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- 2 "status word" may not be enough for the
information indicating the processing result for the
command. The high-order apparatus needs to grasp
detailed information on error's contents in order to
efficiently 5 performthe processings after error
occurrence. For exanple, a response to the processing
of the witing conmand during érror occurrence needs
not only the fact that a witing error has occurred
but also detailed information on the error's contents
such“asall@s"eprdf mtyaddress efio@@O0DOO0ther itppimahgon
fails since |ogical channel nunber 0 is already
occupYfhgatingethe Honeoepsing raeuktlurfentthe eapgand. The

processing system the information indicating
det al'F 83~ @F ok ' 3PP BAEBAL ICRATINGY BHEAPP 0UPHRYHIEF om t he

IC to the 15 high-ord r at by oth t :
the SEEREEhovD. OA EORRBNT SJATERIT of 1rBTUFRI HY ST ciently
resp Q??o?ﬂl¥h9y éggs§£§é93a¥@£9 10,8 “é&g'PQeSSQFH“d

is typrcaf. n- BtRerwords, °in"or'der "t o add

s Lypic: ords, “r_or del .
crror s ConfentanBy ot her “30°PRan:Che St B ce vt A%t 3¢ the

the ®§§99H?ec5ﬁm593 Wik1h9%e r0MMBOLy £ BR-EORBBYs not only
itself of the response to'the witing command needs

to benehangedchip ardeittag shapgentbectenmpbdoput heiso
response to a specific conmmand, the entire command

syst eataceds infbembatgel yn2bhehanged’ s Suehtanthasgeh as

in the entire command systemis regarded as not

practecabr at address of OOOOOOOO” or “writing fails
since logical channel number O is already occupying
file.” However, in the current IC card processing
system, the information indicating detailed error’s
contents cannot be provided from the IC card to the
high-order apparatus by other than the status word.

A command system for returning a response only by
the status word to a writing command is typical. 1In
other words, in order to add information (response
data) indicating detailed error’s contents by other
than the status word to the response to the writing
command, the format itself of the response to the
writing command needs to be changed. 1In order to
change the format of the response to a specific
command, the entire command system needs to be largely

changed. Such a change in the entire command system is

regarded as not practical.
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3 BRI EF DESCRI PTION OF THE DRAWNGS FIG | is a block

di agram schematically showi ng a hardware

configuration of an I1C card as portable electronic
apparatus according to an enbodinent; 5 FIG 2 is a

di agram showing a file configuration exanple of data

to be stored in a nonvolatile nenory; FIG 3 is a
schemati ¢ di agram for expl ai i ng a~sof tware

configuration of the IC card; FIG 4 is a diagram
showi ng an exanpl e of a 10 conmand systemto be used

for an I C card PREEESSERGRISYIOENPEFFEGE BRAYIHGS
flowchart faor e Qlaining a flow of processings for a.
command i At8n FC'EardPiARc Fipgramppepedafhgaétinpheving a
15 FIG_6_is a sequence.di agram showi ng the first
procé§§9ﬁar$xgﬁﬁfégﬂﬁgﬁlaﬂ gfrﬁ? 6€cﬁ?gdiﬁsap9FF??h%

co 2SSl ng. 7 _1.s_a.di agram show an
R e R b R R A

| ogi cal c nebs; 0 L . di.agr am show ng .
configura??gh gx%ﬁp%edgkggﬁﬁaagP?%gﬁa? ?E}grgéﬁgﬁﬁeratlon

tab'@xEﬂp@eSgﬁoagtapfgcﬁésgﬂgrgéagﬁl§;ng$§%l§ti§eamemory;

flowchart for explaining a flow o processings for a

conmand i pran BCigakdstRehheisea0RgrarRSrPEOERSSEAEing a
exanple; FIG 10 is a sequence di agram show ng the
secondftpapeesshfijgexatpbe whethéhecl ahest additiona

FIG. 4 is a diagram showing an example of a
command system to be used for an IC card processing
system;

FIG. 5 is a flowchart for explaining a flow of
processings for a command in an IC card in a first
processing example;

FIG. 6 is a sequence diagram showing the first
processing example when an error occurs in a writing
command processing;

FIG. 7 is a diagram showing an example of an
access state to each file by multiple logical channels;

FIG. 8 is a diagram showing a configuration
example of an additional information table in a second
processing example;

FIG. 9 is a flowchart for explaining a flow of
processings for a command in an IC card in the second
processing example;

FIG. 10 is a sequence diagram showing the second

processing example when the latest additional
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4 - information is read; FIG 11 is a sequence di agram
showi ng the second processing exanple when past
additional information is read after other conmand is
executed; 5 FIG 12 is a diagram showi ng a
configuration exanple of an additional information
table in a third processing exanple FIG 13 is a
flowchart for explaining a f Fow?f ~ processings for a
conmand in an IC card in the third 10 processing

exa Ie FIG 14 is a sequence di agram show ng the

t hi r A" ERFBaEdEngSeXaABF e when the | atest additiona

|nfornat|ﬁ§ |slread and FIG 15 is a seguence diagram
showi ng t héChiltd 1518 5?88§§§rn&lé%5ﬁﬁléhﬁﬁéﬁgpégﬁ second

ddi L _i.nf t d aft th
cxectf B2 Bé?*ﬂ?rﬁg%ﬂé%d&ﬁ%ﬁ%%SFﬁaagia?apgial%ﬁ%ﬁgﬁa'lgn is
to oegaerTQQ%EIEBEhe? CB%ggg' ey %%8&59”' ¢ apparatus

i ncl udes a communi cat an exécutlng unit,

a gener at igiig uﬁQtusaasﬁgébggmu@th1ﬁgfhg§5n9598?§§ﬁgg

unit, and a second processing unit enerat I ng

uni tegempllat es addaaug*aabnann&a&a%aenoﬁsg%nét ed ¥V' thirq
a result of the command processing executed by the

execptbngsetht. eAahpl st 25 processing unit transmts a
response containing the result of the command
processi ngIby flReiexectifbrghuanmict foandxpbbhontayi anflow of
i ndi cating presence of the additiona
processings for a command in an IC card in the third
processing example;

FIG. 14 is a sequence diagram showing the third
processing example when the latest additional
information is read; and

FIG. 15 is a sequence diagram showing the third
processing example when past additional information is
read after other command is executed.

DETAILED DESCRIPTION

In general, according to one embodiment, a
portable electronic apparatus includes a communicating
unit, an executing unit, a generating unit, a storing
unit, a first processing unit, and a second processing
unit. The generating unit generates additional
information associated with a result of the command
processing executed by the executing unit. A first
processing unit transmits a response containing the

result of the command processing by the executing unit

and information indicating presence of the additional
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- 5 information to the external apparatus, if the
storing unit stores the additional information

generated by the generating unit. A second processing
unit transmts the additional information stored in

the storing unit 5 to the external apparatus, if
receiving a command of requesting the additiona
informati on fromthe external épparatus The

enbodi nent will be described belowwith reference to

the ac onpa ng drawings, 10 FIG 1 schematically

shows" g@?ﬁ&%?etocBﬁ?lgﬁF%f?ﬁﬁ dPPARaFEScat bl thasstoring
port abl L ectropjc ratu ording to the
enbogg%gng “Tha FE?C%?%E %&%iut% OﬁmﬁFg%%s%?ﬂ@r?Eed by the
response, 1 o; nd, f rd. processi

appararas 2133 T80T ghe or Ger L dpay Sete L Y noBt ef Pansmits

wor dspet heql CisaLd 1nrands ??nlgkgﬁég Pﬁogﬁésépgr%nﬂwunlt

apparatus 2 constitute an card processin

as shewphénekt&rndl £§p§PQM@s|nlf|Q%céleR§ &Cbgﬁﬁgn& of
conprises a CPU (Central Processing Unit) 11, a

( Reade @né yt MegOE ¥ aaﬁlﬂganéQF%ﬂ&éfﬁ@@@BhA€§§ﬁsthe external
Menory) 13, a comunicating unit (UART) 14, a

co- papresdous 15 and a nonvol atile nmenory (NV

(EEPROM)) 16. The CPU 11, the ROM 12, the RAM 13, the
communi cathageuhpdindntt el tobpr deessobedSbandwt et 25
nonvol atile menory 16 are configured into a nodule Ca
mhicﬁef%r$%$%gF%l¥9€f®¢ﬁ%@P®WY$@9C@I@Wamﬁsothers The

nodul e Ca i s enbedded inside a casing (main body) C
FIG. 1 schematically shows a hardware

configuration of an IC card 1 as portable electronic
apparatus according to the embodiment.

The IC card 1 executes a processing in response to
a command from an IC card processing apparatus 2 as
high-order apparatus. In other words, the IC card 1
and the IC card processing apparatus 2 constitute an IC
card processing system as shown in FIG. 1.

As shown in FIG. 1, the IC card 1 comprises a CPU
(Central Processing Unit) 11, a ROM (Read Only Memory)
12, a RAM (Random Access Memory) 13, a communicating
unit (UART) 14, a co-processor 15 and a nonvolatile
memory (NV (EEPROM)) 16.

The CPU 11, the ROM 12, the RAM 13, the
communicating unit 14, the co-processor 15 and the
nonvolatile memory 16 are configured into a module Ca
which is integrally formed by IC chip and others. The

module Ca is embedded inside a casing (main body) C
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6 formng the ICcard 1. In other words, the IC card

1 is configured with the casing C having the nodul e

Ca enbedded therein. The IC card 1 is activated

(enters an operable 5 state) when supplied with power

fromthe I1C card processing apparatus 2 as high-order

apparatus, and operates in response to a command from

the IC card processing apparatds 2. The IC card

processing apparatus 2 is configured with a persona

conmputer 10 connected with a reader/witer adapted to

a cbafhicatinglSyseeth bf the ¢ earwonds Forhexdapterd 1

a controlling unit (not shown) executes an

appl +2at PN IPF &Y r wht Bot hpata s Hed 1€ Rartnpr bresepdgle Ca

appara%u$ 2 rﬁalizes the functions of transmtting a

comBRacf3 ¢ he"95°1® card 1 and receiving a response

fromthe card_1. he CPU 11 is.confjgured to

control thaSeni FAFFCl Sard il BAC T o GOVEr R the BaFaRLe
roc Syndhe : 0 ontr

p £85t89 wngh %%é%h}éd @P@Haﬁgﬁepa§§gn 9?%6P§K£%ﬁ%

prograns to perf vari ous processings.

I's a,n9nYeL atl | SoPRARE Ys hAVE gy ; sgﬁ&épl%§§995@@§,a@§d
control data previously stored her el n. e RAM 13 is

a vobptihee SBIMI yefHBEEE 0Nd NG cEBmBn NOF KbAJt RBNMDE Yeard
The RAM 13 is provided with an additional information

t abl prdBas$il3q’ appdhetadd2ti onied 25 cafQrprdétonsiabl e

13a (13a') stores therein multiple itens of

addi ¢pparttiusfdr et conf {detad | edch d opemsdoa) computer

i ndi cating a conmand processing result and others. The
connected with a reader/writer adapted to a
communicating system of the IC card 1. For example, a
controlling unit (not shown) executes an application
program so that the IC card processing apparatus 2
realizes the functions of transmitting a command to the
IC card 1 and receiving a response from the IC card 1.

The CPU 11 is configured to control the entire IC
card 1 and to govern the data processings. The CPU 11
operates based on control programs to perform various
processings. The ROM 12 is a nonvolatile memory having
control programs and control data previously stored
therein. The RAM 13 1is a volatile memory functioning
as a working memory.
The RAM 13 is provided with an additional

information table 13a {13a’). The additional
information table 13a (13a’) stores therein multiple

items of additional information (detailed information)

indicating a command processing result and others. The
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7 additional information stored in the additiona
information table 13a (13a') indicates nore detailed
processi ng contents than can be transnmitted by a
command response. For exanple, if an error occurs in a
5 command execution result, information indicating
detailed error's contents is stored as additiona
information (detailed infornmatién)~in the additiona
information table 13a (13a'). The maxi mum nunber of
itenms of additional information to be stored may be
set 49dihlehel aduieimnalon ndorhed i bh thabl addBai¢nda’).
If the additional information table 13a (13a') is

pr ovi BT AT L ehet RAM 1833 whbte t hel 1€ ealres mmeke detailed
deactivated, the additional information stored in the
addl?F%ﬁ%FSl?%f%?%%ﬁq%ﬁ ?%%“ecﬂ%ab?1%%@§5T%tE?%a?%da

ni cat i n uniit 14 functi as

o e e e O EePEt ) TP 2R erroniogarss it o
d
COMTBARaLL 0D, YELD: Le: L G, ear 0 prOBES o100 ARRLEL S, 2

er appar at us e conmmuni ca

a'S0d£€9§1é?”éﬁéér“§a@§n{@£t£e£§'¥t89e@°¥§ra&8[t£%%al

operation o I C card 1. The co-processor

configupedat 0oASShSta CAEGUI AEHPASE SHEN BS EREOoLhAg: 8Bga1
decodi ng. The nonvolatile nenory 16 is a rewitable

nonvohabihet MBADEYLTONL BQUBBlat . StOHE hALIRIA NafbOHSoL
itenms of data or applications (application prograns).
25 Theecmddofi addltiodar matfommaabbe d3abeaytdbeed may be set
provided in the nonvolatile nmenmory 16. If the
addi tinoha¢ afaioremtl omfabhetida tasbpeovddedlda’t he If the
nonvol atil e
additional information table 13a (13a’) is provided in
the RAM 13, when the IC card 1 is deactivated, the
additional information stored in the additional
information table 13a (13a’) is cleared.

The communicating unit 14 functions as
communicating means and 1s configured to control data
communication with the IC card processing apparatus 2
as high-order apparatus. The communicating unit 14
also functions as means for receiving power for
operation of the IC card 1. The co-processor 15 is
configured to assist calculations such as encoding and
decoding. The nonvolatile memory 16 is a rewritable
nonvolatile memory configured to store therein various
items of data or applications (application programs).
The additional information table 13a may be provided in

the nonvolatile memory 16. If the additional

information table 13a is provided in the nonvolatile
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8 nenory 16, even if the IC card 1 is deactivated,
the additional information stored in the additiona
informati on table 13a renmmi ns hel d. The contmuni cati ng
unit 14 is configured according 5 to the

communi cating systemof the I1C card 1. For exanple,
when the communi cating systemof the ICcard 1 is a
contact-type comuni cati ng syst§n1_the comuni cat i ng
unit 14 is configured with a contacting unit
configured to physically contact a contacting unit 10
of tRETPEYcaPd %V%@eé%i%@eah%a?%¥%slZl%sd?ﬁ%ﬂﬂ%@%ﬁﬁr the
appar In.this case, the IC card 1 receives power

t . .
fron?aﬂg%FﬁpﬁérHng?ﬁ%%gﬁ?%gs%ﬁﬁ%?a%%st@eb@d?h%lonal

conmmuni.cat | unpt, 14 physically contacting the IC
cardlnp?g%%gg?%gk%%%%ra sr%ma}%so?% $'mords, when t he

| C 15 cardyl kngUSQQL@ERQE%Rgglg%c§£dcoﬁgfg%g%éfggc%rding

is activated In response erationa

suppty tRBd-aRmAReLatignalystogkotromthe LG .gafd por
processing apparatus 2 via the contacting unit as the

conMMuRbeal ENOwHBAt t A4, cfnheRat ey COPTULBL CF I i IC card 1
systemof the ICcard 1 is a noncontact-type

(W r ekessyrofn0aUUAL gad | BEBYSL €8t ihhesycosmuntgat i ng

unit 14 is configured with an antenna for exchangi ng

a r adommuwaveathdgaucoomidi tat conf tonteol ving a ubhtacting
configured to control comunication. In this 25 case,

t he vClEardniigened atesrlans bpet ayi opatapowercosuppt ing unit
and an operational clock by a power supply (not

showp} Eggeacoﬁaédrﬁﬁ@%e%ﬁV@gr@@@@ﬁ@@u%y2tﬁ% high-order

apparatus. In this case, the IC card 1 receives power
from the IC card processing apparatus 2 by the
communicating unit 14 physically contacting the IC card
processing apparatus 2. In other words, when the IC
card 1 is a contact-type IC card, the IC card 1 is
activated in response to an operational power supply
and an operational clock from the IC card processing
apparatus 2 via the contacting unit as the
communicating unit 14.

When the communicating system of the IC card 1 is
a noncontact-type (wireless) communicating system, the
communicating unit 14 is configured with an antenna for
exchanging a radio wave and a communication controlling
unit configured to control communication. In this
case, the IC card 1 generates an operational power
supply and an operational clock by a power supply (not

shown) based on a radio wave received by the
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9 communicating unit 14. In other words, when the IC
card 1 is a noncontact-type IC card, the ICcard 1
receives a radio wave fromthe I C card processing
apparatus 2 via the antennal as communicating unit 14
5 and the comunication controlling unit, and
generates the operational power supply and the
operational clock by the power2supply (not shown)
fromthe radi o wave, thereby being activated. A
configuration of data to be stored in the 10
nonvePram iR eCaehmd yurlst w41 ben dedeed bedc drel oveeThee IC
nonvol atil e nmenory 16 stores therein various itens_of
dat ac#hdal f1$ e corFRuratt ohvRRf iherTdh Yo iECAS, L
for exanple. For exanple, fhe nonvolatile nenory 16
st oreSCEherei -‘F?‘?Je% (EEE B Pemaryc K1 LA Hdt%

fil d i cmul til d fi ti t .

conf FORPATT 6R) 2 bt { 1105t ( OF bhdt Cat G BHE) " HE qhst 14
conf aht” 111 _ W dH
exanid of 17 TRbTaTerba AR RS LRT TP S aces
20 | h j 2 i ; ;

it o) 51 RE RERr G P ITEE)  pen dy T o e AR Fle ok

(app$%C@Eé0ﬁoﬁér2§£p§§yf@ﬁ&@fs@@@nﬁ HFort 2c PP ead | e,
B) 22B as folder are provided under the MF 21. An EF

(filendk¢bg3hdiandaanihcddil e A2) 23A2 to be used for
25 data storage are provided under the DF (application
A) 22A. EucbhéiguaatEbn(dfl@aBh)t@3Bt $oobedusedcfior
data storage is provided under the DF (application B)
22B.nonvolatile memory 16 will be described below.

The nonvolatile memory 16 stores therein various
items of data in a file configuration defined in
ISO/IECT7816, for example. For example, the nonvolatile
memory 16 stores therein files (EF: Elementary File) as
data file managed in a multilayered configuration (tree
configuration) and files (DF: Dedicated File) as data
folder.

FIG. 2 is a diagram showing a configuration
example of files stored in the nonvolatile memory 16.

In the example shown in FIG. 2, a file (MF: Master
File) 21 as master file is at the top. A DF
(application A) 22A as folder and a DF (2-application
B) 22B as folder are provided under the MF 21. An EF
(file Al) 23A1 and an EF (file A2) 23A2 to be used for
data storage are provided under the DF (application A)

22A. Further, an EF (file B1l) 23Bl to be used for data

storage is provided under the DF (application B) 22B.
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10 Various itens of data are stored in the EFs as
data file in the file configuration. A software
configuration of the ICcard 1 will be described

bel ow. 5 As descri bed above, the CPU 11 executes the
prograns stored in the ROM 12 or the nonvolatile
menory 16 so that the I1C card 1 realizes various
processi ngs. |In other words, tHe 1T card 1 controls
the ROM 12, the RAM 13, the nonvolatile nenory 16,

t he connunlcatlng 10 unit 14 or the co-processor 15 by
the Y6FtRdPe’ E?@Eu?éddaiﬁ? £RE ePerad, iphehepfFs as data
reali.zi ng Vaéh roces FIG 3 is a diagram

scheﬁé Fcall ﬁgc?ﬁ l@%F?Rﬁ?% configuration of

the IC d 1. ft f.t
coﬁfigu?g So{ﬁwareséoﬂgaéﬁéggl?Pfo FgﬁeECSTargnlCElll be

(ope ' S ayer and an application layer
ngbggbégiggg% the ICcard 1 is configured

such thatAghaegeghb@atbeevelax%& @gU'§po§bEhQ@§dtﬁE
the top and the OS layer 32" is positioned over the

H W baygradd. s28rdheihl Wakayen 32 bs gﬁafhsﬂosgawﬁig \remory
the hardware such as the PCU 11, the ROM 12, the

13, ﬂhesoCOhﬁuntEatmogcaﬁdt11ﬁea1bge§0v@fﬂ6@§sﬁfoé5s81ngs.

and the nonvolatile nenory 16. Each hardware in the

H W LayetheB8lwex@sut esealfr oaedsi ngohtiro€sSponserd@ a2, the

processi ng 25 request fromthe OS | ayer 32 and

t ranBAtlt §3¢ hehexeenredatptecessdng tesuthet comhen(Bating

| ayer 32. The OS |l ayer 32 conprises a card CS

(opePaanb or the Co-processor 15 by the software executed
by the CPU 11, thereby realizing various processings.

FIG. 3 is a diagram schematically showing the
software configuration of the IC card 1.

The software of the IC card 1 is configured with a
hardware (H/W) layer 31, an OS (operating system) layer
32, and an application layer 33. As shown in FIG. 3,
the IC card 1 is configured such that the application
layer 33 is positioned at the top and the 0S layer 32
is positioned over the H/W layer 31.

The H/W layer 31 is configured with the hardware
such as the PCU 11, the ROM 12, the RAM 13, the
communicating unit 14, the co-processor 15 and the
nonvolatile memory 16. Each hardware in the H/W layer
31 executes a processing in response to a processing
request from the OS layer 32 and transmits the executed

processing result to the 0S layer 32.

The OS layer 32 comprises a card 0OS (operating
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system) 41 as program for executing basic control in
the 1C card 1. The OS layer 32 may conpri se nodul es
such as environnment setting nodul e and application
interface group. The software as the card OS 41 is a 5
program for controlling basic operations of the IC

card, controlling each hardware in the HWIlayer 31

and operating in response to the imformation such as
processing result fromeach hardware. The software as
the card OS 41 is previously stored in the nonvol atile
10 n@vdF§mhi £ hi s threcd Gueafelr exrlCutsing orasll ¢ nceher ROM N
12, for_exanple. The card OS 41 conprises a |ogica
chanhef Irafabfng: f uhletiOh U2Yeh HdIRY ofPHRL B BagdpEes
functio of controlling each hardware in the HW
Iaye?u?graESe?%h¥?QW?ﬁft%%t%%%?dm%ﬁ%¥%t?%$sa%?l%ﬁ%t+??

d.1. A._logical ch | is_di ted f ' _
car o dre Arab ROl "aRNe BB e TR R s
app%f@&k% e psLae. Lhe) iy &(;VBJaé‘I&'%pQFng{é’n%ﬁoFF@ﬁe IC
exa e, en comunication 1S made 1Tn nultiple

conmugL-gat £pg 201 BYSE €Fch 2nd PHILAL ShaMRSI )R 1aver 31 and
assi gned per conmuni cating system The contr ol %y t he

| ogi 6gkraehagneh srenabhes thechl cardrrlat Lol 96E8Sas

multiple series of command group per channel. For

exanpkeceasis@nmandl Pr OEes SéAgh i 15a perd 66 TEdThE tHLtware as
first channel 25 for application A while a conmand

pr ocelssi ngrdsOs p&t f 0s nede v ot ey seconsd channed fofivolatile

application B. The |ogical channel managi ng function

42 magmges 4Pthin the IC card, and is stored in the ROM 12,
for example.

The card 0S 41 comprises a logical channel
managing function 42 in addition to the basic function
of controlling each hardware in the H/W layer for
realizing the basic operations of the IC card 1. A
logical channel is directed for managing a logical
channel for accessing each file or each application
inside the nonvolatile memory 16. For example, when
communication is made in multiple communicating
systems, a logical channel is assigned per
commuﬁicating system. The control by the logical
channels enables the IC card 1 to process multiple
series of command group per channel. For example, a
command processing is performed in the first channel
for application A while a command processing is

performed in the second channel for application B.

The iogical channel managing function 42 manages
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t he aforenenti oned | ogi cal channels. In other words,

the 1 ogi cal channel nmanagi ng function 42 controls
openi ng/ cl osi ng of the |ogical channels, assigns the

| ogi cal channels to the application prograns, and uses

5 a channel managenent table 42a to nanage the order

in which each | ogi cal channel accesses a file or
application. Information stored4 nthe channe

managenent table 42a is updated by a table updating
function 42b according to a change in file or 10

appl tat # barpregr apmedt 1l agl ek remni@l achlt ogileat words,
channel . The application layer 33 is configured with

var i o8 h@@L@@gtF@ﬁ%ﬂ%hpb¢m%%&m@nrwe6%p®mi AtFoH B Ls
...) as prograns for _realizing various processings.

The @Be%bggaﬁ%%sé%ge%%ht%%p1?%h$?%nc?%n%%b%'O?SSlgns the
prograns and  data for realizing. various processings

Gonf b gLt BP AR bperat foh T oLt AR PERRTE 1. “Hherses
sof t wa h | cat | LS evio t d.j
A R e N e e o
down d : e S . needed and
B e LR

cardadp1iBa0t BRI WoR HSymeaLhn hardvaseihnehbec i Wdayer
31 is controlled by the card CS 41 in the OS | ayer

32. mdhggemedt O8aklei Mt hes Cpoliayed B¢ £00iKkDé Supder 28g
operations of each hardware in response to a request

fronteachiapplibbattoording heo apptheage oinl ayee 33. The

processing result and others by each hardware in the -

13 application program set as current in each logical
channel.

The application layer 33 is configured with
various applications (application A, application B, ..)
as programs for realizing various processings. The
software as each application is made of programs and
data for realizing various processings conforming to an
operation form of the IC card 1. The software as the
application is previously stored in the nonvolatile
memcry 16 inside the IC card 1 or is downloaded from an
external apparatus as needed and stored in the
nonvolatile memory 16 inside the IC card 1.

In other words, each hardware in the H/W layer 31
is controlled by the card 0S 41 in the 0S layer 32.

The card 0S 41 in the 0S layer 32 controls the
operations of each hardware in response to a request

from each application in the application layer 33. The

processing result and others by each hardware in the
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H Wl ayer 31 are supplied to the applications via the

card OS 41 in the CS | ayer 32. For exanple, a command

froman external apparatus is received by hardware in

the HWIlayer 31 and is supplied to the card OGS 41 in

5 the OS layer 32. The card OS 41 sel ectively supplies

the command received in the HWIlayer 31 to a specific

application in the application tayer 33. For exanpl e,

when the H W ayer 31 receives an application

sel ecting command from an_external 10 apparatus, the

car d OB 2?Y§ét§1aﬁr8pﬁpp§éﬁﬁéntodé§¢gﬁ@P dchyiehe via the

appl i catign §Iecting command from the application

| ayeF289 Ph g ctl'r BAF SPataYeWnéa-t hECT HEYRTPRyer 31command

recei,ves a_co nd froman external apparatus in this
CRF 08 8

st at 67°Fha" 1°BRPPRFES tRe 985 CoRtaRY PorEHare in
| i ti i t t at T h )

D£8R LAvhResTha s kAL a0 Sy sfECTRae g5 41 i
' di t i ,

PhoCERe be 2ayEesBondl Ble] 8aLhCqgONTARG) SUPPLEE LifLics

carde@® 4dmelesihon e;iapphkcalion, Bt rge L £1
20 sFate (whi ch m?l§§ggaré§e?bgdﬂgﬁ ggygﬁr?gn?H : Qﬁelelc

appl keptieatibel ow) tandapgppbhesoa copuBNd3to the

current application. A command systemused for the IC

card procé€&ssi rgampy st ewhenl khbeHdwstriybed3bekowei?bsAsn

stated above, the IC card 1 executes a processing

correppbndenhgotosaleomrapdcbmoantihérd@ ear dxternal

processi ng apparatus 2 and transmts a processing - 14
apparatus, the card 0S 41 sets an application
designated by the application selecting command from
the application layer 33 in a current state. When the
H/W layer 31 receives a command from an external
apparatus in this state, the card 0S 41 supplies the
commanc to the application in the current state. Thus,
each application in the application layer 33 executes a
processing corresponding to the command supplied from
the card OS 41 in the OS layer 32. 1In other words, the
card OS 41 designates the application in the current
state (which will be referred to as current application
below) and supplies a command to the current
application.

A command system used for the IC card processing
system will be described below.
As stated above, the IC card 1 executes a

processing corresponding to a command from the IC card

processing apparatus 2 and transmits a processing
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result as response to the I C card processi ng appar at us
2. For such a system a command system for reali zing
t he operations based on conmand and response needs to
be previously defined. In other words, the IC card 5
processing systemis realized in the predefined
command system FIG 4 is a diagram show ng an
exanpl e of a conmand systenTus%% for the I1C card
processi ng system The command system shown in FIG 4
assunes to be 10 defined in |1SOIEC7816 as |IC card
mterrﬁ SUitonaf T8PRRBAFALCI AREhéCeRaRApI BTSRBRALINE FPERTatUS
a.for t of a response, _ whi ch caorresponds to a

forn&t of °4 E8fafdSYSE6Mpe20GOBHED ySYH eWC?@érHe?%lZlng
| t.h d

P el ket 0RE, Bsqh S o B YR T ap I bar preds <o

I'n CééE%r%QQ%ﬂshg Egggnéd th% lgiﬁgidwb§d ef%HSdICtgard

return respons of status wor

COnnﬁﬁ@cgﬁgﬁn@nE%sQEmCanﬁgglagégeEn The ﬁQQH@@gned command
header is made of information indicating a conmand

types2@tand a processing paraneter. The status word

i ndicates a processing result by predetermnm ned code

i nf or mat i GMG.(Aunken) dithezeorBRENnGORNhESRARELBIOEOS
CASELl is configured to request the IC card to perform

a prov@ssingyhaeinngsad feedthe $Opphyddataceandnyos@Stem.
receive only an indication as to whether the

procé8si RgMNAAS BEehesuebewsf thl §IGer f oraedmésonmt he

IC card. In CASE2 shown in FIG 4, the ICcard is
defi A€dipgd in ISO/IEC7816 as IC card international

standard. In the example shown in FIG. 4, a format of
a response, which corresponds to a format of a command,
to be output by the IC card is previously defined as
the command system. In the example shown in FIG. 4,
four patterns are defined.

In CASEl shown in FIG. 4, the IC card is defined
to return a response made only of status word to a
command made only of command header. The command
header is made of information indicating a command type
and a processing parameter. The status word indicates
a processing result by predetermined code information
(number). The command corresponding to CASEl is
configured to request the IC card to perform a
processing having no need to supply data, and to
receive only an indication as to whether the processing
has been successfully performed from the IC card.

In CASE2 shown in FIG. 4, the IC card is defined
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to return a response nade of response data and status
word to a command nmade of command header and response
data length (Le). The response data length is

i nformati on designating a size of the response data to

5 be transmtted by the 1C card for the response to

the command. The command corresponding to CASE2 is
directed for requesting thed1Cldard to performa
processi ng having no need to supply data and capabl e

of obtaining data as the processing result, and

recetvi ngruld & heesladas¢ response da)nss ddiea and status
processing result from the I1C card. For exanple, a
conméid of O requeBTd g ndde ¢T cartrn®d headrt mn@atesponse
stored in_the nenory is contained in the conmand of
CASE22t#nl €ASES shdhn | FEI®srongheddia chprdtls 1S

defi ne 15 to return a response made only of statu
wor o b0 55 E bR MRt RS Conmer Heade? , “ SRR erigtfe t°

(Lc),an co d.data., The.co nd dat.a indicates
Si 2e et R By S E Gt & ToRGLRC: TH® cORp S 0 the

cor r%éﬁ?&xg&f‘g %Ref@@ﬁ?ﬁaﬁé 9&£P££§9né?£%g€<g“&§éﬂ‘gj[é he

20 ICcard to performa procesSing usi he "suppl i ed

conmand. datd, rgpd - L8GELVI NG the S&alysyWos dod pebE£ATA NG
whet her the processing has” been successfully perforned

fron%ﬁB@egQiﬁ@rﬂayE@@ BXANPES, t3 SOPPRNIILEaT SAMESipAW e of
the 1C card to wite command data is contained in the

25 convandingg €ASE3as| oh&€ASEdcshoimgi feFh X, dand heed&iving

card is defined to return a response nmade of response

dat athaddstat usedponse data) as the processing result from
the IC card. For example, a command of requesting the
IC card to read the data stored in the memory is
contained in the command of CASEZ2.

In.CASEB shown in FIG. 4, the IC card is defined

to return a response made only of status word to a
command made of command header, data length (Lc) and
command data. The command data indicates a size
designated by the data length. The command
corresponding to CASE3 is directed for requesting the
IC card to perform a processing using the supplied
command data, and receiving the status word indicating
whether the processing has been successfully performed
from the IC card. For example, a command of requesting
the IC card to write command data is contained in the
command of CASES3.

In CASE4 shown in FIG. 4, the IC card is defined

to return a response made of response data and status
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word to a command nmade of command header, data | ength
(Lc), command data and response data |length (Le). The
command corresponding to CASE4 is directed for

requesting the 1C card to performa processing using 5
the conmand data, and receiving the response data as

the processing result fromthe |IC card. Processings in
the | C card when an error octurlim a processing
corresponding to a command will be described bel ow.

10 Hereinafter, the present enbodi nent is based on

t he PPERi 5@ &haemnped| daredf 1Icoprtat ekeade r hedebambangth
systen1defined in SO as shown in FIG 4. In the

conmihd) sySPBRFAS ShBINARH FPepousetPatrelpodte dheh. The
ot her than the status word cannot be transmtted to

t he i%m%ﬁﬂﬂaﬁarrﬁsaﬁvehn%h%or%%%%ﬁséSda%aeF%%atEOFS

t t Th { d t dat 2
Dyt oSRIUBEH {RBa AR P SCal ot et T 6o T Roti PorRGSTRES Bsing

Code 1T 67RaT T an ThY of Rar o HEon 0 aF ToLSCevPUAL Bhee 22

ari ous s
occu n h es g r-ea onnand
canng§ébgr%g?F%?gg ?eguggta?+ﬂo%$§ c E E&status wor d

pern]ttedP@@cbgglnﬁgsﬁﬁnﬁeet@CtBgrgoﬂﬁgﬂdaﬁfeGB§Elo@Eurs in
CASE3 descri bed above. For exanple, when a witing

erros PecuEsSsingt berrpsPcessheorbos tbemddt D01 be

conmand of CASE3, the IC 25 card 1 allows only the

st atdsswoidedndetawing that a witing error has

occurred to be notified as the response to the

writing coamandatbet,chhaoprasenfyemBodiment is based on
the premise that the IC card 1 operates in the command
system defined in ISO as shown in FIG. 4. In the
command system as shown in FIG. 4, the response data
other than the status word cannot be transmitted to the
command in which the response data length is not set.
The status word has the data size (such as 2 bytes)
defined and is directed for notifying the result of the
command processing by predetermined code information.

In other words, various situations occurring in

the processing for each command cannot be notified in
detail only by the status word permitted as the
response to the command of CASEl or CASE3 described
above. For example, when a writing error occurs in the
processing for the writing command of CASE3, the IC
card 1 allows only the status word indicating that a

writing error has occurred to be notified as the

response to the writing command, but cannot notify
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detailed contents of the witing error (error's cause,
menory address where the error has occurred, and the
like). Even for the conmand of CASE2 or CASE4, the 5
response data transmttable as the response to the
conmand has to be defined data. This neans that data

ot her than the data designated by the conmand cannot

be used as the response data ilY order to keep
processing consistency in the entire system For
exanpl e, the 10 response data as the response to a

r eadffga Ebafmadn bEN t EASE2L g s¥ L blel ries¢ ghat ete ¥ ead tatause,
and ot her data cannot be used as the response data.

The BBBOEY cRATRAHS sY3LEM T3 pPeiPbusty defrheadamnd the
shouhd be conplied. The I1C card 1 can provide 15

i nf ot M&Ei on such as detailed contents of the error to

: E§ above  EBAmARD Ehet ERTAFRCGE harabr dS TReSFC tara
o 0GSSeT R T or Tho- EBNMANG 176 The” ki GF Y GRr 207 ="

apparahiind 988" 51 BY éggiﬁéané%ténf0TH§£i88ans that data
indicating detailed contents of the error and hol di ng

it iBchBe tABADENe dBEal GeSahfladedir@pshiscdhBand cannot be
additional information held in the nmenory in response

to ausequestthécoappotyef fomut he birghbr of dexcappprételSsing
25 Exanpl es of the command processing in the IC card
1 foroneabtenng thethbowetoperaysoms. W Fbrbexdests ) belde
bel ow. 18
response data as the response to a reading command of
CASEZ must be designated read data and other data
cannot be used as the response data.

The above command system is previously defined and
should be complied. The IC card 1 can provide
information such as detailed contents of the error to
the high-order apparatus while operating according to
the above command system. In other words, the IC card
1 has a function of, when an error occurs in the
processing for the command from the high-order
apparatus, generating additional information indicating
detailed contents of the error and holding it in the
memory. The IC card 1 transmits the additional
information held in the memory in response to a request
(command) from the high-order apparatus.

Examples of the command processing in the IC card

1 for realizing the above operations will be described

below.
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A first processing exanple will be first described.
FIG 5 is a flowhart for explaining a flow of the
first processing exanple for a command in the IC card
5 1. The powered-on IC card 1 can receive a conmand
fromthe 1 C card processing apparatus 2 by the
communi cating unit 14 in the standby state (step S11).
When the communi cating unit 14 ¥®cefves a conmand from
10 the IC card processing apparatus 2 in this state
(step 511, YES) the CPU 11 of the IC card 1
det er ni ned LWAEEhBECERESEBEePYaEPEONTRAY PS AlEdAMANd
of request|n additional information (step S12). The

meRa°sF egequesting additional information is a

EE%S%&'SEG%MS‘E%&%'ET R ECRONBET b AR IR DT | Bt Lov Of the
deflged kn roc regelved ie oratel%{ aftgr thtr1 1C card
responsd, tn eh fhe*startis® tattig-the

presence of additional information is set, is
transmtted may be defined as the speci al 20 command

of reques@h@@g@@@k%ﬁogﬁlItnEQEHHH'QQn rMBENye a command
determ ni ng, based on the above determ nation, that

the reegi vyed conpapd b5oBEEsiRE appaRRNGs 0f Kequesting
additional information (step S12, NO, the U ll

per f aomBuaipadCRg§SUNGt CO4r espondi Bgah@bPbstheer esebyedll)

command (command processing) (step S13). The CPU 11

per fohas the commandcprocessnng by redeteves nangothend from

processi ng contents designated by the 19 -
the IC card processing apparatus 2 in this state (step
S11, YES), the CPU 11 of the IC card 1 determines
whether the received command is a command of requesting
additional information (step S12). The command of
requesting additional information is a predefined
special command. For example, a GET RESPONSE command
(GET RESPONSE Command of CASE2 defined in ISO) received
immediately after the response, in which the status
word indicating the presence of additional information
1s set, is transmitted may be defined as the special
command of requesting additional information.

When determining, based on the above
determination, that the received command 1s not the
command of requesting additional information (step S12,
NO), the CPU 11 performs a processing corresponding to
the received command (command processing) (step S13).

The CPU 11 performs the command processing by

determining the processing contents designated by the
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conmmand header of the command. When successful ly
performng the command processing (step Sl4, NO, the
CPU 11 generates a response, in which information
(code information) 5 indicating the success of the
processing is set, in the status word (SW (step
S15), and transmts the generated response to the IC
card processi ng appar at us 2‘(9ﬁ%p‘816) When an error
occurs in the conmand processing 10 (step S14, YES),
the CPU 11 generates additional information

i ndi carpagddecafiedocomememindhe error  (step S17).
The detail ed contents of the error may include cause
of error BReBpE8BFFRESERtbY’ @866%¥eh$% t?%r%%%%%n%

step where the error occurred) exanple, for an
erroPr?ﬁeFﬁeHQW|?Fﬁ@ Sotmeid) / pr%%e%%anl IHE TR df

i nclu ut hori ze acc

error r@rly rror
o' | GARPER Bper At TBRAT Vol TAge: Shniqte TpRerH c o
o1 10156001 601 S,y Locudse 4ok of L on, ocgdrgagé@g B the

menory addres ere error curr

Aft et gensr gbkag srrf pddiyiong) IQ&@rreéﬁmltéh&e CPU
11 holds the generated additional information in the

RAM d8nerathe neByehatite ARADIY dbrdSpepcBIng MipLFatus
hol ding the additional information in the RAM 13 25 or

t he ponyekatslle)oenory 16, the CPU 11 generates a

response, in which information (code information)

i ndi cati nghthatnarreprovchassotouthedcandandf proatsonng

20 (step S14, YES), the CPU 11 generates additional
information indicating detailed contents of the error
(step S17). The detailed contents of the error may
include cause of error or specific error’s contents
(processing step where the error occurred). For
example, for an error in the writing command
processing, the cause of error may include unauthorized
access, memory error or lowered operational voltage,
and the specific error’s contents may include
informaticn indicating a memory address where the
writing error occurred.

After generating the additional information, the

CPU 11 holds the generated additional information in
the RAM 13 or the nonvolatile memory 16 (step S18).
After holding the additional information in the RAM 13
or the nonvolatile memory 16, the CPU 11 generates a

response, in which information (code information)

indicating that an error has occurred and information
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i ndi cating the presence of the additional information
are set, in the status word (SW (step S19). Wen
generating the response in which the status word is
set, the CPU 11 transnmits the generated response to
the 5 TC card processing apparatus 2 (step S16). The
CPU 11 of the IC card 1 may hold i nformation

i ndi cating that the status word0 ndicating the
presence of the additional information has been
transmtted (or information indicating that the

addi t pdhad t {mg of hait PoRsdnce sobeiliyy drd o) iomat hienfRwagion
or the Iike. For exanple, when a specific comand
(suchrasSEET RESHONSEL @bntrafehd | Hivedi 2E 2P ySatt er D
response indicating the presence A of the additional .

i nf oY WRET Nt PAst BRehSTramdhi th 1S WSS uned 43 Word 1s
i ting t d_15 addi ti onal
R oPht | BN TR T bf AR bR 1 HAF Rt Re [hAL T TRE e to cthe
ey . For m | o
et ComEnc TS et het AT Tor T e Pesponde TS |

transmtted. ~¥hen dgterginifY,,Pased, 90 LH€q inf s
deterninatﬁ%n Fﬁ Zogstgp Slg,c?ﬁat tﬂeprece?vé% ormation

comundi kst 1 he €08TBAM: Oft s egyesd Ay Addiit OR@l the presence
information (step S12, YES), the CPU 11 reads the

addi ptonae aadot mBhaDNihEeMMEDEoRAM d3peofi thensmitted (or

nonvol atile nmenory 16 (step S20). After reading the

addi indboahatndor imtiioat ihdetiCP e setidit henzkath2brmation

additional information in the response data (step S21)

and geneeangshaldesponskei RAMAL 8hot hehe ntbkemt | bewr example,

i ndicating the success of the processing is set in the

- 21when a specific command (such as GET RESPONSE command)
immediately after the response indicating the presence
of the additional information has been transmitted is
assumed as special command of requesting to read
additional information, the information indicating that
the additional information is held may be held until a
next command is received after the response is
transmitted.

When determining, based on the determination in
step S12, that the received command is the command of
requesting additional information (step S12, YES), the
CPU 11 reads the additional information from the RAM 13
or the nonvolatile memory 16 (step S$S20). After reading
the additional information, the CPU 11 sets the read
additional information in the response data (step S21)

and generates a response in which the information

indicating the success of the processing is set in the
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status word (step S13). When generating the response
in which the additional information is set in the
response data, the CPU 11 transmits the generated
response as the response to the command of requesting
5 additional information to the IC card processing
apparatus 2 (step S16). Althougg the first processing
exanpl e assumes that when an erlror occurs in the
command processing, additional information indicating
detail ed contents of 10 the error is generated, but is
not $hatedvetrer e2teerandl 3 he VRl tdorafat Widripee i phsponse
indicating a detailed result of the comand

pr ocER st ey beA Gehet At et BVE THeP™ the €¥hmEhd-1e

processi g has been successfully erforned. In otheg

wor deSSPPIE et 3 s FIMF or it 1 bt IR et %%”‘?Lfsate
totallg notified L as t he processi resul t g

et edR AR TR e e R B ing

SUCC§§§IHJ[$Mafe{EP£fFF§’t 51]1‘ é“&?é”?é'@é‘r r@@e?ﬂ as

addi t1 ona ormation 1n e nenory e presen

of tggpgggkﬁéqpaLS¢@$o§p@;|on may be notlfled by the
20 response to the command. As descri bed above, when

an error QECenbSghNthberi psoCesstfgs iRy £REEOEMRAGUmes that
recei ved fron1t%e hi gh-order apparatus, the IC card 1

I n theefii &5te Processtngs £xatmé ecganetat esoadds thgonal
information indicating 25 detailed contents of the
erroadandidtmd dsinformathen imeadeytimmddendiiedscemeents of
presence of the additional information by the

r esponsecr oY hes cormandtedhepuR2is not limited thereto and

the additional information indicating a detailed result
of the command processing may be generated even when
the command processing has been successfully performed.
In other words, if there is information which cannot be
totally notified as the processing result only by the
status word even when the command processing has been
successfully performed, the information may be held as
additional information in the memory and the presence
of the additional information may be notified by the
response to the command.

As described above, when an error occurs in the
processing for the command received from the high-order
apparatus, the IC card 1 in the first processing
example generates additional information indicating
detailed contents of the error and holds it in the
memory, and notifies the presence of the additional

information by the response to the command. When
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recei ving a command of requesting additiona

informati on fromthe hi gh-order apparatus for the
response, the IC card 1 transnmits a response in which
the held additional information is set in the response

5 data. In other words, when there is detailed
information (additional information) which cannot be
indicated only by the status werd-as a result of
executing the conmand fromthe I C card processing
apparatus 2, the ICcard 1 10 in the first processing
exanpteeindigat esontrhend thie selgies oy addorimatd on i s
present by the status word in the response to the
conmahEo rantl whehr ¢fe cleil sy i g her dep i BTUS eiestihg
to read the detailed information after the response, . .
trans®FPS fPe Bl 1T offd 15 FRARTTEET oh IR T Cleafyich

processin pparatus 2. . Wth the 1Ccard 1 in the

P rotrer e oRa T Lo 1 LTt et D T oW dek aresponse
func&%gg of notifying the detailed information
(additronal information) on the command processing

result suep 8§h85r95£§sge%ﬁéheﬂhg9eC?thgﬁ§iigdtDﬁformation
en in the ~exist d

hi gh- or der apparat us even I ng conman

syst emyq £PNSeGUENt FYrmd DAY Ofin PEHNEEan APPAS AL U £k ed only
cause the IC card to performefficient processings

basedy opnthec hphor fBEd ofs | Hdrsated by thecudpiqited command
information (additional information). 25 Exanples of a
conmanemptoeessi agrd npihec et hgeapfarsaisl pr oclessi@igcard 1
systemw || be described below There will be
descinbedehéiesn processimgsewmeplani?dicates that the
additional information is present by the status word in
the response to the command, and when receiving the
command of requesting to read the detailed information
after the response, transmits the additional
information to the IC card processing apparatus 2.

With the IC card 1 in the first processing
example, there can be provided a function of notifying
the detailed information (additional information) on
the command processing result such as error’s detailed
contents to the high-order apparatus even in the
existing command system. Consequently, the high-order
apparatus can cause the IC card to perform efficient
processings based on the information indicated by the
detailed information (additional information).

Examples of a command processing in the entire IC

card processing system will be described below.

There will be described herein processings when an
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error occurs in a processing for a witing conmand.

The cause of error for the witing processing may

i ncl ude unaut hori zed access, nenory error or |owered
operational voltage. 5 For exanple, when a witing
conmand is received, if other |ogical channel is

al ready occupying a file to be witten, a witing
error occurs due to no authoritd® to access. In this
case, the IC card 1 generates and holds the reason
for the failed witing (that other 10 |ogical channe

i s OBELPYI AGTArFi LB, foPhecagee’seldyras Waleing opmand.
information. In_this state, the ICcard 1 trapsmts a
respBH%eC?HsﬁhPEheFﬁ%rsF%¥u%hﬁDVH“t?%%l%%??%@§l$%JW%ﬂ
MW|t|ng a " W E additional information"” is L

and tRos" 8rHPﬁ%H~ 8Lt A8 procRSSi ME=I8 ¥ of Tt e TRcErVREtd
connand There tei when receiving a special conmand

ﬁé%%%ﬁaaaddl oAal information, the IC card 1

transm tsghheg Qg%ﬁleon@lwehn%%??cg?!% bﬂ%ﬁétié‘g éh&ved

reason for the fed wit I'S a sequenc

di agr anpwhen @Bﬁ?&é@fcﬁgﬁHé§ 1§0anpe§dbe& ¥£@€ﬂ§n§lle to
processing int first processing exanpl e

f0||@éﬂﬁg16€§ﬁ£|ﬁtw99tlh% £8rassyBBdrthate to no authority
applications A, B and files (EF) Al, A2, Bl are

preseat acthsthe [€ thtd daas, shhenICnckt& 1 2gehératses and

further 25 assuned that the access states by multiple

| ogi baldschhanekssoanagedthy thélbogwcatichannest other

managi ng function 42 are those shown in FIG 7 in the

| C capdic¢aloghannel is occupying a file to be accessed) as
additional information. In this state, the IC card 1
transmits a response in which the status word
indicating “failed writing” and “with additional
information” is set, and thus terminates the processing
for the received command. Thereafter, when receiving a
special command of requesting additional information,
the IC card 1 transmits the additional information
indicating the reason for the failed writing.

FIG. 6 1s a sequence diagram when an error occurs
in a writing command processing in the first processing
example.

In the following description, it is assumed that
applications A, B and files (EF) Al, A2, Bl are present
in the IC card 1 as shown in FIG. 2. It is further
assumed that the access states by multiple logical

channels managed by the logical channel managing

function 42 are those shown in FIG. 7 in the IC card 1.
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In the exanple shown in FIG 7, the |ogical channe
(Ch. 0) sets file Al to current. The IC card
processi ng apparatus 2 as hi gh-order apparatus
transmts, to the 1C card 1, a command of 5 requesting
to open the | ogical channel (Ch. 1) and to select
application Ain preparation for witing data in file
Al inside the ICcard 1 (step $31) .~ In response
thereto, the IC card 1 perforns a conmand processing
of opening the |ogical channel (Ch. 1) and sel ecting
10 appl Feat ¢vample Vs ueee8EF ul 1y Pee forda eryl bgrannel
the opening of the |ogical channel (Ch. 1) and the
seleé@ﬁonobfs%b%lf%%$i h % ¢Wer§ card 1 transnits a
response, ich the status word indicatjng th

in wh
success o?hghéccﬁﬁﬁﬁnarﬁ?%ﬁﬁ%ggn@p?%r%%T§ dj?h%fé?fﬂ er
d ' t 2 (st S32 Wh i Vi
The PREREAEE! MHRRRERI Ay Tra (HhaRt e U FeEL
. . ti
o oneaRe pBet e P PER e F eSO TR [T o o

appl EE?&EQ”aﬁbli@gglé}%cﬁr% %P&ﬁ§§£@ﬂor‘?—?f§P%f§t%ﬂ§gAl2data in

transmts a comman requesting to select file

to thertCacarfsiqéstep £33rardn respomnsesif hered ogedhinse
IC card 1 perfornms a command processing of setting

the everend,fthe 10 thedl vgpbeafochannetoffdind Iprode@tsing of

file Al. When successfully perform ng the 25

pr ocepshhggofthselvgngal hehgnmeentChii | ) i and heel ogi Tad

channel (Ch. 1) for file Al, the ICcard 1 transmts a

respepséicahiohi h tWeest atoseswnfdl Indbeafdrginpeo@eh the
opening of the logical channel (Ch. 1) and the
selection of application A, the IC card 1 transmits a
response, in which the status word indicating the
success of the command processing is set, to the IC
card processing apparatus 2 (step S32).

When receiving the response indicating that the
processing has been successfully performed for the
command of requesting to open the logical channel (Ch.
1) and to select application A, the IC card processing
apparatus 2 transmits a command of requesting to select
file Al to the IC cara 1 (step S33). 1In response
thereto, the IC card 1 performs a command processing of
setting the current file in the logical channel (Ch. 1)
for file Al. When successfully performing the
processing of setting the current file in the logical

channel (Ch. 1) for file Al, the IC card 1 transmits a

response, 1in which the status word indicating the
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success of the command processing is set, to the IC
card processing apparatus 2 (step S34). \Wen receiving
the response indicating that the processing has been
successfully perfornmed for the 5 command of requesting
to select file Al, the IC card processing apparatus 2
transmts a witing command of _requesting to wite
data in file Al to the IC cafd 4° (Step S35). The
witing command is configured with a format of CASES.
In response thereto, the 1C card 1 10 perforns a

wr i t SHGSEPEcSsiA ESWW@§SOH6PH@SFén9héS @PFti A the IC

d (step S36). In th th t
cCommaRaS Phe eRo M 1°BPOrRE P Lo o PRFAL confi .

e (stobsiorret7afan e rFFRB“ESnnBHEJggFéESSgFﬁé the
BRI e St TR o A

in ac%hﬁ%%d“@%r%e&h%gtﬁhgh§o §@§eb9 %Bfecﬂﬂregﬁefttecard

in the | ogical channel as shown I n

ThusprikesePdglipphrhbes! € eabdshi20 Qeﬁgﬁﬁhﬂgfcbﬁﬁgnd of
there is no authority to wite data in fil in the

| ogi calquebanngl toChrite QgstepiH36i2y. A1 The ©RY 1d 6&rd 1

the 1C card 1 does not performbut interrupts the

conmddepr 666ssi nfhédaratwnigt cngmapdotessbnfligbhasédwohh a

the determ nation of no authority 25 to wite (step

S36- Iprmakenti AREEBupt EngreRponeanthdrprocesbBengC card 1

correspaonding to the received witing command, the CPU

26 Pperforms a writing processing correspondlpg to the
writing command (step S$S36).

In the processing for the writing command, the CPU

11 of the IC card 1 first confirms the authority to
access file Al set in the current file (step S36-1).
The writing command processing is directed for writing
data in file Al as current file in the logical channel
“Ch. 1.” The IC card 1 is in a state where file Al is
set in the current file in the logical channel “Ch. 0”
as shown in FIG. 7. Thus, the CPU 11 of the IC card 1
determines that there is no authority to write data in
file Al in the logical channel “Ch. 1” (step S$36-2).
The CPU 11 of the IC card 1 does not perform but
interrupts the command processing (data writing
processing) based on the determination of no authority
to write (step S36-3).

When interrupting the command processing

corresponding to the received writing command, the CPU
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11 of the I1C card 1 creates additional information
indicating a detailed reason for the interrupted
command processing (step S36-4). The reason (error's
detail ed contents) for the interrupted command 5
processing is that the |ogical channel "Ch. 0" is

al ready accessing file Al. Thus, the CPU 11 of the IC
card 1 creates additional infordfation indicating the
reason for the interrupted conmmand processing (such as
"the access priority of the logical channel (Ch. 1) to
10 f1l ecAl the Thecaetohdereortes heddvgi@adl chiaieta{om
0) is accessing file Al"). The thus-created

addi 17 ehed TR drévEd bked srRRHRd Ph Hie RAMIABIREY he

nonvol ati | menory, 16 t he U l1ll. VWile the ,
o Sontan S pAeraad i [Ledm b rhl g, ML (TRA Py ETRFT S
t he IC%caéd 1 creatgs a,regggnse in vvhit(:ha1 t he status

wor o it cat i A THES Tode® T ntioF mbR ot 9t e W TR HY

error. YOt i fi [ ] ion" 4s.w~setqh4s

S 5o Rt B A o T e L ot 18P

st at i ndi ' Jweitin r". Swi £ h

Sl T PO AL DO S A I P e 1

cardedrdranspiises heagr eaded] r esponsee 1oh thead G€akd the
processi ng apparatus 2 (step S37) and term nates the

processsag for the itding cotmadtnahesrseses vidg(dinenh as
response indicating the 25 presence of additiona
i nf oY e | @nces hept Oocary oProcessoqicapparatusl 2(Ch. 1) to
determ nes whether the additional information is
necebshe yAl The Heeessteydbfor7 the logical channel (Ch. 0)

is accessing file Al”). The thus-created additional
information is stored in the RAM 13 or the nonvolatile
memory 16 by the CPU 11.

While the additional information is being held,
the CPU 11 of the IC card 1 creates a response in which
the status word indicating the code information of
“writing error” and “with additional information” is
set (step S$S36-5). When creating the response in which
the status word indicating “writing error” and “with
additional information” is set, the CPU 11 of the IC
card 1 transmits the created response to the IC card
processing apparatus 2 (step S37) and terminates the
processing for the writing command.

When receiving the response indicating the
presence of additional information, the IC card
processing apparatus 2 determines whether the

additional information is necessary. The necessity of
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addi tional information may be previously set or may be

sel ected by the operator of the I C card processing
apparatus 2 as needed. The I C card processing

apparatus 2 determ nes a conmand to be next supplied

to 5 the ICcard 1 based on the determnation result

as to the necessity of additional information. For
exanpl e, when determ ning that 2’he -addi tiona

information is necessary, the I C card processing

apparatus 2 transmts a special command of CASE2 (such

10 asddETi RESPONSEC toatheon ofy CASER) eV bpuskyjuset ngr may be
addi tional information as the next command (step S38).

In reSponsedtner i, CPRBRT QY caf dile pef for i$ RHecessing
command processing of readi ng additional inforpmation

(st ePPPERYFUS | 4 B8R 3CRARR; simeelt HersperiefeTdhmaNnd

is for 15 CASE?, the CPU 11 of the I C card 1 can . .
retu?ﬂpﬁﬁ?tBﬁFé At her Bt atus® wor bt %?2%et%%x?e%%%%%%ed o
dat ., Ln; O DEf 4 Wpr g BS h N, BT ACESSENG, {010 LhE ¢ o o
specla conmmahd of "Tequesting additional information,

the CRU né&e%%ié?eokCé&@f?%%néﬁﬁ?ﬁ%&?ﬁa@ﬁﬁﬁ?iona

i nf ormati on ored in or the nonvol atile

menory 16pgpdexbpgnam {8chhgeteadi AU4Lt 8RRl the additional
informati on as a response set in the response data to

the {KreandtprACESShBGesaRPal aths 2c Yhea preasssidgng
the additional information as the response data, the

CPU dgpetathe PCc2énsaits ladebetesl t bemadditooOn@hsSE2 (such

information stored in the RAM 13 or the nonvolatile

menoey GBT HR8PANEEt comaéndi of ofABEL bnf omyace@uwhl hing

stored i nstead of being del eted. 28
additional information as the next command (step $38).
In response thereto, the IC card 1 performs the command
processing of reading additional information (step
S39). 1In this case, since the special command is for
CASE2, the CPU 11 of the IC card 1 can return not only
the status word but also the response data.

In other words, as the processing for the special

command of requesting additional information, the CPU
11 of the IC card 1 reads the additional information
stored in the RAM 13 or the nonvolatile memory 16 and
transmits the read additional information as a response
set in the response data to the IC card processing
apparatus 2. When transmitting the additional
information as the response data, the CPU 11 of the IC
card 1 deletes the additional information stored in the

RAM 13 or the nonvolatile memory 16. The additional

information may remain stored instead of being deleted.
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When determining that the additional information is

not necessary, the I C card processing apparatus 2

does not need to transnmt the special conmmand of
acquiring the additional information. In this case, 5
the I C card processing apparatus 2 may transmt a

normal conmmand ot her than the special conmand of
acquiring the additional informion. Wen receiving a
nor mal conmand ot her than the special command of
acquiring the additional information after

transnm ttWwhgnilQethemiespgnskai nthedandit henst at uSomwozdion
indicating the presence of additional information,

t he L€ Bakdnacepeafvr ngha Eonpand processimg apparatus 2
corresponding to the received command. Wen executing

t he ABFAENCEORRBAIIC FhRNFE. Eafblle 15kRF Bt bsCcofBand of

addi ti onal ,information storfd,lg in the RAM 13 or the
nonvaFaP%FénﬁeﬁB?yaﬁg?tﬁ?gﬁ i APTPRPRCEARe, thethis case,
addi tign Lnformation may remain stored instead. of

pei 6 Sl 6t &0 AT QeSer  ec-SBava: Thaer e w T eyt o
erro rs.i h LtL p essi es] d. by
e LR RS e s S S

pr 00§§$hﬂgi§§aﬂﬁé €2ah0ot dSnk Df OF PBELLP; A1 CREEAGr&ceiving a
cause for the witing error or a nenory address for

the wekhkDOc8hhQhdasthaddihhanahei SHOF 1AL | 88AREd of
transmts the status word indicating that "the
procesgiungidydthet anei vabhyl endf@bmdW bhi AP €Fr OFArismitting
and "with additional information" as a response to

t he whet ragpooswandclidéngatherstahes woedeindigathreg the
speci al conmand of requesting additional 29

presence of additional information, the IC card 1
performs a command processing corresponding to the
received command. When executing the normal command,
the IC card 1 deletes the additional information stored
in the RAM 13 or the nonvolatile memory 16. Also in
this case, the additional information may remain stored
instead of being deleted.

As described above, when a writing error occurs in
the writing processing designated by the writing
command, the IC card in the first processing example
holds information indicating a cause for the writing
error or a memory address for the writing error as
additional information and transmits the status word
indicating that “the processing did not normally end
(writing error)” and “with additional information” as a
response to the writing command. Thereafter, when

receiving the special command of requesting additional
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i nformati on fromthe high-order apparatus, the IC card
transmts its holding additional information. For
exanpl e, when not being able to wite data since

ot her channel is accessing a to-be-witten file 5
designated by a witing command, the 1 C card hol ds
information indicating that other channel is accessing
the file to be witten as the &di tional information,
and transmts the status word indicating that "the
processing did not nornmally end” and "wi th additiona
10 i hhéprmET A &BOM hehe esponserdor tdpawdting the IC card
command. Thereafter, when receiving the special
connﬁﬁﬂnémlt$eﬁ%%s@@h@l%@d@@ﬁbhb@ﬂﬁhf%ﬁ?ﬁﬁm%ﬁ#@ﬁon1the
hi gh-order. apparatus, the IC card transmts th

addi t i onaFOTi REBFREE; o ?ﬁdPEEtf%b“%h%?l%th%rwﬁh%%n%@ta
IS accessin 15 the file to be wit

bei G L8P eOL By FHE Bt ot HUESTE® Bt Hbrfor Y~ %? TEFCTFeR e
w1 4083 BROCEssh DY, dopl Onal eloRy. L0 M| 1410, FOMIBNLL

t he rst” processing éexanp

i”fOEH?BkHQtEQH'Eﬁe Q%%???ﬁﬂ@?yin ﬁé?séhgﬁnéPr £h§cce551ng

menory error as t ormati on,

tran%HEF§il@?t§t§éuﬁrf@fgniQgigﬁé'Q@di@ﬁénalhfnformatlon,
processing did not normally end" and "with additiona

i nf opABt tepnsastthene espopse LordhendM &4t NGy cORIRNGLhe

Thereafter, when receiving the special command of 25

requesttegsaddi tianadbti ndonabl iy oandt oand hew htighadd thetonal

apparatus, the I1C card transmts the additiona

i nf oimabirnatindi casi higet hespenve yt addnessrf oing heoB@and.
Thereafter, when receiving the special command of
requesting additional information from the high-order
apparatus, the IC card transmits the additional
information indicating that other channel is accessing
the file to be written.

When not being able to write data due to a memory
error in the writing processing designated by the
writing command, the IC card in the first processing
example holds information indicating a memory address
for the memory error as the additional information, and
transmits the status word indicating that “the
processing did not normally end” and “with additional
information” as the response to the writing command.
Thereafter, when receiving the special command of
requesting additional information from the high-order

apparatus, the IC card transmits the additional

information indicating the memory address for the
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menory error. According to the first processing
exanple, the IC card can provide the additiona

i nformati on which cannot be transmitted by the
response to the command to 5 the high-order apparatus
even in the existing conmand system Consequently,

t he high-order apparatus can cause the IC card to
performefficient processings Iased on the detail ed
contents of the witing error obtained fromthe

addi tional information. 10 A second processing exanple
of tReleb¥mahfdcrprocessing in the ICcard 1 will be

descri bed_below. Also in the second processing
exanpl e, PRECFELRYr HO1tRBnfbFfE PEOERESPredefifRte, the IC

command ,system In.the second, processing exanple,. the

[C Car B 15 pT obFQBET 5E R et STRL T TP D O 1T b B Fbre s

content s Lo Lhe high:, order afﬁgfééusox@é'€ opgLating nq «o
accorglng t 9"t he" " 2onmand sYstem - For exanpl e; when an

errOEhgcﬁygﬁ—EPdﬁ%gﬁ9§59§€§§iQ@eﬁf1§X§§%gé€%§@i§§W€EMH%nd

given fromthe rder appar at us, car

genegg&@émZO @QQEE&Qgﬁtl.Pf9ﬁgnﬁigﬂ—&ﬂgé§a$§§§katus can
detailed error's contents, and siores the generated

addi thapal thenfor g 0Rc | Pe theraddi tionaht | pif O 8B 1 104s

table 13a. Further, the ICcard 1 transmts the

addi basadl oni hher databhedt osetentist be alddi vr Dhahg error

information table 25 13a in response to a request from

t he bbghivedefromapphe atddit fogahf Lgloataoionf the

addi tional information 31

A second processing example of the command
processing in the IC card 1 will be described below.
Also in the second processing example, the IC card

1 conforms to the predefined command system. In the
second processing example, the IC card 1 provides
information on detailed error’s contents to the high-
order apparatus while operating according to the
command system. For example, when an error occurs in
the processing of executing a command given from the
high-order apparatus, the IC card 1 generates
additional information indicating detailed error’s
contents, and stores the generated additional
information in the additional information table 13a.
Further, the IC card 1 transmits the additional
information stored in the additional information table
13a in response to a request from the high-order

apparatus.

A configuration of the additional information
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- table 13a according to the second processing exanple
w Il be described below FIG 8 is a diagramshow ng a
configuration exanple of the additional information
table 13a 5 according to the second processing
exanpl e. The additional information table 13a can
store multiple itens of additional information
(detailed information) therei®l The nunber (nmaxi mum
nunber) of itens of additional information storable
in the 10 additional information table 13a may be

pr evi ouke yl 3etaccdoiirxanpl 8)e t decormXi mureerabey efample
items of additional information storable in the

addi ¥ bhabe i dgpenERednPet@hl e 13a is set during the
processin? of issuing the I1C card 1. 15 The ,

addi ti onaf I& nf &r it fofil 2aBRB 9BAY52BresCorhegeration

creation order, processing comand i nformati.o d
addi TXOPRIS | Of o Wat 0L 1O A AL 0T &t bth Tarer e
additional,.infornation i etailed info ' on an
e LR R LRI Fgeia I T RS P et

20 Th dditi ! i j t]
20, The itk ongl gk gt e by serUTES b IECL AR o pore

exect 6 p PL OCESRE NGr CONIBALL n £ | £XEFRA €1 oM BB 1ed
error occurs in the execution result of the executed

processbAga €0BNRNEnct8en! C tas dndmgene(ai£emum number) of
information indicating 25 the detailed error's

cont enéds ast t hedaddohaOnahforniof oRt s OdrabDet he the

exanple shown in FIG 8, the fact that the witing

err ondocttionatd snhceméheoxhomped ICh.may be previously set.
For example, the maximum number of items of additional
information storable in the additional information
table 13a is set during the processing of issuing the
IC card 1.

The additional information table 13a stores
therein creation order, processing command information
and additional information in an associated manner. The
additional information is detailed information on an
execution result of the executed processing command.
The additional information assumes information which
cannot be transmitted by response data of the executed
processing command. For example, when an error occurs
in the execution result of the executed processing
command, the IC card 1 generates information indicating
the detailed error’s contents as the additional

information. In the example shown in FIG. 8, the fact

that the writing error occurred since the channel ™“Ch.
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32 0" was accessing a file to be witten is stored as
the additional information for the witing comand.

The additional information is the information which
cannot be notified only by the status word as the
processing 5 result, and is not limted to the

i nformati on |nd|cat|ng the detailed error's contents.

For exanple, even when the Ttomdand processing is
successfully perfornmed, the 1C card 1 may generate

the information on the conmmand execution result as

the Gddivesonated9inafar hat¢one Thevekeben ohs opderedsas the
i ndi cative of an order of creating (order of storlng%
corré@ﬁéﬁé?ﬁglaéﬂf@¥@®5+onlﬁ@érﬂ%ﬁl%ﬁl*VW%ncﬁ%mf?%le he
itenms of additional information are_stored in th
addu??GHBFOPﬁ%o%Hﬁ?F%ﬁti@“té%l%hﬁshnf%%%ﬁt+?%nv%$cn cannot

addi |onak inf IOQ Iﬁ‘ ? ned $reat%on ord s
fronPEnBOFAf &8 O% ¥sPY 1 he® Traht? oh”br der ?eeﬁﬁﬁce sing
[ d d

| em oL, 200! LLanal hofof URELD ). 40dah o wener

'nfoaﬁeatgelhgbkﬁe1§éta§9e5h r9ﬁ96§85599eﬁ9§vanﬁor _example,

nf or mat 1 on I ndi cative e processi ng comman

cont gpts hyeWhigh tHemapddptbenalihyf psmetibeasksuily
generated. The processing command information is

i ndi patiryemef, t BBeprocessing mepnyendritsethebynibiglition
the additional information on 25 the execution resul t

I S generatedomkondexaaphejiotheesptocessthg eddiandnal
informati on stores therein part of the

act uahlffprmetépved conmand. In the exanple shown in

The creation order is indicative of an order of
creating (order of storing) corresponding additional
information. When multiple items of additional
information are stored in the additional information
table 13a, each item of additional information is
assigned a creation order from the latest. Thus, the
creation order of each item of additional information
is updated whenever additional information is stored in
the additional information table 13a.

The processing command information is indicative
of the processing command contents by which the
additional information is generated. The processing
command information is indicative of the processing
command itself by which the additional information on
the execution result is generated. For example, the
processing command information stores therein part of

the actually-received command. In the example shown in
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33 FIG 8, the processing conmand i nformation stores
therein partial data (00h DGCh 00h 0O0Oh 10h il h 12h) of
VWRI TE COMWWAND. Thereby, the I C card processing
apparatus 2 as high-order apparatus can designate 5
specific additional information by the processing
command information in a special command of requesting
to read additional information tlescribed later. A flow
of the second processing exanple of the conmand
processing in the ICcard 1 will be described 10

bel ofLGFI Yhe sPHOE ¢ DNERGr EORBRN A el ¢ Blagl @ TheS TP e
of the second Erocessing exangle for a command in the

| C EAPESIN TAECpdhefebe onlflc BaR d04h c&ih r ki VBN al2h) of
15 f the | C d p ' t 2 b

e PEoRRunPRTRG GRREE T8 | nfEhet ot Sibye Crare (2 ep.

Sill), av%ggst e_gogmuni cating unit 14 re(:ei%ess.aFl fe

comBREPFFEHT £hds | earg %?50%%%?5@ Appatat usc Fih

thi i Fi j . ¥ rm o | f essin

caLZsﬁgg%?ééﬁ%ﬁgétg%hake% e%‘t%EErec%?é%%gc%%ﬁgn%g%sga

commBpgn@hdr ¢AEEShAPgon addi &1 9paki i D OEMRLAQNG £ SE&Muest ing
S112). The command of requesting to read additiona

I nffoepatiel h8dassyURBRU asroampPredef ioedrspegi abter.
command. In this case, the CPU 11 determ nes whet her

the recei pedleansEndhesstbengpeebakss2hgcormmple AS the

the exanple shown in FIG 7 or 8 described later, the

spectamhmeognandcessiequistitng T0 cead 1 will be described
below.

FIG. 9 i1s a flowchart for describing the flow of
the second processing example for a command in the IC
card 1.

The powered-on IC card 1 can receive a command
from the IC card processing apparatus 2 by the
communicating unit 14 in the standby state (step S111).
When the communicating unit 14 receives a command from
the IC card processing apparatus 2 in this state (step
S111, YES), the CPU 11 of the IC card 1 determines
whether the received command is a command of requesting
additional information (step S112). The command of
requesting to read additional information is assumed as
a predefined special command. In this case, the CPU 11
determines whether the received command is the special
command.

As in the example shown in FIG. 7 or 8 described

later, the special command of requesting to read
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34 additional information nmay use the GET RESPONSE
command (GET RESPONSE Conmand of CASE2 defined in

SO . The additional information to be read or the
processing contents for (whether to delete) the read
additional 5 information can be designated by a

paraneter of the special command. When determ ni ng

that the received command i § né? the special comuand

of requesting to read additional information based on

the above determ nation (step 10 S11_2, NO, the CPU )
11 pddbr henal ptotessd higen dor Y espordinib RIRFONSE command
recei ved command (processin command) . (step S113).

The C8AF 115 RO (EEAHD © pridss iy Ko om o500 - The

desi gnat ed t he_.conmand header, thereby performng
the PrOLESaTRY TeHUEM ekPhy-q He® HeF b Teddt iy ocosing
conmmand. en.the additional information (detailed.

i o ng e a4l T A IR AR iona

exeCHﬁf&ﬂné@f’&Wcé\ﬂ%ﬁ %%@@Qd ‘;S)%"s%?:&% T *&leeﬁ%@ttf}%

response data in or mat i on ormati on

20 i pdisati ngotigndrocessing result is set in the
status word (SW (step S115) and transmts the

gener at edwhéegspgensendai gt ondhechE cakdi PEOCOSHAWH is not
apparatus 2 (step S116). For exanple, when the

processi sgebhs]l oonmahd yo £noegud of i ddiet oV réa) axiinminghal

the CPU 11 25 generates response data in which

i nf ormbe roat {codeaseafar nelte ox)ova dictat Tmign 4 thieo s ucTESS

of the processing is set, and transmts it to the IC

CardSbigcegg]ngthe CPU 11 performs a processing
corresponding to the received command (processing
command) (step S113). The CPU 11 determines the
processing contents designated by the command header,
thereby performing the processing requested by the
processing command.

When the additional information (detailed
information) is absent as the processing command
execution result (step S114, NO), the CPU 11 generates
response data in which information (code information)
indicating the processing result is set in the status
word (SW) (step S115) and transmits the generated
response data to the IC card processing apparatus 2
(step S116). For example, when the processing has
normally ended for the wiring command, the CPU 11
generates response data in which information (code

information) indicating the success of the processing

is set, and transmits it to the IC card processing



35 apparatus 2. After transmtting the response, the
IC card 1 is allowed to receive a next command. Wen
the additional information (detailed information) is
present as the processing command 5 execution result
(step S114, YES), the CPU 11 generates additiona
information (detailed information) indicating
detail ed contents of the proceski ng conmand execution
result (step S117). The additional information cannot
be transmtted as the processing 10 command executi on
resubkprbyathe Aor nbfteespoasemdat angfonet hesprosessimg IC
command. For exanple, when an error occurs in the

wri t cagdconmandl ppoedssdngecehee GPLNd4t generades, as
additional information, detailed |nfornat|on
conta|n|n@h?ﬁf6Pﬁaﬁﬁ6htﬂﬁHPéaﬂPﬁ@r@aEaﬂge dstatledror
or specific error s contents (such as rocessin st
mheré“?ﬁéméFFSP oééuPF%ﬂ?“tTﬁ% cAtisRI oSt hedef? %

h d
accestoCHERBy "ERPOF G CEBWEF 88 OFEr ot i DAl Ul thgasierates

onal ~vol

3”305§§ 9885E'En% 585t§0802§895§é%301H§ Rgtlo?h

ion |nd|c ress

Wﬁ'taﬂalééEQHgoeéHéﬁﬁgd ¥@ﬁ@e9€996§ttﬂs %P@cégglﬁgoeéhmand
i nformati on, the U 11 determ nes whether the nunber

of I%@géu@&onageghhen@gtbﬁf9&@&5IonTHéeMaey§LMn§iored
in the 25 additional infornmation table 13a is a

pr edehebrinaedonmexhAvm BeNbeanbal epe&$148) chdhprovxssuny

nunber of itens is a value which is set during the

processinagdobxecution result by the normal response data
for the processing command. For example, when an error
occurs in the writing command processing, the CPU 11
generates, as additional information, detailed
information containing information indicating a cause
of error or specific error’s contents (such as
processing step where the error occurred). The cause
of the error in the writing command processing may be
unauthorized access, memory error or lowered
operational voltage, and the specific error’s contents
may be information indicating a memory address where
the writing error occurred.

When generating the additional information, the

CPU 11 determines whether the number of items of
additional information previously stored in the
additional information table 13a is a predetermined

maximum number (step S118). The maximum number of

items is a value which is set during the processing of
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36 issuing the IC card 1, for exanple. Wen the

nunber of itenms of existing additional information is

| ess than the maxi mum nunber (step S118, NO), the CPU
11 newly stores (adds) the generated additiona
information in 5 the additional information table 13a
(step S119). When the nunber of itens of existing
additional information is the YaxiTum nunber (step

S118, YES), the CPU 11 overwites the generated

addi tional information on the ol dest additiona

i nf of AEEIDG Shorkd ¢ardhé, afidrteowapla0 i MiSR nblk¢ opumber of
tabl e 13a (ste S120). Thus, when the nunber of_ itens

of ekF%W?n@#aﬂﬁ%%?b%%la@ﬁ%%fﬂ%@%oh“f%rm%t+%“el%a&?%%n?ha“

t he o] dest additi onal |nforna anmon t he
oG Dhera SR o TShEral 26, ABNO (AD RN B hdy1y

i nforpation,t 3a and th new erated
Iatesgaa%ai ag@%ﬁ (AT of RAEF OhS ?sagg%?%%g ?here?ﬁna 10

storipg 5?81 8§£?t§9f§9H f£8§a£a$P%°{%§f %qeo'§LI@? When

addi t1 ona ornatlon stores

'nfOEHBthQHbédePaEEQHstBE EQREENLS gﬁd£@§O§Q¢CPHP@Pgatlon
by which the additional information is generated

(proeesshegmggﬂmaﬁdnuﬁﬁefnagt@F shogn ¥ms) Fl &aeSpiinii
the additional information table 13a in association

wi t hotbewaddesi ohal généoatati ead{siepal Sl2idrmdheon on the
information indicating the contents of the 25 command

by whidhsthedddditnehainfnfnamadhostosedgenetiategdddstional
i nformati on by which the high-order apparatus (IC
cardipfecessiog bpbaealds) (despghhtes. Thus, when the

number of items of existing additional information is
the maximum, the oldest additional information among
the existing additional information is deleted from the
additional information table 13a and the newly-
generated latest additional information is stored
therein.

When storing the generated additional information
in the additional information table 13a, the CPU 11
stores information indicating the contents of the
command by which the additional information is
generated (processing command information shown in
FIG. 5) in the additional information table i3a in
association with the additional information (step
S5121). The information indicating the contents of the
command by which the additional information is
generated is information by which the high-order

apparatus (IC card processing apparatus) designates
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37 specific additional information. For exanple, the
information indicating the contents of the conmand by

whi ch the additional information is generated nay use
partial information of the command as shown in FIG 5.

5 When storing the additional information and the
information indicating the command contents in the
additional information table 134, the CPU 11 updates

the creation order corresponding to each item of
additional information stored in the additional 10

i nf opP@Ei bhct addet 1= stehoSM2P) on Forf @x agrpiep Lsvhemhe
storing the first itemof additional information in
the laderfeabhal i7fbrdaitdntiapteuTs the WPy agmmand by
stores the creation order corresponding to the

addi Y7ol “PAf 3F Tt 1 P Bt P HOTMARHETD the FRRF T3 oAl may use
infornatio 15 al read tored in the additiona

0 GFRBEFSh LAEPETASH The RPU THM I Crerie} aae 16+ 5
to) the cpeation.order pf .ihe existingcadditional.y ce

i nformati on, an héeé creéation order o

new y- -addi ti ] ' I : .
Dol L ShEner PO BB ing MRE TBELg SR in cne
add'éa@@@hohﬂioiﬂﬁétﬁwh£@@|@aéﬁ@ 1§aPpQ@ée@P§UPD &ﬁ@étes
the creation order of each item of additi ona

i nf ot @t Ledat SoNUsbes edcdf o bbedl R €8s . edBR item of
additional information table 13a is provided in the
RAM 43diThenatditfonahtiaf osvateonit abhe 43adit2&nal
provided in the RAM 13 clears the detailed information
as t hefaddationatabhé ol bt { ®nest Bt 22) wheheveexahele C when
card 1 is reset. In other words, the additiona

storing the first item of additional information in the

additional information table 13a, the CPU 11 stores the

creation order corresponding to the additional

information as “1.” When the additicnal information is

already stored in the additional information table 13a,

the CPU 11 increments (adds 1 to) the creation order of

the existing additional information, and stores the
creation order of the newly-stored additional
information (latest additional information) as “1.”

Thus, the additional information table 13a is updated

such that the creation order c¢f each item of additional

information is numbered from the latest.

The additional information table 13a is provided
in the RAM 13. The additional information table 13a
provided in the RAM 13 clears the detailed information
as the additional information stored whenever the IC

card 1 is reset. In other words, the additional
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38 information table 13a provided in the RAM 13 is

reset whenever the ICcard 1 is reset. In other

words, when the additional information is desired to

be reset whenever the ICcard 1 is reset, the

additional 5 information table 13a is provided in the
RPM 13. The additional information table 13a may be
provided in the nonvolatlle'hﬁh%%y'16 The additiona
information table 13a provided in the nonvol atile

menory 16 holds the additional information even when

10 t hefponghtanitpglpohes edrof fded niot Hee BRI ds3 thereset
additional information table 13a provided in the
nonvBl'SEFVeT mefBr yC162R31 Hslt hecet ai | By PRHIOF iR dhy wWhen

o RSO, SO R R oot R
ddi t ] I d dt hel

The TheR8ket LRETRE B0eh o o8 RS Eatr P BRar o h BT IAL | on
t abl er%é@mé%z.@ﬁ 5939 watps_gg&\/%@& | & DROoENy 165
When storing t Itiona ormafion, fhe

DFOCGSSIn@hEOHHBBleHEQVHHEbQHaéPQntB§b§ée§§éoﬂag£ﬁ§r
20 in the additional information table 13a, the

genepabesdeaspansBedabavb Na i EhméMb oy ML ONTRE04Rditional
i nformati on) indicating the conmand processing result

and information tadieatBagptbeipegsencenhefndheoclatile
additional information are set in the status word (SW
25 (sempr$Hl28) hoWientgenadat t hgnd heinéspoaseodat@en nwhen
which the information indicating the presence of the
addi thenal fafdrhmiFopovereetofthe OPUoUNerrapsds i sthe

t he
additional information table 13a provided in the

nonvolatile memory 16 holds the detailed information as
the additional information until it is overwritten or
deleted by a command. In other words, when the
additional information is desired to be held even if
the IC card is deactivated, the additional information
table 13a is provided in the nonvolatile memory 16.
When storing the additicnal information, the
processing command information and the creation order
in the additional information table 13a, the CPU 11
generates response data in which information (code
information) indicating the command processing result
and information indicating the presence of the
additional information are set in the status word (SW)
(step S123). When generating the response data in
which the information indicating the presence of the

additional information is set, the CPU 11 transmits the
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39 generated response to the I C card processing
apparatus 2 (step S116). After transmtting the

response, the IC card 1 is allowed to receive a next
command. Wen determ ning that the command received in
step 5 5112 is the special command of requesting to

read additional information (which will be sinply
referred to as special command below) (step S112,

YES), the CPU 11 perforns a processing of specifying
additional information co be read fromthe additiona

i nf ogpRtFahed Orespersee i 7ot Hee alldi ¢d whadr ¢of DF g iapparatus
table 13a (step S125). The additional information to

be readstep dbt Bl m ol DRsEER BNt Hel Korit e & B1o1dRe £he IC
speci al conmand.  (paranmeter or reception timng) of
requedfing 1o Feae" e neC abRFEtnat Gt orTRIERYHI 15 In

th ' he additi | . .

i or mat | BRCP B B 14875 ar BAC b6l o PREM&r gapTbFec 1o step
j _ . ret

acsabHhT1 bh Cur LR T Re adar FTRal oF oo raty bny. Thue ™

the spgetabng cOMABALNSE 1 £LAURSIENG, 101 18ads ARG §i a8l rred
i nformation 20 can designate specific additiona

i nf orgaL 08By & NecomhgRlii 981 8K flefs oLy thel Py OLeSS) Nhe CPU
command i nformati on. Further, the | atest additi ona

i nformepéopormy Reptbeesadiyt bonabedtNf of M@t &@MIt Dol

read for the special command by which specific

addi thénahat hdor nat benzésdndtom2bheesddghat @dal Theformation

speci al conmand may designate multiple itenms of

addi stonafl infohemtddhtdenal | inforhet o talbhal 13a (step

information. The CPU 11 determ nes that _
S125). The additional information to be read is
determined based on the contents of the special command
(parameter or reception timing) of regquesting to read
the additional information.

In the second processing example, the additional
information table 13a stores therein the creation order
and the processing command information in association
with the additional information. Thus, the special
command of requesting to read additional information
can designate specific additional information by the
creation order or the processing command information.
Further, the latest additional information may be the
additional information to be read for the special
command by which specific additional information is not
designated. The special command may designate multiple

items of additional information or all of the

additional information. The CPU 11 determines that
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40 multiple itens of additional information or all of
the additional information are to be read for the
special command. Wen specifying the additiona
information to be 5 read, the CPU 11 reads the
specified additional information to be read fromthe
additional information table 13a (step S126), and
generates response data in whith the read additional
information is set (step $S127). 10 Wen generating

the response data in which the additional infornmation
to bBulgaBlpsisens eheadPirignaletefoimesiomedheplt oof the
del ete or store the read additional information (step
S128pddRéPRa: tBfaEreEEont AECr BAdPAEFEF ofaf the special
informati on may be designated by a 15 paraneter of

t he §8@@F§B'connand or may be previously set. For

exanpl e, en bein ab e nate

delete t he"§4dPF Elpﬁf%ﬁﬁa? 8 Rl -IAN §nfﬂgmagb88kgP be
1
comends be. B, 11y del et bes et her 4o el el he

tion ormation ar anet er
receaM@@rﬁeggbﬁltgoggapgadv@eemdgﬁsrga@iegoﬁgld?ﬁséﬁmatlon
the read additional information (step S YES)

CPU tipdel etgs ge@ read) adghbl?@ﬁéréﬁé@fﬂgép@ﬂséf@ﬂta in
t he additi onal ?ornation table 13a (step S129). In

thiSWaase,thherastE@biﬂiaﬂalupdabeméheOﬁre@tseﬂ ostlep
of the additional information remaining in the

addi Bilgrial- i nformation table 13a. The processings in
steps S128 and S129 nay

When generating the response data in which the
additional information to be read is set, the CPU 11
determines whether to delete or store the read
additional information (step S128). Whether to delete
the read additional information may be designated by a
parameter of the special command or may be previously
set. For example, when being able to designate whether
to delete the additional information read by the
special command, the CPU 11 determines whether to
delete the read additional information by the parameter
of the received special command.

When determining to delete the read additional
information (step 5128, YES), the CPU 11 deletes the
read additional information from the additional
information table 13a (step S129). In this case, the
CPU 11 may update the creation order of the additional

information remaining in the additional information

table 13a. The processings in steps S128 and S129 may
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41 be perfornmed after the read additional information
is set in the response data or after the response

data is transnmitted. Wen setting the additiona
information to be 5 read, which is designate by the
speci al conmand, in the response data, the CPU 11

sets the information indicating the success of the
processing in the status wor d flor the response data

in which the additional information to be read is set
(step S115), and 10 transmits it as the response to

t he %@e@?éfoé@ﬂﬁaﬂﬁt@@ thpered caddl proeebsimgprrmation is
apparatus 2 (step S116). As described above, when

addi TFbnal FREOFREPPRRC {@eR aP¥ ¥l F 7 oF Mt TOTHONH (frta is
cannot be 1nd| ated by the status word as the
execbt P BOR™t B5Gft for the processing 15 conmand

recei ved on1th h- rder a ara LS present, the
I C card a@é%?d?ﬁg 8 th es%% 8?o%essf%6£a%§%ﬂp?o be

gene£@£gs Qgg&ﬁ!?ga# Qég@tb nthétgég 1£f comma in the

generated addi ti ona ornatl nin e addltlona

i nforgbbnnetable, i E‘héséP@' 211 98 Wi Eﬁetbﬁféﬁwm' on
20 indicating the processing conmand and the creation

ordeindandt NAYi thesstibatst her agdit hppab s MOr Mt EN dSatus
present by the response to the processi ng conmand.

Wienwbedetvinghtheespecsal dgoamandwiof cii egiuesiddg: tenal

read the additional information stored in the 25

addi tnonahat hbor rat benréaddl esf sem { heehi ght Hr deand

apparatus, the 1C card specifies the additiona

i nf of hARPBAt dest gaat ede bycshenspetd atheospandal command to
the IC card processing apparatus 2 (step S$S116).

As described above, when additional information
(detailed information) which cannot be indicated by the
status word as the execution result for the processing
command received from the high-order apparatus 1is
present, the IC card according to the second processing
example generates additional information, stores the
generated additional information in the additional
information table in association with the information
indicating the processing command and the creation
order, and notifies that the additional information is
present by the response to the processing command.

When receiving the special command of requesting to
read the additional information stored in the
additional information table from the high-order

apparatus, the IC card specifies the additional

information designated by the special command,
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42 generates the response data in which the specified
additional information is set, and transmts it to the
hi gh- order apparatus. According to the second
processing exanple, the IC 5 card 1 can provide a
function of storing nultiple itenms of additiona
information (detailed information) on the processing
conmand execution result such &% detailed information
on the error's contents, and of notifying the stored
additional information at any timng in 10 response to
a regerestafeontiderdsghror datappardt Ush i the tgrecified
exi sting command system Consequently, the high- order
appaf@d sl ean! chubSerndel 91T tartkto et floFamsers citento the
processi ngs based on the information indicated by the
det ait} ¥~ PREDF nPPBRAFA8di ti onal 15 infornation). The
flow of the seéond Erocessing@exa le in . the ent

jre
| C card phOCEESTRG System IF PP bEPHRSEFTbRA CHAToN bythe IC

way of specific exanple. There w |l fFLLSE 14 .
devcrtila oo T ansrio o 01 e Bl b hat fapig e

addi akogg\&%{*gg%gamaar&g@i&k! g&etéﬂﬁa@ﬁ%mal ion) on the

generate nmrmand executi on resu

sequsncec di a9y am,shovk Ngx 8- RF P5LS8L 8Y] + €XAAP! €5 Ofetailed
reading the latest additional information. FIG 10

showsn 8o sRgtesseohNEheab kRYr s PEOEESSEHY 2Rdexampbei fPing
whi ch an error occurs in a witing conmand

processi sgoréddcasgecobnelr onféomat henwatt ng timing in

processi ng may be unaut horized access, nenory error or
response to a request from the high-order apparatus in
the existing command system. Consequently, the high-
order apparatus can cause the IC card to perform
efficient processings based on the information
indicated by the detailed information (additional
information) .

The flow of the second processing example in the
entire IC card processing system will be described
below by way of a specific example.

There will be first described a specific example
of reading the latest additional information (detailed
information) generated as a command execution result.

FIG. 10 is a sequence diagram showing a processing
example of reading the latest additional information.
FIG. 10 shows a sequence indicating a processing
example in which an error occurs in a writing command

processing. A cause of error for the writing

processing may be unauthorized access, memory error or
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43 - | owered operational voltage. For exanple, when a
witing command is received, if other |ogical channe

is already occupying a file to be witten, a witing
error occurs due to unauthorized 5 access. In this

case, the IC card 1 generates and holds the reason

for the failed witing (that other |ogical channel is
occupying a file to be accessedi’ as” additiona
information. In this state, the ICcard 1 returns a
response in which the status word indicating 10

"f ai ledREPt PRET2AAANAW YALAAARtI onal information” is

set, and thus ends _the processing for the received
mwltlng cERrmRd2mPher e4fEBr 2 WReA1PEcEPVRAGTt hE recelived,
speci, g gonnamd of isg esti ng. addhtlonal i nformation le t
the € R4rg-1'PPana aPﬂ% addi t1onafy i AForR¥Ldnd 1511e to

|nd|%at gtahe reason, for fail ed

FI G assuneat%ﬂgterr86| ggg;gngu%‘@ﬁ una&@horlzed
m eéc(:'i'éls Al 1nA2niBl caLe presen cwdtbe%éf;eeg{gsland

Further, the IC card 1 asSunes t ccess state

in ”Hb&d@'%hE09b8§anE@Bn€hé FRDaggd, 20+ by th@hhegbgﬁér
channel managi ng function 42 is a state ere the

| ogi calyichanaabnneh. 18" osetipyihheaAFite t6UPEERAEcessed) as
First, the I1C card processing apparatus 2 as high-

or deandappabatlsihfapsattisna conmandsofktsaegqueshengCtoard 1

25 open a logical channel (Ch. 1) and to sel ect

appl ireatiros A tespheskCivawdithi nhpreparasi enrfloindicating

witing data in flle Al Mﬁthln the 1C card 1 (step
“failed writing” and “with additional information” is
set, and thus ends the processing for the received
writing command. Thereafter, when receiving the
special command of requesting additional information,
the IC card 1 transmits the additional information
indicating the reason for failed writing.

As snown in FIG. 2, it is assumed that
applications A, B and files (EF) Al, A2, Bl are present
in the IC card 1. Further, the IC card 1 assumes that
the access state in multiple logical channels managed
by the logical channel managing function 42 is a state
where the logical channel “Ch. 0” sets file Al to
current.

First, the IC card processing apparatus 2 as high-
order apparatus transmits a command of requesting to
open a logical channel (Ch. 1) and to select

application A to the IC card 1 in preparation for

writing data in file Al within the IC card 1 (step
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- 44 S131). In response thereto, the ICcard 1

perfornms a comand processing of opening the |ogica
channel (Ch. 1) and selecting application A Wen
successfully opening the |ogical channel (Ch. 1) and
selecting 5 application A, the ICcard 1 transmts a
response in which the status word indicating the

success of the conmmand processihg is set to the IC

card processing apparatus 2 (step S132). Wen

recei ving the response indicating that the 10

procéssiing has beepcsaeceSsfatby peef b neard of phetorms a
command of opening the |ogical channel (Ch. 1) and
seleéPWﬁ@HQpEFpéaﬁPéﬁgApftﬁ@eﬁ€ﬁ@aFHep¥%%és%ln@hannel (Ch.
apparatus 2 transmits a comand of re uestln

sel eét 2Rf §CARCESNEhEPPELEAFHCR {ste %as%L}CC?ﬁsfully

b o SBRR G 3ot NouGP PR  FBSEUE ol s F b THEt RECFODT AR
Chann?ﬁ%gghtﬁ%% Afo£hé ES A%deme@rgHgﬁﬁs§fglLgs%o???ein

perfo I‘OCGSSI ng sett e curren

in tmﬁlkﬂgkﬁélsuggﬁgnﬁbr&cﬁndlbaEQMﬂl ﬁ%@cé@@ b€ the

card 1 transnits a response in st atus

wor dcbRikheat bREckBginguesess ot ot BReCOAMBAL, PHO6ESSE NEg
is set to the IC card processing apparatus 2 (step

S134xppWhanusecei(skag thezresponse indicating that the

processi ng has been successfully performed for the 25

command ofihregueskiindntiotsel eetspbnke Ahditheih€@ chrd the

processi ng apparatus 2 transmts a witing command of

r equesbicegsttogwhiatebdanasinceisbéuAlyt perhern€lcled the
command of opening the logical channel (Ch. 1) and
selecting application A, the IC card processing
apparatus 2 transmits a command of regquesting to select
file Al to the IC card 1 (step S133). In response
thereto, the IC card 1 perxforms a ccmmand processing of
setting the current file in the logical channel (Ch. 1)
for file Al. When successfully performing the
processing of setting the current file in the logical
channel (Ch. 1) for file Al, the IC card 1 transmits a
response in which the status word indicating the
success of the command processing is set to the IC card
processing apparatus 2 (step S134).

When receiving the response indicating that the

processing has been successfully performed for the
command of regquesting to select file Al, the IC card

processing apparatus 2 transmits a writing command of

requesting to write data in file Al to the IC card 1
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45 (step S135). The witing command is configured

wth a CASES format. In response thereto, the IC card

1 perforns a witing processing corresponding to the
witing command (step S136). 5 In the processing for

the witing command, the CPU 11 of the IC card 1

first confirns the authority to access file Al set as
current file (step 5136-1). -The!> processing for the
witing command is such that the |[|ogical channel "Ch.

1" wites data in file Al as 10 current file. The IC

card ($tep §éBbing ThetewAitasg cunmend f5leonhigheed with a
| ogi cal channel "Ch. 0." Thus, the CPU 11 of the IC

car dCASHEt éprinpes t hat repeeesesthorenat hohetyCteawdite
data in file Al in the logical channel "Ch. 1" (step
5136P2¥ fopased Bﬁlthég1Brﬂ%?%?h?ﬁa@?éﬁe%Poﬁ%l%%t%%r???

to wite, the CPU 11 of the IC card 1 does not

per f BEATBOE FATBAPHPL SEEReSUAPA writi ng proceSS|ng
requestedlgy he command gs%eg tg

| nter rupt 1Ry T ReFCOMTRAA"r 6CBsET Rg 50 LBrr EOpBABTAgtne CFV

to tﬁ? %Cﬁhgegg“%é%P??oﬁng? ?OHEE nSThL &%9£?£D€y'g%

generat orna I on de

'nfoé@%@%@”kli@dhﬁagbegaé QQEQéhﬁdfiféSgEt£§rSl§@31 The
interrupted command processing (step 5

the peasaensfiafg khe tAbenruptRd copmBAd PEOSESEI Pat 25he
(detailed information on error's contents) is that the

| ogi caiechannabnneh. “0h.i $”akready aseesshngifel B1Aks

Thus, the CPU 2 1 of the 1C card 1 generates

addi tuamaht file. The IC card 1 is setting file Al as
current file in the logical channel “Ch. 0.” Thus, the
CPU 11 of the IC card 1 determines that there is no
authority to write data in file Al in the logical
channel “Ch. 1” (step S136-2). Based on the
determination of no authority to write, the CPU 11 of
the IC card 1 does not perform but interrupts the data
writing processing reguested by the command (step
S136-3).

When interrupting the command processing

corresponding to the received writing command, the CPU
11 of the IC card 1 generates additional information
(detailed information) indicating a detailed reason for
the interrupted command processing (step S136-4).
Here, the reason for the interrupted command processing
(detailed information on error’s contents) is that the

logical channel “Ch. 0” is already accessing file Al.

Thus, the CPU 11 of the IC card 1 generates additional
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interrupted conmand processing (such as "the |ogica
channel "Ch. 0" is accessing file A and so witing
failed in the |Ilogical channel "Ch. 1" or "the access
priority of the 5 |ogical channel (Ch. 1) to file A

is the second"). The CPU 11 associ ates the generated
additional information with irfféormation indicating

the erroneous witing command for the processing

conmand information (part of the witing conmand (00h
DOh 00hoofatiOh fhiidoti2h) jhe anck seorEsrithasintwrrupted
| atest additional information (information having the

cr eatPORADBE dRFOBESSENg) (FrAch hes addie | bi@i c3 hf ohamitgbn Ch-
table 13a (step 5136-5). Wen storing the | atest

addi 1 ohal 3FAEBFHALI BRLPND aBdtHR wEHFtR@napiled 1n the
information table 13a, the, CPU 11 of the I1Ccard 1

o eat B850 €SHORSE T (Cltni Ch Phe" SEat #eCaDP doFLoTt] of the

Cndi cat i th de | ti it "
i ¢ RCHUARE | ORATTT Rr SP et fontoi 5 Lot X st bp e seceyn @
Wh ' t ' ' d 20
R L R R LN
infoﬁHEBEﬁQ%iEﬁ ST EH?og%ﬁkiénofnébgaéghgafge1erroneous

transmts the created response to the IC card

processthnggappanahds:cdr(sheppddddss and epfsatfieinformation
processing for the witing command. 25 Wen recei Vi ng

the npspense tndi eatthnggt Bemmpna@sence pHphaddht ponaloh 11h
information, the I1C card processing apparatus 2
det eifhnes wheét hepreheit as the latest additional
information (information having the creation order of
“1”) in the additional information table i3a (step
S136-5).
When storing the latest additional information in
the additional information table 13a, the CPU 11 of the
IC card 1 creates a response in which the status word
indicating the code information of “writing error” and
“with additional information” is set (step S136-6).
When creating the response in which the status word
indicating “writing error” and “with additional
information” is set, the CPU 11 of the IC card 1
transmits the created response to the IC card
processing apparatus 2 (step S137) and ends the
proceséing for the writing command.
When receiving the response indicating the

presence of additional information, the IC card

processing apparatus 2 determines whether the
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The necessity of additional information may be
previously set or may be selected by the operator of
the IC card processing apparatus 2 as needed. The IC
card 5 processing apparatus 2 determ nes a command to
be next supplied to the IC card 1 based on the
determination result as to thelhecessity of
addi tional information. The IC card processing
apparatus 2 requests the ICcard 1 to read the |atest
addi aldnalonaf oinfdimatc 16ni ivedeatesyry Wrenediately. The
determining that the |atest additional information is
necessdegsitheof Cidai tipratessipynaapparatysb® previously
transmts the special command of requesting to read
addi 6EBnar NAYoPPafFbACHRSI GHathagoPheaTar e’f e IC card
addi tional infornmation (such as GET RESPONSE co nd
of QASEQFS%BQtﬁ%p?E?E%?d 1a?sP%%d%ﬁ38)Thqh%C55%

ecific_ additio

o oP S03% Ahga-8p
o PhaerakiRe AEStralRs, tiaFer%én?at%s%Og%%n?|ona e next
:2;8%g§% ggdl g%%g?bng rgs tggsggdbﬁ Qﬂglde erm§nablon

rea e specl al comran

deSIQQQEQttQQ tba£ﬁétnéégggiggabf'Q&QEEHBhQD ?Mformatlon

designating the creation or or designating

the pracesstAgq EQHHEBQih fg ?gﬁkbeas(begsqu@@tglage IC card
command) by whic the | afest additional information

i's genevaredd The L&-3brcandipreaessingoapparahus 2

whi ch has received the response indicating the

presemaedabtadditi onal information requests to read

the | atest additional

When determining that the latest additional

information is necessary, the IC card processing
apparatus 2 transmits the special command of requesting
to read additional information designating the latest
additional information (such as GET RESPONSE command of
CASE2) to the IC card 1 (step S138). The special
command may be such that when specific additional
information is not designated, the latest additional
information is determined as the additional information
to be read. The special command may designate the
latest additional information by designating the
creation order of “1” or designating the processing
command information (here, writing command) by which
the latest additional information is generated. The IC
card processing apparatus 2 which has received the

response indicating the presence of additional

information requests to read the latest additional
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information by the special command of not

designating specific additional information. If
additional information is not designated by the

speci al conmand, the CPU 11 of the I1C card 1 which has

5 received the special command determ nes that the

special command is of requesting to read the |atest

addi tional information. Based of8this determ nation,

the CPU 11 of the I1C card 1 reads the | atest

additional information (additional information having

t he HLatfestnatQoor eat kba epdeiylf rommeéhé afddnbtodaebignating
informati on table 13a, and sets it in the response

dat aspstépis3gydivhenalsentpngathent at est additiona
information in the response data, the CPU 11 of the _
| C card 11ffr afstttenathénfespofsendacanecsd freipeaggfdby the
processingﬁapparatus 2 15Péstep S140). _As descri bed

abov &Pt

desi

t he
addi

SPBEPPFe 588i tFBnal °fnFBEnAti 6ATFsingpich has

S BT B PR TR e ST
F%E%E l?gghhﬁggaksl?gg?gaﬁéggig Or§ ré%ﬁggh%eg%test

ona nrormati on € as response.

|ate%ﬁd@@@%&%@”@hf%@ﬁQEﬁBhlonnggdbgndgh?gegegérmination,
saved. For exanple, when designating whether to delete

the readcagditi erakhenfor FREHON BY hBergpe¢hdkst additional
command, the CPU 11 of the IC card 1 deletes or saves

the rnedgdr2ataddi t(kadakibAkor MfbeRabasadheihBethe latest
designation by the special command. Wen the | atest

addi tiresalionnbadeat i dmomsthet additional information table

13a, and sets it in the response data (step S39). When
setting the latest additional information in the
response data, the CPU 11 of the IC card 1 transmits
the response data to the IC card processing apparatus 2
(step S140).

As described above, when specific additional
information is not designated by the special command of
requesting to read additional information, the IC card
can transmit the latest additional information stored
in the additional information table as response. The
read latest additional information may be deleted or
saved. For example, when designating whether to delete
the read additional information by the special command,
the CPU 11 of the IC card 1 deletes or saves the read
additional information based on the designation by the
special command.

When the latest additional information is not



10

15

20

25

49 necessary imediately, the IC card processing
apparatus 2 can continuously perform nor nal

processings by transmtting normal comrands ot her

than the special command of requesting to read

additional information to 5 the IC card 1 even after
transmtting the response containing the status word

i ndicating the presence of -addi%ioenal infornmation.

Also in this case, the ICcard 1 is holding a
predet erm ned maxi num nunber of itens of additiona

i nf one@d s o4y nitrhed Aalde 1y ontathe | It aranad i o dds 4ialy eepparatus
13a. Thus, the I C card processing apparatus 2 can

acquk reaspeeit icuadsl vipeaf ormfovrmead avr deoms thes |

card 1 after perform ng other processing. There will

be deser$bit bed ow BNpE 0CEFBINNS eXdipl ethat FhadingFial
additional information stored in the 15 additjona

i nf of PFEEERA PhADFRITSATHRY e pEPTDrHfity- LoRA L | Preprmation to

di
SIS B E sl L I U
i nf L h { t
LR, poice e BB onel | LSRR o

procgaéigggnQ?t15?5?&5990%0 t&fsoagg Eﬁ?gaéase, the IC card

nf or mat 1 on I's assuned that the processi ngs I n

steps $131,140nF137p500WP iR LB mdPi AV enbRSOr of items of

performed. Even’in this state (when the status word

i ndi gatii ngohhe 28rprmsenss oh aedi dd@nal ohaf of MBS ik ion
has been received), if the |latest additiona

i nfotapléoN3aS nDhuBeceRsaly chpiegiratesying heppLraansd 2
processi ng apparatus 2
can acquire specific additional information from the IC
card 1 after performing other processing.

There will be described below a processing example
of reading additional information stored in the
additional information table 13a after performing
multiple command processings.

FIG. 11 is a sequence diagram showing a processing
example of reading additional information stored in the
additional information table 13a after performing
multiple command processings not relating to the
additional information.

It is assumed that the processings in steps S131
to S137 shown in FIG. 10 have been performed. Even in
this state (when the status word indicating the
presence of additional information has been received),

if the latest additional information is not necessary

immediately, the IC card processing apparatus 2
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thereby continuously perform ng normal processings.
In the processing exanple of FIG 11, after receiving
the status word indicating the presence of 5
additional information for the witing command in step
S137, the I C card processing apparatus 2 supplies a
processi ng command (GET CHALLE command of CASE2) of
requesting a processing not relating to additiona
information to the 1C card 1 (step S141). The IC card
10 1twhnehihasneenel vednniedprocesst ng compdnd, thereby
perfornms the ProceSS|ng requested by the processing
connﬁﬁatlvg@éﬁ $1E?§fovme%gn@@ﬁ%@+yp¥ﬁﬁ¢%ﬁh@%§ t he
proceSS|n9 for the roce33|ng command, the | C card 1
transmtsid “PRoRESS ﬁ@ngsEF m?%%nﬂ%n?%%nb%} ﬁé?%?n)

in which.the 15 status word

ot pEeBet DEs Pne A T A e "R PR of
(5t R SLAT)n, | s L) s IRORCE o, L e, | G CAI o PLORRSSI NG, e

appar at us can orm nor na processi

even er C \Y t cat

o eegnca” oFEqSE baty B%ac?%?%*#ﬁaﬂ\?%%ré?%.é‘ sﬁé%ﬂ“%s :

t hat ptBee S £ o RhQRESSENY CARPALIAEKIScSmRASA SUPPEASED ) of
t he processi ng command of requestlng a proceSS|ng not

rel atehgek0ingdiat boBakssi R§ORABL FONaf ] CHALLENGENal
command of CASE2) to the IC 25 card 1 (step S151). The

CPU 1dfotmbhéohCcocatdelivhtehd hagsstecetved) t heThe IC card

processi ng command perforns the processing requested

by t hewpiobesssngecemmaddtiist ppocessing command performs
the processing requested by the processing command
(step S142). When normally performing the processing
for the processing command, the IC card 1 transmits a
processing result (random number, herein) in which the
status word indicating the normal ending is set to the
IC card processing apparatus 2 (step S143). 1In this
manner, the IC card processing apparatus 2 can perform
a normal command processing even after receiving the
status word indicating the presence of additional
information.

It is assumed that the IC card processing
apparatus 2 has supplied the processing command of
requesting a processing not relating to additiocnal
information (GET CHALLENGE command of CASE2) to the IC
card 1 (step S151). The CPU 11 of the IC card 1 which

has received the processing command performs the

processing requested by the processing command (step
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51 S152). Wen additional information which cannot be
i ndi cated by the status word occurs while the
processi ng command i s being executed, the CPU 11
generates additional information (detail ed
information) 5 on the execution result of the
processi ng command (step S152-1). Wen generating
addi tional information, the- CRJ 1t associ ates the
generated additional information wth the information
i ndicating the processing command (part of the
processing démemnadiamibrst briesiotmdnidrhevhikth cannot be
additional information table 13a (step S152-2). The
genefradbdabreidi oy ot $ i orsre ¢ ot deTuthe'higrdessi ng
conmand shoul d be stored in the additional

i nf OPHRET DR RALF@MIBT oS tPrel M At R CHERH 1 MH@alCPU 1

i nformati on having the creation order f
ot T BT T RO Rt O it § o HARS Won S faei SR Lon)

th ddi t f ti t.abl 13 h CPU 11
ndat i SRt ke a0 ah PRI (PP P KRG o (step

info Lon ( 5 : S,
oS TRe Lo\ okl SR de 1 A QUIEL AR o0t ShBion, cn

| nf OFpBL L on, generaled il SheRe S186: A S18KLL 1M dhfation
additional 1 nfornation tab 13a. Thus t he

updaj;egnt ke cma&h@@tpmefn@{cabﬁn delhd I@f@éessmg command
informati on generated in step 8136 4 to ""2." Wen

st oripgrt her | aheshradds i Onatomnd 0 MBih@Nst direL5i t hen the

addi tional information table 13a, the CPU 11 of the

| C caddiiicneat esfoheat esponsieldatdai nstwdp chlihe?) .

status word indicating code information on the

processinghe generated additional information for the
processing command should be stored in the additional
information table 13a as the latest additional
information having the creation order of “1.” Since
other additional information has been already stored in
the additional information table 13a, the CPU 11
updates the creation order of the existing additional
information (step S152-3). In other words, in the
processing example of FIG. 8, the additional
information generated in step S136-4 is stored in the
additional information table 13a. Thus, the CPU 11
updates the creation order of the additional
information generated in step S136-4 to “2.”

When storing the latest additional information in

the additional information table 13a, the CPU 11 of the

IC card 1 creates the response data in which the status

word indicating code information on the processing
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information indicating processing error) and the
presence of additional information is set (step Sl152-
4). \When creating the response data in which the 5
status word indicating the code information on the
processing result and the presence of additiona
information is set, the CPU11 ©f the IC card 1
transmts the created response data to the I1C card
processi ng apparatus 2 (step S153). 10 Even when
recergsngtt herr espopsecdas ang t henh@h g art gucipr@s essiag
apparatus 2 can continue the processing not relating
to thefaddiationalnfaterhagi BAOCERSihe exadpl eand hom
in FIG 11, the IC card processing apparatus 2
suppPregeRfe pfosedsFagnebniaher pEETOTHAE LENGE(SoPRmhid 2~

15 of CASE2) of requesting a processing not relatin
to éaditﬂBﬁﬁlcFﬁPBﬁﬂﬁtFBg ¥%gPﬂ%s?C9€ Fd'1 8te thte

S161 The I C .1 _which ived th
T 0c858HG E8Ranat L aFtBF b e nE it obbeeT g F BRugk bi°
by LHecREOCeRs pds, FOTIRAT: 3! epo SI62). oWeR. noLaRL | ¥

performng t processi ng for rocessin

commang, h0e: LG ¢arded, thanspihligitfe PROCESSLEAGY 1

result (random nunber, here), in which the status

wor dtikpdkgatsngntherpgeasl r88gbA8e b8tseto tRethe £&rd
card processing apparatus 2 (step S163). 25 It is

assupedctbatntthappb&raand prosessi pgs3apparatus 2

attenpts to read the additional information generated

in step SE3€én(thanh irecetiéngddhki erabonse data, the IC card
processing apparatus 2 can continue the processing not
relating to the additional information. In the example
shown in FIG. 11, the IC card orocessing apparatus 2
supplies the processing command (GET CHALLENGE command
of CASE2) of requesting a processing not relating to
additional information to the IC card 1 (step S161).
The IC card 1 which has received the processing command
performs the processing requested by the processing
command (step $162). When normally performing the
processing for the processing command, the IC card 1
transmits the processing result (random number, here),
in which the status word indicating the normal ending
is set, to the IC card processing apparatus 2 (step
S163).

It is assumed that the IC card processing

apparatus 2 attempts to read the additional information

generated in step S136 (that is, the additional



10

15

20

25

- 53 information notified in step S137). Then, the IC
card processing apparatus 2 transmts a speci al

command of designating the additional information

having the creation order of "2" and requesting to

read the 5 additional information to the IC card 1

(step S171). Here, it is assuned that the IC card
processi ng apparatus 2 recognizes the creation order

of the additional information to be read. \Wen not
recogni zing the creation order of the additional 10

i nf oimdbiroationbeokeadedt he sCepafd3pr oce$¥keng the IC card
apparatus 2 may designate the additional information

to beoreadiby eheaprocesdi hgagenhandai aperhati opmmand of
(infornation.indicatinaﬂgart of the witing connand%

st or 885itANas38Ei APPoAJRILERORRAE ABEPFTORAPN AP BERAL FoR.

15 The special command of requesting to read

addi €r6Raf°MnPsFRAL Pén ¢anBesf§Adtatto9r 8adr /B bRy

speci_fi.c. additional in%orna 1.0 bu%ﬁalso ltiple -4
L eng 5f Rt RBRar P hESImeel DAc 6F CaACaesi GhabeSEAL

o gl o 40 SO0 oL 7R a0 0T

speci a requesting ona

| nforpRLi-gn,cap desbgnatest phdeleLecthe £eadr or the

additional information by paraneter setting. In the

exampbeishewa1i AnkbGnatlont B8 speckak.connBAdnet
designating the additional information having the 25

CreatrieeBgafidehgothe2triestassuBedetocieshgnatieit@onal

delete the read additional information. The CPU 11 of

t he LEfoamdtlipnwhbchehasardecehwedC card processing
apparatus 2 may designate the additional information to
be read by the processing command information
(information indicating part of the writing command)
stored in association with the additional information.

The special command of requesting to read
additional information can designate to read not only
specific additional information but also multiple items
of additional information, or can designate to read all
of the additional information.

The special command of requesting to read
additional information can designate to delete the read
additional information by parameter setting. In the
example shown in FIG. 11, the special command of
designating the additional information having the
creation order of “2” is assumed to designate to delete

the read additional information.

The CPU 11 of the IC card 1, which has received
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- 54 the soecial command of designating to read the
additional information having the creation order of

"2", reads the designated additional information

having the creation order of "2" fromthe additiona

5 information table 13a (step S172-1). \Wen reading

the designated additional information having the

creation order of "2", the CPU41 cTreates response

data in which the read additional information having

the creation order of "2" is set (step S172-2). Wen
settkthg thecl@.addinmandabfi aeelgmt i bmg hawi ngad hehe
creation order of "2" in the response data, the CPU

11 deréfiesonpé andprinehabn havorgmtPonchedthentpeder of
creation order of "2" fromthe additional infornmation
tabl e213areafieptag79esiongpen 3e¢iFhonthelnbartebhap having
inforpmati on _designated 15 by the special command in

the FBEpbReataanatiore ehudy Thencpes| eehrieas

transm.ts the re se. dat 0t car f 0Cess]

appar At Ema (8hep alss) Y mhat PRoporte’ ! tat A" Sar LERELAY che
ther 8ba;bAe LAl 0BARLEORAL NdheaLEDg: bhahalhgy ChEALEON:1on

or der e processi ng comand mation i1s

a writ-yag cenwand (partpgl (datacl 8e§ 008508 098 80D, which
10h I'l'h 12h)), and additional information indicates

t hat thBerehannghitChnal" i6apRQLt Woht BaSiAGethéhereation
channel "Ch. 0" is accessing file Al to be witten."

25 Asrdescobirbed”abeveeti NnstbBp SeTpAR) pr owrssi Bgtting the
exanple, the IC card can store therein multiple itens
of adddtitéonakli nhépmattdonn Thusngi hhéhersetood order of “27
in the response data, the CPU 11 deletes the additional
information having the creation order of “2” from the
additional information table 13a (step S172-3).
When setting the additional information designated
by the special command in the response data, the CPU 11
of the IC card 1 transmits the response data to the IC
card processing apparatus 2 (step S173). The response
data sets therein the information indicating that the
creation order is “2”, the processing command
information is a writing command (partial data is (00h
DOh 00h 00h 10h 11h 12h)), and additional information
indicates that the channel “Ch. 1” cannot write since
the channel “Ch. 0” is accessing file Al to be
written.”
As described above, in the second processing

example, the IC card can store therein multiple items

of additional information. Thus, in the second
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presence of additional information fromthe IC card,
the IC card processing apparatus can continuously
execute a conmmand not relating to the additiona
informati on. Even after 5 executing the conmand not
relating to the additional information, the IC card
processi ng apparatus can acqui’Pe additiona

i nformati on generated in the past comuand processi ng
fromthe IC card 1 at any timng. Consequently, the
| C Calfec Py DEES sTHRdFparsatass W 1o tdduse tdfe 1N eaagence
to performefficient processings based on the

addi ¥ oML kA het fotrmadetodt 1 o™ i WorkatGao), the IC card
verb T THE | S GOMAATH S O B RoutE & command
PO e BT b eyt (ot DRTo, hH de i 2rter
pr OC&?ééQ@ir?%a@H?é gcor&#a%d %ﬁfﬁleakjgﬁﬂtgﬁ M d & ddi& ional

predefi ned conmand system _ processing
exanp) £, -yefb AN BLd Ofc QCLUN So b dl-ds s N can
executing a conmand given fromthe hig or der

appagegusre thedl G e d ih et ®s pditdanalin the past
information indicating detailed information on error's
cont emtirsan@nslr S¢©f €6nd her gensiat B @deh t1 onalany timing.
information in the additional infornation table 13a.

The C&heandedtly ansim t 8C tdrer ddof ol ng rHmrared tuon &5
stored in the additional information table 13a in
respongect oha fequesd o amethermight ordert appaeefisIgA

configuration of an additional information table
based on the additional information (detailed

information) generated in the command processing in the
IC card even in the existing command system.

A third processing example of the command
processing in the IC card 1 will be described below.

Also in the third processing example, the IC card
1 conforms to the predefined command system. In the
third processing example, when an error occurs in a
processing of executing a command given from the high-
order apparatus, the IC card 1 generates additional
information indicating detailed information on error’s
contents, and stores the generated additional
information in the additional information table 13a.
The IC card 1 transmits the additional information
stored in the additional information table 13a in
response to a request from the high-order apparatus.

A configuration of an additional information table
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56 13a' according to the third processing exanple
wll be described below. FIG 12 is a diagram show ng
a configuration exanple of the additional information
table 13a'. 5 The additional information table 13a

can store therein multiple itens of additiona
information (detailed information). The nunber of
itenms (maxi num nunber of |ren§¥5of'add|t|ona
information storable in the additional informtion
table 13a' may be preset. 10 For exanple, the maxi num
nunbépadf accending hddihéonalrdimforaasion stanabt evihi be
the additional information table 13a' is set during
the PPBEESSPAGPBECYssuing the IC card 1. Wenever

additional_information is generated due 15 to an
error in fh @ cormafdapfoes %Wn@hOVﬁ@gaadF?PBh%Pratlo“
i nf or mat i n rein_additi

o orRRPOR bEokhranaatbs SRSl LARPErTnRal, A8l ae
and proce%ﬁ'ngg&?@ﬂ%ﬂgéepgﬁpgggt98PGI g1additiopal L.ore

i nformati on i ndicatées con of "an event

20 OEﬁQgéhHgmH@Eg?léh?t%ﬁ§“§9da@&9555§éﬂglh§o L00on

execut e The a t1ona ormation 1S assuned to be

i nf or et hoNewhi gRocRRROENPe NoLifiedoby bheitfesponssximum
data for the executed command processi ng. For exanpl e,

whennanbekr 6F 0€ewEs bR bheicosnandipreerssiog, stheable in
25 card 1 generates information indicating detail ed
errocthe eddtehnbtsadsiaddrhbonah tabbenmbBabnmafobpe preset.
exanple, in the exanple showmn in FIG 12,
For example, the maximum number of items of additional
information storable in the additional information
table 13a’ is set during the processing of issuing the
IC card 1.

Whenever additional information is generated due
to an error in the command processing, the additional
information table 13a’ stores therein additional
information associated with creation order, priority
and processing command information. The additional
information indicates detailed contents of an event
occurring while the command processing is being
executed. The additional infopmation is assumed to be
information which cannot be notified by the response
data for the executed command processing. For example,
when an error occurs in the command processing, the IC
card 1 generates information indicating detailed

error’s contents as additional information.

For example, in the example shown in FIG. 12,
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the witing command, the fact that a witing error
occurs since the logical channel "Ch. 0" is accessing
afile to be witten. The information indicating the
error's 5 contents cannot be notified by the response

for the witing command in the existing command

system Thus, the IC card 1~ génkerates the additiona
information indicating error's contents. The

additional information cannot be notified only by the

st at isewer tls 18tbnetiheasesponsedintdorcat | ngfetmation for the
processing result of the comuand processing, and is

not wrhtte@ comrhed, | pher hact obhah & herdetag| @gror occurs
error's contents. For exanple, even when successfull¥
per f 8EAFAQTPRel eBhmRRdChpRBEESSF Y, Othé3|@?%%$%lq9n%y ile
generate information_15 indicating an event, K occ

rrin
whi | 8°t A8 EBhRRAD- pFB%eé%?ﬂ@m?El%%l @déQ%Eb?%dt S ¢ ﬁ%or S
additional . infor on, reati on order is

Th% h ﬁs for the
|nfoFﬁﬁFF853|ﬁaP88 |ﬁ§ PRE: 6?ae?yoF CreatPRg°Cor Yer
of St?ﬁkgggd ?Hﬁghﬁnﬁh ﬁge'g%géﬁ?é OQOmMQSQ E¥£1$@le Thus,

tems I Ona or ma e store

add'EhQnﬁt EQEBr@ang@raE@Q|@h%sgddlgagﬂaadghEbPHQ{1on

information Is giv creation order fromthe

| at eshqi£QF 1 84aBPLB’ kNcbAt8nt§asernthgqgi eabhon order
of each additional information 25 is updated whenever

addi theBahatnbar Bahhen bs sbefedetnont hebaddhti spatus word

information table 13a'. The processi ng conmand

i nf odmathenrengbaatesndicating the processing result of the
command processing, and is not limited to the
information on the detailed error’s contents. For
example, even when successfully performing the command
processing, the IC card 1 may generate information
indicating an event occurring while the command
processing 1s being executed as the additional
information.

The creation order is information indicating the
order of creating (order of storing) additional
information. When multiple items of additional
information are stored in the additional information
table 13a’, each additional information is given a
creation order from the latest, for example. In this
case, the creation order of each additional information
is updated whenever additional information is stored in
the additional information table 13a’

The processing command information indicates
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additional information is generated. The processing
command information indicates the processing comand
itself by which additional information relating to an
execution 5 result is generated. For exanple, part of
the actually-received command is stored as the
processing command informatton?81nthe exanpl e shown

in FIG 12, partial data of WRI TE COVWAND (00h DCh

O0Oh 0O0Oh 10h Il h 12h) is stored as the processing
conmmardt tiepftesr wat BonrotOsThog, cohmand bar dhpebcagdihgonal
apparatus 2 as high-order apparatus can designate
speciififeragdirronal IPRLERFEEI-onThByPrRESpFbBESSPRGand
command i nformation in the special comuand of
requé§fOﬁ@aﬁéopeéadéeaF??oﬁgﬁ PﬁPS?ﬁEﬁP@nC08@§BP|béaelf by
| at er The priorit ornat Lon i.ndi cat i

degr 85 dﬁﬁ%ﬁ?&ﬁ&e¥8Foéﬂa CPBn&P IPREBANLE] BR. SFREUEION
pri‘oriy,of L addiignal, 'nkggnégaggégltgs&%fgknﬁﬁe

depen ing ont content s ona

| nf or.mRL Pg—¥%@e§gghth8ﬁﬁ nd'nEOEQQBESna@hkﬁgcb§ocgssing

i mportant the operation of *th ent

processiig Sy stremhak 1 bk . cand ihgeklahg10kueRna:hi ghLG 12,
priority (such as "5" of five-level priority or "

of thy=ee-ilavelatpr ber Wk re EbﬂMAﬂ@dlbOﬁn@bhlOerUBhIQUh 11h
whi ch has high inportance or energency and is to be

sur eliphnotiisf isedrea tbetheghr2toeeksday appasatiusnfbCmation.
card processing apparatus) has a higher priority. For
exanfilheis ,t hbeaddi thodabrocekerimgt ropalmavurg2aaki ghgh-order
priority may assume
apparatus can designate specific additional information
by the processing command information in the special
command of requesting to read additional information
described later.

The priority is information indicating a degree of
importance of additional information. The priority of
additional information is determined depending on the
contents of the additional information. The additional
information which is important for the operation of the
entire IC card processing system or IC card itself is
given a high priority (such as “5” of five-level
priority or “3” of three-level priority). The
additional information which has high importance or
emergency and 1is to be surely notified to the high-
order apparatus (IC card processing apparatus) has a

higher pricrity. For example, the additional

information having a high priority may assume
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the entire systemor the IC card cannot normally
function. Specifically, additional infornmation
indicating a hardware failure that the I1C card 1

cannot normally 5 operate causes a higher priority.

Addi tional information indicating inportant

information on security such as’ildegal attack for
stopping the operation of the IC card al so causes a

hi gher priority. To the contrary, a lower priority
(suchdastiphadfinforhidvech evefliprtongty Hrilure gfhat the
three-level priority) is given to additiona

i nf of AL FONSYREREaPT ngha Y nFaRY Cprobl ebr e £hy doesction.
not influence the operation of the entire |C card

pr oceB8FhglsystBm %ﬁid}@%@a ipserrahhen Hadierting @

i mpac n the er command process

exanﬁﬁégwar?o&éﬂw?o?m R gi‘geﬁafggfh(éa“%%ﬁi??]Bﬁ%]rly

|nfornat| n which has alittle ct h ater
CopREL PR M, E0 N SahLE LLELLIREGT ladleLohat P

h'gh $E9§ﬁﬁé98§rgBH§c££%h?aiﬂ?859£§§sagﬁor Qpﬁéﬁt&ﬁ)

SpeC| I ca dditiona mati on indicating a

Wﬁ'téQ8u§EF9fsgeﬁ Lo tempgLarhly upstabl eropoves the
supply voltage may be given a lower priority since

the gpeektisnt erbenel il Batedabyostabbes peWweighstpptyority.
voltage. A mddle priority (such as "2" to "4" of five

25 |l evel poi ahet yoarra2y,oh tbhwee- bevekipyi osluity)abs™1” of
given to additional infornation whi ch is not
probitématieven preéomstpforhtlépefathomcoievbe pntorety) is
| C card processing
given to additional information indicating a minimal
problem which does not influence the operation of the
entire IC card processing system or IC card itself and
has a little impact on the later command processings.
For example, a lower priority is given to the
additional information which has a little impact on the
later command processings even when being ignored by
- the high-order apparatus (IC card processing
.apparatus). Specifically, additional information
indicating a writing error due to temporarily unstable
power supply voltage may be given a lower priority
since the error is to be eliminated by stable power
supply voltage.
A middle priority (such as “2” tc “4” of five-
level priority or “2” of three-level priority) is given

to additional information which is not problematic in

terms of the operation of the entire IC card processing
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| ater command processings. For exanple, additiona
information indicating that an error occurs due to no
authority to access a relevant file may have a mddle

5 priority. Additional information indicating that an
error occurs due to the absence of a to-be-accessed

file designated by the comund Gy have a niddle
priority. The priority of additional information may

be 10 changed dependi ng on an occurrence frequency or

t he svighdRrodfth¢nmes ofrdohtsabbusubctuf tencess Fore later
exanpl e, when additional information having the sane

cont EAFEANAARE AFPBAHYIPr eSENE ¢ FATIES adiidl branal
|nforg£t|on table, the priority may be set higher bg
incre ﬂf@ﬁglﬁ% %%%lﬁ?Fa??tQh%? %%m?%ﬁ%?t?%wkﬁs due to no
i nfor er of ti

cone PRERAE LY Ee s afnels o NP THTRET PLi S Ul Pbn g quigale
or e 1 8: pyi o7y of o adiiional {ALOCIELLONIRY o,

be sg orit additiona

may Q?ré?t ?&Qﬁgrdg§p§8dtﬂ Qs QCLh§f0§Cﬁ5F§QC§C$Fssed

frequency o d|t|on ormation having t

Sa”EfEOQtQ@E§gh9té8eb§C}E@rQ®mm§h§ h&y CRE P 1o hasd@le
function of determ ning contents of a command

procpgssbhAgtdepending on the priority of the

additional information held in the 25 additiona

i nformat i Ohet pblieri8a’ of Feddéexaophe, inhenmahobdi ngy be

additional information having a high priority, the IC

car dchanagdnoepeydihat ont an sohohdiregee hérequency or the
number of times of continuous occurrence. For example,
when additional information having the same contents
has already present in the additional information
table, the priority may be set higher by incrementing
the priocrity of new additional information by 1. When
the number of times of continuous occurrence is a
predetermined threshold or more, the priority of the
additional information may be set higher. The priority
of additional information may be set higher depending
on the occurrence frequency of the additional
information having the same contents in the IC card.

The IC card 1 has a function of determining

contents of a command processing depending on the
priority of the additional information held in the
additional information table 13a’. For example, when
holding additional information having a high priority,

the IC card 1 may notify that it is holding the
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instead of performng a processing for the received
command. Wth the operation form when hol di ng
additional information having a high priority, the IC
card 1 keeps 5 notifying that it is holding the
additional information having a high priority until

the additional information +s 6¢kadc Wth the

processing, the IC card 1 can accurately notify the

hi gh- order apparatus of the additional information

havi agdathioghlpindpirthyrid@ Waennbobkdhihghaddibirdngal instead
information having a low priority, the IC card 1 may

del ebé ke faddingonabrorateingt Lon hawi ngcaivew command.
priority if it is not requested to read the
addiWHé%aKhﬁnpéﬁﬁﬁtﬂéﬁ Bprihevhanghobfides apgaFapns!

Wth the processing, the IC card 15 1 has a | ess
possitBitirfy tiRAt heRénddai PireraPriPAL bY matNenitappedi § keeps

occupi ed by th di.ti i.nt ti havi ng.a.| .
ot 1 oI IR e SEni-Fd Lfy 6ebEeNAg BkanpreE PHgL tnEomation
et o AVAEY 20 TralnFy GERERGIRY dn FRe Aacodarey Jniornaion
(!npqgt3@%%,0rWi%gegggnF%gcgg QEPDQtHQFEE'%tholtBQn

hi gh-order apparatus ( card processi ng apparatus).

The Rty ohoaddit ipnak iRt el gppARYthe of the
i nformati on capable of classifying the additiona

i nf oraRtiit@Bnkar ieFehnbypen Aavkay examghepribeitype of

additional information may be determ ned instead of

t he pri orivthen a&rd dinfcoramatiitdmnalndinCatrinag ithe hiaypegok low

addi tional information may be
priority, the IC card 1 may delete the additional
information having a low priority if it is not
requested to read the additional information by the
high-order apparatus. With the processing, the IC card
1 has a less possibility that the additional
information table is occupied by the additional
information having a low priority.

In the third processing example, the pricrity of
additional information is assumed to be determined
mainly depending on the necessity (importance or
emergency) of being notified to the high-order
apparatus (IC card processing apparatus). The priority
of additional information may be information capable of
classifying the additional information for each type.
For example, the type of additional information may be

determined instead of the priority, and information

indicating the type of additional information may be
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instead of the priority. Even in this case, the IC

card 1 can performa processing corresponding to the
type of additional information. 5 A flow of the third
processi ng exanpl e of the conmmand processing in the
ICcard 1 will be described below. FIG 13 is a

flowhart for describing the-fl@v of the third

processi ng exanple for a command in the IC 10 card 1.

The powered-on IC card 1 can receive a command from

t he (€ocaddiprocessddgt appat ai nso 2ndyi decable 13a’ instead
communi cating unit 14 in the standby state (step

S2019f tWhepribeitpnmunveat ingtlunstcdder eted vES @ard 1 can
command from 15 the I C card processing apparatus 2 in
thuspsrépén(st@pocgaaang\@§gre@h@n@;mﬂ1@00¢n¢h@ywﬁzOf

card 1 determ nes whether the received conmmand is a
comafigl6forequestPRYATald: ti onal information (step

S202). Th nman sting to.read additiona
infoZnatl gQW O%OtBFeBEg% e8&8 88?épgc%ﬁﬁgﬂé I%gthe

exa t he _special comma requ in r :

oot PERaR ey RES Rae 1B My - SRpl Gy 4t GoT REShORE e Ser ibed
? ((GET RESPONSE Command of CASE2 defined in | SO

as iR the exanpl e shown in FIG 14 or 15 described 25

later. Therspeqhal campandcran desionate addh oAal flow of

information to be read or processing contents’of

(whether th9 -depebersthegr eadmaddi Ebenal chnhonaat hophbyic
card 1.

The powered-on IC card 1 can receive a command
from the IC card processing appraratus 2 by the
communicating unit 14 in the standby state (step S5S201).
When the communicating unit 14 receives a command from
the IC card processing apparatus 2 in this state (step
$201, YES), the CPU 11 of the IC card 1 determines
whether the received command is a command of requesting
additional information (step $S202). The command of
requesting to read additional information is a
predefined special command.

For example, the special command of requesting to
read additional information may employ a GET RESPONSE
command (GET RESPONSE Command of CASE2 defined in ISO)
as in the example shown in FIG. 14 or 15 described
later. The special command can designate additional
information to be read or processing contents of

(whether to delete) the read additional information by
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determ nation, that the received conmand is not the
speci al conmand of requesting to read additional.
information (which will 5 be sinply referred to as
speci al conmand bel ow) (step S202, NO, the CPU 11
determ nes whether additional information is stored

in the additional informati on 43able 13a' (step S203).
When determ ning that additional information is stored

in the additional 10 information table 13a' (step

S2033 ¥ESBpmethe.CPU 11 determ nes whet her additiona
information having a higher priority than a first

t hr eshol d¥ignpeesenninangs heaaddi ehohrhf #afermraesbpon, that
table 13a' (step S204). The first threshold is for
deteFﬁ?nrﬁaelﬁaéeaommaﬁﬁelasngF|bh¢t§pe9h@%h@@mmand of
additional informatio e u notified

the FrgHoGF P aﬁpa?aigu@gdfhlamér (Ag?élgat?ﬂ“th‘é”%%hr‘?ﬂlll
procEgS|n IC card 1 determn

t.h
addi |onaﬁpﬁxforna F%% g?oa%esge?éfy no?m?led ¥T0¥£ step
| C capg,praeessing §9P399358§§§m§%§§ QBQP ?&dlt%onal

apparatu$ 1s’ bei'ng tlona of Ma
tabl@n%é@matﬁenogge§t$@égsln EH@ g%ﬁh@}OQQIe[Hfgﬁﬁatlon

whet her the additi onal information held 1 n the

addi tkpnal 18af ongatpopzbabl e wAdR' dbsetRiRENGUERAY
notified to the IC card processing 25 apparatus 2

baseddantwbethetntbemptioni ty ksotbe fhrshe &tbaeshohsl

or nore. For exanple, when the first threshold is set

to "Shfbomathenftubleeldh’ p(soept $208, YES), the CPU 11
determines whether additional information having a
higher priority than a first threshold is present in
the additional information table 13a’ (step S204). The
first threshold is for determining, based on the
priority, whether additional information 1s to be
surely notified to the high-order apparatus.

In other words, in the third processing example,
the IC card 1 determines whether additional information
to be surely notified to the IC card processing
apparatus 2 as high-order apparatus is being held in
the additional information table 13a’. 1In other words,
the CPU 11 determines whether the additional
information held in the additional information table
13a’ is to be surely notified to the IC card processing
apparatus 2 based on whether the priority is the first

threshold or more. For example, when the first

threshold is set to “5” for the five-level priority of
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additional information having the priority of "5" is
the additional information having a high priority.
When determ ning that additional information 5 having
a higher priority than the first threshold is present
(step S204, YES), the CPU 11 creates response data in
whi ch the status word indicatinmngthe presence of
additional information is set (step S213) and
transmts the created response data to the I1C card 10
processi ng apparahasClU( 3tepeRAdinenstiead ofie additional
perform ng a processing for the recei ved command.
Thusindsringhgoashehenaddhei pnapriny orfat pbnihavieg a
hi gher priority than the first threshold is present in
the additional infermatien haviegizdahighherierthrd 1
15 repeats only the response indicating the presence
of addltWBﬁéld?ﬁ?éﬁﬁﬁﬂpéntpﬁ§téﬁaléﬁobé#féPﬁPﬁ@aélon

°°mag&p§{gcszahﬁﬁdé%gﬁéeaugawswg droLherAbenna .
P ST R B ronaehR Uo0% SERREL ERYPTEDITH cSafilfia 't ponse

addi 4 Qﬂaﬁa'QR9$ﬁ2 gestQ@MEnQo?dh£981g5t958tMhérﬁ sence

the I'c car termning that t itiona

Infoe%agae@ 1Bﬁ¥hn9n§thQQ§5anbOEéEy thep §B§3§'£§&
threshold is not present (step S NO) ,

det erFbAEHi 28 wh@tbeéaaaal&b@Fahsénﬁgtaatboeneaycn@aad
priority of a second threshold or less is present in

t he pddctsenal abphenmati an (cabpesi3a) (abepad265).

The second
performing a processing for the received command.
Thus, as long as the additional information having a
higher priority than the first threshold is present in
the additional information table 13a’, the IC card 1
repeats only the response indicating the presence of
additional information instead of performing a command
processing for a normal command other than the special
command. Consequently, the IC card processing
apparatus 2 cannot cause the IC card 1 to perform other
proéessings until it reads the additional information
having a high priority from the IC card 1.

When determining that the additional information
having a higher priority than the first threshold 1is
not present (step S204, NO), the CPU 11 determines
whether additional information having a priority of a

second threshold or less is present in the additional

information table 13a’ (step S205). The second
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priority, whether the additional information may not

be notified to the high-order apparatus. In other
words, in the third processing exanple, 5 the IC card
1 determ nes whether the additional information held
in the additional information table 13a' nmay not be
notified to the high-order appag@atus. |n the present
enbodi nent, the additional information having the
second threshold or less is deleted in later 10 step
S206thThsbolrdans fhat déherpiontessibgseéd sheph&20biority,
det erm nes whet her the additional information held in

t he addibeonahei afidinaonah tabbend8aon mayy beotebetrdtified
In other words, when receiving a conmand ot her than

t he tQpeb?ahl@bnﬁﬁﬁgr gReaCPHu31 det er mi nes whet her

the 15 addltlonal i nformati on generated by the
i medi at ey O§P€€|88§d§onﬁﬁn8h6r68é§§|Héocﬁﬁﬁéﬁqh%§ample'

D coBe e Edna 1 et 8o Thes  RTRAPE, b R nianat e,
anen el Lh0g bhen sgoond LD eshol dobor 1 ofaLhen canae

five-fevel™ prlor of "2

deteﬁghneﬁ hﬂbtthgagg £E£883ko % EOKH?B'QP Q?Vnga£Q€us.

prlorltyo |t|onal ormati on aV|n

| ow pri opkt ¥re\BgR dRLSATMBLRY Ehéta88§+§9951'QHEBrmatlon
information having a priority of the second threshold

or lessihg tRS peesent thskeRoBd06r YESY, ithgeCRtedlin later
del etes the additional information having a priority

of tbeepecand. thneshnkdner thassththeraddstingalin step S205

i nformati on generated
determines whether the additional information held in
the additional information table 13a’ may be deleted.
In other words, when receiving a command other than the
special command, the CPU 11 determines whether the
additional information generated by the immediately-
previous command processing, which has not been
requested to read from the IC card processing apparatus
2, may be deleted. For example, when setting the
second threshold to “1” for the five-level priority of
“17” to “5”, the CPU 11 determines that the additional
information having the priority of “1” is additional
information having a low priority.

When determining that the additional information

having a priority of the second threshold or less 1is
present (step S$S205, YES), the CPU 11 deletes the

additional information having a priority of the second

threshold or less (the additional information generated
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from the additional information table 13a' (step

S206). When determining the priority of additiona

i nformati on based on an occurrence frequency or the

nunber of tinmes 5 of continuous occurrence, the

contents of the additional information to be del eted
fromthe additional informati odotable 13a' nmay be

stored in the storage area other than the additiona
information table 13a'. The additional information

may be kceeoddeddiBtehythbeeaddiusi onahandf proet senngabf eom
13a' in association wth the fact that it has been

del etbd RAdt&adnef befpgmatoapl etely deket édtemheano)
determning that the additional information having a
pruoWhﬁy getenmiséaenahehpesholdyopf| eddiftsonab papformation
present (step S205, NO) or when deleting the
add|PP8ﬁ§IOPnPBrHﬁFPBﬁeﬁﬁ9|ﬁﬁeﬁuﬁPFﬁrPFth? ?H@b%EC%ﬁdtlmes
t hreshol d

g 206) , Eh CPU 1 e%f [ s
cormBnd HPEiBeE g SEabF ARG { P EREoCOREBAL St ofPEhe
recelyed, iggggnqeﬁgngtgggg%o Lo Loe.eommand, 20,

processi ng, rmnes € processi ng

ContQHHStqgﬁbgnﬁh?grh¥t§oﬁoggﬁng megdeﬁagngetgeér?d hn the

perforns a processing accor g to the contents o

receiyedsgamiead. YWhep exgeuthBYsbhe-¢RRRNGN formation
processing, the CPU 11 25 determ nes whether there

has eeeuer edaan evest afiguehoas1l enFerhat@ohemAgt béi edcorded

as additional information (detailed information) to

the L€ taedapdacessehginformation table 13a’ in association
with the fact that it has been deleted instead of being
completely deleted.

When determining that the additional information
having a priority of the second threshold or less is
not present (step S205, NO) or when deleting the
additional information having a priority of the second
threshold or less (step S206), the CPU 11 performs a
command processing according to the contents of the
received command (step S$207). In the command
processing, the CPU 11 determines the processing
contents designated by a command header and thus
performs a processing according to the contents of the
received command.

When executing the command processing, the CPU 11
determines whether there has occurred an event (such as

error) to be notified as additional information

(detailed information) to the IC card processing
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67 apparatus 2 while the command processing i s being
executed (step S208). Wien there has not occurred an
event to be notified as additional information to the
| C card processing apparatus 2 during the conmand 5
processing (step S208, NO, the CPU 11 generates
response data in which information (code information)
i ndicating the processing resulé7is-set in the status
word (SW (step S215), and transmts the generated
response data to the I C card processing apparatus 2 10
(st eppbatdrusFar waxaspkae whenanor parbtyssonpl esivgitde
processing for the witing command, the CPU 11
geneeatestthe (seéspoAgésdat awhanwhhehet hesi ndoroationed an
(code information) indicating the success of the
procesgshigtpsbsenotahdetr apsafidstioned théorgataed 16 the
processi ng apparatus 2. After transmtting the
respéﬁséarﬁhérpeeééﬁdglap§aéﬁFéﬁea fibrisgerbe aomexpd
command. Wen tg re ha§ gccurred n eveni (such as

£i 4 ¢

err oPy °CE35b8%noti-FPed aﬂa?tiB g “FHf ot nBEP o3t %S

the IC d . t

conmiRSSRTaEe 8t g L1t HALCr's LRRRERE adaft { Bdr thEsrmation)
f

i n oﬁ:%‘ilcglt!lpx Stggggrggggrﬁhsl ansﬁgplgggaeYﬁs‘lh%t DEatus

generatres a |t|ona ormat i on

'nfOQHEH'Q@% 'Q@k%@t%Eg5§etthed5g89H5€Qt§h8f H@rated

executi on resul e command prOCGSSlng step
S209) e shba saddiztizoral hef eEnMBLi-ANpr6a8BR8E nh€apparatus 2

transmtted by the response to the command as the

execuykiep sesult. ofrotrhexenpmandwpeacassnAgl yFebmpleting the
processing for the writing command, the CPU 11
generates the response data in which the information
(code information) indicating the success of the
processing is set, and transmits it to the IC card
processing apparatus 2. After transmitting the
response, the IC card 1 is allowed to receive a next
command.

When there has occurred an event (such as error)
to be notified as additional information to the IC card
processing apparatus 2 during the command processing,
that is, when additional information has been generated
(step 5208, YES), the CPU 11 generates additional
information (detailed information) indicating detailed
contents of the execution result of the command
processing (step $209). The additional information

cannot be transmitted by the response to the command as

the execution result of the command processing. For
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68 exanple, when an error occurs in the witing
command processing, the CPU 11 generates detail ed
information indicating cause of error or specific
error's contents (processing step where the error
occurred) as 5 additional information. For the error
in the witing conmmand processing, the cause of error
may be nenory error (hardware 4@&ilure), illegal
attack (processing by unauthorized access procedure),
no authority to access or |owered operationa
vol t agempThe whéEor aat eonotOondrsatinnghspecifinog command
error's contents may be information indicating a
menobyoaddeess, whbeeCPHelwr pehagaeesodetatctadr edfohanion
generating the additional information, the CPU 11
new yNEL6RESNPhEaYERePAt BHTAHdPYi BRAF1I5C| AFbPARS| eAntents
in the additional information table 13a" (step S210).
The CPOCEESPerPoPhEPa“prEEesEPNgT 6P AEERFAPAI ngSa
priority of the.generated additiopal _information . .
(st epoed1pnitr DR E0nc “Fhe BRRi £Fona I EAS writing
i nfor [ ' r m. ned, dependi ng.on_20_ i nporiance
o enoryalt b B RS Eranar Corr O vaE oA, MEgnRCT Gemory
exampl.-e LS i.pe in the_ .n SS| : ~
4 R
as hi,ghuender zapparatus. ;YBerqdete! MhBi Bdchbhecy to access
priority of the additional information, the CPU 11 25
stores theegegabperaelidarl tBetREEOri tiecandfbhRation
command information in association with the
addi thonaktinpgf epratifan enrbhesaddhteanal mepf bemahfoAmation
table 13a' as

indicating a memory address where the writing error

occurred.

When generating the additional information, the
CPU 11 newly stores the generated additional
information in the additional information table 13a’
(step $210). The CPU 11 performs a processing of
determining a priority of the generated additional
information (step S211). The priority of the
additional information is determined depending on
importance or emergency of the additional information,
and for example is determined depending on the
necessity of being notified to the IC card processing
apparatus 2 as high-order apparatus. When determining
the priority of the additional information, the CPU 11
stores the creation order, the priority and the command
information in association with the additional

information in the additional information table 13a’ as



10

15

20

25

69 - shown in FIG 5 (step S212). The additiona
information table 13a' is provided in the RAM 13. The
additional information table 13a' provided in the RAM
13 clears the detailed information 5 as the additiona

i nformati on stored whenever the IC card 1 is reset.

In other words, if the additional information is
desired to be reset whenever-the9I Ccard 1 is reset,
the additional information table 13a' is provided in
the RAM 13. The additional information 10 table 13a

may s@oprowvindédGi-n 5t Hetepn®¥adllati.l e nenory 16. The
additional information table 13a' provided in the

nonvol at i IThem@ssily 1pGakoliad orive taddi ttiebaal 13a’ 1s provided
i nformati on _even when the 1C card 1 is powered off.

The additticoRfa! Hﬁforﬁﬁﬁlé@dﬂébpéa13anIBF@@Fé©6 tAPLRe13a’

15 nonvolati]e nenpry_16 _hol ds t he det ai
N ORISR s SA8i FAENAL cmeafrﬁawsndaﬁeéggc fnfgrmat ion

over vvr it then

d
when the 3§dﬁro%5et' q%%%@ 6ﬁn|§ 8§§|reh qgvﬁe ﬁeFdIc
?Ve”é@Q%P1 t ergge%arlga o%he%s%gr Ehe ?d9hglggghtlonal

i nf ormati on 20 tabl i'S provi ed i

nonvalatd & tTeppr Y é@s1r@&erS%%f&%Qekh%h@ﬁQbEEOEQE IC card
information in association with the priority, the

command d nf@erat i-ae a@HQtHB%aqr§%EbQﬁaQE@%rthlEhQBa is
additional information table 13a', the CPU 1

genempators deesponsaecdana i3 .whiteh aadllmﬁ@haat llﬂlj‘Io(cEn@ﬂQ on

i nformati on) indicating a command processing result

and itmfodrendtliadn maydbeabirog itkeel ipr €esencenob laddilti orabry

information are set in the
16. The additional information table 13a’ provided in
the nonvolatile memory 16 holds the additional
information even when the IC card 1 is powered off.
The additional information table 13a’ provided in the
nonvolatile memory 16 holds the detailed information as
additional information unless it is overwritten or
deleted by a command. In other words, when the
additional information is desired to be held even when
the IC card 1 is reset, the additional information
table 13a’ is provided in the nonvolatile memory 16.

When storing the additional information in

association with the priority, the command information
and the creation order in the additional information
table 13a’, the CPU 11 generates response data in which
information (code information) indicating a command

processing result and information indicating the

presence of additional information are set in the
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70 status word (SW (step S213). Wen generating the
response data in which the information indicating the
presence of additional information is set, the CPU 11
transmts the generated response to the IC card 5
processi ng apparatus 2 (step S214). After transmtting
the response, the ICcard 1 is allowed to receive a

next conmmand. When determ ning that-the command

received in step S202 is the special comrand of
requesting to read 10 additional information (step
S202st¥ESp, wbhed CPW) listperfdins. a Phecessnagabving the
speci fying additional information to be read fromthe
addi reéransenflatAatnorinishorled infehwahddnt ioddfating the
information table 13a'" (step S221). The additi onal i

i nf oPHEEFBASt 6Thadféhdonal 15nderer i Akdl basel, ohhehePU 11
contents (paraneter or reception tinjng% of _the
speciaPEBATENE "6 IFRGHRSEF ngSSPB FRabC alitf t Fonafrd

i nformation. The additional inforpgation t e _l13a’ N
st or BLCERa B P RE & B3 FohC bPHer Zahi-t haL b BobLgT A EEing
co [ r LOR~I soci at Lth th

i 1 5naF PR rmErn C THALY: hdosposy o lobomagaebre 2
requgsti-ngonkh@nkead additional information can

desi gnate specific additional information based on

the creat wpRMOKARE B nihRetREOCeSS BEmRAARBRAceived in step
i nformati on. The special 25 command by which specific

addi sbonal si nher spetenli sonbnddesi geahedt My to read

designate the latest additional information as

addi tddnalkonaf.oimabroaationbésceads2The YES), the CPU 11
performs a processing of specifying additional
information to be read from the additional information
stored in the additional information table 13a’ (step
S221). The additional information to be read is
determined based on the contents (parameter or
reception timing) of the special command of requesting
to read additional information.

The additional information table 13a’ stores
therein the creation order and the processing command
information in association with the additional
information. Thus, the special command of requesting
to read additional information can designate specific
additional information based on the creation order or
the processing command information. The special
command by which specific additional information is not

designated may designate the latest additional

information as additional information to be read. The
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71 special conmand may designate nultiple itens of
additional information or designate all of the

addi tional information. The CPU 11 determ nes that the
special conmand is directed for reading nmultiple itens

5 of additional information or all of the additiona

i nformati on. Wen specifying additional information to

be read, the CPU 11 reads t-he Bpecified additiona
information to be read fromthe additiona

information table 13a' 10 (step S222), and generates
respepseidat aommanhi nhyt Hesigeatde addi tiphal items of
information is set (step S223). Wien generating the
respedgdetdanali in@hiohtibe additcsopaktei alorotiba to

be read is set, the CPU 11 determ nes whether to

del epdddrigavé théorwatiaddi t TemafPUslinfieraamnipns that the
(step S224). Whether to delete the read additional

i nf oPRBFILBA AAYTBBIdESi §hatetcByl Pher pdi AfieT Bt COPLE hetems

D61 n3 aBE T HB SALE GhECRer i B HePBt boo) RGtiCLohal

addi ti gaIaLnfgrnation read by the special conmand, 20
the CPUCIT2d&bEr ni nes whether to delete the read

addi t1 onaly,pf QLIRL 0N BY 240 PALNEL BoOh L8, <o be read,

recei ved speci etermning to delete

the readcadditi opals LREOLPBLI @N-fSLAR: 224a1 YESForhb€ion
CPU 11 deletes the 25 read additional infornation

frombhecadditi @pah LAEOLABLEOBnLAbERFd3RAat(8hePable 13a’

S225). In this case, the CPU 11 updates the creation

or der(sakpt Be2agdi thangknerates response data in which the
read additional information is set (step S223). When
generating the response data in which the additional
information to be read is set, the CPU 11 determines
whether to delete or save the read additional
information (step $S224). Whether to delete the read
additional information may be designated by the
parameter of the special command or may be preset. For
example, when being able to designate whether to delete
the additional information read by the special command,
the CPU 11 determines whether to delete the read
additional information by the parameter of the received
special command.

When determining to delete the read additional

information (step S224, YES), the CPU 11 deletes the
read additional information from the additional

information table 13a’ (step $225). 1In this case, the

CPU 11 updates the creation order of the additional
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72 information remaining in the additiona

information table 13a'. Wen the priority of
additional information is determ ned dependi ng on the
occurrence frequency or the nunber of tinmes of
continuous 5 occurrence, the contents of the

additional information to be deleted fromthe
additional information table- I2a'" -tay be stored in
the storage area other than the additiona

information table 13a'. The additional information
may befoecetded remibeiadditi omal addit hdoxratn dbortatl en
13a'" in association with the fact that it has been

del eted]lei h3ttad Whebethg conptetel gf addetednalhe
processings in steps S224 and S225 nmay be perforned

af t einfhempeadn addi tebaaninadodemeiding sozethe | pceperence
response data or after the response data is 15

t r an§EPEEBECY VABNT Bt RPRGSt hel abdnes ophl CPME bR REET on
to be read designated by the speci al éonnand in

he ..
respB8RSBTASEES the EPUCT1tsefs the 3¢ %E%Oﬂ%}dl“£ogﬁatlon
i ndi cating . th f the, ing in the
- ospousEodaE AT ROwh T oh ERB 20 ABUTET onel 7 HiBF NaR | oAP S
posp | S1E) . nrorr ‘
he Te8poned T8 The Seilial EoRaRa’ (4 The T8 Card™ e

processiNg ARPAL Ak mZt (ShePaS2d4) 3aAS deseribgdional
i I

above, when additional information (detailed

i nf or MeLi-AAR) i WA gRycBaNOL-BeqkAdi catgd Byaiheon2d
status word is present as the execution result of the

processorgae0eRBAdbI ECEBYEdihr eBEbBeabigh- WL gRr the fact
apparatus, the I1C card according to the present
that it has been deleted, instead of being completely
deleted. The processings in steps S224 and S225 may be
performed after the read additional information is set
in the response data or after the response data is
transmitted.

When setting the additional information to be read
designated by the special command in the response data,
the CPU 11 sets the status word indicating the success
of the processing in the response data in which the
additional information to be read is set (step S215),
and transmits it as the response to the special command
to the IC card processing apparatus 2 (step S214).

As described above, when additional information
(detailed information) which cannot be indicated by the
status word is present as the execution result of the

processing command received from the high-order

apparatus, the IC card according to the present
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73 enbodi nent generates additional informtion,
determnes a priority of the generated additiona
information, stores the determned priority in the
additional information table in association with the
additional 5 information, and notifies a response
indicating the presence of the additiona

i nformati on. When receiving —thé& comand while the
additional information is being held in the

additional information table, the IC card perforns a

pr ocesbiragmeorr gspendinag tddihéopeiloinfyroatiOnt heetermines
addi tional information stored in the additiona

i nf oRmREilenitabPé. tFer geranpred aHdnthondlngnformation,
additional information having a higher priority than

a pré4er&Pni-hedIctRFBSABAIPTeVEATY T IReBBevRAgLAlonal
command of requesting a 15 normal processin the IC
cardd 8§mﬁ6908xE699§ %HeaSéGHﬁﬁﬁéoanUlFPaﬁgﬁi?gdétlonal

h f d
ot OEABErOA. ORen REl BERa T Eaar: FORAP P Af of HEFFORTS the
hav'E%g%gk%gegfféb8r5é¥1£qgﬂ Eh mﬁ%ﬁ%g%%ﬁ?‘”ﬁgen rgceiving

thre the card executes, récelving
nor mehPEGRRSALNGHEPAMRAM, a@dEQQHﬁQg i 89ﬁ§§h89 is being
according to the conmand, and del etes addi ti ona

i nf opEati QR Eﬂé'Bgdﬁtheﬂh@rhﬁEbEMatY%EhtgﬂﬁelC%ﬁérgclcard
according to the third processing exanple, additiona

I nf opeattbens(depabkbedsirg tBkeesBbhanhgi Bdi €aki pgidnity of
event occurring during a command processi ng such as

det athedaddfiodipatiliohndénormerion’ stcoatienhsthanabgitional
efficiently notified to the
information table.

For example, when holding additional information
having a higher priority than a predetermined
threshold, even if receiving a command of requesting a
normal processing, the IC card does not execute the
command and transmits a response indicating the
presence of the additional information. When holding
additional information having a lower priority than the
predetermined threshold, the IC card executes, when
receiving a normal processing command, a command
processing according to the command, and deletes the
additional information having a low priority.

With the IC card 1 according to the third
processing example, additional information (detailed
information) indicating an event occurring during a

command processing such as detailed information on

error’s contents can be efficiently notified to the
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74 high-order apparatus according to the priority of
each additional information even in the existing
command system The flow of the third processing
exanpl e through 5 the entire I1C card processing
systemw || be described below by way of exanple.
There will be first described a specific exanple of
reading the |l atest additional i ormation (detailed
informati on) generated as a conmand execution result.
10 FIG 14 is a sequence diagram showi ng a specific
exanpleghobrtibe pppeessisgaoforeanyngothiee|mrestity of each
addi tional information in the third processing
exanpféitipngl infshoasienseyqerence theieatshgna command
processing exanple when an error occurs in a witing
comikates- processing. The cause of error for the

MW|t|ng roceSS|ng e menory error, illega
at t ack, headtRyr PEy T %8 EE&EQSPBPCFEﬁePngBﬁgPé?iBﬁﬁ?ugh

vol t age. [ ex le S assuned t
writhg o SR B ILE L VBaSS PG Rer St OBl EB Berdrnar e

i's deagaeggng§cggygggﬂsaé|Ie to be witten, a

witirng err S cause ue to no authorltyto

access. |ppLhis Gasepe %Q§S£Ca€§59léeaeQeE?E8§:§Bdexample
hol ds the reason for the failed witing (that other

| ogi g2l rehanngl the 266HRYI RE4it henkil entorhe: 26aE388EAI1ed
as additional “information. In 25 this state, the IC

cardihrpehHEASnd HEspOAsSedi AsWAi ebmmbhe skatusiwerdesult.

indicating "failed witing" and "with additiona

i nformati enG.i 44set, aasdgendset HeapramessbRgng a specific
example of the processing of reading the latest
additicnal information in the third processing example.
FIG. 14 shows a sequence indicating a processing
example when an error occurs in a writing command
processing. The cause of error for the writing
processing may be memory error, illegal attack, no
authority to access or lowered operational voltage.

For example, it is assumed that when a writing
command is received, if other logical channel is
already occupying a file to be written, a writing error
is caused due to no authority to access. In this case,
the IC card 1 generates and holds the reason for the
failed writing (that other logical channel is occupying
the file to be accessed) as additional information. In
this state, the IC card 1 returns a response in which

the status word indicating “failed writing” and “with

additional information” is set, and ends the processing
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when receiving the special command of requesting
additional information, the ICcard 1 transmits
additional information indicating the reason for the
failed 5 witing. As shown in FIG 2, it is assuned
that applications AL B and files (EF) A, A2, Bl are
present in the ICcard 1. The 1€ card 1 further
assunmes a state in which the |ogical channel "Ch. 0"
sets file Al 10 to current as the access state by

mul t ifplrethegireakivehanneksngaoageandy theekegitcal, when
channel managing function 42. First, the I1C card
processenyiappahat epe2ias hbghandrdérrapgpasaing additional
transmts a command of requesting to 15 open the

| ogi éalfochannen, (Che 1 apddt b seheemitapphilcatPoal A
tothe ICcard 1 in preparation for witing data_ in
fil e lREORMERILATt RBILC2EAPE EhEsEepSOB28%Y. © %ﬁ Fespdfise
thereto, .the I1C card 1 perforns the conmand processing
of opénimd9the | ogical channel (Ch. 20 1) and

| ecti t f ul
¢ ﬁeefogingéappﬁg%%‘lell%?é 17 2l <6 BaeLRgE SBBE cati on

Si a:% pl1 Lcé% (rj‘tl catr’ ?%Z%ES Lﬁlggsr()gn)seAlln A%I %tﬂ 528 present

e Success of the ¢tonma

processiag e 8Qkqt 9 thenkCreard grocesstngrlassumes a
apparatus 2 (step S232). \Wen receiving the response

i ndi gatikRgihhahithetnpr gegsshngchasnbeencaucoesstukl ¥ile a1
perfornmed for the
to current as the access state by multiple logical
channels managed by the logical channel managing
function 42.

First, the IC card processing apparatus 2 as high-
order apparatus transmits a command of requesting to
open the logical channel (Ch. 1) and to select
application A to the IC card 1 in preparation for
writing data in file Al within the IC card 1 (step
S231). 1In response thereto, the IC card 1 performs the
command processing of opening the logical channel (Ch.
1) and selecting application A. When successfully
opening the logical channel (Ch. 1) and selecting
application A, the IC card 1 transmits a response in
which the status word indicating the success of the
command processing is set to the IC card processing
apparatus 2 (step S232).

When receiving the response indicating that the

processing has been successfully performed for the
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?6 command of requesting to open the |ogical channe

(Ch. 1) and to select application A, the IC card

processing apparatus 2 transmts a command of

requesting to select file Al tothe ICcard 1 (step

S233). In response 5 thereto, the ICcard 1 perforns a

command processing of setting a current file in the

| ogi cal channel (Ch. 1) for-file A . Wen

successfully perform ng the processing of setting the

current file in the logical channel (Ch. 1) for file

Al , themk€dcafdrdqteansnyt scaodénrespohsel cal whnaind he(Ch

status word indicating the success of the conmand

procéssikng ts seteto ¢helicCataed Aprotessd ngeapparatessing

2 (step S234). Wen receiving the response indicating

thatapﬁérapwécéssrﬁ@smagsbéeﬁO@m@@@s@ u¥$?u%%F¥@@n%@ select

for the 15 command of requesting to select file Al

the feleaPd bPoEREsIRgCAPParaf 852 $Fansmi t S"al SFPEIFY
data_in file

[ oRra=Eo(Ehp S8y - i ThePhFT eI Ay Bonfla oot =t ihg of

fi d th h
EEQ sReES "y aﬂ%‘ﬁs%sfﬁ%e"ﬁﬂ eLS aFeRg gl P ten, 1
Wi ti-ng GoRmBAd @Bgtheaégkssﬁﬂlip ?g£98§ﬁ§hagt£9r

the witing conman card 1

firsteeatih Bhes@HEBQ§'EMeteur§§ﬁ§S§lié|@nA%héeio@§cal
current file (step 5236 processing for th

Wit chgneemmaod.i $)sdeh thab nhe thegrcakaehamnetan&hits a

1" wites data in file Al as current file. The IC

cardrispehsef ihewAli castadr seatus word indicating the
success of the command processing is set to the IC card
processing apparatus 2 (step S5234).

When receiving the response indicating that the
processing has been successfully performed for the
command of requesting to select file Al, the IC card
processing apparatus 2 transmits a writing command of
requesting to write data in file Al to the IC card 1
(step $S235). The writing command is configured with a
CASES format. In response thereto, the IC card 1
performs a writing processing for the writing command
(step S236).

In the processing for the writing command, the CPU
11 of the IC card 1 first confirms the authority to
access file Al set as current file (step S5236-1). The
processing for the writing command is such that the

logical channel “Ch. 1” writes data in file Al as

current file. The IC card 1 sets file Al as current
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77 file in the logical channel "Ch. 0." Thus, the CPU

11 of the ICcard | determ nes that the | ogica

channel "Ch. 1" has no authority to wite data in

file Al (step S236-2). Based on the determ nation of

no authority to 5 wite, the CPU 11 of the IC card 1

does not performbut interrupts the data witing
processi ng requested by the - covmand (step S236-3).

When interrupting the conmand processing

corresponding to the received witing command, the CPU

10 14ibé theth€ tagdcdl gemerad bs"@ddid i'dbndlhus, the CPU 11
information (detailed information) indicating a

det abf edhe eBSomrfdrl défecimires uprald Wohmeemical channel
proceSS|ng (step 5236-4). The reason for the

|nter¢®pt d @@ﬁn@%da®¢%@ﬁﬁﬁﬂrﬁp(Wﬁ&%ﬁIQQFa|#ﬁ(ﬁ#ﬁﬂl%ﬁ1 (step
on error's contents) is that the | ogical 15 channe

;P 5%36}% aIr%%ﬂ?da%%es%?n%ef?¥%9?@tloWTﬂﬁeﬁ?n%ytqqﬁﬁty to

Ull

|nfoVﬁh??btp?%d§%§t ﬁ %qgggéo%a % Oes|% Pt & Put
"“?}"‘o‘ge%’%?%%i%ﬁ%&i%i“wri’ftﬂ?ﬁi%r%&%ﬂ%c FUsEe i by che

changg%m @& tebss§ﬁgg?§|ng file A" or that "the

access pr|or|ty of t ogi cal channel (Ch. 1) to file

Al is thewﬁ@ﬁomgtérr @mngeeﬁéa&bmﬁamep@@lgégsm@I
i nformation, the eterm nes the priority of

the g@ﬁeégp@ddzﬁgaﬂ@llth@naécem‘z@ﬁnmi@ﬂn@ st &pnS23H6-Se CPU
Here, the additional information is that "the | ogica
chanhel of" €he 1C candot gwnéeasénceddheidmgl cahformation
channel "Ch. 0"
(detailed information) indicating a detailed reason for
the interrupted command processing (step S236-4). The
reason for the interrupted command processing (detailed
information on error’s contents) is that the logical
channel “Ch. 0” is already accessing file Al.
Therefore, the CPU 11 of the IC card 1 generates
additional information indicating the reason for the
interrupted command processing (such as that “writing
fails in the logical channel “Ch. 1” since the logical
channel “Ch. 0” is accessing file Al” or that ™“the
access priority of the logical channel (Ch. 1) to file
Al is the second”).
When generating the additional information, the
CPU 11 determines the priority of the generated
additional information (step S236-5). Here, the

additional information is that “the logical channel

“Ch. 1” cannot write since the logical channel “Ch. 0”
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78 is accessing file Al." In the exanple shown in
FIG 12, the priority of the additional information is
set to "2." Wen determning the priority of the
generated 5 additional information, the CPU 11 stores
the generated additional information in the
additional information table 13a" in association wth
the priority ("2"), the conmmantBinformation (part of
the witing command (00h DOh 00h 00h 10h Il h 12h))
and the creation order ("1") 10 (step S236-6). Wen
st or tAgacheskangsif iaddhti- 6nalni hher aeeinphei shovhein
additional information table 13a', the CPU 11 of the
| C caFf-118reati8sPaipedptnsé thewAightiRBast ARGSTMaBEEn 15
i ndicating the, code information of "witing error" 15
and ?ﬁaiEgt 'hg "with additional information" is set

step S236-7 v%en creating the.respons whi ch
Stat s voldoFhAREECIig LA FLPnGTaPE oY aﬁdtﬂﬁnsﬁnerated

addi%?89%Hohgfoﬁg%%r%gtlo S%Bé EBS ?TUS% Iﬁgca?%nerated

ard fransmts rea éd résponseto

20 p588§%§bﬂglaﬁﬁ§5§hg§lgn(§EeQhézgaéﬁﬂqgngﬂd?n%@?maﬁlon

processing for the witing conmand en receiving t

feSp@B%@e'ﬂ@b@aﬁhngs%B%¢aEE8§eQ§%hoﬁhédBEEbQBab N2}, the
information, the I1C card processing apparatus” 2

detebﬁmmeﬁdwﬁﬁEthatﬁ©n25paﬁdlbEOBﬂb with @f A8t E8mbSd (00h
necessary inmedi ately. The necessity of additiona

i nf obat 0Oh Ay hehpreseti2ay) BAY baesekestednbyriibe (“17)
operator of the IC card
(step S$236-6).

When storing the latest additional information in
the additional information table 13a’, the CPU 11 of
the IC card 1 creates a response in which the status
word indicating the code information of “writing error”
and indicating “with additional information” is set
(step S236-7). When creating the response in which the
status word indicating “writing error” and “with
additional information” is set, the CPU 11 of the IC
card 1 transmits the created response to the IC card
processing apparatus 2 (step S237) and ends the
processing for the writing command.

When receiving the response indicating the
presence of additional information, the IC card
processing apparatus 2 determines whether the
additional information is necessary immediately. The

necessity of additional information may be preset or

may be selected by the operator of the IC card
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79 processing apparatus 2 as needed. The IC card
processi ng apparatus 2 determ nes a command to be next
supplied to the I1C card 1 based on the determ nation
result of the necessity of additional information. The

5 1C card processing apparatus 2 requests the I1C card

1 toimediately read the |atest additiona

informati on. \Wen determ nifng that-the | atest

addi tional information is necessary, the IC card
processing apparatus 2 transmts the special command
(sucbhraseGEInglBpRESPONSE2 coamaaddefl . CABR2) 16f card
requesting to read additional infornmation designating

t he pPapestsiaddebbenakubsnfofaherohnes &heongagdr go 1be next
(step S238). Wen SQeCIfIC addltlonal information is
not G8BPEAsLelC thRelSpeeral LcbaRafdomayhaefefArRenation

that the_ | atest 15 additi onal |nfornat|on'
addi FEGHAF PAf SPRAPFORSES Beofr 8dd: - TRBSLpeREgFmation. The

i OB NaEReN By CHSSrang: FRBSCREEr BafFBH- brdBPeofCr §#1d 1
O S8 T0LLA Lhe BLoRepRLNg. POUTRRML0LRETEL L O0:mat ion.

tes

addltlonamh'%f@ RRLLQR s 9eRer ahed: o Fhe .l Copatdonal

processi ng apparatus 2 has received the response

Indlq%&b&aakm@np&@s%e%%s@5r9ddhhbomélcbnaob@ahbgaln
requests to read the | atest addi ti onal i nfornation gy

a Speghadhteenandabymwhischhspepktieladdininkanal(sdbh as GET
information is not designated. |If the special conmand

does RAGPONSEI gpatmendaddi CReEAl) bif oemaksohngt he CPEH11

of the ICcard 1
additional information designating the latest
additional information to the IC card 1 (step S5238).
When specific additional information is not designated,
the special command may determine that the latest
additional information is additional information to be
read. The special command may designate the latest
additional information by designating the creation
order of “1” or designating the processing command
information (here, writing command) by which the latest
additional information is generated. The IC card
processing apparatus 2 which has received the response
indicating the presence of additional information
requests to read the latest additional information by a
special command by which specific additional
information is not designated.

If the special command does not designate

additional information, the CPU 11 of the IC card 1



10

15

20

25

80 which has received the special command determ nes

that the special command is of requesting to read the

| atest additional infornmation. Based on this
determination, the CPU 11 of the IC card 1 reads the

| atest additional 5 information (additiona

informati on having the latest creation order) from

the additional information tabl® 13a', and sets it in
response data (step S239). Wen setting the | atest
additional information in the response data, the CPU

11 oWhtlké h@€scaedeivedahbfi spetlat heormspdndetdananes that
the 1 C card processing apparatus 2 (step S240). As
descihBegrabéne, cameanthésspécrapuedhhmddtof read the latest
requesting to_ read additional _informati on dges not ,

desi §A4t&T8paéi frECABAFtPBnal BRAEEr ARt FoRS FRESFEIRAFHCOD!

15 t it the |latest additional inf t] o
stor &4 FRULE 8ddi PFoRGl CPRFORTEEFaN FABI 4855 additional
be- darsesinor o Joaat SHER e AR ater R Eheh "k B Pl T est

“hetE%%a&%oﬂeb%Hér)t?g8ﬁfﬁgegggh%&9§§5%Lgﬁ?%ﬁ@%&883b¥able

t he special command,

deleh@%rqra§hoeg§sthe_&sages?@ﬁgeieaeg (gt @pMBERON.  wWhen
based on the designation by the special command.

Ther g ewitlingbendesetbbedabah @Woaalr 96€88hAEi6XaHRA! €he

when t he agditional information table 13a'" stores 25

t her eiespaddiet idanal, thtocedt ianolavhegIa begh prieahbyits
FIG 15 is a sequence di agram show ng a processi ng

exanphe frespansenmand kteceéheedCf cemit heob€seand apparatus 2

(step S$S240).

As described above, when the special command of
requesting to read additional information does not
designate specific additional information, the IC card
can transmit the latest additional information stored
in the additional information table as a response. The
read latest additional information may be deleted or
saved. For example, when designating whether to delete
the read additional information by the special command,
the CPU 11 of the IC card 1 deletes or stores the read
additional information based on the designation by the
special command.

There will be described below a processing example
when the additional information table 13a’ stores
therein additional information having a high priority.

FIG. 15 is a sequence diagram showing a processing

example for a command received from the IC card
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81 processing apparatus 2 while the additiona

information table 13a'" stores therein additiona

informati on having a high priority. It is assuned

that the additional information 5 table 13a" stores

Therein additional information having a priority of

"5" in five levels. In this state, the 1C card

processi ng apparatus 2 providesila command of

requesting a processing not relating to additiona

information (normal command ot her than the special 10

commendye ¢ SETg Chipbd ENGES conmmhbe of hEASEI Rt igna heinformation

exanple of FIG 15) to the IC card 1 (step S241). The

| C carblle WARChshasesetkivetntaedhnbipahl toheeRrtion naving

confirms whet her additional information having a high

pri ofi fy9PsPpteEehY-in the additional 15 information

table 13a'. The CPU 11 confir t 8t the _additional

i nf or mati 6h REVPARGURS i@HaEnggi?g (prPBRTt yRigfmakign

is stored in_the additional .informtion.ta ' :
EGEQ%ZE?T. $h8res ge(fipligggggﬁea' P%gam%éﬁon having

(step us, the TC car
. d ing t L
a1 BEar 500 S or hat tonT L ior o260 perbofin StaEs the

processiagy peguestedqbypbhescQamand (5t 80s52420hand of
For exanple, the CPU 11 of the I1C card 1 creates

respenggedatagi B pWhLEBst R sbat us1weifgi AEi galli PPodal
processing failure and the presence of additiona

i nf oLAEbiraAtisnsSehporaBl 2bmhaAaasothsri thhn the sfechnd

processi ng apparatus 2 (step S243). In this case, the

| C capdmiéndpesGAROt CHALLBNAEacommand of CASZ 2 in the
example of FIG. 15) to the IC card 1 (step S241).

The IC card 1 which has received the normal

command confirms whether additional information having
a high priority is present in the additional
information table 13a’. The CPU 11 confirms that the
additional information having a high priority (priority
of “5”) is stored in the additional information table
13a’ (step S242-1). Thus, the CPU 11 of the IC card 1
creates response data for requesting to read additional
information instead of performing the processing
requested by the command (step S242-2). For example,
the CPU 11 of the IC card 1 creates response data in
which the status word indicating a processing failure
and the presence of additional information is set, and
transmits it to the IC card processing apparatus 2

(step S243).

In this case, the IC card 1 dces not perform a
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normal command until it reads the additi ona

information in response to the request fromthe IC
card processing apparatus 2 as hi gh-order apparatus.

In

ot her words, the I C card processi ng apparatus 2

cannot 5 performa normal command until it reads the

addi
t he

tional information having a high priority from
IC card 1. Therefore, the 82 card processing

apparatus 2 transmts the special comand of

requ

esting to read additional information (GET

RESPONSE: ¢ ofpmnandf WCASE2: T nr¢dnds | Dhexatpl elehdwn in

FI G

15) tothe ICcard 1 (step S251). The speci al

cormmaRfcrayt desi gharespddsti ohathe | e aat i BreT o~ IC card

r ead

by the creation order or the -priority. \Wen

addi PFBR&FS AP oR RBEFBRUE 02 b2S r &3dl TS Ifht 2RRAT Yiikt ed, 11

t he

i nedFaEEI YOprvi bli§

spec
addi
addi
al |

addi
spec
info
t he

Int

addi ti onal inforn?éion notified by 15 the
SPORS P BATSS Trhlyd baPY 2L US Thetannot
Lal - n desi e only i o
LR rSPTIn 80 CeSARRL R ol OTL Ve 90, L B cona
. i or : or . : _ desi :
L20pe S0 MRLARS, Lon, RERULROr, O oA SEpLOf a1
thepakolaf opABt eNchall grd3ass195 £888E88us Ih€ransmits
ial conmand of requesting to read additiona
tRBt kpacean deshgnat erWhethest t 8gdebetead osddipt donal
read additional information by paraneter setting.
hefexaaplienshemnm RASPOGEE 15omhbaed SpeCCAEE25in the

command of designating additional information

desi
In o

grRampset ehdehetie FAE.r éad addihéohdl canflol masiem. S251) .
ther words, in the processing exanple shown in

The special command may designate additional
information to be read by the creation order or the
priority. When additional information to be read is
not designated, the additional information notified by
the immediately-previous response data may be read.
The special command can designate not only one item of
additional information but also multiple items of
additional information for reading, or can designate
all of the additional information stored in the
additional information table 13a’ for reading.

The special command of requesting to read
additional information can designate whether to delete
or hold the read additional information by parameter
setting. In the example shown in FIG. 15, the special
command of designating additional information

designates to delete the read additional information.

In other words, in the processing example shown in
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83 FIG 15, the read additional information is
deleted. Even in this case, when the priority of the
additional information is determ ned based on the
occurrence frequency or the nunber of tinmes of

conti nuous 5 occurrence, the additional information is
not conpletely deleted and the contents of the
additional information are éeﬁ%?arély recorded. The
CPU 11 of the IC card 1 which has received the

speci al conmand reads additional information to be
read"1¥0 fromtPRergadi pREAALONAL of HBPTBAtLaD| és13aleted.
(ste% S252- 1% and creates response data in which the
r ead “¥8di tFohAt Si AREFmatNBR F8esBF1pstep S25202)adghenonal

settln t he _addi ti onal |nforgat|on in the response
data; ?ﬁ%méﬁboTllae BI85 REYabaFEF oAl “FRf BF HREFBRCE 5

fro tign |nfo mat ion_t abl e step S252-
;O Ko Bhs B TR R < HRPh ok Pont BAEPy ot ad

by t Becspeehak, cengageqaelbhglr e3POPSE: daha; st A8 CPU
of the IC card 1 sets the status word indicafing

the cBﬁbﬁEEe@QdﬁegeQEdtBﬁdpEQEe§§hBQntQ LhecnESRAAseional
data 20 and transmits it to the IC card processing
appaiatusmdtibat epeS2egrrafblior reeeebi¥bNg the response

data containing the additional information, the IC

card procé&sei A§U apparfathe 2Cpravddeswaiehnmasdreteived the
requesting a 25 processing not relating to additiona

i nf orperiied comoendl reedraaddothenal hanfoheaspesi ab be read
command) (GET CHALLENGE command of CASEZ2 in the

exanplFéMofhf| gddisjonal information table 13a’ (step S$252-
1), and creates response data in which the read
additional information is set (step $252-2). When

setting the additional information in the response
data, the CPU 11 deletes the additional information
from the additional information table 13a’ (step S252-
3). When setting the additional information designated
by the special command in the response data, the CPU 11
of the IC card 1 sets the status word indicating the
normal ending of the processing in the response data
and transmits it to the IC card processing apparatus 2
(step S253).

After receiving the response data containing the
additional information, the IC card processing
apparatus 2 provides a command of requesting a
processing not relating to additional information
(normal command other than the special command) (GET

CHALLENGE command of CASE2 in the example of FIG. 15)
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84 tothe ICcard 1 (step S261). \Wen receiving the
normal conmmand, the IC card 1 confirnms whether

addi tional information having a high priority is
present in the additional information table 13a'. 5
Since the additional information having a high
priority (priority of "5") is deleted, the CPU 11
confirns that the additional™ i rffrmtion having a high
priority is not stored in the additional information
table 13a' (step S262-1). In this case, the CPU 11 of
10 the TTechf dcarpel f or' el aSeohmandiiprocesss iging the
according. to the contents of the conmand (step
S26202¥Ma Wrer et melt 1§ Her FdFdi hoCehel Fommimf-her
proceéﬁ%g , the, CPU 11 of the ICcard 1 creates, as
the ¢ RO Pt otRSITRYT L PR SRA T1NT 63 potfEe Rt T 1Y whit ch
a random nunber,_ 15 ner at ed, by the command ocessjing
and PHESEht te. WoF POt h €5t} niy T HE o Tral ~Bef o ot
the processj s t 1tS. i :
card procézé?%ggg%pgﬁg%ﬁégggl(ggg%?%ééééﬁ &gvgggc%f%%

abovgyibhec |, C SAI g BEGOL i g1 0; thee1 20:4 hifide cpy 11

processing exanple 1s" configured to store detal

i nf orpREL ORs| NEk €ath 02 @i €VERL 1 SUEPo ASa€Id®having a high
occurring while the conmand processing is being

execgtedrinyassogbatsodratit hnacpei gadiy:idhal henformation

detailed information, to output the detail ed

i nf otanleoh3ahens2&prezeékving arspeeial ceoarande ofPU 11 of

requesting to read the detailed information, and to

per f bren &Cpracreésti pgriacnoordi agnhand herpréssing afcehding

detailed information
to the contents of the command (step S262-2). When
normally performing the command processing, the CPU 11
of the IC card 1 creates, as the command processing
result, response data in which a random number
generated by the command processing and the status word
indicating the normal ending of the processing are set,
and transmits it to the IC card processing apparatus 2
(step S263).

As described above, the IC card according to the
third processing example is configured to store
detailed information indicating an event such as error
occurring while the command processing is being
executed in association with a priority of the detailed
information, to output the detailed information when
receiving a special command of requesting to read the

detailed information, and to perform a processing

according to the priority of the detailed information
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85 when receiving a conmand ot her than the speci al
command. According to the third processing exanpl e,
the IC card can provide additional informtion
(detailed information) occurring in the conmand 5
processing to the high-order apparatus through

ef ficient processings according to the priority.

Wil e certain enbodi ments have 3eerr descri bed, these
enbodi nents have been presented by way of exanple
only, and are not intended to limt the scope of the
10 i vbent reasivindeedsomhangovelhe enbodi neint ssekesta} bed
herein may be enbodied in a variety of other forms;
furt AeFReRrd; vAFFeHdingi 53 bhe, tRibdtPEetsdRbnamKample,
chan?es ILn the formof the enbodi pents descri bed

her eFR® HayCBEdntaR RFPHOUE dephrtPPRyl f R EPRE PR rit
f th 5.1 Nt i .. Th i | ai d

Chei oebR it odr BhES R 6l PR RSP E TG ol o RE AR or
o ooy : cneed

o FEEEL TR PO L U P P SRR,

A poe%9?£§eﬁ£e§£5egggi g@aééwf'dfrg(gp{&SW prf‘orit%y.a i

communi cating unit confrgured to mmuni cate w

external qppacatusia®naBmBX8CHELRY HALL coufi gureditag,
execute a command processing according to a command

recetMedef eapbtihRenext BEHal paPPRAL BEHUSNBYAtBE way of example

communi cating unit; a generating unit configured to

generalg, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or

modifications as would fall within the scope and spirit

of the inventions.
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addi tional information associated with a result of the
10 command processi ng executed by the executing unit;

a storing unit configured to store the additiona

i nformati on generated by the generating unit; a first
processing unit configured to transmt a response
containing the result of the conmand 15 processing by
the executing unit and informati%n ~ indicating

presence of the additional information to the

external apparatus, if the storing unit stores the
addi ti onal informationW§éderat eHABYEPhéSgenerati ng
unit; and 20 a second processing unit configured to
transmt lthePaBEFERrBAEI CLAFBFAREF oRPREHREES| AORPEIS1NG:
storing unit to the external aratus, |if recei ving

a connandaoFomWEaﬁééFﬂﬁg Pﬁétaﬂggf?%ﬂﬁ?dlE?o?ﬂ@??ﬁho te

f { t t 25 2. Th t abl
Lo bR Skt ral R RRa I e To . el e operei

the gener afi DgoUNLt gengt at e, eaddkLional oL OLQrURLi Qfnmand

|nd|cat|ng contents e error e command

proc §8b8951hécé8csié959058Uéscbﬂméﬁﬁ r £087R04 from the

proc Ssing ex he executing unit, and

f'fSExEéQﬁ§§SéﬁgaHthst52n§Hbt§oﬁmu§§@Qﬂ§ﬁ CQRt a} ni ng
information indicating that an error has % occurred

in the coamgadeprocagsungtbyohiegaxeaut bngenyfbteand
information indicating the presence of the additiona
i nf ormdtiitoontd Lthécexbeinal aappatates. wBthTaerpsutabbe the
el ectroni c apparatus according to

command processing executed by the executing unit;

a storing unit configured to store the additional
information generated by the generating unit;

a first processing unit configured to transmit a
response containing the result of the command
processing by the executing unit and information
indicating presence of the additional information to
the external apparatus, i1f the storing unit stores the
additional information generated by the generating
unit; and

a second processing unit configured to transmit
the additional information stored in the storing unit
to the external apparatus, if receiving a command of
requesting the additional information from the external
apparatus.

2. The portable electronic apparatus according to

claim 1, wherein the generating unit generates

additional information indicating contents of the error
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claim1, wherein the second processing unit transmts
10 the additional information to the externa

apparatus after the first processing unit transnits

the response containing the information indicating

the presence of the additional information, if a
command to be next received is a command of

requesting the additional 15 irformation. 4. The
portabl e el ectroni c apparatus according to claim1,
further conprising: a nenory configured to store data,
wher éhnthhecgenenat b ngcess t ngenef atese addi tdomars 20 the
i nformation indicating detail ed contents of the error,

i f anommepd preoessingacweftiag py ocessergcuting unit, and
corresponding to a witing comand of requesting to
wite dat & EnfeiRetnBRBEGSSANE vPReCf FF3RSPtbeedsFRgPONSe

unit transmts a response 25 containing infornation
indiGQPFﬁ@nﬂﬁﬁtlaﬁoé@?%?oﬁa§“dbﬁéﬁ%?%dt$ﬁttﬁ% ﬁfF?Fn@as

it S SER R SnadRo el 18 Fer ol
oSSR B S SEU RS, 0! O LR i

i nf ' h I
1 OLRL! SR Bk e FL ST 200 Loy S Thepor 0L e

us -according

the §HQEF2%nH@iEn§59ﬁ§§i59e58iQhé cRLUrAbit YRk rkt €55

of detai information generated by 5 the generating
uni t, andjwhennkeegir¥hpgeaccemmandief appauastisndctBeding to

addi tional information, the second processing unit
speci-iibes anewhtesyaf taddstional pkbtessahyoante beansmits
the additional information to the external apparatus
after the first processing unit transmits the response
containing the information indicating the presence of
the additional information, if a command to be next
received is a command of requesting the additional
information.
4. The portable electronic apparatus according to
claim 1, further comprising:
a memory configured to store data,
wherein the generating unit generates additional
information indicating detailed contents of the error,
if an error occurs in a writing processing
corresponding to a writing command of requesting to
write data in the memory, and
the first processing unit transmits a response
containing information indicating that an error has
occurred in the writing processing by the executing

unit and information indicating the presence of the



10

15

20

25

tran

smtted to the external apparatus from anong the

10 additional information stored in the storing unit,

and
t he

transmts the specified additional information to
external apparatus. 6. The portable electronic

apparatus according to claimb5, wherein the second

proc
info
i nfo
requ
cont

essing unit specifies 15 the |atest additional
rmation stored in the storify unit as additional
rmation to be transmtted, if the conmand of
esting the additional information does not
afAlFAPBRAalNEATTBE 8RS gnBE e ng= beldre} onaparatus.

informatign. 20 7. The ggrtable el ectroni ¢ apparatus
according5to TeFaPRY5aP ePePRTERBLISt BPPAGRLIAPL 2SERF@ENT O
addi tional . information geperated b

unit

th ti
LR ad ol NSEFOR BERSTRT OPREtT bR 7 ROt Cat PRGTT I 2

L.0g. d_of ting.the_additi |
P PR Ao e Rk B R Dot DS PR LA Yenerated by

spec
st or

Lhiescpdditiigpalh;Enfopgmtion stored in the
ing anit in association wth the designated

command a%h@gdE%E@@@EnbnEQEHBREQH ég r%QuQ@ting the

tran

smtted, if a procéssing conmand o generating

addi tdanakohafion AEbIrAAt L OnbetheapspbhliedrbSessing unit

desi
info
acco
uni t

ghated by the conmand of requesting the additiona
spatidhes5o8e Themport abletebestr Onferappasat s be
rding to claiml, further conprising: a deleting
teenbingbted to tekeetrfefnein dhparstosi igomnitong the

additional information transmtted by the

additional information stored in the storing unit, and
transmits the specified additional information to the
external apparatus.

6. The portable electronic apparatus according to
claim 5, wherein the second processing unit specifies
the latest additional information stored in the storing
unit as additional information to be transmitted, 1if
the command of requesting the additional information
does not contain information for designating additional
information.

7. The portable electronic apparatus according to
claim 5, wherein the storing unit stores additional
information generated by the generating unit in
association with information indicating the processing
command of generating the additional information, and

the second processing unit specifies additional
information stored in the storing unit in association

with the designated command as additional information
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second processing unit. 10 9. The portable electronic
apparatus according to claiml1, further conprising: a
type determ ning unit configured to determne a type

of additional information generated by the generating
unit; and 15 an additional information processing unit
configured to process additional information stored in
the storing unit according to @%ype of the additiona
information, if receiving a command ot her than the
command of requesting additional information, 20

wher ePnoe herandoni hgedni t £ st opesce helirddéememad of
information in association with the type of the

addi §FoRaRtinfor el F AR L0IN ThEnpbieabl @ oF eefFoHIECted 1S
apparatus accordin to claim9, wherein, the o

addi fiF8naraFf o?ﬁa?P%nC%@m%?%c%§s¥%@U%ﬁFfn%e??%r%ﬂgltlonal
only.a_processing of notifying that the additiona
info?ﬂggfgﬁt?gnpresent by the first processing unit

2 2 B A -, 6OINE 0, SopLEh. LB <o

ext ernal appar at

i nformatfon storedelncbRg, sLORENG Unit is to be
surely notified to the external apparatus. 11. The

portable gl geteenhg appar abHe:18aeeRdLRYdedet e, Ckabmm Ohe
wherein the additional information processing unit

del esesrihe addtti eaaltioh@l mabhfofmasian pPraceasttyd by the
for the command received fromthe external apparatus,
I f astypadopraddssinogalininf ormati on stored

9. The portable electronic apparatus according to
claim 1, further comprising:

a type determining unit configured to determine a
type of additional information generated by the
generating unit; and

an additional information processing unit
configured to process additional information stored in
the storing unit according to a type of the additional
information, if receiving a command other than the
command of requesting additional information,

wherein the storing unit stores the additional
information in association with the type of the
additional information.

10. The portable electronic apparatus according
to claim 9, wherein the additional information
processing unit performs only a processing of notifying
that the additional information is present by the first

processing unit as a processing for the command
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in the storing unit is to be optionally notified to
the 10 external apparatus. 12. The portable

el ectroni c apparatus according to claim9, wherein
the type determning unit determnes a priority

i ndi cating necessity of notifying the additiona
information to the external apparatus as 15 the type
of the additional information, %hd - the additiona

i nformati on processing unit deternlnes processi ng
contents of the additional information stored in the
st or Frageuned areordiagerocimel prporiayus, 20f 13, tyke of
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12. The portable electronic apparatus according
to claim 9, wherein the type determining unit
determines a priority indicating necessity of notifying
the additional information to the external apparatus as
the type of the additional information, and

the additional information processing unit
determines processing contents of the additional
information stored in the storing unit according to the
priority.

13. The portable electronic apparatus according
to claim 12, wherein the type determining unit enhances
the priority of the additional information, if
additional information having the same contents is
stored in the storing unit.

14, An IC card comprising:

a module comprising a communicating unit

configured to communicate with an external apparatus,
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unit configured to transmt a response containing the
10 result of the command processing by the executing
unit and information indicating presence of the
additional information to the external apparatus, if
the storing wunit stores therein the additiona

i nformati on generated by the generating unit, and a
second 15 processing unit confi®dured to transmit the
additional information stored in the storing unit to
the external apparatus, if receiving a command of
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information; and transmtting the additiona
i nf oremtilonof othéecommand processing by the executing unit
and information indicating presence of the additional
information to the external apparatus, if the storing
unit stores therein the additional information
generated by the generating unit, and a second
processing unit configured to transmit the additional
information stored in the storing unit to the external
apparatus, if receiving a command of requesting the
additional information from the external apparatus; and
a main body comprising the module.
15. A method of controlling a portable electronic
apparatus, the method being used for a portable
electronic apparatus that processes a command supplied
from an external apparatus, comprising:
executing a command processing according to a
command received from the external apparatus;

generating additional information for a result of

the command processing according to the result of the
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external apparatus, if receiving a command of 10
requesting the additional information fromthe
external apparatus.

executed command processing;

storing the generated additional information;

transmitting a response containing the result of
the executed command processing and information
indicating the presence of the additional iniormation
to the external apparatus, if storing the generated
additional information; and

transmitting the additional information to the
external apparatus, if receiving a command of
requesting the additional information from the external

apparatus.



